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Abstract

In a hierarchical structure, a user in a security class has
access to information items of another class if and only
if the former class is a predecessor of latter. Based upon
cryptographic techniques, several schemes have been pro-
posed for solving the problem of access control in hierar-
chical structures. In this paper, we propose a new scheme
for an access control in tree structural hierarchies based on
asymmetric cryptographic key assignment scheme. Fur-
ther, our encryption and decryption procedures are based
on asymmetric cryptographic technique. We show that
proposed scheme requires less amount of storage space to
store public parameters and also retains the same secu-
rity level compared to the previous published schemes.
Furthermore, our scheme achieves better generality com-
pared to the Hwang’s scheme.

Keywords: Access control, authentication, cryptography,
data security

1 Introduction

In real life, hierarchical structures are used in many ap-
plications organizations like the military, government or-
ganizations, school systems, college systems, private cor-
porations, computer network systems [16, 17, 19, 20], op-
erating systems [10] and database management systems
[5, 7, 8, 9], etc.

We consider an organizational structure in which the
users and their own information items (e.g., a message,
data, etc.) are divided into a number of disjoint set
of security classes, say Ci, Ca,---, C,. We can de-
fine a binary relation <, which partially orders the set
C ={Cy,Cs,---,C,}. In the partially ordered, (C, <),
C; < C; means that C; has security clearance lower than
or equal to C;. In other words, the users in C; can access
the encrypted information items held by the users in C;.
However, the converse is not permitted. Figure 1 shows

an example of four-level hierarchial structure. Top level
class possesses the greatest authority, and authority de-
creases with the increase in level. Thus, users in bottom
level classes have the least authority. For the partially
ordered set structure, C; < Cj, C; is called a successor
of C;, where as Cj is called a predecessor of C;. If there
does not exist C} such that C; < Cy < O, C; is called
an immediate successor of C;, and C; is called an imme-
diate predecessor of C;. If there does not exist C; such
that C; < Cj, C is called a leaf security class. Without
loss of generality, we identify the classes in a hierarchi-
cal system as follows. Let G be a set consists of integers
1, 2, ---, g, ie, G ={1, 2,---, g}, where g is the
degree of a tree structure. Let C; be a class. Then, the
immediate successors of C; are represented by C;,, where
ij =1-9g+ 7 — 2 for some j € G and ¢ is the identity
of the class C;. Let us consider an example as follows.
Assume that the user in the security class Cy5 in Figure
1 encrypts a message (information items) with her own
encryption key eq5. Because of access control in a hierar-
chical structure, only the users in the security class Ci5
and her predecessors classes (i.e., Cs, Ca, C1) can decrypt
this encrypted message, whereas nobody else can decrypt
this encrypted message.

Figure 1: An example of a tree hierarchical structure
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A straightforward access control scheme for poset hi-
erarchy is to assign each security class with a key, and
each class has the keys of all its successors. The infor-
mation items belonging to a class is encrypted with the
key assigned to that class. As a result, if a class en-
crypts the information items, its predecessors can only
decrypt the encrypted information items. The drawback
of such scheme is to store the keys in higher hierarchi-
cal classes. Several methods have been proposed in or-
der to solve such type of problems based on the concept
of the master key [4]. In 1983, Akl and Taylor [2] pro-
posed a scheme based on symmetric key cryptosystem.
Each security class C; is assigned with a public parame-
ter, PB; and a secret key K; = KéDBi mod N, where N is
widely separated secret pair of primes and K is kept se-
cret by the central authority (CA, for short). If C; < Cj,
PB;/PB;, is an integer, C; can derive the secret key, K;
as I = KB = Iy P PPIEE) = ((PBIPED oq N
of the class C;.

In 1985, Mackinnon et al. [18] proposed an improved
algorithm for the Akl-Tayllor scheme based on top-down
approach of poset hierarchy for reducing the value of pub-
lic parameters. In 1988, Sandhu [24] introduced a cryp-
tographic implementation of a tree hierarchy for access
control based on one-way function. In 1990, Harn and
Lin [11] proposed a scheme which is similar to the scheme
of Akl-Taylor, but, it is based on bottom-up approach
for key generation. In 1992 and 1993, both Chang et al.
[3] and Liaw et al. [13, 14] proposed the scheme based
on Newton’s interpolation method and one-way function.
The key generation procedures of the above schemes in
such a way that higher level security class can derive
the secret key of lower level security class using her se-
cret key and the public parameters. In 2000, Hwang [12]
proposed an access control scheme for a totally ordered
hierarchy based on asymmetric cryptosystem. Recently,
many related schemes have been proposed [15, 26]. In
2003, Lin-Hwang-Chang [15] proposed a scheme for ac-
cess control, where each security class contains a secret
key SK; and derivation key DK; which are kept secret
by the class C;. If C; < Cj, the class C; can derive the
secret key of the class C; using the derivation key DK
and public parameters. In this scheme requires only small
amount of storage space to store public parameters com-
pared to the Akl-Taylor’s [2]. In this paper, we propose a
new scheme for access control in tree structural hierarchy
based on asymmetric cryptosystem which is the gener-
alization of Hwang’s [12] proposed scheme. Besides, our
scheme requires less amount of storage space to store pub-
lic parameters. Moreover, our encryption and decryption
techniques are based on asymmetric cryptographic tech-
nique.

In a multilevel access control scheme based on asym-
metric cryptosystem, each security class C; has a distinct
encryption key e; and a distinct decryption key d; for
encryption and decryption respectively. A user can en-
crypt the information items (message) in C; with e;. The
only user in the same security class C; can decrypt using
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the decryption key d; and public parameters, whereas the
users in the higher security classes can decrypt that en-
crypted information items using their own decryption key
and public parameters. But, no one else can decrypt that
encrypted information items.

The remainder of this paper is organized as follows.
Section 2 gives a brief review of the Hwang’s scheme. In
Section 3, we describe our proposed scheme for access
control in tree structural hierarchies. Section 4 shows the
space and time complexity of our scheme. In Section 5, we
discuss the security analysis. Section 6 shows the advan-
tages of our scheme. In section 7, our scheme is compared
with previous published schemes. Finally, Section 8 con-
cludes the paper.

2 Review of the Hwang’s Scheme

In this section, we now review briefly the Hwang’s scheme
[12].

In the key generation phase, for n security classes
C1, Cy,---, Cp in totally-ordered hierarchy, CA per-
forms the following techniques to generate and distribute
keys. At first CA chooses a large number N so that
N is product of two large primes. Then CA chooses ¢;
so that e; and ¢(N) are relatively prime and computes
s; = e; ' mod ¢(N), where ¢(-) represents the usual Eu-
ler’s totient function. After that CA selects parameters
B, 2 < B < P@p(N)—1and t, 2 <t < ¢(N)-1
such that ged(8,¢(¢p(N))) = 1. CA computes o =
B~ mod ¢(p(N)). Then, CA also computes p;,d;, w;,

where
p1 = o' mod ¢(¢(N))7
di = ' mod ¢(¢(N)),
wy = i mod ¢(N).
and
pi = pi_y mod ¢(¢(N)),
d; = di_; mod ¢(p(N)),
w; = s mod ¢(N),
for i =2,3,--- ,n. After that CA sends securely encryp-

tion key (e;, N), decryption key d; to the security class
C;, where (e;, N) is public and d; is kept secret by C;.
CA keeps w; as public.

2.1 Encryption Technique

The encryption technique of this scheme is as follows. Let
M be the message to be encrypted. Encrypted message
T of M(< N) for a user in a security class C; is defined
as

T = M mod N.

2.2 Decryption Technique

Let us assume that C; < Cj. If a user in security class
C; wants to decrypt the message which is encrypted by a
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user in security class C;, the following is the technique of
this scheme:

2D

M =T mod N,
where L; and L; are the level of security classes C; and

C; respectively, and M is the decrypted message.

3 Our Scheme

In this section, we present a new key assignment scheme
for access control in a tree structural hierarchy based on
asymmetric cryptosystem. We assume that there is a
trusted CA in the system. The main purpose of CA is to
generate keys and distribute them securely to the classes.
We use the following notations for describing key genera-
tion procedure.

e (;: A class with identity i.

e (;;: A successor class of a class C;, where i; =i-g+
j—2,5€{1,2,---,g} and g is the degree of a tree.
i is the identity of the class Cj;,.

e F;, D; p;,w;,s;: These parameters are assigned for
the class C;, which are kept secret by CA.

e ¢;,d;: Encryption key and decryption key for the
class C; respectively.

e Ei,D;;,pi;,wi;,si;: These parameters are assigned
for the class Cj, Wthh is a successor class of Cj.

These parameters are kept secret by CA.

e ¢;;,d;;: Encryption key and decryption key of the
class C;.

o SI;;: SI;; (secret information) is computed and kept
secret by CA in between the classes C; and C; with
C; < Cj.

e SRI;;: SRI;; (secret relational information) is com-
puted by CA in between the classes C; and C; with
C; < C; and is kept secret by Cj.

3.1 Key Generation Procedure

In this subsection, we discuss the procedure to generate
keys for all classes.

Step 1: CA chooses a large number N, so that N is a
product of two large primes which are widely sepa-
rated and ¢(¢(N)) has at least two large prime fac-
tors. ¢(-) is Euler’s totient function. CA keeps N as
public parameter.

Step 2: CA chooses a prime h (h > 2) and another num-
ber h; distinct from h so that 2 < h-h; < $(N) -1
and ged(hhg, ¢(N)) = 1. Then CA computes the dis-
tinct encryption key e; = hh; and secret key s; such
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that e;s; = 1 mod ¢(N) for the security class C;. Al-
though e; and s; use the same common modular, it is
not possible to derive s; by common modular attack
[21] because of the fact that s; are kept secret only
by CA.

Step 3: CA chooses a prime E; so that 2 < FE; <

?(d(N)) — 1 and ged(Ey, ¢p(#(N))) = 1. Then CA
calculates the multiplicative inverse, D;, for each FE;,
where D;E; = 1 mod ¢(¢(N)). E; and D; are kept

secret by CA.

Step 4: CA chooses a secret parameter t, 2 < t <

P(¢(¢(N))) — 1.

Step 5: CA computes a secret parameters pi,w;, and
decryption key d; of the security class C; as follows:

= D mod ¢(¢(N)),
d1 = Ej mod ¢(¢(N)),
wy = s§" mod ¢(N).

Let us consider CA has computed the secret parame-
ters p;, w; and decryption key d; for the class C;. Let
C’ij be an immediate successor of the class C;. The
secret parameters p;;, w;; and decryption key d;; of

the class C; as follows:
bi; = ( 1]p|'1 1'| * mod ¢(¢( ))
= (Di,pi) m0d¢>( (N)),
4y = (Biydpusy)? mod 9(6(N))
= ( d;)* mod d)( (N)),

where ¢ is the degree of the tree structure.

Step 6: CA computes secret information S1I;; in between
two same or different classes C; and C; with C; < C}
using the following algorithm:

SI_Function(i, j)
Step 6.1: Set k:=1,51 :=1;

Step 6.2: If (i == j) then
Goto Step 6.5;
Step 6.3: If (i > j)
SI:=SI-E2 mod ¢(¢(N)):;
- ri—1
i=[571
k= k +1;
Step 6.4: Go to Step 6.2;
Step 6.5: Return ST;

All S1;; are kept secret by CA.

Step 7: Then CA computes secret relation information
SRI;; in between two same or different classes C; and
C; with C; < Cj as follows:

SRI;; = wfI“ mod ¢(N).
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Then, CA transmits securely the decryption key d; and
encryption key (e;, N), and secret relational information
S RIy; for all k with Cy < C; to the class C; in the system.
The class C; keeps secret d; and SRIy; for all k with
Cr < C;. The encryption key (e;, N) of each security
classes C; are published by CA. E;, D;, s;, p;, w; and Sl;
for all k£ with Cy < C; are kept secret by CA.

3.2 Encryption Technique

We define our encryption technique as follows. Let M be
the information items or message to be encrypted. En-
crypted message 1" of M for a user in a security class C}
is defined as

T = M mod N.

3.3 Decryption Technique

Let us assume that C; < Cj. If a user in security class
C; wants to decrypt this encrypted message which is en-
crypted by a user in security class C;, we use the following
technique.

S(Li=Lj)

M = TSRL] mod N,
where L; = [log,((g—1)-(identity of the class C; +1))—1]
and L; and L; are the level of security classes C; and C}
respectively, M is the decrypted message, and SRI;; are
secret relational information of the class Cj.

3.4 Correctness

In this subsection, we prove that plaintext M can be de-
rived using our decryption technique. We have already
shown that encrypted message by the security class Cis
is decrypted by the security class Cy because of the fact
that the security class Cy is in the higher level security
class than Cy5. The proof as follows:

Let T = M3 mod N, where T is the ciphertext en-
crypted by a user in the security class Ci5. Then

L LimL)
M =TS8 mod N,
where
Lis = [logg(2-15+1)—1]
= 37
Ly = Jlogs(2-2+1)—1]
= 1,
dy = Ej-E} mod ¢(¢(N)),
Shsa = Eiﬁ ’ Eg mod ¢(¢(IV)).
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Now,
d2(Lla L3)
SRIZ
(dz(le ))5115,2

= wys

(L1s—Lg3)
p1s(d3 *°T )85
= 9515
(Di5-Ds-D5-DYY)-(E3-EFY)*-(Ei5-Ef)

= s15 mod ¢(V),

where p15 = D% - D# - D§ - D§* mod ¢(¢(N)).

Therefore,

d2(Lla La)
TSRNZ mod N
= M55 mod N

= M.

4 Storage Requirement and Com-
putational Complexity

Storage Requirement:

Let us consider £ be the number of successors of the class
C;. Then from the key generation procedure, the class
C; has to store k + 1 secret relational information, where
each secret relational information lies between 1 and
@(N) (< N) and the decryption key d; lies between 1
and ¢(¢p(N)) (< N). Therefore, the storage requirement
for storing the secret information (parameters) is the
sum of storing k+ 1 secret relational information and one
decryption key. Thus, the required storage for storing the
secret information is (k4 2)[logy, N bits for the class C;.
Let us assume that there are u classes in the hierarchical
systems. So, the total number of public parameters,
{ei]i € {identity of the classes in the hierarchy}} and N
is u + 1. Also, each e; lies between 1 and ¢(N) (< N).
Therefore, the total amount of space required for storing
the public parameters is (u + 1)[logy N bits.

Time Complexity:

The time requirement for encryption and decryption
techniques in our scheme using the repeated square and
multiply algorithm are described as follows.

Time Requirement for Encryption:

Since the encryption key lies between 1 and ¢(N) ( < N),
the time requirement to encrypt a message is O(log3(N))
in terms of bit operations.

Time Requirement for Decryption:

Suppose C; encrypts a message M, where encrypted mes-
sage is T' and C} plans to decrypt this encrypted message.
The total time required for decryption can be attributed
to three basic stages.
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1) Computation of d?(Li_Lj): The number of bit opera-
tions required is O(2%~Li log3(N)).

p L)

2) Computation of SRI,/
operations required is O(NQLFLJ log3(N)).

: The number of bit

L)

3) Computation of TSEL] mod N: The number
of bit operations required is O(NQLi_Lj log3(N)).

Thus, in our scheme, computational time is
O(NQL logs(N)) in terms of bit operations, where L =
L; — L;. So, computational time required for encryption
and decryption of our scheme are same as the Hwang’s
scheme.

5 Security Analysis

In our proposed scheme, the decryption key d; of a
security class C; is equal to the square of multiplication
of the parameter E;, which is kept secret by CA and
its immediate predecessor’s decryption key d(% 1 So,

a user in a lower level security class C; can derive its
predecessor’s decryption key unless that lower level class
is able to compute the square root mod ¢(¢(N)) of her
decryption key as well as to compute the D; which is the
inverse of E;. Since N is product of two large primes. So,
it is difficult to compute ¢(N) from N. Hence, it is also
difficult to compute ¢(¢(N)) from N. Also, it is known
that the problem to compute n-th root of ™ mod m
for any integer n > 2 is as difficult as factoring m [23],
where m is product of two large primes and this has
been proven in [22] for the case of n = 2. Again, ¢(¢(NV)
has at least two large prime factors. As a result, it is
hard to compute square root mod ¢(¢p(N)). Further, E;
and D; are kept by CA. So, it is hard to compute D; or
D? from secret relational information of C;. Therefore,
in our scheme, it is difficult to compute the decryption
key of upper level class by a class of lower level class
is as difficult as factoring the product of two large primes.

Collaboration Attacks:

Collaboration attack is the case when two or more
security classes at the lower level in the hierarchy wish
to derive the decryption key of their predecessor class.
Let C; and C; be the immediate successors of the class
Ck. The decryption keys of C;,C;, and Cj are d;(=
(Eidy)? mod ¢(6(N))), d; (= (E;di)* mod ¢(¢(N))) and
dj, respectively. Let us assume that C; and C; compro-
mise their d;,d; and their secret relational information
SRI. Because of the factorization problem, it is hard
to compute ¢(H(N)) from N. Again, it is difficult to
compute D7 (inverse of E}) or D? (inverse of E?) from
SRI as well as it is also difficult to compute the square
root of d? mod ¢(¢(N)). Thus, it is hard to compute dy,
from d;,d; and SRI. Hence our scheme is secure against
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such type of attacks.

Common Subordinate Attacks:

This is the case when the subordinate class C) is
accessible by two or more predecessor classes C; and
C;. Let us consider Cp < C; < (Y, where C; and
C; are the immediate successor and predecessor of
the class C; respectively. Let us assume that C; and
C), compromise their decryption keys and their secret
relational information SRI. d; (= (E;d;)? mod ¢(¢(N)))
and dy (= (Exdj)® = ERE}djmod ¢(¢(N))) are the
decryption keys of the classes C; and C} respectively.
But, in our proposed scheme, it is difficult to compute d;
using d;, dy and secret relational information SRI of the
classes C; and C} because it is difficult to compute n-th
root (n = 4) of d} mod ¢(¢(N)) for any integer n > 2.
Further, it is difficult to compute D? as well as Di by a
user in C; is same as in collaboration attacks. Therefore,
in our scheme, it is difficult to compute d; using d;, d,
and SRI by a user in C;. As a result, proposed scheme
is secure against such type of attacks.

Common Modulus Attacks:
There are two types of common modulus attacks.

1) The first type of common modulus attacks uses the
same message M and same modulus N for two dif-
ferent encryption keys (public keys) e; and es. Then,
T, = M mod N and T = M mod N. If e; and
eo are relatively prime, there exist integers x and y
such that xe; +yes = 1. In this case, message M can
be retrieved by the following technique [21, 25]:

TEHTY) mod N = (M)*(Me)Y

M$61+y€2

M.

But, in our proposed scheme, adversary can calcu-
late ged(e;, ej) = h, where h > 2. As a result, it is
difficult to compute h-th root of M" mod N without
factoring to N. So, our scheme is secure against this
type of attacks.

2) The second type of common modulus attacks [6, 21]
is that a user in a class can use her own encryption
key (public key) es and decryption key da together
to retrieve the decryption key d; of another user of
a class C using encryption key e;. The user first
finds the gcd of e; and eady — 1 by the Euclidean
algorithm. Let u = ged(eq, eads — 1). Then, the user
finds v such that v = (ead2 —1)/u. Since u divides e;
and ged(eq, ¢(m)) = 1, u must be relatively prime to
@(m). As eady —1 = 0 mod ¢(m) and uv = eads — 1,
wv is a multiple of ¢(m). As a result, v must be a
multiple of ¢(m). Since v is relatively prime to ey,
there exist integers x and gy such that the relation
v + ye; = 1 holds. Therefore, ye; = 1 mod ¢(m).
Since v is multiple of ¢(m). Thus, y = d;. Hence,
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the user in a security class can derive the decryption
key d; of another user.

Let us consider our scheme. Assume that a user in a
security class C; wants to retrieve decryption key d; of
another user in a class C;. A user in a class knows en-
cryption key e;, decryption key d; of itself and encryption
key e; of C;. But, encryption and decryption keys are
on different modulus. So, C; have to compute p; from d;,
where p; is the inverse of d;. As it is hard to compute
d(H(N)) from N, it is difficult to compute p; from d; by
the class C;. Hence, a user in C; cannot derive d; from
e, d; and e;. As a result, our scheme is secure against
this type common modulus attacks.

6 Advantages

In this section, we discuss the various kind of advantages
achieved from our proposed scheme. The following ad-
vantages are as follows:

e Encryption and decryption techniques are based on
asymmetric cryptosystem.

e The security is equivalent as RSA cryptosystem.

e Key generation procedure is based on asymmetric
cryptosystem which is done by CA. So, it supports
authentication.

e This scheme is secure against all possible attacks.

e No class can derive the decryption key of other class.
An encrypted message of a class can be decrypted
by the class itself and its predecessor classes. But,
the reverse is not true.

7 Comparison

In this section, we compare our method with previous
published schemes.

1) Our proposed scheme provides a hierarchical ac-
cess control based on asymmetric key assignment in
tree (non linear) hierarchical structure, whereas the
M.S. Hwang’s scheme provides totally order (linear
order) hierarchical structure for access control al-
though both schemes provide encryption and decryp-
tion techniques based on asymmetric cryptosystem.

2) In our scheme, the size of public parameters only
depends on the magnitude of N and does not depend
on the number of security classes in the hierarchical
system. As a result, our scheme may be applicable
even if the number of security classes is more. On
the other hand, if the number of security classes is
large, the Akl and Taylor [2], Mackinnon et al. [18]
and Harn and Lin [11] scheme cannot be applicable.
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8 Conclusion

In this paper, we have proposed a new scheme for solving
the multilevel key generation technique. Our scheme is
based on asymmetric cryptosystem for access control of
information items in an organization. In fact, this scheme
does not require large amount of storage space to store
public parameters. Our scheme also provides encryption
and decryption techniques using asymmetric cryptosys-
tem. Furthermore, our proposed scheme retains the same
security level compared to the schemes previously pub-
lished.

Hence, we conclude that our scheme is a novel scheme
to be used as asymmetric cryptosystem in tree structured
access control hierarchies for key generation as well as for
encryption and decryption.
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