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Abstract

In 2004, Tzeng, Yang and Hwang proposed a non-
repudiable threshold multi-proxy multi-signature scheme
with shared verification. However, Bao, Cao and Wang
pointed out that Tzeng et al.’s scheme cannot resist frame
attacks and therefore presented an improved version. In
this paper, we will show that there is another security
flaw existing in both Tzeng et al.’s scheme and Bao et
al.’s scheme.
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1 Introduction

In 2004, Tzeng, Yang and Hwang [3] proposed a novel
variation of proxy signature [2] called threshold multi-
proxy multi-signature scheme with shared verification. In
their scheme, there are four participants, i.e. the share
distribution center (SDC), the original signer group, the
proxy signer group and the designated verifier group. A
subset of original signer group can authorize their signing
rights to the proxy signer group. Then, a subset of proxy
signer group can sign a valid proxy signature on behalf of
the original signer group. Later, only a subset of desig-
nated verifier group can verify the validity of a purported
proxy signature. Just as these features, Tzeng, Yang and
Hwang claimed that their scheme can adapt to some prac-
tical applications. However, in 2005, Bao, Cao and Wang
[1] analyzed Tzeng et al.’s scheme and showed that their
scheme cannot resist the frame attacks. That is, a ma-
licious subset of original signer group, after intercepting
some accessible information, can frame some subsets of
proxy group and forge a valid proxy signature. There-
fore, they also presented an improved version, which can
overcome the weakness above.

Although Bao et al.’s scheme [1] gets rid of the security

weakness encountered in Tzeng et al.’s scheme [3], yet it
is still an insecure scheme. In this paper, we will point
out there is another inherent security flaw existing in both
Tzeng et al.’s scheme and Bao et al.’s scheme. That is,
both these two schemes do not satisfy the requirement of
threshold shared verification.

The rest of this paper is organized as follows. We will
first review Tzeng et al.’s scheme and Bao et al.’s scheme
in Section 2 and Section 3, respectively. Then, we point
out the inherent security flaw in Section 4. Finally, we
draw our conclusion in Section 5.

2 Review of Tzeng et al.’s Scheme

There are four phases constituting in Tzeng et al.’s scheme
[3], i.e. the secret share generation phase, the proxy share
generation phase, the proxy signature generation phase
and the proxy signature verification phase. At the be-
ginning, some parameters are selected and published as
follows.

e p,q: Two large secure primes such that g|p — 1;
e g: A generator in Z; of order g;

e h(:) : a one-way hash function;

e m, : A warrant which records the identities of the
original signers in the original signer group, the proxy
signers in the proxy signer group and the verifiers in
the designated verifier group, the parameters (t1,n1),
(t2,m2) and (t3,n3) and the valid delegation time,
etc.;

e AOSID : The identities of the actual original signers;

e APSID : The identities of the actual proxy signers;
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Each original signer U, selects a secret key zo, € Zj
and obtains a public key yo, = ¢*°: mod p certificated by
a certificate authority (CA). Similarly, each proxy signer
Up, or verifier Uy, also owns a secret key xp, € Zj or
xy, € Zy and a public key yp, = g% mod p or yy;, =
g*Vi mod p which is also certified by CA.

Let Go = {U017UO2)... 7UOn1}7 Gp = {Upl, Up,,
-+, Up,,} and Gv = {Uy;,Uy,,---,Uy,, } be ny origi-
nal signers, no proxy signers and ns designated verifiers,
respectively. According to the definition of a threshold
multi-proxy multi-signature scheme [3], any ¢; out of ny
original signers (1 < ¢; < mj) can represent the origi-
nal signer group to delegate signing capability. Any to
out of no proxy signers (1 <ty < Tlg) can represent the
proxy signer group to sign a message m on behalf of the
original signer group. Similarly, any ¢35 out of ng verifiers
(1 < t3 < ng) can represent the designated verifier group
to verify the proxy signature.

2.1 Secret Share Generation Phase

The SDC first chooses a random number Xp € Z ; as the
proxy signer group’s secret key and computes the proxy
signer group’s public key Yp = ¢X? mod p. Similarly,
Xv € Z;and Yy = gV mod p are the designated verifier
group’s secret key and public key. For the proxy signer
group G p and the designated verifier group Gy, the SDC
randomly generates two secret polynomial functions:

fr(@)=Xp+Pix+-+P,_12"” " mod g
and

fv()=Xv+Viz+- + V12 " mod ¢ (1)

and the degrees are t3 — 1 and t3 — 1, respectively.
Then, SDC generates secret shadows fp(yp,) and cor-
responding public keys yg, = gfPWr) mod p, where
i=1,2,---,ngy for each proxy signers. Similarly, fv (yv;)
and yp, = g/vvi) mod p, for i = 1,2,--- ,ng, are each
verifier’s secret shadows and corresponding public keys.

2.2 Proxy Share Generation Phase

Without loss of generality, assume that ¢; original
signers to delegate the signing rights are Do =
{Uo,,Uo,, -+ ,Uo,, }- Then, Do as a group executes the
following steps to delegate the signing rights to Gp.

e Fach Up, € Do selects a random number a; € Z;,
computes and broadcasts k;, where

ki = g* mod p.

o After receiving k;, (j = 1,2,---,t1;j # 1), each
Uo, € Do computes K and op,, where

K

t1
H k; mod p,
i=1

oo, = @K+ z0,h(K|my|AOSID) mod gq.
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e And then, each Up, € Do sends oo, to the desig-
nated clerk via a public channel.

o After receiving op,, the designated clerk first com-

putes:
t1
oo = ZUOi mod q.
i=1
Then, he checks whether the following equation
holds:

mod p.

K

t1
g°° = KK Hyg(vK”meAOSID)
=1

If it does hold, he computes
o=t 00 modq.

Otherwise, he checks whether the following equation
holds:

g% = sz .yg(vKHmeIAOSID) mod

i

q.

In such a way, the designated clerk can detect an in-
correct signature and then request the actual original
signer to deliver a valid one.

e The designated clerk broadcasts (o, m,,, K, AOSID)
to Gp.

After receiving (o, m., K, AOSID), each P, € Gp
checks whether or not the following equation holds:

t1 ty
g — (KK 10 yg(iKlmwlAOSID)> mod p.

i=1

If it does, P; uses o as his proxy share.

2.3 Proxy Signature Generation Phase

Without loss of generality, let Dp = {Up,,Up,, - -, Uth}
be the actual proxy signers. Then Dp as a group executes
the following steps to generate the proxy signature.

e Each Up, € Dp selects a random number b; € Zg,
computes and broadcasts rp,, where

rp, = gbq‘ mod p.

e Then, each Up, € Dp uses a secret shadow fp(yp,)
and a group public key Yy of the verifiers to compute
and broadcast r}i, where

O—yp.
ta
)fP(yPi)szl,j#i yplfyj

rp, = (Yv Pi mod p.
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e After receiving all rp; and r}j, (J=1,2,-- ,to;j #
i), each Up, € Dp computes R, R’ and s;, where

to
H rp, mod p,

R =
i=1
to
R = Hr}i mod p,
i=1
s 0—uwp
S; = lep(ypi) —_— + bzR +
H Yyp, — Yp;

J=1#i

(0 + zp,)R(R||APSID|m) mod g,

here, s; is the individual proxy signature which is
sent to the designated clerk.

e When the designated clerk receives s;, he first com-
putes

to
S = Z s; mod gq.
i=1

Then, he checks whether or not the following equa-

tion holds:
¢° = Y& R x
t b h(R||APSID||m)
KK H yg(.KHmeAOSID) H yP~>
( =1 j=1 !

modp.

If it does not hold, he checks whether the following
equation holds,

O—yp.
R, . —Fi

J=1,j#1 Yp; —YP;
ny%

—1
ty E
((KK H yg(imellAOSID)> ypi) mod p.

i=1

g = x

Then, he can find a wrong signature and ask
the actual proxy signer to transfer a valid one.
In the end, the proxy signature of message m is
(my, K, AOSID, R, S, APSID).

2.4 Proxy Signature Verification Phase

Without loss of generality, any t3 out of ng verifiers in
the group Gy can cooperate to verify the validity of the
proxy signature. Let Dy = {Uy,,Uy,, -+, Uy, } be the
actual verifiers. They can execute the following steps to
verify the signature.

e According to my,, AOSID and APSID, each verifier
gets the public keys of the original signers and proxy
signers from the CA and knows who the actual orig-
inal signers and the actual proxy signers are.
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e Each Uy, € Dy uses his secret shadow fy (yy,) and
the group public key Yp of the proxy signers to com-
pute and broadcast r1,,

0— .
'!JVJ
YV, YV,

i mod p.

o) T2

v, = (Yp) (2)

e After receiving r{,j, (j = 1,2,--- ,t3;j # i), each
Uy, € Dy computes

ts
R = H?‘Q/q mod p.

i=1

3)

Then, each verifier Uy, € Dy can check the validity
of the proxy signature by the following equation,

¢ = YHFR®x

t1
K h(K w ||AOSID
(K T[ w0t 1205T)

R(R||APSID||m)
i=1 )

(4)

If it does hold, (m., K, AOSID, R, S, APSID) is a
valid proxy signature of message m.

modp.

3 Review of Bao et al.’s Scheme

Bao et al.’s scheme [1] is an improved version of Tzeng et
al.’s scheme [3], which not only resists the frame attacks
but also eliminates the share distribution center (SDC).
Thus, the secret share generation phase is not required.
The systems parameters in Bao et al.’s scheme are the
same as those in Tzeng et al.’s scheme [3]. To generate
the verifier group public key and their secret shadows, all
Uy, € Gy collectively run the following steps:

e BEach Uy, € Gy randomly selects a t3 — 1 degree
polynomial:

fi(z) = 2y, + bigx + - -bigy—12° 7 mod g,

where zvy, is Uy;’s private key. Uy, publishes d;; =
g’ modp (I=1,2,--- ,t3 — 1).

e Each Uy, € Gy computes and sends f{(j) to Uy, €
Gv via a secure channel for j # 1.

e After receiving f}(i) from Uy;, Uy, can validate it by
checking the following equation,

t3—1

gl =y, H (d;1)" mod p.
i=1

Let f'(x) = 3702, f/(z) mod g, then Uy;’s secret
shadow is f’(i), and the verifier group public key is
Yv = H:Li'l gV = H:Lil yv, mod p.
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3.1 Proxy Share Generation Phase

Assume Do = {Uo,,Uo,, - ,Uo, } are the t; origi-
nal signers to delegate the signing capability. Similar to
Tzeng-Yang-Hwang scheme, Do preforms the same steps
as those in Section 2.2. Finally, (o, m, K, AOSID) are
broadcasted to Gp and each Up, obtains ¢ as his proxy
share. Here, a slight difference is that o = n3 oo mod q.

3.2 Proxy Signature Generation Phase

First, all Up, € Gp collectively run the following steps
to generate the proxy group public key and their secret
shadows:

e Fach Up, € Gp randomly generates a secret ¢35 — 1
degree polynomial:

fi(z)

— to—1

ai,0 + Q1% + -+ Q1T
= (O’ + rp; —+ kz) + ;1T
+ -+ @i, 127 mod g,

where k; is a random number chosen by Up,. Up,
then broadcasts g% and publishes ¢; ; = g% mod p,
(l=1,2,---,ta — 1). Here ¢; o = g*° mod p doesn’t
need to be published, since

cio = gai,0:g0+$Pi+ki
—1
t1 Ty
_ K T, A ]lm [ AOSID) e
- <K [Tvo " yrg-
=1

Each Up, € Gp computes and sends f;(j) to Up; €
Gp via a secure channel for j # 1.

After receiving f;(i) from Up,, Up, can validate it by
checking

to—1

(i it
g% = T ()" mod p.
=0

Finally, Gp publishes K" =[], g* mod p as pub-
lic information. Let f(x) = []2, fi(z) mod p, then
Up,’s secret shadow is f(i), and the proxy group pu-
bic key is

gf(O)
ty
K< yg(Knmwmosm))
( =1

Without loss of generality, assume Dp
{Up,,Up,,--- ,Up, } are ly actual proxy signers who
represent the proxy group to sign a message m. Then
Dp performs the following steps:

Yp

na
H yp, K" mod p.
i=1

e Each Up, € Dp chooses a random b; € Z;, computes
rp, = g% mod p and broadcasts rp,.

e Fach Up, € Dp computes and broadcasts 7“331_,

= 0Ot o

In
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After receiving all rp; and rp (j = 1,2, ,t2;] #
i), each Up, € Dp computes R = Hfil rp, mod p,
R = HZ; 7'p, mod p, and

ta .
0—
. S, =]
Jj=1,j#1
h(R||APSID||m||m.,) mod q.

Here s; is the individual signature, which is sent to
the designated clerk.

The designated clerk checks whether or not the fol-
lowing equation holds:

no to—1 no .
) iJ
9% = rgq, (ypl((H yPiK// H H Cﬁc,j) X
i=1 =1 k=1

ty
t —j
(KK | | yg(KllmeAOSID)))R/Hf:l,j#i %)h(r\\APSIDHmHmw)
i
i=1

modp.

If it does hold, s; will be accepted; otherwise, re-
jected.

After receiving all valid s;, the designated clerk com-
putes S = 222:1 s; mod ¢ satisfying

to no
9° = R ([ e (I yr. K”) x
i=1 i=1

t1
h(K|mqy||AOSID 4 r||APS ml|maq
(I T K ImellAOSID) ) B (I APSIDIm ) 1o

i=1

this way, the proxy signature of m is

(muw, K, K", AOSID, R, S, APSID).

3.3 Proxy Signature Verification Phase

Without
{UV17 UVza t

Then

of generality, assume Dy

+,Uy,,} are t3 actual verifiers.

loss

Dy as a group performs the following steps:

According to m,,, AOSID and APSID, each verifier
gets the public keys of the original signers and proxy
signers from the CA and knows who the actual orig-
inal signers and the actual proxy signers are.

According to the actual proxy signers’ identities, Dy
computes

t1
Yp = (KK Hyg(iKHmeAOSID)> %
=1

n2
Hyme” =g/ @ modp. (5)
i=1

Each Uy, € Dy uses his secret shadow f’(i) and the
group public key Yp of the proxy signers to compute
and broadcast 7y,

v, = (Yp)! O 35 mod p. (6)
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e After receiving T{/j, (j = 1,2,--- ,t3;5 # i), each
Uy, € Dy computes

t3

R = Hr(/l mod p.

=1

(7)

Then, the validity of the signature can be checked by
the following equation,

ta no
gS = RR X (H yPl((H yPiKH) X
=1 =1

t
(KK 1—1[ y AKm |AOSD) ) (I APSTD o)
=1
modp.

(8)

4 Security on Tzeng et al.’s and
Bao et al.’s Schemes

In this section, we shall show that there is an inherent
security flaw existing in Tzeng et al.’s scheme [3], as well
as in Bao et al.’s scheme [1]. According to the defini-
tion of threshold multi-proxy multi-signature scheme with
shared verification [3], only t3 out of ng designated veri-
fiers can cooperatively verify the validity of a proxy signa-
ture. However, by a close look at the proxy signature ver-
ification phase, we will find that the above feature doesn’t
follow.

In Tzeng et al’s scheme [3], after each Uy, €
Dy computes and broadcasts r{,i in the proxy signa-
ture verification phase,, anyone can obtain these values
TY s Tyys " ,r(/tg. Then, one can, with these values, com-

pute R’ as in Equation (3). That is,

t3

R = Hr(/l mod p.

=1

Then, from the Equations (1), (2), and Lagrange in-
terpolation formula, we know

t3
/

[

=1
t3 t3 Onyj
=1

_ Xv

= YP

= gXPXV mod p.

R =

Finally, when one holds R’ = ¢%X7*v mod p,
he can verify the wvalidity of any proxy signature
(my, K, AOSID, R, S, APSID) of message m by Equa-
tion (4),

t1
gs _ Ylf RE <KK H yg(iKHmw”AOSID) mod p.

R(R||APSID||m)
i=1 )

252

Therefore, it is obviously that anyone can verify a
proxy signature, and the property of shared verification
doesn’t follow in Tzeng et al.’s scheme [3].

Similarly, in Bao et al.’s scheme [1], the value R’ is
also always the same, no matter what the signature on
message m is.

From the Equations (5), (6), (7), and Lagrange inter-
polation formula, we know

ts
I %
i=1
i3 1 t3 0—j
= H(Yp)f (D IL2 i =57

i=1

R =

= vIO = gfOF0) oq p,

Thus, when one holds R’ = gf(o)f/(o) mod p, he
can always verify the wvalidity of any proxy signa-
ture (my,, K, K, AOSID, R, S, APSID) of message m by
Equation (8).

to no
9% = R*([ [y (I yr E") x
i=1 i=1

t1
h(K||my || AOSID ' APSID||m/||m
(KK HyO(i [l |l )))R )h(RII PSID|mllmw) 1) 04 p.

i=1

5 Conclusion

Threshold multi-proxy multi-signature scheme with
shared verification is a novel variation of proxy signature.
In this paper, we have shown that there is an inherent se-
curity flaw existing in both Tzeng et al.’s scheme [3] and
Bao et al.’s scheme [1]. That is, anyone can verify the va-
lidity of the proxy signature, and the property of shared
verification doesn’t follow. Therefore, how to achieve the
indeed threshold shared verification is our future work.
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