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Abstract

Telecare medical information systems (TMIS) provides
convenient health care services for patients in order to
save the patients’ time and expense. The protection of
user’s privacy and data security is significant over public
communication. Recently, Lu et al. presented a three-
factor based authentication protocol using elliptic curve
cryptography. In this paper, we analyze the security of Lu
et al.’s scheme. We demonstrate that Lu et al’s scheme
can’t protect user anonymity and insecure against imper-
sonation attack. To remedy the mentioned security weak-
ness, we propose a new authentication scheme to improve
on Lu et al.’s scheme. In comparison with recent schemes,
our scheme can provide stronger security and more effi-
ciency in implementation.

Keywords: Authentication, password, user anonymity

1 Introduction

With the rapid development of information and network
technologies, connected health care can be applied in
many fields, such as telecare medicine information sys-
tem (TMIS). TMIS provides a convenient communication
via public channels between patients (doctors) at home
and medical servers. The merit of TMIS is that it en-
ables patients accessing and updating patient’s medical
information in TIMS server, and it provides health-care
services directly into the patient at home using internet,
which can save patients much time and expenses. In order
to protect patients’ privacy and security, it is very impor-
tant to achieve secure mutual authentication between pa-
tients and the medical server before diagnosis. which re-
sult in data security and user’s privacy issues. The sensi-
tive healthcare information should be protected and user’s
personal private information should not be leaked to the
malicious users or adversaries. A secure and efficient au-

thentication and key agreement scheme can provide var-
ious aspects of security for health data and user privacy.
Recently, many authentication schemes using smart card
have been presented to ensure secure and authorized ac-
cess of data [4, 8, 9, 13, 14, 21, 22, 24, 27].

In 2009, Wu et al. [24] proposed an efficient authen-
tication scheme using smart card for TMIS with pre-
computation. However, He et al. [8] found that Wu et al.’s
scheme is not secure against impersonation attacks and in-
sider attacks. To address these problems, He et al. gave
an improved authentication scheme. Later, Wei et al. [22]
showed both Wu et al.’scheme and He et al.’s scheme
are not resistant to off-line password guessing attacks and
cannot achieve two-factor authentication. They also pre-
sented an improved authentication scheme for TMIS and
claimed that the improved scheme can achieve two-factor
authentication. Unfortunately, Zhu [29] pointed out that
Wei et al.’s scheme is also vulnerable to off-line password
guessing attack using stolen smart card. Zhu designed a
new RSA based authentication scheme and claimed that
the new scheme is secure against various attacks.

However, in all password based remote user authenti-
cation schemes mentioned above, an adversary can obtain
user’s identity since the identity was transmitted in plain-
text in authentication process. In 2004, Das et al. [7]
proposed a dynamic ID-based password authentication
scheme to solve this security weakness. Since then, many
dynamic ID-based authentication schemes have been de-
signed. Chen et al. [6] showed Khan et al.’s scheme [11]
can not protect the user’s anonymity and presented a dy-
namic ID-based password authentication scheme. How-
ever, Xie et al. [25] showed that Chen et al.’s scheme does
not provide user privacy protection and perfect forward
secrecy, and proposed an improved scheme. Until now,
many researchers have analyzed the security of password-
based authentication schemes. Also other researchers pro-
posed their authentication and key agreement schemes.

All above mentioned authentication schemes are based
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on two factors password and smart cards [1, 19]. Lately,
researchers focused on three factor based authentication
and key agreement scheme employing biometric, which
has stronger security than two factor based schemes [28].
In 2013, Tan [20] proposed a biometric based remote
user authentication scheme for telecare medical informa-
tion system to achieve mutual authentication and ses-
sion key establishment. Awasthi and Srivastava [3] pre-
sented an efficient biometric based authentication scheme,
which only uses the Xor operation and hash function to
lower computational cost for smart cards. Tan showed
that Awasthi-Srivastava’s three-factor scheme is vulnera-
ble to the reflection attacks and it fails to provide user
anonymity and three-factor security. Recently, Lu et
al. [15] put forward the security weakness of of Arshad
et al.’s scheme [2], and proposed an biometric-based au-
thentication schemes for TMIS using elliptic curve cryp-
tosystem.

In this paper, we demonstrate that Lu et al.’s scheme
fails to protect patient’s anonymity. Additionally, we
show that a legal user can impersonate any user of the
system to communicate with the server, and disguise as
a legitimate server to deceive a user. Furthermore, we
put forward an improved biometric based authentication
scheme to deal with the weakness of Lu et al.’s scheme.
Our proposed scheme also employs lower computational
operations such as ECC and hash function to lower its
computational cost.

The remainder of this paper is organized as follows: In
first section, we introduce some notations and definitions
used in this paper. Section 3 will review the biometric
-based authentication scheme by Lu et al. Section 4 ana-
lyzes the security problems of Lu et al.’s protocol. We
present a new biometric -based authentication scheme
based on ECC in Section 5. Section 6 will elaborate the
security and efficiency of our new scheme briefly, and gives
a comparison of several previous biometric based authen-
tication schemes. And A comparison with some previous
authentication schemes in the aspect of security and effi-
ciency is given in Section 7. Finally, we give a conclusion
in the last section.

2 Preliminaries

This section lists the notations and definitions used in
this paper, and briefly reviews the basic concepts of bio-
hashing, ECC cryptosystem along with some hardness
problems are introduced.

2.1 Notations

Table 1 lists the notations that will be used in this paper.

In Table 1, one-way hash function A(-) maps a string of
arbitrary length to a string of fixed length which is called
hashed value. It can be represented as h : {0,1}* —
{0,1}™. Such hash function is easy to compute on every
input, but hard to invert given the image of a random
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Table 1: Notations

Description ‘

U | the user/patient
S | The telecare server

PW,ID, B | Password, Identity, Biometric of user
x | Private key of server
hi() | Hash function hy: {0,1}* — {0, 1}
ha(-) | Hash function hy: {0,1}* — Z3
H(-) | Biometric Hash function
S Session key between U and S

String concatenation operation
@ | Exclusive-or operation

-) | Symmetric encryption with z

) | Symmetric decryption with

input.

It is noted that, when the elliptic curve point P =
(z,y) as input in hash operation and @ operation, P is
represented as a value by z||y.

2.2 Bio-hashing

The biometrics is of great importance to provide genuine
user authentication in any authentication scheme. In gen-
eral, imprint biometric characteristics (face, fingerprint,
palmprint) may not be exactly same at each time. There-
fore, high false rejection of valid users resulting low false
acceptation, is often occurs in the verification of biometric
systems. In order to resolve the high false rejection rate,
Jin et al. [10] proposed a two-factor authenticator on it-
erated inner products between tokenised pseudo-random
number and the user specific fingerprint features, which
produces a set of user specific compact code that coined
as Bio-Hashing. Later, Lumini and Nanni [16] proposed
the improvement of Bio-Hashing. As specified in [5], Bio-
Hashing maps a user/patients biometric feature onto user
specific random vectors in order to generate a code, called
biocode and then discretizes the projection coefficients
into zero and one. Biocode is also as secure as a hashed
password.

3 Review of Lu et al.’s Scheme

In 2015, Lu et al. proposed an biometric-based au-
thentication and key agreement scheme based on elliptic
curve cryptosystem [15], which is based on Arshad et al.’s
scheme [2]. Tt consists of four phases: registration, login,
authentication, password change. In this section, we will
briefly review these phases of Lu et al.’s scheme.

Registration phase.
In this phase, a new user U; registers to the server
S and achieves the personalized smart card via the
following steps:

e The user U; selects his identity ID;, password
PW,; and inputs his biometric B;. He computes



MP; = PW @ H(B;), and sends {ID;, M P;} to
the server S through a secure channel.

e Upon receiving the registration request, S cal-
culates AID; = ID; ® ha(z) using the pri-
vate key x, V; = hi(ID;||MP;), and stores
{AID;,V;,h1(), ha(:), H(:)} into a smart card
SC;. S issues SC; to the patient U;.

Login and Authentication phase.

The user U; and the server S execute the following
steps in order to achieve authentication and session
key agreement.

e U; first inserts the smart card SC;, and inputs
his identity ID;, password PW,; and biometric
B;. Then, SC; checks whether hq(ID;||PW; ®
H(B;)) = V; holds or not. If it holds, go to the
next step.

e The smart card SC; generates a random number
d,, and computes K = hy(ID;||[ID; ® AID;),
SC; sends the login request { My, My, AID;, Ty }
to S.

o After receiving {My, M2, AID;, Ty}, S first ex-
amines whether |T, — T1| < AT, where T, is
the current time stamp. If true, S computes
AID; ® ha(z) using his private key x to extract
ID;, then he calculates d, P = hy(ID;||ha(z))®
M and verifies whether My = hq (ID;||d, P||T1)
holds. If correct, S chooses a number dy ran-
domly, and computes M3 = K & d,P, SK =
ds(dyP), My = hi(K||d,P||SK||T2), where
Ty is the current time. Then, S transmits
{Mg, M47T2} to Ui.

e Upon receiving {Ms, My, To}, SC; checks the
validity of To. Then, U extracts ds P from com-
puting M3 & K, and computes SK = d,(dsP),
M, = hi(K||dP||SK||T2). Then, checks
whether Mj = M, holds. If correct, the smart
card SC; computes M5 = hy(K||dsP||SK]||T3)
and then sends the message { M5, T3} to S.

e S checks the freshness of T3, and then verifies
hi(K||dsP||SK||T5) = Ms. If both are correct,
S authenticates U; and accepts SK as the ses-
sion key.

Password change phase.

If the patient U; wants to change his old password
PW;, U, inserts the smart card into the device and
inputs the ID;, PW;, and B;. Then SC; verifies
hi(ID;||PW; & H(B;)) = Vi. If holds, U; keys
a new password PW/*" SC; computes V,*°* =
hi(ID;||PW]** @ H(B;)). Finally, it replaces V; by
V’inew.
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4 Security Weakness of Lu et al.’s
Scheme

In this section, we demonstrate that Lu et al.’s scheme
fails to achieve their claimed security goals. In the at-
tack model, it can be assumed that an adversary could
get the values which are stored into a user U;’s smart
card by monitoring the power consumption [12, 17]. Also
an adversary has the ability of controlling over the com-
munication totally. That means that he can extract and
modify the transmitting messages between U; and S. In
the following, we will analyze the security of Lu et al.’s
scheme in detail.

Linkability.

The linkability is that an adversary can determi-
nate whether two login messages are sent by the
same patient. Since the login request message m; =
{AID;, My, M5, T} contains the fixed value AID; =
ID;®hs(x) where ID; is the user’s identity and ho(x)
is a hash function with input x. Therefore, when an
adversary intercepts two login messages m; and m/,
he only decides whether the first part of m; and m]
are equal. If it’s correct, we determine that two login
messages must be from the same patient.

Fails to protect user anonymity.
In this subsection, we will show that Lu et al.’s
scheme does not protect patient’s anonymity for the
insider users.

In Lu et al.’s scheme, the patient’s identity is ob-
scured by the form AID; = ID;@®hs(x), which is part
of the transmitted message by public channel in login
phase. For outside attackers, it’s not efficient to re-
trieve the patient’s identity without knowledge of the
secret value ho(x). However, for a legal but malicious
patient Uj;, he can extracts ho(z) using his own iden-
tity ID; and the value AID; stored in smart card.
Then, U; can easily compute any other patient’s iden-
tity by computing ID = AID & h(z) where AID can
be intercepted in initiating login phase.

Server impersonation attack.
This subsection describes that a legitimate user in
Lu et al.’s scheme can impersonate as a legal sever.
Denote U; be a legal patient, who wants to simulate
as legal TMIS server. U; will perform the following
steps to impersonate as a legal server.

1) U; extracts the secret information {V;, AID;,
hi(+),ha(-), H(:)} stored into his smart card by
monitoring the power consumption or analyz-
ing the leaked information. U; then computes
AID; ® IDj using his password PW; to obtain
hg (J?)

2) When a patient U; executes the login and au-
thentication process and sends { M, Ms, AID;,
T1} to S, Uj intercepts the login message.
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3)

U, computes AID;®hy(z) using the value ho(x)
to retrieve the identity of U;. Then U; chooses a
random number d; € Z;, and computes M3 =
m(IDi||ho(x)) & d.P, SK' = d(dyP), Mj =
hi(K||d,P||SK'||T,), where Ty is the current
time stamp. U; sends {M}5, M}, T2} to U;

U; check the validity of T,. Then computes
Ko M, = dP, SK = d,(d.P),M; =
hi(K||duP||SK||T2) < M. U; accepts the ses-
sion key SK since the verification is correct and
regards U; as a legitimate sever.

Therefore, a legal patient can simulate as a legitimate
sever to all other users.

User impersonation attack.
Lu et al. claimed their scheme could withstand var-
ious attack. Now, we demonstrate that a legal but
malicious patient U; can impersonate a patient to
the server. The details of impersonation attack are
presented in the following.

1)

2)

U; can get hao(x) by computing AID; @ ID; as
similar as step 1 in server impersonation, where
AID:; is retrieved in his his smart card.

When another patient U; initiates the
login process and transmits the request
{M;, My, AID;, T1} to S. U, extracts AID;
from the request message and computes
ID, = AID; & ho(z). The adversary U;
terminates this session.

Uj selects a random nonce d;, € Z,;, current time
stamp 77, calculates K = hy (ID;||ho(z)), M| =
K &d, P and M4 = hi(ID;||T:||d,,P). Then U;
sends the login message { M/, M}, AID;,T\} as
the login message of U; to S.

After receiving the login message, S verifies
whether |77 —T5| < A. If not true, S aborts the
session. Otherwise, S computes ID; = AID; &
ho(z). Then S chooses a random number d; €
7y, and computes M3z = hy(ID;||ha(x)) © ds P,
SK = dy(dyP), My = hy(K|To||SK'||d,P]).
where 75 is the current time stamp. Uj; sends
{M3, M47T2} to U2

U; computes K © Mz = d,P, SK =
dy(dsP). Then U; checks whether M)}
hi(K||duP||SK||T2) < Mj. U; computes M5 =
hi(K||dsP||SK]||T3) and then sends the message
{Mg, Tg} to S.

S checks the freshness of T3 from the
received message, and verifies M. =
hi(K||d,P||SK||T5) = Ms. S authenti-
cates U; as U; and accepts SK as the session
key.

Hence, a legal patient can impersonate himself as any
other patients to sever S. Therefore, it is shown that Lu
et al.’s scheme is vulnerable to user impersonation attack.

5 Proposed Scheme

From previous section, it is observed that the impor-
tant weakness of Lu et al.’s scheme is the form of AID;,
which leaks some information of server’s private key. That
means any legal user can obtain hs(x) that can be used
in attacking Lu et al.’s scheme. This section proposes an
improved three-factor authentication scheme based on Lu
et al.’s scheme. In the proposed scheme, in order to re-
sist the impersonation attack, we employ a hash function
with inputs the patient’s identity and private key, which
is related to the communicating patient. The four phases
of our proposed scheme are described as follows.

Registration phase.
A new user U; chooses identity and password and
then registers his identity to the server S. Server
registers the user and provides the valid smart card
in return.

e The patient U; generates a random number r,
and chooses his identity ID;, password PW; and
his biometric B;. He computes M P; = PW; &
H(B;) ®r, and sends {ID;, M P;} to the server
S through a secure channel.

e The sever S computes AID; = h(ID;||x),
K; = h(AID;), V; = AID; ® MP;. Then, S
generates a number a randomly and computes
CID; = E,(ID;||a). The server issues a smart-
card SC; to the patient U; which is stored by
{£K, Vi, C1D;, h(-), H(-)}.

e Upon receiving the smart card, U; computes
R; = r ® h(ID;||PW;||H(B;)), and stores R;
into SC;.

Login and authentication phase.
A legal user with valid smart card can establish a
secure and authorized session with the server. In this
phase, user and server first authenticate each other
and then agree on a session key that can be used for
the secure transmission of data.

e U; first inserts SC; into the card reader, and
enters his identity ID;, password PW; and bio-
metric B;. Then, smart card SC; computes
r = R; ® h(ID;||PW;||H(B)), MP; = PW; ®
H(B;))®r, and AID; = V; ® MP,. The card
checks whether h(AID;) LK. If holds, go to
next step.

e SC; generates a random nonce d, € Zp,
and computes d,P, My = AID; & D and
M, = h(AID;||d,P||Ty). SC; transmits
{My, M5,CID;, T} to the server.

o After receiving the login request
{Mi,M>,CID;,T1}, S first checks the fresh-
ness of 717 by verifing whether |T. — 11| < AT,
where T,. is the current time. If true, S
retrieves ID; by decrypting CID;, and
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User U;/Smart card

R =r@®h(ID, || PW, || H(B))
Store R, into SC

Server S
Choose ID,,PW,,B,,r
MP. =PW,®H(B)®r
M) AID, = h(ID, || x)
K, =h(AID,),V, = AID, ® MP,
CID, = E,(ID, || a)
Store <Kl. ,V.,CID,, h(-), H()> into SC
SC

Figure 1: Registration phase of proposed scheme

User U;/Smart card

Server §

Inputs ID,, PW,, B,
r=R @®h(ID, | PW,|| H(B))
MP =PW,®@H(B)®r
AID, =V, ® MP,
K, =h(AID,)?
M, =AID, ®d P
M, =h{D,||d,P|T)
(M,.M, .CID, T;)

., (M3,M,,CID'",.T,)

N

T.-T,|<AT

d.P=M,® AID,

SK =d, (d,P)

M, =h(CID"; | SK'||d,P|| T,)?
M; =h(d,P| SK|T)

(Ms.T3)

Verifies ‘7} _Tz‘ <AT
D,(CID)=1D, | a
AID, = h(ID, | x)
d,P=AID ®M,

M, =h(ID, | d,P||T)?
Generate a',d,

CID',=E (D, || a")
SK =d (d P)

M, = AID, ®d_ P

M, =h(CID', || SK||d,P|T,)

1. -1 <AT
M, =h(dP||SK||T,)?

Figure 2: Login and authentication phase of proposed scheme
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computes AID; = h(ID;||x). Then he
calculates d,P = AID; © M; and verifies
whether M, = h(AID;||d,P||T1) holds.
If correct, The sever generates ds € Z,
and @' randomly, and computes E = d,P,
CID; = E,(ID;,d"), Ms = AID; ® E,
SK = (AIDi|d,(d.P)ICID;), My —

h(CID!||SK||dsP||T2), where T3 is the current
time. Then, S sends { M3, My, CID},T5} to U.

e Upon receiving { M3, My, CID}, T5}, SC; checks
the freshness of Tb. Then, U extracts
dsP from computing M3 @ AID;, and com-
putes SK = h(AID,||d,(dsP)||CID;), Mj =
h(CID,||SK||dsP||Tz). Then, check whether
M, = My holds. If correct, SC; re-
places CID; with CID), and computes M; =
h(dsP||SK||T5) and then sends the message
{M5, Tg} to S.

e S checks the wvalidity of 75, and verifies

h(dsP||SK]||T5) < Ms. If both are correct, S
authenticates U and accepts SK as the session
key.

Password change phase.
A valid user with smart card can change the password
of the smart card as follows:

e U, inserts the smart card into the device and
inputs the ID;, PW,; and B;.

e SC; computes r = R; @ h(ID;||PW;||H(B;)),
and checks h(AID;) = K;. If it holds, U; inputs
a new password PW/ " biometric B**" and a
new random number r™".

e SC; computes M P/ = PW*" & H(B}*") &
rnew7 ‘/inew — AIDZ @ MPinew7 R;Lew — ,rnew @
h(ID;||PWpew||H(Brw)). Finally, it replaces
R;, Vi by R}V, V" respectively.

?

6 Security Analysis

In this section, we demonstrate that our scheme can resist
a number of possible attack types.

User anonymity.
Suppose an adversary eavesdrops the login request
{My,M5,CID;, Ty} during the login phase, and
the authentication message { M3, My, CID;, To} dur-
ing the authentication and key agreement phase,
where My = AID; & D,My = h(AID;||D||T}),
C]Dl = EI(IDlHa),Mg = AIDZ (&) dSP,M4 =
h(CID,||SK||E||T), CID, = E,(ID;|la’). Note
that CID;, CID) are encrypted ciphertexts of I.D; by
x, and nobody other than the server has the private
key. And remaining parts My, Mo, M3, M, are the
form of output hash function of with a user’s iden-
tity. Due to one-way property of collision-resistant

hash function, it is hard to compute the ID from
these eavesdropped message. Hence, our proposed
scheme provide patient’s anonymity.

Replay attack.

In proposed scheme, the current timestamp is in-
cluded in the login message {M;, Mo, CID;, T} and
the response message {Ms, My, CID;, Tz}, where
M, = AID; ® D, My, = h(AID;||D||Ty), M3 =
AID; ® E, My = h(CID}||SK||E||T2). If the at-
tacker wants to send the login message or authen-
tication message only altering time stamp, the pa-
tient and the server could detect the replay attack
by checking the validity of T and T5 respectively. If
the attacker generates My, My or M3, My by himself,
M; and M3 are computed from value AID;, which
needs the knowledge of PW;, B;(or x), and Ms and
M, are protected by a hash function. Hence, our
scheme can present replay attack.

User impersonation attack.

If the adversary wants to impersonate the legitimate
user to the server, he has to generate a valid login
request message {My, My, CID;, T\ }, where My =
AID; & D,Ms = h(AID;||D||T1),. It is clear that
the adversary can generate a random element in Z7
and guess the patient’s identity to compute My, and
the third part C1D; can be retrieved from the eaves-
dropped message {Ms, My, CID;, T5} in authentica-
tion phase. But, it is very difficult to calculate the
valid number M; without the knowledge of AID;.
AID; can be computed by the pair (ID;, PW;, B;)
and V;. Then the server could detect the attack by
checking the correctness of M; and Ms. Therefore,
the proposed scheme can prevent the user imperson-
ation attack.

Server spoofing attack.

To masquerade as the legal server, an attacker
aims to generate the forged response message
{Ms3, My,CID;, T}, where M3 = AID; & D, and
My = h(CID.||SK||E||T). Tt is easy to obtain the
part CID} by monitoring the communicating chan-
nel. However, M3 cannot made without the value
AID;, and M, is a one-way hash function with pri-
vate parameters SK. Computing both valid Ms, M,
are hard for the attacker without server’s secret key
x. Therefore, the proposed scheme can withstand the
server impersonation attack.

Off-line password guessing attack.

For this attack model, an adversary is assumed
that he is able to extract all the secret informa-
tion stored in the memory of smart card by power
analysis attack. Thus, he obtain the parameters
{K;,V;,CID;, R;}, where only V; and R; are related
with the patient’s password. In the following, we
show that the adversary can not extract successfully
the patient’s password by off line password guessing
attack.
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User U;

Smart card

Inputs ID,, PW,,B, (ID; ,PW; ,B;)

pa

Accept the request

r=R @h(ID,|| PW, || H(B,))
MP, = PW,®H(B)®r

N

Inputs PVVinew, Binew , rnew
< P [/Virlew , Binew , ’;_new>

AID, =V, ® MP.
Check K, =h(AID,)?
MR'X€l1’ — PW;H?VV @ H(Binew) @ rnpw

I/incw — AIDI @M inew
Rinew — rm’w @h([Dl || PVVinew H H(BineW))

A\ 4

Replaces Ri; I/, by Rinew’ Vinew

Figure 3: Password change

e We know that V; = AID; ® PW,; ® H(B;) ®r,
where AID; is computed by ID; and server’s
private key z, r is a random number. Given
ID;, PW;, it is computationally hard to get x,
user’s biometric B; and r. Hence, the attacker
can not check whether the equation of V; holds
by guessing a patient’s identity and password.

For R;, we have R; = r @ h(ID;||PW,||H(B;)).
In order to utilize the above equality, the at-
tacker not only needs the parameters ID;, PW;
but also have to know both private biometric B;
and r.

Combining V; and R;, r can be represented
by R; ® h(ID;||PW;||H(B;)). That is to
h(ID;||PW;||H(B;)). Tt only works efficiently
to know (ID;, PW;, B;, z) for the adversary by
executing off-line password guessing attack.

From above analysis, the adversary has to check the
validity of pair (ID;, PW;, B;,x) by combining V;
and R;. It is infeasible for doing an exhausted search
for all possible (ID;, PW;, B;, ) pairs. Hence, the
proposed scheme could resist off-line password guess-
ing attack.

Perfect forward secrecy.
An authentication and key agreement protocol can
provide perfect forward secrecy if an adversary know-
ing both user’s password PW; and server’s secret key
x, but still can not compute previous session keys.
For a session key SK = h(AID;||ds(D)||CID;) in
our proposed scheme, U; selects a random d,, and S
chooses a random d for each session, the attacker
needs to know d, and ds in order to get the ses-
sion key. However, he only get d, P and ds;P from
PW, ,x and the eavesdropped messages. That means
an adversary need to compute dsd, P from d, P and
dsP. It’s a Diffie-Hellman problem in elliptic curve,

phase of proposed scheme

which has no efficient polynomials algorithm solving
it. Therefore, our authentication scheme posses per-
fect forward secrecy.

Mutual authentication.

In our scheme, an user U validates the message
{Ms, My, CID;, T>} by checking both the timestamp
T5 and the condition M) = M, are valid or not. S
validates the message {Ms,T5} sent by patient us-
ing checking whether both the timestamp 73 and the
condition M{ = M; hold. Also, an user and the
server agree with a session key which is known with
themselves.

Efficient login and password change.

In the login and password change phase of our pro-
posed scheme, the smart card must verify K; <
(Vi ® MP;), where MP, = PW, ® H(B;) ® R; ®
h(ID;||PW;||H(B)), which includes the patient’s
identity, password, and biometric. If it’s not true,
the smart card rejects the user’s login and password
changing request. The quick detection of incorrect
identity, password and biometric make the proposed
scheme efficient. Also, this verification can present
denial of service attack well.

7 Discussion

This section give a comparison of security and perfor-
mance of recent biometric-based authentication and key
agreement schemes for TMIS [2, 3, 15, 18, 23, 26]. Ta-
ble 2 describes that the flaws of security and efficiency for
biometric based authentication schemes for TMIS.

In Table 2, we represent +/ as the scheme which pre-
vents attack or satisfies the attribute and x as the scheme
which fails to prevent attack or does not satisfy the at-
tribute. From Table 2, it is clear to see that most of
previous biometric authentication schemes do not sat-
isfy desirable security attributes. However, Yan et al.’s
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Table 2: Security attributes comparison of biometric based authentication schemes

’ Security attributes \ Schemes | [15]

[26]

o
©
S

] Ours |

User anonymity

Off-line password guessing attack
Stolen smart card attack
Impersonation attack

Replay attack

Denial of service attack

Strong forward secrecy

Session key verification

Efficient password change

LU X (U X

<

XU LU X X
X X < X XL X X|w
L XU X X
LU XU X <
LAX LX< %

L

scheme [26] and Awasthi-Srivastava’s scheme [3] with
hash function computation have less computation over-
head as compare to [2, 15] which have elliptic curve point
multiplication costs, which is also shown in Table 3. Lu
et al’s scheme [15], Yan et al.’s scheme [26], Awasthi-
Srivastava and Wen’s schemes [3, 23] have the failure of
protecting user anonymity. However, user anonymity dur-
ing message exchange ensures consumer’s privacy by pre-
venting an attacker from acquiring consumer’s sensitive
personal information. Thus, an ID-based authentication
scheme should ensure anonymity and unlinkability. The
schemes [2, 3, 23, 26] can’t resist against the off-line pass-
word guessing attack, which means an attacker is able
to find user’s correct password using an off-line exhaus-
tive search for all possible passwords. Hence, a password-
based authentication scheme should resist on-line and off-
line password guessing attacks.

Lu et al.’s scheme [15] and Mishra et al.’s scheme [18] is
vulnerable to impersonation attack, which means that an
adversary could impersonate as a legal user to access any
services. Awasthi-Srivastava’s scheme [3] does not resist
replay attack. In general, their schemes can remedy this
security flaw by adding time stamp or a counter. There-
fore, an secure authentication scheme should be secure
against replay attack.

In the above discussed schemes of Table 2, the smart
card cannot correctly identify the correctness of input
which causes extra computation and communication over-
head. The scheme [3] has flaws in password change phase
and the schemes [3, 26] have inefficient password change
phase. It is clear from the study that inefficient password
change can cause DOS attack in case of incorrect input in
password change phase, i.e., onetime mistake in password
change phase, a valid user no longer login to the server
using the same smart card. The authentication schemes
could detect incorrect input quickly so that denial of ser-
vice attack, and extra communication and computation
overhead can be avoided.

Table 3 discusses the computation overhead of these
schemes in login and authentication phase, where
Toym,Th,Ta,Tv e and Trcc denote the time complex-
ity of symmetric encryption/decryption, hash function,
biometric hash function, modular exponentiation and el-

liptic curve point multiplication, respectively. It is noted
that, Tecc > TamEe > Tsym > Th > Ty Since the login
and authentication phases are executed for each session
while the registration and password change phases occur
once, we only discuss the computational cost of the login
and authentication phases.

8 Conclusions

We have analyzed the security of Lu et al.’s biometric
based authentication schemes for TMIS. It is shown that
their scheme is vulnerable to protect user anonymity, and
an adversary could determine whether two messages are
transmitted from the same user. The scheme is also inse-
cure against impersonation attack which leads to an ad-
versary could impersonate as a legal user to access any
services provided by telecare server, and cheat a honest
user as a legal server. Moreover, we employ biometric
hash function and elliptic curve Diffie C Hellman prob-
lem to improve the security and efficiency of Lu et al.’s
scheme. It is noted that the enhanced scheme does not
provide all security attributes of three-factor authentica-
tion schemes.
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