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Abstract 

Key exchange protocols allow two or more parties 

communicating over a public network to establish a 

common secret key called a session key. Due to their 

significance in building a secure communication channel, a 

number of key exchange protocols have been suggested 

over the years for a variety of settings. Recently, Lo et al. 

proposed a three-party password-based authenticated key 

exchange (3PAKE) protocol, where two users, each shares 

a human-memorable password with a server, can generate a 

session key for future communication with the help of the 

server. They claimed that their scheme could resist various 

attacks. However, this work shows that Lo et al.’s protocol 

is vulnerable to an off-line password guessing attack. The 

analysis show Lo et al.’s protocols is not suitable for 

practical applications. 
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1   Introduction 

Password-based authenticated key exchange (PAKE) 

protocol allows two or more parties authenticate each other 

and generate a strong session key through a shared human-

memorable password in an insecure channel. It has been 

widely used in people’s life since passwords are able to be 

freely chosen and can be fairly easily memorized without 

any assistant storage device.  

In 1992, Bellovin et al. [2] proposed the first two-party 

password-based authenticated key exchange (2PAKE) 

protocol. Since then, many 2PAKE protocols [1,3,8-10,19] 

have been proposed. However, 2PAKE protocols are 

inconvenient and costly for use in large scale peer to peer 

systems. Since 2PAKE protocols require each pair of 

potential communicating parties to share a password, a 

large number of parties result in an even larger number of 

passwords to be shared. To solve the problem, Steiner et al. 

[17] proposed a three-party password-based authenticated 

key exchange (3PAKE) protocol. However, Ding et al. [6] 

pointed out that Steiner et al.’s protocol cannot resist the 

undetectable on-line password guessing attacks. Later, Lin 

et al. [11] also demonstrated that Steiner et al.’s protocol is 

vulnerable to t the off-line password guessing attacks. To 

improve security, Lin et al. also proposed an improved 

3PAKE protocol using public key cryptosystem. However, 

Lin et al. protocol is inefficient owing to the heavy 

computation cost of public key cryptosystem. To improve 

performance, Lee et al. [14] presented two enhanced 

3PAKE protocols without public key cryptosystem. Later, 

Wen et al. [18] proposed a 3PAKE protocol using Weil 

pairing. Unfortunately, Nam et al. [15] pointed out that 

Wen et al.’s protocol cannot resist the man-in-the-middle 

attack. To balance the tradeoff between security robustness 

and system efficiency, Lu et al. [13] proposed a simple 

3PAKE protocol. There is no public key cryptosystem and 

symmetric cryptosystem are required. Lu et al. claimed that 

their protocol could resist various attacks. However, many 

researchers have shown that Lu et al.’s protocol suffers 

from man-in-the-middle attack and undetectable on-line 

password guessing attacks [4,7,16]. To improve security 

and performance efficiency on data computation and 

transmission round, Chang [5] proposed an improved 

3PAKE protocol based on Lu et al.’s protocol. Recently, Lo 

et al. [12] demonstrated that Chang’s protocol suffers from 

man-in-the-middle attack, undetectable on-line password 

guessing attacks, and off-line password guessing attacks. 

To improve security, Lo et al. also proposed an improved 

protocol. 3PAKE Lo et al. claimed that their protocol could 

overcome the weaknesses in Chang’s protocol. However, in 

this paper, we will show Lo et al.’s protocol is still 

vulnerable to the off-line password guessing attack. 

The organization of the paper is sketched as follows. 

The Section 2 gives a brief review of Lo et al.’s protocol. 

An off-line password guessing attack on Lo et al.’s protocol 

is shown in Section 3. Finally, we give some conclusions in 

Section 4. 

2  Review of Lo et al.’s protocol 
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In this section, we will briefly review Lo et al.’s protocol. 

In order to facilitate future references, frequently used 

notations are listed below with their descriptions. 

 ,A B : two communication parties; 

 S : the trusted server; 

 , ,A B SID ID ID : the identities of ,A B  and S , 

respectively; 

 
1,A AP P : two passwords securely shared by A  

and S ; 

 
1,B BP P : the passwords securely shared by B  and 

S ; 

 ( )PE  : a symmetric encryption scheme with a 

password P ; 

 p : a large prime; 

 q : a prime, where | 1q p  ; 

 g : an element of order q  with modulus p . 

 G : a finite cyclic group generated by g  in 
pZ ; 

 ( )Kf  : a pseudo-random function (PRF) with 

three parameters indexed by secret key K ; 

 ( )H  : a one-way hash function; 

As shown in Figure 1, the following steps will be 

executed if A  and B  want to authenticate each other and 

generate a session key. 

1) A  generates a random number 
A qR Z , computes 

modAR

AN g p , and sends the message 

{ , , ( )}
AA B P AID ID E N  to S . At the same time, B  

generates a random number B qR Z , computes 

modBR

BN g p , and sends the message 

{ , , ( )}
BA B P BID ID E N  to S . 

2) Upon receiving { , , ( )}
AA B P AID ID E N  and { , , ( )}

BA B P BID ID E N , 

S  uses the corresponding passwords AP  and BP  to 

retrieve 
AN  and 

BN  from ( )
AP AE N  and ( )

BP BE N , 

respectively. S  generates a random number 
S qR Z  

and computes modS A SR R R

AN g p , modS B SR R R

BN g p , 

1 1 modA A AP R P

AS AK N g p   and 1 1 modB B BP R P

BS BK N g p  .  

At last, S  sends ( , , )B S

AS

R R

K A B AX g f ID ID N   and 

( , , )A S

BS

R R

K A B BY g f ID ID N   to A  and B  individually. 

3) Upon receiving S ’s message, A  and B  first utilizes the 

shared password 1AP  and 1BP  to compute 

1 1 modA A AP R P

AS AK N g p   and 1 1 modB B BP R P

BS BK N g p  . 

Then, A   computes / ( , , )B S

AS

R R

K A B Ag X f ID ID N . 

Similarly, B  calculates / ( , , )A S

BS

R R

K A B Bg Y f ID ID N . 

After that, A  computes current session key 

( ) modB S A B SAR R R R RR
K g g p   and a verification 

message ( , , )A BH ID ID K  , and sends   to B . At 

the same time, B  computes current session key 

( ) modA S A B SBR R R R RR
K g g p   and a verification 

message ( , , ( ))A BH ID ID H K  , and sends   to A . 

Depend on   and  , both of A  and B  can guarantee 

entity authentication and session key validation. If the 

verification processes of   and   are successfully 

examined, A  and B  believe that they actually share a 

secret session key modA B SR R R
K g p . 

 

Figure 1: Lo et al.’s protocol 

3   Cryptanalysis of Lo et al.’s Protocol 

In Lo et al.’s protocol, the user could choose his password 

freely. For convenience, he would like to choose a 

password can be remembered easily. However, the easy-to-

remember password is vulnerable to password guessing 

attacks. There are two types of the password guessing 

attack, i.e. the on-line password guessing attack and the off-

line password guessing attack. In the first one, the 

adversary tries to use guessed passwords iteratively to pass 

the verification in an on-line manner. Therefore, the attack 

could be thwarted by limiting the number of continuous 

login attempts within a short period. In the second one, the 

adversary intercepts some message transmitted between the 

user and the server and then iteratively guesses the user’s 

password and verifies the correctness in an off-line manner. 

The attack is more dangerous than the first one since the 

server cannot find the attack. In this section, we will show 

Lo et al.’s protocol is vulnerable to the off-line password 

guessing attack. 

We assume that an attacker C  has total control over the 

communication channel among ,A B  and S , which means 

that he can insert, delete, or alter any messages in the 

channel. Then C  could intercept the message 

{ , , ( )}
AA B P AID ID E N  sent by A , where modAR

AN g p  

and AR  is a random number generated by A . Then, the 

adversary can guess a password *

AP  and computes 

*

* ( ( ))
AA

A P AP
N D E N . If the guessed password *

AP  is the 

correct password, *

AN  will be in the group G . Otherwise, 

*

AN  may be a value is not in G (It is easy to say that C  

could check whether *

AN  is in G  by checking if both of the 

equations *

AN p  and *( ) 1modq

AN p  hold). Let *

AP  be 

an incorrect password. Then *

AN  is in G  with the 
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probability
1

1 2

q q

p c p
 

 
, where c  is the number of 

possible values not in 
pF  (i.e. equal to or larger than p ). 

Let ( ) ( ){ , , ( )}
A

i i

A B P AID ID E N  be n  messages sent by A , 

where 1,2, ,i n … . Then the incorrect password *

AP  could 

pass all checks ( *

( ) ( )( ( ))
AA

i i

P AP
D E N G ) with the probability 

1

2

n n
q

p c

   
   

   
. Once n  is large enough (i.e. more than 

20), 
1

2

n

 
 
 

 could be ignorable. Let D  be the set of 

candidate passwords. By the following steps, C  could get 

the correct password with the probability 
1

1 1
2

n

 
  
 

. 

1) C  picks a candidate password *

AP  from D . 

2) C  checks whether all the equations *

( ) ( )( ( ))
AA

i i

P AP
D E N G  

hold, where 1,2, ,i n … . If all the equations hold, C  

find the correct password. Otherwise, C  repeats 1) and 

2) until the correct password is found. 

From the above description, we know that C  could get 

one of A ’s passwords 
AP  by the off-line password 

guessing attack. By the same, C  could also get one of B ’s 

password 
BP . Once getting 

AP  and 
BP , C  could get A ’s 

another password 
1AP  and B ’s another password 

1BP  

through the following steps. 

1) C  generates two random numbers ,A B qR R Z  and 

computes modAR

AN g p , modBR

BN g p . Then C  

impersonate A  and B  to send  { , , ( )}
AA B P AID ID E N  

and { , , ( )}
BA B P BID ID E N  to S  separately.  

2) Upon receiving { , , ( )}
AA B P AID ID E N  and { , , ( )}

BA B P BID ID E N , 

S  uses the corresponding passwords AP  and BP  to 

retrieve AN  and BN  from ( )
AP AE N  and ( )

BP BE N , 

respectively. S  generates a random number S qR Z , 

computes modS A SR R R

AN g p , modS B SR R R

BN g p , 

1 1 modA A AP R P

AS AK N g p   and 1 1 modB B BP R P

BS BK N g p  . 

S  sends ( , , )B S

AS

R R

K A B AX g f ID ID N   and 

( , , )A S

BS

R R

K A B BY g f ID ID N   to A  and B  respectively. 

3) C  intercepts the message ( , , )B S

AS

R R

K A B AX g f ID ID N   

and ( , , )A S

BS

R R

K A B BY g f ID ID N  . 

4) C  guesses two passwords *

1AP  and *

1BP  from D  for A  

and B  respectively, where D  the set of candidate 

passwords. 

5) C  computes 
*
1* modAP

AS AK N p  , 
*
1* modBP

BS BK N p ,  

*/ ( , , )
AS

A B AK
I X f ID ID N  and 

*/ ( , , )
BS

A B AK
J Y f ID ID N . 

6) C  checks whether 
1

modBR
I p



 and 
1

modAR
J p



 are equal, 

where 1

AR  and 1

BR  satisfy 1 1modA AR R q   and 

1 1modB BR R q  . If they are equal, C  find the correct 

password 
1AP  and 

1BP . Otherwise, C  repeats 4), 5) and 

6) until two correct passwords are found. 

The attacker C  may be a malicious user A . In this 

case, C  just needs to get 
1BP  since he knows 

1AP . Then the 

search space for the guessing attack is | |D , where D  is 

the set of possible passwords and | |  represents the size of 

a set. Even though C  does not know 
1AP , the search space 

is | | | |D D . Generally speaking, | |D  is not so big unlike 

a space for cryptographic key. So C  could get 1AP  and 1BP . 

Then we could conclude that Lo et al.’s protocol is 

vulnerable to the off-line password guessing attack. 

4   Conclusion 

Recently, Lo et al. proposed a three-party password-based 

authenticated key exchange protocol and demonstrated its 

immunity against various attacks. However, after review of 

their protocol and analysis of its security, we show their 

protocol is venerable to the off-line password guessing 

attack. The analyses show that the protocol is insecure for 

practical application. 
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