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I n t r o d u c t i o n Systems o f Coope ra t i ng P a r a l l e l Processes 

Recent deve lopments I n programming languages 
f o r A . I . such a s M a n n e r ( 1 ) , P o p l e r ( 2 ) and 
Conn iver ( 3 ) have m a i n l y been concerned w i t h 
p a t t e r n ma tch ing t e c h n i q u e s a p p l i e d t o a 
r e l a t i o n a l da tabase . Consequen t l y l i t t l e 
a t t e n t i o n has been p a i d t o t h e p rob lems o f 
m u l t i p r o c e s s i n g r e q u i r e d t o o p e r a t e i n a 
r e a l - t i m e e n v i r o n m e n t . 

Cons ider t h e p rob lem o f m a n i p u l a t i n g a p i l e 
o f b l o c k s . I f some a c c i d e n t o r deus e x machina 
happens to move a b l o c k a f t e r a " p i c t u r e " i s 
t a k e n t h e n t h i s w i l l o n l y h e n o t i c e d I f and when 
t h e n e x t " p i c t u r e " i s t a k e n . What w e wou ld r e a l l y 
l i k e i s t o b e a b l e t o m o n i t o r t h e e x t e r n a l 
env i ronment and t o r o p o r t back i f any s i g n i f i c a n t 
a l t e r a t i o n o c o u n . 

W e a r e i n t e r e s t e d i n t h e a n a l y s i s o f t h e 
e l e c t r o e n c e p h a l o g r a m (EEG) where t h e r e i s an 
e x t r e m e l y h i g h r a t e o f c o n t i n u a l l y chang ing d a t a . 
T h i s r a t e i s s o h i g h t h a t even w i t h t h e c u r r e n t 
g e n e r a t i o n o f computers t h e p r o c e s s i n g speed i s 
t h e ma jo r l i m i t a t i o n and t h e sheer volume o f da ta 
r e q u i r e s t h a t i t shou ld b e p rocessed r e a s o n a b l y 
e x p e d i t i o u s l y . 

F o r t u n a t e l y t h e p rob lem i s much l e s s 
d i f f i c u l t t h a n would a t f i r s t appear . On ly a few 
p a t t e r n s a r e o f l n t e r o s t , o r a t l e a s t a re known 
t o b e u s e f u l . Many o f these p a t t o r n s a r e 
t r a n s i e n t , and in some EEGs they may be absent (a 
f a c t wh i ch i s o f t e n r e l o v a n t ) . Tho p resence o f 
some o f t h e " i n t e r e s t i n g p a t t e r n s ' * can be 
d e t e c t e d i n r e a l - t i m e b u t t h e d e t a i l e d 
d e s c r i p t i o n o f t h e s t r u c t u r e o f a s h o r t segment 
o f EEG u t i l l s e s a much l a r g e r amount o f 
p r o c e s s i n g t i m e . 

T h i s p rob lem i s ve ry s i m i l a r t o t h e r e a l - t i m o 
b l o c k s p r o b l e m . We canno t s t o p m o n i t o r i n g t h e 
e x t e r n a l w o r l d s i n c e we m i g h t m iss some r e l e v a n t 
even t b u t we can pass i n f o r m a t i o n over to a 
c o l l e c t i o n o f p a r a l l e l p rocesses w h i c h , r e l i e v e d 
o f t h e n e c e s s i t y t o m o n i t o r t h e d a t a can t h e n 
b u i l d up a da tabase and perhaps p l a n somo a c t i v e 
i n t e r v e n t i o n . 

I n t h i s paper w e s h a l l examine t h e prob lems 
o f w r i t i n g programs f o r c o o p e r a t i n g p a r a l l e l 
p rocesses , e s p e c i a l l y t h o prob lems o f t h e dead l y 
embrace ( 4 ) where a s e t o f p rocesses cannot 
p roceed because o f mu tua l i n t e r f e r e n c e . We s h a l l 
n o t a t t h i s s tage c o n s i d e r t h e p rob lems o f 
m a i n t a i n i n g a r e l a t i o n a l da tabase w h i c h can be 
a l t e r e d b y s e v e r a l p r o c e s s e s . 

We have been d e v e l o p i n g methods f o r 
c o n s t r u c t i n g systems o f p a r a l l e l p rocesses wh ich 
w i l l no t have dead lock p r o b l e m s . One ma jo r 
r e q u i r e m e n t i s t h a t i t shou ld n o t m a t t e r whether 
t h e p rocesses a re s i t u a t e d i n t h e one area o f 
common co re under tho c o n t r o l o f t he same 
p r o c e s s o r o r whether they a r e d i s t r i b u t e d o v e r 
s e v e r a l p r o c e s s o r s w i t h commun ica t ing d a t a l i n k s . 

Each p rocess i s c o n s i d e r e d to be c o m p l e t e l y 
autonomous and i s w r i t t e n a * a s e l f - c o n t a i n e d 
module wh ich has a number of " p o r t s " t h r o u g h 
w h i c h i t can communicate w i t h the o u t s i d e w o r l d 
and o t h e r p r o c e s s e s . A sys tem ts c o n s t r u c t e d by 
c o n n e c t i n g p a i r s o f p o r t s and commun ica t ion i s 
ach ieved by the send ing and r e c e i v i n g o f messages 
a l o n g t h e r o u t e s . 

I n t h e s i m p l e s t v e r s i o n each r o u t e can o n l y 
s t o r e one message and a message can o n l y be sen t 
i f t he r o u t e i s f r e e . I f i t i s o c c u p i e d then the 
p rocess send ing t h e message i s h e l d u p u n t i l t he 
r o u t e becomes f r e e . S i m i l a r l y a message can o n l y 
be r e c e i v e d i f t h e r e i s a message on t h e r o u t e 
and any p rocess t r y i n g to r e c e i v e a message f r om 
an empty r o u t e is h e l d up u n t i l a message ia 
a v a i l a b l e . I n more c o m p l i c a t e d v o r s i o n s i t would 
be p o s s i b l e f o r a r o u t e to s t o r e more than one 
message bu t so f a r no g r e a t need f o r t h i s has 
a r i s e n . 

The e q u i v a l e n t of D i j k s t r a ' s P and V 
o p e r a t i o n s ( 5 ) appears i n t h e f a c t t h a t send ing 
and r e c e i v i n g a message must be i n d i v i s i b l e 
o p e r a t i o n s b u t t h e advantage i s t h a t s i n c e these 
o p e r a t i o n s a r e common t o a l l p rocesses t h a y can 
be hand led by the system thus r e l i e v i n g the 
programmer f r o m any need to become i n v o l v e d in 
t h e c o n c e p t u a l l y d i f f i c u l t d e t a i l s . 

A n a l y s i s o f t he Complete System 

I t wou ld b e u s e f u l i f a sys tem o f p rocesses 
c o u l d be checked and any p o s s i b l e d e a d l y embraces 
d i s c o v e r e d . Under t h e f o r m a l i s m p r e s e n t e d here 
t h i s becomes a r e l a t i v e l y s i m p l e p r o c e d u r e . 

Each p rocess can be mode l l ed as a ( p o s s i b l y 
n o n - d e t e r m i n i s t i c ) f i n i t e - s t a t e machine w i t h t h e 
s t a t e s as the s tages between message p a s s i n g and 
t h e t r a n s i t i o n s o c c u r r i n g when messages a r e sen t 
o r r e c e i v e d . S ince each p rocess o n l y communicates 
w i t h t h e o u t s i d e w o r l d by means o f t hese messages 
t h e d e t a i l s o f t h e code o f t h e p rocess become 
i r r e l e v a n t . 

T h i s f i n i t e - s t a t e d e s c r i p t i o n c a n b e coded 
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i n t o a s i m p l e f i n i t e - s t a t e language t o p r o v i d a a 
more s u c c i n c t r e p r e s e n t a t i o n o f t h e p r o c e s s . 

e . g . Bending a message: - P U T 0 0 - > l ; 
d e s c r i b e s t h e a c t i o n o f s e n d i n g a message on 
r o u t e 0 and g o i n g f r o m s t a t e 0 t o s t a t e 1 . 

S i m i l a r l y s- GET l 2 - > 3 ; 
d e s c r i b e e t h e a o t i o n o f r e c e i v i n g a message on 
r o u t e 1 and g o i n g f r o m s t a t e 2 t o s t s t r 3 . 

T h e r e f o r e a s imp le system of two processes in 
w h i c h t h e f i r s t sends a message to t h e second and 
g e t s a r e p l y can be w r i t t e n as 

PROCESS ONE 
PUT 0 0 - > l 
GET 1 l - > 0 ; 

PROCESS TWO 
GET 0 0 - > l 
PUT 1 l - > 0 ; 

A s w l t h o t h e r methods f o r i n v e s t l g a t i n g 
d e a d l y embraces ( 0 ) t h e g raphs o f t h e p rocesses 
can be j o i n e d to f o rm one compos i te g r a p h . The 
v e r t i c e s o f t h i s g raph a r e t h e s t a t e s o f t h e 
p rocesses and a l s o o f t h e r o u t e s . i f we r e s t r i c t 
t h e t r a n s i t i o n s so t h a t o n l y one p rocess may 
change s t a t e a t a t i m e t h e n t h e edges t h a t l e a v e 
a v e r t e x r e p r e s e n t a l l t h e c u r r e n t l y a l l o w a b l e 
t r a n s i t i o n s . 

Fo r t h e sys tem d e s c r i b e d above : 

Process Route 
ONE TWO 0 1 

I n t h i s example t h e r e i s n o b r a n c h i n g . 

I t i s a s i m p l e m a t t e r t o examine t h e c o d i n g 
f o r each i n d i v i d u a l p rocess and t o d i s c o v e r i t s 
t r a n s i t i o n s . The compound s t a t e s can t h e n be 
a u t o m a t i c a l l y g e n e r a t e d . The re i s n o t h e o r e t i c a l 
r e a s o n why s e v e r a l p rocesses s h o u l d n o t change 
e t a t e a t t h e same t i m e b u t i n p r a o t i c e t h i s 
i n c r e a s e s t h e c o m p l e x i t y o f t h e g raph and has n o t 
as y e t been implemented. 

D e f i n i t i o n o f a " D e a d l y Embrace" 

B y c o n v e n t i o n each p rocess s t a r t s i n s t a t e 0 
and may have i n i t i a l i s a t i o n s tages f o l l o w e d by a 
r e c u r r e n t sequence o f s t a t e s . i f t h e r e were no 
i n i t i a l i s a t i o n s tages t h e n a d e f i n i t i o n s i m i l a r 
t o t h a t g i v e n b y L l w e l l y n ( 7 ) wou ld b e 
a p p r o p r i a t e . A d e a d l y embrace e x i s t s i f and o n l y 
i f f r o m any s t a t e ( s i m p l e o r compos i t e ) ano the r 
s t a t e oan b e reached f r o m w h i c h i t i s i m p o s s i b l e 
t o r e t u r n t o t h e o r i g i n a l s t a t e . W i t h t h e 

a d d i t i o n o f i n i t i a l i s a t i o n s tages however t h i s n o 
l o n g e r rema ins t r u e s i n c e t h e program never 
r e t u r n s t o them under normal f u n c t i o n and t h e 
d e f i n i t i o n o f a d e a d l y embrace muat be t a i l o r e d 
t o t a k e t h i s i n t o a c c o u n t . 

Ano the r p o i n t w h i c h emerged i n t e s t i n g 
m u l t i - p r o c e s s systems i s t h e e l s e o f t h e 
compos i t e g r a p h ( 8 ) . I f t h e sys tem I s c o r r e c t t h e 
t o t a l number o f s t a t e s o f t h e compos i te p rocess 
i s u s u a l l y q u i t e s m a l l , b u t when t h e r e a re e r r o r s 
a inn— e f f e c t I s t h a t t h e g raph becomes so b i g 
t h a t i t canno t b e a t o r e d . W e t h e r e f o r e r e q u i r e 
some method o f a n a l y a i n g t h e g raph w i t h o u t 
n e c e s s a r i l y g e n e r a t i n g and s t o r i n g i t c o m p l e t e l y 
I n o r d e r t o d i s c o v e r whe the r we have a complex 
b u t c o r r e c t sys tem o r t o l o c a t e any dead lock 
s t a t e s . 

T h i s c a n b e done b y f a c t o r i n g t h e graph I n t o 
i t a s t r o n g components , a s t r o n g component b e i n g a 
a e t o f v e r t i c e s w h i c h a r e m u t u a l l y r e a c h a b l e , 
t i l l s f a c t o r e d g raph l a v e r y much s m a l l e r t h a n t h e 
u n f a c t o r e d g raph and oan more e a s i l y be s t o r e d . 

T a r J a n ' s a l g o r i t h m (SO s u p p l i e s a t e c h n i q u e 
f o r f i n d i n g t h e s t r o n g components and oan be 
m o d i f i e d ao t h a t dead lock s t a t e s oan be d e t e c t e d 
w i t h o u t n e c e s s a r i l y g e n e r a t i n g t h e comple te 
g r a p h . I t a l s o has t h e m e r i t t h a t c o m p u t a t i o n 
i n c r e a s e s l i n e a r l y w i t h t h e number o f v e r t i c e s . 
The g raph i s e x p l o r e d i n a d e p t h f i r s t t r e e 
sea rch c o l l e c t i n g i n f o r m a t i o n o n t h e way. I t i s 
n o t i n t e n d e d t o g i v e a f o r m a l p r o o f o f t h e 
a l g o r i t h m b u t m e r e l y t o p o i n t o u t t h e main 
f e a t u r e s o f r e l e v a n c e t o t h e d e t e c t i o n o f dead l y 
embraces, 

The a l g o r i t h m s t a r t s w i t h a l l nodes unranked 
and a l l s t r o n g components z e r o . A s t h e 
e x p l o r a t i o n p roceeds t h e nodes a r e ranked i n t h e 
o r d e r i n w h i c h t h e y a r e f i r s t met and v a l u e s 
ass igned t o t h e s t r o n g components where p o s s i b l e . 
A l l nodes wh i ch have been r a n k e d b u t as y e t have 
no s t r o n g component ass i gned to them a r e h e l d on 
a s t a c k . The s t r o n g component of a node x la 
ass i gned as t h e minimum r a n k o f any node y wh i ch 
can be reached f r o m x where t h e s t r o n g component 
o f y has n o t y e t been a s s i g n e d . There i s no need 
t o s t a r t o f f w i t h t h e comp le te g r a p h , s i n c e t h e 
neoessary nodes oan be deve loped as t h e sea rch 
p r o c e e d s . 

T h i s a l g o r i t h m was imp lemented u s i n g t h e 
method d e s c r i b e d by K n u t h (10> and has i ndeed 
p r o v e d t o b e v e r y e f f i c i e n t i n f i n d i n g s t r o n g 
components . The re a r e however g r e a t e r b e n e f i t s t o 
b e had i n t h e d i s c o v e r y o f p o s s i b l e dead lock 
s t a t e s . 

I f t h e r e a r e n o I n i t i a l i s a t i o n s tages i n any 
prooeaa t h e n a a men t ioned above t h e r e w i l l b e the 
p o s s i b i l i t y o f dead lock i f t h e r e i s more t h a n one 
s t r o n g component i n t h e g r a p h . I n o r d e r t o a l l o w 
f o r i n i t i a l i s a t i o n s tages t h e s t r o n g components 
can b e c l a a s e d a s e i t h e r t e r m i n a l o r n o n - t e r m i n a l 
i . e . whe ther i t i s ever p o s s i b l e t o g e t o u t o f 
t h a t g roup o f s t a t e s . Thus whe ther t h e r e a r c 
i n i t i a l i s a t i o n a tages o r n o t t h e r e e x i s t s t h e 
p o s s i b i l i t y o f dead lock i f t h e r e a r e two o r more 
t e r m i n a l s t r o n g components . 
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We are now l e f t w i t h the problem t h a t 
although i t 5 is f e a s i b l e to check f o r deadlock 
s t a t e s in a multiprogramming »y»tem, t h i s has to 
be done as a separate ana lys is and not concurrent 
w i th systora o p e r a t i o n . Whi le t h i s has proved very 
use fu l in some EEG a p p l i c a t i o n s (11) it has 
considerable disadvantages in complex programs 
where processes may be c o n t i n u a l l y added and 
de le ted and wo have found it necessary to 
r e s t r u c t u r e the problem in order to obv ia te 
cont inua l r e a n a l y s i s . 

One f a c t o r which o f t e n l e d to considerable 
d i f f i c u l t y was the ex is tence of cycles where one 
process sent a message to a second process and 
t h i s second process could e i t h e r r e p l y d i r e c t l y 
or send a r e p l y v i a a t h i r d process. The system 
was r e s t r u c t u r e d to avoid t h i s problem. 

A P r a c t i c a l Implementat ion 

The cur rent vers ion is implemented on a GEC 
2050 computer which is a mini-computer very w e l l 
su i ted to mul t ip rocess ing . The basic s t r u c t u r e is 
t h a t communicating processes arc connected as a 
t r e e , there being separate t r e e s f o r 
non-communicating systems. Kach process may own 
any number of dependent processes but n process 
may have only one owner. 

Message passing is as described above except 
t h a t the massages must always be pa i red i . e . i f a 
message in sont to a process then at some stage a 
rop ly must be rece ived and c e r t a i n l y before 
another message is sent on the same r o u t e . 

In ordor to accommodato messages of v a r i a b l e 
longth the a c t u a l s i g n a l l i n g of a message takes 
only 1 b i t of 8torAgo whi le the b u f f e r f o r the 
mossage is located in the dependent process and 
contains i t s s i z e . 

This storage is then unusual in tha t the 
v a r i a b l e s loca ted there only have v a l i d i t y a t 
r e s t r i c t e d stages of communication between the 
processes. In the r e s t i n g s t a t e they are v a l i d 
for the owning message u n t i l the PUT f l a g is set 
at which t ime t h e i r v a l i d i t y ceases. When the 
message is rece ived by the dependent process the 
storage b u f f e r becomes v a l i d f o r t h a t process and 
remains so u n t i l the rop ly is sent . The b u f f e r 
then becomes a v a i l a b l e f o r the owning process 
a f t e r the r e p l y i s r e c e i v e d . 

The t r e e is dynamic in t h a t a process may ask 
f o r another process to be a t tached to i t i f 
e i t h e r tha t procoss is f roo and in core or is 
held on d i s c . S i m i l a r l y when a process has 
f 1 n i shod wi th a dependent process i t may 
disconnect i t . I f the dependent process i s not 
f in ished then it becomes the root of a new t r e e 
and there is a now completely independent 
p a r a l l e l system. I f i t has f i n i s h e d then i t 
bocomos a v a i l a b l e f o r garbage c o l l e c t i o n when 
more processes r e q u i r e to bo loaded. 

A c y c l i c s t r u c t u r e cannot be created beoause a 
process cannot become at tached unless i t is 

c u r r e n t l y unat tached, a process may only have one 
"owner" at a t ime . An in fo rma l proof that the 
t r e e s t ruc tu red system w i l l not s u f f e r from 
deadlock s t a t e s is as f o l l o w s : * 

I f there are separate n o n - i n t e r a c t i n g t r e e 
systems then deadlock in one w i l l be independent 
o f the s ta tes o f the o ther t r e e s . 

Each t r e e has a r o o t w i t h no "owner". If a 
message is sent by t h i s root process to a 
dependent process then a r e p l y must be rece ived 
even i f t h i s r e p l y only s i g n i f i e s t h a t a n e r r o r 
has occurred. This impl ies t h a t the r o o t process 
can never be he ld up t r y i n g to send a message. 
Deadlock s ta tes w i l l t h e r e f o r e appear as the 
absence of a r e p l y , i . e . the deadlock must be 
produced by the dependent process and not by the 
r o o t . 

Consider a dependent process. The r u l e s are 
t h a t i f a message is rece ived from an owning 
process then a r e p l y must be sent , perhaps a f t e r 
the procoss in i t s t u r n has sent messages and 
rece ived the r e p l i e s . The rep ly may s i g n i f y t h a t 
an e r r o r has occurred g i v i n g in fo rmat ion about 
the procoss tha t found the e r r o r and the type of 
e r r o r , A r e p l y w i l l only f a l l to be sent i f there 
i s an i r r e c o v e r a b l e software e r r o r in tha t 
process which is not by d e f i n i t i o n a "deadlock". 
The s t r u c t u r e is so arranged tha t a message 
exchange is always o r i g i n a t e d by an owner and 
completed by the r e p l y ( t h e " p r i n c i p l e of 
p o l i t o n e s s " ) . Since the system is t r e e - s t r u c t u r e d 
t h i s argument can be continued by induc t ion u n t i l 
th© t i p s of the branches are reached. Thus there 
w i l l only be deadlock i f i t i s produoed by the 
t e r m i n a l processes. 

The te rmina l processes however simply r e c e i v e 
a roeSHage from t h e i r owner, car ry out some 
computation or input /ouput and then r e p l y . Since 
the owning process is always expect ing the r e p l y 
the te rmina l process can never be hold up i . e . 
the system is deadlock f r e e . 

Furthermore since these r u l e s are s t r u c t u r a l 
they can be checked s y n t a c t i c a l l y f o r each 
process as i t is compiled i . e . a dynamic p a r a l l o l 
processing system which does not have deadlock 
s t a t e s can be const ructed . 

L i m i t a t i o n s 

P a r a l l e l processing may be achieved in our 
system by 

a) An owner, a f t e r i n s t r u c t i n g a slave to car ry 
out some procedure, cont inu ing to compute in 
p a r a l l e l f o r some time before expect ing a r e p l y . 

b) An owner issu ing severa l messages to s l a v e s , 
which w i l l ca r ry out t h e i r computations i n 
p a r a l l e l , and then c o l l e c t i n g the r e p l i e s 
s e r i a t i m . 

c) A mixture of these two mechanisms. 

The order in which computations w i l l be 
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completed must be s p e c i f i e d In advance aa no 
mechanism l a provided t o r accept ing r e p l i e s I n 
unspec i f ied order or f o r abandoning a computation 
which l a going on f o r too long ( e . g . i f the 
answer has been found by a d i f f e r e n t p a r a l l e l 
b ranch ) . We t h i n k however t h a t auch mechanisms 
can be incorporated wl thout destroy ing the 
des i reab le t r e e s t r u c t u r e . 

A more fundamental l i m i t a t i o n is that 
resource deadlocks can s t i l l occur due to 
competing independent process systems, perhaps 
because there is not enough core a v a i l a b l e f o r 
the next process t h a t e i t h e r system r e q u i r e s , or 
e . g . aa in the c l a a a i c s i t u a t i o n whore one owns 
the reader and wants the l i n e p r i n t e r w h i l e the 
other owns the l l n e p r i n t e r and wants the reader . 

In the completely dynamic case a system of 
processes may not "know" what resources w i l l be 
r e q u i r e d u n t i l a cons iderab le t r e e s t r u c t u r e has 
been created and there may be l i t t l e o p t i o n but 
to te rmina te one of the competing systems (even 
In t h i s event a p roper ly designed e r r o r r e p l y 
should be ab le to l i m i t the damage to p a r t of the 
t r e e , and permi t r e c o v e r y ) . 

Where requirements can be p r e d i c t e d in 
advance a s t a t i c a n a l y s i s can be undertaken. Any 
set of In terconnected processes forming a system 
(perhaps dynamic) known to be d e a d l o c k - f r e e may 
be replaoed - as f a r as the non-de te rmin is t i c 
model of the whole set of systems is concerned 
by a s i n g l e composite prooess. This process can 
c la im a resource by p l a c i n g a message on a rou te 
(which la equ iva len t to s e t t i n g a semaphore) and 
r e l i n q u i s h it by p i c k i n g up the message. This new 
model can be analysed by the methods discussed in 
the e a r l i e r s e c t i o n t o d iscover i f deadlock 
s t a t e s are p o s s i b l e . 

Conclusion 

Construct ing p a r a l l e l processing systems out 
of modular processes which coranunicato by passing 
messages provides a simple and e f f i c i e n t 
s t r u c t u r e t o expand a r t i f i c i a l i n t e l l i g e n c e 
techniques to the r e a l - t i m e w o r l d . S t a t i c systems 
can be checked f o r deadlock by means of T a r j a n ' s 
a l g o r i thm and by Imposing s t r u c t u r e on the 
message passing dynamic dead lock - f ree systems can 
be c r e a t e d . 
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