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Abstract—To further improve software-defined network
performance, robustness and efficiency, it is valuable to de-
termine how to optimally deploy controllers against links fail-
ure, e.g., fiber cuts, operation failure, etc. In this paper, we
investigate the problem of robust controller placements
against any & links failure (.-RCP) optimization with network
delay and load balancing. The £-RCP optimization problem is
established an integer linear programming which optimally
places the least controllers to meet the controlled coverage
probability against k-links failure. To solve the k-RCP prob-
lem, we develop a A-RCP method based on the £-RCP linear
programming and its dual programming model. Analysis
showed that k~-RCP method provides an approximately opti-
mal solution under the given controlled coverage probability.
Simulation results showed that the A-RCP method effectively
improves the SDN robustness when considering network delay
and load balancing.

Keywords—robust controller placement, software-defined
network, limited controller resource, network delay and load
balancing

I. INTRODUCTION

Software-Defined Networks (SDN) provides a separation
between the control and data planes. The separation
simplifies the networking management and improves its
scalability [1]. Scalability and survivability should be more
carefully considered in SDN networks. Since network
failures could cause disconnections between the control and
data planes, and further disable some of the switches, it is of
great importance to improve the robustness of SDN control
networks [2].

The controller in charge of a network system is a
logically centralized manner, and may become a choke
point, especially in a large scale network. Therefore,
multiple controllers which are physically distributed
throughout the network are required. The propagation
latency between the switches and the associated controller is
a key point for the performance of SDN networks, and the
placement of multiple controllers becomes a critical
problem. To further improve network performance,
including latency and robustness, operators should carefully
place the controller [3—-5]. As discussed in some related
work, the controller placement is a complexity optimization
problem [5-6]. Currently, the most well-known controller
placement method, which is introduced in [4], develop the
best controller placement solutions that minimize the
controller and the switch network latency, which includes
the Average-case latency and the Worst-case latency (or
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maximum latency). A good placement should minimize the
network latency, whereas the load of each controller should
not exceed its capacity [5], [7-9].

Generally, traditional optimization based on network
latency ignores network failures. Unfortunately, network
failures frequently occur. Some simulation results show that
the worst-case latency changes within a wide range in case
of failures and the minimum worst case latency hardly
acquired when links failure happen from another point of
view. Overall, existing optimization methods have limited
abilities to strike a balance between network delay and
controller load against links failure. Whereas it is still a
challenging task in optimally place controllers against links
failure, such that the resulting SDN is the most robust and
efficient.

In this paper, the robust controller placement (k-RCP)
against k-links failure with network delay and load balancing
is considered. Given a physical network and the controlled
coverage requirement, how many controllers are needed and
how to deploy them such that the resulting SDN is the most
robust and efficient. This novel concept, called controlled
proportion (vs. complete control of the control plane) is
defined to characterize controlled coverage probability
against k-links failure due to the following reason: it is
infeasible after k-links failure (when £ is a large integer) that
all switches in data plane can connect any one controller,
especially in the disconnected SDN.

For multiple controllers placement problem, optimizing
each goal is generally NP-hard. When more than one goal is
considered at the same time, the situation is more
complicated. To resolve the k-RCP optimization problem,
the delay of control signaling, the load balancing of
controllers, the least number of controllers, and k-links
failure tolerance will be taken into consideration in our
proposed k-RCP method. The main contributions of this
paper are given as follows.

1) We first introduce the robust controller placement
against any k-links failure (k-RCP) optimization
problem that consider not only network delay but
also load balancing.

2) The effective &-RCP method is proposed based on
the linear programming model of A-RCP and its dual
programming model to resolve the k-RCP

optimization problem.

3) The k-RCP algorithm is the approximate optimal,
which significantly improves the robustness and the
efficiency of SDN against links failure. Our
simulation results reveal our method is better than the

state-of-the-art methods.



The rest of the paper is organized as follows. In section
II, we review the related works. The problem is formally
articulated and the evaluation metrics are discussed in
section []. In section [, the k~-RCP optimization models are
established. And the k-RCP algorithm is described in details.
In section [1, the effectiveness of the A-RCP method is
demonstrated by experimental results. We briefly conclude
in section [J.

II. RELATED WORK

More and more researchers have studied the controller
placement problem. The controller placement (CP)
optimization problem was first defined in [4]. The CP
optimization problem mainly concerns on two questions:
how many and where controllers should be deployed. Heller
et al. introduced the controller placement problem and
explored the tradeoffs when optimizing for minimum
latency between nodes and controllers [4]. They found that,
one controller is enough to meet common network
expectations with respect to communications delay (but
obviously not fault tolerance) in some cases. Multiple
controllers have declared best performance e.g. [1], [3], [10],
network delay is not the only factor that should be focused
since the capacity of a controller is limited. Yao et al.
considered that the load of a controller should not exceed its
capacity, and defined a capacitated controller placement
problem (CCPP) [9].

Some other works of CP optimization problem
considered the reliability of networks. In [11], J.Ros et al.
defined a fault tolerant controller placement problem (FTCP)
and exploit a heuristic algorithm to meet the reliability and
give an upper bound on the number of controllers. They
found that each node is required to connect to 2 or 3
controllers, which typically provide ample reliability [12]. In
[3], Guo et al. consider two problems, the controller
placement under comprehensive network state problem
(CPCNS) and the controller placement under single link
failure problem (CPSLF) are discussed, to evaluate the
reliability of networks, where a traversal algorithm and a
greedy-based algorithm are used to find the best solution to
meet the requirement of these two problems. Another work
that deals with controller placements from a reliability view
point is due to Hu et al. [13]. In this case, they compared
different placement algorithms, such as I-w-greedy,
simulated annealing, and brute force. The brute force is
proved the best solution without considering the time.

Many of the works solved the CP optimization problem
with more than one metric, e.g. latency and reliability. In
[14-15], the Pareto-optimal controller placement (POCO)
framework is proposed to search all the candidate solutions
with respect to different performance metric. Lange et al.
extend the POCO framework with heuristic to make it work
in large or dynamic topologies [6]. However, the number of
controllers to be deployed in the network is an input
parameter in the POCO framework. In addition, Hu et al.
extended controller placements work in [16]. A metric called
expected percentage of control path loss to measure
reliability is proposed. However, similar to [14-15], the
number of controllers is given as input, each switch only
connects to its nearest controller, and only one-failure
scenarios are considered. In advance, it is impossible to
know how many controllers are required in a large scale
network.

Facility location problem is a fundamental problem in
operations research and theoretical computer science. The
Uncapacitated Facility Location Problem (UFLP) is one of
the most basic facility location problems. k-RCP algorithm is
inspired by the primal-dual method for UFLP [17]. Jian and
Varizani present approximation algorithms for UFLP
achieving approximation guarantees of 3 [17]. The currently
best approximation ratio is 1.488 by Li [18] based on non-
uniformly randomized rounding and dual fitting technique.
Many variants of the UFLP have been proposed, such as the
hard(soft) capacitated facility location problems [19], k-level
facility location problem [20] and facility location problem
with outliers [21-22], among others.

In summary, existing optimization methods have limited
abilities to strike a balance between network delay and
controller load against links failure. In this paper, we focus
on the k-RCP optimization problem, and to consider that
how many controllers are needed and how to deploy the
least number of controllers such that the resulting SDN is the
most robust and efficient.

III. PROBLEM STATEMENT

A. Evaluation metrics

For a network denoted by G = (V,L), where V =
{1,2,...i, ..., J, ...,n} is the set of nodes (switches), C is a set
of controller, and V' /C represents the set of ordinary switch.
We assume every node is a candidate of the controller
deployed location, so we would not make the distinction
between nodes and switches, andV = C UV /C. L is set of
physical links, and link (i,j) € L. C° represents the set of
controllers that have been deployed initially in the network
graph G, C° c C.

In this paper, we introduce controlled proportion (Cpr)
metric and transmission efficiency (7E) metric to measure
the robust connectivity and the efficiency of an existing
SDN under £-links failure, respectively.

In this paper, all nodes and links are of equal importance.
The links are undirected. All the following definitions refer
to a graph with » nodes unless explicitly specified. We first
define controlled proportion (Cpr) metric to quantitatively
characterize the robust connectivity against any k links
failure, it represents the number of switch that can access
any one controller in a SDN. The definition of Cpr metric is
as follows:

Cpr =n./n, (D

where n, represents the total number of served switches that
can receive the control signaling. Note, the required
controlled proportion is to meet the request of a specific
application.

The &-RCP optimization problem focuses on not only the
robust connectivity, but also the efficiency of the SDN
against k links failure. We introduce transmission efficiency
(TE) metric to characterize the delay between the switch and
the associated controller, and the delay between the
controllers. Before defining the 7E metric, we need to give
the following explanations.

In order to simplify the problem, we use the distance
between nodes to describe the propagation delay. Let d;;
denotes the distance between node (switch) i and node
(switch) j. If there is no path between switches 7 and j, d;; =
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. We follow the definition of efficiency in [23] in this
paper. Let e;; = 1/d;; represents the efficiency between two
switches i and j. The aim of using e;; is to avoid the case
where the distance between the switches is oo in the
disconnected SDN. Note that e; = 1 indicates that the
efficiency is 1 where switch i can access the controller
resources deployed on itself.

For a given SDN, the transmission efficiency (7E) is
defined as:

1 1
TE = Yievc SWi + 3 Xpec Xqec o 2

where sw; = max;cc1/d;; (i € V/C) indicates that switch
can access the nearest controller j. The previous item in (2)
Yiev/c SW; describes the efficiency of an ordinary switch
when it access the controller in SDN, and the Ilatter
represents how well difficulty on exchanging information
between controllers. The larger 7F is, the easier switches in
the SDN to access controller resources.

In fact, a certain number of links failure may cause huge
data loss and connectivity disruption in some networks. The
cost of repairing or reconfiguring these networks is high.
Therefore, this paper focuses on how to optimize the
configuration of limited controller resources under the
worst-case of k-links failure, so that the SDN can not only
meet the required controlled proportion, but also take into
account the SDN transmission efficiency and load balancing.

For a network G(V,L),n = |[V|]and m = |L| . Let S be
the set of scenes with arbitrary links failure, and the scene
space is 2™. The probability of occurrence of each scene
s(s € 5) is denoted as q°. Among them, the set of scenes
where £-links failure is denoted as S (S, < S), and the worst
case is denoted as s,(s, € S). Next we will discuss the k-
links removed in the worst-case.

In graph theory, betweenness is a measure of centrality
in a graph based on shortest paths. Link betweeness is a
measure of the number of shortest paths between pairs of
nodes that run along the link [24]. We use L°? represents the
set of k-links removed in the worst-case links failure (k =
[Lb] ). Each link in L% is removed based on link
betweenness descending order in a SDN.

B. Problem description

Consider a SDN network with n» nodes and m links,
represents as an undirected graph G(V,L). The k-RCP
optimization problem can be formulated as: given a graph
G(V,L,C°) and a required controlled proportion Cpr, how to
deploy the set of controllers C (C° € C) under any k-links
removed, so that the G(V,L,C) can not only meet the
required controlled proportion, but also take into account the
transmission efficiency and load balancing in the SDN.

For example in Fig.1, it illustrates how to deploy two
more proper controllers to improving the load balancing and
reducing the delay in the resulting graph. Given the required
controlled proportion Cpr=6/8 in Fig.1. There is a graph
with 8 switches and 9 links, where V = {1,2,3,4,5,6,7,8} ,
L={(1,2),(2,3),(3,4),(4,5),(5,6), (6,7), (7,8), (1,8), (4,8)}, and
C° = {4} in Fig.1(a). The removal of links (1,8) and (3.,4)
will disconnect the initial graph (Fig.1(a)). In the case, the
Cpris 5/8, switches 4, 5, 6, 7 and 8 can access the controller
on switch 4, however, switches 1, 2 and 3 on the other
subgraph cannot access the controller on switch 4. Whereas,

a. original graph

b. three controllers placement

Fig.1. The example of robust controller placement

TABLEI  CONTROLLERS AND ITS CONTROLLED SWITCHES
Controller Controlled Switches
2 1,2,3
4 4,5,8
6 6,7

when deploying two new controllers on switches {2, 6}, C =
{2,4,6}, the removal of arbitrarily two links in Fig.1(b) all
can meet the required controlled proportion .

At the same time, the load balancing of controllers is
achieved (see TABLE 1) and the delay between controllers
and switches is reduced.

IV. ROBUST CONTROLLER PLACEMENT METHOD

This section is devoted on presenting the k-RCP
optimization problem models and devising the efficiency k-
RCP algorithm for robust controller placement.

A.  k-RCP model

The k-RCP optimization problem is first modeled as an
Integer Linear Programming (ILP) model, termed &-
RCP_ILP, which optimally deploy the limited controllers to
meet the required controlled proportion against any k-links
failure in SDN. The k-RCP _ILP (L1 for short) model
includes:

Data:

e Si: a set of all scenes of k-links removed from the
SDN;

e Si: any a scene of k-links removed from the SDN,
Sk € Si;

e sp: corresponding worst-case of k-links removed,
Sp € Sk’

e @g°k: the probability of occurrence of scene s,

ZSkESk q5k = 1:

e g°P: the probability of occurrence of the worst case
of k-links removed.

e fj: the cost of placing a controller on switch j;

. cisj"": the delay between switch i and the controller j
under the scene sy ;
e (Cpr: the required controlled proportion.
Variables:

e xj: 0-1 variable, x; =1 means that switch j is

selected to place a controller resource, otherwise it is
0;
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e ;;%: 0-1 variable, y;;° = 1 means that switch i is
served by controller j under the scene s*, otherwise
yi;*k =05

. risk: 0-1 variable, indicates whether or not the switch
i is served by a controller under the scene s, and if
the switch i is served by a controller, ris"" =1,
otherwise ;"% = 0.

Objective:
Min Zjevfj "X+ Zskesk qk 'ZieVZjeV ijk 'yisjk (L1-1)
Constraints:

Vif <% VijEV,Vs, €S (L1-2)

Yiev Vi +1n =1 Vi€V, Vs, €S, (L1-3)

Yievr <n(l—Cpr) Vsi €Sy (L1-4)

itk €{0,1} Vi, j €V, Vs €S, (L1-5)
Remarks:

e The objective function of A-RCP_ILP (L1) is to
minimize the number of controllers deployed in a
SDN considering the transmission efficiency between
switches and controllers, and controllers themselves
under any k-links removed. In the objective function
(L1-1), the delay cf]."" is used to describe the
transmission efficiency between switches i and j; the
cost fj is used to control the number of controllers
that are deployed in the SDN;

e Constraint (L1-2) indicates that if switch i can be
served by controller j, then the controller j must be
able to provide control services. If x; =0, yisj" =

0,i €V;ifx; = 1,theny;.’< =1or0,i €V;

o Constraint (L1-3) ensures each switch is either a
served switch or unserved switch. In particular,
y].sj" = 1 means switch j is a controlled switch under

the scene sy ;

e Constraint (L1-4) is very important, which ensures
the controlled proportion of the resulting network is
larger than the given required controlled proportion
following any removal of k-links;

o Finally, constraint (L1-5) denotes the binary domain
constraints on the variables x;, y;;°* and ris".

It is hard to find the optimal controller set C under any k
links removed so that the controlled proportion is larger than
the given requirement. In order to simplify the problem, this
paper focus on how to optimize the placements of limited
controllers resources under the worst-case k-links removed.
So we assume the probability of the worst-case k-links
removed is 1, g = 1.

To solve the ~-RCP_ILP (L1), we relax &~-RCP_ILP (L1)
with ¢°? = 1 and establish its linear programming model %-
RCP_LP (L2) as follows:

Objective:
Min Fjey fj- % + Ziev Zjev Cisjb 'yisjb (L2-1)

Constraints:
Vit <% Vi,j EV (L2-2)
Yiev v+ =1 VieV (L2-3)
Sievr;” < n(1 - Cpr) (L2-4)
Vil %, 2 0 Vi, jEV (L2-5)

Since this model is a minimum optimization problem,
constraint (L2-3) is equivalent to:

iVl #1721 VieV  (L2-6)
To further solve the linear programming, we utilize its
dual model of L2. The dual model £&-RCP_DOLP (L3) is

established:

Objective:
max Yy a; +n(a—1)q (L3-1)
Constraints:
YievBij < f JEV (L3-2)
a;— Bij < ¢ Vi,jeV (L3-3)
a—q<0 Viev  (L3-4)
a, Bij,q = 0 Vi,jeV (L3-5)

The dual variable §;; can be viewed as the contribution
of switch i to the placing cost f; of controller j that can be
connected with switch i. The dual variable «; can be viewed
as the total cost of switch i. The total cost includes the delay
¢;j and the dual variable B;; caused by switch i. The dual
variable ¢ is defined as the maximum value in all of the
values @;, (Vi € V).

B.  k-RCP algorithm

The k-RCP algorithm includes two sub-algorithms: the .-
RCP-GN algorithm and the /-RCP-DOLP algorithm. The -
RCP-GN algorithm characterizes k-links removed under the
worst-case. The k-RCP-GN algorithm is based on the -
RCP-DOLP dual model to find the minimum and optimal
controller set.

1) k-RCP-GN algorithm

The classic community discovery algorithm, GN
algorithm, can not only extract the community structure but
also divide a network into relatively uniform subnets at fast
speed. The relatively uniform size block will be better for
the load balance for multiple controller placement.
Therefore, we use the ~-RCP-GN algorithm to describe the
worst-case k-links removed scene in the SDN. The main
steps of the k~-RCP-GN algorithm are described below:

o [Initial value: num=0, Lk = @;

e Sort links according to the link betweenness, and
remove link / with the largest link betweenness in the
network;

o num=num+l, L = Lk U {l};

e Check the value of num. If num<k, perform step 2; If
num= k, perform step 5;

e The set of k-links removed is Lk under the worst-
case links failure.
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2) k-RCP-DOLP algorithm

This paper proposes a k-RCP-DOLP approximation
algorithm to deploy the minimum number of controller
considering the required Cpr and TE metric against links
failure. The k-RCP-DOLP algorithm draws on the dual
approximation algorithm in Uncapacitated Facility Location
Problem (UFLP) [17], and is redesigned and optimized
based on the A-RCP problem proposed in this paper. The
main steps of <-RCP-DOLP algorithm are as follows.

According to L2 model and L3 model, the following
equation is established in a perfect situation:

Zievﬂii = f]
a; — Bij = ¢yj
e Initial value: &; =0, f;; =0, Vi,j €EVandC = 0.

For any i and j, @; can increase, and f;; can not
increase;

jEV (L3-6)

Vi,jEV (L3-7)

e «a;=a; +1 for a; which is marked that can be
increased;

e [If there is a switch pair (i,f) that satisfies the equation
a; =cy Vi,j €V, execute step 4, if it does not
exist, execute step 5;

e The path (ij) which satisfies the constraint a; = ¢;;
is marked tight, simultaneously the f;; is marked that
can be increased in the next cycle. At this time, a; is
increased synchronously with f;; to ensure that the
constraint (L3-7) is satisfied. If the switch j has been
selected as a controller, then marking that switch i
has been controlled and its controller is j;

e fij = pi; + 1 for B;; which is marked that can be
increased;

e If there is a switch j that satisfies the constraint (L3-
6), Yiev Bij = fj, execute Step 7, and if it does not
exist, execute Step 9;

e Finding the switch set V' satisfying the constraint
(L3-6), Vt ={j| XievPBij = f;}, and counting the
number of switches that can be connected by ; for all
j € VE. Selecting the switch j'from V¢ which has the
largest number of connectable switches. How do you
know which switch can be connected by the switch
j € V2 All switches that are tight with the switch j €
V't and not yet connected by the other already assured
controller are the switch that can be connected by the
switch j € V;

e Marking j is a controller, C = C U {j'}, and j  is no
longer an ordinary switch. Marking the switch i, i€
{switches can be connected by the switch j'}, can be
controlled by j', and marking a;, B; i 1€ {switches

can be connected by the switch j '} no longer

increase;

e If the number of controlled switch is larger than
Cpr*n, terminating the program. Otherwise, starting
the next cycle and continuing from Step 2.

C. Performance analysis

In this section, we analyze the time complexity of k<-RCP
algorithm. The £-RCP algorithm consists of £&~-RCP-GN, &-
RCP-DOLP. The k-RCP-GN algorithm is based on the
classical community extraction algorithm which is called
GN algorithm [25]. O(mn) is the time complexity of Floyd
algorithm which is used to calculate the shortest path in .-
RCP-GN. Floyd algorithm needs to be called & times in .-
RCP-GN because of the £ removing links. Therefore, the
time complexity of the &--RCP-GN algorithm is O (kmn). In
the &-RCP-DOLP algorithm, there are at most n iterations.
In order to find the pairs of switches satisfying the constraint
@; = ¢;; in each iteration, k~-RCP-DOLP algorithm requires
traversing the n X n matrix at the worst case. Therefore, the
time complexity of &~-RCP-DOLP algorithm is O(n®). In
summary, the time complexity of the k-RCP algorithm is
0(kmn + n3). The time complexity of Branch and Bound
method is O(2") by traversing all the feasible solutions.

V. SIMULATION RESULTS AND RELEVANT DISCUSSION

In this section, we evaluate the robustness and efficiency
of SDN against links failure by comparing our A-RCP
method with typical controller placement methods: Average-
case Latency method [4], Worst-case Latency method [4]
and Branch and Bound method. In this paper, we use two
actual networks: the OS3E network (see Fig. 2), the network
topology with 34 nodes and 42 links, and the US Carrier
network from the Internet Topology Zoo with 139 nodes and
166 links.

A.  OS3E network

We first study the effectiveness of our A-RCP method
and three typical controller placement methods against the
worst-case links removed in OS3E network (Fig. 2).

a. x deployed controllers by Worst-case Latency
o deployed controllers by Average-case Latency

b. x deployed controllers by Branch and Bound
o deployed controllers by k-RCP

Fig.2. Comparison results of optimized controller placement in
OS3E network
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TABLE 11 LOAD OF CONTROLLER OF BRANCH AND BOUND
Controllers Controlled switches Load

2 1,2,3,4,5,6,7,11 8

13 12,13,14,21,22,23,24,25 8

16 8,9,10,15,16,17,18,19 8

28 26,27,28,29,34 5

31 20,30,31,32,33 5

TABLE III  LOAD OF CONTROLLER OF K-RCP

controllers controlled switches load

2 1,2,3,4,12 5

6 5,6,7,8,9,10,11 7

13 13,14,15,21,22 5

29 23,24,25,26,27,28,29,30,34 9

32 16,17,18,19,20,31,32,33 8

Suppose the required Cpr is 85%, that is Cpr=85%.
When 10 links were removed under the worst-case, Fig.2
shows the results of optimized controller placement by the
Average-case Latency method, the Worst-case Latency
method, the Branch and Bound method and our A-RCP
method. For the Average-case Latency method and the
Worst-case Latency method, the optimized controller set is
respectively C={2,9,16,20,29} and (C={2,9,16,23,31} in
Fig.2a. For the Branch and Bound method and the 4-RCP
method, the optimized controller set is respectively
C={2,13,16,28,31} and C(={2,6,13,29,32} in Fig.2b.
Moreover, as can be seen from TABLE II and TABLE III,
the £&-RCP method has a certain load balancing capability.

In this paper, we use the Cpr metric to characterize the
robust connectivity of a SDN under links failure. Fig.3
shows the wvariation of controlled proportion with the
increase of the number of the worst-case link removed by
Average-case Latency method, Worst-case Latency method,
Branch and Bound method and £-RCP method. We see that
the Cpr metric is respectively 29/34, 29/34, 27/34 and 1
based on the Average-case Latency method, Worst-case
Latency method, Branch and Bound method and A-RCP
method when 10 links are removed under the worst-case.
We observe that the &-RCP method is better than other three
methods with more than 6 links removed. We have the
remark that the k~-RCP method has clear advantage in terms
of improving the robustness against links failure.

We use the 7E metric to characterize the efficiency of a
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—#— Worst-case Latency
Branch and Bound
—*— k-RCP algorithm
1 1 1 1
3 4 5 6
the number of links removed

|
|
-
|
|
0.7]- — =| —=— Average-case Latency
|
|
7
|
1
2

Fig.3. The controlled proportion versus the number of worst-case
link removed in OS3E network

Transmission Efficiency

|
|
4
| | —&— Average-case Latency || | |
|| —5— Worst-case Latency |! | |
12—7i‘ Branch and Bound J‘**:**i‘**
| | | |
I | | |
2

—5— k-RCP algorithm

the number of links removed

Fig.4. The transmission efficiency versus the number of worst-case
link removed in OS3E network

SDN under links failure. Fig.4 shows the variation of TE
metric with the increase of the number of the worst-case link
removed by four controller placement methods. We see that
the value of TE by the A-RCP method decline slowly
compared the other three methods. We have a mark that the
k-RCP method has a better efficiency to ensure transmission
efficiency against links failure.

B.  US Carrier network

For a further validation, we use the US Carrier network
(Fig.5) from Internet Topology Zoo topology. Suppose the
required Cpr is 85%. When 25 links were removed under the
worst-case, Fig.5 shows the results of optimized controller
placement by the Branch and Bound method and %k-RCP
method. For the Branch and Bound method, the optimized
controller set is C={2,10,18,28,40,48,60,70,81,91,99,102,
125,136} marked with red x, and the optimized controller
set for the k-RCP algorithm is C={10,18,28,39,48,60,69,
84,86,95,102,117,129,136} marked with red o in Fig.5.
Moreover, the load of each deployed controller based on .-

125

x deployed controllers by Branch and Bound
o deployed controllers by k-RCP

Fig.5. Results of optimized controller placement in US Carrier
network
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Fig.7.  The transmission efficiency versus the number of worst-case
link removed in US Carrier network

RCP method is shown in Fig.5 with different shape.

Fig.6 shows the values of Cpr, and Fig.7 shows the TE
value, with respect to the number of the worst-case links
removed based on the Branch and Bound method and the &-
RCP method. We can conclude that the £-RCP method has a
certain advantage compared with the Branch and Bound
method in improving robust connectivity against the worst-
case links removed in Fig.6. In Fig.7, the value of TF metric
by the Branch and Bound method is larger than the £-RCP
method at the beginning. The reason is that the Branch and
Bound method is an optimal algorithm traversing all the
feasible solutions without considering the robustness. But as
the number of links removed increase, the superiority of the
k-RCP method with low time complexity is obvious.

Under considering both Fig.6 and Fig.7, we can find that
the k-RCP algorithm can both effectively improve Cpr
metric and enhance TE metric when £ links fail. At the same
time £-RCP algorithm has a lower time complexity.

In summary, from the analysis of Fig.2-7 and TABLE II-
I, it can be concluded that &~-RCP method can effectively
improve the performance of SDN as removing link
increases. Controlled proportion and transmission efficiency
have been significantly improved by £-RCP algorithm, and
controller load balance is also solved properly. In addition,
the k-RCP algorithm has a lower time complexity compared
with Branch and Bound algorithm.

VI. CONCLUSION

This paper focuses on improving the robustness and
efficiency of the software-defined network (SDN) against

any k-links failure by optimized limited -controllers
placement. We propose the problem of robust controller
placement against any k-links failure (A-RCP) optimization
considering both network delay and load balancing. The .-
RCP problem was first established an integer linear
programming which optimally deployed the least controllers
to meet the required controlled proportion against k-links
failure. Then the integer linear programming model was
relaxed, and its linear programming and dual programming
models were further established. To solve the A-RCP
problem, we develop an efficient k~-RCP algorithm based on
k-RCP dual programming model. Simulation results show
that the A-RCP algorithm effectively improves the SDN
robustness when considering network delay and load
balancing. Furthermore it can significantly reduce time
complexity of resolving k&-RCP integer linear programming
model directly.
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