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Abstract— In this paper we propose a framework for
mitigating detected multi-vector anomalies in typical
enterprise networks via the distribution of Access Control
Rules. Our distributed, non-proprietary approach takes
advantage of the capabilities offered by all devices along an
attack path enhancing their mitigation potential. These devices
are organized into distinct defense stages and network
operators express their defense preferences for specific attack
types. Our mechanism automatically assigns generic mitigation
rules to each stage. Subsequently, device-specific access control
rules are generated and seamlessly distributed to the
corresponding defense stages of the network substrate via
commonly used protocols. The proposed mitigation schema
models the rule assignment to defense stages as a Generalized
Assignment Problem. Items, i.e. generic mitigation rules, are
assigned to bins, i.e. defense stages, based on capacity
constraints and reward values guided by operator policies. Our
approach considers reducing the GAP input size to enable
reasonable execution of the resulting integer programming
formulation. This is accomplished by aggregating malicious IP
sources into prefixes and organizing rules into groups. The
proposed mechanism is validated in a proof of concept

prototype, used to mitigate realistic multi-vector attack
scenarios.
Keywords— Anomaly Mitigation, Multi-Vector Attack,

DDoS, Generalized Assignment Problem, Integer Programming

I. INTRODUCTION

Multi-vector Distributed Denial of Service (DDoS) attacks
constitute one of the most widely spread problems faced by
network operators. This was recently illustrated by the
Github (2018) and the Dyn (2016) attacks. Both highlighted
the growth of DDoS attacks in terms of scale, diversity
(multiple attack vectors) and sophistication. According to
the DDoS Mon [1] there are 20,000 attacks detected daily,
typically affecting both network/transport and application
layers. Traditional detection and mitigation mechanisms
often struggle against diverse and dynamic techniques
devised by malicious attackers.

Mitigation techniques for network anomalies may be
categorized as on-premises and cloud-based. Mechanisms
targeting to alleviate attacks on-premises (e.g. within the
enterprise network hosting the victim), either use a
dedicated hardware appliance like [2], [3] or deploy on-
demand protection [4]. Alternatively, many enterprises
prefer to outsource protection mechanisms to cloud service
providers [5], [6] redirecting their traffic to scrubbing
centers whereby it is filtered and then redirected back.
Cloud-scrubbing services grow in popularity; however, they
raise privacy concerns, introduce additional latency and
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usually require considerable costs. On-premise specialized
solutions are commonly based on the deployment of costly
dedicated appliances that may require continuous support
and upgrade from network administrators.

In this paper, we propose a distributed, non-proprietary on-
premises anomaly mitigation schema. Our approach offers
flexibility and cost-effectiveness by distributing access
control rules over an enterprise network topology, deployed
in diverse network nodes and operating at various protocol
layers. Our framework leverages on the Software-Defined
Network (SDN) paradigm that disassociates control-plane
functionality from data-plane forwarding; the anomaly
mitigation policies are separately implemented as
northbound processes and communicate via diverse control
plane mechanisms to the network substrate. Our motive is to
enable network operators to appropriately mitigate network
anomalies by enforcing custom security policies tailored to
specific enterprise networks, while adhering to performance
objectives and device-specific constraints.

II. BACKGROUND & RELATED WORK

Several approaches have been reported in the literature
towards unified access control orchestration and on-
premises mitigation of DDoS attacks. In [4] the Bohatei
framework is presented by means of a DDoS Mitigation-as-
a-Service platform. Incoming traffic is inspected and
according to the type and the scale of the attack, Bohatei
determines, allocates and deploys appropriate mitigation
resources for a single attack vector. In our approach we
investigate mitigation mechanisms for simultaneous
multiple attack vectors.

In [7] the VNGuard high-level firewall policy language is
defined for virtual networks configured within a cloud
environment. Firewall instances are created and appropriate
rules are placed within them based on an integer program
formulation. Their objective is to minimize the number of
virtual firewalls to be provisioned while respecting
constraints on the number of rules, as specified by the cloud
provider. Our work stems from a different perspective,
notably the rule placement in existing attack mitigation
resources (e.g. firewall instances) tailored to specific attack
types based on capacity constraints and reward values
guided by operator policies.

In [2] a two level approach is suggested for anomaly
detection in legacy enterprise networks that triggers
subsequent mitigation via a centralized OpenFlow
middlebox. In [8] the VGuard two-layer DDoS mitigation
mechanism is introduced. Traffic is classified according to
the likelihood of malicious nature. Malignant flows are



blocked, benign flows are routed to their destination as high
priority traffic while suspicious flows are routed via low
priority links. Our approach introduces an agile mitigation
schema for multi-vector attacks that blocks attack traffic at
various stages of an enterprise network.

In [9] Cloudflare introduced Gatebot a distributed
mitigation system with centralized intelligence. This
framework leverages iptables firewall on optimized
commodity edge servers for advanced traffic filtering.
Instead, we opted for an integrated SDN Controller to
interface with distributed mitigation capable resources
(either physical or virtual) via diverse/heterogeneous
southbound protocols (not only OpenFlow).

III. DESIGN PRINCIPLES & ARCHITECTURAL COMPONENTS

A. Design Principles

A high-level overview of the proposed framework is
depicted in Fig. 1: Network environment capabilities and
constraints together with security events generated by an
Intrusion Detection System (I/DS) are periodically collected
by a Pre-processor (PP) component. This component
correlates network security policies modeled as Event-
Condition-Action (ECA) with security incidents, to
formulate an optimization problem for distributing anomaly
mitigation actions. In turn, this problem is assigned to the
Mitigation Resolver (MR), a component tasked with
computing a solution, ie. an assignment of generic
mitigation rules to network devices. These are converted to
device-specific Access Control Rules (4CRs) and conveyed
to the network infrastructure by the Rule Handler (RH)
component through a range of supported southbound
protocols.
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Fig. 1: Lifecycle of Orchestrator of Distributed Rule Placement

Our proposed framework embodies the following principles:

®  High-level abstraction of Access Control Rules (ACRs):
For typical heterogeneous multi-vendor environments,
we create an abstraction layer for high-level mitigation
actions (primitives). Our framework maps these generic
actions to device-specific ACRs through standardized
operations and protocols (e.g. Blackhole Routing, BGP
Flowspec) or vendor-specific implementations. Thus,
network operators may leverage on the capabilities

offered by the existing infrastructure to mitigate
network anomalies in a uniform manner.

®  Orchestration of mitigation resources driven by
optimization considerations: Our proposed approach
assigns generic mitigation rules to relevant network
devices in various hierarchical layers. This was
abstracted as a Generalized Assignment Problem (GAP)
[10], whereby the process of assigning mitigation
actions to network devices yields specific rewards.
Reward values are based on: (i) firewall capabilities of
a specific network environment, (ii) policies for
different network anomalies/attacks and (iii) the actual
network attack characteristics. Based on the computed
solution for the described GAP, attack traffic is blocked
across the attack path at the most appropriate stage of a
hierarchical internetworking model [11]. Note that in
terms of the GAP complexity, there is a trade-off
between input size (e.g. size of attackers and defenders)
and solution time.

®  Adaptive mitigation of multi-vector network attacks:

Enterprise network infrastructures are commonly
structured in architectural hierarchies essentially
defining  distinct defense stages (i.e. core

routers/switches, distribution switches, access switches
and hosts). Modern sophisticated attacks consist of
multiple attack vectors (volumetric, protocol-based,
application-based)  typically  targeting  specific
network/host resources. Our approach implements an
automated network security workflow (Fig. 1) whereby
security incidents trigger mitigation actions assigned to
various stages across the attack path.

®  Modular SDN / Intent-based approach: Adhering to the
concept of Intent Based Networking [12], we
implement a security pipeline for mitigating network
anomalies with minimal intervention based on (i)
higher-level policies, (ii) network context awareness
and (iii) externally generated IDS events. Our
architecture complies to the core principles of the SDN
paradigm whereby management policies are applied to
the network substrate via a unified SDN controller.

B. Architectural Components

®  Pre-processor (PP): The purpose of this component is
to properly formulate the GAP for a multi-vector attack
tailored to a specific network environment. The Pre-
processor component considers: (i) security events
exported from an IDS, (ii) network security policies and
(iii)) environment-specific mitigation capabilities and
constraints. Based on these, an appropriate input for
GAP is structured and assigned to the Mitigation
Resolver below.

Mitigation Resolver (MR): This component (i) receives
data appropriately tailored to the GAP from the PP, (ii)
attempts to reduce the input size of the algorithm to
account for scalability issues, (iii) computes solutions
for the GAP through a modular framework and (iv)
exports the solution to the Rule Handler. The computed
solution describes the generic mitigation rules to be
distributed across the network elements.
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e  Rule Handler (RH): This component is responsible for:
(i) mapping the abstract mitigation rules to substrate-
specific ACRs and (ii) distributing them to the network
elements. The RH essentially materializes the SDN
principle supporting a variety of mitigation techniques
built on top of widely adopted southbound protocols.

C. Mitigation Techniques

In this section we outline mitigation techniques commonly
used in SDN-enabled environments. Modern SDN
Controllers such as Ryu [13], OpenDaylight [14], ONOS
[15] enable device management via a wide variety of
supported southbound protocols (e.g. OpenFlow, BGP,
NETCONF). An abstract mitigation rule is defined as a
typical firewall rule with the following 6-tuple: (source_ip,
destination_ip, source port, destination_port, protocol,
action). Subsequently, this is mapped to device-specific
ACR through various protocols/APIs via techniques such as:

C.1 Destination-based RTBH [16]: This mechanism is
primarily used to prevent potential collateral damage during
a DDoS attack (e.g. bandwidth and CPU utilization, service
degradation). It is a destination-based filtering mechanism,
in which the traffic destined to the victim is redirected to an
edge router null interface. The dynamic redirection is
triggered via iBGP using a device that retains BGP peering
with the edge router. Particularly, we used Ryu’s BGP
Speaker to propagate a static route to the victim’s IP address
via an appropriately configured null interface. As a result,
both malicious and benign traffic destined to the victim are
dropped.

C.2 Source-based RTBH [17]: Unlike the destination-based
RTBH which renders the victim unreachable, the source-
based RTBH drops packets from specific source IPs via the
unicast Reverse Path Forwarding (uRPF) feature. Source-
based RTBH also relies on BGP updates which contain
routes to malicious IPs; attack packets from these sources
are dropped on the uRPF-enabled router interface. Although
it offers more granularity than destination-based RTBH,
outgoing packets to legitimate destinations may be blocked
if attackers employ en route and fixed route spoofing [18].

C.3 BGP Flowspec [19]: This mechanism extends the
Network Layer Reachability Information (NLR/) format to
disseminate traffic flow specification rules. These are
transported over BGP and dynamically installed on
appropriately configured devices.

C.4 OpenFlow [20]: OpenFlow-enabled devices contain
flow tables and determine packet forwarding based on flow
rule entries matched against packet headers. There is a
plethora of matching capabilities and actions/instructions,
used to instantiate typical firewall operations such as packet
rejection/redirection.

C.5 Access Control Lists [21]: Access Control Lists (ACLs)
are commonly used to implement firewall policies. In order
to propagate ACLs in diverse multi-vendor environments
administrators require a platform independent tool such as
Capirca [22] designed by Google and employed in various
automation frameworks e.g. Salt [23]. In Capirca, ACLs for
various platforms are described in a generic data modeling

language and converted to platform-specific format; the
resulting ACLs may be disseminated via SSH to network
devices.

We summarize the above techniques in the following table,
with emphasis on their adoption and matching granularity
they offer:

Mmg?tlon Distribution Protocol Granularity | Adoption
techniques

Destination— BGP Low High
based RTBH

Source-based | BGP Medium Medium
RTBH

OpenFlow OpenFlow High Low
Firewall

Flowspec BGP High Low
ACL SSH/NETCONF High High

Table 1: Mitigation Techniques

Entries to Table 1 were partially inferred from DDoS using
BGP Flowspec [24] by Juniper Networks.

IV. ORCHESTRATOR OF DISTRIBUTED RULE PLACEMENT
(ODRP): DETAILED ARCHITECTURE

We elaborate upon implementation details pertaining to the
architectural components and related sub-modules of the
ODRP. An indicative setup for our proposed architecture is
depicted in Fig. 2 consisting of the components described in
Subsections A, B and C below.

A. Pre-processor (PP)

This component consists of four modules: the Security
Events Collector, the Reward Evaluator, the GAP Composer
and the Capacity Collector. These correlate security events,
management policies and network environment details and
formulate the input of the GAP algorithm.

A.1 Security Events Collector

This module extends the event handling capabilities offered
by Ryu. It receives alerts generated by an external /DS e.g.
Suricata [25] and processes them to extract relevant
information pertaining to a network anomaly. Specifically,
the Security Events Collector identifies: the exact type of the
network anomaly and the network attributes required to
create the 6-field tuple (e.g. source IP of the attacker).
During a given time window (e.g. every 30 seconds), it
generates structured data pertaining to observed alerts
aggregated by the attack type and containing all assumed
malicious source IPs. Finally, for scalability reasons, such
information is conveyed periodically (every time window)
to the Reward Evaluator module.

A.2 Reward Evaluator

This module receives the information from the Security
Events Collector and in combination with operator-defined
policies maps anomaly types to a specific defense stage
among Core, Distribution, Access and Host. We provide
below a simplified model based on Event-Condition-Action
(ECA) policies that enables network operators to express
mitigation policy statements.

164 2019 IFIP/IEEE International Symposium on Integrated Network Management (IM2019)



Pre-processor

Intrusion |
Detection =

Security Events
Collector

7 1
1 Reward Evaluator
_ -
~ GAP Composer  |g

1 "O\

SNMP  Openflow SSH

Proof of Concept Setup

oo cacsaas

Protocol-based
Attack

Application
Layer Attack

=1Gbps=

'.-----‘

Mitigation Resolver

_ Generic Rule
Validator

1Gbpg=—

Edge Router (MX80)

------.---------.----------------------------------------‘

Rule Handler

| Device-specific |
‘¥ Rule Translator

| Access Control Rules
Distributor

l

GAP Solver

BGP
Openflow
SSH

Q 1"
: | End-Host (Victim)

~100Mbps=|

L Iperf Service

‘-----.‘

Switch (Open vSwitch)

Fig. 2: Orchestrator of Distributed Rule Placement (ODRP): Detailed Architecture

ECA Syntax of high-level security policy
Event = {Network Anomaly Alert}
Condition = {Attack type}

Attack type = {Volumetric | Protocol | Application}
Action = {Block Core | Block Distribution | Block Access |
Block Host}

The security policy above associates anomaly alerts
triggered by the DS with a generic mitigation rule
conditioned to the attack type. This action selects the stage
at which the specific type of attack should be mitigated as
defined by the network operator. The mitigation action
specified by the security policy is used to generate a reward
array for each type of anomaly.

In order to appropriately mitigate multi-vector attacks the
Reward Evaluator formulates a reward array based on the
desired defense stage for each attack vector. For volumetric
attacks, it is reasonable to select the most upstream core
stage, whereas application layer attacks may be blocked at
the downstream access or host stages. Interim cases such as
protocol attacks may be handled in transit stages. The
Reward Evaluator assigns the highest reward to the selected
defense stage, while lower values are assigned to the
remaining defense stages that may be activated in case the
selected stage cannot accommodate all required generic
mitigation rules. In case the selected defense stage is the
transit distribution stage, we assign the highest value to this
stage, a lower interim value to the upstream core stage and
the lowest to the downstream access stage. This way, links

of the access network, generally of smaller bandwidth than
the upstream links, are better protected. Note that, exact
reward values are not important, just their relative order.

A.3 Capacity Collector

The Capacity Collector module obtains the number of
currently installed ACRs from routers, switches and end-
hosts via SNMP, OpenFlow and SSH respectively, defining
a residual capacity vector. The maximum capacities may be
estimated based on device specifications and operational
experience related to performance degradation per specific
network device.

A.4 GAP Composer

This module receives the reward array along with 6-tuple
generic mitigation rules, generated per attack type, for all
malicious IP sources observed during the previous time
window. In addition, the residual capacity vector is received
from the Capacity Collector. It subsequently exports to the
Generic Rule Validator (1) generic mitigation rules per
attack type, (ii) the reward array and (iii) residual capacities
of network devices.

B. Mitigation Resolver (MR)

MR receives the generic mitigation rules, computes a
solution to the problem formulated as a Generalized
Assignment Problem (GAP) and exports to the Rule
Handler. 1t consists of two modules: (i) the Generic Rule
Validator and (ii) the GAP Solver.

B.1 Generic Rule Validator
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This module compares candidate generic mitigations rules
with the ones previously computed and maintained within
the module. These are filtered to isolate new malicious
source IPs identified during the previous time window.

B.2 GAP Solver

The Generalized Assignment Problem assumes # items to be
assigned to m bins. Assignment of item j to bin i yields a
reward r; and carries a weight of wy. A feasible solution is
an assignment in which for each bin i the total weight of
assigned items is at most ¢; (the capacity of bin 7). The goal
is to assign each item to exactly one bin in order to
maximize the sum of rewards. In our case, ifems are the
generic mitigation rules per malicious source IP and attack
type, bins are the defense stages, weights are assumed equal
to 1, capacities are the available resources of each defense
stage and rewards are provided by the reward array. The
problem can be formulated as an integer program:

m n
maximize Z Z 7% (1)

i=1j=1
n

subject to Z Wiy < ¢ i=1,..,m(2)
i=1
n

qu =1j=1,.,n(3)
=1
%, €0,1i=1,.,m,j=1,.,n(4)

As GAP is an NP-hard problem, in order to reduce its
solution time, we decrease the size of input to the integer
programming algorithm. Namely, we first apply various
prefix aggregation techniques [26] on malicious IP sources
per attack type. The resulting set of generic mitigation rules
are further organized into groups. The group size g is
defined as the minimum between all the residual capacities
across the attack path. In case of an attack requiring a small
number of generic mitigation rules (equivalent to a small
number of malicious source IPs), the rules are treated as a
single group. In the reduced problem, the integer program
formulation is transformed with items x;; corresponding to
assignments of groups j to stages i and n, the maximum
value of j, divided by the group size g. Weights wy; are equal
to the number of the rules they contain (i.e. group size g)
while upper bounds in (2), (3) are not affected.

The reduced problem is solved via a branch price and cut
[27] method implemented on Dippy [28], a framework for
advanced integer programming problems. The computed
solution consists of the assigned groups of access control
rules to the defense stages of the attack path and is conveyed
to the RH component.

C. Rule Handler (RH)

The role of the RH is to: (i) translate the MR solution to
device-specific firewall capabilities, (ii) withdraw ACRs that
are considered obsolete e.g. after two consecutive time
windows of no attack reported from a specific source (iii)
avoid violation of the existing traffic flows and (iv) maintain
and disseminate access control rules on each device. RH is
configured appropriately to utilize the available southbound
protocols (mitigation techniques, see Section III) on the

specific network environment. It consists of the Device-
specific Rule Translator and the ACR Distributor modules.

C.1 Device-specific Rule Translator

This module maps groups of generic mitigation rules to each
network device along the attack path. Specific rules, actual
device and southbound protocol are conveyed to the ACR
Distributor.

C.2 ACR Distributor

This module uploads device specific Access Control Rules
(ACRs) through a corresponding southbound protocol
specified by each mitigation technique. Since our
framework should not contradict existing network
management policies (e.g. already deployed OpenFlow
rules, routing preferences, end host firewalls), a tagging
mechanism was implemented to separate ODRP-generated
ACRs from existing forwarding rules. Indicatively:

e If the southbound protocol is BGP, our ACRs should
match a predefined route policy which sets a high local
preference, based on the IP address of the BGP-peer
(i.e. the BGP speaker of Ryu).

e For OpenFlow-enabled devices we use the optional
fields for flow identification: cookie, cookie-mask and
flow priority. Our ACRs (i.e. OpenFlow rules) are
tagged with a specific cookie identifier and a specified
value for high priority.

e For end-host protection, we consider Linux-based
machines which utilize the iptables firewall. We created
a special-purpose chain labeled ODRP containing all
the ACRs inserted by our framework. Their distribution
on the end hosts is performed on top of the SSH
protocol.

V. EXPERIMENTAL EVALUATION

A. Proof of Concept Experimental Setup

In order to validate our proposed framework in Fig. 2, we
implemented a proof-of-concept testbed deployed in our
laboratory based on Ryu Controller. Offered functionalities
were implemented as distinct customized applications
modules. We incorporated in our testbed specialized
network devices, notably a Juniper MX80 router and an
Open vSwitch (OVS) [29] with Openflow capabilities. End-
hosts were implemented as Linux Containers (LXC), Virtual
Machines and physical hosts. The Ryu Controller was
customized to support RTBH over BGP on the MX80 router.
Additional southbound interfaces were enabled on Ryu,
notably OpenFlow for the OVS and SSH for Linux-based
end-hosts.

Fig. 2 depicts an enterprise network section with a router
placed in the upstream position, a switch as a transit device
and Linux-based machines in the downstream end.
Connectivity between these devices were selected to
relatively represent typical hierarchical enterprise networks.
Namely we assumed 1Gbps for upstream links and
100Mbps for the access network downstream.
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B. Traffic Profiles for Anomaly Mitigation Experiments

Our testbed was used to experimentally evaluate our
framework in multi-vector attack scenarios. The
experimentation process considered the following types of
traffic: (i) background traffic (benign) generated by the iperf
traffic generator [30] emulating a dedicated TCP stream
with bandwidth demand, (ii) benign HTTP requests via the
wrk benchmarking tool [31] and (iii) artificially generated
attack traffic via commonly used attack tools [32], [33]. Our
artificially generated attack was tuned by considering attack
characteristics inferred from a publicly available dataset
[34]. This dataset contains real attack traffic generated from
Booters oftering DDoS-as-a-Service; it was captured during
a controlled attack experiment at the University of Twente
in collaboration with SURFnet, the Dutch National Research
and Education Network.

To better highlight the potential benefits of mitigating the
attack in distinct defense stages, we conducted an in-depth
analysis of the aforementioned dataset (Booter 9).
Specifically, considering the amount of total bytes sent and
total packets sent, we clustered the attack sources into 3
distinct groups via the k-means classifier [35], as shown in
Fig. 3.
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Fig. 3: Malicious sources distribution on the IPv4 address space (unique
/24 prefixes) clustered based on the total megabytes/packets sent during
the DDoS attack launched by Booter 9 [34].

Note that clustering is commonly suggested to classify
network traffic [36] into benign and malicious traffic groups
based on various network metrics such as quantity of bytes
sent/received. Specifically, in [2] clustering based on
malicious source IP prefixes was demonstrated as a means
to significantly reduce the number of flow entries.

From Fig. 3 we considered the following mapping of attack
types to groups:

e Volumetric attacks correspond to the greenm group
exhibiting higher values of bytes per second (bps) and
packets per second (pps).

e Protocol-based attacks correspond to the red group
exhibiting interim values for bps and pps.

e Application layer attacks correspond to the black group,
characterized by the lower values for bps and pps.

In our experiments, malicious attack traffic was generated
via the bonesi attack simulator [32] following the mapping
above from 3,779 malicious IP sources. In particular, for
application layer attacks we assumed malicious HTTP
requests that reserve application level resources; this was
emulated via the Slowloris attack tool [33] from additional
1,500 different unique IP addresses. The resulting attack
mix was combined to emulate a multi-vector attack
scenario, in which the total amount of unique IP sources was
5,279 and the attack rate was 350 Mbps. Note that we
downscaled the attack rate to this value due to the link size
limitations and traffic generation constraints of our testbed.

Benign traffic was generated as 200 HTTP requests/sec to
an Apache Web Server and a continuous 50 Mbps TCP
stream via the iperftool.

C. Experimental Evaluation of Anomaly Mitigation
Mechanisms

Our experimental evaluation was conducted during 300
seconds per mitigation mechanism. During the first 30
seconds only benign traffic was present in the network;
subsequently we launched the multi-vector attack targeting a
victim host. We considered that malicious sources are
detected within the next 30 seconds interval. Subsequently,
mitigation countermeasures are instantiated (at the 60"
second) and remain deployed for the duration of the
experiment.

In order to evaluate our framework, we compared three
different mitigation mechanisms: (i) Single Firewall, (ii)
Arbitrary Distribution of ACRs and (iii) ODRP -
Orchestrator of Distributed Rule Placement.

We considered that the Single Firewall mechanism is
implemented with the OVS acting as a security middlebox
[2]. We assumed that a moderate cost switch, emulated by
OVS, can adequately support up to 4,000 flow entries.

For the distributed mitigation mechanisms (Arbitrary
Distribution and ODRP), we considered that all network
devices across the attack path, Fig. 2, may be used for the
mitigation process. The device capacities are 2,000 routes
for the router, 2,000 flow table entries for the OpenFlow-
enabled switch and 1,500 rules for the iptables at the end-
host firewall. Thus, all 5,279 malicious IP sources of
Subsection B can be blocked with an appropriate rule
distribution.

The Arbitrary Distribution of ACRs, was modeled by rules
assigned in a round robin fashion while respecting the
capacity constraints of our devices. Our proposed schema,
ODRP, translates operator policies into rule assignments to
stages based on the attack type. The ODRP preference is to
block volumetric attacks on the router, protocol-based
attacks on the switch and application layer attacks on the
end host.

2019 IFIP/IEEE International Symposium on Integrated Network Management (IM2019) 167



Amount of attack traffic delivered to victim

& 250
<200
Q
g 150
E=l
% 100 =
-8
2 50 LSS
E .
2 0 L N
0 50 100 150 200 250 300
Time(s)
Attack traffic No mitigation ~ =—Single Firewall
+=+Round-Robin = -ODRP

Fig. 4: The total attack traffic reaching the victim.

In Fig. 4 we illustrate the amount of attack traffic that is
delivered to the victim while employing different mitigation
approaches. The generated attack traffic is characterized by
a bandwidth of 350 Mbps. However, only 94 Mbps actually
reach the victim since the access link capacity in our testbed
is 100 Mbps. While using the Single Firewall mitigation
mechanism 62 Mbps of the attack traffic reaches the victim,
since the installed 4,000 mitigation rules do not block all
5,279 malicious IP sources. The Round-Robin placement of
rules performs slightly better, blocking all but 40 Mbps of
attack traffic. Although this mechanism distributes
mitigation rules to block all malicious sources, some were
arbitrarily placed on the victim end-host. Thus, part of the
attack reached the victim’s access network. By contrast,
ODRP distributes ACRs on the most appropriate defense
stage, with volumetric attacks blocked early in the attack
path. Hence, ODRP better protects the victim from
malicious traffic.
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Fig. 5: Throughput of the background benign traffic generated by the
iperf tool.

In Fig. 5 we depict the impact of the attack on a benign TCP
stream by plotting its throughput in various scenarios. The
baseline stream value with no attack present is 50 Mbps.
Unmitigated attacks result in TCP stream throughput

dropping to almost 0 Mbps, due to congestion caused by the
attack. The Single Firewall mechanism is able to block
4,000 of the malicious sources, thus the TCP stream is
stabilized at 18 Mbps (36% from its baseline value).
Placement of ACRs in an Arbitrary Round-Robin fashion
improves performance with rates varying from 30 to 33
Mbps, (60% and 66% respectively). Finally, ODRP
outperforms both previous mechanisms, since volumetric
and protocol-based interference is blocked early in the
attack path, thus preserving the bandwidth of the access link
utilized by the TCP stream.

In Fig. 6 we present an evaluation of the different mitigation
mechanisms based on the percentage of successful HTTP
transactions to a Web service running on the victim. Such a
transaction was considered successful if completed within 1
second. Naturally with no attack injected, the percentage of
successful HTTP transactions is 100%. Generated attacks
had a two-fold impact: (i) HTTP Requests are dropped due
to congestion and (ii) active sessions are consumed by
maliciously crafted packets of Slowloris application-layer
attack.

Impact of attack to benign HTTP transactions
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Fig. 6: The impact of the attack to benign HTTP transactions using as
indicator the percentage of successful HTTP transactions.

Thus, unmitigated attacks exhibit a very low percentage of
successful transactions, close to 1%. The amount of
attackers blocked by the Single Firewall is not sufficient;
unblocked attackers still manage to consume valuable
bandwidth and server resources. The Round-Robin
placement performs considerably better at 36% success.
Finally, ODRP significantly outperforms both mechanisms
reaching to 80% success. Note that in general, the effect of
Slowloris-based attacks on the HTTP service persists even
after blocking all malicious sources. This occurs because
sessions reserved under false pretenses, stay open for a
period of time even after a Slowloris attack is mitigated.
Thus legitimate transactions attempted in the meantime
might still fail. This affects every mechanism used in our
experiment; including our ODRP approach that could not
exceed the 80% successful transaction rate.

D. Complexity of Generalized Assignment Problem

The efficiency of our ODRP approach depends on solving
GAP in a fraction of a detection time window. As already
mentioned, GAP is an NP-hard problem, thus it may present
scaling issues according to its input size. To address them,
we have implemented a customized solver whereby the
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generic mitigation rules (items) are split into groups and
assigned to 4 defense stages (bins). We are presenting below
the execution time of our solver considering indicative
values for the number of generic mitigation rules and
possible groupings.

Group Generic Mitigation Rules
Size 1000 5000 10000
1 0.5 2.74 572
10 0.09 0.25 0.56
50 0.008 0.05 0.1
100 0.004 0.03 0.05

Table 2: GAP Execution Time in seconds

The results above, demonstrate that the grouping technique
we employed, reduces the execution time of GAP solution
in reasonable values within a 30 second time window. Even
the worst case scenario (10,000 generic mitigation rules in
10,000 groups) performs in 5.72 seconds. In a case that a
large botnet is used to launch an attack e.g. 100,000
malicious sources require 100,000 generic mitigation rules
to block the attack. With a group size of 100 items, the
assignment problem would be solved in approximately 6
seconds. Thus, our proposed ODRP approach is expected to
solve GAP in a fraction of a detection time window for
attacks emanating from a large number of unique malicious
sources.

VI. CONCLUSIONS

In this paper we proposed a framework for mitigating
detected multi-vector anomalies in typical enterprise
networks via the distribution of Access Control Rules. Our
approach emphasized on utilizing the capabilities offered by
all devices present in an attack path, organized into distinct
defense stages. Generic mitigation rules were assigned to
each stage according to the defense preferences expressed
by operators for specific attack types. Ultimately, device-
specific access control rules were distributed to appropriate
defense stages of the network substrate via commonly used
protocols.

Our architecture abstracted rule assignment to defense
stages by modeling the attack mitigation as a Generalized
Assignment Problem (GAP): Ifems (generic mitigation
rules) were assigned to bins (defense stages) based on
capacity constraints and reward values, inferred from
operator policies. To enable reasonable execution of the
GAP algorithm we considered applying prefix-aggregation
of the malicious IP sources. This reduced the number of
mitigation rules (items). Further reduction of GAP input size
may be achieved by organizing the rules into groups that are
collectively assigned to defense stages (bins).

Our mitigation mechanism was validated by implementing a
proof of concept setup in our laboratory that was also used
in experimental evaluation of realistic heterogeneous attack
scenarios. Our experiments demonstrated that intelligent
distribution of access control rules yields noticeable
improvements compared to rigid mitigation mechanisms.

As future work, we plan to investigate the applicability of
our architecture in NFV-enabled cloud infrastructures

whereby devices may be elastically deployed to mitigate
network anomalies. This approach suits dramatic attack
scenarios for which mitigation rule requirements exceed
device capacity constraints. To that end, extensions might
also include the integration of collaborative architectures as
in [37]. Thus, our approach will consider extensions
featuring smart contracts and reputation schemas, towards
forging  federations of autonomous systems to
collaboratively enhance attack mitigation mechanisms.
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