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We introduceUVM, anew virtual memorysubsystemfor 4.4BSDthatmakesbetter
useof existing hardwarememorymanagementfeaturesto reduceoverheadandimprove
performance.Our novel approachfocuseson allowing processesto passmemoryto and
from otherprocessesandthekernel,andto sharememory. This approachreducesor elim-
inatesthe needto copy datathus reducingthe time spentwithin the kerneland freeing
up cyclesfor applicationprocessing.Unlike theapproachesthat focusexclusively on the
networking andinter-processcommunications(IPC) subsystems,our approachprovidesa
generalframework for solutionsthatcanimproveefficiency of theentireI/O subsystem.

Our primary objective in creatingUVM wasto producea virtual memorysystem
thatprovidesa Unix-like operatingsystemkernel’s I/O andIPC subsystemswith efficient
VM-baseddatamovementfacilities that have lessoverheadthana traditionaldatacopy.
Ourwork seeksto:

� allow aprocessto safelylet asharedcopy-on-writecopy of its memorybeusedeither
by otherprocesses,theI/O system,or theIPCsystem;



� allow pagesof memoryfrom theI/O system,theIPCsystem,or from otherprocesses
to beinsertedeasilyinto aprocess’addressspace;and

� allow processesand the kernel to exchangelarge chunksof their virtual address
spacesusingtheVM system’shigher-level memorymappingdatastructures.

UVM allowsprocessestoexchangeandsharememorythroughthreeinnovativenew
mechanisms:pageloanout,pagetransfer, andmapentrypassing.We presenttestresults
thatshow thatournew VM-baseddatamovementmechanismsaremoreefficient thandata
copying.

UVM is implementedentirelywithin theframework of BSD andthusmaintainsall
thefeaturesandstandardpartsof thetraditionalUnix environmentthatprogrammershave
cometo expect.Thefirst releaseof UVM in NetBSDrunson severalplatformsincluding
I386-PC,DEC Alpha, SunSparc,Motorolam68k,andDEC VAX systems.It is already
beingusedonsystemsaroundtheworld.
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Chapter 1

Intr oduction

New computerapplicationsin areassuchasmultimedia,imaging,anddistributedcomput-

ing demandhigh levels of performancefrom the entirecomputersystem. For example,

multimediaapplicationsoften requirebandwidthon the order gigabitsper second. Al-

thoughhardwarespeedshaveimproved,traditionaloperatingsystemshavehadahardtime

keepingup [32, 50]. Onemajor problemwith traditionaloperatingsystemsis that they

requireunnecessarydatacopies.Datacopiesareexpensive for a numberof reasons.First,

thebandwidthof mainmemoryis limited. Eachcopy madeof thedatais effectedby this.

Second,to copy data,theCPUmustmove it word-by-word from thesourcebuffer to the

destination.While theCPU is busymoving datait is unavailableto the userapplication.

Finally, datacopying oftenflushesusefulinformationout of thecache.sincetheCPUac-

cessesmainmemorythroughthecache,theprocessof copying datafills thecachewith the

databeingcopied— displacingpotentiallyusefuldatathatwasresidentin thecachebefore

thecopy.

Applicationsthattransmitdatafrom disk storageovera network areanexampleof

aclassof applicationsthatsuffer from unnecessarydatacopying. Applicationsin thisclass

includevideo, file, andweb servers. Figure1.1 shows the path the datain this classof

applicationtakesin a traditionalsystem.First theserver issuesa readrequest.To satisfy

this request,thekernelfirst hasthedisk device storethedatainto a kernelbuffer in main

memory. To completethereadrequestthekernelcopiesthedatafrom thefirst kernelbuffer

into thebuffer theuserspecified.Note that this datacopy traversestheMMU andcache.

Oncethe datahasbeenread,the server applicationthen immediatelywrites the datato

the network socket (without evenaccessingthe data). This causesthekernelto copy the

datafrom theuserbuffer into anotherkernelbuffer that is associatedwith thenetworking

system.Thekernelcanthenprogramthenetwork interfaceto readthedatadirectly from



2

kern buf1

user buf

kern buf2

bus

disk net

CPU

MMU

cache

memory
main

Figure1.1: Transmittingdiskdataoveranetwork

the secondkernelbuffer andthentransmitit. This operationrequirestwo processordata

copies;however if the operatingsystemusedonly one buffer insteadof three, then no

processordatacopieswouldberequiredto readandtransmitthedata.

A varietyof efforts have soughtto improve systemperformanceby increasingthe

efficiency of dataflow throughtheoperatingsystem.Most of theseefforts have beencen-

teredonadaptingtheI/O andnetworkingsubsystemsof theoperatingsystemto reducedata

copying andprotocoloverhead[4, 24, 27, 53]. Theseapproachestendto involvesuperficial

modificationsof thevirtual memorysubsystemthatdonot involvechangingtheunderlying

designof thesystem.Thisis understandablebecausethevirtual memorysubsystemis typi-

cally muchlargerandmorecomplex thanthenetworkingsubsystem.However, substantial

gainscanbemadeby changingthedesignof thevirtual memorysubsystemto exploit the

ability of thehardwareto mapa physicaladdressto oneor morevirtual addresses.

This researchseeksto modify a traditional Unix-like operatingsystem’s virtual

memorysubsystemto allow applicationsto bettertake advantageof the featuresof the

memorymanagementhardwareof thecomputer. Our novel approachfocuseson allowing

processesto passmemoryto andfrom otherprocessesandthekernel,andto sharemem-

ory. Thememorypassedor sharedmaybeablockof pages,or it maybeachunkof virtual

memoryspacethatmaynotbeentirelymapped.Thememorymayor maynotbepageable.

This approachreducesor eliminatesthe needto copy datathusreducingthe time spent
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within thekernelandfreeingup cyclesfor applicationprocessing.Unlike theapproaches

that focusexclusively on thenetworking andinter-processcommunications(IPC) subsys-

tems,ourapproachprovidesageneralframework for solutionsthatcanimproveefficiency

of theentireI/O subsystem.

Modifying thekernel’svirtual memorysystemis moreof achallengethanworking

with otherpartsof thekernel(e.g. writing a device driver) for several reasons.First, the

virtual memorysystem’s datastructuresaresharedbetweenthe kernelandthe processes

runningonthesystemandthusmustbeproperlyprotectedfor concurrentaccesswith lock-

ing. Second,theVM systemmustbeableto handlebothsynchronousandasynchronous

I/O operations.Managingasynchronousoperationsis moredifficult thansynchronousop-

erations.Third, errorsin the VM systemcanbe harderto diagnosethanin otherkernel

subsystemsbecausethe kernel itself dependson the VM systemto manageits memory

(thusif anerroroccursit maynot bepossibleto getthekernelinto a debugablestate)and

alsobecausetheVM systemis typically in theprocessof handlingmany servicerequests

atonce.Fourth,theBSDVM systemis poorlydocumentedwhencomparedto otherkernel

subsystems(for example,thenetworking stackhasseveralbooksdescribingits operation

while theBSD VM systemis only documentedin a few bookchaptersandMachpapers).

In short,thevirtual memorysystemis bothlargeandcomplicatedandhasvital components

thatall otherpartsof thekerneldependon to functionproperly.

We selectedNetBSD[54] asthe platform for this work. NetBSDis a descendant

of the well known 4.4BSD-liteoperatingsystemfrom Universityof California,Berkeley

[39]. NetBSDis a multi-platformoperatingsystemthatrunsonsystemssuchasi386PCs,

DEC Alphas,andSunSparcsystems.It is currentlybeingusedby numerousinstitutions

andindividualsfor advancedresearchaswell asrecreationalcomputing. NetBSDis an

idealplatformfor universityresearchbecausethesourcecodeis freelyavailableon theIn-

ternetandwell documentedin booksandpapers,andtheTCP/IPstackis thestandardBSD

TCP/IPthatis usedthroughouttheworld. NetBSDis alsocloselyrelatedto otherfreeBSD

operatingsystemssuchasFreeBSD[25] andOpenBSD[55], thusallowing applicationsto

easilymigratebetweenthesesystems.Whenwe beganwork on this projecttheNetBSD

virtual memorysubsystemwaslargelyunchangedfrom its rootsin 4.4BSD.

Theprimarypurposeof a virtual memorysystemis to managethevirtual address

spaceof boththekernelanduserprocesses[18, 19]. A virtual addressspaceis definedby

amapstructure.Thereis amapfor eachprocess(andthekernel)on thesystem,consisting

of entriesthat describethe locationsof memoryobjectsmappedinto the virtual address

space.In addition,thevirtual memorysystemmanagesthemappingsof individualvirtual
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memorypagesto the correspondingphysicalpagethat belongsto eachmappedmemory

object.Thevirtual memorysystemis responsiblefor managingthesemappingssothatthe

dataintegrity of theoperatingsystemis maintained.

In thisdissertationweintroduceUVM 1, anew virtual memorysystembasedonthe

4.4BSDVM system.UVM allowsprocessesto exchangeandsharememorythroughthree

innovativenew mechanisms:pageloanout,pagetransfer, andmapentrypassing.

� In pageloanout,a processcan loan its memoryto otherprocessesor to non-VM

kernelsubsystems.This is achievedwith a referencecounterandspecialhandling

of kernelmemorymappings.Specialcareis taken to handleeventssuchaswrite

faultsandpageoutsthatcouldbreaktheloan. Applicationsthat transferdataover a

network cantakeadvantageof this featureto loandatapagesfrom theuser’saddress

spaceto the kernel’s networking subsystem.In our tests,single-pageloanoutsto

the networking subsystemtook 26% lesstime thancopying data. Testsinvolving

multi-pageloanoutsshow thatpageloaningcanreducetheprocessingtime further,

for examplea256pageloanouttook78%lesstime thancopying data.

� In pagetransfer, a processcanreceive pagesof memoryfrom otherprocessesor the

kernel. Oncea pagehasbeentransferedinto a process’addressspaceit is treated

likeany otherpageof aprocess’memory. Pagetransferis achievedwithout theneed

for complex memoryobjectoperationsthatoccurin BSD VM. Our testsshow that

singlepagetransfersdonotshow animprovementoverdatacopying, but a two-page

transfershowsa22%reductionin processingtime. Theprocessingtimedecreasesas

largerchunksof pagesaretransfered,for exampleaeight-pagepagetransferreduces

processingtimeby 57%.

� In mapentrypassing,aprocessexportsarangeof its addressspaceto otherprocesses

or thekernelby allowing a chunkof its mapentrystructuresto becopied.Thismap

entrycopying canbedonein suchaway thattheexportingprocesscanretain,share,

or surrendercontrol of the mappings. Map entry passingcan be usedto quickly

transfermemorybetweenprocessesin ways that werenot possiblewith the BSD

VM system. Single-pagemap entry passingtestsdo not show any improvement

over datacopying, however two-pagemapentrypassingshows a 30%reductionin

processingtime. Processingtime decreasesfurther whenlarger blocksof dataare

1Following Larry Wall [70] we provide no definitive explanationfor whatUVM standsfor. Expanding
thisacronym is left asanexercisefor thereader.
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passed,for exampleaneight-pagetransferof memorydecreasesprocessingtime by

69%.

UVM alsoincludeswell-documentedchangesto theBSDVM systemthatimprove

the accessibilityof the codeand the overall performanceand stability of the operating

system:

� Theold anonymousmemoryhandlingsystemthatused“shadow” and“copy object

chains”is completelyreplacedby a simplertwo-layersystem.Anonymousmemory

is memorythatis freedassoonasit is no longerreferenced.

� Thenew anonymousmemorypageoutclusteringcodecanimproveanonymousmem-

ory pageoutby a factorof six.

� Thenew pagerinterfacegivesthepagermorecontrolover its pagesandeliminates

theneedfor awkward“fictitious” devicepages.

� Thenew memoryobjecthandlingcodeeliminatestheneedfor theredundant“object-

cache”andallowsvnode-basedobjectsto persistaslongastheirbackingvnodesare

valid.

� Kernelmapfragmentationhasbeenreducedby revising thehandlingof wiredmem-

ory.

� Thecodeto handlecontiguousandnon-contiguousmemoryhasbeenmergedinto a

singleinterfacethusreducingthecomplexity of thesourcecode.

� Redundantvirtual memorycallshavebeeneliminatedin thefork-exec-exit path,thus

reducingtheprocessingtime of a fork operation.For example,theprocessingtime

of a fork operationonasmallprocesshasbeenreducedby 13%underUVM.

� A new systemcall allows unprivilegedprocessto get the virtual memorysystem

status.UVM is distributedwith anX window programthatusesthis systemcall to

displayvirtual memorysystemstatusgraphically.

� Thenew i386 pmapeliminates“ptdi” panicsanddeadlockconditionsthat plagued

theold pmapin somecases.

UVM hasbeendesignedto completelyreplacetheBSD VM systemin NetBSD.It

wasincorporatedinto themasterNetBSDsourcetreein Februaryof 1998andhasproven
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stablein NetBSD’s Alpha, ARM32, Atari, HP300,I386, MAC68k, MVME68k, News-

Mips, PC532,PMAX, Sparc,andVAX ports.It will appearin NetBSDrelease1.4.

Therestof this dissertationis organizedasfollows: In Chapter2 we presentback-

groundontheVM subsystem.In Chapter3 wedetailtheoverallUVM designanddescribe

relatedwork. We describeanonymousmemoryhandling,our new pagefault handler, our

new pagerinterface,andthepage/maploanoutinterfacein Chapters4, 5, 6, and7 respec-

tively. Wedescribesecondarydesignelementsin Chapter8. In Chapter9 weintroduceour

implementationmethods.Finally wepresentour resultsin Chapter10andourconclusions

andsuggestionsfor futurework in Chapter11. Definitionsof key termscanbe found in

theglossary.
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Chapter 2

Background

Thischapterdescribesthetraditionalroleof thevirtual memorysubsystem.It explainsthe

history andevolution of the BSD VM andpresentsan overview of the currentBSD VM

systemasbackgroundfor understandingtheUVM system.

2.1 The Roleof the VM System

Theoperatingsystemkernelmanageshardwareresources— includingmemory, devices,

andperipherals— andscheduleswhenprocesseswill run. Thekernelhasavarietyof sub-

systemsincludingI/O, networking,file systems,processmanagement,andvirtual memory.

Thejob of akernel’svirtual memorysub-systemis to manageaccessto thephysicalmem-

ory chipswheredatais storedwhile in use.

Whena processis run, theVM subsystemfirst setsup theprocess’virtual address

space.As theprocessexecutes,eachinstructionmustbefetchedfrom virtual memory. This

requiresthe memorymanagementunit (MMU) — a hardwarecomponent— to translate

a virtual addressinto a physicalmemorylocationwheretheinstructionis actuallystored.

SometimestheMMU is unableto completethetranslationbecausethevirtual addresshas

notbeenmapped.In thiscasetheMMU signalsa faultandthevirtual memorysub-system

is calledagain.TheVM eitherestablishesamappingor signalsa“segmentationviolation.”

TheVM sub-systemis alsocalledaspartof somesystemscalls.

The virtual memorysubsystemallows processesto usemorememorythanphysi-

cally availableby usingacomputer’sdiskto storedatathatdoesnotfit in memory. Because

accessingdataon disk is slower thanaccessingdatain physicalmemory, theVM system

selectsdatathathasnot beenrecentlyaccessedfor disk storage.Thedisk spaceusedfor

storingmemorydatais known as“backingstore.” Entireprogramscanresidein backing
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store;theVM systemwill loadneededpartsof theprograminto physicalmemoryasthe

programexecutes.

Anotherfunctionof theVM systemis to allow eachprocessto have its own virtual

addressspace.As aresult,programscanbeloadedatafixedvirtual addresswithouthaving

to checkwhetherthataddressis in useby anotherprocess.Also, sinceeachprocess’virtual

addressspaceis private,the VM systemallows processesto accesstheir entirerangeof

allocatedmemorywithout regardfor otherprocessesmemoryusage.

Sinceall processesrequirestheuseof physicalmemory, managingmemoryaccess

is acomplex task.Key operationsthatthevirtual memorysystemperformsinclude:

� Allocationof acomputer’sphysicalmemory. This is doneby keepingtrackof which

pagesof physicalmemoryareallocatedandwhicharefree,andallocatingfreepages

asthey areneededby thekernelandotherprograms.

� Allocationof eachprocess’virtual addressspace.This is doneby keepingalist of all

allocatedregionsin eachvirtual addressspaceandallocatingfreeregionsasneeded

by theprocess.

� Mappingphysicalpagesinto virtual addressspace.This is doneby programming

thecomputer’sMMU to mapphysicalpagesinto oneor morevirtual addressspaces

with theappropriateprotection.

� Handlinginvalid memoryaccesses(i.e. pagefaults). This is donethroughtheVM

system’s pagefault handler. Pagefaults can happenwhen unmappedmemoryis

referenced,or when memoryis referencedin a way that is inconsistentwith the

currentprotectionon thepage.

� Moving databetweenphysicalmemoryandbackingstore.This is doneby making

requeststo theI/O systemto readandwrite datainto physicalpagesof memory.

� Managingmemoryshortageson the system. This is doneby freeingunusedand

inactivepagesof physicalmemory(saving to backingstoreif necessary).

� Duplicatingtheaddressspaceof a processduringa fork. This canincludechanging

protectionof avirtual memoryregionto allow for “copy-on-write.” In copy-on-write

the VM subsystemwrite-protectsthe pagesso that they will be duplicatedwhen

modified[9].
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VM SYSTEM

process management

fork

exec

exit

mmap
munmap
mprotect
minherit
msync

madvise
mlock
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swapctl

user system calls

page fault handler
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ffs (disk)

nfs (network)

device memory

d_mmap

Operations that
make calls to VM

Operations called
by VM

Figure2.1: Theroleof theVM system

Theroleof theVM systemis shown in Figure2.1. As shown on theleft sideof the

figure,theservicesof theVM systemarerequestedin threeways.First,systemcallssuch

asmmapandmprotect may be calledby a processto changethe configurationof its

virtual memoryaddressspace.Second,virtual memoryprocessmanagementservicesare

calledby thekernelwhena processis in themidstof a fork , exec , or exit operation.

Finally, the VM systemis calledwhena pagefault occursto resolve the fault eitherby

providing memoryfor the processto useor by signalingan error with a “segmentation

violation.”

In the courseof its operationthe VM systemmay needto requestthe servicesof

otherpartsof thekernelin theform of anI/O request.TheVM systemmakestwo typesof

I/O requests,asshow in theright half of Figure2.1. For devicessuchasframebuffersthat

allow theirdevicememoryto bememorymapped(with themmapsystemcall), thedevice’s

d mmapfunction is calledto convert anoffset into thedevice into a physicaladdressthat

canbe mappedin. For normalfiles the vnodesystemis called to performI/O between

the VM system’s buffers andthe underlyingfile. As shown in the figure, the underlying

file may resideon a local filesystemor it may resideon a remotecomputer(andis thus
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accessedvia thenetwork file system).Note,becauseit is possiblefor theseI/O systemsto

make requestsbackinto theVM system,caremustbetakento avoid potentialdeadlock.

2.2 The VM Systemand ProcessLife Cycle

Understandingthe intimatedetailsof the operationof the VM systemis a difficult task.

However, after gettingan understandingof the role of the VM system,a goodnext step

to understandingtheoverall structureof theVM systemis to examinetherole of theVM

systemthroughthelife cycleof aprocess.A goodprocessto startwith is the“init” process.

2.2.1 ProcessStart-up

Theinit processis thefirst user-levelprocesscreatedby thekernelafterbeingbootstrapped.

Whenstartinginit, thekernelcreatesanew uservirtual addressspacefor init thatcontains

no mappings(i.e. it is completelyunmapped).Beforethe kernelcanlet init run it must

mapdatainto theaddressspace.Datais mappedfrom thefile /sbin/init . Therestof

theinit process’memoryis left unmappedor zeroed.Thefile /sbin/init containsthe

following items:

text: the compiledcodefor the init program. The text startsoff with a specialheader

datastructure1 thatindicatesthesizeof eachsegmentof theprogramandthestarting

addressof thefirst machineinstructionof theprogram.

data: the pre-initializedvariabledatafor the program. For example, if init declareda

globalvariable“x ” like this: “ int x = 55; ” thenthevalue55wouldbestoredin

thedataareaof the/sbin/init file.

symbols: thesymbolsstoredin theprogramareusedfor debuggingandareoftenstripped

outof systemprogramssuchasinit. They areignoredby thekernel.

Zeroedmemoryis a form of “anonymousmemory” that is initialized or “filled”

with zeroswhenit is first referenced.Anonymousmemoryis memorythat is not part of

a file, andthushasno filenameassociatedwith it. Themodifiedpagesof a copy-on-write

mappedregionarealsoanonymous.Theinit program’szeroedmemoryis dividedinto two

parts: the uninitializeddata(“bss”2) andthe stack. The uninitializeddataareais where

1The format of the headerdatastructurevariesdependingon what systemyou are on. Two popular
formatsfor thisheaderarethe“a.out” formatandtheELF format.

2“bss” is shortfor “block startedby symbol”— a termno longercommonlyused.
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Table2.1: Theinit program’svirtual addressspaceattributes

Region Protection Copy-on-write backing object
text r/o yes /sbin/init
data r/w yes /sbin/init

bss/heap r/w — � zero-fill �
stack r/w — � zero-fill �

globaldatavariablesthathave not beenassigneda valuearestored.Also, if theprogram

doesdynamicmemoryallocationwith malloc thebssareais oftenexpandedto provide

memoryfor malloc to manage3. This expandedareais calledthe“heap.” Thestackarea

is wheretheprogram’sstack,includinglocal variables,is stored.

Whenthekernelpreparestheinit processfor executionit mustusetheVM system

to establishthevirtual memorymappingsof thetext, data,bss,andstackareas.This is part

of the“exec” processof a process’life cycle. In anexecsystemcall, thekernelopensthe

file to berun andreadstheheaderto determinethesizeof thetext, data,andbssareas.It

thenusestheVM systemto establishvirtual memorymappingsfor theseareas,asshown in

Figure2.2. Eachof thefour mappingshasthreemainattributesasshown in Table2.1: the

backingobject,thecopy-on-writestatus,andtheprotection.Thebackingobjectindicates

whatobjectis mappedinto the space.This is usuallya file or “zero-fill” memorywhich

meansthat the areashouldbe filled with zeroedmemoryas it is accessed.The copy-

on-writestatusindicateswhetherchangesmadeto thememoryshouldbereflectedto the

backingobject (if it is not zero-fill). If part of a file is memorymappedwithout copy-

on-write (“sharedmappings”)thenchangesto that portion of memorywill causethe file

itself to bechanged.For zero-fill memory, thecopy-on-writeflag doesn’t matter. Finally,

the protectionis usuallyoneof read-onlyor read-write,but it canalsobe set to “none.”

The MMU is usedto mappagesin the allocatedrangesof virtual addressspaceto their

correspondingphysicaladdress.

Whenthekerneldoesanexeccall on /sbin/init thefollowingmappingsareset

up:

text: Thetext memoryareais a read-onlymappingof the text partof the /sbin/init

file. Themappingis markedcopy-on-writein casetheprogramis rununderadebug-

ger(in which casethedebuggermaychangetheprotectionof thetext to read-write

3Somenewerversionsof malloc allocatememoryusingmmapratherthanexpandingthebssarea.
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Figure2.2: The init program’s virtual memorylayout. Thestackandbss/heapmappings
arezero-fill, while thetext anddatamappingsaretakenfrom the /sbin/init file. The
MMU mapsaddressesin thevirtual addressspaceto theircorrespondingphysicaladdress.
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to insertandremove break-points).Undernormaloperationa processnever writes

to thetext areaof memory.

data: Thedatamemoryareais a read-writecopy-on-writemappingof thedatapartof the

/sbin/init program.Thismeansthattheinitial valuesof thedataareaareloaded

from thefile, but asthedatais changedthechangesareprivateto theprocess.Thus,

if otherusersrun the program,they will get the correctinitial valuesin their data

segment.

bss: Thebssmemoryareais mappedasazero-fill areaafterthedatamemoryarea.

stack: Thestackmemoryareais mappedasazero-fill areaat theendof theuser’saddress

space.

Notethatthereis a very largegapof freevirtual addressspacebetweentheendof thebss

areaandthebeginningof thestackthatcanbeusedby theprocessor theoperatingsystem

to mapin otherfiles anddataasneeded.For programsthatusesharedlibrariesthis areais

usedby thedynamiclinker (“ ld.so ”) at run time to mmapin thesharedlibrary files. In

thecaseof init weassumeit is staticallylinked,andthusdoesnotneedto mapin any extra

files.

2.2.2 Running Processesand PageFaults

Oncethekernelhasestablishedthemappingsfor init, it beginstheinit programexecution

at the startingaddressspecifiedin the file’s header. The processorhardwarewill try and

executethe first instructionof init only to discover that no physicalpageof memoryis

mappedin at the startingvirtual address.This will causea pagefault to occurandthe

VM system’s pagefault handlerwill becalled. Thestepsin thepagefault processareas

follows:

1. Theprocessaccessesa memoryaddressthatis not mapped(or improperlymapped)

in to its virtual addressspace.Theprocessor’s memorymanagementuntil generates

apagefault trap.At thispoint theprocessis frozenunit thepagefault is resolved.

2. Theprocessor-specificpart of the kernelcatchesthe pagefault andusesthe MMU

to determinethevirtual addressthat triggeredthepagefault. It alsodeterminesthe

accesstypeof the fault by checkingthehardwareto seeif theprocesswasreading

from or writing to thefaultingaddress.
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3. TheVM system’spagefaultroutineiscalledwith informationonthefaultingprocess

andtheaddressandaccesstypeof thefault.

4. TheVM systemlooksin theprocess’mappingsto seewhatdatashouldbemapped

at the faulting address(for example,the fault addresscould be mappedto the first

pageof text of the/sbin/init program).

5. If the fault routinefinds that theprocess’addressspacedoesn’t allow accessto the

faultingaddress,thenit returnsanerrorcode,which underUnix-like operatingsys-

temscausestheprocessto geta “segmentationviolation” error.

6. Ontheotherhand,if thefaultroutinefindsthatthememoryaccesswasvalid, it loads

thedataneededby theprocessintoapageof physicalmemoryandthenhastheMMU

mapthat pageof memoryinto the process’addressspace,asshown in Figure2.2.

This is referredto asfaultingin data.Thefault routinethenreturns“success”andthe

processis unfrozenandcanresumerunningwith the neededmemorymappedinto

its addressspace.

Theinit programstartsby faultingin thefirst pageof text from the /sbin/init

file. It thencontinuesrunning, faulting in morepagesof text, data,bss,andstack. As

shown in Figure2.3, regionsmappedcopy-on-write requirespecialhandlingby the fault

routineto ensurethat theunderlyingexecutablefile’s memoryis not modifiedby a write

to copy-on-write mappingof it. Copy-on-write pagesstartoff in the “pagesun-written”

state.If a processhasa read-fault on a copy-on-writepage,thenthatpageis fetchedfrom

thebackingfile andmappedin read-only(thusprotectingtheobjectfrom beingchanged).

If the processhasa write-fault on the page(eitherbecauseit wasnot mappedat all, or

becauseit wasmappedread-onlydueto a previousread-fault), thena copy of thebacking

object’s pageis made.Thenew copy of thepageis thenmappedin read-write,replacing

any previous read-onlymappingsof the data. At that point the pageis in the “written”

state.Oncethepageis written,all futurereadandwrite faultscausethepageto bemapped

in read-write.Suchfaultscanbecausedby thepagedaemonpagingout the“written” page.

Pagesin thewrittenstatestayin thatstateuntil they arefreedor they arepartof acopy-on-

write fork operation(describedbelow).

2.2.3 Forking and Exiting

Whenthesystemis booted,init is theonlyprocessonthesystem.In ordertoallow othersto

usethesystem,init needsto createmoreprocessesby usingthefork systemcall. Thefork
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Figure2.3: Handlingcopy-on-writepageswhenreadandwrite faultsoccur

systemcall takesaprocessandcreatesachild processthathasacopy of theparentprocess’

virtualaddressspace.TheVM systemhandlestheduplicationof theparent’saddressspace.

If theVM systemactuallycopiedeverypagein theparent’saddressspaceto anew pagefor

thechild process,a fork operationwould bevery expensive (becauseit takesa long time

to move thatmuchdata). TheVM systemavoids this by usingthecopy-on-write feature

again.For example,whentheinit programforks,all thepagesthatarecopiedto thechild

processareput into the“pagesun-written”state,asshown in Figure2.3.

Typically, afterdoinga fork operation,thechild processwill do anotherexecoper-

ationon a differentfile (for example,/bin/sh ). In preparingfor theexecoperation,the

kernelwill first askthe VM systemto unmapall active regionsin the processdoing the

exec.Thiswill causetheprocessto returnto acompletelyunmappedstate.Thenthekernel

will maptheprograminto theaddressspace,aspreviouslydescribedabove.

Finally, when the processexits, the VM systemremoves all mappingsfrom the

process’addressspace.Handlingall thecasesthatcanoccurwith copy-on-writeandshared

memory, andrecoveringfrom errorconditionsaddto thecomplexity of theVM system.
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2.2.4 VM Operations

OtherVM operationsthat the processmay performwhile runningincludethe following

systemcalls:

break: changesthesizeof aprocess’heaparea.

mmap: memorymapsafile or anonymousmemory.

munmap: removesthemappingof afile or anonymousmemory.

mprotect: changesthe currentprotectionof a mapping. Eachmappedregion hasa

“maximumallowedprotection”valuecontrolledby thekernelthat keepsa process

from gainingunauthorizedaccessto ablockof memory.

minherit: changestheinheritanceof amappedregion. Theinheritanceattributeis used

duringa fork to control the child process’accessto the parentsmemory. It canbe

either“copy,” “share,” or “none.”

msync: flushesmodified memoryback to backingstore. This is usedwhen a file is

mappeddirectly into a process’addressspaceandthe processwantsto ensurethat

thechangesit hasmadeto thefile’s memoryaresavedto disk.

madvise: changesthecurrentusagepatternof thememoryregion. Theadviceis a hint

from a processto theVM systemaswhataccesspatternwill beusedto accessthe

memory. Accesspatternsinclude: normal (the default), random,sequential,“will

need,” and“won’t need.”

mlock: locksdatainto physicalmemory. This ensurestimely accessto memoryby forc-

ing thedatato stayresident.

swapctl: configurestheswaparea.Thesystemmanagerof a systemusesswapctl to

addandremoveswapspacefrom thesystem.

In normaloperationthemajority of theVM system’s time is spentresolvingpage

faultsandadding,removing, andcopying mappingsin process’virtual addressspace.As

the systemrunsit is likely that moreandmoreof the pagesof physicalmemorywill be

allocatedfor useby the operatingsystem. Whenthe numberof free pagesdropsbelow

a threshold,thentheVM systemcausesthe “pagedaemon”to run. Thepagedaemonis a

specialsystemprocessthat looksfor pagesof memorythatareallocatedbut haven’t been

usedfor awhile andaddsthembackto thefreelist. If apagecontainsmodifieddata,it has

to beflushedoutbeforeit canbefreed.Thepagedaemonmanagesthisflushingprocess.
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2.3 The Evolution of the VM SystemIn BSD

The VM systemhaschangedquite a bit throughoutthe evolution of the BSD operating

system.This evolution is shown in Figure2.4. Early BSD VM startedwith a VAX VM

system[36]. This VM systemwas tightly boundto the memorymanagementfeatures

providedby theDEC VAX processor. Thus,whenportingBSD to non-VAX processors,

it was importantto make the processor’s VM hardware emulatethe VAX as closely as

possible.For example,SunOS3.x which ranon Motorolaprocessorsdid this. Making a

non-VAX systememulateaVAX is quitecumbersomeandinefficient. In additionto being

non-portable,theBSD VAX VM did not supportmemorymappedfiles, thuscomplicating

theimplementationof sharedlibraries.So,Sunthrew out theearlyBSDVAX VM system

and designeda new one from scratch. This VM systemappearedin SunOS4 and its

descendantis currentlyusedin Solaris[28, 46]. In themeantime a new operatingsystem

projectcalledMach wasstartedat Carnegie-Mellon University (CMU) [72, 57, 71, 64].

Thevirtual memorysystemof Machhadacleanseparationbetweenits machine-dependent

andmachine-independentfeatures.This separationis importantbecauseit allowsa virtual

memorysystemto easilysupportnew architectures.TheMach2.5VM systemwasported

to BSD thuscreatingtheBSD VM system[39, 69]. This VM systemappearedin 4.3BSD

Net2. Eventuallythe CMU Machprojectcameto a closeand4.4BSD-Litewasreleased

in sourcecodeform. A numberof operatingsystemprojectsarebasedon the 4.4BSD-

Lite code,andthususetheBSD VM system.As time hasgoneon the BSD VM system

hasdivergedinto threebranches:the BSDI branch[33], the FreeBSDbranch[25], and

theNetBSD/OpenBSDbranch[54, 55]. TheBSDI branchandtheFreeBSDbranchhave

stuckwith thebasicBSDVM conceptsimportedfrom Mach,howeverthey haveworkedto

improvetheperformanceof theBSDVM in severalareas.TheNetBSD/OpenBSDbranch

of theVM systemis notasmuchchangedfrom theoriginal4.4BSDVM codeastheother

branches.

UVM’ srootslie partly in theBSDVM systemfrom theNetBSD/OpenBSDandthe

FreeBSDbranches,andalsowith theSunOS4VM system.UVM’ sbasicstructureis based

on the NetBSD/OpenBSDbranchof the BSD VM system. UVM’ s new i386 machine-

dependentlayerincludesseveralideasfrom theFreeBSDbranchof BSDVM. UVM’ snew

anonymousmemorysystemis basedontheanonymousmemorysystemfoundin SunOS4.

UVM hasrecentlybeenaddedto NetBSDandwill eventuallyreplacetheBSDVM. There

arealsoplansto addUVM to OpenBSDaswell.
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Table2.2: VM MD/MI layering

2.4 DesignOverview of the BSDVM System

This sectioncontainsa designoverview of the BSD VM systemthat wasimportedfrom

the Machoperatingsystemfor the Net/2 releaseof BSD. Understandingthe BSD VM is

critical to understandingthedesignof UVM. It is alsousefulfor understandingnew VM

featuresintroducedin UVM.

2.4.1 Layering in the BSDVM System

TheBSDVM systemis dividedinto two layers:a largemachine-independent(“MI”) layer,

anda smallermachine-dependent(“MD”) layer. Themachine-independentcodeis shared

by all BSD-supportedprocessorsandcontainsthecodethatperformsthehigh level func-

tionsof theVM system.Themachine-dependentcodeis calledthe“pmap” (for physical

map) layer, and it handlesthe lower level detailsof programminga processor’s MMU.

Eacharchitecturesupportedby the operatingsystemmust have its own pmapmodule.

Eachlayer of the VM systemdoesits own level of mapping. The machine-independent

layermaps“memoryobjects”into thevirtual addressspaceof a processor thekernel. A

memoryobjectis any kerneldatastructurethat representsdatathatcanbemappedinto a

virtual addressspace.For example,afile canbeamemoryobject.Themachine-dependent

layer doesnot know abouthigherlevel conceptssuchasmemoryobjects;it only knows

how to mapphysicalpagesof memoryinto a virtual addressspace.Table2.2summarizes

thedifferencebetweenthemachine-independentandmachine-dependentlayers.

2.4.2 The Machine-DependentLayer

The pmaplayer’s job is to be the machine-independentcode’s interfaceto a processor’s

MMU. At anabstractlevel, thepmaplayercanbeviewedasabig arrayof mappingentries
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that are indexed by virtual addressto producea physicaladdressand attributes. These

attributesdescribethepage’s currentprotection,whetherthepagehasbeenreferencedor

modified,andothercharacteristics.Sinceeachprocesshasits own virtual addressspace,

eachprocessmusthave its own pmapdatastructureto describethelow-level mappingsof

that virtual addressspace.Mappingentriescontainedin the pmaplayer areoften called

“pagetableentries”(PTEs)dueto theway many MMUs work. Theactualway thearray

of PTEsis storedvariesfrom systemto systemdependingon the MMU hardware. For

example,on an i386 PC the arrayis broken up into two levels. Onelevel contains1024

fixed-sizedchunksof PTEscalled “page tables,” the other level containsa directoryof

pagetablescalledthe“pagedirectory.” Otherprocessorshave a similarstructure,but with

threelevelsof tablesratherthantwo. Regardlessof how thepagemappingsarestored,the

interfaceprovidedby thepmaplayerto themachine-independentcodeis consistentacross

all platforms.

Themostcommonpmapoperationsandexamplesof their usagearedescribedbe-

low:

pmap enter: addsa virtual-to-physicaladdressmappingto the specifiedpmapat the

specifiedprotection. The pmap enter function is called by the fault routine to

establisha mappingfor thepagebeingfaultedin.

pmap remove: removesa rangeof virtual-to-physicaladdressmappingsfrom a pmap.

The pmap remove function is calledduring an unmapoperationto remove low-

level machine-dependentmappings.

pmap protect: changestheprotectionof all mappingsin a specifiedrangeof a pmap.

The pmap protect function is calledduring a copy-on-write operationto write

protectcopy-on-writememory.

pmap page protect: changesthe protectionof all mappingsof a singlepagein ev-

ery pmapthatreferencesit. Thepmap page protect functionis calledbeforea

pageoutoperationto ensurethatall pmapreferencesto a pageareremoved.

pmap is referenced, pmap is modified: teststhe referencedand modified at-

tributesfor a page.This is calculatedover all mappingsof a page.Thesefunctions

arecalledby thepagedaemonwhenlooking for pagesto free.

pmap clear reference, pmap clear modify: clearsthereferenceandmodifyat-

tributesonall mappingsof a page.Thesefunctionsarecalledby thepagedaemonto

helpit identify pagesthatareno longerin demand.
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pmap copy: copiesmappingsfrom onepmapto another. Thepmap copy function is

calledduring a fork operationto give the child processan initial setof low-level

mappings.

Notethatpmapoperationssuchaspmap page protect mayrequirethepmapmodule

to keepa list of all pmapsthatreferenceapage.

2.4.3 The Machine-IndependentLayer

Thehigh-level functionsof theVM systemarehandledby themachine-independentlayer

of the BSD VM system.Suchfunctionsincludemanaginga process’file mappings,re-

questingdatafrom backingstore,pagingout memorywhenit becomesscarce,managing

theallocationof physicalmemory, andmanagingcopy-on-writememory. Theactivitiesof

themachine-independentlayerarecenteredaroundfivemaindatastructures:

vmspace: describesa virtual addressspaceof a process.Thevmspace structurecon-

tainspointersaprocess’vm mapandpmapstructures,andcontainsstatisticson the

process’memoryusage.

vm map: describesthevirtual addressspaceof aprocessor thekernel.It containsa list of

valid mappingsin thevirtual addressspaceandthosemapping’sattributes.

vm object: describesafile, azero-fill memoryarea,or adevicethatcanbemappedinto

a virtual addressspace.Thevm object containsa list of vm page structuresthat

containdatafrom thatobject.

vm pager: describeshow backingstorecanbeaccessed.Eachvm object on thesys-

tem hasa vm pager structure.This structurecontainsa pointerto a list of func-

tionsusedby theobjectto fetchandstorepagesbetweenthememorypointedto by

vm page structuresandbackingstore.

vm page: describesapageof physicalmemory4. Whenthesystemis bootedavm page

structureis allocatedfor eachpageof physicalmemorythatcanbeusedby theVM

system.

4Onafew systems,thathavesmallhardwarepagesizes,suchastheVAX, theVM systemhasaVM page
structuremanagetwo or morehardwarepages.This is all handledat thepmaplayerandthusis transparent
to themachine-independentVM code.
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Figure 2.5: The five main machine-independentdata structures: vmspace , vm map,
vm page , vm object , vm pager . Thetrianglesrepresentvm objects , andthedots
within themrepresentvm pages . A vm object cancontainany numberof pages.Note
thatthetext anddataareasof afile aredifferentpartsof asingleobject.

As shown in Figure2.5,VM mapstructuresmapVM objectsinto anaddressspace.VM

objectsstoretheir datain VM pages.Data in VM pagesis copiedto andfrom backing

storeby VM pagers.Notethateachvm mapstructurehasanassociatedpmapstructureto

containthe lower level mappinginformationfor thevirtual addressspacemappedby the

vm map. Thevm mapandthepmaptogetherarereferredto by avmspace structure(not

shown).

In orderto find which vm page shouldbemappedin at a virtual address(for ex-

ample,duringa pagefault), theVM systemmustlook in thevm map for themappingof

thevirtual address.It thenmustcheckthebackingvm object for theneededpage.If the

pageis resident(oftendueto having beenrecentlyaccessedby someotherprocess),then
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Figure2.6: TheVM mapdatastructure

thesearchis finished.However, if thepageis not resident,thentheVM systemmustissue

a requestto thevm object ’svm pager to fetchthedatafrom backingstore.

We will now examineeachof themachine-independentdatastructuresin morede-

tail.

VM Maps

A VM map (vm map) structuremapsmemoryobjectsinto regions of a virtual address

space.EachVM mapstructureon thesystemcontainsa sorteddoubly-linkedlist of “map

entry” structures.Eachmapentrystructurecontainsarecordof amappingin theVM map’s

virtual addressspace.For example,in Figure2.5 themapfor the init processwould have

four mapentrystructures:text, data,bss,andstack. Thekernelandeachprocesson the

systemhavetheirown VM mapstructuresto handletheallocationsof theirvirtual address

space.

Thevm mapdatastructureis shown in Figure2.6.Thisstructurecontainsthestart-

ing and endingvirtual addressesof the managedregion of virtual memory, a reference

count,andthesizeof theregion. It alsocontainstwo pointers:oneto a linkedlist of map

entriesthatdescribethevalid areasof virtual memoryin themap,andoneto themachine-

dependentpmapdatastructurethatcontainsthe lower-level mappinginformationfor that

map. Themapentrystructureis shown in Figure2.7. This structurecontainspointersto

thenext andpreviousmapentryin themapentrylist. It alsocontainsastartingandending

virtual address,a pointerto thebackingobject(if any), andattributessuchasprotection,

andinheritancecode.

A mapentry usuallypoints to the VM object it is mapping. However, in certain

casesa mapentrycanalsopoint to anothermap.Therearetwo typesof mapsthatcanbe

pointedto by amapentry: submapsandsharemaps.
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Figure2.7: TheVM mapentrystructure

� Submapscanonly beusedby thekernel. Themainpurposeof submapsis to break

upthethekernelvirtual addressspaceinto smallerunits.Thelock onthemainkernel

maplockstheentirekernelvirtual addressspaceexceptfor regionsthataremapped

by submaps.Thoseregions(andtheirmaps)arelockedby thelock on thesubmap.

� A sharemapallows two or moreprocessesto sharea rangeof virtual addressspace

andthusall the mappingswithin it. Whenoneprocesschangesthe mappingsin a

sharemap,all otherprocessesaccessingthesharemapseethechange.

A wholesetof functionsperformoperationson VM maps.Therearefunctionsto

create,free,adda referencefrom, anddropa referenceto a VM map.Therearefunctions

to find freespacein a map,to allocateandfree rangesof virtual addressesin a map,and

to copy a mapfor a fork operation.Therearealsofunctionsto changetheattributesof a

mapping.Attributesincludeprotection,memoryusagepattern(advice),andwire-count.It

shouldbenotedthatanattributeappliesto the wholemappingdefinedby themapentry.

If the kernelwantsto changethe attributesof part of a mapentry, then that mapentry

mustbebroken into two or threeparts.For example,if thereis a mapentrymappingthe

virtual addressrange0x2000to 0x5000read/writeandtheVM systemis askedto change

theprotectionof 0x3000to 0x4000to read-only, thenthemapentrywill get broken into

threeparts:0x2000to 0x3000at read-write,0x3000to 0x4000at read-only, and0x4000to

0x5000at read/write.

The kernelusesa VM map datastructureto describeits own addressspace,in-

cludingtheareausedby thekerneldynamicmemoryallocator(malloc ). VM mapentry

structuresarenormallyallocatedwith thekernelmalloc . However, thekernelcannotal-

locateits own VM map’sentrieswith malloc becauseit might loopwhile allocatingmap
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entries. Thus,the kernelallocatesits VM mapentriesfrom a privatepool of mapentry

structuresratherthanwith malloc .

VM Objects

A VM mapcontainsa list of mapentriesthatdefineallocatedregionsin a map’s address

space.Eachmapentrypointsto a memoryobjectthat is mappedinto thatregion. Objects

mayhave morethanonemapentrypointingto them.In theBSD VM all memoryobjects

aredefinedby theVM objectstructure.TheVM objectstructureis shown in Figure2.8.A

VM objectcontainsa list of all pagesof memorythatcontaindatabelongingto thatobject

(residentpages).Pagesin aVM objectareidentifiedby theiroffsetin theobject.Pagesare

oftenaddedto VM objectsin responseto a pagefault. Thereis alsoa global linkedlist of

all VM objectallocatedby thesystem.TheVM objectcontainsa referencecounteranda

flag to indicateif datais currentlybeingtransferedbetweenoneof theVM object’s pages

andbackingstore(this is called“paging”). TheVM objectcontainsa shadow objectand

a copy objectpointer. Thesepointersareusedfor copy-on-writeoperations,describedin

detail in Section2.4.4. The VM objectcontainsa pointerto a VM pagerstructure.The

pageris usedto readandwrite datafrom backingstore. Finally the VM objectcontains

pointersfor theobjectcache.

Theobjectcacheis a list of VM objectsthatarecurrentlynot referenced(i.e. their

referencecountis zero).Objectscanberemovedfrom thecacheby having their reference

countincreased.Objectsin theobjectcachearesaidto be“persisting.” Thegoalof having

persistingobjectsis to allow memoryobjectsthatareoften reusedto bereclaimedrather

thanreallocatedandreadin from backingstore. For example,the program/bin/ls is
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run frequently, but only for a shorttime. Allowing theVM objectthat representsthis file

to persistin memorysavestheVM systemthetroubleof having to readthe /bin/ls file

from diskevery timesomeonerunsit.

VM Pagers

VM objectsreadandwrite datafrom backingstoreinto a pageof memorywith a pager,

which is definedby aVM pagerstructure.EachVM objectthataccessesbackingstorehas

its own VM pagerdatastructure.Therearethreetypesof VM pagers:device, swap,and

vnode.A device pageris usedfor device files thatallow their memoryto bemmap’d (e.g.

files in /dev ). A swappageris usedfor anonymousmemoryobjectsthatarepagedout to

theswapareaof thedisk. A vnodepageris usedfor normalfiles thatarememorymapped.

Thekernelmaintainsa linkedlist of all theVM pagerstructureson thesystem.

TheVM pagerstructureis shown in Figure2.9. Thestructurecontainspointersto

maintainthe global linked list of pagerstructures.It containsa “handle” that is usedas

anidentificationtagfor thepager. It containsa typefield thatindicateswhich of thethree

typesof pagersthepageris. Thepageralsohasa privatedatapointerthatcanbeusedby

pager-specificcodeto storepager-specificdata.Finally, thepagerstructurehasapointerto

a setof pageroperations.Supportedoperationsinclude: allocatinga new pagerstructure,

freeinga pagerstructure,readingpagesin from backingstore,andsaving pagesbackto

backingstore.

VM Pages

Thephysicalmemoryof a systemis dividedinto pages.Thesizeof a pageis fixedby the

memorymanagementhardwareof thecomputer. TheVM systemmanagesthesehardware

pageswith theVM pagestructure.Onmostsystemsthereis aVM pagestructurefor every

pageof memorythatis availablefor theVM systemto use.
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TheVM pagestructureis shown in Figure2.10.A pagestructurecanindependently

appearon threedifferentlist of pages.Theselistsare:

pageq: active, inactive,andfreepages.Active pagesarecurrentlyin use.Inactive pages

areallocatedandcontainvalid databut arecurrentlynot beingused(they arebeing

savedfor possiblereuse).Freepagesarenot beingusedat all andcontainno valid

data.

hashq: usedto attachapageto aglobalhashtablethatmapsaVM objectandanoffsetto

a VM pagestructure.This allows a pageto bequickly lookedup by its objectand

offset.

listq: a list of pagesthat belongto a VM object. This allows an objectto easilyaccess

pagesthatit owns.

Eachpagestructurecontainsapointerto theobjectthatownsit, andits offsetin thatobject.

Eachpagestructurealsocontainsthephysicaladdressof thepagetowhichit refers.Finally,

therearea numberof flagsthatareusedby theVM systemto storethestateof thepage.

Suchflagsinclude“busy,” “clean,” and“wanted.”

The VM systemprovidesfunctionsto allocateandfree pages,to addandremove

pagesfrom thehashtable,andto zeroor copy pages.

2.4.4 Copy-on-write and Object Chaining

Oneimportantaspectof theVM systemis how it handlesmemoryobjectsthataremapped

copy-on-write.In acopy-on-writemapping,changesmadeto anobject’smappedpagesare

not shared— they areprivateto theprocessthatmadethechanges.TheBSD VM system
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managescopy-on-write mappingsof VM objectsby using“shadow objects.” A shadow

objectis ananonymousmemoryobjectthatcontainsthemodifiedpagesof acopy-on-write

mappedVM object. Whensearchingfor pagesin a copy-on-writemapping,the shadow

objectis searchedbeforetheunderlyingobjectis searched.

Therearetwo formsof copy-on-writemappings:privatemappingsandcopy map-

pings.

� In apri vatecopy-on-writemapping,changesmadeby theprocesswith themapping

areprivateto that process,but changesmadeto the underlyingobject that arenot

shadowedby a pagein theshadow objectareseenby themappingprocess.This is

thestandardform of copy-on-writethatmostUnix-likeoperatingsystemsuse,andit

is thebehavior specifiedfor themmapsystemcall by theUnix standards[30].

� In a copy copy-on-writemappingthemappingprocessgetsa completesnapshotof

theobjectbeingmappedat the time of themapping.Themappingprocesswill not

seechangesotherprocessesmake to theunshadowedareasof theunderlyingobject.

This form of copy-on-writerequirestheuseof copy objects— anonymousmemory

objectsthatcontaintheunmodifiedcopy of a modifiedpage— andis not supported

onmostUnix-likeplatforms.

PrivateCopy-on-write

Considera file “ test ” thathasjust beenmappedprivatecopy-on-write. Themapentry

in theVM mapstructurethatmapstest will point to theVM objectthatcorrespondsto

test , but it will haveboththe“copy-on-write” and“needscopy” attributeset.Thecopy-

on-writeattributein amapentryindicatesthatthemappedobjectis mappedcopy-on-write.

Theneedscopy attributeindicatesthatashadow objectto holdchangedpageswill needto

beallocated.Whentheprocessfirstswritesto themappedarea,ashadow objectcontaining

thechangedpagewill beallocatedandinsertedbetweenthemapentryandtheunderlying

test object.This is shown in Figure2.11.

Now considerwhathappensif theprocessmappingtest forksoff achild process.

In thatcasethechild will want its own copy of thecopy-on-writeregion. In theBSD VM

this causesanotherlayerof copying to be invoked. Theoriginal shadow objectis treated

like a backingobject,andthusboththeparent’s andthechild’s mappingenterthe“needs

copy” stateagain,asshown in Figure2.12(a).Now wheneitherprocessattemptsto write

to the memorymappedby the shadow object the VM systemwill catchit and insert a

new shadow objectbetweenthemapentryandtheoriginalshadow objectandclear“needs
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Figure2.11: The copy-on-write mappingof a file. Note the pagesin an objectmapped
copy-on-writecannot bechanged.

copy.” Thisis referredtoas“shadow objectchaining.” After bothprocessesperformwrites,

theobjectswill beasshown in Figure2.12(b).

Note that in Figure2.12(b)theparentprocesshasmodifiedthe centerpagein the

first shadow objectandthusit hasits own copy of it in its mostrecentshadow object(on

the left). The child processhasnot modifiedthe centerpage,andthus if it was to read

thatpageit would readtheversionstoredin theoriginal shadow object(that is sharedby

boththeparentandchild process).Now considerwhatwould happenif thechild process

was to exit. This is shown in Figure 2.13. Note that the centerpageappearsin both

remainingshadow objects.However the parentprocessonly needsaccessto the copy of

thepagein themostrecentshadow object. Thecenterpagein theothershadow objectis

inaccessibleandnotneeded.Thereis nolongeraneedfor two shadow objects;they should

becollapsedtogetherandthe inaccessiblememoryfreed. However, theBSD VM hasno

way to realizethis,andthustheinaccessiblememoryresourcesin theothershadow object

remainallocatedeventhoughthey arenot in use.

This is referredto asthe“object collapseproblem.” 4.4BSDVM did not properly

collapseall objects,andthusinaccessiblememorycouldgetstrandedin chainsof shadow
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objects.Eventuallythe inaccessiblememorywould getpagedout to theswapareasothe

physicalpagecouldbereused.However, theVM systemwouldeventuallyrunoutof swap

spaceandthesystemwoulddeadlock.Thusthisproblemwasalsoreferredto asthe“swap

memoryleak” bug becausethe only way to free this memoryis to causeall processes

referencingtheshadow objectchainto exit.

The objectcollapseproblemhasbeenpartly addressedin mostversionsof BSD.

Howevertheobjectcollapsecodeusedto addresstheproblemis rathercomplicatedandhas

triggeredmany hoursof debugging.UVM handlescopy-on-writein acompletelydifferent

way thatavoidstheobjectcollapseproblem.

Copy Copy-on-write

Considertwo processesmappingthefile test , asshown in Figure2.14. Process“A” has

a sharedmappingof test , andthuswhenprocessA changesits memorythechangesget

reflectedback to the backingfile. Process“B” hasa private copy-on-write mappingof

test . NotethatprocessB hasonly written to thethecenterpageof theobject.If process
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A writesto theleft-handpageof test beforeprocessB does,thenprocessB will seethe

changesmadeto thatpageby A up to thatpoint. However, oncethepagegetsaddedto B’s

shadow objectthenB will no longerseechangesmadeby A.

Now considerasetupin whichprocessA hasasharedmappingof test andprocess

B hasa copycopy-on-writemappingasshown in Figure2.15. BeforeprocessA changes

theleft page,it mustcreatea copy objectsothatprocessB canaccesstheoriginal version

of theleft page.WhenB changesthemiddlepageit createsa shadow object.Theshadow

objectnow shadowsthecopy objectratherthantest ’sobject.A list of objectsformedby

thecopy objectpointeris calleda “copy objectchain.”

Copy objectsareneededto supportthenon-standardcopy copy-on-writesemantics.

Copy objectsaddanotherlayerof complexity to theVM codeandmaketheobjectcollapse

problemmoredifficult to address.Maintainingcopy copy-on-writesemanticsis morealso

expensive thanprivatecopy-on-write semantics.Therearemorekerneldatastructureto

allocateandtrack.Thereis anextradatacopy of apagethattheprivatemappingsemantics

doesn’t haveto do. Processeswith sharedmappingsof filesmusthavetheirmappingswrite

protectedwheneveracopy objectis madesothatwrite accessesto theobjectcanbecaught
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by a pagefault. Becauseof this, severalbranchesof theBSD family have removedcopy

objectsandcopy copy-on-writemappingsfrom thekernel.

2.4.5 PageFault Handling

Now thattheVM objectstructurehasbeenexplainedthegeneralprocedureusedto handle

pagefaultscanbeexplained.Whenmemoryis referencedby a processoneof two things

canhappen:

� The referencedaddresshas a valid mapping and the data is accessedfrom the

mappedphysicalpage.

� The referencedaddresshasan invalid mapping andtheMMU causesa pagefault

to occur. Thelow level machine-dependentcodecatchesthepagefault andcallsthe

VM pagefault routine.If thepagefault routinecannothandlethefault thenit returns

a failurecodethatcausestheprogramto receivea “segmentationviolation.”
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Thepagefaulthandleris calledwith theVM mapof theprocessthatcausedthefault,

the virtual addressof the fault, andwhetherthe faulting processwasreadingor writing

memorywhenthefaultoccurred.A simplifiedversionof thefault routine’soperationis as

follows:

1. Thelist of entriesin theVM mapis searchedfor themapentrywhosevirtual address

rangethefaultingaddressfalls in. If thereis nosuchmapentry, thenthefault routine

returnsanerrorcodeandtheprocessgetsa segmentationviolation.

2. Oncethepropermapentry is found,thenthefault routinestartsat theVM objectit

pointsto andsearchesfor theneededpage.If thepageis not foundin thefirst object,

the fault routinetraversesthe shadow objectchainpointersuntil it eitherfinds the

pageor runsoutof objectsto try. If thefault routinerunsoutof objectsto try it may

eithercausethefault to fail or allocatea zerofill page(dependingon themapping).

Thefault routineleavesabusypagein thetop level objectto preventotherprocesses

from changingits objectwhile it is processingthefault.

3. Oncethe properpageis found the object’s VM pagermust retrieve from backing

storeif it is not resident.Thenthe fault routinechecksto seeif this is a write-fault

andif theobjectthatownsthatpagehasa copy object.If it does,thena copy of the

pageis madeandtheold versionof thepageis placedin theobjectpointedto by the

copy objectchainpointer.

4. If the fault routinehada VM pagerdo I/O to get the neededpage,thenthe pager

unlockedall thedatastructuresbeforestartingthe I/O. In this casethe fault routine

mustreverify the lookupin theVM mapto ensurethat theprocess’mappingshave

notbeenchangedsincethestartof thefault operation.

5. Next the fault routineasksthepmaplayer to mapthepagebeingfaulted.Thefault

routinemustdeterminetheappropriateprotectionto usedependingon thecopy-on-

write statusandtheprotectionof themapentry.

6. Finally, the fault routinereturnsa successcodesothat theprocesscanresumerun-

ning.
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2.4.6 Memory Sharing

Wehavediscussedthevariouswaymemorycanbecopiedin theBSDVM system.Memory

sharingis muchsimplerthanmemorycopying anddoesnotrequireobjectchains.Memory

canalsobesharedin anumberof waysin theBSDVM systemincluding:

� In a multithreadedenvironment,theVM mapandpmapstructuresof a processcan

besharedby its threads.

� Virtual memoryspacecanbesharedusingsharemaps.

� Memoryobjectssucha files canbemappedinto multiple virtual addressspacesby

beingreferencedby multiple VM mapentrystructures.This allows thosememory

objectsto be sharedamongprocesses.For example,thereis only one /bin/ls

memoryobjectandits text anddatapagesaresharedby all processeson thesystem.

� Objectsthatarecopiedwith copy-on-writeusesharedread-onlypagesto deferthe

copy until thepagesareactuallywritten.

2.5 Summary

In this chapterwe have reviewed the overall architectureandoperationof the BSD VM

system.We introducedthemajordatastructuresandfunctions,andexplainedin detailthe

copy-on-writeoperation.In thenext chapterwe will giveanoverview of theUVM system

andexplainhow it differsfrom theBSDVM system.
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Chapter 3

UVM Overview and RelatedWork

A computer’s virtual memorymanagementhardwareprovidesan operatingsystemwith

a powerful tool for moving andsharingdataamongprocesses.However, mostUnix-like

operatingsystemsdo not take full advantageof this tool. This is dueto theevolution and

complexity of memorymanagementin Unix-likeoperatingsystem[39]. Early versionsof

Unix ranoncomputersthatdid nothavehardwaresupportfor virtual memory. ThusUnix’s

I/O applicationprogrammerinterface(API) wasnotdesignedwith virtual memoryin mind

and did not include featureslike memorymappedfiles and pageremapping. Although

Unix was portedto computerswith hardware supportfor virtual memory in 1979, the

mmapsystemcall was not commonlyavailableuntil the late 1980swith the releaseof

SunOS4. In BSD, mmapwasfirst scheduledto appearin 4.2BSDbut did not actually

appearuntil the19934.4BSDreleasewhentheagingBSDVAX VM systemwasreplaced

with thesystemfrom Mach[39,69]. While thenew Mach-basedVM systembroughtsome

memoryfeaturessuchasmmapto BSD, it still did not take full advantageof theflexibility

thatamodernMMU canoffer.

We introduceUVM, a new virtual memorysubsystemfor BSD that makesbetter

useof existing hardwarememorymanagementfeaturesto reduceoverheadandimprove

performance.UVM providesnew featuresthat areeithernot possible,or difficult or ex-

pensive to achieve with the old BSD system. UVM is implementedentirely within the

framework of BSD andthusmaintainsall thefeaturesandstandardpartsof thetraditional

Unix environmentthat programmershave cometo expect. The first releaseof UVM in

NetBSDrunson severalplatformsincluding I386-PC,DEC Alpha, SunSparc,Motorola

m68k,andDECVAX systems.It is alreadybeingusedonsystemsaroundtheworld.

In this chapterwe presenta high-level overview of UVM anddiscussUVM in the

context of relatedwork. We begin by presentingUVM designgoalsin Section3.1. In



37

Section3.2weexaminethenew andimprovedfeaturesof UVM. In Section3.3wepresent

a designoverview thatparallelstheoverview of BSD VM from Chapter2. In Section3.4

wediscussrelatedwork. Weconcludethechapterwith two tablesthatsummarizetheUVM

work. Table3.1containsacompletelist of functionalcomponentsof UVM, corresponding

to UVM’ s major sourcefiles. Table3.2 summarizesthe main designpointsand“issues

faced”while designingandimplementingUVM.

3.1 Goals

Ourprimaryobjectivein creatingUVM is toproduceavirtualmemorysystemthatprovides

aUnix-likeoperatingsystemkernel’sI/O andIPCsubsystemswith efficientVM-baseddata

movementfacilitiesthathave lessoverheadthana traditionaldatacopy. While traditional

VM researchoftenfocusesonworkingsetsizeandpagereplacementpolicy, ourresearchis

focusedon efficient VM-baseddatamovement.Unlike many otherVM researchprojects,

our work hasbeenimplementedaspartof anoperatingsystemthat is in wide-spreaduse.

Thus, we have designedour new virtual memoryfeaturesso that their presencein the

kerneldoesnot disruptotherkernelsubsystems.This allows experimentalchangesto be

introducedinto the I/O and IPC subsystemgradually, thuseasingthe adoptionof these

features.Ourwork centersaroundfivemajorgoals:

Allow a processto safelylet a sharedcopy-on-write copyof its memory beused

either by other processes,the I/O system,or the IPC system. The mechanismused

to do this shouldallow copiedmemoryto comefrom a memorymappedfile, anonymous

memory, or a combinationof the two. It shouldprovide copiedmemoryeitheraswired

pagesfor thekernel’s I/O or IPCsubsystems,or aspageableanonymousmemoryfor trans-

fer to anotherprocess.It shouldgracefullypreserve copy-on-writein thepresenceof page

faults,pageouts,andmemoryflushes.Finally, it shouldoperatein sucha way that it pro-

videsaccesstomemoryatpage-level granularitywithoutfragmentingor disruptingtheVM

system’s higher-level memorymappingdatastructures.Section7.1 describeshow UVM

meetsthisgoalthroughthepageloanoutmechanism.

Allow pagesof memory fr om the I/O system,the IPC system,or fr om other

processesto be inserted easily into a process’addressspace. Oncethe pagesare in-

sertedinto theprocessthey shouldbecomeanonymousmemory. Suchanonymousmem-

ory shouldbe indistinguishablefrom anonymousmemoryallocatedby traditionalmeans.

Themechanismusedto do thisshouldbeableto handlepagesthathavebeencopiedfrom

anotherprocess’addressspaceusingthepreviousmechanism(pageloanout).Also, if the
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operatingsystemis allowed to choosethe virtual addresswherethe insertedpagesare

placed,then it shouldbe able to insert themwithout fragmentingor disruptingthe VM

system’s higher-level memorymappingdatastructures.Section7.2 describeshow UVM

meetsthisgoalthroughthepagetransfermechanism.

Allow processesand the kernel to exchangelarge chunks of their virtual ad-

dressspacesusing the VM system’s higher-level memory mapping data structures.

Sucha mechanismshouldbeableto copy, move, or shareany rangeof a virtual address

space.This canbea problemfor someVM systemsbecauseit introducesthepossibility

of allowing a copy-on-writeareaof memoryto becomesharedwith anotherprocess.The

per-pagecostfor this mechanismshouldbeminimized. Section7.3 describeshow UVM

meetsthisgoalsthroughthemapentrypassingmechanism.

Optimize the parts of the VM systemthat effectthe performanceand complex-

ity of our new VM operations. We wish to take advantageof lessonswe have learned

from observingthe Mach basedBSD VM system(andotherVM systems);we hopeto

make useof BSD VM’ s positive aspectswhile avoiding its pitfalls. UVM addressesfour

majorpitfallsof theBSDVM asfollows:

� UVM eliminatesobject chainingand replacesit with a simple two-level memory

scheme,thusremoving theinefficienciesandcodecomplexity associatedwith main-

tainingandtraversingshadow objectchainsof arbitrarylength.

� UVM eliminatesswap memoryleaksassociatedwith partially unmappinganony-

mousmemoryobjectsby providing efficient per-pagereferencecountersthat are

invokedwhenmemoryis partiallyunmapped.

� UVM eliminatesunnecessarymapentry fragmentationassociatedwith the wiring

andunwiringof memory.

� UVM introducesa new i386 pmapmodulethat takesadvantageof all theVM hard-

warefeaturesof the i386 (e.g. singlepageTLB flush, globalTLB entries)andre-

ducestheprobabilityof deadlockandsystemcrashes.

Impr ove the secondaryelementsof the VM systembasedon our observations

of UVM and other VM systems.Wehopeto reduceunnecessarycomplexity andimprove

thekernel’s overall performanceanddesign.UVM featuresa largenumberof secondary

designimprovementsthatmeetthisgoal.For example,aggressively clusteringanonymous

memoryfor pageoutallows UVM to alwaysform the largestpossibleclusterwhenpag-

ing out to swap, andclusteredpageinof residentpagesreducesapplicationpagefaults.
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In additionUVM unifiesthe handlingof contiguousandnon-contiguousphysicalmem-

ory. It alsoimprovesmemoryobjecthandlingby reducingthenumberof softwarelayers

associatedwith objectmanagement.Chapter8 detailstheseandothersecondarydesign

improvements.

3.2 UVM Features

In thissectionwedescribethenew featuresintroducedin UVM aswell astheexistingBSD

featuresthathavebeensignificantlyimprovedin UVM.

3.2.1 NewFeatures

UVM introducesfour significantnew featuresnot providedby theBSD VM system.To-

getherthesefeaturesreducethe overheadassociatedwith moving data,thus improving

systemperformance.Theimplementationof thesefeatureswasmadepossiblethroughthe

improveddesignandorganizationof UVM.

PageLoanout. UVM allowspagesthataremanagedby thevirtual memorysystem

to be usedby otherkernelsubsystemsaswell asotherprocesses.Loanedout pagesare

sharedread-only. Shoulda processattemptto changedatain a loanedout pageUVM

copiesthedatato a new non-loanedpagebeforeallowing thechange.Any managedpage

in theVM systemcanbeloanedout,whetherit is partof a memorymappedvnodeor part

of ablockof anonymousmemoryallocatedwith malloc . Pagersneedonly haveminimal

knowledgeof a page’s loanoutstatusto operate.TheBSD VM systemhasno supportfor

pageloanout.

As anexampleof pageloanout’s usefulness,considertheprocessof transmittinga

disk file over thenetwork. Beforemmapwasavailable,a userprocesswould have to read

thefile into its anonymousmemoryandthenwrite it to asocket. Thisprocessresultsin two

datacopies:oneinto theuser’saddressspaceandonefrom theuser’saddressspaceinto the

kernelnetworking subsystem’s mbuf dataarea.With theadventof mmap, BSD VM users

could reducethe overheadof this operationby onecopy if they simply memorymapped

the file into their addressspaceratherthan readit into anonymousmemory. In UVM,

pageloanoutallowsfor furtherimprovements:theprocesscannow mmapthefile andthen

causeits pagesto be loanedto the networking subsystem,thereby eliminatingthe copy

from thememorymappedareato thembuf dataarea.Whenthenetworking subsystemis

finishedwith thepagesit will terminatetheloan.Thesameloanoutschemecanbeapplied
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to devicesaswell. For example,whenwriting to anaudiodevice, theuser’s buffer canbe

loanedout to theaudiohardwareratherthancopiedinto aninternalkernelbuffer, thereby

eliminatingonedatacopy.

PageTransfer. UVM allows otherkernelsubsystemsto transferpagesundertheir

controlto a process’normalvirtual memory. Pagetransferis theoppositeof pageloanout.

In pageloanouta processloansits pagesout to the kernelor anotherprocess. In page

transfer, a processreceivespagesfrom thekernelor anotherprocess.Pagetransferallows

kernelsubsystemsto readdataintopagesandthendonatethosepagesto UVM. Thiscauses

themto becomeanonymousmemorypagesthat canbe insertedinto a process’address

spaceor into thekernel’saddressspace.Thus,thenetworkingsubsystemcouldusea page

for a largembuf andthenpassthatmbuf dataareato aprocess.Or theaudiosystem,when

recording,could storethe recordeddatain pagesthat canbe directly passedto the user,

withouta datacopy.

TheBSDVM systemhasno interfacefor pagetransfers.In orderto implementthis

in the BSD VM onewould have to write codeto negotiatethe shadow andcopy object

chainsassociatedwith anonymousmemoryanddeterminethecorrectobjectto put thein-

boundpageinto while beingcarefulto avoid interferingwith objectsthatarein theprocess

of beingcollapsedor arecurrentlylocked.

Map Entry Passing. UVM allows processesand the kernel to dynamicallyex-

changevirtual memoryaddressspace.Theaddressspacecancontainany numberof map-

pingsandcanbedynamicallysharedwith, or copiedor donatedto otherprocessesor the

kernel. This allows processesto easilypassvirtual memorybetweenthemselveswithout

copying data.Thiscanbeausefulsubstitutefor aUnix pipewhenlargechunksof dataare

beingexchanged.

TheBSD VM systemdoesnot supportmapentrypassing.Memoryexchangebe-

tweenprocessesis limited to thecopying andsharingthathappenswhena processforks.

Someversionsof BSD do,however, supporttheUnix SystemV sharedmemoryinterface.

This interfacecanbe usedby a processto preallocatea contiguousblock of anonymous

memoryandthenallow otherprocessesto attachto it. While useful,this interfaceis lim-

ited whencomparedto UVM’ s mapentrypassing.SystemV sharedmemoryonly allows

processesaccessto onecontiguousblock of memory, andprocessesattachingto it must

shareit (e.g.they can’t getacopy-on-writecopy of it).

Map entrypassingalsoallows a processto grantanotherunrelatedprocessaccess

to only part of a file. In traditionalUnix, if a file descriptoris passedto anotherprocess

usingfile descriptorpassing,thenthereceiving processgetsaccessto theentirefile atwhat
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ever permissionthefile descriptorallows. Theonly way to passpartialaccessof a file to

anotherprocessis to openthefile, mmapin thepartof thefile to beaccessed,closethefile,

andthenfork a child processthatonly hasaccessto thepartof thefile thatwasmemory

mapped.

Using UVM’ s map entry passing,any processcan memorymap a part of a file

andthenoffer to sendthatmappingto otherprocesses.This couldbeusefulin allowing

processesaccessto only a page-sizedsectionof adatabase,for example.

Partial Deallocation. In the BSD VM when a block of anonymousmemoryis

mappedthe VM mapgetsa referenceto an anonymousVM object that backsthe map-

ping. If theprocessdeallocates(i.e. unmaps)a partof themappingthenthereferenceto

the backingobjectis brokenup into multiple references,andthe referenceto the areaof

memorybeingreleasedis dropped.Unfortunately, theBSD VM hasno way of telling the

backingobjectthatpartof its memoryis no longerin useandshouldbefreed.As a result,

thememoryremainsin theobjectalthoughit is no longeraccessible.This canresultin a

swapmemoryleakcondition. This is currentlynot a problemin BSD becausemostBSD

programsusethetraditionalmalloc thatallocatesmemoryoff theheapratherthanusing

anonymousmemorymappingfor memoryallocation.However, dueto increasedflexibility

memory-mappeduser-memoryallocatorsarebecomingmorecommonso this could be-

comeaproblem.UVM canhandlethepartialdeallocationof anonymousmemorywithout

any swapspaceleaks.

3.2.2 Impr ovedFeatures

Therearea numberof BSD VM featuresthathave beensignificantlyimprovedin UVM.

Someof themoreinterestingimprovementsarelistedbelow.

Simplified Copy-on-write. In UVM the managementof copy-on-write memory

hasbeengreatlysimplified. The BSD VM’ s shadow andcopy objectchainshave been

replacedwith a simpletwo-level schemebasedon pagereferencecounters.As a resultall

the BSD VM codeneededto manageandcollapseshadow andcopy objectchainsis not

necessaryin UVM. This simplifiesthepagefault routineandeliminatesa largechunkof

theobjectmanagementcode.

Clustered anonymousmemory pageout. UVM supportsthe clusteringof I/O at

all levels. By storingdatain a largecontiguousareaof backingstore,multiple I/O paging

operationscanbe“clustered”into a singlelagerI/O operation.OneplacewhereUVM’ s

I/O clusteringreallypaysoff is in thepageoutof anonymousmemoryto swap.In theBSD
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VM, anonymousmemoryis staticallyassignedto anareaof swapbasedon theobjectin

which it lives.Onceasectionof ananonymousobjectis assignedto anareaof swapit will

alwaysbeswappedout to thatlocation(aslong astheobjectis still active). Thusmemory

assignedto different objectswill not be contiguousand must be pagedout in multiple

operations.

UVM takesadvantageof the fact thatanonymousmemorythatneedsto bepaged

out canbepagedto any partof the swap areaandcollectsanonymouspagestogetherso

that it canperformonebig pageoutI/O operation. As a resultwhenmemoryis scarce,

anonymousmemorycanbepagedout muchfasterin UVM thanBSD VM, thusmaking

therecovery time for scarcememorymuchshorter.

Impr oved pagewiring . Datais saidto be wired if it residesin a pagethat is set

to alwaysberesidentin memory. Thus,theaccesstime for wired memoryis alwayssmall

becausetheVM systemnever hasto wait for thepagerto do I/O from backingstoresince

the datais alwaysresident. In both BSD VM andUVM the wired statusof memoryis

storedin two places. Eachmapentry hasa wiring attribute that indicatesthat all pages

mappedby thatentryshouldbewired. Also, eachpageof memoryhasawiring countthat

if non-zeroindicatesthatsomeprocessor thekernelneedsthatpageof memoryto remain

residentatall times.

Sincetheattributes— includingthewiredstatus— containedin amapentrystruc-

tureapplyto all pagesmappedby theentry, changingthewiring of asinglepagewill cause

themapentry to bebrokenup into two or threemapentrystructures,eachwith different

wiring counts.This canleadto mapentryfragmentation,which is inefficientbecausemap

entriesarestoredon a linkedlist andeachtime a mapentryis fragmentedit increasesthe

time it takesto searchthelist for a mapping.UVM includesimprovementsthatattemptto

avoid fragmentingmapstructuresin severalcommonwiring cases,thusreducingmapping

fragmentationandtheoverheadassociatedwith it.

Efficient traversal. Both the BSD VM systemandUVM have several structures

thatcanbetraversedin morethanoneway. For example,thepagesin a VM objectareon

bothalinkedlist andin ahashtable.BSDVM only traversesdatastructuresin oneway. In

UVM thecodedynamicallychooseswhichstyleof traversalwouldhavelessoverheadand

usesthatstyleof traversal.For example,whenremoving asinglepagefrom aone-hundred-

pageobject,it makessenseto usethehashtable.But whenremoving all onehundredpages

from theobjectit makesbettersenseto usethelinkedlist. UVM comparesthesizeof the

areabeingtraversedwith thetotal numberof pagesin theobjectto decidehow to traverse

it.
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Reducedlock time during unmap. Two operationsmustbeperformedto remove

mappingsfrom anaddressspace.First,oneor moremapentriesareremovedfrom themap,

andsecond,the memoryobjectsreferencedby the mapentriesaredropped.In the BSD

VM, theVM systemlocksthemapfor bothof theseoperations.However, this is not really

necessary. Themaponly needsto belockedwhenthemapentrydatastructuresarebeing

changed,notwhenmemoryobjectreferencesarebeingdropped.

UVM restructurestheunmappingfunctionsin sucha way that thesetwo functions

areseparatedandthemapcanbeunlockedduringthereferencedrop.Thisisusefulbecause

if the unmapdropsthe last referenceto a memoryobjectit may causethe object’s pager

to performI/O (possiblysynchronous)aspartof a cleanupoperation.Sincethat I/O can

takeawhile, in theBSDVM themapthatis beingunmappedwouldbelockedthroughout

the I/O operation.However, in UVM the mapis unlockedandcanbe accessedby other

processesor thekernelasneeded.TheI/O will not blockaccessto themap.

3.3 High-Level DesignOverview

This sectioncontainsa high-level designoverview of UVM. Like the BSD VM system,

UVM is dividedinto two layers:themachine-dependentandmachine-independentlayers.

Themachine-dependentlayerof UVM is almostidenticalto themachine-dependentlayer

of BSD VM. This allows BSD VM pmapmodulesto be usedby UVM with only minor

changes.

3.3.1 UVM’ sMachine-IndependentLayer

Thehigh-level functionsof theVM systemarehandledby themachine-independentlayer

of UVM. Theactivities of themachine-independentlayerarecenteredaroundeightmajor

machine-independentdatastructures1. While UVM hasmoremajor datastructuresthan

BSD VM, UVM’ s datastructuresaregenerallysmallerandusedin a lesscomplex ways.

TheUVM datastructuresare:

vmspace: describesa virtual addressspaceof a process.Thevmspace structurecon-

tainspointersto a process’vm mapandpmap structures,andcontainsstatisticson

theprocess’memoryusage.

1UVM datastructuresarecalled“vm ” if they areeithernew or if they areminor modificationsto BSD
VM datastructures.UVM datastructuresarecalled“uvm ” if thereis a corresponding“vm ” datastructure
in BSD VM that is completelydifferent from the uvm one. OnceUVM no longerhasto co-exist in the
sourcetreewith BSDVM thenthedatastructureswill berenamedsothatthey aremoreuniform.
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vm map: describesthe virtual addressspaceof a processor thekernel. It containsa list

of vm map entry structuresthatdescribevalid mappingsandtheir attributes.The

vm mapplaysthesamerole in bothBSDVM andUVM.

uvm object: forms the lower layer of UVM’ s two-layer mappingscheme. A UVM

objectdescribesafile, azero-fill memoryarea,or adevicethatcanbemappedinto a

virtual addressspace.Theuvm object containsa list of vm page structuresthat

containdatafrom thatobject.Unlike VM objects,UVM objectsarenot chainedfor

copy-on-write.

vm amap: formstheupperlayerof UVM’ s two-layermappingscheme.A vm amap de-

scribesanareaof anonymousmemory. Theareamay have “holes” in it thatallow

referencesto thelowerunderlyingobjectlayer.

vm anon: describesa singlevirtual pageof anonymousmemory. The page’s datamay

residein avm page structure,or it maybepagedout to backingstore(i.e. theswap

area).

vm aref: a small datastructurethat pointsto a vm amap andan offset in it. The aref

structureis partof themapentrystructurethatis linkedto thevm mapstructure.

uvm pagerops: a setof functionspointedto by a uvm object that describehow to

accessbackingstore.In theBSDVM thereis onevm pager structurepermemory

objectthat accessesbackingstore,andeachvm pager structurepointsto a setof

pageroperations.In UVM thevm pager layerhasbeenremovedanduvm object

structuresnow pointdirectly to auvm pagerops structure.

vm page: describesa pageof physicalmemory. Whenthesystemis booteda vm page

structureis allocatedfor eachpageof physicalmemorythatcanbeusedby theVM

system.

Figure3.1 illustratesthe generallayout of the UVM datastructures.The kernel

andeachprocesson thesystemhave a vm mapstructureanda machine-dependentpmap

structurethatdefinea vmspace . Thevm mapstructurecontainsa list of mapentriesthat

definemappedareasin the virtual addressspace.Eachmapentry structuredefinestwo

levels of memory. The mapentry hasa vm aref structurethat pointsto the vm amap

structurethatdefinesthetop-level memoryfor thatentry. Thevm amapstructurecontains

a list of vm anon structuresthat definethe anonymousmemoryin the top layer. The
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vm anon structureidentifiesthelocationof its memorywith a pointerto a vm page and

a locationon theswapareawherepagedout datamayreside.Themapentrydefinesthe

lower-level memorywith apointerto auvm object pointer. Theuvm object structure

containsa list of vm page structuresthatbelongto it, andapointerto a uvm pagerops

structurethatdescribeshow theobjectcancommunicatewith backingstore.

Thevm page structuresarekeptin two additionalsetsof datastructures:thepage

queuesandtheobject-offsethashtable.UVM hasthreepagequeues:theactivequeue,the

inactivequeue,andthefreequeue.Pagesthatcontainvalid dataandarelikely to bein use

by a processor thekernelarekepton theactive queue.Pagesthatcontainvalid databut

arecurrentlynot beingusedarekepton the inactive queue.Sinceinactive pagescontain

valid data,it is possibleto “reclaim” themfrom theinactivequeuewithout theneedto read

themfrom backingstoreif thedatais neededagain.Pagesonthefreequeuedonotcontain

valid dataandareavailablefor allocation. If physicalmemorybecomesscarce,the VM

systemwill wake the pagedaemonandit will force active pagesto becomeinactive and

freeinactivepages.

The object-offsethashtablemapsa page’s uvm object pointerandits offset in

thatobjectto a pointerto thepage’s vm page structure.This hashtableallowspagesin a

uvm object to belookedupquickly.

UVM’ s simplifiedmachine-independentlayeringmakessupportingnew UVM fea-

turessuchaspageloanoutandpagetransfereasier. For example,UVM’ s two-level amap-

object mappingschemesimplifies the processof locatinga pageof memoryover BSD

VM’ s objectchainingmechanism.And UVM’ s anon-basedanonymousmemorysystem

allows virtual pagesto beexchangedbetweenprocesseswithout theneedfor objectchain

manipulations.

3.3.2 Data Structure Locking

Datastructurelocking is animportantaspectof a virtual memorysystemsincemany pro-

cessescanbeaccessingVM dataconcurrently. Locking caneitherbedonewith onelarge

lock that locks all active VM datastructures,or with multiple small locks. The useof

multiple small locks is known as“fine-grain locking.” Fine-grainlocking is importanton

multiprocessorsystemswhereeachprocessoris runningits own process;if onebig lock

wasusedon sucha systemonly oneprocessorwould beallowedto accesstheVM struc-

turesat a time. Thereare two typesof locks commonlyused: “sleep locks” and “spin

locks.” With a sleeplock, if a processis unableto acquirethe lock then it releasesthe
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Figure3.1: UVM datastructuresataglance.Notethatthereis onevm aref datastructure
within eachmap entry structure. The pagequeuesand object-offset hashtable are not
shown.
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processoruntil thelock canbeacquired(thusallowing otherprocessesto run). With aspin

lock, theprocesscontinuesto attemptto acquirethelock until it getsit.

TheBSD VM systemis basedon theMachVM system,which supportsfine-grain

locking of its datastructuresfor multiprocessorsystems.WhenMachVM wasportedto

BSD, the fine-grainlocking supportwasignoredbecauseBSD wasbeingusedon single

processorsystems.Overtime,aschangesweremadeto BSD,thelockingsupportdecayed.

WhileUVM currentlyisonlybeingusedonsingleprocessorsystems,BSDis in theprocess

of beingportedto multiprocessorsystems.Thus,aspart of the UVM project, the fine-

grain locking codewas restoredfor future use. However, addingamapsand removing

shadow/copy objectchainingfrom the VM systemfundamentallychangesthe way data

structuresareused,andthusthefine-grainlocking schemefor UVM hadto beredesigned

to take thesechangesinto account.

The main challengewith datastructurelocking is to choosea setof locks anda

locking schemethatavoid bothdatacorruptionanddeadlock.Thefact that theBSD VM

system’s locking is not used,incomplete,and not well documentedmaderepairingthe

damageandaddressingthe new datastructuresin UVM difficult. In additionto figuring

outwhatlockingschemetouse,thelockingsemanticsof all thefunctionsof theVM system

hadto bedefined,andusedconsistentlywithin all VM code.For example,somefunctions

aredesignedto be calledwith unlockedmapswhile otheraredesignedto becalledwith

locked maps. Calling the functionwith the lock setthe incorrectway will eitherleadto

kerneldatastructurecorruptionor systemdeadlock.

A deadlockoccurswhen a processis waiting to obtain a lock that it is already

holding (thus it can never acquireit), or when two or more processesare waiting in a

circularpatternfor locksthat theotherprocessesareholding(e.g. A is waiting for a lock

that B is holding, andB is waiting for a lock that A is holding). It is well known that

deadlockcanbe avoided if all processesallocatetheir locks in the sameorder (thusno

loopscanform). UVM usesthis schemeto avoid deadlock.UVM alsoattemptsto reduce

contentionfor datastructurelocksby minimizingtheamountof timelocksareheld.Before

startinganI/O operation,UVM will dropall locksbeingheld. Also, UVM doesnot hold

any locks during the normal runningof a process.So, whena VM requestcomesinto

UVM, it is safeto assumethattherequestingprocessis notholdingany locks.

Thefollowing datastructureshavelocksin UVM. Thedatastructuresarepresented

in theorderin thatthey mustbelocked.

map: the lock on a mapdatastructurepreventsany processother than the lock holder

from changingthe sortedlist of mapentrieschainedoff the mapstructure.A map
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canbe reador write locked. Readlocking indicatesthat themapis just beingread

andno mappingswill be changed.Write locking the mapindicatesthat mappings

will bechangedandthattheversionnumberof themapshouldbeincremented.Map

versionnumbersareusedto tell if amaphasbeenchangedwhile it wasunlocked.A

write-lockedmapcanonly beaccessedby theholderof thelock. A read-lockedmap

canbeaccessedby multiplereaders.Attemptingto lock amapthatis alreadylocked

will causethelockingprocessto beput to sleepuntil thelock is available.

amap: theamaplock preventsany processfrom addingor removing anonstructuresfrom

the locked amap. Note that this doesnot prevent the anonstructuresfrom being

addedor removedfrom otheramaps.

object: the object lock protectsthe list of pagesassociatedwith the object from being

changed.It alsoprotectsthe“flags” field of thepagedatastructureof all thepages

in thatobjectfrom beingchanged.

anon: theanonlock protectsthepageor diskblocktheanonpointsto from beingchanged.

It alsoprotectsthe“flags” field of thepagedatastructurefrom beingchanged.

pagequeues: thepagequeuelock protectspagesfrom beingaddedor removedfrom the

activeandinactivepagequeues.It alsoblocksthepagedaemonfrom running.

For mostof theUVM systemthis lockingorderis easyto maintain.However, there

is a problemwith the pagedaemon.The pagedaemonrunswhenthereis a shortageof

physicalmemory. The pagedaemonoperatesby locking the pagequeuesandtraversing

themlooking for pagesto pageout. If it findsa targetpageit mustlock theobjector anon

thatthepagebelongsto in orderto remove it from thatobject.This is a directviolationof

the locking orderdescribedabove. However, this problemcanbeworkedaround.When

thepagedaemonattemptsto lock thememoryobjectowning thepageit is interestedin it

shouldonly “try” to lock theobject,asshown in Figure3.2. If theobjectis alreadylocked,

thenthepagedaemonshouldskip thecurrentpageandmoveonto thenext oneratherthan

wait for thememoryobjectto beunlocked.Having thepagedaemonskip to thenext page

doesnotviolateUVM’ s lockingprotocolandthushasnodireconsequences.

3.3.3 VM Maps

In UVM, thevm mapstructureandits correspondinglist of vm map entry structuresis

handledin muchthe sameway asin BSD VM. However, therearesomedifferences.In
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Figure3.2: TheUVM pagedaemonandlock ordering

UVM, themapentrystructurehasbeenmodifiedfor UVM’ s two-layermappingscheme.

Not only doesit containa pointerto thebackinguvm object structure,but it alsocon-

tainsavm aref structure.Thearefpointsto any amapassociatedwith themappedregion.

Someof thefunctionsthatoperateon mapshave alsobeenchanged.For example,

UVM providesa new functioncalleduvm map thatestablishesa mappingwith thespeci-

fied attributes.TheBSD VM systemdoesnot have sucha function: mappingsarealways

establishedwith default attributes.Thusin theBSDVM, afterestablishinga mappingfur-

therfunctioncallsareoftenrequiredto changetheattributesfrom theirdefaultvaluesto the

desiredvalues.Onamulti-threadedsystemthiscanbeaproblembecausethedefaultvalue

for protectionis read-write.Thus,whenestablishinga read-onlymappingof a file there

is a brief window — betweenthetime themappingis established(with thedefault protec-

tion) andthetimethesystemwrite-protectsthemapping— wherethemapis unlockedand

couldbeaccessedby anotherthread,thusallowing it to by-passsystemsecurity.

UVM alsoprovidesa correspondinguvm unmap call. The unmapcall hasbeen

restructuredsothatit holdsthelock on a mapfor a shorteramountof time thanthecorre-

spondingBSDVM unmapcall.

For featuressuchaspageloanoutandmapentrypassing,new maprelatedfunctions

hadto bewritten. Thesefunctionsperforma varietyof tasksincluding:

� reservinga blockof virtual memoryin amapfor lateruse.

� extractinga list of mapentriesfrom amap.Theextractedlist caneitherbeacopy of

themapentriesin thesourcemapor theactualmapentriesfrom thesourcemap(in

whichcasethemappingsarebeingremovedfrom thesourcemap).
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� replacinga mapentry that is reservinga block of virtual addressspacewith a new

setof mapentries.

� extractingpagesfor loanout.Thetwo-level structureof theamaplayermakesit easy

to do this. To extractthepages,theloanout routineonly needsto look in oneof two

placesfor eachpagebeingloaned,ascomparedto theBSDVM whereloanoutcode

wouldhave to walk theobjectchainsfor eachpageit wishedto loan.

3.3.4 UVM Objects

Therole of a uvm object in UVM is somewhatdifferentthantheroleof a vm object

in BSD VM. In BSD VM, the objectstructureis considereda stand-alonestructureun-

der the completecontrol of the VM system.The BSD VM systemhasfull control over

whenvm object structuresareallocated,whenthey canbe referenced,andhow they

canbe used. In UVM, the uvm object is considereda secondarystructure. It is usu-

ally embeddedwithin somelargerstructurein orderto provide theVM systema “handle”

for memory-mappingthestructure.All operationsperformedona UVM objectarerouted

throughtheobject’s pageroperations.TheBSD VM systemhasfunctionsthatoperatedi-

rectly on VM objects.For example,in BSD VM therearefunctionsto createnew shadow

objects,collapseobjectchains,adjustthe objectcache,andchangethe protectionof an

object’s pages.In UVM thereareno suchfunctions: they have eitherbeenmovedto the

pager, or in thecaseof functionsrelatingto objectchainingandtheobjectcache,they have

beenremovedall together.

Thus, UVM’ s uvm object structureshown in Figure 3.3 is simpler than BSD

VM’ s vm object structure.It containsa spin lock, a pointerto its uvm pagerops , a

list of pagesbelongingto it, thenumberof pagesbelongingto it, anda referencecounter.

Thereare no shadow object pointers,copy object pointers,or object cachepointersin

UVM.

3.3.5 AnonymousMemory Structures

UVM has three anonymousmemory relateddatastructures:arefs, amaps,and anons.

UVM’ s anonymousmemoryhandlingwill be examinedin detail in Chapter4, so only

abrief discussionof it will beincludedhere.
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Figure3.3: TheUVM objectstructure

Map entrystructurescontainarefstructures.Eacharefcanpoint to anamapstruc-

ture. Theamapstructureformsthetop layerof UVM’ s two-layeredvirtual memorymap-

ping scheme,andtheuvm object formsthebackinglayer. Eachamapcancontainone

or moreanonstructures.Eachanonrepresentsa pageof anonymousvirtual memory. An

anon’s datacaneitherbe residentin a pageof physicalmemory(in which casethe anon

hasa pointerto thecorrespondingvm page structure),or it canbepagedout to theswap

areaof the disk (in which casethe anoncontainsthe index into the swap areawherethe

datais located).

Copy-on-write is achieved in UVM using the amaplayer. Copy-on-write datais

originally mappedin read-onlyfrom a backinguvm object . Whencopy-on-writedata

is first written,thepagefault routineallocatesanew anonwith anew page,copiesthedata

from the uvm object ’s pageinto the new page,andtheninstallsthe anonin the amap

for thatmapping.WhenUVM’ sfault routinecopiescopy-on-writedatafrom alower-layer

uvm object into an upper-layer anonit is calleda “promotion.” Oncecopy-on-write

datahasbeenpromotedto the amaplayer, it becomesanonymousmemory. Anonymous

memoryalsocanbesubjectto thecopy-on-writeoperation.An anoncanbecopy-on-write

copiedby write-protectingits dataandaddingareferenceto theanon.Whenthepagefault

routinedetectsa write to ananonwith a referencecountgreaterthanone,it will copy-on-

write theanon.

Theintroductionof theamaplayerandtheremoval of objectchaininghadasignif-

icanteffecton thehandlingof pagefault routines,andthusthepagefault routinehadto be

rewrittenfrom scratch.This is becausein theBSDVM whenapagefaultoccurstheobject

chainsmustbetraversed.But in UVM, ratherthanstartlookingdirectlyatVM objects(or

objectchains)the fault routinefirst looksat theamaplayer to seeif theneededpagesare

there. If thereis no pagein the amaplayer, thenthe underlyingobjectis asked for it. If

the underlyingobjectdoesn’t have the neededdata,thenthe fault routinefails. Thus,in
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UVM’ sfault routine,thereareonly two placesto checkfor dataandnoshadow linkedlists

have to betraversedor managed.

The amapconceptwas first introducedin the SunOS4VM system[28, 46]. In

UVM, theSunOSamapconceptwasenhanced,andthenadaptedfor themoreMach-like

environmentprovidedby UVM. Amapsandanonsmayalsobeusedfor pageloanoutand

pagetransfer.

3.3.6 PagerOperations

The uvm pagerops structuredefinesthe setof operationsthat canbe performedon a

uvm object structure.Eachuvm object hasa pointerto its pageroperations.This is

differentfrom the BSD VM systemin which the vm object structurehada pointerto

a vm pager , andthatvm pager structurehada pointerto a setof pageroperations.In

UVM the extra vm pager layer hasbeeneliminatedanda new setof pageroperations

have beencreated.UVM’ s pageroperationsincludefunctionssuchasonesthat addand

dropreferencesto auvm object andfunctionsthatgetandputpagesfrom backingstore.

DetailsonUVM’ spageroperationscanbefoundin Chapter6.

3.3.7 Pages

In UVM, thevm page structurehasbeenupdatedfor amap-basedanonymousmemoryand

for pageloanout.In theBSD VM system,anallocatedpageof memorycanbeassociated

with avm object . Thatobjectcouldbeanormalobject,or it couldbeashadow or copy

objectthatwascreatedaspartof a copy-on-writeoperation.In contrast,in UVM a page

canbeassociatedwith eitherauvm object or ananonstructure.

For pageloanout,a loancounterhasbeenaddedto eachpagestructure.A pageis

loanedout if it hasa non-zeroloancount.Oneof thechallengesfacedwhendesigningthe

pageloanoutsystemwasto determinehow to handlecaseswheretheVM systemwantsto

do somethingto a pagethat is currentlyon loan. Often this will requirethat the loan be

“broken.” If a processor the kerneltries to modify a loanedpage,thenthe loanmustbe

broken. If memorybecomesscarceandthe VM systemwantsto pageouta loanedpage,

thentheloanmustbebroken.If theVM systemtriesto freeor flushouta loanedpagethen

the loan mustbe broken. All thesecasesmustbe handledproperlyby the pageloanout

code,or datacorruptionwill result. Thus,theadditionof the loancountto thevm page

structurewascritical in gettingloanoutto work properly.
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Table3.1: Changesfrom BSD VM. The “extentof change”valuesare: new (new code),
replaced(totally rewritten code),revised(samebasicdesignasBSD VM, but revisedand
improvedfor UVM), adjusted(samebasicdesignasBSD VM with minor cleanups),re-
moved(BSDlayerremovedfromUVM). EachfunctioncorrespondstoaUVM source-code
file.

Function Extent of Change Description
amap new anonymousmemorymapmanagement
aobj replaced anonymous memory object pager, replaces

thedefaultpagerof BSDVM.
device replaced device pagerthatconformsto thenew UVM

pagerinterface
fault replaced page fault handler that handles the new

anonymousmemorylayer
init adjusted VM startuproutine
km revised kernelmemorymanagement,revisedfor new

UVM pagerandmemorymappinginterfaces
loan new pageloaning— new UVM feature
map new/adjusted memory mappingroutines— new features

includemapentrypassingandrelatedsupport
functions

mapi/o new mapI/O function(allows readsandwritesto
amap)

mmap replaced/adjusted mmapsystemcall replaced,otherrelatedsys-
temcallsadjusted

object removed objectmanagementcode,obsoleteduetonew
UVM pagerand anonymous memory han-
dling

page revised page management,revised for new non-
contiguousphysicalmemoryhandling

pager replaced/revised pagerinterface— BSDVM’ spagerstructure
hasbeenremoved and the pageroperations
revised

pdaemon revised thepageoutdaemon,revisedfor new anony-
mousmemoryhandling

swap adjusted NetBSDspecificswap-spacemanagement
vnode revised vnodepager, revised for UVM pagerinter-

face
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Table3.2: Issuesaddressedby UVM andthesectionsof thisdissertationthataddressthem.
The issuesare groupedinto eight categories: general,anonymousmemory, pagefault,
pager, page,map,pmap,andtoolsandimplementationmethods.

Category Issue Section Description
general locking 3.3.2 designof anew lockingschemethattakes

into accountUVM datastructurechanges
andrestoresfine-grainlockingdroppedin
BSDVM

anonymous
memory

amap 4 designof anew anonymousmemorysys-
tembasedon theamapideafrom SunOS
4 with UVM improvements

inheritance 4.7 a problem facedwhen trying to get an
amap-basedanonymousmemorysystem
to support Mach-style memory inheri-
tanceduringa fork operation

stack allo-
cation

8.1 amemory-usageproblemfacedwhentry-
ing to useBSD-stylestackallocationwith
an amap-basedanonymousmemorysys-
tem

partial un-
map mem-
ory leak

4.3.2 design of a new schemefor releasing
anonymous memory associatedwith a
map entry when that map entry is only
partiallyunmapped.

pagefault fault 5 designof a new pagefault handlerthat
usesamap-basedanonymousmemoryfor
copy-on-write rather than Mach object
chainsandalsoattemptsto reducefuture
faultsby takinginto accountthememory
usageof thefaultingprocess

pager pager 6 designof a new pagerinterfacethat re-
moves an unnecessarylayer (the Mach
VM pagerlayer) and changesthe inter-
face to backingstore to match the new
amap-basedanonymousmemorysystem
andto give thepagermorepowerover its
pages

clustered
pageout

8.2 anew designthatallowsthepagedaemon
to dynamicallyclusteranonymousmem-
ory being pagedout into large chunks,
thusreducingpageoutoverhead
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Table3.2: (continued)

Category Issue Section Description
fictitious
device
pages

8.4 redesignof the device pagerto use the
new pager fault interface so that it no
longer needsto createand pass“ficti-
tious” vm page structuresup to the rest
of theVM

aobjpager 8.3 designof anew pagerthatsupportsUVM
objects that are backed by anonymous
memory;thispageris usedto provide the
SystemV sharedmemoryinterface,and
alsoto supportpageablekernelmemory

vnode
pager

8.5 redesignof the vnodepagerto allow the
kernel’s vnodesystemto control theper-
sistenceof vnode VM data rather than
have it donebothby theVM andthevn-
odesystems

vnodesync 8.5.3 improvedthedesignof thememorysync
code to only considervnodesthat have
writable pagesratherthanall vnodeson
thesystem

asyncI/O 6.3.3 redesignof the asynchronousI/O inter-
faceto cleanup its handling

page loanout 7.1 a new design that lets virtual memory
pagesbe read-only“loaned” to the ker-
nel or to otherprocesses(in the form of
anonymousmemory)without disrupting
thenormaloperationof theVM system

transfer 7.2 anew designthatallowsotherkernelsub-
systemsto donatetheir pagesto the VM
system;thesepagesbecomeanonymous
memory and can be mappedinto pro-
cesses

VM
startup

8.12 design of a new VM startup proce-
dure that hasa unified way of handling
contiguousand non-contiguousphysical
memoryandreducesthenumberof boot-
timestatically-allocateddatastructures

new page
flags

8.11 a designcleanupof the pageflagsto re-
ducethenumberof flagsandmoreclearly
definetheir locking
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Table3.2: (continued)

Category Issue Section Description
map map entry

passing
7.3 designof amapentrypassingsystemthat

allowsvirtual memoryto easilybepassed
betweenprocessesin a numberof ways

map ex-
traction

7.3.2 designof a mapentryextractionfunction
thatallows mapentrypassingandI/O on
a map; this is usedfor the ptrace sys-
tem call and for the processfilesystem
(procfs)

mapping 8.6 redesignof the mappinginterfaceto use
a single function that provides all nec-
essaryfeaturesandreducesthe needfor
laterVM calls

unmap 8.7 redesignof thememoryunmappingfunc-
tionssothat they only hold themaplock
duringaddressspacechanges,not during
referencedrops

kernel
memory
manage-
ment

8.8 adjustedkernel memory allocation and
managementfunctionsto take advantage
of the featuresof the new memorymap-
ping function

wired
memory

8.9 revisedthehandlingof wired memoryto
reducemap entry fragmentationboth in
thekernelandin userprocesses

buffer map 8.10.1 redesignedthe memoryallocationof the
BSD buffer cacheto eliminatethe need
for buffer map; this reducesthenum-
berof staticallyallocatedmapentrystruc-
tures

pmap new i386
pmap

8.14 rewrite of the i386 MD pmapmoduleto
better managememory and incorporate
improvementsfrom other operatingsys-
temssuchasFreeBSD

new pmap
interface

8.13 minor designmodificationsto the pmap
interface to better supportpageloaning
andcleanup theinterface(PMAP NEW)

toolsandimple-
mentationmeth-
ods

UVM his-
tory

9.2 a tool that keepsa running log of func-
tions called during the operationof the
VM system
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Table3.2: (continued)

Category Issue Section Description
VM status
system
calls

9.4 a system call that allows an applica-
tion to get the statusof the VM system
without needingaccessto /dev/kmem ;
twosampleapplicationsareincludedwith
UVM: onetext based,andoneX11 based

redundant
calls

9.2.2 discussionof the use of UVM debug-
ging tools used in the detectionof re-
dundantVM calls in the BSD kernel’s
fork/exec/exit path

amapover-
allocate

9.2.3 discussionthe use of UVM debugging
tools in the detectionof the amapover-
allocationproblemandthesolutionto it

UVM ddb
commands

9.3 discussionof the improvementsmadeto
ddb,theBSDkerneldebugger, in orderto
helpdebugvirtualmemoryproblems;this
includesnew featuressuchasbusy-page
ownershiptracking

old mmap
calls

8.10.2 discussionof the needto detectand re-
moveold MAP FILE mmapsystemcalls

3.4 RelatedWork

In this sectionwe presentanoverview of researchthat is relatedto UVM. Suchwork can

bedividedinto two categories:

1. researchon thedesignandimplementationof othervirtual memorysystems.

2. researchon I/O andIPC subsystemsthattake advantageof virtual memoryservices

to improveperformance.

Wewill examinerelatedwork in bothcategories.

3.4.1 Other Virtual Memory Systems

In this sectionwe examinethestructureof othervirtual memorysystemsandexaminethe

setof featuresthatthey provide. NotethattheBSD VM systemwasdescribedin detail in

Chapter2.
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The Mach Virtual Memory System

TheMachvirtual memorysystemis usedfor memorymanagementandIPC in theMach

micro kerneldevelopedat Carnegie Mellon University[4, 57, 64, 71, 72]. TheBSD VM

systemisasimplifiedversionof theMachvirtualmemorysystem.BSDVM andMachVM

bothusethesamemappingstructureto mapprocessesaddressspace,shadow andcopy ob-

ject chainsfor copy-on-writememory, anda map-basedmachine-dependentvirtual mem-

ory layer. However, MachVM differsfrom BSDVM in theareasof pagersupportandIPC

datamovement.Thesedifferencesmake virtual memorymanagementunderMachmuch

morecomplex thanmanagingmemoryunderBSD.

Machis a microkernel.This meansthatonly thecoreaspectsof theoperatingsys-

tem areactuallypart of the kernel. Theseservicesincludevirtual memorymanagement,

interprocesscommunication,andtaskscheduling.All otheraspectsof theoperatingsys-

temsuchasprotocolprocessing,filesystems,pagers,andsystemcall handlinghave been

pushedout into separate“server” processes.Processescommunicatewith thekerneland

eachotherby sendingmessagesto eachotherusingMachmessagepassingIPC.Thegoal

behindthisstructureis toenforcemodularityontheoperatingsystemandtoeasedebugging

by allowing theMachserversto bedebuggedwithout theneedto rebootthemicrokernel.

Messagepassing. Becauseof thenumberof server processesneededto provide a

usefuloperatingsystemtheperformanceof Machis greatlydependenton theperformance

of its messagepassingmechanism.Mach messagepassingoperatesin oneof two ways.

If the messageis small, thenthe datais copiedinto a kernelbuffer andthencopiedout

to therecipient.However, if themessageis large thenthevirtual memorysystemis used

to transferthe message’s data. Sincethe datatravelsseparatelyfrom the messagethis is

calledan“out-of-line” message.

Out-of-linemessagesaretransferredbetweenaddressspacesusingavirtualmemory

datastructurecalledacopymap. In thiscontext acopy mapcanbethoughtof asavm map

thatis not associatedwith any process.To sendaMachmessage,thevirtual addressspace

containingthemessageis copy-on-writecopiedinto the copy mapusingMach’s shadow

and copy objects. The copy map is then passedto the recipientof the message.The

recipientthencopiesthemessageto its addressspace.This mechanismis similar to using

thecopy-on-writefeatureof UVM’ smapentrypassingmechanism.

The out-of-line messagepassingfacility was found to be too expensive in a net-

working environmentdueto thehigh overheadof Machvirtual memoryobjectoperations

[4]. To solve thisproblem,thecopy mapwasmodified.Insteadof justbeingableto trans-

fer a list of mapentries,thecopy objectwasoverloadedto alsobeableto transfera list of
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vm page structures.This reducestheoverheadof sendingdataover a network. To send

a messagewith this mechanismthedatapagesarefaultedin, markedbusy, andput in the

pagelist of thecopy map. Thecopy mapis thenpassedto thenetworking systemwhich

transmitsthe pagesandthenclearsthe busy bit. The pagesaremarked busy while they

arein transit,sothey cannotbemodifieduntil thenetwork operationis complete.Further

optimizationsto this approachallow pagesto be“pinned” in memoryfor somecases,but

for othercasesthe datahasto be “stolen” (i.e. copiedinto a freshly allocatedpage). A

copy mapmaycontainonly alimited numberof pages.If themessagecontainsmorepages

thanwill fit in acopy map,thena “continuation”is used.A continuationis acall backthat

allows thenext setof pagesto beloadedinto acopy map.

External pagers. Another featureof Mach is externalpagers. In BSD VM all

pagersarecompiledinto thekernelandaretrusted.Machallows a userprocess(possibly

aMach“server”) to actasapagerfor a vm object . WhenMach’s pagedaemonwantsto

pageouta pagethatis managedby anexternalpagerit hasto sendthatpagera messageto

pageoutthepage.Sincethepageris anuntrusteduserprocessit maydecideto ignorethe

pagedaemon’s pageoutrequest,thuscreatinganunfair situation.To addressthis problem,

thecopy mapstructurewasmodifiedto containapointerto acopy mapcopy object.When

the pagedaemonwantsto pageout a pageof memorymanagedby an untrustedexternal

pagerit allocatesa new copy mapanda new vm object to actasthatcopy map’s copy

object. Thepagesto bepagedout aretheninsertedinto the copy map’s copy objectand

thecopy mapis passedto theexternalpager. Thecopy map’s copy objectis managedby

thedefault pager. Thedefault pageris a trustedpagerthat is partof thekernelandpages

anonymousmemoryoutto theswapareaof disk. So,if anexternalpagerignoresapageout

requestfrom thepagedaemonits pageswill getpagedoutby thedefault pagerthroughthe

copy map’s copy object.Notethat this createsa problem:thepagesto bepagedout have

to belongto boththevm object thatbelongsto theexternalpagerandto thecopy map’s

copy object.Machsolvesthisproblemby allowingpagesto be“doublemapped.” A double

mappedpageis a pageof physicalmemorythathastwo or morevm page structuresthat

refer to it. In our example,the main vm page will belongto the externally managed

objectandthesecondvm page belongsto thecopy map’s copy object.Notethatneither

BSDVM norUVM needor allow doublemappedpages.In BSDVM thereis aone-to-one

correspondencebetweenavm page andapageof physicalmemory.

In currentversionsof Machacopy mapcancontainoneof four possibleitems:

� a list of mapentries(likeanormalmap)
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� acopy object

� a list of pages

� apointerto anareaof kernelmemory

Therearea numberof functionsthatconvert copy mapsbetweenthesefour formats(but

notall conversionsaresupported).

Fictitious pages.Machalsomakesheavy useof fictitious pages.A fictitious page

is a vm page structurethathasnophysicalmemoryallocatedto it. Thesepagesareoften

usedas busy-pageplaceholdersto temporarilyblock accessto certaindatastructures.

Machfreelymovesphysicalmemorybetweennormalpagesandfictitiouspages,sonormal

pagescaneasilybecomefictitiousandvice-versa.

MachVM suffersfrom thesamesortof problemsthatBSDVM does.It hasacom-

plex multi-level object-chainingbasedcopy-on-writeandmappingmechanism.It doesnot

allow pagesto besharedcopy-on-writewithout usingthis mechanism.Thus,it is difficult

to have page-level granularitywithout theextra overheadof allocatingnumerousobjects.

This combinedwith its pagewiring mechanismcanleadto mapentry fragmentation.It

alsosuffersfrom thesamepartialunmapswap-memoryleakproblemthatBSDVM does.

The FreeBSDVirtual Memory System

TheFreeBSDvirtual memorysystemis animprovedversionof theBSDVM system[25].

Oneof themainemphasesof work on theFreeBSDVM systemis ensuringthatFreeBSD

performswell underload. Thus,FreeBSDis a popularoperatingsystemfor network and

file servers.

Work on FreeBSDVM hasfocusedon a numberof areasincluding simplifying

datastructuremanagement,datacaching,andefficientpagingalgorithms.FreeBSDVM’ s

datastructuresaresimilar to BSD VM’ s datastructures,althoughsomestructureshave

beeneliminated. For example,FreeBSDVM no longer hassharemapsor copy object

chains. Sinceneitherof theseare neededto provide a Unix-like virtual memoryenvi-

ronmenttheir eliminationreducesthe complexity of FreeBSDVM. While FreeBSDre-

tainsMach-styleshadow objectchainingfor copy-on-write,theswapmemoryleaksasso-

ciatedwith BSDVM’ s poorhandlingof theobjectcollapseproblemhavebeenaddressed.

FreeBSDhassuccessfullymergedtheVM datacachewith theUnix-stylebuffer cachethus

allowing VM andI/O to take betteradvantageof availablememory. FreeBSD’s paging
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algorithmsuseclusteredI/O whenpossibleandattemptto optimizeread-aheadandpa-

geoutoperationsto minimize VM I/O overhead.Thesepagingalgorithmscontribute to

FreeBSD’s goodperformanceunderload.

FreeBSD’s improvementsto objectchainingproducesimilarperformanceimprove-

mentsasUVM’ seliminationof objectchaining,howeverthecomplexitiesof objectchain-

ing remainin FreeBSD.Many of FreeBSD’s improvementsin the areasof datacaching

andpagingalgorithmsareapplicableto UVM, thusFreeBSDwill bea goodreferencefor

futurework on UVM in theseareas.FreeBSDdoesnot have UVM-style featuressuchas

pageloanoutandpagetransfer. Thesefeaturescouldbeaddedto FreeBSDwith somedif-

ficulty, alternatively objectchainingcouldbeeliminatedfrom FreeBSDandUVM features

added.

The SunOS/SolarisVirtual Memory System

TheSunOS4virtual memorysystemis a modernVM systemthatwasdesignedto replace

the4.3BSDVM systemthatappearedin SunOS3[28, 46]. This virtual memorysystemis

alsousedby Sun’s Solarisoperatingsystem.

Thebasicstructureof theSunOSvirtual memorysystemis similar to thestructure

of BSD VM. Thekernelandeachprocesson thesystemhave anaddressspacethat is de-

scribedby anas structure.Theas structurecontainsa list of currentlymappedregions

calledsegments.Eachsegmentis describedby a seg structure.Theseg structurecon-

tainsits startingvirtual address,its size,a pointerto a “segmentdriver” anda pointerto

theobjectmappedinto thatsegment.A segmentdriver is a standardsetof functionsthat

performoperationson a memorymappedobject. SunOS’s as andseg structurecorre-

spondto BSD VM’ s vm mapandvm map entry structures.TheSunOSsegmentdriver

correspondsto BSD VM pageroperations. The SunOSmappedobject correspondsto

BSD VM’ s vm object structure.OncedifferencebetweenSunOSVM andBSD VM is

thatin SunOStheformatof thememoryobjectstructureis privateto theobject’s segment

driver. Thus,thepointerto thememoryobjectin theseg structureis a void pointer. This

forcesthe pointer to the segmentdriver function to be in the seg structure. BSD VM

storesthepointerto its pageroperationstructureoff of its vm object structure(through

thevm pager ). Both SunOSVM andBSD VM have “page” structuresthatareallocated

for eachpageof physicalmemoryatVM startuptime.

Thedivisionof laborbetweenthepageroperationsandthehigh-level VM in SunOS

VM is differentfrom BSD VM. In SunOSalmostall high-level decisionsaredeligatedto

the segmentdriver, while in BSD VM the high-level VM handlesmostof the work and
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only referencesthepagerif datatransferis neededbetweenphysicalmemoryandbacking

store.For example,in BSD VM thehigh-level fault routinecallsthepagerto fetcha page

from backingstore.It thengoesonto handlecopy-on-writeandmappingthenew pageinto

thefaultingaddressspace.In contrast,thehigh-level SunOSVM fault routinedetermines

which segmentthe pagefault occurredin andcalls that segmentdriver’s fault routineto

resolve the fault. Issuessuchascopy-on-writeandmemorymappingin the faultingpage

mustarehandledby thesegmentdriver, not thehigh-level fault routine.

Both BSD VM andSunOSVM take a similar approachto dividing the machine-

dependentandmachine-independentaspectsof thevirtual memorysystem.SunOShasa

machine-dependentlayercalledthehardwareaddresstranslation(HAT) layer. TheSunOS

HAT layercorrespondsto theBSDVM pmaplayer.

SunOSVM managescopy-on-write and anonymousmemorythroughthe useof

amapsandanons.In UVM, theSunOSamapconceptwasenhanced,andthenadaptedfor

the moreMach-like environmentprovided by UVM. In SunOSamapsarenot a general

purposeVM abstractionasthey arein UVM. SunOSamapscanonly beusedby segment

drivers that explicitly allow amapsto be used. Oncesuchsegmentdriver is the vnode

segmentdriver. In SunOSareasof memorythat aremappedsharedmustalwaysremain

sharedandareasof memorythataremappedcopy-on-writemustalwaysremaincopy-on-

write. Thus,SunOScannotsupportMach-stylememoryinheritanceor certaintypesof

mapentrypassing.UVM hasno suchrestriction.SunOS’s amapimplementationdoesnot

appearto supportUVM-style quick traversalor deferredamapallocationduringa fork.

One improvementintroducedto SunOSVM in Solarisis the introductionof the

“virtual swap file system”[13]. In SunOS4eachanonon the systemwasstaticallyas-

signeda pageoutlocationin thesystem’s swaparea.This forcedthesizeof theswaparea

to begreaterthanor equalto thesizeof mainmemory. Thevirtual swapfile systemallows

thebackingstoreof ananonto bedynamicallyassigned.UVM hasdynamicallyassigned

backingstorefor anonymousmemoryaswell, but afilesystemabstractionis notnecessary,

andthusis notused.Furthermore,UVM extendsthis ideato implementaggressively clus-

teredanonymousmemorypageout.In thisform of pageoutaclusterof anonymousmemory

is dynamicallyassigneda contiguousblock of backingstoresothat it canbepagedout in

asingleI/O operation.

SunOSVM currentlydoesnot provide UVM-lik e featuressuchaspageloanout,

pagetransfer, andmapentrypassing.Thus,for bulk datatransferunderSunOSonewould

have to usetraditionalmechanismssuchasdatacopying. However, SunOS’s anon-style
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anonymousmemorysystemandmodulardesignwouldeasetheimplementationof UVM-

stylefeatures.

The Linux Virtual Memory System

Linux is a popularfree Unix-like operatingsystemwritten by Linus Torvalds [66]. We

examinedthe virtual memorysystemthat appearsin what is currently the most recent

versionof Linux (version2.1.106).

In Linux, the kernelandeachprocesshasan addressspacethat is describedby a

mmstruct structure.Themmstruct structurecontainsapointerto asortedlinkedlist

of vm area struct structuresthatdescribemappedregionsin theaddressspace.Each

mappedareaof memoryhasasetof flags,anoffset,andapointerto thefile thatis mapped

into thatarea.Eachpageof physicalmemoryhasacorrespondingpage structure.

VM Layering. Linux VM’ s machine-dependent/machine-independentlayeringis

quitedifferentfrom eitherSunOSVM or BSD VM. In BSD VM themachine-dependent

pmapmoduleprovidesthemachine-independentVM codewith asetof functionsthatadd,

remove, and changelow-level mappingsof pages. In Linux, the machine-independent

codeexpectsthemachine-dependentcodeto provide a setof pagetablesfor a three-level

forward mappedMMU. The machine-independentcodereadsandwritesentriesto these

pagetablesusingmachine-dependentfunctions(or macros).For machineswhoseMMU

matchestheLinux machine-independentmodelthemachine-dependentcodecanarrange

for the machine-independentcodeto write directly into the real pagetables. However,

machineswhoseMMU doesnot matchtheLinux three-level MMU machine-independent

modelmustbothemulatethisstyleMMU for themachine-independentcodeandinternally

translateMMU requeststo thenativeMMU format.An unfortunateresultof this arrange-

mentis thathooksfor machine-dependentcacheandTLB flushingmustappearthroughout

themachine-independentcode. In SunOSandBSD VM suchmachine-dependentdetails

cansafelybehiddenbehindtheHAT/pmaplayer. Anotherunfortunateresultof this struc-

ture is that all machine-independentvirtual memoryoperationsthat operateon a range

of virtual addressesmustbe preparedto walk all threepagetablelevels of the machine-

independentMMU model.

Linux requiresthattheentirecontentsof physicalmemorybecontiguouslymapped

into the kernel’s addressspace.Thus,the kernel’s virtual addressspacemustbe at least

aslarge asphysicalmemory. By mappingall physicalmemoryinto the kernel’s address

spaceLinux canaccessany pageof memorywithouthaving to mapit in. It canalsoeasily

translatebetweenpage structurepointersandphysicaladdresses.
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Copy-on-write. Linux handlescopy-on-writeasfollows. First,eachpageof mem-

ory hasa referencecounter. Eachmappingof thepagecountsasa reference.Also, pages

appearingin the buffer cachealsohave an reference.Thusany pagethat is mappedin

directly from a file will have a referencecountof at leasttwo. Any pagewhosereference

count is greaterthanor equalto two is considered“shared.” Copy-on-write memoryis

identifiedby acopy-on-writeflagin thevm area struct structurethatmapstheregion.

Thefirst read-fault thatoccurson a copy-on-writeareaof memorywill causethebacking

file’s pageto bemappedin read-only. Whena write-fault occurson a copy-on-writearea

of region thefaultingpage’s referencecountis checkedto seeif thepageis shared.If so,

thena new pageis allocated(with a referencecountof one),thedatafrom theold pageis

copiedto thenew page,andthenew pageis mappedin. If a processwith a copy-on-write

regionforks,thecopy-on-writeregion is write protectedandthereferencecounterfor each

mappedpageis incremented.Thiscausesfuturewrite-faultsto performacopy-on-write.

Copy-on-write memorycanbe pagedout to swap. The swap areais divided into

page-sizedblocks.Eachblockhasa referencecounterthatsayshow many pagetablesare

referencingit so theswapsubsystemknows whenit is no longerin use. To pagea copy-

on-writepageout to swapthepage’s PTEis replacedwith an invalid PTEcontainingthe

addresson swapwherethedatais locatedandthepageis placedin the“swap” file object.

Thepage’s offsetis setto theaddressof its locationonswap.Whenall PTEspointingto a

copy-on-writepageareinvalidatedthepageis removedfrom theswapfile andobjectand

freedfor reuse.NotethatLinux attemptsto placesuccessiveswapblockallocationsin the

sameareaof swapto reduceI/O overhead(but it appearsto write to swappage-at-a-time).

Whena processreferencesa pagewho’sPTEhasbeenmodifiedto point to anarea

of swapa pagefault is generated.Thepagefault routineextractsthe locationof thepage

onswapfrom thePTEandsearchestheswapfile objectto seeif thepageis still resident.If

so,thepageis mappedin. If thefault is awrite fault, theswapblock is freedsincethedata

will bemodified.If thepageis not residentin theswapfile objecta new pageis allocated,

addedto the swap file objectat the appropriateoffset, andreadin from swap. Thenthe

pagecanbemappedasbefore.

Pagetables.Notethatin aHAT or pmapbasedVM system,theinformationstored

in the hardware pagetablescan safelybe thrown away becauseit can be easily recon-

structedbasedon informationin theaddressspaceor mapstructure.Systemsthatusethis

approachwill often call on the HAT or pmaplayer to free memorywhena processgets

swappedoutor memorybecomesscarce.However, in Linux thepagetablesarebeingused

to storeswaplocationinformation,andthustheinformationcontainedwithin themcannot



65

befreed. Oneway to allow suchmemoryto befreedis to allow certainpagetablesto be

pagedout themselvesasin Windows-NT[62], howeverLinux currentlydoesnotappearto

supportthis.

Linux, likeSunOS,doesnotsupportthesharingof copy-on-writememoryor mem-

ory inheritance. Additionally, sinceLinux storescopy-on-write statein its pagetables,

operationssuchasmapentrypassingcouldbeexpensivesincethey couldrequiretravers-

ing all the pagetable entriesfor a mappedregion as well as the high-level map in the

mmstruct . Linux doeshavesomesupportfor remappingmemorywithin aprocess.The

non-standardmremap systemcall is usedby someversionsof Linux’s malloc memory

allocatorto resizeits heap.Themremap systemcall takesarangeof mappedmemoryand

changesits size. If thenew sizeis smallerthantheold, thentheextra memoryis simply

unmapped.If thenew sizeis largerthantheold andthereis roomto grow theallocationin

place,thenmremap doesso. However, if thereis not enoughroom,thenmremap moves

themappedmemoryto a new locationthat is largeenoughfor thenew size. Thecurrent

versionof mremap hastwo limitations: it will not work acrossVM areaboundariesand

it doesnot handledwired memoryproperly. Additionally, themremap systemcall hasan

interestingsideeffect. If theregion of memorybeingremappedpointsto a file ratherthan

azero-fill areamemoryandthesizeof theregion is beingincreasedthentheamountof the

file mappedis increased.This mayhavesecurityimplicationsbecauseit is giving theuser

theability to changea file’s mappingwithout theneedfor a valid openfile descriptoron

thatfile. Sincesucha featureis not necessaryfor malloc it couldeasilyberemovedif it

is determinedto beaproblem.

The Windows-NT Virtual Memory System

Windows-NT is the most advancedof Windows operatingsystemfrom Microsoft [62].

Although not a Unix-style operatingsystem,NT’s virtual memorysystemsharesmany

aspectsof suchsystems.UnderNT, eachprocesshasits own privatevirtual addressspace

that is describedby a list of virtual addressspacedescriptors(VADs). Unlike BSD VM’ s

mapentrystructures,which areorganizedasa sortedlinked list, VADs arearrangedin a

selfbalancingbinarytreedatastructure.EachVAD containsaprotectionandpointerto the

sectionobjectthatit maps.A sectionobjectis theNT-internalnamefor amemorymapped

file.

Memory allocation. NT allows processesto allocateanddeallocatememoryin

their addressspacesin two phases.Virtual memorycanbe“reserved” by addinganentry

to the VAD list. Reserved virtual memorymust remainunuseduntil it is “committed”
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by associatingit with a mappedmemoryobject. Processescan“decommit” and “free”

memorywhen it is no longer needed. This two-phasesystemis usedby NT for stack

allocation.NT alsoallows processesto reserve andcommitmemorywith a singlesystem

call.

Pagetable and pagemanagement.NT’s managementof pagestablesis similar

to the way Linux’s VM managesthem. But unlike Linux, which assumesa threelevel

MMU structure,NT assumesatwo-level MMU structure.If thehardwaredoesnotdirectly

supportsucha pagetablestructure,thenthemachine-dependentNT hardwareabstraction

layer(HAL) musttranslatebetweentwo-level pagetablesandthenativeMMU format.

NT alsomaintainsapageframedatabase(PFNdatabase)thatcontainsonedatabase

entry for eachpageof physicalmemoryon the system. An entry in the PFN database

containsa share(reference)count, the physicaladdressof the page,and the restof the

page’scurrentstate.

Prototype PTEs. NT managespagesthat may be sharedthrougha mechanism

called“prototypePTEs.” UnderNT memorycanbesharedeitherthroughsharedmemory

mappingsor copy-on-write memorymappings(beforethe write occurs). Eachmemory

mappedsectionobjecthasanarrayof prototypePTEsassociatedwith it. Theseprototype

PTEsareusedto determinethelocationof eachpagethatthesectionobjectcontains.Such

pagescouldberesident,zero-fill, or ondisk. While theformatof prototypePTEsis similar

to theformatusedin realPTEs,prototypePTEsareonly usedto keeptrackcurrentlocation

of a pageof memoryandnever actuallyappearin realpagetables.For example,whena

memorymappedpageis first faultedon, NT first checksthe pagetablesof the faulting

processto determinethePTEof thepagethatcausedthefault. Sincethis is thefirst time

thepageis beingfaulted,thePTEcontainsno usefulinformation,soNT checkstheVAD

list to determinewhich sectionobject is mappedinto the faulting virtual address.Once

thesectionobjectis found,theprototypePTEentryfor thefaultingpageis located.If the

prototypePTE indicatesthat the pageis residentin physicalmemory, thenthe prototype

entry is copiedinto the faultingprocess’pagetablewith theprotectionsetappropriately.

Thereferencecounterfor thepagein thePFNdatabaseis alsoincremented.If theprototype

PTEdoesnot point to physicalmemorythenit will eitherpoint to a page-sizedblock of a

swapfile or normalfile, or it will indicatethatthepageshouldbezero-filled.

Whena pageof physicalmemoryis removedfrom a process’addressspaceby the

NT pagedaemonthe PFN database’s referencecounterfor that pageis decrementedand

the process’PTE mappingthe pageis replacedwith a pointer to the prototypePTE for

thatpage.This pointeris treatedasan invalid PTEby thehardware. If thePFNdatabase
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referencecounterreacheszero,thenpageof physicalmemoryis no longerbeingmapped

andit canberecycled. This referencecounteris alsousedduringa copy-on-writefault to

determineif acopy needsto occur.

NT doesnot supportthesharingof copy-on-writememoryor memoryinheritance.

Additionally, sinceNT, likeLinux, storescopy-on-writestatein its pagetables,operations

suchasmapentry passingcould beexpensive sincethey may requiretraversingall page

tableentriesfor a mappedregion aswell astheVADs. NT doeshaveaninternal-onlyIPC

facility calledlocalprocedurecalls(LPC) thatusesvirtual memoryfeaturesin somecases

to transferdata.For LPC messagesof lessthan256bytesdatacopying is used.For LPC

messageslarger thanthat,a sharedsectionobjectis allocatedandusedto passdata. For

very largedatathatwill not fit in a sharedsection,NT’sLPCmechanismallowstheserver

to directly reador write datafrom theclientsaddressspace.

Other Virtual Memory Systems

SpritewasanexperimentaloperatingsystemthatwasdevelopedatUniversityof California

at Berkeley in the late 1980s[51]. Sprite’s original virtual memorysystemprovided the

basicfunctionalityof the4.2BSDvirtual memorysystem[48]. Thus,it waslackingsup-

port for copy-on-write,mmap, andsharedlibraries. This allowedpagetablemanagement

to be simplified by associatingpagetableswith files ratherthanprocesses.Thesepage

tablescouldbesharedamongall processes.Spritedid supportaprimitiveform of memory

inheritance.Whenaprocessforked,it hadtheoptionof sharingits dataandheapsegments

with its child process.Spritewaslatermodifiedto supportcopy-on-write[49] for dataand

stackpages.Thiswasdonethroughasegmentlist structure.Eachcopy-on-writecopy of a

segmentaddsasegmentto thesegmentlist. Only oneof thesegments,themastersegment,

on the segmentlist canhave a valid mappingof the pageat any onetime. The PTEsin

therestof thesegmentscontainpointersto themastersegment(thehardwaretreatsthese

pointersasinvalid entries).If a copy-on-write fault occurson themastersegment,thena

copy is madeandanothersegmentis mademaster. If a copy-on-write fault occurson a

non-mastersegment,thenthedatais just copiedto aprivatepage.

Chorusis a microkernel basedoperatingsystemwith an object-orientedvirtual

memoryinterfacedevelopedin the early 1990sat ChorusSystemsand INRIA, France

[1, 2,17]. Theinterfacefor thevirtual memorysystemis calledthe“genericmemoryman-

agementinterface”or GMI. TheGMI definesa setof virtual memoryoperationsthat the

Chorusmicrokernelsupports.EachprocessunderChorushasvirtual memory“context”
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thatconsistsof a setof mapped“regions.” This correspondsto Mach’s mapsandmapen-

tries. Eachregion pointsto a local “cache” thatmapsa “segment.” Datain a segmentis

accessedthroughits “segmentmanager.” A cachecorrespondsto a Machmemoryobject,

a segmentcorrespondsto backingstore,anda segmentmanagercorrespondsto a Mach

pager. The operationsthat the GMI definesthat can be performedon theseobjectsin-

cludeaddingandremoving amappedregionfrom acontext, splittingamappedregioninto

smallerparts,changingthe protectionof a mappedregion, andlocking andunlockinga

mappedregion in memory. The“pagedvirtual memorymanager”(PVM) is aportableim-

plementationof theGMI interfacefor pagedmemoryarchitectures.PVM includesboththe

hardware-independentandhardware-dependentpartsof thevirtual memorysystem.PVM

supportscopy-on-writethroughtheuseof “history objects.” History objectsaresimilar to

Mach’s shadow objectchains.They form a binarytreethatmustbesearchedto resolve a

copy-on-writepagefault. Chorussupportsa per-pageform of copy-on-write throughthe

useof “copy-on-write pagestubs”which aresimilar to fictitious pagesin Mach. These

stubsarekeptona linkedlist thatis rootedoff therealpage’sdescriptor.

Springis anexperimentalobject-orientedmicrokerneloperatingsystemdeveloped

at Sun[35, 31, 44]. EachprocessunderSpringhasan addressspacecalleda “domain.”

Eachdomaincontainsa sortedlinked list of regionsthataremappedinto it. Eachregion

pointsto thememoryobjectsthatit maps.Mappedmemoryobjectregionscanbecopy-on-

write copiedinto otheraddressspaces.A cacheobjectis a containerfor physicalmemory.

A pagerobjectis usedto transferdatabetweenphysicalmemoryandbackingstore.Spring,

like Mach, supportsexternalpagers. Springalsoprovide coherentfile mappingsacross

a network. Springsupportscopy-on-write througha copy-on-write mapstructure. This

structurecontainspointersto regionsof the sourceanddestinationcache,anda bitmap

indicatingwhich pageshave becopiedfrom the sourcecache.Thecachesthat thecopy-

on-write map structurespoint to can chain to arbitrary levels, much like Mach shadow

object.Springhasabulk datamovementfacility for IPCthatmovesdataeitherby moving

it or by copy-on-writecopying it (usingthecopy-on-writemapmechanism).If thedatais

beingmovedratherthancopiedandthedatais residentin memory, thenSpringwill steal

thepagesfrom thesourceobjectandplacethemin thedestination.This is importantfor

externalfilesystempagerssincefilesystemsoftenhave to move lots of data.Springreuses

theSunOSmachine-dependentHAT layerto avoid duplicatework.
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3.4.2 I/O and IPC SubsystemsThat UseVM Features

In this sectionwe examineresearchon I/O andIPC subsystemsthat cantake advantage

of servicesofferedby virtual memorysystemsto reducedatamovementoverheads.While

this researchsharessomeof thesamegoalsasUVM, our approachis different. In UVM

we are interestedin creatinga virtual memorysystemwhoseinternalstructureprovides

efficient andflexible supportfor datamovement.In I/O andIPC research,thefocusis on

usingfeaturesthat thevirtual memoryis assumedto alreadyprovide. Thus,I/O andIPC

researchaddressessomeproblemsthatUVM doesnot addresssuchasbuffering schemes

andAPI design.

The GenieI/O Framework

Recentresearchby BrustoloniandSteenkisteanalyzedtheeffectsof datapassingseman-

tics on kernelI/O andIPC [10, 11]. SincethetraditionalUnix API uses“copy” semantics

to move datathis researchfocuseson providing optimizationsthat reducedatatransfer

overheadwhile maintainingthe illusion of the copy semantic.Theseoptimizationswere

implementedunderGenie,a prototypeI/O systemthatrunsunderNetBSD1.1. SinceGe-

nie wasintendedasanexperimentaltestbedto comparevariousIPC schemesit contains

featuresthatmaynot besuitablefor productionuse.Several techniquesthatpreserve the

copy semanticarepresentedincludingtemporarycopy-on-write(TCOW), andinputalign-

ment.Webriefly describeeachof thesebelow.

Genie’s TCOW mechanismis similar to UVM’ s pageloanoutmechanism.TCOW

allowsaprocessto loanits pagesoutto theGenieI/O systemfor processingwithoutfearof

interferencefrom thepagedaemonor pagefaultsfrom otherprocesses.TCOW differsfrom

pageloanoutin threeways.First,TCOW onlyallowspagestobeloanedoutto wiredkernel

pages,while UVM’ s pageloanoutallows bothobjectandanonymouspagesto be loaned

out to pageableanonymousmemory. Second,TCOW wasimplementedon top of theold

BSDVM objectchainingmodel,while pageloanoutis implementedontopof UVM’ snew

anonymousmemorylayer. Third, in UVM we have demonstratedhow pageloanoutcan

easilybeintegratedwith BSD’smbuf-basednetworkingsubsystemwhile TCOW wasonly

demonstratedwith the GenieI/O framework, completelybypassingthe traditionalBSD

IPCsystem.

Input alignmentis a techniquethat canbe usedto preserve an API with copy se-

manticsondatainputwhile usingpageremappingto actuallymovethedata.In orderto do

input alignmentoneof two conditionsmusthold. Either the input requestmustbe issued
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before thedataarrivessoGeniecananalyzethealignmentrequirementsof theinputbuffer

andconfigureits buffersappropriately, or theclientmustqueryGenieaboutthealignment

of buffers thatarecurrentlywaiting to be transferedso that it canconfigureits buffers to

match.Whenremappingpagesthatarenotcompletelyfilled with data,Genieuses“reverse

copyout” to fill theremainingareaswith theappropriatedatafrom thereceiving process’

addressspace.Geniealsohasseveraltechniquesfor avoidingdatafragmentationwhenthe

inputdatacontainspacketheadersfrom network interfaces.

The Fbuf IPC Facility

Thefastbuffers(fbufs)kernelsubsystemisanoperatingsystemfacility for IPCbufferman-

agementdevelopedat Universityof Arizona[23, 24, 65]. Fbufs provide fastdatatransfer

acrossprotectiondomainboundaries.Thefbuf systemis basedontheassumptionthatIPC

buffersareimmutable.An immutablebuffer is onethat is not modifiedafter it hasbeen

initialized. An exampleof animmutablebuffer is a buffer thathasbeenqueuedfor trans-

missiononanetwork interface.Oncethedatahasbeenloadedinto thebuffer it will notbe

changeduntil thebuffer is freedandreused.

Fbufs were implementedasan add-onto the Mach microkernel. The kerneland

eachprocessonthesystemshareafixedsizedareaof virtual memorysetasideasthe“fbuf

region.” All fbuf datapagesmustbe mappedinto this sharedregion. Although the fbuf

region of virtual memoryis sharedamongall processesthe individual fbufs mappedinto

theregion areprotectedsothatonly authorizedprocesseshaveaccessto thefbufs they are

using.Thefbuf regioncanbethoughtof asa largevm object thatis completelymapped

into all addressspaces.Thefbuf codeactsasa pagerfor this object.This structureallows

thefbuf systemto operateunderMachwithout theneedto makechangesto thecoreof the

Machvirtual memorysystem.

To senda messageusingan fbuf, a processfirst allocatesan fbuf using the fbuf

system’sAPI. Thefbuf allocatorwill allocateanunusedchunkof virtual memoryfrom the

fbuf region andmark it for useby theprocessrequestingtheallocation.At this point the

fbuf systemwill allow the processreadandwrite accessto the allocatedpart of the fbuf

region. Theapplicationcanthenplaceits datain thefbuf andrequestthatthedatabesent.

Sincefbufs areimmutable,theapplicationshouldnot attemptto accessthefbuf after it is

sent.Thefbuf systemgivestherecipientof thefbuf readaccessto it sothatit mayprocess

the data. Datastoredin the fbuf objectis pageableunlessit hasbeenwired for I/O. If a

processattemptsto reador write anareaof thefbuf regionthatit is notauthorizedto access

thenit receivesamemoryaccessviolation.
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The fbuf facility hastwo usefuloptimizations:fbuf cachingandvolatile fbufs. In

fbuf caching,thesendingprocessspecifiesthepaththe fbuf will take throughthesystem

at fbuf allocationtime. This allows the fbuf systemto reusethe samefbuf for multiple

IPC operations.Oncean fbuf hasbeensent,it is returnedto the originatingprocessfor

reuse.This savesthefbuf systemfrom having to allocateandzero-fill new fbufs for each

transaction.Volatilefbufsarefbufsthatarenotwrite protectedin thesendingprocess.This

savesmemorymanagementoperationsat the costallowing a sendingprocessto write an

immutablebuffer afterit hasbeensent.

While noteworthy, thefbuf facility hasseverallimitations.First,theonly wayto get

datafrom thefilesysteminto anfbuf is to copy it. Second,if anapplicationhasdatathatit

wantsto sendusinganfbuf but thatdatais notin thefbuf region,thenit mustfirst becopied

there.Third, it is not possibleto usecopy-on-writewith an fbuf. It shouldbepossibleto

combineUVM featuressuchaspageloanoutandpagetransferwith thefbuf conceptto lift

theselimitations.

Container Shipping

TheContainerShippingI/O systemallowsa processto transferdatawithouthaving direct

accessto it [53]. Developedat University of California (SanDiego), containershipping

is basedon the container-shippingmechanismusedby the cargo-transportationindustry.

In container-shippinggoodsareplacedon protective pallotswhich are then loadedinto

containers.Becausethecontainersareuniform in sizethey caneasilybemoved,stacked,

andtransported.

ThecontainershippingI/O systemoperatesin a similar way. Usinga new API, a

processcanallocateacontainer. It thencan“fill” thecontainerwith pointerstodatabuffers.

Oncea containerhasbeenfilled with thenecessarydataa processcan“ship” it to another

processor thekernel. Ratherthanreceiving thedatadirectly, thereceiving party receives

a handleto thecontainer. Thereceiver thenhasfour options.First, it could “unload” the

container, thuscausingthe datain the containerto bemappedinto the receiver’s address

space.Second,it could“free” thecontainer(andthedatawithin). Third, it could“ship” the

containeroff to anotherprocess.Fourth,it could“empty” thecontainer, thusfreeingdata

from it. Thereis alsoanoperationthatallows a processto querythestatusof a container.

By usingtheseoperationsprocessescanpassdatabetweenthemselveswithout mapping

it into their addressspace.A containershippingI/O systemcould easilytake advantage

of UVM servicessuchas pageloanoutand pagetransferwhen loading and unloading

containers.
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The Peer-to-Peer I/O System

AnotherI/O systemdevelopedat University of California SanDiego is the Peer-to-Peer

I/O system.ThePeer-to-PeerI/O systemwasdesignedto efficiently supportI/O endpoints

without directuserprocessintervention[26, 27]. This is achievedthroughtheuseof the

splicemechanism.Thesplicemechanismallowsadatasourceto directly transferdatato a

datasinkwithoutgoingthroughaprocess’addressspace.

To usea splicea processmustfirst openthe datasourcefor readingandthe data

sink for writing. Theendpointscaneitherbefiles or devices. Theprocessthencalls the

splice systemcall with the sourceandsink file descriptorsasarguments.This causes

the kernel to createa splice that associatesthe sourcefile descriptorwith the sink file

descriptor. Thesplice systemcall returnsa referenceto thespliceto thecallingprocess

in theform of a a new third file descriptor. Oncethespliceis established,theprocesscan

transferachunkof datafrom thesourceto sinkby writing acontrolmessageto thesplice’s

file descriptor. Thecontrolmessagecontainsthesizeof thechunk.Suchdatais transfered

throughkernelbuffersratherthanthroughtheprocess’addressspace.Theprocesscanalso

delegatecontrolof datatransferto theoperatingsystem.In thatcase,theoperatingsystem

will continueto transferchunksof datauntil theend-of-filefor thedatasourceis reached.

Theprocesscanquerythestatusof aspliceby readingastatusmessagefrom thesplicefile

descriptor. Thespliceis terminatedsimplyby closingthesplicefile descriptor.

The splice mechanismalso allows for somedataprocessingto occur within the

kernel. This is doneby allowing softwaredataprocessingmodulesto beput betweenthe

datasourceandsink. Suchmodulescaneitherbecompiledinto thekernelor dynamically

loaded(if theprocesshassuitableprivileges).Thismechanismis similar to theSTREAMS

mechanismthatis partof SystemV Unix [56, 58,68].

Unified Buffering I/O Systems

RiceUniversity’s I/O Lite unifiedbuffering andcachingsystemunifiesthe buffering and

cachingof all I/O subsystemsin the kernel[52]. I/O Lite extendsFbuf’s conceptof im-

mutablebuffers to the entire operatingsystem. Theseimmutablebuffers are read-only

mappedinto theaddressspaceof processesthatareaccessingthem. Processesaccessthe

immutablebuffersthroughlists of pointersto theimmutablebufferscalledmutablebuffer

aggregates.A new API is usedto passa mutablelist of buffer aggregatesbetweenend-

points. Whena processwantsto modify datastoredin an immutablebuffer it hasthree

options. First, if the entire buffer is being changedit can be completelyreplacedwith
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a new immutablebuffer. Second,if only part of an immutablebuffer is beingchanged

thena new buffer aggregatecanbecreatedthatdirectsreferencesto thechangedareato a

new immutablebuffer. Finally, for applicationsthatrequirewrite accessto theimmutable

buffer I/O Lite hasa special“mmap” modethatprovidessharedaccessto the(no longer)

immutablebuffer.

Universityof Maryland’sRoadrunnerI/O systemalsounifiesbufferingandcaching

of all I/O systemsin the kernel[41, 42]. All I/O systemsin Roadrunnerusea “common

buffer” to passdata.Roadrunnersupportsamoregeneralizedversionof thesplicecalleda

“stream”thatusesa kernelthreadto provide autonomousI/O betweenany two endpoints.

Roadrunner’s cachinglayer is global. Unlike Unix, Roadrunnerusesthe samelayer and

interfacesfor all devices.

WashingtonUniversity’s UCM I/O systemis an I/O systemthat wasdesignedto

unify thebuffering of all I/O subsystemsof thekernel[15, 16]. UCM I/O includesa new

API thatsupportsbothnetwork andfile I/O in a generalway. It wasdesignedto usepage

remappingto move databetweenusersandthekernel. Thedesignalsoincludesa splice

likefacility for moving multimediadataandamechanismto combineseparatesystemcalls

into asinglesystemcall.

Other Work

Researchin the areaof remoteprocedurecall hasusedvirtual memoryservicesto help

move data. The DEC Firefly RPCsystemuseda permanentlymappedunprotectedarea

of memorysharedacrossall processesto passRPC data[61] and provide low latency.

TheLRPCandURPCsystemscopy datainto memorystaticallysharedbetweentheclient

andtheserver [5, 6]. TheDASH IPC mechanismuseda reservedareaof virtual spacein

processesto exchangeIPC datathroughpageremapping[67]. ThePeregrineIPC system

usedcopy-on-writefor output,copy for input, andpageremappingto move databetween

IPCendpoints[73]. Finally, theMachIPCsystemusescopy maps,asdescribedpreviously.

SomeresearchhasproducedspecialpurposeI/O systemsto work arounda specific

problem.For exampletheMMBUF systemis a systemthatavoidsdatacopying between

thefilesystemandnetworking layerby usinga specialbuffer calledanMMBUF thatacts

asbotha network mbuf or a filesystembuffer [12]. This systemis usedto transmitvideo

datafrom a disk file over anATM network usingreal-timeupcallsto maintainquality of

service[29]. This systemcouldbeadaptedto usea mechanismlike UVM’ s pageloanout

to movedatawithoutcopying it (or mappingit) throughauseraddressspace.
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New designsin host-network interfacesalsolook to takeadvantageof servicesthata

VM systemsuchasUVM canoffer. For example,theAPICATM host-networkadaptorcan

separateprotocolheadersfrom dataandstoreinbounddataintopagesthatcanberemapped

into auser’saddressspaceusingamechanismsuchasUVM’ spagetransfer[20, 21, 22].

Researchersareoftenreluctantto changetraditionalAPIs for fearof breakinguser

programs.However, new applicationsareoftentakingadvantageof communicationsmid-

dlewaresuchasACE wrappers[60]. ACE wrappersabstractaroundthe differencesbe-

tweenoperatingsystemsto provide applicationswith a uniform interfaceto IPC services.

Suchtechniquescouldbeappliedin theI/O andIPCareato hidedifferencesbetweentradi-

tional APIs andnewer experimentalones.Applicationsthatusesuchwrapperswould not

have to berecompiledto takeadvantageof new APIs. Insteadthey coulddynamicallylink

with anew middlewarelayerthatprovidestheappropriateabstractionsandunderstandsthe

new API.

Recentoperatingsystemsresearchhasfocusedon extensibleoperatingsystems.

For example,theSPINkernelallowsprogramswrittenin atype-safelanguageto bedown-

loadedinto the kernelandexecuted[7, 8]. The Exokernelattemptsto provide processes

with asmuchaccessto thehardwareof thesystemassafelypossiblesothatalternateoper-

atingsystemabstractionscaneasilybeevaluatedwithout theExokernelgettingin theway

[34]. The Scoutoperatingsystemis intendedfor small informationappliances[45, 47].

Scoutallows you to build optimized“paths” throughtheoperatingsystemfor specificap-

plications.Suchwork onextensiblesystemscanprovideuswith insightinto serversthata

VM systemshouldprovide,andin somecasesallow applicationsmoredirectaccessto the

servicesthataVM systemprovidesthekernel.

ResearchusingtheL3 andL4 microkernelshasbeenusedto determinethemaximal

achievablelevel of IPC performancethehardwarewill allow [37, 38]. This wasdoneby

handcodingthe IPC mechanismin assemblylanguage,ensuringthat codeanddatawas

positionedin memoryin suchaway thatthey all couldbeco-residentin thecache,andby

minimizing thenumberof TLB flushesusedfor anIPC operation.Theresultof this exer-

ciseshows thatsoftwareaddsa substantialamountto IPC overheadandprovidesa “best

case”targetfor softwaredevelopersto shootfor whendevelopingnew IPCmechanisms.

3.5 Summary

In this chapterwe have presentedan overview of UVM. The overview consistedof the

goalsof theUVM project,adescriptionof new andimprovedfeaturesthatUVM provides,
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anda descriptionof UVM’ s main datastructuresandfunctions. Table3.1 andTable3.2

summarizethe changesintroducedto BSD by UVM andlist the designissueswe faced

duringtheimplementationof UVM. We alsodiscussedrelatedresearchin theareaof vir-

tual memorysystems,I/O, andIPC. In theremainingchaptersof this dissertationwe will

examinethedesignandimplementationof UVM in greaterdetail.
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Chapter 4

AnonymousMemory Handling

This chapterdescribesthedatastructures,functions,andoperationof UVM’ s anonymous

memorysystem.Anonymousmemoryis memorythat is freedassoonasit is no longer

referenced.This memoryis referredto asanonymousbecauseit is not associatedwith a

file andthusdoesnot have a file name.Anonymousmemoryis pagedout to the “swap”

areawhenmemoryis scarce.

4.1 AnonymousMemory Overview

Anonymousmemoryis usedfor a numberof purposesin a Unix-like operatingsystem

including:

� for zero-fill mappings(e.g.bssandstack).

� to storechangedpagesin acopy-on-writemapping.

� for sharedregionsof memorythatcanbeaccessedwith theSystemV sharedmemory

systemcalls.

� for pageableareasof kernelmemory.

In theBSD VM systemall anonymousmemoryis managedthroughobjectswhosepager

is the “swap” pager. Suchobjectsareallocatedeither for zero-fill memory, or to act as

shadow or copy objectsfor a regionof copy-on-writememory.

UVM usesa two-level amap-objectmemorymappingscheme,as previously de-

scribedin Chapter3. In UVM’ s two-level scheme,anonymousmemorycan be found

at either level. At the lower backingobject level, UVM supportsanonymousmemory
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uvm object structures(“aobj” objects).Theseobjectsusetheanonymousmemoryob-

ject pager(“aobj” pager)to accessbackingstore(i.e. the system“swap” area). UVM

aobj-objectsare usedto supportthe SystemV sharedmemoryinterfaceand to provide

pageablekernelmemory.

UVM’ supperlevel of memoryconsistsentirelyof anonymousmemory. Memoryat

this level is referencedthroughdatastructurescalledanonymousmemorymaps(“amaps”).

Thus,the upperlayer canbe referredto asthe “amaplayer.” Theamaplayer sits on top

of thebackinglayer. Whenresolvinga pagefault,UVM mustfirst checkto seeif thedata

beingfaultedis in the amaplayeror not. If it is not, thenthebackingobjectis checked.

Note thatunlike theBSD VM, thereis only onebackingobject— thereareno chainsof

objectsto traverse. The UVM amaplayer servesthe samefunction asa shadow object

chainin BSDVM; theamaplayeris usedfor zero-fill mappingsandfor copy-on-write.

In a typical kernel runningUVM, mostanonymousmemoryresidesin the amap

layerratherthanin “aobj” objects.Theamaplayercanalsobeusedfor pageloanoutand

transfer(seeChapter7). Thus amap-basedanonymousmemoryplays a centralrole in

UVM. Theremainderof thischapterwill focuson issuesrelatingto amaps.Moreinforma-

tion onaobj-basedanonymousmemorycanbefoundin Section8.3on theaobjpager.

4.2 Amap Interface

The first time datais written to memorymappedby an anonymousmapping,an amap

structureis created.The amapcontainsa “slot” for eachpagein the mapping. Initially

all the slotsareempty. However, whendatais written to a pagea pointer to an “anon”

structureis placedin thecorrespondingamapslot.

Amapsarereferencedfrom mapentrydatastructures.If a mapentrystructurethat

pointsto an amapis split (e.g. during an unmapoperation),the two resultingmapentry

structuresmusteachpoint to partof theamap.Theoriginal amapcouldbebrokenup into

two separateamaps,however this would involve expensive datacopying of theamapand

alsocauseproblemsin somecases.For example,consideranamapthatis sharedbetween

two distinct processes.If oneof the processesneedsto split its referenceto the amap,

makinga copy of part of the amapwould breakthe sharingof the amapwith the other

process.Onecouldkeeptrackof all processessharinganamap,however thatwouldmean

chaininga linkedlist off theamap.To avoid theoverheadassociatedwith breakingup an

amap,UVM usesan“aref” (amapreference)datastructureto point to anamapandtheslot

offset in which themapentry’s mappingstarts.Thearefstructureis shown in Figure4.1.
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slot offset

Figure4.1: Thearefstructure
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offset=3
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offset=0

after split

Figure4.2: Splittinganaref

Whena mapentry is split, oneof theentriescankeeptheold slot offset,but oneof them

will needanew slotoffsetthathasbeenadjustedby thesizeof theotherentry, asshown in

Figure4.2.

Theformatof ananonstructureis shown in Figure4.3. An anoncontainsa lock, a

referencecounterindicatinghow many amapshave referencesto theanon,a pointer, and

anaddressin theswaparea(theswapslot number).Theanon’s pointeris a C union that

canbeusedin oneof two ways.Unusedanonstructuresusetheir pointerto form thefree

list. In-useanonstructuresusetheir pointerto point to thevm page structureassociated

with the anon’s data. Theswapslot numberis non-zeroonly if the anon’s datahasbeen

pagedout. In thatcase,thelocationof thedataon backingstoreis storedin theswapslot

number. Notethatamapstrackanonsratherthanpagesbecausethey needto keeptrackof

theextrainformationstoredin theanonstructure(whichis notstoredin thepagestructure).

Anonsthathave beenpagedout maynot evenhave a pageof physicalmemoryassociated

with them.WhenUVM needsto accessdatacontainedin ananon,it first looksfor a page

structure.If thereis none,thenit allocatesoneandarrangesfor thedatato bebroughtin

from backingstore.
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ref

vm_anon

spin lock

Figure4.3: Theanonstructure

Table4.1: amapAPI

Function Description
amap alloc allocatea new amapof thespecifiedsize— thenew

amapdoesnotcontainany anons
amap free freeanamapthatis no longerin use
amap ref adda referenceto anamap
amap unref dropa referencefrom anamap
amap splitref split asinglereferenceinto two separatereferences
amap extend increasethesizeof anamap
amap add addananonto anamap
amap unadd removeananonfrom anamap
amap lookup look in aslot in anamapfor ananon
amap lookups lookupa rangeof slots
amap copy makeacopy-on-writecopy of anamap
amap cow now resolveall copy-on-writefaultsin anamapnow (used

for wiredmemory)
amap share protect protectpagesin anamapthatresidesin asharemap

UVM definesa setof functionsthatmake up theoperationsthatcanbeperformed

onanamap.TheamapAPI is shown in Table4.1.

4.3 Amap Implementation Options

In UVM, the internalstructureof anamapis consideredprivateto theamapimplementa-

tion. All amapaccessesaredonethroughtheamapAPI. This allows multiple implemen-

tationsof amapsto exist in thesourcetreeat thesametime,anda specificimplementation

canbechosenat kernelcompiletime. This softwarestructureis usefulbecausethereis a

time vs. memoryspacetrade-off to beconsideredwhenimplementingamaps.Machines

that typically do not have very muchphysicalmemorymight bebetteroff usinganamap
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Figure4.4: A simplearray-basedamapimplementation
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Figure4.5: A simplelist-basedamapimplementation

implementationthatis conservativeon its RAM usage,whereasmachinesthathave lotsof

RAM maywish to devotepartof it to speedingupamapoperations.

Therearemany ways that an amapcanbe implemented.For example,onepos-

sible implementationof an amapis an arrayof pointersto anonstructures,asshown in

Figure4.4. Thepointerarrayis indexedby theslot number. This implementationmakes

amaplookupoperationsfast,however operationsthat requiretraversingall active slotsin

theamapwouldhave to examineeveryslot in thearrayto determineif it wasin useor not.

This is how amapsareimplementedin SunOS4VM.

Anotherpossibleamapimplementationis shown in Figure4.5. In this implemen-

tation,a dynamicallysizedarraycontainsa list of anonsandtheir slot number. If the list

arrayfills, a new larger onecanbeallocatedto replaceit. This implementationcansave

physicalmemory, especiallywhenan amapis mappinga sparselypopulatedareaof vir-

tual memory. This implementationslows down amaplookups(becausethe list hasto be

searchedfor thecorrectanonfor eachlookup),however it handlesa traversalof theentire

amapefficiently.

UVM includesa novel amapimplementationthatcombinestheideasbehindthese

two simpleimplementations.
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Figure4.6: UVM referenceamapstructure
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Figure4.7: UVM referenceamapstructure’s threemainarrays

4.3.1 UVM ReferenceAmap Implementation

UVM comeswith a referenceamapimplementationthat was designedto minimize the

overheadof all amapoperationsat the costof someextra memory. The structureof the

referenceUVM amapstructureis shown in Figure4.6. Theamapstructurehasa lock, a

referencecounterthatindicateshow many mapsarereferencingit, aflagindicatingwhether

the datain the amapis beingsharedor not, the numberof slotsallocatedfor the amap,

the numberof thoseslots currentlyactive, and the numberof the active slots currently

beingused.Theamapstructurealsocontainsfour arraysthatdescribethe anonsthat the

amapmaps.Thesearraysare:am slots , am bckptr , am anon , andam ppref . The

am ppref arrayis optionalandwill bedescribedin Section4.3.2.Figure4.7showshow

theotherthreearraysareused.
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Figure4.8: A partialunmapof anamap

� Theam anon arrayconsistsof a setof pointersto ananonstructure.This arrayis

indexedby slotnumber. Theam anon arrayallowsquickamaplookupoperations.

� The am slots arraycontainsa contiguouslist of the slotsin the am anon array

thatarecurrentlyin use.This list is not in any specialorder. Theam slots array

canbeusedto quickly traverseall anonsthatarecurrentlypointedto by theamap.

� The am bckptr array is usedto keepthe am anon array and am slots array

in sync. The am bckptr array mapsan active slot numberto the index in the

am slots array in which its contiguousentry lies. For example, in Figure 4.7

amap anon[7] pointsto anon“c” andits entryin thecontiguousam slots array

is atam slots[2] .

4.3.2 Partial Unmap of an Amap

When the final referenceto memorymappedby an amapis removed due to an unmap

operation,thephysicalmemoryandbackingstoreassociatedwith it canbefreedbecause

thatmemorycanneverbereferencedagain.However, aproblemcanoccurwhenonly part

of an amapis unmapped.Considera processwith a mapentry that mapsten pagesand

whosearefstructurepointsto aten-slotamapthatis notreferencedby any othermap.Now

supposetheprocessunmapsthemiddleeightpagesof themapentry. In orderto do this,

UVM will breakthemapentryupinto threeseparatemapentriesanddisposeof themiddle

one.Thisprocessis shown in Figure4.8. Beforetheunmap,theamap’s referencecountis

one.After theunmaptheamap’sreferencecountis two. Notethatpagesin slotsoneto nine

arenolongeraccessibleaftertheunmapoperation,andin factthey canneverbereferenced
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again. Whetherthe unmappedmemoryis freedimmediatelyor whetheris it freedwhen

theamap’s referencecountdropsto zerois adecisionleft up to theamapimplementation.

The tradeoffs to this decisionare as follows: if the amapmoduledoesnot free

partiallyunmappedsectionsof anamapuntil theentireamap’sreferencecountgoesto zero,

thenits codewill belesscomplex sinceit haslessto manage.Also, traditionalprocesseson

aUnix-likeoperatingsystemseldomif everperformapartialunmapof memory. However,

newermemoryallocatorsoftenmakeuseof themmapandmunmapsystemcallsto allocate

andfree memory, andtheseallocationstake placefrom amaps.Also newer VM-related

IPC systemscanalsotakeadvantageof theamaplayerto movedata,thususingit in ways

that traditionalprocessesdo not. If partial amapmemoryunmapsbecomefrequentand

theamaplayerdoesnot immediatelyfreeresources— asin theBSD VM system— it is

possiblefor a “swapmemoryleak” situationto develop.

UVM’ s referenceamapimplementationhandlespartial unmapswithout causing

swap memoryleaks. This requiresa few extra internal functionsin the referenceamap

module,andan am ppref arrayin the amapstructure.Theam ppref is a “per-page”

arrayof referencecounters1. Thisarrayis only allocatedandactivewhena referenceto an

anonymousmaphasbeensplit thewayit wasin Figure4.8.Whenthearrayis first created,

eachpagegetsa referencecountequalto thereferencecountof theamapitself. Fromthat

pointonward,aspartsof theamaparereferencedandfreedtheper-pagereferencecounters

areadjustedto keeptrackof eachpage’scurrentnumberof references.If apage’sper-page

referencecountdropsto zero,thenany allocatedmemoryor swapis immediatelyfreed.

Keepinga referencecounterfor eachpagein a largeamapwouldbeexpensive.For

example,if the referenceto an 
 -pageregion of an amapis changeddueto a mapping

operation,thenall 
 per-pagereferencecounterswill have to be updated.Considerthe

exampleshown in Figure4.8. If the amapstartsoff with a referencecountof one,then

theper-pagereferencecounterswould have to beadjustedfor theunmapasshown in Fig-

ure4.9. Eachreferencecounterin theunmappedrangewill have to bechangedfrom one

to zero.

We canreducetheoverheadof per-pagereferencecountersby usingonereference

counterfor eachcontiguousblock of memory. UVM’ s referenceamapimplementation

attemptsto reducethis overheadof per-pagereferencecounters.In theexampleshown in

Figure4.9, thereis a largecontiguousblock of eightpageswhosereferencecountis zero.

Ratherthanhaving individualcountersfor this region thateachneedupdatingin theevent

of a referencecountchange,it would bemoreefficient to have onecounterfor theentire

1In thiscase“page”meansanonymousmemorypage,notphysicalmemorypage.
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Figure4.9: Per-pagereferencecountersbeforeandafteranunmapping.Beforetheunmap,
theamap’soverall referencecountis one,andaftertheunmapits overall referencecountis
two (onefor eacharef).

contiguouschunk,and thenhave anotherarray to indicatethe lengthof the chunk. An

exampleof thisencodingis shown in Figure4.10.

Adding a secondarray to keeptrack of the lengthof a mappingwould allow us

to changethe referencecounton a block of pagesquickly. However, it alsodoublesthe

memoryneededby theper-pagereferencecountsystem.UVM takesadvantageof thelarge

numberof “don’t care”valuesin thearrayto compactthereferenceandlengtharraysinto

onesinglearray. This is doneby dividing theblocksof referencesinto two groups:those

of onepagein lengthandthoseof morethanonepagein length.Singlepageblockscanbe

distinguishedfrom multi-pageblocksby thesignbit on their referencecount. If thevalue

is positive,thenit is asinglepageblock. If thevalueis negative,thenthereis amulti-page

block,andthelengthof theblock is thefollowing value.Thereis onemoreproblem:how

to handleblockswhosereferencecountis zero. Sincezerois neithernegative or positive

it is impossibleto tell the lengthof the block. This issueis addressedby offsettingall

referencecountsby one.Thus,thereferencecountandlengthof ablockcanbefoundwith

thecodeshown in Figure4.11.An exampleof thisencodingis shown in Figure4.12.

An attractive featureof this original schemeis that its processingcost startsoff

smallandonly risesastheamapis broken into smallerchunks.Processesthatdo not do

any partialunmapswill nothaveany per-pagereferencecountarraysactive. Processesthat

only doa few partialunmapswill haveonly a few chunksin theirper-pagereferencecount

array.
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Figure4.10:Per-pagereferencecounterswith length.Thesymbol“x” meansthatthisvalue
doesnotmatter.

if (am_ppref[x] > 0) {
reference_count = am_ppref[x] - 1;
length = 1;

} else {
reference_count = -am_ppref[x] - 1;
length = am_ppref[x + 1];

}

Figure4.11:Codeto find theper-pagereferencecountandlength

4.4 AccessingAnonymousBacking Store

In the BSD VM systema vm pager datastructureis allocatedand assignedto every

vm object that accessesbackingstore. Anonymousmemoryin the BSD VM system

livesin vm object structureswhosepageris associatedwith thesystemswaparea.Often

thesevm object structuresareshadow or copy objects.Thelocationof backingstoreto

which anonymousmemorycanbepagedout is accessedthroughtheobject’s vm pager

structure.Thevm pager structurepointsoff to anotherstructurefor theswappagerthat

translatesobjectoffsetsinto a locationon swap. Becauseeachpagein the VM system

canonly belongto onevm object it is easyto accessbackingstorefor thatpageby just

following thevm object ’spagerpointer.

With UVM’ s amap-basedanonymousmemorythingschange.An anonymouspage

of memorycanbelongeitherto anaobjuvm object or to ananon.Accessingbacking
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Figure4.12:Encodedper-pagereferencecountarray

storefor anaobj-basedanonymouspageof memoryis donethroughthe uvm object ’s

pageroperationspointer. This will not work for ananonbecauseit is not a uvm object

andthusdoesnot have a pageroperationspointer. Sinceeachanonis backedby theswap

area,thereis no needfor sucha pointer. However, therestill needsto bea way to mapa

paged-outanonto its dataon backingstore.In theSunOS4VM, this is doneby statically

assigninga page-sizedblock of swap to eachanon. Thereareseveralproblemswith this

scheme.First, it forcesthe system’s swapsizeto begreaterthanor equalto the the size

of physicalmemoryso that eachanonallocatedat boot-timehasa location to which it

canbeswappedout (this problemwaslateraddressedin Solaris[13]). Second,thestatic

allocationof anonto swapareamakesit hardto clusteranonymousmemorypageoutsand

thusanonymousmemorypageouttakeslonger.

Ratherthanstaticallyassigningaswapblock to eachanon,in UVM theassignment

of aswapblockto ananonis doneby thepagedaemonatpageouttime. Theswappinglayer

of theVM systempresentsswapto therestof thekernelasabig “file.” Thisfile, known as

the“drum,” canbeaccessedby theroot uservia thedevice file /dev/drum . Internalto

theswap layerof theVM, thedrummight be interleavedacrossseveraldifferentdevices

or network files. To mostof UVM thedrumis simply a largearrayof page-sizedchunks

of disk. Eachpage-sizedchunkof swap is assigneda “slot” number. Whenananonhas

backingstoreassignedto it, it savesthe slot numberin its an swslot field. Swap slot

numberzerois reserved: it meansthatabackingstorehasnot beenassignedto ananon.



87

Thedatain ananoncanbein oneof threepossiblestates:

residentwith no backing storeslot assigned: In this casethe anon’s an page pointer

pointsto thepagein which theanon’s dataresides.Theanon’s an swslot field is

zeroindicatingthatno swapslot hasyet beenassignedto this anon.All anonsstart

in thisstate.

non-resident: An anoncanbein this stateif a swapslotwasallocatedfor it, its pagewas

pagedout to its areaof thedrum,andthenits pagewasfreed. In this statethepage

pointerwill benull andtheswapslot numberwill benon-zero.An anoncanenter

thisstatefrom eitherof theothertwo states.

residentwith backing storeslot assigned:An anonentersthis stateif it waspreviously

non-residentandits datawaspagedin from backingstore. In this caseit hasboth

a pagepointeranda swap slot assigned.As long asthe datain the residentpage

remainsunmodifiedthedataonbackingstoreis valid.

Notethatin UVM it is notpossibleto haveananonthathasneitherapagenor aswapslot

assignedto it.

4.5 The Effectsof Amapson Pagesand Objects

ConvertingBSD to useamap-basedanonymousmemoryis a major changethat effectsa

numberof otherpartsof theVM system.In thissectionwedescribetheeffectof amapson

pagesandobjects.In thefollowing sectionwedescribetheeffectof amapson forking and

copy-on-write.

In the BSD VM system,eachallocatedpageof memorycan belongto a single

vm object structureat a specifiedoffset. If thekernelwantsto performanoperationon

theobjectin which a pagebelongsthenit usestheobjectpointerin thepagestructureto

lock theobject,performtheoperation,andthenunlocktheobjectwhendone.

In UVM thingsarenot that simple. In additionto belongingto a uvm object ,

pagescanalsobelongto ananonstructure.Theanonstructureis likely to be referenced

by oneor moreamaps.This meansthatif thekernelwantsto performanoperationon the

memoryobjectthata pagebelongsto it mustfirst decidewhetherthatmemoryobjectis a

uvm object or ananon. Making this decisionis quiteeasyto do: thereis a flag bit in

thepagestructurecalledPGANONthat is trueif thepageis partof ananonstructureand

falseotherwise.Theissueof determiningtheownerof apageis of importanceto thepage
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daemonsinceit startsat thepagequeues,findsa vm page structurethatit wantsto work

on andthentriesto lock thedatastructurethatthatpagebelongsto. Thedaemonneedsto

know if it is lockingananonor a uvm object .

In UVM, it would bepossibleto eliminatethedistinctionbetweenpagesbelonging

to uvm object sandpagesbelongingto anonsby simplyconvertingeachanoninto asin-

gle pageuvm object structure.However, this hasa majordrawback:theuvm object

structureis much larger than the anonstructureand hasfields in it that are not needed

by anonpages.Sincethe systemtypically hasa muchlargernumberof anon’s allocated

thanuvm object s, it would be a greatwasteof kernelmemoryto convert all anonsto

uvm object s.

4.6 The Effect of Amapson Forking and Copy-on-write

This sectiondescribestheeffectsof amapson BSD’s forking andcopy-on-writeprocess.

First, a descriptionof copy-on-write is presented.Thentheeffect of Mach-stylememory

inheritanceonamapsis discussed.

4.6.1 Copy-on-write

As previouslydescribedin Chapter3,aprocess’virtualaddressspaceis describedby amap

structure.Eachmappedregion in the addressspaceis describedby mapentry structures

that arekept in a sortedlinked list off the map. Eachmapentrymapstwo levels: a top-

level anonymousamaplayer, anda bottom-level backingobject layer. Either or both of

theselayerscanbenull. For copy-on-writemappings,all copy-on-writeanonymousdata

is storedin theamaplayer. Eachmapentrydescribestheattributesof themappingit maps.

With respectto copy-on-write,therearetwo importantbooleanattributesin themapentry:

copy-on-write: If copy-on-writeis true,thenit indicatesthatthemappedregionis acopy-

on-writemappingandthatall changesmadeto datain themappingshouldbedone

in anonymousmemory. If copy-on-writeis false,thenthatindicatesthatthemapping

is asharedmappingandthatall changesshouldbemadedirectly to theobjectthatis

mapped.

needs-copy:If needs-copy is true, thenit indicatesthat this region of memoryneedsits

own privateamap,but it hasnot beenallocatedyet. Theregion eitherhasno amap

at all, or it hasa referenceto anamapthat it needsto copy on thefirst write to the
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region. Theneeds-copy flag allows UVM to deferthecreationof anamapuntil the

first memorywrite occurs.Theneeds-copy flagis usedfor copy-on-writeoperations.

As an example,considerthe dataareaof a process’addressspace.As explained

earlierin Section2.2,thedataareaof aprocessis mappedread-writecopy-on-write.When

thismappingis establishedbothits copy-on-writeandneeds-copy flagsaresetto true.The

mapping’samapreference(aref)is setto null to indicatethatnoamaphasbeencreatedyet.

Thecopy-on-writeflagwill remaintruefor thelifetime of themapping(it is notpossibleto

changethecopy-on-writestatusof anexistingmapping).Theneeds-copy flagwill remain

trueuntil thefirst write to themappedareaoccurs.At thatpoint theamap copy function

will be calledto copy the amap. The amap copy function allocatesa new amapstruc-

ture,attachesit to the mapentry, andthenclearsthe needs-copy flag. Note that zero-fill

mappingsarehandledin a similar way: they areestablishedwith bothcopy-on-writeand

needs-copy true. Thedifferencebetweena zero-fill mappingandthecopy-on-writemap-

ping of a program’s dataareais that thezero-fill areahasa null backingobject,whereas

thedataareahasafile asabackingobject.

Whendatais writtento acopy-on-writearea,ananonwith areferencecountof one

is allocatedin the amapto containthe data. The detailsof how anonsare insertedinto

amapsduringa copy-on-writeoperationarepresentedin Chapter5.

Thereferencecountof ananonis importantin determiningits copy-on-writestatus.

If thereferencecountis one,thenit meansthatonly oneamapis usingtheanonandthatit

is safeto write directly to theanon’s data.However, if thereferencecountis greaterthan

onethenonawrite acopy-on-writeoperationmustbeperformed.This is doneasfollows:

1. A new anonis allocated,thenew anon’s referencecountis one.

2. A new pageis allocatedandthedatais copiedfrom theold anon’s pageto thenew

anon’spage

3. Theold anon’s referencecounteris droppedby oneandthenew anonis installedin

thecurrentamap.

4. Thecopy-on-writeoperationis completeandthewrite canproceedasnormal.

Thus,datain ananoncanonly bechangedif its referencecountis one.Notethat thepro-

ceduredescribedabove is incompletebecauseit doesnot take into accountthepossibility

thatthesystemis outof memory. If thesystemis outof virtual memory, thentheallocation

of thenew anonwill fail. This canhappenif all of thesystem’s swapspaceis allocated.
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To recover from this, theprocesscaneitherwait in hopesthatsomeotherprocesswill free

somememory, or it canbekilled. Currentlyin UVM theprocessis killed, however, further

work to find a bettersolutionmight beuseful. On theotherhand,if thesystemis out of

physicalmemorythenthe allocationof the new pagewill fail. In this case,the process

mustdrop all its locks andwake up the pagedaemon.The pagedaemonwill (hopefully)

freesomepagesby doingsomepageoutsandthenwake theprocessbackup.

This is thebasicsof how copy-on-writeworksin UVM. Notethatamapscombined

with theanon’sreferencecounterperformthesamerolein copy-on-writethatobjectchain-

ing doesin BSD VM. However, UVM’ s amap-basedschemeis simplerthanBSD VM’ s

objectchainingschemebecauseit requiresonly a two-level lookup ratherthana traver-

salof anobjectchainof arbitrarylength,andit doesnot requirecomplex objectcollapse

schemesor leakswapmemory. In thenext sectionthedetailsof copy-on-writewith respect

to forking aredescribed.

4.6.2 Forking

When a processforks a child processit must createa new addressspacefor the child

processbasedon the parentprocess’addressspace.In traditionalUnix, regionsmapped

copy-on-writearecopy-on-writecopiedto thechild processwhile regionsmappedshared

aresharedwith the child process.In the Machoperatingsystemthe forking operationis

morecomplex becausethe parentprocesshasmorecontrol over the accessgiven to the

child process.Both the BSD VM andUVM includethis featurefrom Mach. Eachmap

entryin amaphasaninheritancevalue.Theinheritancevalueis oneof thefollowing2:

none: An inheritancecodeof “none” indicatesthatthechild processshouldnotgetaccess

to theareaof memorymappedby themapentry. Thefork routineprocessesthis by

skippingover thismapentryandmoving on to thenext onein thelist.

share: An inheritancecodeof “share”indicatesthattheparentandchild processesshould

sharethe areaof memorymappedby the mapentry. This meansthat both the ref-

erencesto any amapandbackingobjectmappedshouldbesharedbetweenthe two

processes.Note that thecopy-on-writeflag of a mappingin thechild processis al-

waysthesameasin theparent(thechild can’t suddenlygetdirectaccessto abacking

memoryobject).

2Thereis alsoa “donatecopy” inheritancevaluethat doesnot appearin Mach but is defined(but not
implemented)in BSD VM.
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copy: An inheritancecodeof “copy” indicatesthat the child processshouldget a copy-

on-writecopy of the parent’s mapentry. First, in orderto achieve propercopy-on-

write semantics,all residentpagesin theparent’s mappingarewrite protected.This

ensuresthata pagefault will occurthenext time theparentattemptsto write to one

of the pages. As part of the fault recovery procedure,the pagefault handlerwill

do thecopy-on-writeon thefaultingpage.Second,thechild getsa referenceto the

parent’sbackingobject,if any. Third, thechild addsareferenceto theparent’samap

(if any) andsetsthecopy-on-writeflag. Fourth,theneeds-copy flag is setin boththe

parentandchild. In somecases(describedlater)theneeds-copy flagmustbecleared

immediately.

Thedefault inheritancevaluefor a regionmappedcopy-on-writeis copy, while thedefault

inheritancevaluefor a regionmappedsharedis share.Thus,thedefaultbehavior emulates

traditionalUnix. However, it is possiblefor aprocessto changetheinheritanceattributeof

a regionof memoryby usingtheminherit systemcall.

Notethatin shareinheritancetheamapstructurecanbesharedbetweenmappings.

When this happensa special“shared” flag is set in the amapstructureto indicatethat

the amapis being shared. When the sharedflag is set, the amapmoduleis careful to

propagatechangesin theamapto all processesthataresharingthemapping.For example,

whenananonis removedfrom anamapany residentpageassociatedwith thatanonmust

be unmappedfrom the processusing the amap. If the amapis known not to be shared,

thensimply removing themappingfor thatpagein thecurrentprocess’pmapis sufficient.

However, if theamapis beingshared(andthusthesharedflag is set)thennot only must

the mappingbe removed from the currentprocess’pmap,but it must also be removed

from any otherprocessthatis sharingthemapping.Removing amappingfrom thecurrent

process’pmapcanbeaccomplishedby usingthepmap remove function,while removing

all mappingsof apagecanbeaccomplishedwith thepmap page protect function.

In UVM, thefunctionthatcopiestheaddressspaceof aprocessduringafork opera-

tion is uvmspace fork . TheC pseudo-codefor this functionis shown in in Figure4.13.

Notethateachmapentryin theparent’s addressspaceis copiedto thechild processbased

on its inheritancevalue.

It is ofteneasierto understandtherelationshipbetweenamapsandforking, faulting,

andinheritancechangesby looking at a memorydiagramthatshows thestateof thedata

structurethroughthesecritical eventsin a process’lifetime. Table4.2definesthesymbols

usedin a memorydiagram.Figure4.14shows thearrangementof thedatastructurein a

memorydiagram.Notethatin amapentrytheupperleft cornercontainsthemappingtype
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uvmspace_fork() {

allocate a new vmspace structure for the child;
for (each map entry in the parent’s map) {

switch(entry->inherit) {
case VM_INHERIT_NONE:

/* do nothing */
break;

case VM_INHERIT_SHARE:
/* add shared mapping to child */
break;

case VM_INHERIT_COPY:
/* add copy-on-write mapping to child */
break;

default: panic("uvmspace_fork");
}

}
return(new vmspace);

}

Figure4.13:Pseudocodefor fork

Table4.2: Thesymbolsusedin amemorydiagram

Symbol Meaning���
ananonstructurewith referencecount ��
copy���
process� forks�����
process� changesaninheritancevalue� �
anamapstructurewith a referencecount �


 � needs-copy flag is true�����
process� triggersa read-fault�
share� � � �� 
“shared”amapflag is true!"���
process� triggersa write-fault# “don’t care”
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Figure4.15:Shareinheritance

andthelower right cornercontainstheinheritancevalue.Figure4.15showswhathappens

to amapentryduringa fork whenits inheritanceis setto share.Notethattheamap’sshare

flagbecomestrueafterthefork andtheamap’sreferencecountgoesfrom oneto two while

theanon(thatis shared)remainsunchanged.

Figure4.16shows whathappensto a mapentryduringa fork whenits inheritance

is setto copy. Note that in this casetheamapgetsanadditionalreference,but it is not a

sharedone. Both processoneandprocesstwo have their needs-copy flag set. Also, note

thatthemappingsin processonehavebeenwrite protectedto ensurethatthecopy-on-write

operationwill happen.Theneeds-copy flagwill remainsetonthemapentriesuntil thefirst

write faulteitherin processoneor processtwo. If processonehadawrite faultonanon“A”

thentheresultwould beasshown in Figure4.17.Whenthatwrite fault occurs,theneeds-

copy flag will first needto beclearedwith amap copy beforethefault canbeprocessed.

This causesprocessoneto get a new amapandboth anons“A” and“B” get a reference
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Figure4.17: Clearingneeds-copy aftera copy-inheritancefork. Needs-copy wascleared
becauseprocessonetook a write fault on anon“A” causinga new anon(“C”) to beallo-
cated.

countof two. Oncethenew amaphasbeencreated,thenanew anon(“C”) for processone

canbeallocatedandinsertedinto it. After thecopy-on-writefault anon“B” is still shared

betweenthetwo processes.Note thatprocesstwo still hasits needs-copy flag set: this is

harmless.If processtwo hasa write fault on themappedarea,amap copy will becalled

on themappingto clearneeds-copy. Theamap copy functionwill noticethat theamap

pointedto by processtwo hasa referencecountof one. This indicatesthatprocesstwo is

theonly processreferencingtheamap,andthustheamapdoesnot needto becopied. In

thiscaseamap copy cancleartheneeds-copy flagwithoutactuallycopying theamap.
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Figure4.18: An erroneousfork. Processtwo is theparentprocessthathasneeds-copy set
andsharedinheritance.Processthreeis the child process.Processoneis alsousingthe
amap.

4.7 Inheritance and Forking

Thedescriptionin theprevioussectionof theeffect of sharedandcopy inheritanceduring

a fork covers the commoncases. However, thereare a few specialcasesthat must be

correctlyhandledby the fork codein orderto properlypreserve thesemanticsdefinedby

thememorymappingAPI. Thesespecialcasesaredescribedin thissection.

4.7.1 Share Inheritance whenNeeds-copyis True

Consideraprocessthathasamapentryin its mapthathasits inheritancevaluesetto share

andhasanamapattachedto it. Whenthis processforks, the datain the amapshouldbe

sharedbetweentheparentandthechild process,asshown earlierin Figure4.15

Now considerwhatwould happenif theparentprocess’needs-copy flag wastrue.

The needs-copy flag of a mapentry is true only if the entry is pointing to an amapthat

theentryneedsa copy of, but hasnot yet madesincea write fault hasnot occurred.This

amapis typically alsoreferencedby anotherprocess.If thepatternshown in Figure4.15is

followed,theresultis asshown in Figure4.18.Thisconfigurationis wrong.

Theproblemwith theconfigurationshown in Figure4.18is thatbothprocessestwo

andthreearesupposedto besharinganamap,but they bothhaveneeds-copy set.Consider

whatwould happenif processthreehadawrite fault on themappedarea.TheVM system

woulddetectprocessthree’sneeds-copy flagandclearit by creatinganew amapfor it. But

by doingthis processtwo andprocessthreeareno longersharingthesameamapandthe

semanticsrequiredby thesharedinheritancearebroken. Theunfortunateresultis shown
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Figure4.20:Thecorrecthandlingof theerroneousfork

in Figure4.19.Giventhedatastructuresinvolvedthereis nowayfor processthreeto know

thatit needsto updateprocesstwo’samappointerto pointat thenew amapit just created.

UVM avoids this problemby checkingthe needs-copy flag on the parentprocess

duringashared-inheritancefork. If theflagisset,thenUVM goesonandcallsamap copy

immediatelysothat theamapto besharedis createdbeforea problemlike theoneshown

in Figure4.19canoccur. Thecorrecthandlingof theerroneousfork situationis shown in

Figure4.20.

4.7.2 Copy Inheritance whenthe Amap is Shared

Whenforking a mapregion with copy inheritance,the fork routinemustalsobe careful

with the handlingof the needs-copy flag. Consideran amapthat is beingsharedby two

processes.The amapwill have its shareflag setanda referencecountof two. Suppose
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Figure4.21:Two processessharinganamap

that one of the processesmappingthe map hasits inheritancevalue set to copy. This

configurationis shown in Figure4.21. Notethatprocessesoneandtwo shouldbesharing

theamap.

Now supposeprocesstwo forks. If theschemeshown in Figure4.16werefollowed

theresultwouldbeasshown in Figure4.22.Thatconfigurationis wrong.A write fault by

any of thethreeprocesseswill causeproblems:

� If processonewritesto a pagein theamapprocesstwo will seethechangebecause

it is sharingthesameamapwith processone. However, processthreewill alsosee

thechangeandit shouldnot.

� If processtwo writesto apagein theamaptheneeds-copy flagonits mappingwould

causea new amapto beallocatedto storethechangedpage.This is wrongbecause

processoneandtwo aresupposedto besharingthesameamap.

� If processthreewrites to themappingthenit will geta new amapasexpected,and

the copy-on-write will proceednormally. However processtwo will still have its

needs-copy flag setafter processthree’s write is finished,andthat will leadto the

problemdescribedabove.

Thecorrectway to handlea copy-inherit fork whentheamapis beingsharedis to

useamap copy duringthefork to immediatelyclearneeds-copy in thechild process.The

correctresultof the fork is shown in Figure4.23. The shareflag hasbeenaddedto the

amapstructurein UVM to detectthissituation.
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4.7.3 Copy Inheritance of a SharedMapping

By default a sharedmapping’s inheritanceis share.However, a sharedmapping’s inheri-

tancecanbechangedto copy by theminherit systemcall. Sharedmappingsnormally

donot have amapsassociatedwith them(becausethereis noneedto promotetheirdatato

anamapfor copy-on-write). However, with UVM certainoperationscancauseamapsto

beallocatedfor sharedregions. In theunusualcaseof a sharedmappinghaving anamap

andcopy inheritance,themappingis handledasfollowsby fork:

� The datain the amaplayer immediatelybecomescopy-on-write in both the parent

andchild process.

� Thedatain theobjectlayerremainssharedin theparentprocess,but becomescopy-

on-writein thechild process.

4.7.4 Copy Inheritance whenthe Map Entry is Wir ed

Memory is saidto bewired if it is alwaysresidentandthusnever hasto be fetchedfrom

backingstoreduringa pagefault. Wired memoryis usedto improve the performanceof

time-critical processesby reducingpagefault overhead. If a processwith a wired map

entry whoseinheritancevalueis copy forks, thenthe child processwill want a copy-on-

write copy of theregion. However, in orderto do thattheparent’s mappingwould have to

beprotected.In orderto keepfault timedown this is to beavoided.

So, in the caseof wired memory, ratherthanfollowing the normalcopy-on-write

pattern,thefork routinecallstheamap cow now function.This functionensuresthatthe

child processhasanamapandthatall copy-on-writefaultshave beenresolved. By doing

this, theparentpaystheup-frontcostof resolvingall copy-on-writefaultsin oneshotand

avoidshaving its mappingsprotectedfor deferredcopy-on-writefaults.

4.8 Summary

In this chapterwe have reviewed the function of anonymousmemoryin UVM. We in-

troducedthe amapinterfaceanddescribedUVM’ s referenceamapimplementation.We

explainedhow UVM handlespartialunmapsof regionsof anonymousmemoryefficiently.

We thenexplainedtherole of amapsin copy-on-writeandhow Mach-stylememoryinher-

itanceinteractswith theamapsystem.
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Chapter 5

Handling PageFaults

This chapterdescribesthe operationof uvm fault , the UVM pagefault handler. Page

faultsoccurwhenaprocessor thekernelattemptsto reador writevirtualmemorythatis not

mappedto allow suchanaccess.This chapterincludesanoverview of UVM’ s pagefault

handling,adiscussionof errorrecovery in thefaulthandler, andacomparisonbetweenthe

BSD VM’ s fault routineandUVM’ s fault routine.Notethat theeffect of pageloanouton

thefault routineis describedin Chapter7.

5.1 PageFault Overview

Thepagefault handleris calledby low-level machine-dependentcodewhentheMMU de-

tectsamemoryaccessthatcausesapagefault. Thefault handlermustusetheinformation

storedin themachine-independentlayerof thevirtual memorysystemto resolve thefault

so that the faulting processcanresumeexecution. If the pagefault handleris unableto

resolve the fault, an error signal is sentto the faulting process.Thereare two kinds of

pagefaults: readfaultsandwrite faults. A readfault occurswhena processor thekernel

attemptsto readfrom unmappedvirtual memory. A write fault occurswhena processor

thekernelattemptsto write to unmappedvirtual memoryor write to a read-onlymapped

pageof virtual memory.

In the BSD VM system,the pagefault routinehandlespagefaultsby traversing

shadow andcopy objectchains,asdescribedearlierin Section2.4.5.BecauseUVM hasa

new pagerinterfaceandno longerhasshadow andcopy objectchains,theBSD VM page

fault routinecannotbeusedin UVM — it is no longerapplicable.

UVM includesa brand-new pagefault routinethat is simpler, moreefficient, and

easierto understandthantheBSD VM’ s fault routine. At a high-level, UVM’ s pagefault
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uvm_fault() {

look up faulting address’ map entry;
if (data is in amap layer) { /* case 1 */

handle any copy-on-write processing;
map page and return success;

} else if (data is in uvm_object layer) { /* case 2 */
handle any copy-on-write processing;
map page and return success;

} else { /* missing data */
return error;

}
}

Figure5.1: High-level pseudocodefor thefault routine

routineoperatesby first looking up thefaultingaddressin thefaultingprocess’VM map.

Oncetheappropriatemapentryis foundthefault routinemustcheckfor thefaultingpage

in eachof UVM’ s two-levelsof mapping.Thefault routinefirst checkstheamaplevel to

seeif thefaultingpageis partof anonymousmemory. If not, thenthefault routinerequests

the faulting pagefrom the the uvm object associatedwith the faulting mapentry. In

eithercase,if a copy-on-write fault is detecteda new anonis allocatedandinsertedinto

the amapat the appropriateposition. Finally, the fault routineestablishesa mappingin

the faultingprocess’pmapandreturnssuccessfully. High-level pseudocodefor the fault

routineis shown in Figure5.1. The remainderof Section5.1 describesthe step-by-step

operationof UVM’ spagefault routine.

5.1.1 Calling uvm fault

UVM’ s fault routineis calledfrom themachine-dependentcodewith thefollowing infor-

mation:

faulting virtual address: The machine-dependentcodeobtainsfrom the MMU the ad-

dressthatwasaccessedin virtual memoryto triggerthepagefault.

faulting vm map: Basedon the faulting virtual address,hardware information,and the

pointerto thecurrentlyrunningprocessthemachine-dependentcodemustdetermine

if the fault occurredin memorymanagedby thecurrentprocess’vm mapor by the

kernel’svm map. Thefaultingmapis passedto thefault routine.
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fault type: Basedon informationfrom the hardware, the machine-dependentcodemust

determinethe type of pagefault that occurred. The fault type is “invalid” if the

virtual addressbeingaccessedwasnot mapped.The fault type is “protect” if the

virtual addressbeingaccesswasmapped,but theaccessviolatedtheprotectionson

the mapping(e.g. writing to a read-onlymapping). Finally, thereis an internally

usedfault type,“wire,” thatis usedwhenwiring pages.

accesstype: Basedon informationfrom thehardware,themachine-dependentcodemust

determineif the faultingprocesswasreadingor writing memoryat the time of the

fault. This is thefault accesstype.

The fault routinewill usethesefour piecesof informationto processthe fault. Oncethe

fault routinehasresolvedthefault it returnsa statusvalueto themachine-dependentcode

that calledit. The fault routinewill eitherreturn“success”indicatingthat the fault was

resolvedandthat the faultingprocesscanresumerunning,or it will returnan error code

that indicatesthat faultingprocessshouldbesentanerror signal. If thereis anerrorand

thefaultingprocessis thekernelthesystemwill usuallycrash(“panic”).

5.1.2 Fault AddressLookup

Thefirst stepin handlingapagefault is to determinewhatdatais mappedin at thefaulting

address.This informationis containedin thefaultingvm mapstructure’ssortedlinkedlist

of mapentries.Lookingup thefaultingaddressin themapis simplya matterof searching

thelinkedlist for themapentrystructurethatmapsthefaultingaddress1. However, there

aretwo issuesthatcomplicatetheprocess:maplockingandmapentriesthatpoint to share

mapsor submaps.

Everymapstructurehasits own lock. Maparereadlockedwhile they arebeingread

andwrite lockedwhile they arebeingmodified.A read-lockedmapandits corresponding

mapentrystructurescannotbemodified.Multiple processescanhaveamapread-lockedat

thesametime. If aprocessor thekernelwantsto changethemappingsin amap,it mustbe

write-locked.A mapcanbewrite-lockedonly if it is notalreadyread-lockedandonly one

processcanwrite-lockamapatatime. Whenthefault routineis called,thefaultingmapis

unlocked.Thefault routineread-locksthemapin orderto lookupthefaultingaddress.As

longasthefault routineholdstheread-lockon themapthentheaddresslookupis valid. If

1Sincealinearsearchof a linkedlist cangetexpensiveif thelist is long,thelookupcodecachestheresult
of thelastlookupin a mapasa “hint” asto whereto startthenext lookup. This reducestheoverheadof the
search.



103

parent_map

original faulting address
original fault size

address in current map

parent map

current map entry

current map
current map version

parent map version

size of current lookup

vm_map

vm_map

vm_map

vm_map_entry

orig_size

orig_map
orig_rvaddr

size

uvm_faultinfo

rvaddr

parentv
map
mapv
entry

original faulting map

Figure5.2: The faultinfo datastructure.Thefirst threefieldsarefilled out at the startof
the fault routine. Theremainingfieldsarefilled up by theuvmfault lookup function
whenit doesthemaplookup.All virtual addressesaretruncatedto apageboundary.

the fault routinehasto do a lengthyI/O operationto get theneededdata,thenit unlocks

the faulting mapso that otherprocessesor threadsmay accessthe mapwhile the I/O is

in progress.Oncethe I/O operationis complete,the fault routinemustrelock themapto

checkthatits mappingis still valid.

If a maplookupresultsin a mapentry thatpointsto a sharemapor submap,then

the lookup mustbe repeatedin that map. Sincemapentriesin sharemapsandsubmaps

arenotallowedto point to sharemapsor submapsthemselves,only two levelsof mapscan

beencountered:thefaultingmap(calledthe“parentmap”)andtheshareor submap.Note

thatsharemapsandsubmapshave theirown locksthatmustbeheldduringlookups.

While thefaultroutinemusthandlemaplocking,sharemaps,andsubmapsproperly,

the detailscanbe isolatedin a datastructureanda few helperfunctionsso that the bulk

of the fault routinecodedoesn’t have to worry abouthow many mapsit is dealingwith.

Thedatastructurethatcontainsinformationon thecurrentmappingof thefaultingaddress

is called the uvm faultinfo datastructure,shown in Figure5.2. The faultinfo data

structureis oftencalled“ufi ” for short.

Thefirst thingthefault routinedoesis to storethefaultingmap,address,andsizein

its faultinfo datastructure.For pagefaults,thefault sizeis alwaysthepagesize(thefault

sizefield is for useby otherfunctionssuchaspageloanout).

The fault routinethencalls the uvmfault lookup function to look up themap

entry thatmapsthe faultingaddress.The fault lookupfunctiontakesa faultinfo structure
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with its first threefieldsfilled in asinput. It thenlocksthefaultingmap,anddoesa lookup

on the faultingaddress.If the faultingaddressis not mapped,the lookup routinereturns

an error code. If the faulting addressis in a region mappedby a shareor submap,then

thelookuproutinemakestheoriginalmapthe“parent”map,locksthenew map,andthen

repeatsthelookupin thenew map.If thelookupis successful,thenthefault lookupfunc-

tion will fill in theremainingsevenfieldsof thefaultinfo structure.For faultingaddresses

thatmapto a sharemapor submap,theparent mapfield will point to theoriginal map,

andthemap field will point to theshareor submap.If thereis no shareor submap,then

parent mapwill benull andmapwill point to theoriginal map. Thus,the lowest-level

mapalwaysendsup in the map field of the faultinfo structure. This map is sometimes

referredto asthe “current” map. Theentry field is alwaysa mapentry in this map. If

successful,thelookupfunctionreturnswith themapslocked.

Note that the faultinfo structurecontainsversionnumbersfor both theparentmap

andthecurrentmap.If thefault routineunlocksa mapfor I/O, theseversionnumberscan

beusedto detectif themapwaschangedwhile unlocked.If themapwasnotchanged,then

thefault routineknows that thelookupinformationcachedin its faultinfo structureis still

valid, andthusa freshlookupis notneeded.However, if theversionnumbersarechanged,

thenthefault routinemustrepeatthelookupin casethemappingshave changedwhile the

mapwasunlocked.

TheUVM fault routinehasfour helperfunctionsrelatingto maplookups.They are

summarizedin Table5.1.

5.1.3 Post-lookupChecks

If the fault routine’s call to the fault lookup routinefails, thenan invalid addresserror is

returnedto thecaller. If the lookupwassuccessful,thenthecurrentmapcanbeobtained

throughthe faultinfo datastructure. The fault routine is now holding read-lockson the

mapsin thefaultinfodatastructure.At thispoint thefault routinecanperforma few quick

checksbeforeit startslookingat themappedmemoryobjects.

$ The address’currentprotectionis checked with the type of accessthat causedthe

fault. If theaccessis notallowed,thenthefault routineunlocksthemapsandreturns

a protectionfailure error. For example,if a processhasa write fault to an areaof

memorymappedread-only, thenthefault routinewould returnanerror.

$ The needs-copy flag of the mapentry is checked. If the fault is a write fault or if

themappingis a zero-fill mapping,thentheneeds-copy flagwill needto becleared.
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Table5.1: Fault lookupfunctions

Function Description
uvmfault lookup Looksupavirtual addressin amap,handling

shareandsubmaps.The virtual addressand
maparepassedto this functionin a faultinfo
structure. If successful,the lookup function
returnswith themapslocked.

uvmfault unlockmaps Unlocks the map pointed to by a faultinfo
structure.

uvmfault relock Attempts to relock the mapspointed to by
a faultinfo structure without doing a new
lookup. This will succeedonly if the maps’
versionnumbershavenotchangedsincethey
werelocked.

uvmfault unlockall Unlocksan anon,amap,uvm object , and
a faultinfostructure.

This is doneby calling the uvmfault amapcopy function. This function drops

the read-lockon the maps,obtainswrite-lockson the maps,andclearsneeds-copy

by callingamap copy . Thenthefault routinerestartsthefaultprocessing.

$ Onceneeds-copy hasbeencleared,thefault routinechecksthecurrentmapentryto

ensurethat it hassomethingmappedin at oneof the two-levels. If the mapentry

hasneitheran amapnor a uvm object attachedto it, thenthereareno memory

objectsassociatedwith it. In thiscasethefault routineunlocksthemapsandreturns

aninvalid addresserror.

5.1.4 EstablishingFault Range

After performingthe post-lookupcheck,the UVM pagefault routineestablishesa range

of pagesto examineduring the fault. This rangecould be just the faulting page(called

a “narrow” fault), or it could includeseveralneighboringpages.Thesizeof the rangeis

determinedby the sizeof virtual memorymappedby the mapentry andthe mapentry’s

memoryusagehint (the “advice” field in the mapentry). For sequentialmemoryusage,

pagesbehindthefaultingpageareflushedfrom memory. For randommemoryaccess,the

rangeis just thefaultingpage.Normalmemoryaccesshasa rangeof a few pagesin either

direction.



106

5.1.5 Mapping Neighboring ResidentPages

After establishingthe rangeof fault, the fault routinethenlooks for neighboringresident

pagesin the mapping’s amap. If a neighboringpageis found to be currentlyunmapped,

but is resident,thenthefault routineestablishesa mappingfor it. This is donein hopesof

reducingfuturefaultsby anticipatingtheneedfor a residentpageandmappingit in before

thefaultoccurs.

UVM currentlyignoresneighboringnon-residentanonwith datapagedout to the

swaparea.A possiblefutureenhancementto UVM wouldbeto modify it to startapage-in

operationon thesepagesin hopesof having themresidentby the time theprogramfaults

them.

If thefaultroutinedetectedthatauvm object ’spageis neededto resolvethefault

thenit looks for residentpagesin thatobjectaswell2. The fault routinegetsthesepages

by calling the object’s “pagerget” function. Neighboringobjectpagesaremappedinto

theprocessbasedon thememoryusagehint. Becauseall datastructuresarelockedwhen

theget function is called,this is calleda “lockedget” operation.If thefaulteddatais not

resident,thefault routinewill laterunlockthefault datastructureandcall thegetfunction

againto do theI/O to backingstore.This is calledan“unlockedget.”

After theneighboringresidentpagesaremapped,thepreliminarywork of thefault

routineis done.Therestof thefault routinefocusesongettingthepagethatwasfaultedon

mappedin to resolvethefaultandallow thefaultingprocessto resumeexecution.In UVM,

pagefaultsaredividedinto two majorcasesbasedon UVM’ s two-layermappingscheme.

Faultson datain theupperlayerare“case1” or “anon” faults.Faultson datain thelower

layerare“case2” or “object” faults.

5.1.6 Anon Faults

In ananonfault,thedatabeingfaultedresidesin ananonstructure.Thus,thecontentof the

mapping’s objectlayer is irrelevant. Therearethreestepsinvolvedin processingananon

fault: ensuringthat theanon’s datais resident,handlingthe two sub-casesof anonfaults,

andmappingin thepage.

2Certainobjectsneedto have completecontrol over the handlingof their faults. In this case,the fault
routinepassescontrolto anobject’s fault functionto let it resolvethefault (seeSection8.4).
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Ensuring the Faulting Data is Resident

The first thing that the fault routinemust do in an anonfault is ensurethat the datain

the faulting anonis residentin an availablepageof physicalmemory. This is donewith

the“anonget”function(calleduvmfault anonget ). Theanongetfunctionis calledby

the fault routinewith faultinfo, amap,andanonasarguments.Thesestructuresmustbe

lockedbeforethefunctionis called.Theanongetfunctionmustbepreparedto handlethe

following threecases:

$ non-resident:Thedatahasbeenpagedout to theswaparea.

$ unavailable residentpage:Thedatais resident,but thepageit residesin iscurrently

busy.

$ available residentpage:Thedatais residentandits pageis availablefor use.

Eachof thesecasesis describedbelow.

If thedatais non-resident,thentheanongetfunctionmakesit resident.This is done

by allocatinga new page,unlockingthe fault datastructures,andissuinga requestto the

swapI/O layerto readthedatafrom swapinto thenew page.While thereadis in progress

the processwill sleep,thus releasingthe CPU in order to allow otherprocessesto run.

WhentheI/O is finished,thefault routinewill resumeexecution.

If the datais residentin an unavailablepage,thenthe anongetroutinemustmark

theresidentpage“wanted,” unlock the fault datastructures,andthensleepuntil thepage

is available.Therearetwo typesof unavailablepages:“busy” pagesand“released”pages.

A pageis markedbusyif its datais in flux andshouldnotbeaccessed.For example,pages

whosedatais currentlybeingtransferedbetweenphysicalmemoryandbackingstoreare

markedbusy. A processthatsetsthebusyflagof apageis saidto beits “owner.” Released

pagesarepagesthat are in the processof being freed. Whenclearinga page’s busy or

releasedflags, it is the responsibilityof the page’s owner to checkto seeif the pageis

wanted.If thepageis wanted,thentheownermustwakeany processwaiting for accessto

thepage.

If thedatais residentin anavailablepage,thentheanongetroutinecansuccessfully

return.Thepseudocodefor uvmfault anonget is shown in Figure5.3.

Notethattheanongetfunctionmustbepreparedto handleseveralerrorconditions,

includingrunningoutof physicalmemory, I/O errorswhile readingfrom theswaparea,and

problemsre-lockingthefault datastructuresaftersleeping.A discussionof errorrecovery

in thefault routinewill bepresentedlater, in Section5.2.
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uvmfault_anonget() {

while (1) {
if (page resident) {

if (page is available)
return(success); /* done! */

mark page wanted;
unlock data structures;
sleep;

} else {
allocate new page;
unlock data structures and read page from swap;

}
relock data structures;

} /* end of while loop */

}

Figure5.3: Theuvmfault anonget function

Anon Fault Sub-cases

Oncetheanon’sdatais resident,thefault routinedividesanonfaultsinto two sub-cases,as

shown in Figure5.4.

In case1A, thepagein theanonis mappeddirectlyinto thefaultingprocess’address

space.Case1A is triggeredby eithera read-fault on ananon’s page,or by a write-fault on

an anonwhosereferencecountis equalto one. Case1B is triggeredby a write-fault on

ananonwhosereferencecountis greaterthanone. Case1B is requiredfor propercopy-

on-writeoperation.An anon’s referencecountcanonly begreaterthanoneif two or more

old anon

anon-layer

case 1a case 1b

copy

new anon

Figure5.4: Anon fault sub-cases.Thedifferencebetweencase1aandcase1b fault is that
in case1b thedatamustgo throughthecopy-on-writeprocessin orderto resolve thefault.
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processesaresharingits pageaspartof a copy-on-writeoperation.Thus,whenwriting to

ananonin this state,a copy of thedatamustbemadefirst to preserve the copy-on-write

semantics.Likewise,for case1A, whenfaultingonanonswhosereferencecountis greater

thanone,thefaultingpagemustbemappedin read-onlyto preventit from beingchanged

while thereferencecountis greaterthanone.

To handlecase1B, thefaultroutinemustallocateanew anoncontaininganew page.

Thedatafrom theold anonmustbecopiedinto thenew anon,andthenthenew anonmust

beinstalledin placeof theold onein theamap.Thenew anonwill have a referencecount

of one,andthe old anonwill loseonereference.The fault routinemustbe preparedto

handlethesortof out-of-memoryerrorsdescribedin Section5.2while handlingcase1B.

Mapping the Pagein

Oncethecopy-on-writeprocessof case1Bhasbeenaddressed,thenew pagecanbeentered

into the faultingprocess’pmap,thusestablishinga low-level mappingfor thepagebeing

faulted.This is donewith acall to thepmap enter function.Oncethelow-levelmapping

hasbeenestablishedthe fault routinecanreturnsuccessfully. The faulting processwill

resumeexecutionwith thememoryreferenceit madeto thepagethatwasjust faultedon.

5.1.7 Object Faults

Thesecondclassof faultsthatthefault routinehandlesis theobjectfault. In this case,the

databeingfaultedresidesin a uvm object . Therearethreestepsinvolvedin processing

anobjectfault: fetchingthedataif it is not resident,handlingthetwo sub-casesof object

faults,andmappingin thepage.

FetchingNon-residentData

Earlier in thefault process,the fault routinedid a lockedget to find any residentpagesin

the objectthat werecloseto the faulting page. If the faulting pagewasresidentandnot

busy, thenthelockedgetreturnedthefaultingpageaswell. Thelockedgetsetsthe“busy”

flag on thepagesit returns.Thefault routinedoesnot have to worry aboutgettinga page

thatis busyby anotherprocessbecausethelockedgetwill not returnsuchapage.

If thepageis not resident,thenthefault routinemustissueanunlockedgetrequest

to thepagerget function. To do this, the fault routineunlocksall its datastructures(with

theexceptionof theobject— thepagerget functionwill unlock thatbeforestartingI/O)

andcalls thepagerget function. After startingI/O, theprocesswill sleepin thepagerget
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promote copy

anon-layer

case 2a

object-layer

new anon

case 2b

Figure5.5: Object fault sub-cases.In case2a the faulting processhasdirect accessto
theobject’s memory, while in case2b thefaultingprocesshascopy-on-writeaccessto the
object.

functionuntil thedatais available.Whenthedatais available,thepagergetfunctionwill

returnwith thefaultingpageresidentandbusy. Thefault routinemustcheckfor errorsand

relockthedatastructures.

Object Fault Sub-cases

Oncetheobject’sdatais resident,thefault routinedividesobjectfaultsinto two sub-cases,

asshown in Figure5.5.

In case2A the object’s pageis mappeddirectly into the faulting process’address

space.Case2A is triggeredby eithera read-fault on anobject’s page,or by a write-fault

on an object that is mappedshared(i.e. not copy-on-write). If a read-fault occurson a

copy-on-writeregion,thenthepagewill bemappedin read-onlyto ensurethatthefaulting

processcannotattemptto modify it withoutgeneratingapagefault. Notethatif theobject

is a memorymappedfile, thenchangesmadeto its pageswill bereflectedbackto thefile

andseenby otherprocesses.

Case2B is triggeredby a write-fault on an object that is mappedcopy-on-write,

or by a fault on a copy-on-write region that hasno objectassociatedwith it. The latter

casehappenswith regionsof virtual memorythat aremapped“zero-fill.” Whendatais

copiedfrom thelower-level objectlayerto theupper-level anonlayerthedatais saidto be

“promoted.” To promotedata,thefault routinemustallocatea new anonwith a new page
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andcopy thedatafrom theold pageto thenew page.Thefault routinemustbepreparedto

handlethesortof out of memoryerrorsdescribedin Section5.2while handlingcase2B.

Mapping the Pagein

Oncethe objectpageis residentandcase2B is taken careof, thenthe new pagecanbe

enteredinto the the faultingprocess’pmapwith pmap enter . After mappingthepage,

the fault routinemust clear the faulting page’s busy flag, and checkthe faulting page’s

wantedflag. If the pageis wanted,thenthe fault routinewakesup any processthatmay

besleepingwaiting for it. Oncethis is done,thefault routinecanreturnsuccessfully. The

faultingprocesswill resumeexecutionwith thememoryreferenceit madeto thepagethat

wasjust faultedon.

5.1.8 Summary

In summary, a pagefault happensasfollows: First the faultinfo structureis filled in for

the lookup operation.After the lookup operationis performedthe protectionis checked

andneeds-copy is clearedif necessary. Next, availableresidentneighboringpagesarethen

mappedin. Finally, thefault routineresolvesthefault by determiningwhichcasethefault

is, gettingtheneededdata,andmappingit in. Pseudocodeshowing theoverall structure

of UVM’ s fault routineis shown in Figure5.6.

5.2 Err or Recovery

The fault routine resolves most pagefaults without encounteringany errors. However,

errorscanoccurandthe fault routinemustbe preparedto recover from themgracefully.

This sectiondescribesthe possibleerrorsthe fault routinemay get andhow it addresses

them.

5.2.1 Invalid Virtual Addresses

Invalid virtual addressesarevirtual addressesthatarenot mappedby any mapentryin the

faultingmap.An invalid virtual addressis detectedby thefailureof thefault lookupfunc-

tion. Theseerrorsareeasyto handlebecausethey aredetectedearlyonin thefaultprocess.

Sincenoresourceshavebeenallocatedor locked,thefaultroutinecanjustreturnaninvalid
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uvm_fault() {

fill in faultinfo structure;
ReFault:

call uvmfault_lookup to look up mapping;
check protection;
clear needs-copy if necessary;
check for either an amap or an object;
establish range of mapping (for neighboring pages);
map in resident anon pages;
map in resident object pages if necessary;
if (case 1) {

ensure data is resident;
if (case 1B) { do copy-on-write; }
map in the correct page;
return(success);

} else {
ensure data is resident;
if (case 2B) { do copy-on-write promotion; }
map in the correct page;
return(success);

}
done!

}

Figure5.6: Fault pseudocode

addresserrorcodeto thecaller. Thiserrormostoftenoccurswhenbuggyprogramsattempt

to referencedatathroughaninvalid pointer.

5.2.2 ProtectionViolations

Eachmapentryin amaphasaprotectioncodeassociatedwith it. Oncethelookupfunction

hasfoundthepropermapentryin thefaultingmap,theprotectioncodeis comparedto the

accesstype of the fault. If they are incompatible(e.g. a write to a read-onlyareaof

memory),thenthe fault routinehandlesthe error by unlockingthe mapsandreturninga

protectionfailureerrorcode.This errormostoftenoccurswhenbuggyprogramsattempt

to write to their read-onlytext area.
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5.2.3 Null Mappings

If a mapentry hasneitheran amapnor an objectandthe mappingis not copy-on-write,

thenthemapentry is just reservingspacein themap. It is not actuallymappinganything

into thespace.Memoryaccessto thissortof region is anerrorcondition.Thefault routine

handlesnull mappingsby unlockingthemapsandreturninganinvalidvirtual addresserror.

This error mostoften occurswhenbuggy programsattemptto referencedatathroughan

invalid pointer.

5.2.4 Out of Physical Memory

The fault routineallocatesphysicalmemoryin two cases.First, if the faulting memory

referenceis onapreviouslyunaccessedzero-fill areaof memory, thenthefaultroutinemust

allocateandzeroa pageto mapinto that area.Second,if the faultingmemoryreference

is a write to a copy-on-writeareaof memory, thenthe fault routinemustallocatea page

of physicalmemoryto copy thedatato. This canhappeneitherat theanonor objectlayer

(fault cases1B and2B).

If thesystemis out of physicalmemory, thenthe fault routine’s allocationrequest

will fail. The fault routinehandlesthis conditionby unlockingall its datastructuresand

wakingthepagedaemon.It thenwaitsfor thepagedaemonto freeupsomephysicalmem-

ory by doingpageouts.Whenthepagedaemonhasdonethis, it will senda wakeupto the

faultingprocess.Thefaultingprocessthenrestartsthefault.

5.2.5 Out of AnonymousVirtual Memory

Thefaultroutinecanrunoutof anonymousvirtual memoryif theentireswapareaandmost

of RAM is allocated.This caseis detectedby the failureof anallocationof a new anon.

UVM’ s fault routinehandlesthis conditionby unlockingthe datastructuresandcausing

thefault to fail.

Thereis room for improvementin UVM’ s handlingof this condition. The BSD

VM system“handles”this conditionby ignoring it. If you run a BSD VM systemout of

virtual memorythe systemwill deadlock.In UVM, the processthat runsthe systemout

of virtual memorywill getanerrorsignalat the time of the fault. In the future, it would

be worthwhile to investigateways to report the shortageof virtual memoryat memory

allocationtime (whentheallocatingprocesshasa chanceto do somethingaboutit) rather

thanat fault time(whentheallocatingprocesswill beunlikely to beableto handleit).
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5.2.6 FailureTo RelockData Structures

If the fault routinehasto wait for an I/O operationor wait for memoryto becomefree

it alwaysunlocksall its datastructuresbeforegoing to sleep. Oncethe I/O operationis

completeor thememorybeingwaitedon becomesavailable,thefaultingprocessresumes

execution.In this situation,thefirst thing thefault routinemustdo is re-establishlockson

all thedatastructuresassociatedwith thefault. Sincethesedatastructureswereunlocked

for a periodof time, it is possiblethat otherprocessescould have changedor even freed

themwhile thefaultingprocesswaswaiting.

UVM usestheuvmfault relock functionto relockthemapdatastructures.As

describedearlier, the relock functionusesthe map’s versionnumbersto determineif the

old lookupis still valid. If thelookupis not valid, thenthefault routinerecoversfrom this

by un-busyingany busypagesthatit is holdingandrestartingthefault from thetop(called

a “refault”).

TheBSDVM systemdoesnotmakeuseof themap’sversionnumbers— it always

repeatsthelookup.Usingthemap’sversionnumbersto avoid thesecondlookupappearsto

beafeatureof MachVM thatwasremovedfrom BSD.Theuvmfault relock function

restoresthis featureto UVM.

5.2.7 I/O Err ors

If thefault routinehasrequestedthatanI/O operationbeperformedto fetchafaultingpage

from backingstoreit is possiblethattheI/O operationwill fail. For example,if adiskstarts

to malfunctionor adevicedrivercannotgetaccessto resourcesit needsto performtheI/O,

thenthepage-inwill fail with anerror.

If thepage-inoperationfails while attemptingto pagein anonymousmemory, then

thefault routinemustrestorethe faultinganonbackto thestateit wasin beforethefault.

That meansthat the pagethat hasbeenassociatedwith the anonmustbe removed from

it and freed. If the page-inoperationfails while attemptingto page-inobjectpagesthe

object’s pageris responsiblefor freeingany allocatedpages. The pagercan return two

typesof errorcodes:oneto indicatethatthefault routineshouldre-try thefault andoneto

indicatethatthepage-infailedandthatthefault routineshouldgiveup.
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5.2.8 ReleasedPages

Whenthefault routineor pagedaemonis having I/O performedon a pagethepage’s busy

flag is setto indicateto otherprocessesthat this pageis currentlyin flux andshouldnot

beaccessed.While the I/O is in progressit is possiblefor someotherprocessto want to

freethebusypage.This couldbedueto thepagebeingunmappedor dueto a pagerflush

operation. Becausethe pageis currently in the middle of an I/O operation(and thus is

markedbusy)it cannotbefreed.Ratherthanfreeingit, thepage’s releasedflag is set.This

tells theprocessthatsetthebusyflag that thepageneedsto befreedassoonastheI/O is

complete.

Thefault routinemustchecka page’s releasedflagafterrelockingthefaultingdata

structuresto ensurethatthepageis still valid. If thepageis markedreleased,thenthefault

routinemustdisposeof thepageandrestartthefault. Anon pagescanbemarkedreleased

only if they arepart of an anonthat is no longer part of an amap(and thus the anon’s

referencecountis zero). In this case,thefault routinemustfreeboththeanon’s pageand

the anonitself3. Releasedobjectpagesarehandledby the object’s pagereleasefunction

(describedin detail in Chapter6). Notethatonepossibleresultof callinganobject’s page

releasefunctionis thattheobjectitself is terminated.In thiscase,thefault routinemustbe

carefulto dropall referencesto theterminatedobject.

5.3 BSDVM Fault vs. UVM Fault

The BSD VM fault routineandthe UVM fault routinediffer in a numberof ways. This

sectionhighlightsthemajordifferences.

5.3.1 Map Lookup

In theBSDVM system,maplookupsarehandledby thevm map lookup function.This

function takeseight parameters.Threeof the parametersare inputs to the function: the

faultingmap,the faultingaddress,andthe fault type. The functionperformsthe lookup,

handlingthe presenceof shareandsubmaps.In addition, it alsochecksprotection,cre-

atesshadow objects(if needs-copy is set),andcreateszero-fill objects.Whenthefaulting

processis donewith thelookup,it callsa “map lookupdone”functionto unlockthemap.

In UVM, maplookupsarehandledby uvmfault lookup . This functiontakesa

faultinfo datastructureanda locking flag andperformsthe lookup. It handlesshareand

3Theuvm anfree functionperformsbothof theseactions.
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submaps.Issuessuchasprotectioncheckingandclearingneeds-copy areleft upto thecall-

ing process.UnlikeBSDVM, UVM savesthemap’sversionsin thefaultinfodatastructure

andprovidesarelockfunction.Thisavoidstheextraoverheadof having to traversethelist

of mapentrystructureswhenrelockingthemapsafteranI/O.

While bothBSD andUVM’ s lookup functioneasethe handlingof shareandsub-

maps,theBSD’s lookupfunctionis overloadedto performstasksnotdirectly relatedto the

lookupsuchasprotectioncheckingandobjectchaincreation.This overloadingincreases

thecomplexity of theBSDlookupfunction.

5.3.2 Object Chaining vs. Two-Level Mappings

Anothersourceof complexity in the BSD VM fault routineareobjectchains. For each

pagefault, theBSD VM systemmusttraversedown theshadow chainto find thefaulting

data.It thenmustpushthechangeddatadown thecopy objectchain. As pagesarebeing

writtentheBSDVM hasto checkits objectchainsto seeif they canbecollapsedto prevent

themfrom becomingtoo long. Thereis no limit to thenumberof objectsthattheBSDVM

mustexamineto resolveafault! In contrast,UVM hasasimpletwo-level mappingscheme

thatdoesnot requireany extra collapseprocessing.Thefaulteddatacanbein only oneof

two places:theamaplayeror theobjectlayer.

In orderto properlyhandlea fault, theBSD VM systemmustdo thefollowing if it

is goingto unlockthemapsto performI/O:

$ A busypagemustbeplacedin thetop-level shadow objectof thefaultingmap.This

preventsaraceconditionbetweenthefaultingprocessandotherprocessesthatshare

the sameaddressspace.Without the busy page,two processescould be trying to

install thesamepagein thetop-level objectat thesametime.

$ Any objectthat the fault routineputsa busy pagein musthave its “paging in pro-

gress”counterincremented.In theBSD VM, any objectthathasa non-zeropaging

in processcounteris not allowedto becollapsed.This preventsobjectsfrom being

yankedout from underthefault routinewhile it is waiting for I/O to complete.

Becauseof UVM’ s two-level mappingscheme,thereis noneedfor UVM’ s fault routineto

worry aboutracesdown anobjectchainor objectsbeingcollapsedout from underit. This

simplifiesUVM’ s fault handling.
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5.3.3 Mapping Neighboring ResidentPages

As explainedearlier, the UVM fault routine mapsin neighboringresidentpageswhile

processinga fault. This usuallyreducesthetotal numberof pagefaultsprocesseshave to

take. In contrast,theBSD VM fault routineignoresneighboringpages.If they areneeded

they will befaultedin later. Thus,UVM reducesprocess’faultoverhead.For example,the

numberof pagesfaultsfor thecommand“ ls / ” wasreducedfrom 59to 33by UVM (see

Section10.5.3).

It shouldbenotedthatUVM’ stwo-level mappingschememakesmappingin neigh-

boring pagesrelatively easy. The neighboringpagesareeitherin the amapor the object

layer. In theBSDVM systemto searchfor neighboringpages,thefault routinewouldhave

theadditionaloverheadof walking theobjectchainsto find neighboringpages.

5.4 Summary

In this chapterwe have reviewedthefunctionof theUVM fault routine.We explainedthe

stepsthe fault routinegoesthroughto resolve a fault. The possibleerrorsthat the fault

routinemayencounterandhow it recoversfrom theweredescribed.Finally, someof the

differencesbetweentheUVM fault routineandtheBSDVM fault routinewerepresented.
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Chapter 6

Pager Interface

This chapterdescribesUVM’ s pagerinterface. The pageris responsiblefor performing

operationson uvm object structures.Suchoperationsincludechangingthe reference

countof a uvm object andtransferringdatabetweenbackingstoreandphysicalmem-

ory. This chaptercontainsa descriptionof therole of thepager, explanationsof thepager

functions,anda comparisonof UVM’ spagerinterfacewith theBSDVM pagerinterface.

6.1 The Roleof the Pager

In UVM, apageris adatastructurethatcontainspointersto asetof functionsthatperform

operationson a uvm object . Eachuvm object structureon thesystemhasa pointer

to its setof pagerfunctions.UVM currentlyhasthreepagers:

aobj: Theaobjpageris usedby uvm object structuresthatcontainanonymousmemory.

device: Thedevicepageris usedby uvm object structuresthatcontaindevicememory.

vnode: Thevnodepageris usedby uvm object structuresthatcontainnormalfile mem-

ory.

UVM performsall pager-relatedoperationsonauvm object throughits pagerfunctions.

ThisallowsUVM to treatuvm object structuresthatrepresentdifferenttypesof memory

alike.

Note that thereare two typesof memoryobjectsin UVM: uvm object struc-

turesandanonstructures.Pagersonly performoperationson uvm object memoryob-

jects. For the remainderof this chapterthe term “object” will be usedasshorthandfor

“uvm object structure.”
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Function Description
pgo init init apager’sprivatedatastructures– calledwhenthesystem

is booted
attach gaina referenceto kerneldatastructurethatcanbememory

mappedby anobject
pgo reference adda referenceto anobject
pgo detach dropa referenceto anobject
pgo get getpagesfrom backingstore
pgo asyncget startanasynchronousI/O operationto getpagesfrom back-

ing store
pgo fault objectfaulthandlerfunction
pgo put write pagesto backingstore
pgo flush flushanobject’spagesfrom memory
pgo cluster determinehow many pagescanbegetor putatthesametime
pgo mk pcluster makeaclusterfor apageoutoperation
pgo shareprot changeprotectionof anobjectthatis mappedby asharemap
pgo aiodone handlethecompletionof anasynchronousI/O operation
pgo releasepg freea releasedpage

Table 6.1: The Pager Operations. Note that the attach function is not part of the
uvm pagerops structure.

6.2 PagerOperations

A pageris composedof asetof functionsthatperformoperationsonanobject.Thesefunc-

tionsarecalledpageroperations.Pointersto all of thesefunctionsexceptone(the“attach”

function)aredefinedby a uvm pagerops structure.This sectioncontainsa description

of eachof thepageroperations.Thepageroperationsaresummarizedin Table6.1.

6.2.1 The Init Operation

UVM keepsa global list of all pagersin the VM system. Whenthe systemis booting,

UVM’ s startuproutinewill call eachpager’s pgo init function. This allows eachpager

to setupany globaldatastructuresit needsbeforethepageris first used.For example,the

device pagerkeepsa linkedlist of all allocateddevice-backedobjects.Thedevice pager’s

pgo init functioninitializesthis list to theemptystate.

Notethatthepagerinit functionis notneededby all pagers.Pagersthatdonotneed

to performany actionsatsystemstartuptimecansetthepgo init pointerto NULL.
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6.2.2 The Attach Operation

A pager’s attachfunction is usedto gain an initial referenceto an object. Becausethis

function must be called beforethe VM systemhasa pointer to the object and its cor-

respondinguvm pagerops structure,the attachfunction is not includedaspart of the

uvm pagerops structure. The attachfunction returnsa pointer to the uvm object

structure.

Eachof UVM’ s threepagershasits own attachfunction.Thesefunctionsare:

uao create: the aobj pagerattachfunction. The uao create functionsallocatesa

new aobj-objectof thespecifiedsizeandreturnsapointerto its uvm object struc-

ture.This typeof objectis usedto mapSystemV sharedmemory.

udv attach: thedevicepagerattachfunction.This functiontakesadev t deviceiden-

tifier andreturnsapointerto its uvm object . If thedevicedoesnotcurrentlyhave

a uvm object structureallocatedfor it thenthe attachfunctionwill allocateone

for thedevice.

uvn attach: the vnodepagerattachfunction. This function takesa pointer to a vn-

ode structureand returnsa pointer to the vnode’s uvm object structure. If the

uvm object structureis not beingused,thenuvn attach will initialize it. The

uvn attach functionalsotakesanaccesslevel asanargument.Theaccesslevel is

usedto determineif thevnodeis beingmappedwritableor not.

All of theattachfunctionsreturnNULL if theattachoperationfails.

6.2.3 The ReferenceOperation

Thereferencefunctiontakesapointerto anunlockedobjectandaddsareferenceto it. The

referencefunction is calledwhenperformingmappingoperations.For example,whena

processis forking a child process,thechild gainsa referenceto any uvm object struc-

turesthatit inheritsfrom theparentprocess.

6.2.4 The DetachOperation

The detachfunction takesa pointerto an unlocked objectanddropsa referencefrom it.

The detachfunction is calledduring an unmapoperationto disposeof any referencesto

uvm object structurestheareabeingunmappedmayhave.
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6.2.5 The Get Operation

The get function is usedto obtainpagesfrom an object. It is mostfrequentlycalledby

thepagefault routineto getanobject’s pagesto helpresolve a pagefault. Thegetroutine

returnsoneor morecontiguouspagesin anobject.

Whenrequestinga block of pages,the fault routinehasonepagethat it is espe-

cially interestedin — theonethepagefault occurredin. Thatpageis calledthe“center”

page.While thegetmustalwaysfetch thecenterpageif possible,fetchingtherequested

neighboringpagesis left up to the get function. This behavior canbe modifiedwith the

“allpages”flag. If set,this instructsthegetfunctionthatall pagesareof equalimportance

andthatthey shouldall befetched.

As explainedearlierin Chapter5, thegetoperationhastwo modesof operation:a

locked get andan unlocked get. In a locked get the calling function is assumedto have

critical datastructures(including the object) locked and doesnot wish to unlock them.

Becausereturningnon-residentpagesrequiresanI/O operationandI/O operationsrequire

the calling function to sleep,which in turn requiresdatastructuresto be unlocked, only

residentpagescanbereturnedby a lockedget. In anunlockedget,thepageris allowedto

unlocktheobjectandperformI/O.

Thegetfunctiontakeseightarguments:

uobj: A pointerto the locked objectwhosedatais beingrequested.This objectmay be

unlockedfor I/O only in anunlockedgetoperation.

offset: Thelocationin theobjectof thefirst pagebeingrequested.

pps: An arrayof pointersto vm page structures.Thereis onepointerper pagein the

requestedrange.Thecalling functioninitializesthepointersto null if thegetroutine

is to fetchthepage.Any othervalue(includingthe“don’t care”value)will causethe

getfunctionto skipover thatpage.

npagesp: A pointerto an integer that containsthe numberof pagepointersin the “pps”

array. For lockedgetoperations,thenumberof pagesfoundis returnedin thisinteger.

centeridx: Theindex of the“center”pagein theppsarray.

accesstype: Indicateshow thecallerwantsto accessthepage.Theaccesstypewill either

bereador write.
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advice: A hint to thepagerasto thecallingprocess’accesspatternontheobject’smemory

(for example,normal,random,orsequential).Thisvalueusuallycomesfromthemap

entrydatastructure’sadvicefield.

flags: Flagsfor thegetoperation.Thegetfunctionhastwo flags:“locked” and“allpages.”

The get function returnsan integercodevaluethat indicatesthe resultsof the get

operation.Possiblereturnvaluesare:

VM PAGER OK: Thegetoperationwassuccessful.

VM PAGER BAD: Therequestedpagesarenotpartof theobject.

VM PAGER ERROR: An I/O error occurredwhile fetchingthe data. This is usually the

resultof ahardwareproblem.

VM PAGER AGAIN: A temporaryresourceshortageoccurred.

VM PAGER UNLOCK: Therequestedpagescannotberetrievedwithout unlockingtheob-

ject for I/O. Thisvaluecanonly bereturnedby a lockedgetoperation.

Theget operationsetsthebusy flag on any pageit returnson behalfof the caller. When

the caller is finishedwith the pagesit mustclearthe busy flag. Note that thereis alsoa

VMPAGERPENDreturnvaluethat is usedfor asynchronousI/O. Sincethegetoperation

is alwayssynchronousit cannotreturnthisvalue.

Thegetoperationcanbecalledby thefaultroutineor theloanoutroutine(described

in Chapter7). Oncethecallingroutinelooksup thefaultingor loaningaddressin themap,

it thendeterminestherangeof interest.Therangeincludesthepagecurrentlybeingfaulted

or loanedandany neighboringpagesof interest.Thecalling routinethencheckstheamap

layer for the page. If the pageis not found in the amaplayer and thereis an object in

theobjectlayer, thenthecalling routineperformsa lockedgetoperationusingtheobject’s

get routine. Thecalling routinepassesanarrayof pagepointersinto theget routinewith

the faulting or loaningpageasthe centerpage. The pointersfor neighboringpagesthat

arealreadyin the amaplayer areset to “don’t care.” The restof the pointersareset to

null. If thelockedgetfindsthecenterpageresidentandavailableit returnsVMPAGEROK,

otherwiseit returnsVMPAGERUNLOCK. If thepagerreturns“ok” thenthecallingroutine

hasall thepagesit needs.It needonly clearthebusyflag on thepagesit getsfrom theget

operationbeforereturning.Note thata getoperationcanstill returnneighboringresident

pagesevenif it returnsVMPAGERUNLOCK.
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If thelockedgetreturnsVMPAGERUNLOCK, thenthecalling routinewill eventu-

ally have to unlockits datastructuresandperformanunlockedget. Notethatanunlocked

getoperationrequiresa lockedobject.Thegetroutinewill unlocktheobjectbeforestart-

ing I/O. WhenI/O is complete,the get routinewill returnwith the objectunlocked. The

calling routinemustthenrelockall its datastructuresandreverify themaplookupbefore

continuingto process.

6.2.6 The AsyncgetOperation

The asyncgetfunction causesthe pagerto startpagingin an object’s datafrom backing

store.However, unlikethenormalgetoperation,theasyncgetfunctionreturnsafterstarting

I/O — it doesnot wait for it to complete.Thisallows theVM systemto preloaddatain an

objectin hopesof having thedataresidentby thetime it is needed.

UVM currentlydoesnot usethe asyncgetoperation. It is provided for possible

futureuseto improvetheperformanceof thesystem.

6.2.7 The Fault Operation

The fault function is an operationthat allows the pagermorecontrol over how its pages

arefaultedin. Pagerseitherhave a “get” operationor a “f ault” operation.Thepagerget

operationtakesanobjectandreturnspointersto vm page structures.For pagerssuchas

thedevice pagerthis is not sufficient. Thedevice pagermanagesdevice memoryandthat

memorydoesnothaveor needany vm page structuresassociatedwith it. Thus,thedevice

pagerhasnothingit canreturnto thefault routinethroughthegetinterface.

Thepagerfault operationallows thepagerto take over andresolve a pagefault on

its memory. It takesthefollowing eightarguments:

ufi: A uvm faultinfo datastructurethatcontainsthecurrentstateof thefault.

vaddr: Thevirtual addressof thefirst pagein therequestedregionin thecurrentvm map’s

addressspace.

pps: An arrayof vm page pointers.The fault routineignoresany pagewith a non-null

pointer.

npages: Thenumberof pagesin theppsarray.

centeridx: Theindex in ppsof thepagebeingfaultedon.
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fault type: Thefault type.

accesstype: Theaccesstype.

flags: Theflags(only “allpages”is allowed).

The fault operationhasthe samesetof returnvaluesas the get operation. In order for

thefault operationto successfullyresolve a fault, it mustcall pmap enter to establisha

mappingfor thepagebeingfaulted.

6.2.8 The Put Operation

The put function takesmodified (“dirty”) pagesin an objectandflushesthe changesto

backingstore. It is calledby thepagedaemonandthepagerflushoperationto cleandirty

pages.Theput routinetakesthefollowing arguments:

uobj: Thelockedobjecttowhichthepagesbelong.Theputfunctionwill unlocktheobject

beforestartingI/O andreturnwith theobjectunlocked.

pps: An arrayof pointersto thepagesbeingflushed.Thepagesmusthave beenmarked

busyby thecaller.

npages: Thenumberof pagesin theppsarray.

flags: The flags. Currentlythereis only oneflag: PGOSYNCIO. If this flag is set then

synchronousI/O ratherthanasynchronousI/O is used.

The put operationreturnseitheroneof the returnvaluesusedby the get operationor —

whenanasynchronousI/O operationhasbeensuccessfullystarted— VMPAGERPEND.

In caseswhentheput operationreturnsVMPAGERPENDthepagerwill unbusythepages

andsettheir cleanflagratherthanthecalling function.

If the put routine returnsanything other than VMPAGERPENDthen the calling

function mustclear the pages’busy flags. If the put wassuccessfulit mustalsoset the

pages’cleanflagsto indicatethatthepageandbackingstorearenow in sync.

6.2.9 The Flush Operation

Theflushfunctionperformsa numberof flushingoperationson pagesin anobject.These

operationsinclude:
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$ markingpagesin anobjectinactive.

$ removing pagesfrom anobject.

$ writing dirty pagesin an object to backingstore (either synchronouslyor asyn-

chronously).

The flush operationis usedby the msync systemcall to write memoryto backingstore

andinvalidatepages.Thevnodepagerusesits flushoperationto cleanout all pagesin a

vnode’suvm object beforefreeingit.

Theflushroutinetakesthefollowing arguments:

uobj: The locked objectto which the pagesbelong. The flush function returnswith the

objectlocked. Thecalling functionmustnot beholding the pagequeuelock since

theflushfunctionmayhave to lock it. Theflushfunctionwill unlocktheobjectif it

hasto performany I/O.

start: Thestartingoffsetin theobject.

end: Theendingoffsetin theobject.Pagesfrom theendingoffsetonwardarenotflushed.

flags: Theflags.

Theflushoperationreturns“TRUE” unlesstherewasanI/O error.

Theflushoperation’sflagscontrolhow theobject’spagesareflushed.Theflagsare:

PGO CLEANIT: Write dirty pagesto backingstore.If this flag is set,thentheflushfunc-

tion will unlocktheobjectwhile performingI/O. If this flag is not set,thentheflush

functionwill neverunlocktheobject.

PGO SYNCIO: Causesall pagecleaningI/O operationsto besynchronous.Theflushrou-

tine will not returnuntil I/O is complete.This flag hasno effect unlessthe“cleanit”

flag is specified.

PGO DOACTCLUST: Causesthe flush function to consider pagesthat are currently

mappedfor clusteringwhenwriting to backingstore.Normallywhenwriting apage

to backingstoretheflushfunctionlooksfor neighboringdirty inactivepagesto write

alongwith thepagebeingflushed.Specifyingthis flag causestheflush functionto

alsoconsideractive (mapped)pagesfor clustering.
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PGO DEACTIVATE: Causesan object’s pagesto be marked inactive. This makesthem

morelikely to berecycledby thepagedaemonif memorybecomesscarce.

PGO FREE: Causesan object’s pagesto be freed. Note that PGODEACTIVATEand

PGOFREEcannotbothbespecifiedat thesametime. If both PGOCLEANIT and

PGOFREEarespecified,thepagesarecleanedbeforethey arefreed.

PGO ALLPAGES: Causesthe flush operationto ignorethe “start” and“end” arguments

andperformthespecifiedflushingoperationonall pagesin theobject.

6.2.10 The Cluster Operation

The clusterfunction determineshow large a clusteredI/O operationcanbe. It takesan

objectandtheoffsetof a pagein thatobject.Thecalling functionis interestedin building

a clusterof pagesaroundthat page. The clusterroutinereturnsthe startingandending

offsetsof a clusterof pagesbuilt aroundthe pagepassedin. Sincethe largestsize I/O

operationa device driver is requiredto performis MAXBSIZE, a clustercan includeat

mostMAXBSIZEbytesof data. For pagersthatdo not wish to clustertheclusterroutine

canjust returna “cluster” of onepage.Theclusteroperationis currentlyonly usedwhen

building a clusterfor a pagerput operation.FutureUVM enhancementsmaymake useof

thisoperation.

6.2.11 The MakePut Cluster Operation

Themake put clusterfunctionis anoptionalpageroperationthatbuilds a clusterof pages

for a pageoutoperation. If the make put clusterfunction is null, thenI/O will never be

clusteredon pageout. UVM providesuvm mk pcluster , a genericmake put cluster

function that pagersmay useif a specialfunction is not needed.In UVM currentlyall

pagersthatdo clusteredpageoutusethegenericfunction. Themake put clusterroutineis

calledby thepagedaemonwhenpagingout datato backingstoreto seeif any neighboring

pagescanbeincludedin theI/O operation.

Themake put clusterfunction is calledandreturnswith both thepagequeuesand

thepager’s objectlocked. It takesanuninitializedarrayof pagepointersanda busywrite-

protectedpage. It usesthe object’s clusteroperationto establishthe rangeof thecluster,

andthenfills thearraywith pagesthatarecandidatefor beingincludedin thecluster. These

pagesmustbedirty pagesthatarenotalreadybusy. Themakeputclusterfunctionwill write
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protectandsetthebusyflagonany pageit addsto thecluster. Thecalleris responsiblefor

clearingthisflagwhenit is donewith thepagesin thecluster.

6.2.12 The ShareProtectOperation

The shareprotectoperationis an optionalpageroperationthat changesthe protectionof

anobject’s pagesin all mapsthat they aremappedin. Theobjectmustbe lockedby the

caller. This function is calledwhenremoving mappingsfrom a sharemap. If memoryin

a sharemapis unmapped,thenit mustbe removedfrom all process’that aresharingthe

map.SincetheVM systemdoesnotkeeptrackof whichprocessesaresharingasharemap,

it mustplay it safeandremove themappingsfrom all processesthatmapthememory. If

a pagerdoesnot provide a shareprotectfunction, thenobjectsthatusethatpagerarenot

allowedto bemappedby sharemaps.UVM providesagenericshareprotectoperationthat

is currentlyusedby all pagersthatcanbeusedby sharemaps.

6.2.13 The Async I/O DoneOperation

In a synchronousI/O request,thepagerstartstheI/O operation,waitsfor theI/O to com-

plete,andthenreturnsa statusvalue. In anasynchronousI/O operation,the pagerstarts

theI/O operationandimmediatelyreturnVMPAGERPEND(I/O pending).Thisallowsthe

calling processto continueto run while the I/O is in progress.Whenthe asynchronous

I/O operationcompletesthe pager’s asyncI/O doneoperationis calledto finish the I/O

operation.

Thepagernormallyhastheoptionof usingasynchronousor synchronousI/O. Since

thepagercanalwaysopt to usesynchronousI/O, pagersarenot requiredto supportasyn-

chronousI/O. A callingprocesshastheoptionof forcingapagerto usesynchronousI/O by

specifyingthePGOSYNCIOflag to thepagerI/O operations.This is usefulif theprocess

wantsto ensurethattheI/O is completebeforecontinuing.

In synchronousI/O, thestateof theI/O operationcanbestoredon thecalling pro-

cess’kernelstack.However, with asynchronousI/O, thecalling processstartstheI/O and

thencontinuesrunning(andusing its kernelstack)while the I/O is in progress.So the

kernelstackcannotbe usedto storeI/O statefor asynchronousI/O operations.Instead,

thepagermuststorethestateof theasynchronousI/O operationin its own memoryarea.

Part of this memoryareais the uvm aiodesc structure.The uvm aiodesc structure

describesthepager-independentstateinformationassociatedwith anasynchronousI/O op-

eration.Thisstructurecontainsthenumberof pagesin theI/O operation,thekernelvirtual
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addressthosepagesaremappedin at,apointerto theasyncI/O donefunction,a linkedlist

pointer, andpointerto pager-dependentdata.

Whenapagerdecidesto performanasynchronousI/O operationthefollowing hap-

pens: The pagerallocatesmemory to storestateinformation, startsthe I/O operation,

and returnsVMPAGERPEND. When the I/O operationcompletesan interrupt is gener-

ated. As partof the interrupthandling,the pager’s uvm aiodesc structurefor the cur-

rent I/O operationis placedon a global list of completedasynchronousI/O operations

(uvm.aio done ) anda wakeupsignal is sentto the pagedaemon.The pagedaemonis

responsiblefor finishingtheasynchronousI/O operation.It goesdown thelist of complete

asynchronousI/O operationsandcalls the asynchronousI/O donefunction for eachone.

TheasynchronousI/O donefunctionmustun-busythepagesinvolvedin theI/O andwake

up any processesthat werewaiting for the I/O operationto complete.It finally freesthe

asynchronousI/O stateinformation.

The reasonthe asynchronousI/O done function is called from the pagedaemon

ratherthandirectly from the interrupthandleris that the VM datastructurelocking cur-

rentlydoesnothandleaccessfrom thebottomhalf of thekernel.

6.2.14 The ReleasePageOperation

Thereleasepagefunction is calledwhena releasedobjectpageis encountered.This can

happenonly if the following is true: a processlocks an object,setsthe busy flag on one

of the object’s pages(e.g. for I/O), and thenunlocksthe object. If someotherprocess

lockstheobjectto freea pageonly to discover that it is busy, thenit mustsetthereleased

flag. Eventually, theI/O will completeandtheprocessthatsetthebusyflagwill relockthe

objectandclearthebusyflag. At thattime it mustcheckto seeif thereleasedflag is set.If

so,thentheprocessmustcall theobject’s releasepagepageroperationto freethepage.

Thereleasepagefunctiontakesa pointerto a lockedobjectanda releasedpagein

thatobject.It disposesof thereleasedpageandthenreturnseithertrueor false.If releasing

thepagecausedtheobjectto beterminated(e.g. becausethe lastpageof anobjectbeing

removedfrom thesystemwasfreed)thenthereleasepagefunctionreturnsfalseindicating

that the objecthasbeenfreed. The releasepagefunction returnstrue if theobjectis still

aliveafterthereleasepageoperation.
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6.3 BSDVM Pagervs. UVM Pager

In this sectionthe role of the pagerin BSD VM is comparedto its role in UVM. UVM

usesa differentdatastructurelayoutthanBSD VM. Pagesarealsoaccesseddifferentlyin

UVM.

6.3.1 Data Structure Layout

Thereis a significantdifferencebetweentheway thepager-relateddatastructuresareor-

ganizedin BSD VM andUVM. First, in UVM theuvm object structureis designedto

beembeddedwithin amemorymappabledatastructure.In BSDVM thevm object data

structureis allocatedandmanagedseparatelyfrom theobjectit memorymaps.Second,in

UVM theobjectstructurehasa pointerdirectly to thepageroperationsstructure.In BSD

VM, theobjectpointsto avm pager . Thatstructurehasapointerto thepageroperations

structureandaprivatepointerto apager-specificdatastructure.In UVM, thepagerspecific

datais storedin theobjectin which theuvm object is embedded.

Figure6.1shows thedatastructureconfigurationsfor bothBSD VM andUVM for

a memory-mappedfile. In BSD VM the object,vm pager , vn pager , andvnodeare

separatelyallocatedstructures.The pageropsstructurecontainsthe pageroperationsfor

the vnodepagerand is sharedamongall pagersassociatedwith vnodes. In UVM, the

objectandvnode-specificdata(theuvm vnode structurethatservesthesamerole asthe

vn pager datastructurein BSDVM) areembeddedin thevnodestructure.UVM hasno

needfor avm pager structure.Instead,theobjectpointsdirectly to thepageroperations.

NotethatontheBSDVM sideof Figure6.1thereis nopointerfrom thevm pager

datastructureto thevm object structure.Instead,theBSDVM systemmaintainsahash

tablethathashesa vm pager pointerto a vm object pointer. This hashtableappears

to beprovide additionalfunctionsin MachVM thatarenot usedby BSD VM, andthusit

couldbereplacedeasilyby a simplepointerBSDVM.

So,in orderto setuptheinitial mappingsof afile theBSDVM systemmustallocate

threedatastructures(vm object , vm pager , andvn pager ), andenterthepagerin the

pagerhashtable. On theotherhand,UVM doesn’t have to accessa hashtableor allocate

any datastructures.All the datastructuresUVM needsareembeddedwithin the vnode

structure.

In addition to having more complex datastructurehandling, the BSD VM sys-

tem also hasan extra layer of pagerfunctions. For example,considerthe “put pages”

function shown in Figure 6.2. This function doesnothing but call out to the pager’s
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vn_pager

vnode

vm_object

pagerops

pagerops

UVM

uvm_object

uvm_vnode

vnode

BSD VM

vm_pager

Figure6.1: Pagerdatastructures

pgo putpages operation.Theextra overheadof a functioncall is not needed.In UVM

all pageroperationsarerouteddirectly to the pagerratherthanthrougha small function

likevm pager put pages .

6.3.2 PageAccess

Thewaypagesareaccessedin UVM is quiteabit differentfrom thewaythey areaccessed

in BSDVM. In UVM all accessesto anobject’spagesgo throughthepager’sgetfunction.

Residentpagesarefetchedwith a lockedgetoperation,andnon-residentpagesarefetched

with anunlockedgetoperation.In BSDVM, thepageris only consultedif thepageis non-

resident.Residentpagesareaccesseddirectlyby usingtheobject-offsethashtable.Sincea

BSDVM pageris only calledwhenapageis non-resident,it haslessinformationavailable

to it onhow its pagesarebeingused.A UVM pager(andthefilesystemlayerunderneath)

cantakeadvantageof thisextra informationto determinethepageaccesspatternandmake

moreintelligent decisionsaboutwhich pagesto keepresident,which pagesto pre-fetch,

andwhich pagesto discard.This will beespeciallyusefulin thefuturewhentheVM and

buffer cachesaremergedandall I/O goesthroughtheaVM interface.
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int vm_pager_put_pages(pager, mlist, npages, sync)

vm_pager_t pager;
vm_page_t *mlist;
int npages;
boolean_t sync;

{
if (pager == NULL)

panic("vm_pager_put_pages: null pager");
return ((*pager->pg_ops->pgo_putpage s)

(pager, mlist, npages, sync));
}

Figure6.2: Theunnecessaryvm pager put pages function

AnotherdifferencebetweenBSDVM andUVM is how thepagergetoperationgets

pages.In BSD VM, theprocessfetchingthedatafrom backingstoremustallocatea free

page,addit to theobject,andthenpassit into thepagergetroutine.In UVM, theprocess

fetchingthe datadoesnot allocateanything. If the pagerneedsa freepageit allocatesit

itself. Thisallows thepagerto have full controloverwhenpagesgetaddedto theobject.

A relatedproblemwith the BSD VM pagerget operationis that it is requiredto

returna vm page structure.This causesproblemsfor pagersthatmanagedevicememory

becausedevicememorydoesnothaveany vm page structuresassociatedwith it. Consider

whathappenswhena processgeneratesa pagefault on a device’s pageunderBSD VM.

Thefault routinewill allocatea freepageandaddit to thedevice’smemoryobject.It will

thencall thepagergetoperationto fill thepagewith “data” (actuallythedevice’smemory).

To servicethis request,thedevicepagermustusethekernelmemoryallocatorto allocatea

fictitiousvm page structurethatis associatedwith thedevice’smemory. Thedevicepager

getoperationmustthenremovethenormalpageof memorypassedinto it from theobject,

free thepage,andtheninstall thefictitious pagein theobjectandreturn. This will allow

the fault routineto resolve the fault. The BSD VM systemmustbe careful that it does

not allow a fictitious pageto beaddedto thepagequeuesor freepagelist asthefictitious

page’smemoryis partof devicememory.

In UVM fictitious pagesarenot necessary. The device pagerusesthe pagerfault

operationto mapdevice memoryinto a faulting process’addressspacewithout the need

for fictitiouspages.
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6.3.3 Other Minor Differences

Therearetwo noteworthyminordifferencesbetweenpagersin UVM andBSDVM:

$ In BSDVM, thepagergetoperationcanreturnVMPAGERFAIL if theoffsetof the

requestedpageis valid but thepagedoesnot residein theobject.This is usedwhen

walking anobjectchain. If a pagerreturnsVMPAGERFAIL thenthe fault routine

knows to skip to the next object. SinceUVM doesnot have any objectchains,the

VMPAGERFAIL errorcodeis notused.

$ UVM provides a genericstructure(uvm aiodesc ) for maintainingthe stateof

asynchronousI/O operations.This structureis allocatedby a pagerwhentheasyn-

chronousI/O operationis initiated.Whenthedevicehasfinishedall partsof anasyn-

chronousI/O operation,theuvm aiodesc structurefor thatoperationisplacedona

globally linked list of completed asynchronous I/O operations called

uvm.aio done . At this time thepagedaemonis wokenup. As partof thestatein-

formationfor theasynchronousI/O operation,theuvm aiodesc structurecontains

a pointerto an“asynchronousI/O done”pageroperation.Thepagedaemonwill tra-

versethecompletedasynchronousI/O operationsontheuvm.aio done list calling

eachoperation’s asynchronousI/O donefunction. This function freesall resources

beingusedfor thatasynchronousI/O operation,includingtheuvm aiodesc struc-

ture.

In contrast,BSD VM provides very little genericstructurefor asynchronousI/O

operations.In BSDVM, thepagerputoperationisoverloadedtobetheasynchronous

I/O doneoperationaswell. If thepagerputoperationis calledwith anon-nullpager,

then the requestis treatedlike a normalput operation. However, if the pagerput

operationis calledwith its pagerargumentset to null, then that is a signal to the

pagerto look for any completedasynchronousI/O operationsto cleanup.

whenthe BSD VM pagedaemonfirst beingrunningit calls eachpager’s put func-

tion with pagersetto null — regardlessof whetherthereareany asynchronousI/O

operationswaiting to befinished. This is inefficient becausethereoftenareno I/O

operationswaiting to befinished.BSD VM’ s overloadingof thepagerput function

is confusingbecauseit is not well documentedandthecompletionof asynchronous

I/O operationshaslittle to do with startinga pageout.BSD VM pagersthatdo not

supportasynchronousI/O ignoreput requestswith null pagers.
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It shouldbenotedthattheBSDI/O subsystem1 currentlyrequiresthatall pagesthat

arein I/O bemappedin thekernel’s virtual addressspace.For I/O operationsthatdirectly

accessmemory(i.e. useDMA) this mappingis unnecessarybecausethekernelmappings

arenever used.In the futurethe I/O subsystemshouldbemodifiedto take a list of pages

ratherthana kernelvirtual address.That way only driversthat needto have their pages

mappedin the kernel’s addressspacewill botherto do so andthe extra overheadcanbe

avoidedfor driversthatdonotneedkernelmappings.

6.4 Summary

In this chapterthedesignof UVM’ s pagerinterfacewaspresented.Thepagerprovidesa

setof functionsthatpresenta uniform interfaceto uvm object memoryobjects.Func-

tions in the pagerinterfaceincludefunctionsthat adjustan object’s referencecount,and

functionsthat transferdatabetweenbackingstoreandphysicalmemory. Thedifferences

betweentheBSD VM pagerinterfaceandUVM’ s pagerinterfacewerealsodiscussed.In

BSD VM, eachvm object datastructureis individually allocatedandhasits own pri-

vatevm pager datastructure. In UVM, the uvm object structureis designedto be

embeddedwithin a mappablekerneldatastructuresuchasa vnode.Ratherthanhaving a

uvm pager structure,theuvm object containsa pointerto a sharedsetof pageroper-

ations.

1TheoperatingsystemsthatuseUVM usetheBSDI/O subsystem.
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Chapter 7

UsingUVM to MoveData

Thischapterdescribesthedesignandfunctionof UVM’ spageloanout,pagetransfer, and

mapentry passinginterfaces. With pageloanout,a processcansafely“loan” read-only

copiesof its memorypagesout to the kernelor otherprocesses.Pagetransferallows a

processto receive pagesfrom the kernelor other processes.Map entry passingallows

processesto copy or move chunksof virtual addressspacebetweenthemselves.All three

interfacesallow a processto move datausingthe virtual memorysystemandthusavoid

costlydatacopies.Theseinterfacesprovide thebasicbuilding blockson which advanced

I/O andIPC subsystemscanbebuilt. In this chapterwe explain theworkingsof UVM’ s

pageloanout,pagetransfer, andmapentrypassing.In Chapter10 we will presentperfor-

mancedatafor our implementationof thesefunctions.

Moving datawith the virtual memorysystemis moreefficient thancopying data.

To transfera pageof datafrom one pageto anotherthroughcopying, the kernel must

first ensurethat both the sourceanddestinationpagesareproperlymappedin the kernel

andthencopy, word by word, eachpieceof datain the page. To transfera pageof data

usingthevirtual memorysystemthekernelneedonly ensurethatthepageis read-onlyand

establishasecondmappingof thepageat thedestinationvirtual address.1

However, moving datawith the virtual memorysystemis morecomplicatedthan

copying data.First, thekernelmustusecopy-on-writeto preventdatacorruption.Second,

for pagesthataregoingto beusedby thekernelfor I/O, thekernelmustensurethatthedata

remainswired andis not pagedout or flushed.Third, virtual memorybaseddatamoving

1On ani386systemthereare1024wordsin apage,thuscopying a pagerequiresa loopof 1024memory
loadsand1024memorystores.Transferringa pageof datausingthevirtual memorysystemrequirestwo
memoryloadsand stores,one load-storepair to write protect the sourcevirtual addressand one pair to
establisha mappingat thedestinationaddress.Thereis alsosomeoverheadassociatedwith looking up the
pageandadjustingsomecounters.
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only works for largechunksof data(closeto page-sized).Copying small chunksof data

is moreefficient thanusingthe virtual memorysystemto move the data. Thus,a hybrid

approachis optimal.

7.1 PageLoanout

Undera traditionalkernel,sendingdatafrom oneprocessto anotherprocessor a device is

a two-stepprocedure.First thedatais copiedfrom theprocess’addressspaceto a kernel

buffer. Thenthekernelbuffer is handedoff to its destination(eithera device driver or the

IPC layer). Thecopy of thedatafrom theprocessaddressspaceto thekernelbuffer adds

overheadto theI/O operation.It wouldbeniceif I/O couldbeperformeddirectly from the

process’addressspace,but in a traditionalkernelit is necessaryto copy the datafor the

following reasons:

$ Thedatamaynot beresident.As partof thedatacopying processthekernelfaults

in any non-residentpagesin the process’addressspacebeforecopying the datato

thekernelbuffer. This ensuresthatnonresidentpagesdo not interferewith the I/O

operation.

$ A processmaymodify its datawhile theI/O operationis in progress.If thekerneldid

not make a copy of thedata,thenthesemodificationscouldeffect theI/O operation.

By makinga copy of thedatain a privatebuffer, thekernelensuresthatchangesthe

processmay make to its memoryafter the I/O operationhasstartedwill not effect

datathattheprocessconsidersalreadysent.

$ Thedatamaybeflushedorpagedoutbyanotherprocessor thepagedaemon.TheI/O

systemrequiresthatdatamustremainresidentwhile anI/O operationis in progress.

Sincekernel buffers are always residentand never touchedby the pagedaemon,

performingI/O onakernelbuffer is not aproblem.

Pageloanoutis a featureof UVM thataddressestheseissuesby allowing a process

to safely loan out its pagesto anotherprocessor the kernel. This allows the processto

senddatadirectly from its memoryto a device or anotherprocesswithout having to copy

thedatato anintermediatekernelbuffer. This reducestheoverheadof I/O andallows the

kernelto spendmoretimedoingusefulwork andlesstimecopying data.

At anabstractlevel, loaninga pageof memoryout is not overly complex. To loan

out a page,UVM mustmake the pageread-onlyand,incrementthe page’s loan counter.
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Figure7.1: Pageloanout

Thenthe pagecansafelybe mapped(read-only).Thecomplexity of pageloanoutarises

whenhandlingthe specialcaseswheresomeotherprocessneedsto make useof a page

currentlyloanedout. In thatcasetheloanmayhave to bebroken.

7.1.1 Loan Typesand Attrib utes

A pageof memoryloanedout by a processmustcomefrom oneof UVM’ s two mapping

layers.A processcanloanits memoryoutto eitherthekernelor to anotherprocess.To loan

memoryto thekernel,UVM createsanarrayof pointersto vm page structuresthatcanbe

mappedinto thekernel’s addressspace.To loanmemoryto otherprocesses,UVM creates

an arrayof pointersto anonstructuresthat canbe enteredinto an amapthat belongsto

thetargetprocess.Thetargetprocesscantreattheloanedmemorylikenormalanonymous

memoryfor themostpart.Pageloanoutis shown in Figure7.1.

Thus,any loanoutof apageof memorymustfall into oneof thefollowing four loan

types:

object to kernel: A pagefrom auvm object loanedout to thekernel.

anon to kernel: A pagefrom ananonloanedout to thekernel.

object to anon: A pagefrom auvm object loanedout to ananon.

anon to anon: A pagefrom ananonloanedoutasananon.Sincethedatais alreadyin an

anon,nospecialactionotherthanincrementingtheanon’sreferencecountis required

to createa loanof this type.
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The proceduresfor performingeachof thesetypesof loanswill be describedin Sec-

tion 7.1.5. Note that it is possiblefor a pagefrom a uvm object to be loanedto an

anonandthenlaterloanedfrom thatanonto thekernel.

All typesof loaned-outpagesareread-only. As long asthe pageis loaned-outits

datacannotbe modified. In order to modify datain a loanedout page,the kernelmust

terminatetheloan. This is called“breaking” theloan. Breakinga loaninvolvesallocating

a new pageoff the free list, copying the datafrom the loanedpageto the new page,and

thenusingthenew page.

ThereareseveraleventsthatcancauseUVM to breaka loan.Theseeventsinclude:

$ Theownerof a loanedpagewantsto freethepage.

$ A write fault ona loanedpage.

$ Thepagedaemonwantsto pageoutapagecurrentlyloanedout.

$ An objectneedsto flusha loanedpage.

UVM hadtobemodifiedtohandleloanedpagesin eachof thesecases.Thesemodifications

aredescribedlaterin thischapter.

Memory pagesloanedto the kernelhave threeimportantproperties.First, pages

loanedto the kernelmustbe resident. If the datais on backingstorethen it is fetched

beforetheloanoutproceeds.Second,eachpageloanedto thekernelis “wired” to prevent

thepagedaemonfrom attemptingto pageoutapageloanedto thekernelwhile thekernelis

still usingit. This is importantbecauseif thepagedaemonwasallowedto pageoutthepage

thenthenext timethekernelaccessedtheloanedpageanunresolvablepagefaultwouldbe

generated(andthesystemwould crash).Third, pagesloanedto thekernelareenteredinto

thekernel’s pmapwith a specialfunctionthatpreventspage-basedpmapoperationsfrom

affectingthekernelmapping.This allowsUVM to performnormalVM operationson the

loaned-outpagewithouthaving to worry aboutdisruptingthekernel’s loanedmappingand

causinganunresolvablepagefault.

Memory pagesloanedfrom an object to an anonhave two importantproperties.

First, while mostpagesarereferencedby eithera uvm object or ananon,thesepages

arereferencedby bothtypesof memoryobjects.However, it shouldbenotedthatthepages

areconsideredownedby theiruvm object andnot theanonthatthey areloanedto. This

meansthatin orderto lock thefieldsof apageloanedfrom auvm object to ananon,the

uvm object mustbelocked. Second,a uvm object ’s pagecanonly beloanedto one
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anonat a time. Futureloansto ananonneedonly gaina referenceto theanonthepageis

alreadyloanedto (ratherthanallocatinganew anonto loanto).

Whenanobjectthatownsaloanedpagedecidesto freeit, thepagecannotbeplaced

on thefreepagelist becauseit is still beingusedby theprocessthatthepageis loanedto.

Ratherthanfreethepage,thepagebecomesownerless.If anownerlesspagewasoriginally

loanedfrom auvm object to ananon,thentheanonis freeto takeovertheownershipof

thepagethenext time it holdstheappropriatelock. Whentheloancountof anownerless

pageis decrementedto zero,thenthepagecanbeplacedon thefreelist.

7.1.2 Loaning and Locking

As statedin the previous section,in order to lock a pageonemust lock its owner. For

example,if ananoncontainsa pagethat is on loanfrom a uvm object theobjectmust

belockedto accessthevm page datastructure’s fields. Therearetwo problemwith this.

The first hasto do with lock ordering. If UVM is alreadyholdinga lock on the anon,it

cannotjust lock theuvm object sincethatviolateslock ordering.Instead,it must“try”

to lock theobject,andif thatfails it mustdroptheanonlock andthentry again.

The secondproblemis that an anonthat hasa pageon loan from an objectdoes

not hold a referenceto thatobject.Thus,whenattemptingto lock theobjectit is possible

for theobjectto terminatebetweenthetime thepage’s objectfield is readandthetime the

lock on theobjectis attempted.In orderto prevent this, thepagequeuesmustbe locked

beforetrying to lock the object. Locking thepagequeuespreventsthepage’s loan count

from changingandthusensuresthattheobjectcannotbeterminateduntil thepagequeues

areunlocked.

The option of allowing an anonthat hasa pageon loan from an object to hold a

referenceto thatobjectwasconsidered.However this provedto beimpracticalin thecase

wherethepagedaemonneedsto breaktheloan.In thatcasethepagedaemonwouldhaveto

dropthereferenceto theobject,possiblytriggeringasynchronousI/O. This would leadto

deadlockbecausethepagedaemonwouldbewaiting for theasynchronousI/O operationto

complete,but theservicesof thepagedaemonwould beneededto completetheI/O. Thus,

theideaof allowing ananonwith aloanedpageto holdareferenceto theobjectthatowned

thepagewasrejectedandinsteadwerely onthepagequeuelock to preventanobjectfrom

beingfreedout from underananonwith a loanedpage.
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7.1.3 Loanout Data Structuresand Functions

In orderto supportpageloanout,two minor changeshadto bemadeto UVM datastruc-

tures. First, a new “loan count” field was addedto the vm page structure. A pageis

currentlyloanedout if its loan countis non-zero.In orderto changethe loan countof a

page,the kernelmustbe holding both the pageowner lock andthe pagequeuelock. In

orderto readtheloancount,only oneof thelocksneedbeheld.

Second,thepageownerfield hadto bechanged.Beforepageloanoutwassupported

apagecouldbelongto eitherauvm object or ananon.Theownerfield wasaunionthat

containeda pointerto eachof thesestructures.Now that pageloanoutis supportedit is

possiblefor a pagethat is part of a uvm object to be loanedout to an anon. So, the

unionwasconvertedto a structuresothata pagecanreferto botha uvm object andan

anonat thesametime.

Three major functions were addedto UVM to support loanout: uvm loan ,

uvm unloananon , anduvm unloanpage . Theuvm loan functionestablishesapage

loanout. It takesa rangeof virtual addressesin a vm map andreturnseitheran arrayof

pagepointersor anonpointers(dependingon if theloanis to thekernelor to anons).The

loanfunctioncanfail if partof theaddressrangespecifiedis unmappedor if it wasunable

to getsomeof thepagesin thespecifiedrange(e.g.dueto pagererrors).Onceaprocessis

finishedwith loanedpages,it candroptheloanby usingeithertheuvm unloanpage or

theuvm unloananon functions.Memoryloanedto anonsthat is currentlymappedcan

alsobefreedwith thestandarduvm unmap function.

7.1.4 Anongetand LoanedPages

An anoncanpoint to a pageloanedfrom a uvm object . The uvmfault anonget

function hastwo featuresthat are usedto handlepagesloanedfrom objects2. First, in

caseswheretheanondoesnot own thepagethat it refersto, theanongetroutinelocksthe

object that owns the page. This meansthat a function that usesuvmfault anonget

mustunlocktheobjectbeforereturning.Second,whentheanongetroutinedetectsananon

thatpointsto anownerlesspageit causestheanonto takeoverownershipof thepage.The

following is pseudocodefor thesepartsof theanongetroutine:

/* start with a locked anon that points to a
* loaned page ... */

restart:
2SeeSection5.1.6for a descriptionof uvmfault anonget .



140

lock(page queues);
if (anon->page->object) {

if (!try_lock(anon->page->object)) {
unlock(anon, page queues);
/* allow other processes to proceed */
lock(anon);
goto restart;

}
} else if (page is ownerless) {

page->owner = anon;
}
unlock(page queues);
/* done, continue anonget */

7.1.5 Loanout Procedure

In this sectionthe procedureusedto establisheachof the four typesof pageloanoutis

described.

Object to Kernel Loan

To loana pagefrom a uvm object to thekernelthefollowing stepsaretaken. First the

objectis locked. Second,thepageis fetchedfrom theobjectusingtheobject’s pagerget

function.If thepageis notresident,thentheobjectis unlockedandanI/O is initiated.Once

thepageis residenttheobjectis relocked.Third, thepagequeuesarelocked.Sinceboththe

objectandthepagequeuesarelockedthisallowsthepagesloancounterto beincremented.

If the loan counterwaszero,thenthe pagemustbe globally write-protectedto trigger a

copy-on-writeoperationin theeventthatsomeprocessattemptsto modify thepagewhile

the loan is established.Fourth, the pageis wired (i.e. removed from the pagedaemon’s

queues).Finally the pagequeuesandobjectcanbe unlocked. The pseudocodefor this

processis:

lock(object);
page = get_page(object,offset); /* make resident */
lock(page queues);
if (page->loan_count == 0)

write_protect(page);
page->loan_count++;
wire(page);
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unlock(object, page queues);
return(page);

Anon to Kernel Loan

To loan a pagefrom an anonto a wired kernelpagethe following stepsaretaken. First,

the anonmustbe locked. Second,the uvmfault anonget functionmustbe calledto

maketheanon’spageresident.Notethatuvmfault anonget checksfor anonthathave

pageson loanfrom uvm object s. In thatcasetheanongetfunctionwill ensurethatboth

theanonandtheuvm object arelocked.Third, thepagequeuesarelockedandthepage

is write protected(if needed),theloancountis incremented,andthepageis wired. Finally,

theanon,uvm object (if thereis one),andthepagequeuesareunlockedandthepageis

returned.Thepseudocodefor thisprocessis:

lock(anon);
uvmfault_anonget(anon); /* makes resident */
/* if anon’s page has an object, it is locked */
lock(page queues);
if (anon->page->loan_count == 0)

write_protect(anon->page);
anon->page->loan_count++;
wire(anon->page);
if (anon->page->object)

unlock(anon->page->object);
unlock(anon, page queues);
return(anon->page);

Object to Anon Loan

To loana pagefrom anobjectto ananonthefollowing stepsaretaken. First theobjectis

lockedandthepageis lookedup usingthepagerget function. If thepageis not resident,

thenit is fetched.Second,UVM checksto seeif the pagehasalreadybeenloanedto an

anon.If so,it lockstheanon,incrementstheanon’s referencecount,unlockstheanonand

object,andreturnsapointerto theanon.Third, if thepagehasnotbeenloanedto ananon,

thena new anonis allocated.Thepagequeuesarethenlocked,thepageis write protected

if necessary, the loancountis incremented,anda bi-directionlink is establishedbetween
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thenew anonandthepage.Finally, thepagequeuesandobjectareunlockedandthenew

anonis returned.Thepseudocodefor thisprocessis:

lock(object);
page = get_page(object,offset); /* make resident */
if (page->anon) { /* already loaned to an anon? */

lock(anon);
anon->reference_count++1;
unlock(anon,object);
return(page);

}
allocate new anon;
point new anon at page and vice-versa;
lock(page queues);
if (page->loan_count == 0)

write_protect(page);
page->loan_count++;
unlock(page queues,object);
return(new anon);

Anon to Anon Loan

Loaninga pagefrom ananonto ananonis a simplemattersincethepageis alreadyin an

anon.All thatneedsto bedoneis to lock theanon,incrementtheanon’s referencecount,

write protectthepage(if necessary),andthenunlockandreturntheanon.

7.1.6 Dropping and FreeingLoaned-Out Pages

Whenaprocessor thekernelis finishedwith loanedoutpagestheloanshouldbedropped.

For pagesloanedto an anonthis is simply a matterof locking the anon,decrementing

the anon’s referencecount,andunlockingthe anon. If the anon’s referencecountdrops

to zerothentheanoncanbefreedwith thestandarduvm anfree function. This allows

pagesloanedto anonsthat aremappedin otherprocessesto be freedwith the standard

uvm unmap function.Theuvm anfree functionhandlespagesthathavebeenloanedto

ananon.If thepagein ananonhasanon-zeroloancount,thentheanonfreefunctionfirst

attemptsto lock thetrueownerof thepage.If thepageis ownerless,thentheanonwill take

over ownershipof the page. At this point, if the pageis ownedby a uvm object then

thepagequeuesarelockedwhile thepage’s loancountis droppedandthepage’s pointer
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to theanonis zeroed.Oncethat is done,thepageis no longerloanedto ananonandthe

uvm anfree functionneednotworry aboutit anymore.

If the pagewasloanedbut not ownedby a uvm object , thenit mustbe loaned

by theanonto thekernel.In thiscase,thepageis passedto theuvm pagefree function

andthenthe anonis freed. If a loanedpageis freed,ratherthanaddingthe pageto the

freepagelist theownershipof thepageis droppedandthepagebecomesownerless.This

allowsmemoryobjectsto freetheirpageswithouthaving to worry aboutwhetherthepage

is currentlyloanedout or not. Thus,this handlesthecasewhereanobject’s pageris asked

to flushoutandfreetheobject’spages.

7.1.7 The Pagedaemonand LoanedOut Pages

The pagedaemonpagesout and freespageswhenfree physicalmemoryis scarce. The

pagedaemonmust take specialcarein caseit encountersa loanedout page. The only

type of loanedout pagethe pagedaemoncan encounteris a pagethat hasbeenloaned

from a uvm object to ananon.All loansto thekernelaredonevia wired pages,sothe

pagedaemonwouldneverencounterthissortof page.

The first thing the pagedaemonwill do is try and lock the page’s uvm object .

If the lock fails, then the pagedaemonwill skip to the next page. If the pageis dirty

thenthepagedaemoncanproceedasnormal— it will starta pageoutI/O operation.The

pagewill alreadyberead-onlybecauseit hasbeenloanedout. If thepageis clean,thenthe

pagedaemoncancall uvm pagefree likeit normallywould. As describedin theprevious

section,this will causetheobjectto dropownershipof thepage(theanonwill be freeto

claimownershipof thepage)andtheloanwill bebroken.

Thepagedaemoncanalsodetectownerlesspages.Thiscanhappenif anobjectthat

owneda pagethathasbeenloanedto ananonhasdroppedownershipof thatpage.If this

sortof pageis encounteredthenthepagedaemonattemptsto lock thepage’s anon. If the

attemptfails,thenthepagedaemonskipsto thenext page.If theanonis successfullylocked

thenthepagedaemoncausestheanonto takeoverownershipof thepage.At thispoint the

pagewill no longerbe loanedout andcanbe treatedlike a normalanon-ownedpage. It

shouldbenotedthatthepagedaemonshouldneverencounteranownerlesspagethatis not

on loanto ananonbecausethatcanonly happenwith pagesloanedto thekernel,andthose

pagesarealwayswired.
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7.1.8 Faulting on a uvm object with Loaned-Out Pages

The pagefault routinemust alsobe awareof loanedpages. It mustensuretwo things:

loanedout pagesarenever mappedread-writeandthatwrite faultson loanedpagescause

theloansto bebroken.Thecaseof apagefaultonanobject(a “case2” fault,asdescribed

in Chapter5) is handledasfollows. For copy-on-write andzero-fill faults (case2B) no

specialactionis requiredsincetheobject’s pagesarenever written in thatcase.For faults

directly on theobject’s pages(case2A), if the fault is a readfault on a loanedpage,then

the fault routinemustensurethat the pageis alwaysmappedread-onlyregardlessof the

currentprotectionon the mapping. If the fault is a write fault on a loanedpagethenthe

loanmustbebroken.

To breaktheloanthefollowing stepsaretaken: theobjectis lockedandanew page

is allocated.The datafrom the old loanedout pageis copiedto the new page. Thenall

mappingsof theold pageareremovedthusforcing all usersof theobjectto refreshtheir

mappingof thepagethenext time it is referenced.Theold pageis thenremovedfrom the

objectandits ownershipis dropped.Thenthenew pageis installedin theobjectat theold

page’soffset.At thispoint thenewly allocatedpagehasreplacedtheold pagein theobject

andthe fault canproceedasusual.Theold pageis ownerlessandwill be freedwhenthe

processesto which it is loanedarefinishedwith it.

7.1.9 Faulting on an Anon With Loaned-Out Pages

Pagefaultson anonsthatpoint to loanedpagesalsorequirespecialhandlingby the fault

routine. First, as previously described,calling uvmfault anonget on an anonthat

pointsto a loanedpagethathasnoownerwill causetheanonto takeoverownershipof that

page.Calling uvmfault anonget on ananonthatpointsto a loanedpagethathasan

ownerwill lock thepage’s owner(if it is not thatanon).If thefault is a readfault, thenthe

fault routinemustensurethatthepageis enteredinto thefaultingprocess’pmapread-only,

evenif theanon’s referencecountis one. If thefault is a write fault, thenthefault routine

mustbreaktheloan. For anon’s with a referencecountthat is greaterthanone,no special

actionis requiredbecausethe normalanoncopy-on-write mechanismwill handlethings

properly. A new anonwill becreatedandthedatacopiedto anew pageassociatedwith it.

Theoriginal anonwith the loaned-outpagewill remainuntouched(otherthanhaving its

referencecountdecremented).

To breaktheloanfor awrite faultonananonwith areferencecountof one,thefault

routinemustdo thefollowing. It mustfirst allocatea new page.If no pagesareavailable,
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then the fault routine wakes the pagedaemonand waits for it to make somefree pages

available. Oncethenew pageis allocated,thenthe fault routinemustcopy thedatafrom

theold pageto new page.Thenthefault routineremovestheold pagefrom all userpmaps

to causethemto refreshtheir mappingson their next memoryreference.It thenlocksthe

pagequeues,decrementstheloancounton theold pageandzerosthepage’sanonpointer.

If theanonownedthepage(andthusit wasloanedout to thekernel),thenthis causesthe

pageto becomeownerless.If a uvm object ownedthepage,thenthis causesthepage

to no longerbe loanedout to ananon.At this point thefault routinecanunlockthepage

queuesandtheold page’s uvm object (if it hadone). Finally, the fault routineinstalls

thenew pageinto theanonandthefaultcanberesolvedasusual.In essence,whathappens

is that theold loanedpageis disassociatedfrom the theanonandreplacedwith a freshly

allocatedpagethatis not loanedout.

7.1.10 UsingPageLoanout

Pageloanoutcanbe usedin a numberof ways. For example,to quickly transfera large

chunkof datafrom oneprocessto anotherthedatacanbe loanedout to anons,andthose

anonscanthenbeinsertedinto anamapbelongingto thetargetprocess.Pageloanoutto the

kernelcanbeusedto improvebothnetwork anddevice I/O. For example,whena process

wantsto senddataout over the network the kernelwould normally copy the datafrom

the process’memoryinto kernelnetwork buffers (mbufs). However, insteadof copying

the process’pages,the pagescould be loanedout to the kernelandthenassociatedwith

mbufs, thusavoidinga costlydatacopy. An audiodevicecouldaccesspagesof audiodata

loanedfrom theuserprocess’virtual addressspaceto theaudiodriverdirectly. Thiswould

eliminatetheneedto copy thedatato aprivatekernelbuffer.

Pageloanoutcanalsobeusedto partlyreplacethekernel’sphysio interfacethatis

usedfor “raw” I/O to devicessuchasadisk. Thephysio functionallowsadeviceto read

andwrite directly from a userprocess’memorywithouthaving to make a datacopy. Page

loaningcanbe usedto fix severalproblemsassociatedwith usingphysio to write data

directly from aprocess’addressspaceto adevice. Thephysio functionworksby wiring

aprocess’memory, encapsulatingthatmemoryin akernelbuffer, startinganI/O operation,

andthenwaiting for the I/O operationto finish. Oncethe I/O operationcompletes,the

physio functionreturns.Therearetwo problemswith I/O performedusingthis process.

First, physio assumesthat no processotherthanthe oneperformingI/O hasaccessto

theprocess’virtual addressspace,andthustheprocess’memorycannotchangewhile the
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physio operationis in progress.While this is true for singlethreadedsystems,it is not

true for multithreadedsystemswherea process’addressspacecanbesharedby multiple

threads.On sucha system,it is possiblefor onethreadto beperforminga physio on an

areaof virtual memorywhile anotherthreadwritesto or unmapsthesameareaof memory.

Thusphysio asit is currentlyimplementedis unsuitablefor useon thosesystems.

Thesecondproblemwith processesusingphysio to write datato devicesis that

physio only supportssynchronousI/O. Processperforminga physio operationmust

wait until theoperationcompletesbeforethey cancontinueexecution.This is necessaryto

preventtheprocessfrom disturbingthemappingof its buffer while theI/O is in progress.

Both theseproblemscanbeaddressedby modifying physio to usepageloanout

to loanout thepagescontainingthedatabeingwritten to thekernel.Themodifiedversion

of physio would operateasfollows. First, a processwould performa write operation

that invokedphysio . Thephysio functionwould thenuseuvm loan to loanout the

process’buffers to the kernel. Second,physio would usethe loanedout pagesto start

the asynchronousI/O operation. Third, the physio operationwould return, allowing

the processto continueexecution. Eventually, the I/O operationwould completeandthe

kernelwoulddroptheloanof theprocess’memory. While theI/O is in progresstheuser’s

bufferwill becopy-on-write,thuspreventingtheprocessfromwriting to thepagesphysio

is using for I/O. Furthermore,the processcansafely unmapand free its pageswithout

disruptingtheI/O operation.If the loanedout pagesarefreeddueto anunmap,they will

becomeownerlessloaned-outpagesandwill eventuallybefreedwhenthekernelis finished

with them(but notbeforethen).

7.2 PageTransfer

Undera traditionalBSD kernel,whenthe kernelwantsto move someof its datafrom a

kernelbuffer to a userprocess’virtual addressspaceit usesthecopyout function. This

functioncopiesthedataword by word to a userbuffer. If theuser’s buffer is not resident,

thena pagefault is triggeredandthethebuffer is pagedin beforethecopy is started.

For largechunksof dataall this copying cangetexpensive. Pagetransferprovides

the kernela way to work aroundthis datacopy by allowing the kernelto inject pagesof

memoryinto a process’virtual addressspace.Pagetransfertakeseitherkernelpagesor

anonsand installs themat eithera virtual addressspecifiedby the userprocessor if no

addressis specified,it installsthemin anareaof virtual memoryreservedfor pagetransfer.
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Figure7.2: Pagetransfer

Oncea pagehasbeentransferedinto a process’addressspaceit is treatedlike any other

pageof anonymousmemory. Pagetransferis shown in Figure7.2.

Thereare two typesof pagetransfer: kernelpagetransferand anonymouspage

transfer. Thesetwo typesof pagetransferaredescribedin thefollowing sections.

7.2.1 Kernel PageTransfer

Kernelpagetransferoccurswhena page-sizedbuffer that is part of the kernel’s virtual

memoryis transferedinto aprocess’addressspace.For example,consideranaudiodevice

that is currentlyrecordinginto a buffer. Theaudiodevice driver canallocatea pagefrom

UVM to actasits buffer. Whenthepageis full thedriver canmake it availablefor page

transfer. Whenaprocessissuesareadontheaudiodevicethefollowing procedureis used.

A new anonis allocatedandthepagewith thedatais attachedto thenew anonasits data

page.Next oneof two thingscanhappen.If the userprocessspecifieda virtual address

at which to put thedata,thenUVM ensuresthat thataddressis mappedandhasanamap

associatedwith it. If it is mappedbut doesnot have anamap,thenUVM will allocatean

amap. Thenthe anonis installedinto the amapat the appropriateaddress.On the other

hand,if theuserprocessdid not specifya virtual addressat which to placethedata,then

UVM choosesa freevirtual addressat which to placethedata.Thepagetransferareaof

the virtual addressspaceis alwaysmappedby an amap. UVM installs the anonin this

amap.At thispoint thedatahasbeentransferedandtheuserprocesshasaccessto it.

Thenetworking subsystemcanalsobenefitfrom pagetransfer. Kernelnetworking

buffers(mbufs) arefixedin two sizesat compiletime: largeandsmall. If thelargembufs

aremadepagesized,thenthey areeligible for pagetransfer. Theprocedureis similar to
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whatis describedabove,however it is morecomplex becausembuf pagesusuallystartoff

aspagesthatbelongto akerneluvm object allocatedoutof akernelsubmapwith kernel

mappings.In thiscasepagetransfercodemustremovetheassociationbetweenthembuf’s

pageandthembuf systembeforethepagecanbetransfered.This procedureis described

below.

Therearetwo possibletypesof large mbufs: mbufs that have normalpage-sized

dataareasallocatedout of a kernelobject and mbufs that have “external” databuffers.

Externaldatabufferscouldbepagesthatarepartof a device’s hardwarememory, or they

couldbepagesthatwereloanedout from anotherprocess.Pagesthatarepartof adevice’s

memorymustbecopiedbecausethey arenotmanagedby theVM system.Pagesthatwere

loanedout from anotherprocesscanbe loanedout to anonsandthustransferedinto the

user’s addressspace3. Largembufs thathave normallyallocatedpagescanbehandledby

pageswapping.To do this, thenetworkingsystemfirst allocatesa new pageandobtainsa

pointerto thepagethatcontainsthedata. It thenremovesthepagethatcontainsthedata

from thembuf system,replacingit with thenew page.At thispoint thembuf is associated

with thenew pageandtheold pageis availablefor pagetransfer.

7.2.2 AnonymousPageTransfer

Anonymouspagetransferis usedwhen the pagesto be transferedinto a userprocess’

addressspacearealreadyassociatedwith anonstructures.For example,this couldoccur

whenanotherprocessloanspartof its memoryout to anonsin orderfor it to beusedfor

pagetransfer. In thiscaseUVM needonly identify theappropriateamapstructurein which

to put theanons.

Anonymouspagetransfercanbeusedwith pageloanout(to anons)aspartof anIPC

mechanism.TheIPC systemcanusethesefacilitiesto allow processesto easilyexchange

anonpagesof data.Anonymouspagetransfercanalsobeusedto improvetheperformance

of read systemcallsonplainfilesif thereadbuffer is pagealignedandpagesized.Rather

thancopying the datafrom a uvm object ’s pagesto anonymousmemory, the object’s

pagescanbe loanedout to anons.Thentheseanonscanbetransferedinto a process’ad-

dressspace.Fornormalfilesasimilareffectcouldbeachievedbyusingmmaporhaving the

kernelestablisha normalmappingunderneaththe read call. Thedisadvantageof doing

I/O this way is thatit leadsto morememorymappingsandthusmapentryfragmentation.

3Thus,pageloanoutandpagetransfercanbothbeusedat thesametime.
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Also, if theprocesswrites to its buffer eachmappedareawill get its own amap.This re-

quiresmoreamapmemorythenanonymouspagetransferandresultsin longermapsearch

times. Anotheradvantageof usingpagetransferis that it givespage-level granularityfor

mappings.

7.2.3 Disposingof TransferedData

If a processis receiving datavia pagetransfer, then it needsa way to releasetransfered

pageswhenthey areno longedneeded.Oneway to do this is to usethestandardmunmap

systemcall to unmapthe transferedpages.The problemwith this is that not only does

munmapfreethetransferedpages,but it alsofreestheamapin which thetransferedpages

live. This will force the VM systemto allocatea brandnew amapif it wantsto transfer

morepagesto the sameareaof virtual memory. To addressthis problemthe anflush

systemcall wasaddedto UVM. Thisnew systemcall removesanonsfrom anamapwithout

freeingtheamapitself. Theanflush systemcall canalsobeusedto restoreanareaof

anonymousmemoryto azero-fill state.

7.3 Map Entry Passing

Undera traditionalkernel,processestypically exchangedataeitherusingpipesor shared

memory. Internal to the kernel,pipesare typically implementedasa connectedpair of

network sockets. When the sendingprocesswrites dataon the pipe it is copiedby the

kernelfrom that process’addressspaceinto a kernelbuffer (mbuf). The mbuf is placed

on a queuefor thereceiving process.Whenthereceiving processreadsdatafrom thepipe

thedatais copiedfrom thembuf out to thereceiving process’addressspace.Thus,when

sendingdataover a pipe thedatais copiedtwice, oncefrom thesenderto a kernelbuffer

andoncefrom thekernelbuffer to thereceiver.

In a traditionalkernel sharedmemorybetweentwo processescanbe established

in threeways. First, mostkernelssupportthe SystemV sharedmemoryAPI. This API

allowsaprocessto createasharedmemorysegmentof specifiedsizeandprotection.Once

created,otherprocesseswith the appropriatepermissionscanattachthe sharedmemory

segmentinto their addressspace.Second,any numberof processescanmmapa normal

file MAPSHARED. Changesmadeto the file’s memorywill beseenby all processesthat

aresharingit. Third, a processcanallocatevirtual memorywith an inheritancecodeof
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Figure7.3: Mapentrypassing

“share.” Whenthat processforks a child processit will sharethe memorywith the child

process.

UVM providesa new way for processesto exchangedata:mapentrypassing.For

large datasizes,this is more efficient than pipesbecausedatais moved without being

copied.Mapentrypassingis alsomoreflexible thantraditionalsharedmemory. Mapentry

passingdoesnothaveSystemV sharedmemory’srequirementthataprocesspre-allocatea

sharedmemorysegment.It alsodoesnotrequiretheservicesof thefilesystemlayer, unlike

mmap. Additionally, mapentry passingallows a rangeof virtual addressesto be shared.

Thisrangecanincludemultiplememorymappingsandunmappedareasof virtual memory.

Mapentrypassingis shown in Figure7.3.

7.3.1 Export and Import of Virtual Memory

UVM’ smapentrypassingmechanismallowsanotheralternativefor processesto exchange

data. With mapentry passinga processsendingdatacan“export” a rangeof its virtual

addressspace.This allows a receiving processto “import” that memoryinto its address

space.

To export a block of virtual memory, thesendingprocessmustcreatea description

of theblock. Themexpimp info structuredescribesablockof virtual memoryto export,
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Figure7.4: Themexpimp info structure

asshown in Figure7.4. Thebaseandlen fieldsidentify theblock of virtual addressspace

thatis exported.Notethatmorethanoneobjectcanbemappedin thisspaceandit alsocan

haveunmappedgapsin it. In fact,it canevenbecompletelyunmapped.Theexporttypecan

describeshow theblock of memoryis exported.Therearecurrentlyfour possiblevalues

for this field (describedin thenext paragraph).Theexport flagsalongwith theprocessid,

userid, groupid, andmodeareusedto controlaccessto theexportedregionof memory. A

processhastheoptionof exportingmemoryto a specificprocessor establishinga file-like

protectioncode.Theexportflagscontrolwhichaccesscontrolmechanismis used.

Thefour export typevaluesareasfollows:

share: causestheimportingprocessto sharethememorywith theexportingprocess.

copy: causesthe importing processto get a copy-on-write copy of the exportedvirtual

memory.

donate: causesthe memoryto be removed from the exporting process’virtual address

spaceandplacedin theimportingprocess’space.After theimport thevirtual space

in theexportingprocesswill beunmapped.

donatewith zero: thesameas“donate,” exceptratherthanleaving theexportedrangeof

virtual spaceunmappedaftertheimport it is resetto bezero-fill memory.

Onasuccessfulexportof memory, a“tag” structureis createdfor thememory. This

structureis calledmexpimp tag andit containsa processID andtimestamp.To import

virtual memorythis tagmustbepassedin to theimportsystemcall. Thetagis usedto look

up theexportedregionof memoryandimport it.
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UVM providestwo systemcallsfor theexport andimport operations.Their signa-

turesare:

int mexport(struct mexpimp_tag *tag, struct mexpimp_info *i)

int mimport(struct mexpimp_tag *tag, struct mexpimp_info *i)

Both systemcalls returnzeroon successand %�& if thereis an error. For the export sys-

temcall, theexportingprocessfills out a mexpimp info structureandif successfulthe

kernelwill fill out thetagstructurewith thetagof theexportedregion of memory. For the

import systemcall, theimportingprocessfills out thetagstructureandcallsimport. If the

mexpimp info pointeris non-null, thenthe info usedto export that region of memory

will bereturnedin thestructurepointedto by thispointer.

7.3.2 Implementation of Map Entry Passing

Map entrypassingis implementedon top of UVM’ s uvm map extract function. The

mapextractionfunctionextractspartof thevirtual memorymappedby amapandplacesit

in anothermap.In additionto beingusedfor mapentrypassing,theextractfunctionis also

usedby theprocfs processfile systemandtheptrace systemcall (usedfor debugging)

to allow oneprocessto accessanotherprocess’virtual addressspace.

The uvm map extract function is calledwith a sourcemap,sourcevirtual ad-

dress,length,destinationmap,destinationaddresspointer, anda setof flags. The flags

are:

remove: removethemappingfrom thesourcemapafterit hasbeentransfered.

zero: valid only if “remove” is set,this causestheremovedareato becomezero-fill after

theextractoperation.

contig: abortif thereareunmappedgapsin theregion. Thecontigflag is a “besteffort”

flag. It is possiblefor theextractto succeedevenif therearegapsin themapin some

cases.

qref: “quick” references.Theqref flag is usedfor brief mapextractionssuchastheones

generatedby ptrace . With ptrace thefollowing patternis used:extracta single

pagefrom a process’map,reador write a word in that page,unmapthe extracted

region. UndernormalVM operationthissortof operationwould leadto a lot of map

entryfragmentationbecauseof theclipping usedto extract thepaged-sizedchunks.
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Quick referencestake advantageof the fact that the extractedmappingis going to

beshortlivedto relaxthemanagementof referencesto uvm object structuresand

amapsandavoid mapentryfragmentation.

fixprot: causestheprotectionof theextractedareato besetto themaximumprotection.

This is necessaryfor the ptrace call becauseit needsto write breakpoints to a

process’text area.Thetext areais normallymappedcopy-on-writewith is protection

setto read-onlyandits maximumprotectionsetto read-write.In orderfor ptrace

to be able to write to this memory, the protectionmustbe raisedfrom its current

read-onlyvalueto its maximumvalue.Notethatthisdoesnoteffect thesourcemap,

only thedestinationmap.

Theuvm map extract operatesasfollows:

$ A sanitycheckof uvm map extract ’s argumentsis performed.Thestartingad-

dressmustbeonapageboundaryandthelengthmustbeamultipleof thepagesize.

Also, the“remove” flagis mutuallyexclusivewith boththe“contig” and“qref” flags.

$ Virtual spaceis reservedin thedestinationmapfor theextractedmemory(donewith

theuvm map reserve function).

$ Thesourcemap’s mapentrylist is searchedfor thefirst mapentrythatcontainsthe

startingvirtual address.Thena loopover thesourcemap’svirtual spaceis entered.

$ Eachsourcemapentry in the virtual rangeis copiedinto a list of mapentriesthat

will beinsertedin thedestinationmap(if theremoveflag is set,thenthesourcemap

entryis removedfrom thesourcemap).

$ Whentheendof thevirtual rangeis reached,thenew mapentriesareinsertedin the

destinationmap.

Theactualuvm map extract function is a bit morecomplex thanthis dueto theneed

to handlequick referencesanddatastructurelockingproperly.

7.3.3 Usageof Map Entry Passing

Map entry passingcanbe usedto move large chunksof databetweenprocesseswithout

theoverheadof datacopying. For largedatamapentrypassingis moreefficient thanpipes

becausethedatais notcopied,insteadit is movedusingthevirtual memorysystem.



154

Map entrypassingis alsomoreflexible thanmemorysharedwith SystemV shared

memory. With SystemV sharedmemory, thesharedmemoryregion mustbeallocatedin

advanceandall shareddatamustbeplacedin it. Also, thesharedmemoryregion mustbe

a contiguouschunkof anonymousmemory. On the otherhandmemorysharedvia map

entry passingcan spanmultiple mappings,include unmappedregions, and can contain

file mappingsaswell asanonymousmemory. Any region of a process’memorycanbe

exportedon thefly, thereis noneedto pre-allocatea regionof memory.

Map entry passingcan be more efficient and flexible than memorysharedwith

mmap. Regions of memorysharedwith mmaprequire interactionswith the filesystem

layer, andthiscanslow thingsdown. Thiscostcanbemitigatedsomeby placingthemem-

ory mappedfile ona RAM disk. It shouldbenotedthatusingmmapfor sharedmemoryis

still quiteuseful.SystemslikeM-NFS[43] allow memorymappedfilesto besharedacross

anetwork. Mapentrypassingcannotbeusedto dothis(sinceit is notpossibleto passmap

entriesbetweenmachinesonanetwork).

UVM’ s mapentrypassingalsoallows a processto grantanotherunrelatedprocess

accessto only part of a file. In traditionalUnix, if a file descriptoris passedto another

processusingfile descriptorpassing,thenthe receiving processgetsaccessto the entire

file at whatever permissionthefile descriptorallows. Theonly way to passpartialaccess

of a file to anotherprocessis to openthefile, mmapin thepartof thefile to beaccessed,

closethefile, andthenfork a child processthatonly hasaccessto thepartof thefile that

wasmemorymapped.

UsingUVM’ smapentrypassing,any processcanmemorymapafile andthenoffer

to sendthatmappingto otherprocesses.To dothis,theserverprocessneedonly mapin the

partof thefile that it wantsto shareandthenexport thatmappingto theprocessthat is to

receive partialfile access.Thereceiving processcanthenimport themappingof thatpart

of the file. The receiving processwill only have accessto part of the file that is mapped

by theexportedpages.Partsof thefile outsideof that rangewill be inaccessibleandwill

remainso as thereis no way for a processto changethe sizeof a file’s mapping. This

couldbeusefulin allowing processesaccessto only apage-sizedsectionof adatabase,for

example.

Note thatwith somemorekernelstructure,it would bepossibleto transfervirtual

addressspacebetweenprocessesusingmapentrypassingwithout theneedfor tags.To do

this,theuvm map extract functioncouldbemodifiedto returnalist of mapentriesthat

canbequeuedfor a targetprocess.Thenwhenthetargetprocesswasreadyit couldhave

this list of mapentriesinsertedin its map.
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7.4 Summary

In thischapterUVM’ snew datamovementfeatureswerepresented.Thesefeaturesextend

theservicesofferedby theVM well beyondwhat is supportedin BSD VM. They canbe

usedto build advancedI/O andIPCsubsystemssuchastheonespresentedin Section3.4.2.

Pageloanoutprovidesa way for aprocessto loanits memoryout to otherprocessesor the

kernel.Pagetransferprovidesaway for aprocessto importmemoryfrom otherprocesses

or the kernel into its addressspace.Both pageloanoutandpagetransferprovide page-

level granularityandcanbe usedaloneor together. Map entry passingallows chunksof

virtual addressspaceto be transferedbetweenprocesses(or the kernel)by usingUVM’ s

mapextractionfunction.
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Chapter 8

SecondaryDesignElements

Thischapterdescribesanumberof thesecondarydesignelementsof UVM. Theseelements

aresmallpartsof theUVM designthatdiffer from BSD VM andcontributeto theoverall

functionof UVM. Topicscoveredin thischapterincludeamapchunking,clusteredanony-

mouspageout,thedesignof UVM’ sthreepagers,memorymappingissues,pageflags,VM

startup,andpmapissues.

8.1 Amap Chunking

As explainedin Chapter2, every processrunningon the systemhasa stackarea. In the

BSD kernel,thesizeof thestackareais determinedby a process’resourcelimits. These

limits arearereadandsetwith thegetrlimit andsetrlimit systemcalls.Resources

controlledby limits includeCPUtime,file size,coredumpsize,andstacksize.Eachlimit

hastwo values: the current“soft” limit andthe “hard” limit. A processcanchangethe

valueof thesoft limit to any valuethatdoesnotexceedthehardlimit. For thestack,typical

valuesfor thesoftandhardlimits aretwo andthirty-twomegabytes,respectively. TheBSD

kernelreservesspacein eachprocess’mapfor the largestpossiblestack(i.e. for thehard

limit). Thisrequirestwo mapentries.Oneto mapthecurrentstackzero-fill read-write,and

oneto mapthespacefrom theendof thecurrentstackto thehardlimit zero-fill no-access.

For a typical stackeachprocessstartswith a two megabyteread-writeregion for

the currentstackanda thirty megabyteregion that is not accessible.Note that for most

normalprocessesonly a small part of the currentstackgetsused. Under the BSD VM

system,this resultsin a singleanonymoustwo megabytevm object beingallocatedto

backthecurrentstack.While this objectis large,it is not a problemfor BSDVM because

thesizeof a vm object is constantno matterhow large it is. On an i386, for example,
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a vm object is always76 bytes.However, if left unchecked,this is a problemfor UVM

becausethe amountof kernelmemoryallocatedfor an amapgrows with the sizeof the

amap.This is dueto theamapcontainingthreearrayswhoselengthis determinedby the

numberof pagestheamapmaps.On a systemwith a 4K pagesizea two megabyteamap

consumesa little over six thousandbytesof kernelmemory1. Allocationsof thatsizecan

quickly fill up thekernel’svirtual memoryspacereservedfor its memoryallocator.

To addressthis problem,UVM was modified to breakup very large amapsinto

smalleramapswhenpossible. This is calledamap“chunking.” CurrentlyUVM usesa

chunksizeof 64KB.Allocatinganamapthatmaps64KB requiresabouttwo hundredbytes

of kernelmemory. Theamap copy function takesa booleanparameterthat indicatesif

chunkingis allowedor not.

As anexampleof thebenefitsof amapchunking,considera newly createdprocess

that hasnot accessedits stackyet. Its stackregion will be mappedby two zero-fill map

entriesbothwith needs-copy set. Thefirst mapentry reservesthirty megabytesof virtual

memoryin casethe stack’s resourcelimits arechanged.Thesecondmapentrymapsthe

currenttwo-megabytestack. Whenthe processfirst accessesits stack,a pagefault will

be generated.Without amapchunking,the uvm fault routinewill look up the second

mapentryandcall amap copy to clearneeds-copy. Thiswill causea two megabyteamap

to be allocatedfor the secondmapentry andconsumeover six thousandbytesof kernel

memory. But with amapchunkingenabled,uvm fault callsamap copy with chunking

allowed. As a result,amap copy breaksthesecondmapentryup into two chunks.The

first chunkwill map1984KBof zero-fill stackmemorywith needs-copy set. Thesecond

chunkwill mapthe faulting addressandbe attachedto a freshly allocated64KB amap.

By chunkingthe amapallocation,UVM typically savesa little lessthan 6000 bytesof

allocatedkernelmemoryperprocess.UVM still usesmorememorythanBSDVM for this

procedurebecauseof its useof amaps.However, amapsprovide per-pagegranularitythat

is usefulfor pageloanoutandpagetransferandhelpeliminatetheobjectcollapseandswap

memoryleakproblemsfoundin BSDVM.

8.2 ClusteredAnonymousMemory Pageout

When BSD is running low on free memory, the pagedaemonprocessis invoked. The

pagedaemon’s job is to scanthe pagequeuesin searchof residentpagesof memorythat

1A two megabyteregion contains512 pages.Assuminga 32 bit machine,the sizeof eachentry in an
arrayis four bytes.Thusthree512entryarrayswould take 6144bytes.
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have not beenusedrecently. When sucha pageis found the pagedaemonattemptsto

pageoutthepageto backingstore.After a pageis successfullypagedout it canbereused

asits datais safelynon-residentin backingstore.Pagesthatcontainfile dataarepagedout

to their backingfile, while anonymousmemorypagesarepagedout to thesystem’s swap

area.

Therearetwo typesof pagesthat thepagedaemoncanencounter:cleanpagesand

dirty pages.Cleanpagesarepagesthathave neverbeenmodifiedsincebeingloadedfrom

backingstore. As the datain a cleanpageis identical to the datacurrentlyon backing

store,to pageouta cleanpageall thepagedaemonhasto do is free it. On theotherhand,

dirty pagesarepagesthathave beenmodifiedsincethey wereloadedfrom backingstore.

To pageouta dirty page,the pagedaemonmust first cleanthe pageby invoking an I/O

operationto write the page’s datato backingstore. Then the pagedaemoncan free the

page.

Whenwriting dataout to backingstore,it is moreefficient for thekernelto transfer

multiple contiguouspagesat the sametime becauseit involves lessoverhead(e.g. I/O

setupand interrupts). Paging out multiple contiguouspagesat the sametime is called

clusteredpageout. For exampleconsidera systemwith a 4096byte pagesize (4096 is

0x1000in hexadecimal).Assumethatthereis afile thathasthreedirty pagesatbyteoffsets

0x4000,0x5000,and0x6000.Supposememoryis scarceandthepagedaemonis running.

Withoutclusteredpageout,eachof thesepageswill beindividually pagedout in theirown

I/O transaction. However, if clusteredpageoutis available then when the pagedaemon

encountersthe pageat offset 0x5000it will not immediatelypageit out. Insteadit will

searchfor dirty pagesprecedingandfollowing thepageat offset0x5000.This will cause

it to find the pagesat 0x4000and0x6000. The pagedaemonwill thenclusterthesetwo

pageswith theoriginal pageat 0x5000to form a threepagecluster. Thus,all threepages

will becleanedin a singleI/O transaction.Notethat if theoffsetsof thedirty pageswere

changedto 0x3000,0x5000,and0x7000thenthepagedaemonwouldnotbeableto cluster

thepagestogetherbecausethey areno longercontiguous.

In additionalto file memory, thepagedaemoncanalsoclusteranonymousmemory

for pageoutto the swap area. In the BSD VM system,all pageableanonymousmemory

mustbepartof a vm object whosepageris the“swappager.” Theswappageroperates

by takingtheobjectanddividing it into fixed-sizedswapblocks. Eachswapblock is one

or morepagesin length(largerobjectshave largerswapblocks). Thefirst time a pagein

a swapblock is pagedout to swaptheswapblock is assigneda contiguouslocationin the
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swaparea.This assignmentis static,onceananonymouspagehasbeenassigneda swap

locationonbackingstoreit is alwayspagedout to thatlocation.

Oneuniquepropertyof anonymousmemoryis thatit is completelyunderthecontrol

of theVM systemandit hasno permanenthomeon backingstore.UVM takesadvantage

of this propertyto moreaggressively clusteranonymousmemorythanis possiblewith the

schemeusedby BSDVM. Thekey to thisaggressiveclusteringis thatUVM’ spagedaemon

canreassignananonymouspage’s pageoutlocationon backingstore.This allowsUVM’ s

pagedaemonto collectenoughdirty anonymouspagesto form a largeclusterfor pageout.

Eachpage’s locationonswapis assigned(or reassigned)sothattheclusteroccupiesacon-

tiguouschunkof swapandcanbepagedout in a singlelargeI/O operation.So,if UVM’ s

pagedaemondetectsdirty pagesat offsets0x3000,0x5000,and0x7000in ananonymous

objectit canstill groupthesepagesin a singlecluster, while theBSD VM would endup

performingthreeseparateI/O operationsto pageoutthesamepages.

The resultof this is thatUVM canrecover from pageshortagesquicker andmore

efficiently thanBSDVM.

8.3 The AnonymousMemory Object Pager

Anonymousmemorycanbe found at either level of UVM’ s two-level memorymapping

scheme. At the amaplayer, anonymousmemoryis associatedwith anonstructures,as

explainedin Chapter4. At theobjectlayerUVM supportsa uvm object that is backed

by anonymousmemory. Thesesortsof objectsaremanagedby the“aobj” pagerandthus

arecalledaobj-objects.In thissectionthedesignof theaobjpageris briefly presented.

8.3.1 The uvm aobj Structure

Thestateinformationfor anaobj-objectis storedin theuvm aobj structure.Themainrole

of theuvm aobj structureis to keeptrackof thesizeof theobjectandwhereits pagedout

dataresidesonbackingstore.Thisstructurecontainstheuvm object , structure,thesize

of theobject(in pages),someflags,anarrayor hashtablethatmapstheoffsetin theobject

to its locationon swap,andpointersto maintaina linkedlist of all active aobj-objectson

thesystem.

Whenanaobj-objectis created,theaobjpagerexaminesthesizeof theobject.If the

objectcontainsa relatively small numberof pages,thenthe pagerallocatesanarraythat

hasanentry for eachpagein theobject. Eachentrycontainsthe locationon swapwhere
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thepage’snon-residentdataresides.Pagesthathaveneverbeenpagedouthave theirentry

set to zero(an invalid swap location). For large objects,suchan arraycould consumea

lot of kernelvirtual memory, so if theobjectis larger thana certainnumberof pagesthe

aobjpagerallocatesa hashtableto mappagenumberto swaplocation.This allows small

objectsto receive thebenefitof fastarray-basedlookupswhile largerobjectsusinga hash

tabledonotput a largeburdenon thekernelmemoryallocator.

8.3.2 The Aobj PagerFunctions

The aobj pager’s pagerfunctionsof interestare the attachand I/O functions. The aobj

pager’s attachfunctionis uao create . Theprototypefor this functionis:

struct uvm_object *uao_create(vm_size_t size, int flags)

This function createsa new aobj-baseduvm object of the specifiedsize. The “flags”

argumentis usedduringsystemstartupto createa specialkernelobject(seeSection8.8),

otherwiseit is zero. Oncecreated,anaobj-objectwill remainallocateduntil its reference

countdropsto zero. Oncethathappenstheaobj-objectandall the resourcesit is holding

will bereleased.

Dueto UVM’ s aggressive clusteringof anonymousmemoryfor pageoutall writes

to the swap areaarehandledspeciallyby the pagedaemon.As a resultof this, the aobj

pager’s “put” function never getscalled (andthuscanbe set to null). The aobj’s pager

“get” functionis a simplefront endthatcallsout to functionsthathandleI/O to theswap

area.Thesefunctionsareusedto accessbothamapandaobjbasedanonymousmemory.

8.4 The DevicePager

Thedevice pagerallows device memoryto bemappedby userprocesses.Themostcom-

mondevicesthatallow theirmemoryto bemappedaregraphicalframebuffers.Thedevice

pager’s attachfunctiontakesa device specifierandreturnsa pointerto theuvm object

for that device. Internally, the device pagermaintainsa linked list of all active device-

objectson thesystem.Whentheattachfunctionis called,thelist is first searchedto seeif

thedevicealreadyhasauvm object . If so,thatobject’sreferencecounteris incremented

anda pointerto thatobjectis returned.If not, thena new uvm object is allocated,ini-

tialized,andreturned.

The device pageris uniquein that it performsno I/O. Ratherthanhaving a pager

“get” function, the device pagerhasa pager“f ault” function. Whena processfaultson
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devicememory, theuvm fault routinetransferscontrolof thehandlingof thepagefault

to thedevice pager’s fault routine. The fault routineconsultsthedevice driver’s d mmap

functionto determinethecorrectdevice pageto mapin andthenit callspmap enter to

enterthemappingandresolve thefault. Thedevicepageralsohasanull “put” function.

Note that this is differentfrom the BSD VM device pager. The BSD VM device

pageris stuckwith the BSD VM pagerinterfacethat requiresit to provide a pager“get”

functionthatreturnsa pointerto vm page structure.Sincedevice memorydoesnot have

vm page structure,theBSDVM devicepagermustallocatea“fictitious” vm page struc-

ture andreturn it. The rest of the BSD VM systemmustbe careful to avoid placinga

fictitiouspagein thegeneralpagepool (e.g.by pagingit out)becauseits memoryis device

memoryandcannotbe usedasgeneralpurposememory. UVM’ s pagerfault operation

eliminatestheneedfor messyfictitiouspages.

8.5 The VnodePager

Thevnodepagermanagesuvm object structuresassociatedwith files. Thevnodepager

is heavily usedby the BSD kernelasall programsarememorymappedthroughit. The

designof UVM’ svnodepageris presentedin thissection.

8.5.1 BSDVM VnodeManagement

UVM andBSDVM handletheVM relatedvnodedatastructuresquitedifferently. This is

dueto changesto theobjectcacheandtheembeddingof theuvm object . UnderBSD

VM, to memorymapafile thefollowing stepsaretakenby thevm mmapfunction:

$ Thevm pager allocate functionis calledwith thevnodeasanargument.This

functioncallstheBSDVM vnodepager’s allocatefunction.

$ The BSD VM vnodepager’s allocatefunction checksthe vnodeto seeif thereis

alreadyavm pager structureassociatedwith thatvnode.

– If thereis alreadya pagerassociatedwith thevnode,thentheallocatefunction

lookupsup thevm object associatedwith thatpager, gainsa referenceto it,

andreturnsapointerto thepager.

– If thereis no pagerassociatedwith thevnode,thentheallocatefunctionmal-

locs a new vm pager , vn pager , andvm object structurefor the vnode
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andties themall together. Theallocatefunction thengainsa referenceto the

backingvnodeusingtheVREFmacroandreturnsa pointerto thefreshlyallo-

catedpager.

$ Thepageris thenusedby vm mmapto lookupthevnode’svm object (again).

– For shared mappings, the vm mmap function calls the

vm allocate with pager function to enterthe object in the mapstruc-

ture.

– For copy-on-write mappings,a rathercomplex set of function calls are per-

formedto enterthe object in the mapstructurewith the correctobjectchain

configurationfor copy-on-write2.

It shouldbenotedthatin BSDVM thevnode’svm object maintainsanactivereference

to thevnode.Thereferenceis gainedwith VREFwhenthevm object is allocatedandit

is droppedwith vrele whentheobjectis freed. Thevm object hasits own reference

countthatis usedto counthow many VM datastructuresareusingit.

TheBSD VM systemalsohasa datastructurecalledthe“object cache.” Thepur-

poseof theobjectcacheis to allow vm object structuresthatarenotcurrentlybeingused

to remainactive for a timeaftertheir lastreferenceis dropped.Objectsin theobjectcache

aresaidto be“persisting.” This is usefulfor vm object structuresthatmapfiles thatare

repeatedlyusedfor shortperiodsof time. For example,it is usefulfor the/bin/ls object

to remainactiveevenwhentheprogramis notbeingrunbecauseit is usedfrequently. Each

objecton the systemhasa flag that sayswhetherit is allowed to persistor not. Whena

vm object structure’s referencecountdropsto zero,if its persistflag is true it is added

to theobjectcache,otherwiseit is freed.

The numberof objectsallowed in BSD VM’ s objectcacheis staticallylimited to

100objects(vm cache max). If this limit is reached,anolderobjectfrom thecachemay

befreedto makeroomfor anew one.If aprocessmemorymapsanobjectthatis currently

in thecachethenit is removedfrom thecachewhenthevm object ’s referencecountis

incrementedto one.

Themainproblemwith theobjectcacheis thatpersistingunreferencedvnodeob-

jectsthatarein theobjectcachearestill holdingareferenceto theirbackingvnode.BSD’s

vnodelayerhasa similar cachingmechanismto theobjectcache,andthefactthatvnodes

2Describingthedetailsof thiscodeis beyondthescopeof thissection— seevm mmap.c for details.
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persistingin the VM systemhave anactive referencepreventsthevnodesfrom beingre-

cycledoff of the vnodecache.Thenet result is that in BSD VM therearetwo layersof

persistencecachingcodeandtheVM objectcacheinterfereswith theproperoperationof

thevnodecache.Thus,usefulpersistingvirtual memoryinformationmaybethrown away

prematurely, andtheselectionof a vnodeto recycle maybelessthanoptimalbecausevn-

odeswith virtual memorydatain theobjectcachecannotberecycledeventhoughthey are

no longerbeingused.

8.5.2 UVM VnodeManagement

UVM replacesBSD VM’ s vnodemanagementstructurewith a new onecreatedfor it. In

BSDVM theobjectcacheis partof themainVM code.In UVM theobjectcachehasbeen

eliminated. The persistenceof uvm object datastructuresis handledby their pagers.

Theaobjanddevicepagershavenoneedfor persistingobjects.

UVM’ s vnodepagersupportspersistingobjectsusingthe existing vnodecacheto

controlpersistence.Thiseliminatesonelayerof objectcachingandpreventsthesituationof

having two cachinglayersatoddswith eachother. In UVM all VM relateddatastructures

areembeddedwithin thevnodestructure.Thevnodehasa flag that indicateswhetherthe

VM datastructuresarecurrentlyin use.Thevnodelayerclearsthis flag whena vnodeis

first allocated.Whena file is memorymapped,UVM’ s uvm mmapfunctionperformsthe

following actions:

$ Thevnode’sattachfunctioniscalledwith thevnodeasargument.Theattachfunction

returnsa pointerto theuvm object associatedwith thatvnode.

– If theuvm object is notcurrentlyin use,thentheattachfunctionwill getthe

sizeof thevnode,initialize theuvm object structure,gaina referenceto the

vnodewith VREF, andthenreturnapointerto theuvm object structure.

– If the uvm object is alreadyactive thenthe attachfunction will checkthe

object’s referencecount. If it is zerothentheobjectis currentlypersisting.In

thatcasethereferencecountis incrementedto oneandtheattachfunctiongains

areferenceto thebackingvnodewith VREF. If theobjectis notpersisting,then

the only actionrequiredis to incrementthe referencecount. A pointerto the

uvm object structureis returned.

$ Theuvm map functionis calledto mapthatobjectin with theappropriateattributes.
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Whenthefinal referenceto a vnodeuvm object is droppedthe referenceto the

underlyingvnodeis dropped(with vrele ). This causesthe vnodeto enterthe vnode

cache.If the vnode’s flag is setto allow the uvm object to persist,thenthe persisting

flag is setandprocessingis complete.If theobjectis not allowedto persist,thenall of its

pagesarefreedandit is markedasbeinginvalid.

In orderfor UVM’ s schemeto work, UVM mustbe notified whena vnodeis be-

ing removed from the vnodecachefor recycling. The vnodepagerprovidesa function

uvm vnp terminate for this. Whenthevnodelayerof theoperatingsystemwantsto

recycle anunreferencedvnodeoff thevnodecacheit callsuvm vnp terminate on the

vnode.This functionchecksto seeif thevnode’s uvm object is persisting.If so,it re-

leasesall theuvm object ’s resourcesandmarksit invalid. Theuvm vnp terminate

functionis calledfrom thevclean functionin vfs subr.c .

8.5.3 VnodeHelper Functions

The vnodepagerhasseveral helperfunction that arecalledby otherpartsof the kernel

to performactionson a vnode’s VM data. Thesefunctionsare the setsizefunction, the

umountfunction,theuncachefunction,theterminatefunctionandthesyncfunction.These

functionsarenameddifferentlydependingon whichVM systemis beingused.For exam-

ple, thesetsizefunction is calledvnode pager setsize in BSD VM, andit is called

uvm vnp setsize in UVM. Therole of thesehelperfunctionsis describedin this sec-

tion.

WhentheI/O systemchangesthesizeof a file thesetsizefunctionis calledsothat

theVM systemcanupdateits copy of thesize.

The umount function is calledwhena filesystemis beingunmounted.Beforea

filesystemcansuccessfullybeunmountedall referencesto thefiles on thefilesystemmust

be removed. As part of this process,the BSD kernelrecyclesall vnodesassociatedwith

thefilesystem.In theBSD VM systemthis presentsa problembecauseif anunreferenced

vnodehasan unreferencedvm object persistingin the objectcachethe vnoderecycle

operationwill fail. Theumountfunctionaddressesthisproblem.Whenunmounting,before

recycling the filesystem’s vnodesthe BSD kernelcalls the umounthelperfunction. The

umountfunctiongoesdown the list of vnodesassociatedwith thefilesystemandensures

that any vm object associatedwith the vnodecannotpersistin the objectcache. The

umounthelperfunctionis not neededin UVM becausethereis noobjectcache.Whenthe
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unmountoperationrecycles the vnodesin the vnodecache,the uvm vnp terminate

functionwill becalledto cleanoutany persistingVM datafrom thevnode.

Theuncachefunctionis calledwhentheBSDkernelwantsto ensurethatavnode’s

VM datawill notpersistwhenthelastreferenceto it isdropped.Thisfunctionsimplyclears

theobject’s “canpersist”flag. This functionis calledwhenevera file is written,renamed,

or removedto ensurethattheVM andfile dataarein syncwhenthefile is closed3.

TheUVM-specificterminate functionis usedby thevnodecachecodeto cleanout

avnode’s VM datawhenthevnodeis beingrecycled.TheBSDVM systemdoesnothave

a terminatehelperfunction.

Thesynchelperfunctionwasaddedto BSD VM to allow modifieddatain vnode

objectsto beperiodicallyflushedout to backingstore.This functionis calledaspartof the

syncsystemcall. Beforethesynchelperfunctionwasaddedto NetBSD,modifiedVM data

wasonly flushedto backingstorewhenthe objectcontainingit wasfreedor the msync

systemcall wasused.Thus,changesmadeto a file via a writablememorymappingby a

programthatkept thefile openfor a long periodof time wereapt to be lost if thesystem

crashedbeforethe programclosedandunmappedthe file. The syncfunction addresses

this problem. It works by building a list of all active vnodeobjectsandflushingall the

pagesin themto backingstore. UVM’ s vnodepageralsoincludesthesyncfunction,but

it improvesthe design. UVM’ s vnodepager’s attachfunction is usedto gain accessto a

vnode’suvm object . Its prototypeis:

struct uvm_object *uvn_attach(struct vnode *vn,

vm_prot_t accessprot)

Thesecondargumentof uvn attach is theprotectionaccesslevel thatthecallerdesires.

For example,if a file is to bememorymappedread-onlyor copy-on-write,thentheaccess

protectionwould be“read” to indicatethattheattacherwill not modify theobject’spages.

On theotherhand,if theattacheris goingto modify theobject,thenit specifiesanaccess

protectionof “write.” The vnodepagerusesthis informationto maintaina list of vnode

objectsthatarecurrentlywritable.Thenwhenthevnodesynchelperfunctionis calledthe

vnodepageronly considersvnodeobjectson the writable list. Sincemostvnodeobjects

aremappedread-only, this reducestheoverheadof thesyncoperationbecauseratherthan

traversingevery pageof every activevnodeobjectto seeif it needsto becleanedonly the

writablevnodesneedto bechecked.
3This functionis necessaryin bothBSDVM andUVM becausetheVM cacheandbuffer cachehavenot

yetbeenmergedin NetBSD.
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Table 8.1: The eight BSD VM memory mapping functions. The vm map find ,
vm allocate , vm allocate with pager , andvm mmapfunctionsmapmemoryat
eithera specifiedvirtual addressor they usevm map findspace to find an available
virtual addressfor themapping.

Function Usage
vm map lookup entry looks for the mapentry that mapsthe specifiedad-

dress;if theaddressis not found,thenreturnthemap
entry that mapsthe areaprecedingthe specifiedad-
dress

vm map entry link links anew mapentryinto amap
vm map findspace findsunallocatedspacein a map
vm map insert insertsa mappingof anobjectin a mapat thespeci-

fiedaddress
vm map find insertsamappingof anobjectin a map
vm allocate allocateszerofill in amap
vm allocate with pager mapsa pager’s objectinto a map; the new mapping

is shared(ratherthancopy-on-write)
vm mmap mapsafile or device into amap;thevm mmapfunc-

tion handlesthespecialobjectchainadjustmentsre-
quiredto mapanobjectin copy-on-write

8.6 Memory Mapping Functions

In the BSD kernelmemorytherearefour systemcalls that mapmemoryinto a process’

addressspace:

exec: mapsa newly executedprogram’s text, data,andbssareasinto theprocess’address

space.

mmap: mapsafile or anonymousmemoryinto aprocess’addressspace.

obreak: growsaprocess’heapby mappingzero-fill memoryat theendof theheap.

shmat: mapsaSystemV sharedmemorysegmentinto aprocess’addressspace.

TheBSD VM systemprovideseight functionsthatareusedto establishmappings

for thesefour systemcalls.Theseeightfunctionsareshown in Table8.1.Thecall pathfor

thesefunctionsis complex, asshown in Figure8.1.

Ontheotherhand,UVM providesfivefunctionsfor establishingmemorymappings.

Thesefunctionsareshown in Table8.2. Unlike BSD VM, UVM hasonemainmapping
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vm_map_entry_link

exec mmap obreak shmat

vm_mmap

vm_allocate_with_pager vm_allocate

vm_map_find

vm_map_findspacevm_map_insert

vm_map_lookup_entry

Figure8.1: TheBSDVM call pathsfor thefour mappingsystemcalls

function,uvm map. All mappingoperationsusethis functionto establishtheir mappings.

ThismakesUVM’ scodecleanerandeasierto understandthantheBSDVM code.UVM’ s

mappingcall pathis shown in Figure8.2.

Theprototypefor theuvm map functionis:

int uvm_map(vm_map_t map, vm_offset_t *startp,

vm_size_t size, struct uvm_object *uobj,

vm_offset_t uoffset, uvm_flag_t flags)

A call to uvm map mapssize bytesof objectuobj into mapmap. The first pageof

themappingmapsto offsetuoffset in theobjectbeingmapped.Thestartp argument

containsahint for theaddresswherethemappingshouldbeestablished.Oncethemapping

is established,theactualaddressusedfor themappingis returnedin startp . Theflags,

describedbelow, areusedto controltheattributesof themapping.Theuvm map function
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Table8.2: ThefiveUVM memorymappingfunctions

Function Usage
uvm map lookup entry looks for the mapentry that mapsthe speci-

fied address;if the addressis not found, re-
turns the mapentry that mapsthe areapre-
cedingthespecifiedaddress

uvm map entry link links anew mapentryinto a map
uvm map findspace findsspacein amapandinsertsamappingof

thespecifiedobject
uvm map establishesamapping
uvm mmap attachesto a file’s or device’s uvm object

andmapsit in

returnsKERNSUCCESSif themappingwassuccessfullyestablished,otherwiseit returns

anerrorcode.

Theuvm map function’s flags areabitwiseencodingof thedesiredattributesof

the mapping. This encodingis usuallycreatedwith a call to the UVMMAPFLAGmacro.

Thismacrotakesthefollowing arguments:

protection: the initial protectionof the mapping. This protectionmust not exceedthe

maximumprotection.

maximum protection: themaximumallowedprotectionof themapping.

inheritance: theinitial inheritancevaluefor themapping.

advice: theinitial usageadvicefor themapping.

mapping flags: furthermappingflags.Theseflagsare:

fixed: themappingmustbeestablishedat theaddressspecifiedin startp .

overlay: allocateanamapfor themappingnow.

nomerge: donot try andmergethismappingin with its neighbors.

copyonw: setthecopy-on-writeflag for thismapping.

amappad: addsomepaddingto theamapsothatit canbegrown without reallocat-

ing its memory(valid only if “overlay” is true).
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uvm_map_lookup_entry

exec mmap obreak shmat

uvm_mmap

uvm_map

uvm_map_findspace

uvm_map_entry_link

Figure8.2: UVM’ smappingcall path

trylock: try andlock the map. If the mapis alreadylocked, returnan error code

ratherthansleepwaiting for themapto beunlocked.

NotethatunderUVM theuvm map functionallowsall themappingattributesto be

specifiedatmaptime. ThiscannotbedoneunderBSDVM. BSDVM’ smappingfunctions

alwaysestablisha mappingwith a default protectionand inheritance.For example,the

default protectionof a mappingunderBSDVM is read-write.Thus,if thekernelwantsto

establisharead-onlymappingof afile usingtheBSDVM systemit mustfirst usethemap-

ping functionsto establisha read-writemapping.It thenmustusethevm map protect

function to write-protectthe mapping. This is both wastefulanddangerous.It is waste-

ful becausethemappingfunctionlocksthemap,establishesthemappingwith thedefault

protection,andthenunlocksthemap. Thenthevm map protect functionmustrelock

the map,repeatthe maplookup,changethe protection,andthenunlock the map. Thus,

underBSD VM themapmustbelockedandunlockedtwice, andthereis anextra lookup

andprotectionchange.This is alsodangerousbecausewhenestablishinga memorymap-

pingthereis abrief window of timebetweenestablishingthemappingandwrite protecting

the mappingwherethemapis unlockedandthe objectis mappedread-write.On a mul-

tithreadedsystemthis couldallow a maliciousprocessto racethekernelandsuccessfully
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modifyaread-onlyfile beforethekernelhasachanceto write-protectthemapping.UVM’ s

uvm mapfunctionavoidsboththeseproblemsby allowing theattributesof themappingto

bespecifiedat thetime themappingis created.

If a caller to uvm mapdoesnot wish to mapanobjectin at theobjectlayerof the

mapping,it cancall uvm map with uobj set to null. Thus,a zero-fill mappingcanbe

createdby settinguobj to null andsettingthe“copyonw” flag.

Note that both BSD VM andUVM supportthe BSD “pmap prefer” interfacefor

systemswith virtually addressedcaches(VACs) or MMUs that do not allow mappings

in certainvirtual addressranges(e.g. Sunsparcsystems).This interfaceis usedby the

mappingfunctionsto pushamappingaddressforwardsothatit doesnotcreateVAC cache

aliasesor placeamappingataninvalid address.

8.7 Unmapping Memory

In theBSD VM system,memoryis unmappedwith thevm map delete function. This

functionoperatesby locking the map,searchingfor mapentriesto remove, andthenun-

locking themap. Whena mapentrythatneedsto beremovedis found,theaddressrange

thatthemapentrymapsis purgedfrom thepmapandthereferenceto themappedobjectis

dropped.While this workscorrectly, it is not optimal for the following reason.Dropping

thereferenceto anobjectusuallymeansdecrementingareferencecounter. Thisusuallyhas

a low overhead,however, if thereferencecounterdropsto zero,thenthepagermaywish

to freethemappedobject.If themappedobjectcontainsdirty pages,thenthey will needto

beflushedbeforethatobjectcanbefreed.ThismeansthatanI/O operationwill have to be

initiated. WhentheI/O operationis startedthemapthat theobjectwasmappedin is still

lockedby theunmapfunction.Neitherthekernelnorany otherprocesscanaccessthemap

while theunmapfunctionhasit locked.Hopefully thepagerwill performanasynchronous

I/O operationsothattheunmapoperationcancompletewithout having to wait for theI/O

to complete.However, sincepagersarenot requiredto provideasynchronousI/O thismay

notbecase.

In UVM this issuehasbeenaddressedby breakingan unmapoperationinto two

parts. The uvm unmap function first locks the mapandcalls uvm unmap remove to

clean out the map’s pmap and remove the specified map entries. Note that

uvm unmap remove doesnot drop referencesto any mappedobjects. Insteadit re-

turns the list of mapentriesremoved from the map. At this point uvm unmap unlocks

themap,allowing thekernelandotherprocessesaccessto it. Thenuvm unmap callsthe
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uvm unmap detach function.This functiongoesdown thelist of mapentriesanddrops

thereferenceto any amapsor uvm object structuresthatarepointedto. It thenfreesthe

mapentry. Onceuvm unmap detach returnstheunmapoperationis complete.Unmap

operationsunderUVM donot leave themaplockedduringpagerI/O.

8.8 Kernel Memory Management

Thekernel’s virtual addressspacecontainsthekernel’s text, data,bss,andmappings.The

kernel’smemoryis mappedby thekernel mapmap.While thekernelcanuseuvm map

to mapfiles anddevices into its addressspace,the kernelalsoneedsto be able to map

privatememoryinto its addressspaceto supportthekernelmemoryallocator(malloc)and

otherkernelsubsystems.In bothBSD VM andUVM therearea specialsetof functions

usedto establishandremove privatekernelmappings.Thesefunctionsarecalledkernel

memorymanagementfunctions. UVM usesthe sameAPI as BSD VM for the kernel

memorymanagementfunctions,althoughthefunctionshavebeenrenamedto beconsistent

with UVM codingstyle. In this sectionthesefunctionsandtheir usageby the kernel is

described.

8.8.1 Kernel Memory ManagementFunctions

UVM providesthefollowing functionsfor themanagementof privatekernelmemory:

uvm km alloc: The alloc function allocateswired memoryin the kernel’s virtual ad-

dressspace.Theallocatedmemoryis uninitialized. If thereis not enoughphysical

memoryavailableto satisfytheallocation,thentheallocatingprocesswill wake the

pagedaemonandsleepuntil memoryis available.If thereis notenoughvirtual space

in the mapthis functionwill fail. BSD VM doesnot have a function that fills this

role (but seeuvm km zalloc below).

uvm km zalloc: This functionoperatesin thesamewayasuvm km alloc exceptthe

allocatedmemoryis zeroedby the memoryallocator. This function is known as

kmemalloc in BSDVM.

uvm km valloc: The valloc function allocateszero-fill virtual memoryin the kernel

addressspace.No physicalpagesareallocatedfor the memory. As thememoryis

accessedthe fault routinewill mapin zeroedpagesto resolve the faults. If thereis
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no free virtual spacein the mapthis function will fail. This function is known as

kmemalloc pageable in BSDVM.

uvm km valloc wait: This function operatesin the sameway as uvm km valloc

exceptthat if themapis out of virtual spacethenthecallerwill sleepuntil spaceis

available.This functionis known askmemalloc wait in BSDVM.

uvm km kmemalloc: Thisfunctionis thelow-levelmemoryallocatorfor thekernelmal-

loc. It allocateswired memoryin thespecifiedmap. If thereis not enoughphysical

memoryavailableto satisfytheallocation,thentheallocatingprocesswill wake the

pagedaemonandsleepuntil memoryis availableunlessa“cannotwait” flag is set.If

thereis not enoughvirtual spacefor theallocationthenthis functionwill fail. This

functionis known askmemmalloc in BSDVM.

uvm km free: This functionis a simplefront endfor thestandardunmapfunction. It is

known askmemfree in BSDVM.

uvm km free wakeup: This function is the sameasuvm km free except that after

freeingthememoryit wakesup any processesthatarewaiting for spacein themap.

It is known askmemfree wakeup in BSDVM.

8.8.2 Kernel Memory Objects

Most privatekernelmemoryresidesin large objectscalledkernelmemoryobjects. The

mainkernelmemoryobjectis kernel object . This objectspanstheentirevirtual ad-

dressspaceof the kernel. Thus, eachvirtual addressin the kernel’s addressspacehas

a correspondinglocation in the kernelobject. For example,on the i386, the kernelad-

dressspacecurrentlystartsat0xf0000000andendsat0xffffffff. Thekernelvirtual address

0xf0000000is assignedto offset 0 in the kernelobject. Likewise,kernelvirtual address

0xf0004000is assignedto offset0x4000.

Althoughthekernelobjectis quitelarge,only a smallpartof thatspaceis in useat

any onetime. Theunusedpartsof thekernelobjectconsumesneithervirtual or physical

memory. Theonly time that thekernelobjectcomesinto play is whenit is mapped.For

example,in UVM, theuvm km alloc functionoperatesby findinga freevirtual address

andmappingthecorrespondingpartof thekernelobjectinto thatvirtual address.

Therearetwo mainadvantagesof having largekernelobjects.Thefirst is thatall

thekernel’s privatepagesarecollectedinto a few objects.This caneasedebuggingkernel
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memoryproblemsby reducingthe numberof datastructures.The secondadvantageof

largekernelobjectsis that it reducesmapentryfragmentationby allowing mapentriesto

be mergedtogether. For example,if the kernelmapsvirtual address0xf0008000in and

thenlatermapsin 0xf0009000(thefollowing pageassuminga4096bytepagesize),these

two one-pagemappingsof thekernelobjectcanbemergedinto asingletwo-pagemapping

of thekernelobjectat address0xf0008000.If eachmappingwerein differentobjectsthis

would not be possiblebecausea singlemapentry cannotpoint to morethanoneobject.

Reducingmap entry fragmentationreduceskernel memoryuseand lowers map search

time.

As statedearlier, most of the kernel memory allocationsare done through the

kernel object structure.However, someof thekernel’s submapshave their own pri-

vatekernelmemoryobjects.For example,thekmemmap is usedto allocatememoryfor

thekernelmemoryallocator. It hasits own privatekernelobjectkmemobject thatcon-

tainsits memory. This is necessarybecausethekmemmapneedsto beaccessibleduring

an interruptand the moregeneralkernel map is not properlyprotectedfor accessat

interrupttime.

8.8.3 Comparison of BSD VM and UVM Kernel Memory Manage-

ment

While bothBSDVM andUVM usethesamebasicAPI for theallocationof privatekernel

memory, therearea numberof implementationdifferencesbetweenthe two systemsthat

makesUVM’ skernelmemorymanagementmoreefficient thanBSDVM’ s.

OncedifferencebetweenUVM andBSDVM is theway thekernelmapis accessed

to establisha privatekernelmemorymappingof a kernelobject.Theunusualpartof such

a mappingis thattheoffsetwithin thekernelobjectdependson thevirtual addresschosen

for themappingandthataddressis not known by thefunctionthatwishesto establishthe

mapping. In BSD VM, onewould normally usea function suchasvm allocate that

locks themap,establishesthemapping,andthenunlocksthemapandreturns.However,

sincetheoffsetin thekernelobjectisnotknown in advance,thisisnotpossible.Instead,the

kernelmemoryallocationfunctionsmustlock themap,usea two-stepprocessto establish

themapping,andthenunlockthemap.Thefirst stepis to find spacein thekernel’smapfor

themapping.At thispoint thevirtual addressto beusedfor themappingis known andthe

offset in thekernelobjectcanbecomputed.Thesecondstepis to inserta mappingfrom

thevirtual addressallocatedin thefirst stepto thekernelobjectat thecorrectoffset. Both
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stepsrequireaddresslookupsin the targetmap. Thesecondlookupis redundantbecause

it is recomputinginformationalreadycomputedin the first lookup. Fortunately, the VM

systemcachestheresultof thelast lookupon themapsothesecondlookupwill not beas

expensive.

In UVM suchmappingsareestablishedwith a singlecall to uvm map. The call-

ing functionspecifieswhich kernelmapandwhich kernelobjectto usefor themapping.

Ratherthanspecifyingan offset in the object,the calling functionusesthe specialvalue

UVMUNKNOWNOFFSET. By specifyinganunknown offset,thecalling functiontells the

uvm map functionthatit needsto computethetrueoffsetof themappingoncethevirtual

addresshasbeendetermined.This is doneby subtractingthe startingvirtual addressof

kernelspacefrom the newly allocatedvirtual address.Thus,only a singlemappingcall

anda singlemaplookupareneededto establishthemappingunderUVM. If thefunction

calling uvm map alsoneedsto usetheoffset, it cansimply computeit by subtractingoff

thekernel’sstartingvirtual addressfrom theaddressreturnedby theuvm map function.

UVM andBSD VM allocatepageablekernelvirtual memorydifferently aswell.

Pageablekernelvirtual memoryis virtual memorythatis mappedzero-fill but nophysical

memoryis assignedto it until thefirst pagefault on it. BSD VM allocatessuchmemory

by mappingin a null objectcopy-on-write.This causesthepagefault routineto allocatea

new anonymousvm object to containthememoryfor thisareawhenthefirst pagefault

occurs. While this simplifiesthe memorymappingprocedure(sincethereareno object

offsetsto worry about)it alsonullifies the benefitsof having a singlelarge kernelobject

andcanleadto mapentryfragmentationandtheallocationof multiplesmalleranonymous

kernel objects. UVM, on the other hand,usesthe usual“unknown offset” mechanism

to establishpageablekernelmappings,thus allowing it to usea kernelobject for these

mappings.

AnotherdifferencebetweenUVM andBSDVM in kernelmemorymappingis that

BSD VM usesthevm page zero fill functionto zeroany wiredmemorythatit allo-

cates.Therearetwo problemsthis. First, thepagezerofunctionis a very simplefunction

thatcallsout to thepmap zero page function:

boolean_t vm_page_zero_fill(struct vm_page *m)

{

m->flags &= ˜PG_CLEAN;

pmap_zero_page(VM_PAGE_TO_PHYS(m));

return(TRUE);

}
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Sincethis functiondoesnot actuallydo anything otherthanclearthe cleanbit andcall a

pmapfunction it is unnecessary. The secondproblemwith usingthe zeropagefunction

is that it assumesthat the pagebeingzeroedis not currentlymappedin the kerneland

will not bemappedin thekernelany time in the future. Thus,it operatesby temporarily

mappingthepagein, zeroingit, andthenunmappingthepage.Theresultingsequenceof

operationsunderBSD VM areallocatea page,temporarilymapthepageinto thekernel’s

addressspace,zerothepage,unmapthepage(flushingtheTLB andcacheasnecessary),

andfinally mapthepageinto thekernelat its final address.Sinceall privatekernelmemory

is mappedin thekernel’saddressspacetheextraoverheadof establishingandremoving the

thetemporarymappingof thepageis completeunnecessary. In UVM wired kernelpages

aremappingin andzeroedat their targetaddress,thusavoidingthisextra layerof mapping.

One other differencebetweenUVM and BSD VM’ s kernel memorymappingis

in the operationof the low-level kernel memory allocator (uvm km kmemalloc and

kmemmalloc ). In BSD VM, this function operatesas follows. First BSD VM’ s two

stepmappingprocedureis usedto determinewhat virtual addressto mapthe datain at.

ThenBSDVM executestwo loopsoverthatarea.In thefirst loop,pagesof memoryareal-

locatedin thespecifiedkernelobject.In thesecondloop thepagesin theobjectarelooked

upby offsetandenteredin thekernel’spmap.This is wastefulfor two reasons.First, there

aretwo loopsover the sameaddressspace.Second,in the first loop all the pagesareal-

located.Ratherthansaving thepointersto thesepagesfor thesecondloop, theBSD VM

functionlooksupthepagesin thekernelobject.This lookupis amoreexpensivehashtable

lookup. To contrast,UVM establishesthemappingwith a singleuvm map call andthen

entersa loopover theallocatedvirtual addressspacethatallocatesapageandthenmapsit

in. No hashtablelookupsarerequired.

8.9 Wir edMemory

Wired memoryis residentmemorythat is not allowed to be pagedout to backingstore.

Memoryis wired in BSDin thefollowing situations:

$ A user processcan wire and unwire partsof its memoryusing the mlock and

munlock systemcalls.This allowsa processthatperformstime-criticaloperations

to avoid theextra overheadof anunexpectedpagefault by ensuringthatall possible

faultsin thewiredareaof memoryareresolvedin advance.
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$ Thememoryusedto storethekernel’scodesegments(text, data,andbss)andcritical

datastructuresis wired. This is doneto preventthekernelfrom takinganunexpected

pagefault in a critical sectionof code.Also, certainpartsof thekernelsuchasthe

memorythatcontainspagefault handlerscannotnot bepagedout sincethis codeis

neededto handlefuturepagefaults.

$ Eachprocesson thesystemhasaproc andauser structurethatstoretheprocess’

state.Theuser structurecontainstheprocess’kernelstack,signalinformation,and

processcontrolblock. Thesethreeitemsareusedonly whena processis runnable.

Whenaprocessis created,its user structureis wired in pageablekernelmemory. If

memorybecomesscarce,aprocesscanbe“swappedout.” To swapoutaprocessthe

kernelunwirestheprocess’userareaandsetsa flag in theprocess’proc structure

thatindicatesthattheprocessis swappedout. Whenaswappedoutprocessneedsto

berun, it mustfirst be “swappedin.” To swap in a process,thekernelre-wiresthe

process’userareaandrestorestheprocess’swapflag in its proc structure.

$ Thesysctl systemcall is usedby aprocessto querythekernelaboutsomeaspect

of theoperatingsystem.Thekernelrespondsto thesysctl systemcall by copying

out the requestedinformationinto a buffer providedby the processin the process’

addressspace.Thebuffer providedby theprocessmayor maynotberesident.If it is

not resident,thenwhenthekernelcopiesout thedataapagefaultmaybegenerated.

While the fault is beingservicedthe kernel’s datamay becomedated. In orderto

prevent this andensurethat the calling processreceivesthe freshestdatapossible,

thekernelwirestheprocess’buffer beforecopying thedataout,andthenunwiresit

oncethecopy is complete.

$ The kernel physio function is usedby the I/O systemwhen a processreadsor

writesto a “raw” device. SuchI/O operationsalwaysmove databetweentheuser’s

memoryandthe device (bypassingany residentdatathe kernelmay have cached).

In orderto performa physio operation,the kernelmustensurethat the process’

provides residentmemoryfor the I/O operationand that that memorywill not be

modifiedor pagedout duringtheI/O operation.To ensurethis, thekernelwiresthe

user’smemorybeforestartingtheI/O operation.After theI/O operationis complete,

thekernelunwiresthememory.
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There are two kernel interfacesfor wiring memory: vslock /vsunlock and

vm map pageable (uvm map pageable in UVM). The vm map pageable func-

tion takesa map,a startingvirtual address,anendingvirtual address,anda booleanvalue

that indicateswhetherthe specifiedmemoryshouldbe wired or not. In BSD VM, the

vslock andvsunlock functionsareimplementedascallsto vm map pageable . The

vslock interface is only used by sysctl and physio , everything else uses

vm map pageable .

The wiring of memoryis countedin two places. First, eachvm page structure

hasawire count.If thiscountis greaterthanzero,thenthepageis removedfrom thepage

queues,thuspreventingthepagedaemonfrom pagingoutthepage.Second,eachmapentry

in amaphasawire countthatindicateshow many timesthememorymappedby thatentry

hasbeenwired. Like othermapentryattributessuchasprotectionandinheritance,if the

wiring of only a partof memorymappedby a mapentryis changedthena new mapentry

mustbeallocatedandinsertedin themapfor thatarea.

Whenanareaof memoryis wired, thewire countof themapentrythatis mapping

theareais incremented.If thecountwaszero,theneachpagein themappedareais made

resident(usingthefault routine),removedfrom thepagequeues,andthepage’swire count

is incremented.Whenanareaof memoryis unwired,themapentry’s wire countis decre-

mented. If the count reacheszero, thenthe wire counton eachpageon the mappingis

decremented.If thepage’s wire countis decrementedto zero,thenthepageis put on the

pagequeuessothatthepagedaemonwill considerit for pageoutif memorybecomesscare.

8.9.1 Wiring and Map Entry Fragmentation

Theproblemwith wiring memoryis thatit causesmapentryfragmentation.Themoremap

entriesa maphasthemorekernelmemoryit takesandthe longerit takesto searchfor a

mapping.Suchfragmentationoccursin a numberof situations.For example,thekernel’s

mapgetsfragmenteddueto process’user structurebeingwired andunwiredaspartof

swapout.

Userprocessmapsalsogetfragmenteddueto sysctl calls(andto a lesserextent

physio I/O operationsandmlock calls). While many programsdo not call sysctl

directly, theBSDC library makesuseof sysctl to obtainthecurrentconfigurationof the

operatingsystem.
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8.9.2 Wiring Under UVM

Therearetwo mainwaysto avoid maptheentry fragmentationcausedby thewiring and

unwiringof memory. Onewayto avoid suchfragmentationis to attemptto coalesceadjoin-

ing mapentriestogetherwheneveramapor its attributesaremodified.Thiswouldreduce

mapentry fragmentationcausedby callssuchassysctl thatwire memory, performan

operation,andthenunwire memory. The otherway to reducemapentry fragmentation

is to avoid it in the first place. UVM attemptsto avoid mapentry fragmentationdueto

wiring whenever possible.Theadvantageof avoiding mapentry fragmentationover coa-

lescingmapentriesis thatit is moreefficientandlesscomplex. It is moreefficientbecause

attemptsto coalescethemapeachtime themapis touchedarenot required.It is lesscom-

plex becausethecodeneededto managethecoalescingof themapentriesis notneeded.

The main reasona mapentryneedsto be fragmentedwhenpartof thememoryit

mapsis wired is to keeptrackof thewiring. Whentheareais unwiredandthemapentry’s

wire countreacheszerothis informationallows thepage’s stateto berestored.In essence,

themapis beingusedto storestateinformation. In this casethestateinformationis that

“this partof memoryis wired.” If thisstateinformationis storedsomewhereotherthanthe

mapentry thenthe mapentry’s wire countdoesnot needto bechanged.UVM usesthis

approachto reducemapentryfragmentationin severalcases:

pri vatekernel memory: Privatekernelmemoryis alwayswired andonly appearswithin

the kernelmap. BSD VM storesthe wired stateof wired kernelmemoryin both

thekernelmapandthevm page structuresthataremappedby thekernel.In UVM

thewired stateis only storedin thevm page structures,reducingkernelmapentry

fragmentation.

pageablekernel memory: Pageablekernelmemoryis usedfor processes’user struc-

ture. BSD VM storesthewired stateof a processesuser structurein botha kernel

mapentryandin theprocess’proc structuresflag. UVM takesadvantageof this.

Sincethewiredstateis storedin theproc structure,thereis noneedto storearedun-

dantcopy of thestateinformationin thekernelmap. In UVM, insteadof fragment-

ing thekernelmapthe map’s wire countersareleft alone. Whena user structure

is wired or unwiredboththeflag in theproc structureandthewire countersin the

vm page structuresthat mapthe user structureareadjustedappropriately. This

alsoreduceskernelmapentryfragmentation.
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sysctl and physio: In bothof thesefunctions,memoryis wired,anoperationis per-

formed,memoryis unwired,andthefunctionreturns.BSDVM storesthewiredstate

of processesperformingthesefunctionsin boththeprocess’map,andontheprocess’

kernelstack.In UVM thewiredstateof memoryis only storedontheprocess’kernel

stack.This reducesusermapentryfragmentation.

It shouldbenotedthat in UVM, unlike in BSD VM, thevslock andvsunlock

interfaceusedby sysctl andphysio wire memoryusingthevm page structure’swire

counteranddonotchangemapentries.

In UVM, the only time a mapentry’s wire counteris usedis for the mlock and

munlock systemcalls. All other placesthat usewired memorystore the wired state

informationelsewhereto avoid mapentry fragmentation.As a resultmapsunderUVM

have fewerentriesthanunderBSDVM.

8.10 Minor Mapping Issues

In thissectiontwo minormappingrelatedissuesarediscussedbriefly.

8.10.1 Buffer Map

In BSDVM, thebuffer mapis usedto allocatephysicalmemoryfor theBSDbuffer system

at boot time. The way BSD VM allocatesthis memoryis quite wasteful. A buffer is a

fixedsizechunkof virtual memorythat is partly populatedwith physicalmemory. When

bootingtheBSDkernelallocatesanumberof buffersandpartiallypopulatessomeof them

with physicalmemory. Oncethismemoryis allocated,it is no longermanagedby theVM

system(thebuffer systemusesanolderinterfaceinheritedfrom earlierversionsof BSD).

To allocatebuffer memory, theBSD VM systemallocatesa submapof the kernel

map at boot time (buffer map). The virtual addressspacemanagedby this submap

is usedfor the buffers. The entire virtual addressspaceof the submapis allocatedas

onelarge chunkof zero-fill memory. To populatethe buffer systemwith memory, BSD

VM calls vm map pageable on partsof the zero-fill areato fault andwire in physical

memory. Oncethis is done,thebuffer mapis neverusedagain– from thenon thememory

is managedvia theold interface.

Theproblemwith this is that thewiring of thememorywith vm map pageable

leadsto mapentry fragmentation.For example,considera systemwith a buffer sizeof

64KB anda small four buffer map. Assumeeachbuffer shouldgetpopulatedwith 16KB
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of physicalmemoryat boot time. BSD VM would first allocatea 256KB submapfor

thebuffer map. This spacewould bedividedinto four 64KB chunks.Initially, theentire

256KB is mappedzero-fill with a singlemapentry. ThenBSD VM will wire down 16KB

in each64KB buffer. The resultswill be a submapwith eight mapentries,two for each

buffer. Oncethesemapentrystructuresareallocatedthey areneitherfreednorusedagain.

In UVM thereis no longerabuffer map.Instead,achunkof thekernelmapis allo-

catedfor thebuffer system.Insteadof usinguvm map pageable to allocatethememory,

UVM allocatesthepagesdirectlyandmapstheminto thebuffer area.This preventsUVM

from wastingmapentrieson thebuffer area.

8.10.2 ObsoleteMAP FILE Interface

Themmapsystemcall supportstwo typesof mappings:shared(MAPSHARED) andcopy-

on-write(MAPPRIVATE). Thesetwo typesof mappingsarestandard[30]. Unfortunately,

4.4BSDalsosupportsanothermappingflag: MAPFILE . TheMAPFILE constantis de-

fined to be zeroandthe type of mappingit producesdependson what type of object is

beingmapped.If the objectis a plain file, thenthe mappingis copy-on-write. However,

if the object is a device, then the mappingis shared. SinceMAPFILE is non-standard

anddependenton thetypeof file beingmappedits usehasbeendepreciatedin UVM (and

supportfor it mayeventuallyberemoved).

8.11 PageFlags

Eachpageof physicalmemorythat is managedby the virtual memorysystemhasa cor-

respondingvm page structurethatcontainsinformationabouttheallocationof thatpage.

As partof thatinformation,eachpagehasasetof booleanflags.In thetransitionfrom BSD

VM to UVM theseflagswererearranged.Initially, in BSDVM thepageflagswerestored

in two separateintegerbitfields. Onebitfield waslockedby theobjectlock andtheother

bitfield waslockedby thepagequeues.At somepoint in theevolution of BSD VM these

two bitfieldswerecombinedinto asingleintegerthathadits bitsdefinedasC pre-processor

symbols.This wasunfortunatebecauseit messedup the locking of thebits (somebits in

the integer are locked by the objectandotherslocked by the pagequeues).This is not

currentlyaproblemfor BSDVM becausefine-grainlocking is notused.However, if BSD

is to supportfine-grainmultiprocessorlocking,thenthepageflag lockingwouldbecomea

problem.
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In UVM the page’s flags have beenseparatedinto two integers: flags and

pqflags . Theflags field is lockedby theobjectthatownsthepageandthepqflags

field is lockedby thepagequeues.Also, in UVM someof theflagshave beenremoved.

Thevalid flags bits for UVM are:

PG BUSY: The datain the pageis currently in the processof being transferedbetween

memoryandbackingstore. All processesthat wish to accessthe pagemustwait

until thepagebecomes“unbusy” beforeaccessingthepage(seePGWANTED).

PG CLEAN: Thepagehasnotbeenmodifiedsinceit wasloadedfrom backingstore.Pages

thatarenotcleanaresaidto be“dirty.”

PG CLEANCHK: Thecleancheckflag is usedasa hint by theclusteringcodeto indicate

if a mappedpagehasbeencheckedto seeif it is cleanor not. If thehint is wrongit

maypreventclusteringbut it will notcauseany problems.Thecleancheckflag is an

optimizationborrowedby UVM from FreeBSD.

PG FAKE: Thefake flag indicatesthata pagehasbeenallocatedto anobjectbut hasnot

yet beenfilled with valid data. UVM currentlydoesnot usethis flag for anything

otherthanto assistwith debugging.

PG RELEASED: The releasedflag indicatesthat a pagethat is currentlybusy shouldbe

freedwhenit becomesunbusy. It is theresponsibilityof theprocessthatsetthebusy

flag to checkthereleasedflagwhenunbusyingthepage.

PG TABLED: Thetabledflag indicatesthat thepageis currentlypartof theobject/offset

hashtable. Whena pagethat is tabledis freed, it is removed from the hashtable

beforebeingaddedto thefreelist.

PG WANTED: Thewantedflag is seton a busy pageto indicatethat a processis waiting

for thepageto becomeunbusysothatit canaccessit. Whentheprocessthatsetthe

busyflag on thepageclearsit, it mustcheckthewantedflag. If the wantedflag is

set,thenit mustissueawakeupcall to wakeuptheprocesswaiting for thepage.

In additionto theseflagstherearefive additionalpageflagsthatappearin BSD VM that

shouldno longerbeused:PGFICTITIOUS , PGFAULTING, PGDIRTY, PGFILLED ,

andPGLAUNDRY. Theeliminationof thePGFICTITIOUS flag for device pagesUVM

wasdescribedearlier in Section8.4. The PGFAULTING flag is usedby BSD VM for

debuggingtheswappagerandis notapplicableto UVM. BSDVM usesthedirty andfilled
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flagsfor debuggingby theI/O system.This usageshouldbediscontinuedbecausetheI/O

systemdoesnot obtaintheproperlocksbeforeaccessingtheflagsandthuscouldcorrupt

theflagsif fine-grainlocking is in use.Thelaundryflag is usedby BSD VM to indicatea

dirty inactivepage4. Thisflag is not neededby UVM.

Notethatfunctionsthatsetandclearthebusybit of apageneedto checkthewanted

andreleasedbits only if the objectthat owns the pagewasunlockedwhile the pagewas

busy. If theobjectwasnot unlockedwhile thepagewasbusy, thenno otherprocesscould

stepin andsetthewantedor releasedbitsbecausethey areprotectedby theobject’s lock.

Thevalid pqflags are:

PQ ACTIVE: Thepageis on theactivepagequeue.

PQ ANON: Thepageis partof ananon.

PQ AOBJ: Thepageis partof a aobjuvm object .

PQ FREE: Thepageis on thefreepagelist. If PQFREEis set,thenall otherpagequeue

flagsmustbeclear.

PQ INACTIVE: Thepageis on theinactivepagequeue.

PQ SWAPBACKED: The page is backed by the swap area, and thus must be either

PQANONor PQAOBJ (and in fact, this flag is definedas the logical-or of those

two flags).

8.12 VM SystemStartup

In this sectiontheinitializationof theVM systemat systemstartuptime is described.The

kernelis loadedinto memoryby alow levelbootstrapprogram.Onceloaded,it is executed.

Whenthekernelfirst startstheVM systemhasnot beeninitializedandis not availablefor

usage.The kernelmust initialize the kernelenvironmentenoughto call the VM startup

function(vm meminit in BSDVM, uvm init in UVM).

8.12.1 BeforeVM Startup: PhysicalMemory Configuration

BeforetheVM systemis started,thekernelneedsto determineseveralpiecesof informa-

tion. First, it mustdeterminehow thephysicalmemoryis configured.Oldersystemshave

4Thisflag is notwell documented— it mayhaveotheruses
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contiguousphysicalmemory. Newer systemshave non-contiguousphysicalmemory. On

thesenew systemsthe blocksof physicalmemoryoften correspondto memorymodule

sizedchunks.

Theoriginalversionof theBSDVM systemonly handledsystemswith contiguous

physicalmemory. If a systemsuchasa Sparc1wasto run BSD, then it hadto emulate

a systemwith physicalcontiguousmemoryin the machine-dependentlayer of the code

(andin factthesparc4.4BSDport doesthis). Laterversionsof BSD directlysupportnon-

contiguousmemorythroughthe MACHINENONCONTIGinterface. Unfortunately, this

interfaceis different from the default interfaceandthe BSD VM codehastwo different

codepathsfor physicalmemorymanagement.Oneof thecodepathsis selectedatcompile

time(usingaC pre-processordefine).Both interfacesarebriefly describedbelow.

ContiguousMemory

If theMACHINENONCONTIGsymbolis not definedfor theC pre-processorthentheold

contiguousphysicalmemoryinterfaceis selected.To usethis interface,a processmustset

up four globalvariablesbeforecalling vm meminit . Thevariablesareavail start ,

avail end , virtual avail , andvirtual end . Thesevariablesdefinethestartand

endof availablephysicalmemory, andthestartandendof availablekernelvirtual memory

(respectively).

Non-contiguousMemory

If the MACHINENONCONTIGsymbol is definedin the C pre-processorthen the non-

contiguousphysicalmemoryinterfaceis selected.Thenon-contiginterfaceis definedby

severalfunctions:

pmap virtual space: returnsvaluesthat indicatethe rangeof kernel virtual space

thatis availablefor useby theVM system.

pmap free pages: returnsthenumberof pagesthatarecurrentlyfree.

pmap next page: returnsthephysicaladdressof thenext freepageof availablemem-

ory.

pmap page index: givenaphysicaladdress,returntheindex of thepagein thearrayof

vm page structures.
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pmap steal memory: allocatesmemory. This allocatorcanbe usedonly beforethe

VM systemis started.

8.12.2 UVM’ s PhysicalMemory Configuration Interface

The two interfacessupportedby BSD VM are quite different and requirea numberof

C ifdef statementsin the BSD VM sourcecode. In order to addressthis problem

UVM provides a new physicalmemoryconfigurationinterface that supportsall phys-

ical memoryconfigurationswith a single unified interface. UVM’ s interface is called

MACHINENEWNONCONTIG, or MNN for short. MNN supportsboth contiguousand

non-contiguousphysicalmemory, andits supportof contiguousmemoryhasnoextraover-

headover theold interface.

In MNN, physicalmemoryis managedusingastatically-allocatedarrayof memory

segmentdescriptors.Themaximumnumberof thesesegmentsis definedwhenthekernelis

compiled.For systemswith contiguousmemorythenumberof entriesin thisarrayis sim-

ply one. For non-contiguoussystemsthenumberof entriesis hardwaredependent.Each

entryin thearrayidentifiesthestartandendof theregion of physicalmemoryit describes

andcontainspointersto anarrayof vm page structuresfor thatmemory. Themachine-

dependentpmapmoduleis alsoallowedto placesomemachine-dependentinformationin

thisarray.

Onecommonoperationperformedby theVM systemis looking up thevm page

structurefor a physicaladdress.To do this underMNN, the arrayof physicalmemory

segmentsmustbesearched.MNN allows the searchto be optimizedbasedon the likely

physicalmemoryconfigurationof thesystem.For systemswith contiguousphysicalmem-

ory no searchis necessary:thedesiredpageis eitherin thefirst entryof thearrayor it is

not a valid managedpage.Thus,for contiguoussystemsno searchcodeis compiledinto

thekernel.For non-contiguoussystemsMNN providesseveralsearchalgorithmsto choose

from:

random: Thearrayof physicalmemorysegmentsis storedin randomorderandsearched

linearly for therequestedpage.

bsearch: Thearrayof physicalmemorysegmentsis sortedby physicaladdressanda bi-

narysearchis usedto find thecorrectentry.
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bigfirst: Thearrayof physicalmemorysegmentsis sortedby thesizeof memorysegment

andsearchedlinearly. This is useful for systemslike the i386 that have onesmall

chunkof physicalmemoryandonelargechunk.

MNN encapsulatestheseoptionsinto asinglefunctionwith thefollowing prototype:

int vm_physseg_find(vm_offset_t phys_addr, int *offset);

This functionreturnstheindex of theentry in thearrayof physicalmemorysegmentsfor

the specifiedphysicaladdress(or it returns %�& if the physicaladdressis not valid). The

“offset” is theoffsetin thesegmentfor thegivenphysicaladdress.

Whena systemusingMNN is booting,beforecalling the VM startupfunction, it

mustfirst load a descriptionof physicalmemoryinto the arrayof physicalmemoryseg-

ments. This is donewith the uvm page physload function. This function takes the

startingandendingphysicaladdressesof a segmentof physicalmemoryandinsertsthe

segmentinto the array, maintainingthe requestedsortingorder. This singlefunction re-

placesthetwo olderinterfacessupportedby BSDVM.

8.12.3 UVM Startup Procedure

Oncephysicalmemoryhasbeenloadedinto the VM systemusing the MNN interface

thenthe uvm init function canbe calledto bring up the restof the VM system.This

function is called as part of the kernel’s main function. UVM is broughtup in eight

steps.First, UVM’ s globaldatastructuresareinitialized. Second,thepagesub-systemis

broughtup. This includesinitializing thepagequeues,allocatingvm page structuresfor

availablephysicalmemoryandplacingthemon the free list. Third, the kernel’s private

pool of staticallyallocatedmapentriesis setup. Fourth,thekernel’s virtual memorydata

structures,includingthekernel’smapandsubmaps,andthekernelobjectareallocatedand

initialized. Fifth, themachine-dependentpmap init functionis calledto allow thepmap

to doany lastminutesetupbeforetherestof theVM systemis broughtup. Sixth,thekernel

memoryallocator(malloc ) is initialized. Seventh,thepagersareinitialized. Finally, an

initial poolof freeanonsis allocated.At thispoint theVM systemis operational.

8.13 NewPmapInterface

UVM supportsboth the BSD VM pmapAPI and a new modified pmapAPI. The new

pmapAPI, calledPMAPNEW, is requiredif pageloanoutto thekernelis to besupported
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(otherwisesuchloanoutswill alwaysfail). The pmapAPI waschangedin five areasfor

PMAPNEW. Thesechangesaredescribedbelow.

8.13.1 PageFunctions

ThepmapAPI hasseveral functionsthatoperateon all mappingsof a managedpage.(A

managedpageis onethat hasa vm page structureandis usedby the VM system.)An

exampleof sucha function is pmap page protect , a function thatsetstheprotection

on all mappingsof a page. This function is usedto write protectall active mappingsof

a page. Othersuchfunctionsincludefunctionsthat queryandclear the referencedand

modifiedbits of a page. In orderto supportsuchfunctions,the pmapmodulemustkeep

track of all pmapstructuresthat referencea page. Typically this is donewith a list of

mappingsfor eachpage.Eachmanagedpagehasits own list of activemappings.

In the currentpmapAPI, functionsthat performoperationson all mappingsof a

pagetake thephysicaladdressof thepageasoneof theirarguments.Thephysicaladdress

of apageis determinedthroughthevm page structure’sphys addr field. Thus,to write

protectall mappingsof apage,onewoulduse:

pmap_page_protect(page->phys_ addr, VM_PROT_READ);

In orderto processthis, the pmapmodulemustlook up the physicaladdressin the table

of managedpagesto determinewhatvm page thephysicalpagebelongsto sothelist of

mappingsfor thatpagecanbe traversed.If thepageis not a managedpage,thenthereis

nosuchlist andnoactionis performed.

Thecurrentprocedureis wastefulbecausethe functioncalling thepmappagepro-

tectionfunctionknowsthevm page structurefor thepage,but doesnotpassthis informa-

tion to thepmapmodule.This forcesthepmapmoduleto do a pagelookupto determine

theidentity of thephysicaladdress’page.In thenew pmapinterface,thesefunctionstake

a pointerto a vm page structureratherthana physicaladdressso that this extra lookup

operationcanbeavoided.

8.13.2 Kernel PmapEnter Functions

Pmapenterfunctionsestablisha low-level mappingfor a givenpage.TheFreeBSDVM

system’s pmapAPI providesseveral specialkernelpmapenterfunctionsthat establisha

kernelmappingfor a pagefasterthanthenormalpmap enter function. Thespeedupis

achievedby not enteringthe page’s mappingon the list of mappingsfor that page. This
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allowspagesthatwill only bemappedby thekernel(e.g.for malloc ) to beenteredin the

kernelpmapquickly. UVM’ s new pmapinterfacesupportstheFreeBSDpmapAPI. New

functionsincludepmap kenter pa , pmap kenter pgs , andpmap kremove . These

functionsestablishakernelmappingfor aphysicaladdress,establishakernelmappingfor

anarrayof pagestructures,or removekernelmappings.

While FreeBSD’s motivationfor thesefunctionswasto speedkernelpmapaccess,

UVM alsousesthe functionsto supportpageloanoutto the kernel. Whena pagethat is

mappedby auserprocessis loanedoutto thekernel,it is mappedwith pmap kenter pa .

Sincethe new mappingis not enteredon the list of mappingsfor the page,it will not be

effectedby pmap page protect . The benefitof this is that it providesa way for the

VM systemto remove all mappingsof a pageexceptfor the onesthe kernelis usingfor

pageloanout. This allows the pagedaemonto pageout a pageloanedto the kernelby

removing all its user-level mappingswith pmap page protect without disturbingthe

kernel’s mappings. Then the pagedaemon,following the rules presentedin Chapter7,

causesownershipof the pageto be dropped,thusallowing the pageto remainallocated

until the kernel is donewith the loan. This effect is impossibleto achieve with the old

pmapinterface.

8.13.3 Other Changes

TheotherthreepmapAPI changesareminor. They are:

$ TheFreeBSDpmap growkernel functionwasaddedto thepmapAPI. If enabled,

this pmapfunctionis calledwhenUVM allocatesa chunkof kernelvirtual memory

for the first time. This allows a pmapmoduleto allocatepagetablepagesfor the

memorybeforeit is used.

$ The“size” argumentto thepmap create functionhasbeenremoved. This argu-

mentis a holdover from MachVM andis not usedin eitherBSDVM or UVM.

$ Thepmap clear reference andpmap clear modify functionsweremod-

ified to returna booleanvalue.They returnfalseif thespecifiedbit is alreadyclear.

Otherwise,they clearthebit andreturntrue. This allows thekernelto testandclear

thebit at thesametime.
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8.14 NewI386 PmapModule

UVM includesa new pmapmodulefor the i386 processor. The pmapmodulehasbeen

rewritten to addressproblemswith the old pmap,supportUVM’ s new pmapAPI, and

incorporateimprovementsfrom otheroperatingsystemssuchasFreeBSD.Thenew pmap

usesthePMAPNEWinterface.

Thei386pmapmodulemaintainstwomaintypesof datastructures:pmapstructures

andpvlist structures.Thepmapstructurecontainsthehardware-specificstateinformation

for asinglevirtual addressspace.Eachprocesshasits own pmap.Thepvlist structureis a

per-pagestructurethatcontainsa linkedlist of a page’s currentmappings.An elementon

this list is calleda pventry. Eachpventrycontainsa pmappointer, a virtual address,anda

pointerto thenext pventry in thepvlist. Thepvlist is usedto changetheprotectionof all

mappingsof apageandto keeptrackof whetherthepageis referencedor modified.

The threemostcommonpmapoperationsareestablishinga mapping,removing a

mapping,andchangingthemappingof a specificpagein all pmapsthat referenceit. The

pmapmoduleperformstheseoperationsasfollows:

$ Whenpmap enter is called to establisha mappingof a pagein a pmap,it first

ensuresthat thereis a valid pagetable for the requestedvirtual address.If there

is currentlyno pagetable,a free pageis allocatedto containthe new pagetable.

Sincethesizeof a pagetableon the i386 is equalto thesizeof a page,a pagethat

containsa pagetableis calleda “pagetablepage.” Oncea pagetableis allocated,

thepmapmoduleallocatesa pventrystructureto recordthemappingon thepage’s

pvlist. Finally, anentryfor themappingis enteredin thepagetable.

$ When pmap remove is called to remove a mappingof a pagethe procedureis

reversed.Thepage’sentryis removedfrom thepagetable,andthepventrystructure

is removedfrom thepvlist. If thefinal entrywasremovedfrom thepagetable,then

thepagetablepageis freed. Additionally, whenremoving addressesfrom a pmap,

thei386’shardwarecacheof currentpagetableentriesmustbeflushed.Thisis called

a translationlookasidebuffer (TLB) flush.

$ When pmap page protect is called to changethe protectionof a pagein all

pmapsthat refer to it, the page’s pvlist is traversed.For eachpventryon the pvlist

the mappingis changed.If the new protectionis VMPROTREADthenthe pageis

write-protected.If thenew protectionis VMPROTNONE, thenthepageis removed

from all pmapsreferencingit (in thiscasethepvlist mustbezeroed).
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8.14.1 UVM PmapFeaturesFrom Other Operating Systems

UVM’ s new i386 pmapincludesseveralnew featuresinspiredby otheroperatingsystems.

Thesefeaturesare:

$ Making useof the singlepageTLB flush instruction. Whenremoving pagemap-

pings,theonly way theoriginal i386 processorcouldflushtheTLB wasto flushall

entriesout. Not only doesthis flushtheTLB entryof themappingbeingremoved,

but it alsoflushesall theothervalid entriesaswell, thuscausingthemto bereloaded.

This is inefficient. Startingwith the i486 processor, Intel addeda new instruction

thatflushesa singleentryout of theTLB. TheFreeBSDpmapmakesuseof this in-

structionto avoid theunnecessaryflushingof valid TLB entries.UVM’ s new pmap

includescodebasedonFreeBSD’s codeto usethisnew instruction.

$ Intel alsoaddedanew flagto thePentiumfor apagetableentry. Thenew flag,PGG,

indicatesthat if this mappingis cachedin theTLB it shouldonly beflushedby the

singlepageflushinstruction.The instructionto flushtheentireTLB will not effect

mappingswith PGGset. Thebenefitof this is thatall thekernel’s memorycanbe

mappedwith PGG. Whena context switch occurs,the entireTLB is flushed,but

the kernel’s TLB entrieswill persistbecausePGG is seton them. UVM’ s codeto

managethePGGbit wasbasedonFreeBSD.

$ UnderBSD VM, a userprocess’pagetablesareplacedin thetop partof theuser’s

addressspaceandmanagedasanonymousmemory. This is a problemfor two rea-

sons. First, when the final entry of a pagetable is removed the pagetable is not

freed. Instead,the pagetablepersistsuntil the processexits. Second,pagetables

mustbeprefaultedbeforethekernelattemptsto accesstheir PTEs. In thecommon

caseof apagefault,anextracall to thefault routinecanfault in thepagetablepages,

however, thereareotherpathssuchasmlock thatbypassthis pre-fault code.If the

pre-faultcodeis bypassedandthedesiredpagetableis notpresentthentheBSDker-

nel crasheswith a “ptdi ” panic.This problemis solvedin FreeBSDby having the

pmapmoduledirectlymanagethepagetablepages.UVM usesasimilarapproach.

$ TheBSDVM pmapdoesnothaveany lockingon its datastructures.TheMachVM

pmapcontainsa schemefor datastructurelocking. Eachpvlist hasa lock andeach

pmaphasalock. In UVM alockingschemebasedontheMachVM schemehasbeen

implemented.Thelockingschemehadto beadaptedfor thei386processor.
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8.14.2 UVM-Specific PmapFeatures

UVM’ s i386 pmaphastwo new featuresthat are UVM specific. First, the new pmap

hasbeencarefully designedto managepmapresourceswithout deadlockingthe system.

Thelockingschemeof themachine-independentlayerof bothBSD VM andUVM expect

that pmapoperationswill never block. Although this is expectedin BSD VM, the old

i386 pmapdoesnot deliver on this promise. For example, the pmap enter function

allocatesa pventrystructurewhenestablishinga mapping.TheBSD VM systemusesthe

kmemalloc function to allocatea pool of pventry structures. But the kmemalloc

locks the kernelmapduring allocationandsleepsif not enoughmemoryis available. If

thefunctioncallingpmap enter callswhenthereis a shortageof pventrystructuresand

it alreadyhasthe kernelmap locked, or if thereis not enoughmemoryto allocatenew

pventrystructures,thesystemwill deadlock.This usuallydoesnot occurbecausetheold

pmapmodulekeepsa pool of allocatedpventrystructuresavailablefor usage.However,

thebehavior of theold i386pmapmoduleis clearlywrong.

UVM’ spmap enter usesseveraldifferentstrategiesto avoid deadlockwhenallo-

catingpventrystructures.First,likeBSDVM, it maintainsapoolof freepventrystructures

andattemptsto keepthe pool reasonablefull. However, if the pool runsout, UVM uses

a secondstrategy. UVM hasa specialallocationfunctionusedto allocatemorememory

for pventrys.Thefunctionattemptsto lock thekernelmap.But ratherthansleepingif the

kernelmapis alreadylocked, the allocationfunction fails instead. If this function fails,

thenUVM falls backto a final strategy. Thefinal strategy is to lock a pvlist structureand

attemptto “steal” a pventry structurefrom it. The pventry structurescanbe stolenbe-

causetheinformationthat they storecanbereconstructedbasedon theinformationin the

vm mapstructure.In thehighly unlikely eventthatthisfinal strategy failsUVM will panic.

UVM alsoallocatespagetablepagesusinga similar strategy. If thereareno pageson the

free list, the pmapmodulewill attemptto “steal” a pagetablepagefrom anotherpmap.

To do this, it mustfirst remove all mappingsfrom the pagetable. By allocatingpventry

structuresandpagetablepagesthis way, theUVM versionof pmap enter (andrelated

functions)neverblockmachine-independentcode(unlikeBSDVM).

The secondUVM-specific featureis the dynamichandlingof TLB flushes. The

i386’s TLB canbe flushedin oneof two ways. Either all the entriescanbe flushed,or

a singleentrycanbeflushed.If a largenumberof pagesarebeingunmapped,it is more

efficient to flushtheentireTLB thanto flusheachpageoneat a time. However, if only a

few entriesaregoingto beflushed,thenit is moreefficient to flushthepagesoneata time.

UVM’ s new pmapincludescodethat dynamicallychoosesbetweenthesetwo strategies
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dependingonhow many pagesaregoingto beremoved.Notethatthisdecisionis basedon

thenumberof pagesremoved,notthesizeof areabeingremoved.Largesparselypopulated

regionsof VM maystill benefitfrom single-pageTLB flushing,andUVM allowsfor this.

8.15 Summary

In this chaptera numberof secondarydesignelementsof UVM werepresented.These

elementsinclude:

$ the chunkingof amapallocationto reducethe amountof kernelmemoryallocated

for asparselypopulatedamap.

$ theaggressivepageoutclusteringof anonymousmemorythatallowsUVM toquickly

recover from amemoryshortage.

$ thedesignof UVM’ s threepagers:theaobjpager, thedevice pager, andthe vnode

pager.

$ theuvm mapmemorymappingfunctionthatprovidesa singleuniform interfaceto

memorymappingunderUVM.

$ theunmappingfunctionthatseparatesunmappingmemoryanddroppingreferences

to memoryobjects.

$ themanagementof kernelmemorymapsandobjectsthatreducesthenumberof VM

callsneededto establishkernelmemorymappings.

$ changesin themanagementof wired memorythatpreventsunnecessarymapentry

fragmentationandthusreducesmaplookuptime.

$ the redesignof the pageflagsto accommodatefine grain locking andto eliminate

unneededflags.

$ MACHINENEWNONCONTIG, thenew unifiedschemeusedto manageacomputer’s

physicalmemory.

$ thenew pmapinterfacethatsupportsfeaturesincorporatedfrom FreeBSDandalso

kernelpageloanout.
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$ thenew i386 pmapmodulethatmanagespmapsmoreefficiently anddoesnot block

machine-independentcode.

While thedesignelementsaresecondary, they cumulateto producea beneficialeffect on

UVM’ sdesignandperformance,andthusplayanimportantrolewithin UVM.
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Chapter 9

Implementation Methods

Thischapterdescribesthemethodsusedto implementanddebugUVM. First, thestrategy

behindtheUVM implementationis presented.Thenthetoolsusedto assistwith debugging

arepresented.ThesetoolsincludetheUVM historymechanismandfunctionsthatcanbe

calledfrom thekerneldebugger. Finally, two user-level applicationsthatdisplaythestatus

of UVM arepresented.

9.1 UVM Implementation Strategy

Implementinga softwaresystemaslargeasUVM is a majortask,especiallywhenalmost

all of the work is beingdoneby a singleperson.The choiceof implementationstrategy

for sucha projectis critical if onehopesto bring the project to a successfulconclusion.

A poor implementationstrategy could leadto oneof two possibleconclusions.First, the

projectcould becomeso complex that it cannotbecompleted.Second,theprojectcould

becompletedin sucha way that it is sodifficult to useandinstall thatno onebothersto

considerusingit. Eitheroneof thesealternativesis unacceptablefor UVM. WewantUVM

to becompleted,makeanimpact,andbeusedby people.

Threeimplementationstrategiesfor UVM wereconsidered.Thefirst strategywasto

re-designandre-implementthewholeVM systemfrom scratch.Thisstrategy wasrejected

becauseit wastoomuchwork for toolittle gain.Therewerecertainaspectsof theBSDVM

systemthatworkedfine anddid not needto bemodifiedor reinvented.For example,BSD

VM’ s machine-independent/machine-dependentlayeringis perfectlyadequatefor UVM.

In fact, makingmachine-dependentdesignchangesis highly unattractive becauseof the

numberof platformsBSD runson (NetBSDcurrentlyhaseighteendifferentpmapmod-

ules). The secondimplementationstrategy consideredwas to startwith the sourcetree,
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completelyremove theBSD VM sourcecodefrom it, andwrite UVM to replaceit (using

thesameAPI). Theproblemwith this strategy is that it is very difficult to debug because

mostof UVM hasto be written beforeit canbe debugged. Also, all debuggingwould

haveto bedoneatavery low level, without theassistanceof thekerneldebugger, sincethe

systemwouldnotbeableto fully bootwithoutaworkingVM system.Thethird UVM im-

plementationstrategy, describedin greaterdetailbelow, involvesimplementingtheUVM

systemin parallelwith theexistingVM system.

UVM wasimplementedin fourmainphases.In thefirstphasewestudiedthecurrent

BSD VM. In the secondphasewe implementedthe core of UVM’ s mappingand fault

mechanismwithin BSDVM. In thethird phaseweputall userprocess’memoryunderthe

controlof UVM, keepingthekernelunderthecontrolof BSD VM. In thefourth andfinal

phasewe put thekernelunderUVM andremovedBSD VM from thesystem.Throughout

the implementationprocess,theUVM sourcetreewasmanagedin sucha way thatUVM

waseasyto useandinstall. Therestof thissectiondiscussesthesephasesin moredetail.

9.1.1 Phase1: Study of BSDVM

Before even attemptingto write UVM code, it was important to understandhow BSD

VM functionsandthesetof featuresit provides. This wasno easytask,astheBSD VM

systemis not well documentedandat thetime theUVM projectwasstartedtheonly real

documentationon the BSD VM systemweresomepapersput out by the Mach project.

Somostof thestudyof BSD VM wasbasedon informationcollectedfrom theBSD VM

sourcecode.Theresultof phaseoneof UVM wasasetof notesthatdescribedthedetailed

operationof BSD VM andthedesiredfeaturesandstructureof UVM. Much of whatwe

learnedin thisphaseis documentedin Chapter2.

9.1.2 Phase2: UVM Under BSDVM

Thesecondphaseof theUVM implementationinvolvedimplementingUVM’ s coremem-

ory mappingandfault handlingroutines. This wasdoneby taking advantageof oneof

the attractive featuresof BSD VM. In BSD VM the machine-independentandmachine-

dependentcodearecleanlyseparated.Thus, the machine-dependentpmaplayer canbe

usedtoestablishandremovelow-levelmemorymappingswithoutinvolving theupperlayer

of theBSD VM. This allowedUVM’ s corememorymappingandfault handlingroutines

to bedevelopedin a livekernelrunningtheBSDVM system.
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To achieve this, several minor changesweremadeto the BSD kernel. First, we

modified the kernel so that after the systemwas bootedand the BSD VM systemwas

broughtup, theUVM testingsubsystemwould allocatea numberof pagesfrom theBSD

VM systemtobeusedfor testing.Second,anotherpointertoavm mapstructurewasadded

to thevmspace structurefor UVM. Whena processis createdthis mappointeris setto

null. Third, theBSD VM fault routinewasmodifiedto detectfaultson memorymanaged

by theUVM testingsubsystemanddelegatethemto thenew uvm fault routine.Fourth,

thekernelwasmodifiedto freeany UVM relatedresourcesa processis holdingwhenthe

processexits. Finally, a UVM testingsystemcall wasaddedto thekernelto allow normal

user-level processesto manipulateUVM.

In orderto testUVM usingthissetup,a processperformsthefollowing steps.First

theprocessusestheUVM testsystemcall to establisha block of virtual memorythatwill

bemanagedby UVM. Thesystemcall usesBSD VM to allocatea chunkof thespecified

sizeoutof its map.A null vm object is mappedthere.Second,anew vm mapstructure

is allocatedandinitializedto managethisnewly allocatedareaof virtual memory. Thenew

mapis installedin theprocessvmspace structure’ssecondvm mappointer.

At this point, the testingprocesscan usethe UVM test systemcall to establish

sharedandcopy-on-writemappingsto a file, or establisha zero-fill mapping.Theprocess

canthenperformreadsandwriteson the UVM block of virtual memory. The readsand

writes can trigger pagefaults. The BSD VM fault routinedetectsthe UVM faultsand

delegatesthehandlingof themto theUVM fault routine.

As aresultof thechangesimplementedin Phase2, auser-level processonasystem

runningtheBSD VM systemcaneasilytesta numberof UVM featuressuchasmapping,

sharedmemory, zero-fill memory, andcopy-on-write. As copy-on-write is handledwith

amapsandanons,thetestprogramalsoteststhesesubsystems.If anerroroccurs,eitherthe

processwill getanerrorsignal,or thekernelwill crash.Sincethekernelis runningunder

the fully operationalBSD VM system,thenormalkerneldebugger(ddb ) canbeusedto

debugandimproveUVM.

9.1.3 Phase3: UsersUnder UVM

At thecompletionof thesecondphaseof theUVM implementationstrategy thememory

mapping,anonymousmemory, andfault codewerein reasonableshape.In thethird phase
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all userprocesses’virtual memorywasplacedunderthecontrolof UVM. Thekernelcon-

tinuedto operateunderBSD VM, thusallowing UVM to be debuggedwith the normal

kerneldebugger.

To placeall userprocesses’virtual memoryunderthecontrolof UVM, thestandard

user-level VM systemcallswereredirectedfrom theBSD VM systemto UVM. Also, the

numberof pagesallocatedby UVM from BSD VM at systemstartuptime wasincreased.

Whena testingkernelboots,thefirst user-level processis /sbin/init . Thekerneluses

thecodealreadytestedin phasetwo to memorymapandfault init’ s text, data,andbssinto

its addressspace.

In phasethree,themainpartof UVM thatwastestedwasthecodethathandlesthe

duplicationof a process’addressspaceduring a fork operation. Indeed,it took many

attemptsbeforeinit wassuccessfullyableto fork off a /bin/sh process.

9.1.4 Phase4: Kernel Under UVM

Thefinal phaseinvolvedswitchingthemanagementof kernelmemoryto UVM. Thefirst

stepin this processwasto addressthedifferencesbetweenmachineswith contiguousand

non-contiguousphysicalmemory. As part of this effort, MACHINENEWNONCONTIG

(MNN) was developed(seeSection8.12.2). OnceMNN wascreated,the kernelhad a

single unified interfacefor managingphysicalmemory. The secondstepin this phase

wasto write thecodethatmanagedthekernel’s memory(seeSection8.8 on theuvm km

functions).Oncethis stepwascompleted,a BSD kernelcouldrun multiuserunderUVM

with only two featuresmissing:theability to configureandpageoutto swap,andSystem

V sharedmemory. Thesefinal two featureswereaddedto UVM in stepthreewith the

assistanceof Matthew GreenandChuckSilvers— two NetBSDcontributors.

9.1.5 SourceTreeManagement

Oneof our goalsfor UVM wasto getthesystemintegratedinto oneor moreof thefreely

availableBSDsystems.Thisput two constraintsonthedevelopmentof UVM. First,UVM

hadto keepup with currentdevelopmentsin the BSD systems.UVM wasimplemented

within theNetBSDkernel.NetBSDwasselectedbecausewewerealreadyfamiliarwith it

andit wastheonly BSD operatingsystemthanranon thesparchardwarethatUVM was

beingdevelopedon at thetime. TheNetBSDkernelis a moving target— it is constantly

evolving. Fortunately, the NetBSDsourcetreeis managedwith the ConcurrentVersions

System(CVS). CVS allows multiple developersto usethe samesourcetreeat the same
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time. CVSallowedUVM to bedevelopedin parallelwith theNetBSDkernel.Periodically,

changesmadeto the masterNetBSDsourcetreeweremerged into the UVM treeusing

CVS.

ThesecondconstraintplacedonUVM developmentwasthatUVM presencein the

sourcetreecouldnot disrupttheBSD VM sourcecode.The transitionfrom BSD VM to

UVM wasmadeaseasyaspossiblefor bothusersanddevelopers.To achieve this, UVM

waswritten in sucha way to allow theselectionof VM system(BSD VM or UVM) to be

madewhencompiling the kernel. Both BSD VM andUVM sourcelive within the same

sourcetree. This allows a userto easilyswitch betweenVM systemswithout having to

have morethanonesourcetree.Also, MNN wasportedto BSD VM. This allowedkernel

developersto move their portsto UVM with a two stepprocess.First, MNN supportis

addedto the machine-dependentpart of the port. Second,UVM supportis addedto the

port. Having MNN run underBSD VM allows kerneldevelopersto testMNN machine-

dependentcodeseparatelyfrom UVM.

9.2 UVMHIST : UVM Function Call History

Oneimportanttool usedin theimplementationanddebuggingof UVM is theUVMHIST

functioncall historysubsystem.UVMHIST providesaway for UVM to producea traceof

requestsbeingmadeto theVM systemandthecorrespondingfunctionscalledto service

theserequests.Sucha tracecanbe producedwithout disruptingthe normaloperationof

theoperatingsystem.This allowsakerneldeveloperto easilytracethepathtakenthrough

theUVM sourcecodeanddetermineif eitheranincorrector inefficientpathwastaken.

UVMHIST is implementedasa circulararrayof log records.Eachrecordcontains

thefollowing information:

$ Thenameof thefunctionthatgeneratedthelog message.

$ Thecall numberof thefunction. Thecall numberindicateswhich invocationof the

functiongeneratedthe log. Call numbersstartat zeroandareincrementedby one

eachtime thefunctionis called.Thecall numberis usefulfor separatingeventsand

detectingrecursion.

$ A timestampcollectedfrom thesystem’sclock.

$ A pointerto astringcontainingaprintf format.



198

corresponding uvmhist_dump output

UVMHIST_LOG(maphist, "(addr=0x%x, size=%d, prot=%d, flags=%d)",

831491479.243243 sys_u_mmap#0: (addr=0x30001000, size=4096, prot=0, flags=0)

timestamp function log message

invocation number

UVMHIST_LOG statement

                          addr, size, prot, flags);

Figure9.1: UVMHIST usage

$ Four integersthatcontainthedatafor theprintf format.

UVM supportsmultipleUVMHIST arrays.

Log entriesareenteredinto the UVMHIST log usingthe UVMHISTLOGmacro.

Calls to the UVMHISTLOGaredistributedthroughoutthe UVM sourcecode. Note that

on systemswith UVMHIST disabledthe UVMHISTLOGmacrois null. This allows the

UVMHISTLOGcallsto remainin productioncodewith nooverhead.

UVMHIST includesa functioncalleduvmhist dump thatprints the contentsof

an arrayof history entries. An exampleof a UVMHISTLOGcall andthe corresponding

outputfrom uvmhist dump is shown in Figure9.1.

UVMHIST hashada beneficialeffect on theUVM projectin severalways. First,

it is an effective educationaltool for learningaboutthe VM system. Second,datafrom

UVMHIST traceshasfoundseveralredundantcalls to theVM systemin theBSD source

code.EliminatingthesecallsreducedVM systemoverhead.Third, datafrom UVMHIST

traceshas also beenusedto modify UVM’ s designto reducethe overheadof certain

commonoperations. The remainderof this sectionprovides detailson the benefitsof

UVMHIST in thesethreeareas.

9.2.1 UVMHIST As an Educational Tool

Theprimaryway to learnabouttheoperationof mostkernelsubsystemsis to eitherread

the sourcecodeor try andfind a paperor book that describesthe subsystem’s operation.



199

While suchinformationresourcesdo explain thedatastructuresandfunctions,this is only

partof thestory. Sourcecodeandpapersonly presenta staticview of a softwaresystem.

It is difficult to fully understandandappreciatea kernelsubsystemwithout beingfamiliar

with the dynamicaspectsof the system. In other words, understandingwhat functions

arecommonlycalledandtheorderin which they arecalledin responseto a requestis an

importantpartof understandingasystem.This is oneof thereasonsthatunderstandingthe

detailedfunctionof BSDVM is difficult. It hasmany functionsandnoroadmapto explain

how all thefunctionsinterrelateduringnormalVM systemoperation.

UVMHIST allows kerneldevelopersto moreeasilyeducatethemselveson theop-

erationof UVM. A developercanrun a programthatmakesa requestto theVM system.

Oncethe requestis complete,the developercandumpout the UVMHIST andeasilyun-

derstandthepathtakenthroughUVM to satisfythatrequest.An especiallyusefulexercise

is to enableUVMHIST andbootasystemsingleuserandreview theUVM callsnecessary

to to start/sbin/init .

9.2.2 UVMHIST and RedundantVM Calls

The tracesproducedby UVMHIST during singleuseroperationwereusedto eliminate

severalredundantcallsto theVM systemin theBSDkernel.Redundantcallsareharmless

to the operationof the kernel, but they add needlessextra VM systemoverheadto the

life time of a process.Thefollowing redundantcallswerefoundin theBSD kernelusing

UVMHIST:

$ Whenforking a process,the uvm fork function usesuvm map inherit to set

the inheritancevalue of the user’s pagetablesto “none” beforecopying the ad-

dressspace. This call is necessaryto prevent the child processfrom interfering

with the parent’s processespagetables.However, after copying the addressspace,

the uvm fork performstwo redundantVM operationson the newly createdchild

process’map. First, it unmapsthe areaof the child’s addressspaceusedfor page

tablepages.Second,after re-allocatingthatspacefor thechild’s pagetablesit calls

uvm map inherit to settheinheritancevalueof thepagetablespaceto “none.”

The unmapcall is redundantbecausethe uvm fork function set the inheritance

of the pagetablespaceto “none” beforecopying the addressspace,thus it is not

possiblefor any pagetablemappingsto beactiveaftertheaddressspaceis copied.

Thesecondinheritancechangeis thereto preventa child of thechild’sprocessfrom

inheritingthechild’s pagetables.This call is unnecessarybecauseif thechild forks
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the uvm fork function will resetthe inheritanceof this region of memorybefore

copying thechild’saddressspace.

$ In theexec code,thefunctionvmcmdmap pagedvn is usedto memorymapthe

text or dataportion of a vnodeinto a process’addressspace.Initially, it usedthe

uvm mmapfunction with MAPFIXED to establishthis mapping. At the time this

mappingis establishedthe process’addressspaceis beingfilled for the first time

with the new program,so thereshouldnever be a previously establishedmapping

thatwouldblockthemappingbeingcreated.However, dueto therequirementsof the

mmapsystemcall, if theMAPFIXED flagis set,theuvm mmapfunctionalwayscalls

theunmapfunctionto clearout any previously establishedmapping.This resultsin

theUVMHIST tracecontainingthefollowing VM operationsatexec time:

1. allocateanew vmspace(thenew spacehasnoactivemappings)

2. unmaptext area[redundant]

3. maptext

4. unmapdataarea[redundant]

5. mapdata

Clearlybothunmapoperationsareredundant.To fix this problem,the exec code

wasmodifiedto call uvm map directly, sincethespecialhandlingof uvm mmapis

notneededin UVM.

$ UVMHIST tracesalsodetectedaredundantcall to uvm map protect in theexec

codepath.Thefunctionvmcmdmap zero establisheszero-fillmappings.It is used

to memorymapthe bssandstacksegmentsof a process.As previously described,

in BSD VM all mappingsareestablishedwith the default protection(read-write).

Early versionsof UVM’ s memorymappingfunction alsoalwaysusedthe default

protection.It turn out that in theBSD codethevmcmdmap zero functionalways

useduvm map protect to settheprotectionafterthemappingwasestablished—

evenif thedesiredprotectionwasthedefaultprotection.Thisresultsin thefollowing

traceduringanexec :

1. zero-mapthebsssegment(theprotectionis setto thedefault, read-write).

2. settheprotectionof thebsssegmentto read-write[redundant]

3. zero-mapthereservedstackarea
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4. settheprotectionof thereservedstackareato “none”

5. zero-maptheactivestackarea

6. settheprotectionof theactivestackareato read-write[redundant]

The two redundantuvm map protect calls set the protectionto the value it is

alreadysetto. This tracewasoneof themotivatingfactorsfor allowing protection

to bespecifiedin theflagsof theuvm map function.Thus,in UVM not only arethe

redundantuvm map protect callseliminated,but thecall to settheprotectionof

thereservedstackareato “none” is alsoeliminatedsincethatprotectioncannow be

setwhile memorymappingthearea.

$ Whena processexits, it mustunmapits memoryto free it. TheUVMHIST traces

show thattheBSD kernelwasunmappinganexiting process’addressspacein three

placeson i386 systems:oncein themainexit function,oncein themachine-depen-

dentcpu exit function, andoncein the uvmspace free function. Basedon

this informationtheunmapin cpu exit wasremovedandtheunmapoperationin

uvmspace free wasmodifiedto onlyoccurif themapbeingfreedstill hasentries.

9.2.3 UVMHIST and UVM DesignAdjustments

In additionto beingusedto detectredundantVM calls,UVMHIST traceswerealsousedto

maketwo adjustmentsto UVM’ samapcode.Onechangemotivatedby theUVMHIST logs

wasthe amapchunkingcodepreviously describedin Section8.1. Using the UVMHIST

traceproducedoverpartof asystem’sbootup,it wasdeterminedthatbeforeamapchunking

wasaddedto thesystem11186pagesof virtual memorywerecoveredby theamapsystem.

After addingamapchunking,UVMHIST shows that in thesamebootupoperationamaps

coveredonly 107pagesof virtual memory.

Another areawherethe UVMHIST tracescontributed to a UVM designchange

wasin thehandlingof thesys obreak systemcall. This systemcall is usedto expanda

process’heapareafor malloc . Expandingtheheapareainvolvesextendingthesizeof the

amapthatallocatesthatarea.This canbesomewhatexpensive sincethedatain theamap

mayhaveto becopiedin orderto increaseits memoryallocation.Whenbootingsingleuser,

the UVMHIST traceshowed that the /sbin/init processcalls sys obreak eleven

timesbeforeit getsto the point whereit canpromptfor a shell on the system’s console.

Eachtime the breakgrew, the correspondingamaphad to be extended. To reducethe

overheadof this, the“amappad”flagwasaddedto theuvm map function.Thisflagcauses
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the mappingfunction to allocatean amapfor the mappedregion that is larger than the

region itself. This allows theamapto beextendedin-placewithout theneedfor allocating

a new amapandcopying the datafrom theold amapto the new amap.After addingthis

flag, the UVMHIST traceshows that the numberof amapextendsthat causean amap

reallocationwasreducedfrom elevento one.

9.3 UVM and the Kernel Debugger

Anotheruseful tool usedin debuggingthe implementationof UVM is DDB, the kernel

debuggerbuilt into BSD kernel. If DDB is compiledinto the kernel, the kernelcanbe

stoppedat almostany point andtheVM datastructurecanbeexamined.BecauseDDB is

mucheasierto enableandusethansource-level kerneldebuggerssuchasKGDB [63] that

requirespecialserialline setup,it is extremelyusefulfor kerneldevelopersdebuggingVM

problemsreportedovertheInternet.In thesecasesthedeveloperoftendoesnothaveaccess

to the hardwarethat is experiencingthe problembut they canguidethe personreporting

theproblemthroughtheprocessof usingDDB to diagnosetheproblem.

Kernelswith DDB enabledexperiencelittle if any overheaddueto DDB’spresence

asDDB is usualnotactive. DDB canbeinvokedin oneof threecases:thesystemcrashes,

thekernelcalls theDebugger functionto invoke DDB, or theuserhits a specialescape

sequenceto breakthe kernelinto DDB1. Oncerunning,DDB promptsfor input with the

“db> ” prompt.At thatpoint thesystemoperatorcanexaminemostUVM datastructures.

Useful UVM relatedDDB commandsareshown in Table9.1. In additionto thesecom-

mands,thestandardcommandsusedto setandclearbreakpointsandto single-stepthrough

kernelfunctionsarealsouseful.Kerneltext addressesdisplayedby DDB canbetranslated

to their line numberin thesourcecodeby usingGDB on theobjectfile thatcontainsthe

functionin question.

9.4 UVM User-Level Applications

In additiontokernel-level toolssuchasUVMHIST andDDB, UVM includestwouser-level

applicationsthatdisplayUVM statusinformation.In traditionalsystems,suchapplications

requirespecialprivilegesto run becausethey needreadaccessto kernelvirtual memory

(/dev/kmem ) andthefile containingthecurrentlyrunningkernel.However, in UVM this

1On ani386 theDDB escapesequenceis CTL-ALT-ESC.Onasparcit is L1-A or BREAK.
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Table9.1: UsefulUVM DDB Commands

Command Usage
ps Lists all active processeson the system. If the “a”

optionis specified(“ps/a ”), thenthekerneladdress
of eachprocesses’vm mapstructureis printed.

show map Shows the contentsof the specifiedvm map struc-
ture. If the “f ” option is specified,then the list of
mapentriesattachedto themapis alsoprinted. For
userprocesses,usethe“ps/a ” commandto getmap
addresses.For thekernelmap,usethe“show map
*kernel map” command.

show object Shows the contentsof the specifieduvm object
structure. If the “f ” option is specified,then a list
of all pagesin theobjectis alsoprinted.

show page Shows thecontentsof thespecifiedvm page struc-
ture. If the “f ” option is specified,the extra sanity
checkson thepageareperformed.

call uvm dump Shows the current valuesof the countersusedby
UVM andthekerneladdressesof kernelobjects.

is no longerthecase.UVM supportsasysctl systemcall thatany processcanuseto get

UVM statusinformationwithout theneedfor specialprivileges. This givesnormalusers

theflexibility to write theirown statusgatheringprogramswithout theneedto bothertheir

systemadministrator.

The first UVM statusprogramis calleduvmexp . It is a simple text-basedpro-

gram that gets the statusof UVM, prints it, and exits. This is much like the “call

uvm dump” commandin DDB. The secondUVM statusprogramis an X11-basedpro-

gramcalledxuvmstat . This programcreatesa window andgraphicallydisplaysvarious

systemcounts(updatingthe displayoncea second).A screendumpof the xuvmstat

programis shown in Figure9.2.

9.5 Summary

In this chapterwe have reviewedthemethodsusedto implementanddebug UVM. UVM

wasimplementedin four phases.First the designof the BSD VM wasstudied.Second,

UVM’ scorememorymappingandpagefaultfunctionswereimplementedandtestedunder
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a systemrunningBSD VM. Third, virtual memorymanagementof all user-processeswas

switchedfrom BSDVM to UVM. Finally, thekernel’smemorymanagementwasswitched

over to UVM. Throughoutthe implementationprocess,changesmadeto theBSD source

treeweremergedinto theUVM kernelsourcetreeusingCVS.Thiseasedof integrationof

UVM into themainsourcetree.Additionally, UVM wasdesignedto co-exist in thesource

treewith BSD VM. This allows for a smoothtransitionfor BSD usersfrom BSD VM to

UVM.

TheUVMHIST tracingfacility, UVM DDB commands,andUVM statusprograms

werealsopresentedin this chapter. UVMHIST allows kerneldevelopersto producedy-

namiccodetracesthroughthe VM system. This helpsdevelopersbetterunderstandthe

operationof UVM andalsowasusedto detectredundantcalls in the VM system. The

UVM DDB commandsallow a userto easilyexaminethestateof UVM ona runningsys-

tem.TheUVM statusprogramsarebuilt on topof anon-privilegedsystemcall thatallows

usersto querythestatusof UVM.
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Figure9.2: A screendumpof thexuvmstat program
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Chapter 10

Results

In previouschapterswedescribedthedesignandimplementationof new VM featuresfirst

introducedto BSD by UVM. The designof featuressuchaspageloanout,pagetransfer,

andmapentrypassingprovide the I/O andIPC subsystemswith multiple datamovement

options. But suchgainsin flexibility areusefulonly if they aremoreefficient thantradi-

tional datacopying. In this chapterwe describefive setsof testsdesignedto measurethe

performanceof UVM’ s new features.The resultsof thesemeasurementsshow that page

loanout,pagetransfer, andmapentrypassingcansignificantlyimproveI/O andIPCperfor-

manceover traditionalsystems.We alsomeasuretheeffectsof UVM’ s secondarydesign

elements.Our resultsshow thatdueto our secondarydesignimprovementsUVM outper-

formsBSD VM in severalcritical areas,evenwhenour new datamovementmechanisms

arenotused.

All our testswereperformedon200MHz PentiumProprocessorsrunningNetBSD

1.3Awith eitherUVM or BSDVM. OurPentiumProshavea16K level-onecache,a256K

level-two cache,and 32MB of physicalmemory. The main memorybandwidthof our

PentiumProsis 225MB/secfor reads,82MB/secfor writes,and50MB/secfor copies,as

reportedby the lmbench memorybenchmarks1 [40].

10.1 PageLoanout Performance

Pageloanoutallows a processto loan a read-onlycopy of its pagesof memoryout to

thekernelor anotherprocess,thusavoiding costlydatacopies.The loanedout pagesare

1We usedversion1.2of lmbench ’sbw memprogramsto make thesemeasurements.
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markedcopy-on-writein theprocesssothatchangesmadeby theuserto loanedout pages

donot interferewith theloan.

A convenientplaceto measuretheeffectof pageloanouton I/O is in thetransferof

datafrom a userprocessto a device. In a traditionalsystem,this would involve copying

thedatafrom theuser’s addressspaceto a kernelbuffer, andthenperformingI/O on that

buffer. With pageloanout,suchanI/O operationcouldbedoneby loaningthepagesfrom

theuser’saddressspacedirectly to thedevice, thusavoiding thedatacopy.

Networkingdevicesareoftenchosenfor suchmeasurements,sowedecidedto mea-

suretheeffect of pageloanouton theBSD networking subsystem.Our goal is to find out

whateffect pageloanouthason theamountof datawe canpumpthroughthenetworking

subsystem.

TheBSDnetworkingsubsystemconsistsof threelayers:thesocket layer, theproto-

col layer, andthenetwork interfacelayer. Thesocket layeris responsiblefor queuingand

transferringdatabetweenusermemoryandkernelnetwork buffers(mbufs). In atraditional

kernel,datais transferedbetweenthe userandkernelthroughdatacopies. The protocol

layeris responsiblefor takingmbufsfrom thesocket layer, encapsulatingthemin apacket,

andpassingthe packet to the networking interfacelayer for transmission.The protocol

layer alsoreceivesinboundpacket in mbufs from the network interfacelayer. Thesein-

boundpacketsarecheckedandeitherdiscarded,passedup to thesocket layer, or sentto

the network interfacelayer for transmissionon a differentnetwork interface(e.g. if the

systemis actingasa router). The network interfacelayer controlsthe networking hard-

wareandtransmitspacketsit receivesfrom theprotocollayerandstoresreceivedpackets

in mbufs thatit passesup to theprotocollayer.

Oneproblemwith measuringtheperformanceof pageloanoutwith thenetworking

subsystemis thatcurrentprocessorscaneasilygeneratedatafasterthancurrentgeneration

network interfacescantransmitit2. For example,the PentiumPro processoron our test

machinecaneasily swamp our 100Mbpsfast Ethernetand 155MbpsATM cards. This

resultsin eitherthetransmittingprocessbeingstalleduntil thenetwork interfacelayercan

catchup, or in databeingdiscardedat the network interfacelayer dueto a full network

queue.If oneof thesenetwork interfacecardswasusedin measuringpageloanout,any

positive resultsachievedby pageloanoutwould be seenasa reductionin processorload

ratherthanincreasedbandwidth.
2Next-generationnetwork interfacessuchasGigabitEthernetandhigher-speedATM interfacescantrans-

mit dataathigherspeeds.
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10.1.1 Socket Layer Modifications

Measuringbandwidthis both easierand more acceptedthan measuringprocessorload.

Sincethe network interfacelayer introducesthe samedelaysirrespective of the useof

pageloanout,thesedelayscanbe safelyfactoredout of performancemeasurements.To

achieve this, a new “null” protocollayer wasintroducedinto the BSD kernel. Whenthe

null protocollayerreceivesdatafrom thesocket layerfor transmissionsit discardsit rather

thanpassingit on to anetwork interface.Thisallowsthedatatransferoverheadof copying

versespageloanoutto bemeasuredwith bandwidthratherthanprocessorload.

Thesocket layeris of primaryinterestin thecontext of UVM becauseit handlesthe

transferof databetweenusermemoryandmbufs. We hadto modify the socket layer in

orderto testthepageloanoutfunctionof UVM.

An mbuf is a fixedsizedstructurethatcancontaineithera smallamountof dataor

a pointerto anotherbuffer. Mbufs thatcontaindataarecalledsmallmbufs. Smallmbufs

usuallyholdonehundredeightbytesof data.Mbufsthatcontainapointerto anotherbuffer

arecalled large mbufs (becausethe buffer is usually larger thanthe sizeof dataa small

mbuf canhold). A largembuf’sbuffer cannotcrossapageboundary, andthusis limited in

sizeto onepage.Mbufscanbelinkedtogetherinto anmbuf chain.An mbuf chaintypically

storesonepacket. Chainsof mbufscanbelinkedtogetherto form aqueueof packets.

Therearetwo typesof large mbufs: clustermbufs andexternalmbufs. A cluster

largembuf pointsto a memorybuffer that is managedby thekernelmbuf subsystem.An

externalmbuf pointsto anareaof memorythat is not managedby thembuf system.Ex-

ternalmbufs alsocontaina pointerto a “free” function that is calledto free the external

buffer. Externalmbufs allow network hardwaredevicesthathave their own privatemem-

ory to “loan” it to thembuf systemfor shortperiodsof time. We alsousedexternalmbufs

to helpintegrateUVM pageloanoutin thesocket layer.

Beforedescribingthe modificationsdoneto the socket layer to addpageloanout,

it is importantto understandthesocket layerdatatransmissioncodepath. A processcan

requestthatdatabetransferedovera socketby passingthesocket file descriptor, a pointer

to the databuffer, and the buffer’s length to the write systemcall. This systemcall

causesthesys write kernelfunctionto becalled.This functiondoestwo things.First,

it wrapsthe specifiedbuffer in a uio structure3. Second,it looks up the file operations

structure(fileops ) associatedwith the file descriptorpassedto write and calls the

appropriate“write” file operationfor thatfile descriptor. Therearecurrentlytwo typesof

3Theuio structureis usedwithin thekernelto describeoneor moreareasin anaddressspace.
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Figure 10.1: Socket write codepath. The codein the box hasbeenduplicatedand
modifiedto usepageloanoutfor our measurements.Themodifiedcodeis accessedby an
alternatewrite systemcall.

file descriptors:socketsandvnodes.Thewrite file operationfor socketsis thesoo write

function.Thewrite operationfor vnodesis vn write .

Thesoo write functionis a oneline functionthat translatesthewrite call into a

sosend call. Thesosend functiondoesthelion’s shareof thework of thesocket layer

includinghandlingall thenumerousoptionssupportedby thesocket layer. If thesosend

functiondeterminesthat it ok to senddataon thesocket it will allocateanmbuf chainfor

thedata,copy thedatafrom theuserbuffer pointedto by theuio structureinto thechain,

andthenpassthenewly createdmbuf chainto theprotocollayer’suserrequestfunctionfor

transmission4. Oncethe socket layerhaspassedthedatato the protocollayer, its role in

thetransmitprocessis complete.Thecodepathfor awrite is shown in Figure10.1.

To enablethe socket layer to usepageloanoutratherthandatacopying for data

transmissiona secondwrite systemcall wasaddedto thekernel.Having two write sys-

temcalls in thekernelallows us to easilyswitchbetweendatacopying andpageloanout

when taking measurements.The new write systemcall calls a modified version of

soo write when a write to a socket is detected.The alternatesoo write function

callsxsosend . Thexsosend functionis a modifiedversionof sosend that looksfor

largeuserbuffers.

Whenxsosend detectsa largeuserbuffer, it usesUVM’ spageloanoutto loanthe

user’s pagesout to kernelpages.It thenmapsthosepagesinto the kerneladdressspace,

4This is thePRUSENDrequest.
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andallocatesan externalmbuf for eachone. Eachexternalmbuf pointsto a specialfree

functionthatwill droptheloanoncethepageshavebeentransmitted.

10.1.2 PageLoanout Measurements

To measuretheeffect of pageloanoutwe wrotea testprogramthatusesthenull protocol

to transmitlarge chunksof datathroughthe socket layer. The actionsperformedby the

testprogramaresimilar to programssuchasftp, web,andvideoservers. Suchprograms

operateby openingdatafilesandtransmitthefile’s contentover thenetwork.

Thetestprogramtransmitsdatain oneof two ways. It canusethenormalwrite

systemcall, in whichcasethedatawill becopiedfrom userspaceinto kernelbuffers.Or it

canusethemodifiedwrite system,in whichcasethexsosend functionwill useUVM’ s

pageloanoutto movethedata.

Thetestprogramoperatesasfollows:

1. Theparametersareparsed.

2. A null socket is createdfor programoutput.

3. A buffer is allocated.

4. Theentirebuffer is written to thenull socket in fixedsizedchunks(the“write size”)

aspecifiednumberof times.

Thetestprogramtakesasparametersthesizeof thebuffer, thenumberof timesthebuffer

is transmitted,andtheamountof datato passto thewrite systemcall (thewrite size).

The testprogramwasrun usinga two megabytebuffer that wastransmitted1024

times. Thus,two gigabyteof datawastransmittedfor eachrun of thetestprogram.Each

runof theprogramwastimedsothatthebandwidthof thenull socketcouldbedetermined.

Thewrite sizewasvariedfrom 1K to 2048K.Theresultsof thetestusingcopying andpage

loanoutareshown in Figure10.2.

For write sizesthat are lessthan the hardware pagesize (4K), copying the data

producesa higherbandwidththan usingpageloanout. This is due to the pageloanout

mechanismbeing usedto loan out pagesthat are only partially full of valid data. For

example,whenthe write size is 1K for eachpageloanedout thereis 3K of datain the

pagethat is not being used. Oncethe write size reachesthe pagesize, pageloanout’s

bandwidthovertakesdatacopying. As thewrite sizeis increasedto allow multiplepagesto

betransmittedin asinglewrite call, thedatacopying bandwidthincreasesuntil thewrite
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Figure10.2:Comparisonof copy andloanproceduresfor writing to anull socket

sizereaches32K. The datacopy bandwidthnever exceeds172 MB/sec. Meanwhile,the

loanoutbandwidthrisessharplyasthewrite sizeis increased.Whenthewrite sizeis 32K

the loanoutbandwidthis 560 MB/sec. The loanoutbandwidthlevels off at 750 MB/sec

whenthe write sizeis 512K. Clearly, pageloanoutimproved the I/O performanceof the

testprogramby reducingdatacopy overhead.

Note that thehigh bandwidthachievedby pageloanoutis throughvirtual memory

basedoperationsratherthanthroughdatacopying. Theresultsof the lmbench memory

bandwidthbenchmarksshow thatsuchhighbandwidthscannotbeachievedif eachbyteof

thedatais reador copied.Not all applicationsrequirethedatato beaccessed.For example,

themultimediavideoserverdescribedin [12] transmitsdatareadfrom diskwithoutreading

or touchingit andthuscouldbenefitfrom pageloanout.

10.2 PageTransfer Performance

Pagetransferallowsa processto receive pagesof datafrom thekernelor anotherprocess.

Pagesreceivedwith pagetransferaremappedinto thereceiving process’pagetransferarea
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of virtual memory. Onceapageis transferedinto a process’addressspaceit becomespart

of thatprocess’anonymousmemoryandrequiresno furtherspecialtreatment.

Pagetransfermovesdatain theoppositedirectionthatpageloanoutdoes.In page

loanout,aprocessloansits dataout to someotherprocessor thekernel.In pagetransfer, a

processreceivespagesfrom otherprocessesor thekernel. Thepagesreceivedmayeither

beloanedfrom anotherprocessor theirownershipmaybedonatedto thereceiving process.

Thebenefitof usingpagetransferis that the transferreddatais moved into the receiving

process’virtual addressspacewithout theoverheadof adatacopy.

Theeffectof pagetransferontheoverheadof I/O operationscanbemeasuredusing

thekernel’snetworkingsubsystemin awaythatis similarto theprocedureusedto measure

the effect of pageloanout. In a traditionalsystem,whendatais readfrom a socket it is

copiedfrom a kernelmbuf into the receiving process’virtual addressspace.With page

transfer, the network readoperationon larger chunksof datacanbe doneby usingpage

transferto transfera large mbuf’s dataareafrom the kernel directly into the receiving

process’virtual addresspace,bypassingthecopy. For this to befeasible,thekernelshould

beconfiguredsothatthebuffer sizeof aclustermbuf is equalto thesystempagesize5.

Unfortunately, themeasurementof theperformanceof pagetransferonnetwork I/O

operationsis effectedby a similar problemto the onethat that effectedthe pageloanout

measurements,namelythat currentprocessorscan passreceived datato userprocesses

fasterthanthe currentgenerationof network interfacescanreceive it. Thusany positive

effectsproducedby pagetransferwill resultin a reductionof processorloadratherthanan

increasedin-bounddatabandwidth.

Fortunately, this problemcanbe worked around. Sincethe kernel’s protocoland

network interfacelayershavethesameoverheadregardlessof whetheror notpagetransfer

is used,their overheadcanbesafelyfactoredout of thepagetransferperformanceband-

width. This wasachieved by introducinga new “null” socket readinto the BSD kernel.

Whenthesocket layerdetectsanull socketread,it allocatesanmbuf chainof therequested

size(containingrandomdata)andusesit to satisfythesocket readrequest.This allowsus

to directlymeasuretheeffectof pagetransferonI/O overheadby observingthebandwidth

of null socket reads.
5The currentdefault clustermbuf sizeon the i386 is 2048 bytes,or half a page. This valuemustbe

doubledin orderto beableto usepagetransferonclustermbufs.
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Figure10.3:Socketread codepath.Thecodein theboxhasbeenduplicatedandmodified
to usepagetransferfor our measurements.Themodifiedcodeis accessedby analternate
readsystemcall.

10.2.1 Socket Layer Modifications

Thesocket layerof theBSD kernelhadto bemodifiedto supportthenew null socket read

systemcall. Thenull socket readsystemcall movesdataeitherby copying it or by using

pagetransfer. Thecodepathfor a socket readis shown in Figure10.3.Whentheprotocol

layerreceivesdatafor asocket from thenetwork interfacelayerit enqueuesthedataonthe

socket’s receivesocketbuffer mbuf queue.This datawaitsin thesocketbuffer queueuntil

eithera processissuesa readfor thedataor thesocket is closed(in which casethedatais

discarded).

Whena processissuesa readon a socket, thesys read kernelfunctionis called.

This functiondoestwo things. First, it wrapsthepointerto theuser’s buffer up in a uio

structure.Second,it looksupthefile operationsstructureassociatedwith thefile descriptor

passedto read andcallstheappropriate“read” file operationfor thatfile descriptor. The

two readfile operationsfunctionsaresoo read andvn read (for socketsandvnodes,

respectively).

The soo read function is a oneline function that translatesthe write call into a

soreceive call. Thesoreceive function’s job is to movedatafrom asocket’sreceive

buffer queueto theaddressspaceof theuserwho issuedthereceive request.If not enough

datais available,thesoreceive functionmaysuspendtherequestingprocessuntil more

datais available.Oncethesoreceive functionhasmovedthedata,it mayissuea user

requestto the protocollayerof the socket to inform the protocolthat the userreadsome
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data.Sliding window protocolssuchasTCPrequirethis callbacksothat they canupdate

theirwindow sizesasdatais readoutof thesocketbuffer. OtherprotocolssuchasUDPdo

not requirethiscallback.

To implementthenull socket readoperationa secondreadsystemcall (“xread ”)

wasaddedto theBSDkernel.Thissystemcall detectsnull readoperationsby checkingfor

a specialinvalid file descriptor. If detected,thexread functioncallsa specialversionof

soreceive to handlethenull readrequest.Otherwise,xread usesits normalcodepath

to handlethereadrequest.Thexread systemcall returnsboththenumberof bytesread

anda pointerto thevirtual addresswherethepagesweretransfered(if pagetransferwas

used).

Thespecialnull-readversionof soreceive allocatesanmbuf chain(with random

data)largeenoughto satisfythereadrequest,andthenmovesthedatato theuserusingthe

techniquerequestedby theuser(eitherdatacopying or pagetransfer).If pagetransferis

specified,anew functioncalledso mcl steal is calledto removethepagefrom acluster

mbuf. It performsthefollowing actions:

1. Unusedportionsof theclustermbuf’sdataareaarezeroedto ensuredatasecurity.

2. A new anonandnew pageareallocated.

3. Thenew pageis mappedinto theclustermbuf’sdataareaandtheold pageis attached

to thenew anon.

4. Thenew anonis returned(it is readyto be transferedinto the receiving processes’

addressspace).

Oncethe datapageshave beenremoved from the clustermbufs andplacedinto anons,

the anonscanbe transferredinto the user’s addressspaceusingthe normalpagetransfer

functions.

10.2.2 PageTransfer Measurements

To measuretheeffect of pagetransferwe wrotea testprogramthatusesnull socket reads

to receive largechunksof datathroughthesocket layer. Thus,thetestprogramis similar

to programsthatreceive largechunksof datafrom thenetwork or from otherprocesses.

Thetestprogramcanrequestthatthekerneluseeitherdatacopying or pagetransfer

to movethedata.Thetestprogramoperatesasfollows:

1. Theparametersareparsed.
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Figure10.4:Comparisonof copy andtransferproceduresfor readingfrom anull socket

2. A buffer is allocatedif datacopying is beingused.This buffer will beusedwith the

read systemcall (its sizeis calledthe “readsize”). If pagetransferis beingused,

thentheoperatingsystemwill provide thebuffer.

3. Thedatais readusingnull socket readsin fixedsizedchunks.

4. If pagetransferis used,thetransferedchunkof memoryis freedusingtheanflush

systemcall afterthereadoperation.

Thetestprogramtakesasinput parameterstheamountof datato read,andthenumberof

bytestheprogramshouldreadin onesystemcall (thereadsize).

Thetestprogramwasusedto transfer1GBof datafirst usingdatacopying andthen

using pagetransfer. The readsizedwas varied from 4K (onepage)to 2048K, and the

bandwidthwasmeasured.Theresultsof thetestareshown in Figure10.4.

Whencopying data,smallerreadsproducea greaterbandwidth. As the readsize

increases,thenull socket readbandwidthdecreasesfrom 315MB/secto 50 MB/sec.This

decreaseis dueto datacachingon the PentiumPro. Memory accessesto the cacheare
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significantlyfasterthanmemoryaccessesto mainmemory. If anapplication’s buffer en-

tirely fits within a cachethenmemoryreferencesto it will befasterthanthebandwidthof

main memory. For example,whenthe testprogramuses4K buffersboth the sourceand

destinationbuffersof the datacopy fit within the level-onecacheproducinga bandwidth

of 315 MB/sec. Whenthe sizeof the testprogram’s buffers areincreasedto 8K they no

longerfit within thelevel-onecache,but they dofit within thelevel-two cache.Thisresults

in abandwidthdropto 225MB/sec.Thebandwidthremainsnearlyconstantfor readsizes

from 8K to 64K. However, between128K and256K the bandwidthdropsto 50 MB/sec

asthesizeof thedatabuffersbecomeslarger thanthe level-two cache.Finally, theband-

width eventuallylevelsoutat50MB/sec(thesamevaluewegotfrom lmbench ’smemory

copy benchmark).The4K readsizegetsthefull benefitof thehigh bandwidthof thePen-

tium Pro’s level-onecachesinceit wastheonly processrunningon thesystemwhenthe

measurementsweretaken(soits datawasalwaysfreshin thecache).

On the otherhand,the cachedoesnot play asgreata role in pagetransfer. The

bandwidthstartsaround190 MB/sec for pagesizedtransfers,and then increasesup to

730 MB/secfor a 1MB pagetransfer. The final dip in the pagetransfercurve is dueto

thecache.As thetransfersizegetslarger, thepagetransfercodetouchesmorekerneldata

structures,andat somepoint this causestoucheddatastructuresto exceedthesizeof the

level onecache.

Note that the high bandwidthachieved by pagetransferis throughvirtual mem-

ory basedoperationsratherthanthroughdatacopying. Suchhigh bandwidthscannotbe

achievedif eachbyteof thedatais reador copied.Not all applicationsrequirethedatato

beaccessed.For example,themultimediavideorecorderusedin our videoserver project

receivesdatafrom anATM network andimmediatelywrites it to disk without readingor

touchingthedata[12].

10.3 UsingUVM to Transfer Data BetweenProcesses

In theprevioustwosectionswediscussedtheeffectof pageloanoutandpagetransferonthe

movementof databetweena processanda network interface.In this section,we examine

usingUVM to movedatabetweentwo processesusinga pipe.

In a traditionalsystem,a pipeis implementedasapair of connectedsockets.Thus,

whendatais written to a pipe the kernelusesthe sosend function to transmitthe data.

The sosend function copiesthe databeingwritten into an mbuf chainandplacesthat

chainon thereceive socket buffer of thesocket associatedwith theotherendof thepipe.
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Whenthedatais readfrom thepipewith theread systemcall thesoreceive function

removesthembuf chainfrom the receive socket buffer, copiesthedatafrom thechainto

the receiver’s memory, andthenfreesthembuf chain. Thus,eachbyteof datawritten to

thepipeis copiedtwice. UVM’ s pageloanoutandpagetransfermechanismscanbeused

to reducekerneloverheadby eliminatingboththesecopies.

10.3.1 Socket Layer Modifications

Thekernel’s socket layermustbefurthermodifiedin orderto useUVM to eliminatedata

copieswhenusingpipes.While thepageloanoutmodificationsdescribedin Section10.1.1

aresufficientfor usewith apipe,thepagetransfermodificationsdescribedin Section10.2.1

for thenull socket readoperationarenot.

In orderto supportpagetransferfor pipes,thexread systemcall wasfurthermod-

ified to supporta new readoperationfunction thatwasaddedto the fileops structure.

Whenpagetransferis used,thevirtual addressto whichthedatapageshavebeentransfered

mustbe returnedto the processperformingthe xread systemcall. The interfaceof the

traditionalreadoperationfunctionhasno way to returnthis address,but thenew readop-

erationdoes.We decidedthatfor testingaddinga secondreadoperationto the fileops

structurewouldbelessdisruptiveto thesystemthanmodifyingtheoriginalreadoperation.

The xread systemcall usesthe new readoperationfunction only if the file de-

scriptorbeingreadsupportsit andif pagetransferwasrequested.Thenew readfunction

for socketsis soo read2 . This functionoperatesasfollows:

1. Theparametersarecheckedto seeif they arefavorableto pagetransfer. If they are

not, thensoo read2 usesthetraditionalsoo read functionto movethedata.

2. If thereis nodatato receive,thenthesoo read2 functioncausesthecallingprocess

to sleepuntil dataarrives(unlessthesocket is in non-blockingmode,in which case

anerroris returned).

3. Oncesoo read2 hasdata,the mbuf chainthedataresidesin is checked to seeif

its datacanbe transferredusingpagetransfer. In orderto do this, the mbuf chain

mustconsistof eitherclustermbufsor of externalmbufswhosedataareasarepages

loanedout from someotherprocess.If the mbuf chainis not a candidatefor page

transfer, thensoo read2 usesa traditionaldatacopy to deliver thedata.
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4. For mbuf chainsthatcanbeusedwith pagetransfer, thesoo read2 functioncalls

theso transfer functionto transferthedatato theuserprocess.It thenreturns

theaddressto which thepagesweretransferedto thexread function.

Theso transfer functionhandlesthepagetransferof anmbuf chain.It operates

asfollows:

1. Spacein thereceiving process’pagetransferareais reservedfor thedata.

2. Thembuf chainis thentraversed.Eachmbuf’s dataareais loadedinto ananon.For

clustermbufs,so mcl steal is used(seeSection10.2.1).For externalmbufs, the

so mextloan reloan functionis used(seebelow).

3. Finally, theanonsareinsertedinto thereceiving process’addressspace.

The reloanfunction is usedfor external mbufs whosedataareais on loan from

a process’addressspacedueto pageloanoutcausedby the xwrite systemcall. This

function looks up the pageassociatedwith the mbuf. If the pageis attachedto an anon,

thentheanon’s referencecountis incremented.Otherwise,anew anonis allocatedandthe

pageis attachedto it. Thereloanfunctionreturnstheanon.

Thesechangesallow aprocessto receivedatafrom apipeusingpagetransfer.

10.3.2 ProcessData Transfer Measurements

To measuretheeffectof bothpageloanoutandpagetransferonthetransferof databetween

two processesoverapipe,we wrotea testprogramthatoperatesasfollows:

1. Theparametersareparsedandapipeis created.

2. A child processis forkedoff.

3. Thechild processwritesaspecifiedamountof datainto thepipe,usingpageloanout

if requested.Oncethedatais written thechild processclosesthepipeandexits.

4. Theparentprocessreadsdataoutof thepipe,usingpagetransferif requested.After

a readoperation,thedatais releasedusingtheanflush systemcall. Onceall data

is read,theparentprocessexits.

Thetestprogramtakesasparameterstheamountof datato transferover thepipeandthe

readandwrite sizes.
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Figure10.5:Comparisonof copy, transfer, loan,andbothproceduresfor moving dataover
apipe

We usedthe test programto producefour setsof data. For eachset of datawe

transfered1GB of datavaryingthereadandwrite sizesfrom 4K to 2048K.Thefour data

setsare:

copy: Datawascopiedonboththesendingandreceiving endsof thepipe.

transfer: Datawascopiedon the sendingsideandmoved with pagetransferon the re-

ceiving sideof thepipe.

loan: Datawasloanedoutonthesendingsideandcopiedonthereceiving sideof thepipe.

both: Datawasloanedout on the sendingsideandmovedwith pagetransferon the re-

ceiving sideof thepipe.

Theresultsof this testareshown in Figure10.5.

For pagesizeddatatransfers(4K) copying producesa bandwidthof 40 MB/sec,

while pagetransferandpageloanoutproducebandwidthsof 33 MB/secand45 MB/sec,

respectively. Usingbothpagetransferandpageloanoutat thesametime with pagesized

transfersproducesa bandwidthof 70MB/sec.
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As thetransfersizeis increased,thebandwidthof datacopying dropsandlevelsoff

at 26 MB/secdueto the effectsof thecache.Meanwhile,thebandwidthof both transfer

andloanoutlevelsoff at 43 MB/secasthetransfersizeis increased.Sinceboththesetests

still have datacopying at oneendof the pipe, they areeffectedby cachingin the same

way asdatacopying, however their bandwidthis almostdoublethat of copying because

they areonly touchingthedataon oneend. Thepageloanoutcurve riseshigherthanthe

pagetransfercurvein mid-rangetransfersizesbecausepageloanouthaslessoverheadthan

pagetransfer. Pagetransferhastheaddedcomplicationof having to replacethedatapage

removedfrom clustermbufs with anotherpage.Thebandwidthof the testin which both

loanoutandtransferareusedrisessharplyandlevelsoff at 400MB/secfor large transfer

sizes.In thiscasethedatais not touchedor copiedatall, insteadacopy-on-writemapping

to thesendingprocess’pageis addedto thereceiving process.

10.4 Map Entry PassingPerformance

Map entry passingallows a processto senda part of its virtual addressspaceto another

process.Thereceiving processcansharethereceivedvirtual spacewith theparent,receive

a copy-on-writecopy of the virtual spacefrom the parent,or take over full ownershipof

thevirtual space.

Map entry passingis achieved using the export/import systemcall interfacede-

scribedin Section7.3.1.No furtherkernelchangesarenecessaryto testit. In this section

we comparetheperformanceof usingmapentrypassingto movedatato usingdatacopy-

ing.

10.4.1 Data ExchangeWith Map Entry PassingMeasurements

Datapassingbetweenprogramsis quitecommonon Unix-like systems.Many programs

communicatethroughpipesor sockets. If an applicationpasseslarge amountsof datais

over a pipe, it might benefitfrom mapentrypassing.To measuretheeffect of mapentry

passing,we wrote two testprogramsthat passa fixed-sizedchunkof databetweentwo

processesa specifiednumberof times. Onetestprogrampassesdatabetweenprocesses

by sendingit overa local socket. This causesthekernelto copy thedatafrom thesending

processinto ambuf chain,andthento copy it from thembuf chainto thereceiving process.

Theothertestprogrampassesdatabetweenprocessesby usingmapentrypassing.Thetest

programcanoptionally“touch” thedataafterit arrivesto simulatedataprocessing.
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Thetestprogramsoperateasfollows:

1. Theparametersareparsedandbuffersareallocated.

2. A pairof connectedsocketsis created.

3. A child processis forkedoff.

4. For thetestprogramthatusescopying to movethedata,theparentprocessinitializes

thebuffer (if data“touching” is requested),andwritesthebuffer into thesocket. The

child processthenreadsthedatafrom thesocket. If datatouchingis requested,then

thechild processmodifiesthedata.Thenthechild processwritesthedatabackinto

its endof thesocket. Theparentprocessreadsthebuffer back.Thisentireprocessis

repeatedfor thespecifiednumberof times.

5. For the testprogramthatusesmapentrypassingto move thedata,theprocedureis

similar to thedatacopying procedureexceptthattheexport andimport systemcalls

areused.Theparentprocessinitializesthedata(if touching),exportsthebuffer, and

writes theexport tag to thesocket. Thechild processreadstheexport tag from the

socket andusesthat to import the buffer from the parentprocess(thusremoving it

from the parent’s addressspace). The child processthenmodifiesthe databuffer

(if touching),exportsthebuffer, andwritestheexport tagto thesocket. Theparent

readsthetagfrom thesocket andimportsthebuffer backfrom thechild. This entire

processis repeatedfor thespecifiednumberof times.

Both testprogramstake asparametersthesizeof thebuffer to transferandthenumberof

timesthebuffer shouldbetransfered.

Eachtest programwas run using transfersizesrangingfrom 4K to 4096K. The

numberof timesthedatawastransferredfromparenttochildprocessandbackwasadjusted

sothatthetestprogramranfor at leastthirty seconds.Eachrun of theprogramwastimed

sothatthebandwidthcouldbedetermined.

As shown in Figure10.6,thebandwidthcurvesfor the testprogramthatusesdata

copying via the socket pair start off near35 MB/sec for a one pagetransfersize. The

bandwidthdecreasesasthe transfersizeincreasesdueto cachingeffects. Thebandwidth

of thedata-copying testsleveloff at12MB/sec.Ontheotherhand,thebandwidthcurvefor

themapentrypassingtestprogrampeaksaround96MB/secfor a transfersizeof 64K and

thencachingeffectsonkernelVM datastructurescauseit to fall andleveloff at34MB/sec.
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Figure10.6: Comparisonof copy and mapentry passing(m.e.p.) transferringmemory
betweentwo processes

If the applicationdoesnot touchthe dataafter it is transferedthenthe bandwidth

for datacopying levelsoff at 18 MB/secratherthan12 MB/sec.On theotherhand,if the

mapentrypassingtestprogramdoesnot touchthedata,thenthebandwidthrisesrapidly,

reaching18500MB/secfor a transfersizeof 4096K.This high bandwidthoccursbecause

thedatabeingtransferedis accessedneitherby theapplicationprogramnor thekernel,so

thedatais never loadedinto theprocessorfrom mainmemory.

10.4.2 Data PipelineWith Map Entry Passingand PageLoanout

Anothertestprogramwe wrotecombinestheuseof mapentrypassingwith pageloanout.

The testprogramconsistsof threeprocesses.Thefirst processallocatesandinitializesa

databuffer of aspecifiedsizedandthensendsit to thesecondprocess.Thesecondprocess

modifiesthe dataand thensendsit to the third process.The third processreceives the

dataand writes it to a null protocolsocket. Oncethe datahasbeenwritten to the null

protocolsocket, then the first processcangenerateanotherbuffers worth of data. Such
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Figure10.7:Comparisonof copy andmapentrypassing/pageloanoutpipeline

a datapipelineapplicationis similar to themultimedia“I/O-pipeline model” describedin

[53].

In the testprogramthe datacanbe exchangedbetweenthe processeseitherwith

datacopying or with mapentrypassing.Thefinal processcanwrite thedataoutwith either

datacopying or pageloanout. We ran the testprogramwith transfersizesfrom 4K (one

page)to 4096K.Thenumberof transferswasadjustedso that the testprogramran for at

leastthirty seconds.Theresultsof thethetestsareshown in Figure10.7.

Whenusingdatacopying, the bandwidthstartedat 20 MB/secandthendropped

andleveledoff at 11 MB/seconcethe cachesizewasexceeded.Whenusingmapentry

passingandpageloanout,thebandwidthstartsat 11MB/secfor a page-sizedtransfer, and

increasesto apeakof 40MB/secfor a64K transfersize.It thenlevelsoff at26MB/secas

thekerneldatastructuresexceedthesizeof thecache.
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10.5 SecondaryDesignElementPerformance

In this sectionwe examinethe effect of someof UVM’ s secondarydesignelementson

the performanceof the BSD kernel. We discussprocesscreationanddeletion,clustered

pageout,residentpagefaulting,andmapentryfragmentation.

10.5.1 ProcessCreationand Deletion

Whenaprocessis created,thevirtual memorysystemmustallocateandinitialize avirtual

addressspacefor the new process.A processcancreatea child processby usingeither

the fork or vfork systemcalls. In a fork systemcall, thechild process’new address

spaceis createdimmediately. In avfork systemcall, thechild processborrowstheparent

process’addressspace. The parentprocessis suspendeduntil the child processeither

createsa new addressspaceby executinganotherprogramor exits. Thevfork operation

is moreefficient for programssuchasshellsthatfork off child processesthatimmediately

executeanotherprogrambecausecopy-on-writeoperationsfor theparentprocess’address

spacearebypassed.Addressspacesarefreedwhenaprocessexits.

A largepartof theoverheadassociatedwith creatinganddeletingprocessescanbe

attributedto thevirtual memorysystem.For example,new processesmusthave theirmaps

initialized basedon the inheritancevaluesof the parentprocess’map. For regionswith

copy inheritance,all mappingsin theparentprocess’addressspacemustbewrite protected

to ensurepropercopy-on-writesemantics.

To comparetheoverheadof BSDVM andUVM in theareaof processcreationand

deletionwewroteasmalltestprogram.Thetestprogramoperatesasfollows:

1. Theparametersareparsed.

2. A fixedsizechunkof anonymousmemoryis allocatedandzeroed.

3. Thetestprogramthenrepeatedlyusesfork or vfork to createachild process.The

child processimmediatelyexits.

4. Thetimeasinglefork takesis computed.

Thetestprogramtakesasparametersthesizeof anonymousmemoryto allocate,whether

to usefork or vfork , andwhetheror not to touchthe anonymousmemoryafter each

fork operation.

The testprogramwasrun underbothBSD VM andUVM for memoryallocations

of 0MB to 16MB. We hadthetestprogramperform10,000forks for eachallocationsize.
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Figure10.8:ProcesscreationanddeletionoverheadunderBSDVM andUVM

For the fork operation,we ranthe testprogramwith andwithout touchingtheallocated

memoryarea.Theresultsof this testareshown in Figure10.8.

For vfork operations,the time it took for a processto fork and exit remained

constantregardlessof the memoryallocationfor both BSD VM (218microseconds)and

UVM (210microseconds).Thiswasexpectedbecausewith vfork thechild processnever

getsanaddressspaceof its own. Notethatanormalfork operationtakesatleastfivetimes

asmuchtime to completeasavfork operation.

For fork operationswheretheallocateddatais not touchedfor eachfork opera-

tion thereis a majordifferencebetweenBSD VM andUVM. For UVM, thefork andexit

time remainedconstantat 1035microseconds.On theotherhand,the time for BSD VM

grows with thesizeof thememoryallocation.UVM’ s behavior is easyto explain. At the

timeof thefirst fork operation,themapentryin theparent’smapthatmapstheallocated

areaof memoryis writeprotectedandmarked“needs-copy.” Sincetheparentprocessnever

writes to theallocatedareamemorybetweenfork operations,the “needs-copy” flag re-

mainsset.Thisindicatesthattheallocatedareaof memoryis alreadysetfor copy-on-write.

As explainedin Section4.6andSection4.7, theUVM fork codetakesadvantageof this
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to avoid repeatingthecopy-on-writesetupoperation,thusbypassingtheoverheadassoci-

atedwith thememoryallocation.Ontheotherhand,theBSDVM codeappearsto perform

someshadow-objectchainrelatedoperationsregardlessof theneeds-copy stateof its map

entry, thuscontributing to theoverheadof thefork operation.

If the allocateddatais touchedbetweenfork operations,then needs-copy gets

clearedandbothvirtual memorysystemsareforcedto do all copy-on-writerelatedopera-

tionson theallocatedmemoryeachtime throughtheloop. In this casethetime for a fork

andexit for both BSD VM andUVM increaseswith the sizeof the memoryallocation.

For an allocationof zero,the timesfor BSD VM andUVM are1177microsecondsand

1025microseconds,respectively. For anallocationof 16MB, theloop timesfor BSD VM

andUVM rise to 8652microsecondsand3764microseconds,respectively. BSD VM’ s

fork processingtimeincreasesmorerapidlythanUVM’ sdueto theexpenseof maintaining

objectchains.

10.5.2 ClusteredPageout

We alsomeasuredtheperformanceof UVM’ s clusteredanonymousmemorypageoutrou-

tines(describedearlierin Section8.2). Theperformanceof anonymousmemorypageout

effectshow quickly an operatingsystemrespondsto suddendemandsfor memoryfrom

applicationsthat make heavy useof virtual memorysuchasLisp programs.We wrote a

testprogramthatallocatesa largefixed-sizedmemorybuffer andthenwritesto eachpage

of thebuffer. We thentimedhow long it took for theprogramto completelyinitialize the

buffer.

For our testruns,theprogram’s buffer sizewasvariedfrom onemegabyteto fifty

megabytes.Eachtestwasrun on a freshly bootedsystemwith thirty-two megabytesof

RAM thatwasrunningonly anX serverwith minimalapplications.Theresultsof our test

areshown in Figure10.9.

Sinceour test systemhad thirty-two megabytesof RAM, it did not start paging

until the memoryallocationreachedtwenty megabytes.As canbe seenfrom the figure,

UVM takes significantly lesstime to pageoutmemorythan BSD VM. For example, it

took the testprogramsixty-five secondsto zeroa fifty megabytebuffer, whereasit took

UVM only elevenseconds.OnereasonBSDVM performssopoorly is becauseit doesnot

clusterpageout,whereasUVM canalwaysclusterby dynamicallyrelocatinganonymous

memoryon backingstoreasneededto form largeclusters.If BSD VM hadobjectbased
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clusteringits performancewouldimprove,providedthatthepagedaemonfoundcontiguous

dirty pagesto build clustersaround.

10.5.3 ResidentPageFaulting

Thenumberof timesthe fault routineis calledunderUVM is lessthanunderBSD VM.

In Section5.1.5we describedhow the UVM fault routinemapsin neighboringresident

pagesto reducethe numberof pagefaults that a programtakes. On the otherhand,the

BSD VM fault routinenever mapsin any additionalpages.Furthermore,the BSD VM

fault routineis alsousedto faultuser-level pagetablesinto aprocess’addressspacefor the

old i386 pmapmodule.Table10.1shows somefault countsfor a few smallapplications.

Note that UVM currentlyonly reducesthe pagefault countfor pagesthat arealreadyin

memory(resident).OncetheBSDI/O systemis modifiedto supportasynchronouspagein

UVM could be easilymodifiedto startpageinI/O operationsfor non-residentpagesthat

areexpectedto beneededsoon.
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Table10.1:Pagefault counts.Thecc commandwasrunona “hello world” program.

Command BSDVM Faults UVM Faults
ls / 59 33
finger chuck 128 74
cc 1086 590
man csh 114 64
newaliases 229 127

10.5.4 Map Entry Fragmentation

In Section8.8 andSection8.9 we discussedhow UVM avoids mapentry fragmentation

in kernelmapsandfor wired memory. Map entry fragmentationis undesirablebecauseit

wasteskernelmemoryandincreasesvirtual addresslookup time in VM maps.To verify

thatUVM reducesmapentryfragmentation,wemodifiedbothUVM andBSDVM to keep

countof thenumberof mapentriescurrentlyallocated.We countedboththetotal number

of allocatedmapentries,andthenumberof staticallyallocatedmapentriesthatareused

exclusively by thekernel.

We measuredthe numberof allocatedmap entriesin five cases,with a varying

numberof activeprocesses.Thesecasesare:

1. in singleusermode— four processes.

2. afterbootingmultiuser, beforeloggingin — eighteenprocesses.

3. afterloggingin andstartingX — twenty-sevenprocesses.

4. runningasingle“cat ” processfrom X — twenty-eightprocesses.

5. runningten“cat ” processesfrom X — thirty-sevenprocesses.

Whenmeasuringthenumberof mapentriesunderBSDVM, wedid notcountthemapen-

triesallocatedfor the“buffer map”(seeSection8.10.1).Theresultsof thesemeasurements

areshown in Table10.2.

Thenumberof staticallyallocatedmapentriesunderUVM remainsnearlyconstant

(seventeenor eighteen)asthenumberof processeson thesystemincreases.On theother

hand,thenumberof staticallyallocatedmapentriesunderBSDVM growswith thenumber

of processes,reachingninety-fourentrieswhentherearethirty-sevenprocessesactive on
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Table10.2:Comparisonof thenumberof allocatedmapentries(theBSDVM numbersdo
not include859dynamicallyallocatedmapentriesusedfor thebuffer map)

SystemState Number of Number of
Processes Allocated Map Entries

Static Total
BSD UVM BSD UVM

Single-userprompt 4 28 14 50 26
multiuser, no loginsyet 18 57 17 400 242
afterstartingX 27 74 18 675 428
running1 “cat ” 28 76 17 686 433
running10“cat ” 37 94 17 785 487

the system.This is dueto the way BSD VM wires eachprocess’“user ” structureinto

kernelmemory.

Thetotalnumberof allocatedmapentriesriseswith thenumberof activeprocesses

for both BSD VM andUVM, with BSD VM’ s mapentry allocationrising morerapidly

thanUVM’ s. For example,for thirty-sevenprocessesBSD VM requires785mapentries,

while UVM requiresonly 487.

10.6 UVM Compared to RelatedWork

Comparingtheperformanceof UVM datamovementmechanismswith relatedwork is dif-

ficult dueto thewide varietyof hardwareplatformsanddifferenttestingproceduresused

acrossprojects.However, we canmake someroughestimatesof relative performanceim-

provementsbasedon our resultsandresultspublishedin the literature. For example,the

Solariszero-copy TCP mechanismwith checksumin hardware[14] producesa factorof

1.4 improvementover datacopying. UVM’ s pageloanoutfacility (without the overhead

of protocolprocessing)producesa factorof 2.6 improvementfor the sametransfersize.

In theContainerShippingproject[3] theperformanceof anIPC pipeusingthecontainer

shippingmechanismto send,receive,andbothsendandreceive wascomparedto theper-

formanceof usingdatacopying. Thereportedimprovementfactorsare1.2, 1.6, and8.3,

respectively. A comparableexperimentunderUVM using pageloanout,pagetransfer,

andbothmechanismsat thesametime producedimprovementfactorsof 2.1,1.7,and14.

Otherprojectsreportresultsthatappearto becomparable.Our roughcomparisonsshow

thatUVM producesimprovementson thesameorderof magnitudeastherelatedwork.
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10.7 Summary

In this chapterwe have describeda setof teststhat show the improved performanceof

UVM. We showed that pageloanoutand transfertestsusingnull socketsandprotocols

canachieve greaterbandwidthwhenmoving page-sizedchunksof data. We showedthat

pageloanoutandpagetransfercanbe usedto improve the performanceof a pipe. We

showed that mapentry passingcanbe usedto quickly transferpart of a virtual address

spacebetweenprocesses,andthatmapentrypassingcanbecombinedwith pageloanout

in a datapipeline.We alsoshowedhow UVM’ s secondarydesignelementsimproveBSD

kernelperformancefor forking, clusteredpageout,faulting,andmapentryallocation.

Applicationsthat move large chunksof datacanbenefitby usingoneor moreof

UVM’ sthreedatamovementmechanismsinsteadof datacopying. Thepageloanoutmech-

anismcanbeusedwithoutanAPI changeif thekernelis modifiedto automaticallyusepage

loanoutratherthanadatacopy for largerequests.Thepagetransfermechanismcanalsobe

usedwithout anAPI changewhenthedatabuffer is properlyaligned.To take full benefit

of all threemechanismsnew systemcallsshouldbeaddedto thekernelthatallow aprocess

to explicitly controlits datamovement.

To derive maximumbenefitfrom UVM’ s new mechanismsapplicationsprogram-

mersshouldnotethefollowing guidelines:

7 BecauseapplicationsusingUVM’ s datamovementmechanismsbenefitmostwhen

the sizeof the databeingtransferredis larger thanthe cache,we recommendthat

applicationsthatuseUVM’ smechanismsuselargemulti-pagebuffers.For example,

considera videoserver applicationthat transmitsa memorymappedvideofile over

thenetwork usingpageloanout.Ratherthantransmittingthefile onepageata time,

theapplicationshouldtransmitit in largemulti-pagechunkssothatUVM will loan

out multiple pagesat thesametime. On theotherhand,applicationsthatdo not use

UVM’ s new mechanisms(andthereforemustcopy data)shouldchoosedatabuffer

sizesso that both the sourceanddestinationbuffers aresmall enoughto fit in the

cache.Thisallowsprogramsto takeadvantageof thespeedof cachememory.

7 Mapentrypassingshouldbeusedfor interprocesscommunication,andnotfor trans-

ferringmemoryto hardwaredevices.Mapentrypassingis preferableto pageloanout

andpagetransferwhenmemoryis to besharedor whentheregionbeingtransferred

is very large(multi-megabyte)or containsunmappedareas.
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7 Pageloanoutandpagetransfershouldbeusedwhenpassingcopiesof databetween

processesor when passingcopiesof databetweenprocessesand devices. These

mechanismsshouldbeusedfor interprocesscommunicationwhentheregion being

transferredis amedium-sizedcontiguousregionof virtual memory.
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Chapter 11

Conclusionsand Futur eResearch

In this dissertationwe have presentedthedesignandimplementationof theUVM virtual

memorysystem.UVM wasdesignedto meettheneedsof new computerapplicationsthat

requiredatato bemovedin bulk throughthekernel’s I/O system.Our novel approachfo-

cuseson allowing processesto passmemoryto andfrom otherprocessesandthe kernel,

andto sharememory. Thememorypassedor sharedmaybeablockof pages,or it maybe

a chunkof virtual memoryspacethatmaynot beentirelymapped.This approachreduces

or eliminatestheneedto copy datathusreducingthetimespentwithin thekernelandfree-

ing up cyclesfor applicationprocessing.Unlike theapproachesthat focusexclusively on

thenetworkingsubsystem,our approachprovidesa generalsolutionthatcanimproveeffi-

ciency of theentireI/O subsystem.UVM alsoimprovesthekernel’s overall performance

in otherkey areas.In this chapterwe describethecontributionsof theUVM projectand

directionsfor futureresearch.

11.1 Contrib utions

UVM provides the BSD kernelwith threenew mechanismsthat allow processesto ex-

changeandsharepaged-sizedchunksof memorywithout datacopies. Thesethreenew

mechanismsarepageloanout,pagetransfer, andmapentrypassing.Thedesignof these

mechanismswasbasedon several key principlesthat we believe shouldbe applicableto

otheroperatingsystems:

7 First, althoughtraditionalvirtual memorysystemsoperateat a mapping-level gran-

ularity, we believe that pagegranularoperationsarealso importantandshouldbe

provided.ThisgiveskernelsubsystemssuchastheI/O andIPCsystemtheability to
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addandextractpagesfrom aprocess’addressspacewithoutdisruptingor fragment-

ing thehigh-level addressspacemappings.

7 Second,a virtual memorysystemshouldbe designedto avoid complex memory

lookupmechanisms.Simplememorylookupmechanismsaremoreefficientandease

implementationof VM-baseddatamovementmechanisms.For example,UVM’ s

two-level memorymappingschemeimprovesperformanceover BSD objectchains

andsimplifiestraditionalfunctionssuchasthefault routine.It alsoeasedtheimple-

mentationof UVM’ spagegranularydatamovementmechanisms.

7 Third, a virtual memorysystemshouldbe designedin sucha way that they allow

their pagesto be sharedeasily betweenprocesses,the virtual memorylayer, and

kernelsubsystems.This allows datato be moved throughoutthe operatingsystem

without it having to becopied.While,BSDVM assumesthatit alwayshascomplete

controlovervirtual memorypages,UVM doesnot.

While it would befoolish to useUVM’ s datamovementmechanismson smalldata

chunks,our measurementsclearlyshow that for largerchunksof datathey provide a sig-

nificantreductionin kerneloverheadascomparedto datacopying. For example:

7 UVM’ s pageloanoutmechanismprovidesprocesseswith theability to avoid costly

datacopiesby loaninga copy-on-write copy of their memoryout to the kernelor

otherprocesses.Our measurementsshow that loaninga single4K page’s worth of

dataout to thekernelratherthancopying it canincreasebandwidthby 35%. Larger

sizedchunksof dataprovide anevengreaterperformanceimprovement.For exam-

ple, loaningout a 2MB buffer ratherthancopying it increasesthe bandwidthby a

factorof 4.5.

7 UVM’ s pagetransfermechanismallows a processto receive anonymouspagesof

memoryfrom otherprocessesor thekernelwithout having to copy thedata.Oncea

pagehasbeenreceivedwith pagetransferit becomesa normalpageof anonymous

memoryandrequiresno further specialtreatmentfrom UVM. Our measurements

show thatpagetransferpayswhentransferringtwo or morepagesof data. A two-

pagepagetransferincreasesthe bandwidthover copying by 28%. Increasingthe

pagetransfersizeto 1MB (256 pages)yields a bandwidththat is 14 timesgreater

thanthedatacopying bandwidth.

7 In addition to being usedseparately, we have shown that pagetransferand page

loanoutcan be usedtogetherto improve the bandwidthdeliveredby a pipe by a
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factorof 1.7 for page-sizedchunksof data,and by a factorof 16 for 1MB-sized

chunksof data.

7 UVM’ s mapentry passingmechanismallows processesto easilycopy, share,and

exchangechunksof virtual memoryfrom their addressspace.Measurementsshow

thatmapentrypassingbetweentwo processesis moreefficient thandatacopying for

two or morepages.For a two-pageexchange,mapentry passingprovidesa 44%

improvementover datacopying. For a 512K (128page)dataexchange,mapentry

passingoutperformsdatacopying by factorof 2.8.

7 We have alsoshown that mapentrypassingcanbecombinedwith pageloanoutto

improve the performanceof a datapipelineapplication. Our measurementsshow

thatthepipelineusingmapentrypassingandpageloanoutperformsbetterthandata

copying for datachunksof two or morepages.While mapentrypassingandpage

loanoutyield amodest2%improvementfor datachunksof two pages,they improve

performanceby a factorof 2.4for sixteen-pagedatachunks.

Ourmeasurementsalsoclearlyshow theeffectsof thekernelcopying largebuffersof data

multipletimesonthecache.Thesedatacopieseffectivelyflushall thedataoutof asystem’s

cache,thuscausingit tohaveto bereloaded.UVM’ snew mechanismseliminatethiscache-

flushingeffect.

In additionto providing new features,UVM alsoimprovestheBSDkernel’sperfor-

mancein traditionalareas.Theseareasincludethefollowing:

7 Forking time hasbeenreducedunderUVM. Thevfork systemcall time hasbeen

reducedby 4%. The fork systemcall time hasbeenreducedby 13% for small

processes.As theprocesssizeincreases,UVM’ simprovementincreasesaswell. For

example,a processwith a 16MB region forks 56% fasterunderUVM thanunder

BSDVM.

7 Pageouttime hasbeenreducedunderUVM. For example,on our 32MB systemthe

time to satisfyamemoryallocationof 50MB hasbeenreducedby 83%.

7 Thenumberof calls to thepagefault routinehasbeenreducedunderUVM. For ex-

ample,whencompilinga“hello world” programthepagefault routineis called46%

lessoftenunderUVM.

7 MapentryfragmentationhasbeengreatlyreducedunderUVM. Statickernelmapen-

triesareno longerallocatedeachtimeaprocessis createdunderUVM. And UVM’ s
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improvedhandlingof wiredmemoryreducesthenumberof mapentriesrequiredfor

traditionalprocesses.For example,a systemfreshlybootedmultiuserunderUVM

uses40%fewermapentriesthanit wouldunderBSDVM.

UVM alsoincludesnumerousdesignimprovementsover BSD VM. Theseimprovements

include: theremoval of objectchainingandfictitiouspages,themerging of thevnodeand

VM objectcache,theremoval of deadlockconditionsin thepmap,theeliminationof the

troublesome“ptdi” paniccondition,a unified mechanismto registerthe configurationof

physicalmemorywith theVM system,andnew unprivilegedsystemcallsthatallow users

to obtainVM statuswithout theneedfor “root” access.

In addition,UVM’ s well documentedimplementationmethodsshow how a project

of thissizecanbeaccomplishedby asingleperson.

UVM is now partof thestandardNetBSDdistribution andis scheduledto replace

theBSDVM systemfor NetBSDrelease1.4.UVM alreadyrunsonalmostall of NetBSD’s

platformsandis expectedto run on every NetBSDplatformsoon.A port to OpenBSDis

alsoexpected.

11.2 Futur eResearch

UVM representsamajorstepforwardfrom theBSDVM system.Althoughmuchhasbeen

accomplished,therearestill plentyof tasksthatneedattention.Futureresearchcouldbe

donein thefollowing areas:

7 Thekernelcouldbemodifiedto dynamicallydecideif pageloanoutor pagetransfer

would bemoreefficient thandatacopying basedon thesizeof thedatabeingtrans-

feredandtheavailablememoryresources.Pageloanoutandpagetransfershouldbe

configuredin sucha way that they areoptionsthat thekernelcanchooseif thereis

anadvantageto begained.

7 The performanceof pageloanoutandpagetransferon systemsthat have virtually

addressedcaches(VACs) shouldbe evaluated. VACs cachedatabasedon virtual

addressratherthanphysicaladdress.The advantageof a VAC is that datacanbe

fetchedfrom the cachewithout having the MMU perform an addresstranslation.

However, amajordrawbackof usingVACsis thatambiguoussituationscandevelop

if asinglepageof memoryis mappedto morethanonephysicaladdress.In thiscase,

theVAC maycachethesamedatafrom thephysicalpageof memoryin morethan

oneplace.
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On systemswith VACstheVM systemmustdo extra work to ensurethatsucham-

biguoussituationsdonotoccur. Sometimesthisproblemcanbeavoidedby ensuring

thatall of a page’s mappingsarealignedto a VAC boundary, but for othercasesthe

only solutionis to eitheruncacheall mappingsof a pageor to kick out all themap-

pingsexceptone. Sincepageloanoutandpagetransfercancausea singlepageto

havemultiplemappingsaVAC couldeffect theperformanceof thesemechanisms.

As weexpectoperatingsystemsoftwareto makemoreuseof multiply-mappedpage

astime goeson, we hopethatsystemswith VACsbecomelesscommonbecauseof

theburdenthey placeon theVM system.

7 Applicationsshouldbeadaptedto take advantageof new UVM featuresto improve

theirperformance.Somefeaturessuchaspageloanoutcanbeusedwithouthaving to

changethesystemcall API. However, featuressuchaspagetransferandmapentry

passingrequiretheuseof new or modifiedsystemcalls.Webelievethatsuchsystem

call API changescanbehiddenbehinda properlydesignedmiddlewarelayersuch

astheACE wrappers[60], althoughthishasyet to beseen.

7 UVM currently operatesin a kernel that hasseparatefixed sizedVM and buffer

cache. Thesetwo cachesneedto be mergedto provide the operatingsystemwith

moreflexibility . Merging the two cacheswill requirea new I/O layer in the VM

system.

7 UVM shouldbeportedto a multiprocessorsystemsothatits fine-grainlocking sys-

temcanbefully tested.

The UVM systemis well organizedanddocumented,thusmaking it well suited

for additionalenhancements.Given the work we’ve alreadyaccomplishedwith UVM,

takingon thesetasksfor future researchshouldbean interesting,but not insurmountable

challenge.Additional efforts in this areawill allow applicationsto take full advantageof

thebenefitsof UVM.



237

Appendix A

Glossary

addressspace: anumericrangethatidentifiesaportionof physicalor virtual memory.

aobj: auvm object thatcontainsanonymousmemory.

amap: a datastructurealsoknown asan anonymousmap. An amapstructurecontains

pointersto asetof anonsthataremappedtogetherin virtual memory.

anonymousmemory: memorythat is freedassoonas it is no longerreferenced.This

memoryis referredto asanonymousbecauseit is not associatedwith a file andthus

doesnothaveafile name.Anonymousmemoryis pagedoutto the“swap” areawhen

memoryis scarce.

anon: a datastructurethat describesa singlepageof anonymousmemory. Information

containedin ananonincludesareferencecounterandthecurrentlocationof thedata

(i.e. in RAM or in backingstore).

aref: a datastructurethatis partof a mapentrystructureandcontainsa referenceandan

offsetto anamapstructure.

BSDVM: theVM systemimportedinto 4.4BSDfrom theMachoperatingsystem.

backing store: anon-volatileareaof memory, typically ondisk,wheredatais storedwhen

it is notresident.Examplesof backingstoreincludeplainfilesandthesystem’sswap

area.

bssarea: theareaof a process’virtual addressspacewhereun-initializeddatais placed.

TheVM systemfills thisareawith zeroedpagesasit is referenced.
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busypage: a pagethatshouldnotbeaccessedbecauseit is beingreador written.

centerpage: thepagearoundwhichaclusteris built.

chunking, amap: the processof breakingup the allocationof large amapsinto smaller

allocations.

cleanpage: a pagewhosedatahasnotbeenmodified.

clustered I/O: I/O in which operationson smallercontiguousregionsaremergedinto a

singlelargeI/O operation.

copy-on-write: a way of usingtheVM systemto minimizetheamountof datathatmust

becopied.Theactualcopy of eachpageof datais deferreduntil it is first written in

hopesthatit will notbewrittenatall. Therearetwo formsof copy-on-write:private

copy-on-writeandcopy copy-on-write.

copycopy-on-write: a form of copy-on-writewherethecopy is a completesnapshotof a

memoryobjectat thetimeof thecopy. Changesmadeto thebackingobjectafterthe

copy areneverseen.

copyobject: in theBSD VM, ananonymousmemoryobjectthatstorestheoriginal ver-

sion of a changedpagein a copiedobject. Copy objectsarenecessaryto support

thenon-standardcopy copy-on-writesemantics.A list of objectsconnectedby their

copy objectpointersis calledacopyobject chain.

data area: the areaof a process’virtual addressspacewhereinitialized datais placed.

Thedataareacomesfrom thefile containingtheprogrambeingrun andis mapped

copy-on-write.

dirty page: a pagewhosedatahasbeenmodified. Dirty pagesmustbe cleanedbefore

they canbepagedout.

faultinf o: adatastructureusedto storethestateof apagefault.

fictitious page: avm page structureusedby theBSDVM systemto referto devicemem-

ory.

hardware exception: whenarunningprogramencountersacondition— which it mayor

may not have caused— that preventsit from continuingto run. The kernelmust

resolve theproblemor kill theprocess.This is alsoreferredto asa trap.
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heap: theareaof aprocess’virtualaddressspacefromwhichdynamicmemoryisallocated

(e.g. with malloc ). The heapis an extensionof the bssareaandit grows asthe

processallocatesmorememory.

kernel: the programthat controlsa computer’s hardware and software resources.The

kernelhasseveral subsystemsincluding networking, I/O, processscheduling,and

virtual memory. In a Unix-likeoperatingsystemthekernelis storedin a file suchas

/vmunix , or /netbsd . Thekernelis partof anoperatingsystem.

Mach: anoperatingsystemdevelopedatCarnegie-MellonUniversity. Mach’sVM system

wasimportedinto BSD.

memory managementunit (MMU): thepartof acomputer’shardwarethattranslatesvir-

tualaddressesto physicaladdresses.

memory mappedobject: a memoryobject that haspageswhich are currently mapped

into a user’s addressspace.Examplesof memorymappedobjectsincludememory

mappedfilesandmemory mappeddevices.

memory object: any kerneldatastructurethat representsdatathatcanbemappedinto a

virtual addressspace.

object collapseproblem: a problemwith the BSD VM systemwherememoryremains

allocatedeven thoughit can no longer be accessed.This eventually leadsto the

kernelrunningoutof swapspace.

operating system: thekernelandassociatedsystemprogramsthatcomewith it (e.g.sys-

temutilities, windowing system,etc.).

pagefault: ahardwareexceptiontriggeredby theMMU whenvirtual memoryis accessed

in a way that is inconsistentwith how it is mapped.Pagefaultsmay be triggered,

for example,by accessinga virtual addressthat is not currentlymappedto physical

memory, or by writing to avirtualaddressthatis mappedread-only. Thereareseveral

kinds of pagefaults. A read fault occurswhenan unmappedareaof memoryis

read.A write fault occurswhenanunmappedor write-protectedareaof memoryis

written.

panic: a systemcrashdueto a fatalerrorwithin thekernel.
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physicaladdressspace: the addressspacewhere physical memory resides. Physical

memoryneednot be contiguousin the physicaladdressspace,althoughit is more

efficient for theVM systemif it is.

physicalmemory: thesystem’sRAM or memorychips.

releasedpage: apagethatneedsto befreedbut cannotbefreedbecauseit is busy. Sucha

pageis markedreleasedandwill befreedwhenit is no longerbusy.

residentmemory: memorythatis in RAM ratherthanonbackingstore.

share map: amapwhichdefinesarangeof sharedvirtualaddressspace.Mappingchanges

in asharemapareseenby all processessharingthemap.

sharedmapping: a mappingin which changesmadeto memoryarereflectedbackto the

backingobject.Thusthesechangesaresharedby any processmappingtheobject.

shadow object: in the BSD VM, an object that storesthe changedversionof an object

mappedcopy-on-write. A list of objectsconnectedby their shadow objectpointers

is calledashadow object chain.

stackarea: theareaof aprocess’virtual addressspacewheretheprogramexecutionstack

is placed.Thisareais filled with zeroedpagesby theVM systemasit is referenced.

submap: amapusedby thekernelto breakup its addressspaceinto smallerchunks.

swapspace: the areaof backingstorewhereanonymousmemoryis pagedout to when

physicalmemoryis scarce.

swapmemory leak: in the BSD VM, whenanonymousvm object structurescontain

memorythat is not accessibleby any process,thosepageseventuallygetpagedout

to swapspace.Swapspaceeventuallygetsfilled, andtheoperatingsystemcandead-

lock.

text area: the areaof a process’virtual addressspacewherethe executableinstructions

of a programareplaced.The text areacomesfrom thefile containingtheprogram

beingrunandis mappedread-only.

virtual addressspace: anaddressspacein which virtual memoryresides.In a Unix-like

operatingsystemeachprocessonthesystemhasitsownprivatevirtualaddressspace.
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virtual memory: memorythatmustbemappedto a pageof physicalmemoryby theVM

systembeforeit canbereferenced.

vm object: a datastructurethatdescribesa file, device, or zero-fill areawhich canbe

mappedinto virtual addressspace.

vnode: akerneldatastructurethatdescribesafile.

UVM: anew virtual memorysystemintroducedin thisdissertation.

wantedpage: a pagethat is neededbut currentlybusy. A processcanmarka busypage

wantedandthenwait for it to becomeun-busy.

wir edpage: apageof virtual memorythatis alwaysresidentin physicalmemory.

zero-filled memory: memorythat is allocatedandfilled with zerosonly whenit is refer-

enced.
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