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We introduceUVM, anew virtual memorysubsystenfor 4.4BSDthatmalkesbetter
useof existing hardware memorymanagemenfieaturesto reduceoverheadandimprove
performance.Our novel approachifocuseson allowing processe$o passmemoryto and
from otherprocesseandthekernel,andto sharememory This approachreducesor elim-
inatesthe needto copy datathusreducingthe time spentwithin the kernelandfreeing
up cyclesfor applicationprocessingUnlike the approacheghatfocusexclusively on the
networking andinter-processommunicationglPC) subsystemsyur approachprovidesa
generaframavork for solutionsthatcanimprove efficiency of theentirel/O subsystem.

Our primary objectie in creatingUVM wasto producea virtual memorysystem
thatprovidesa Unix-like operatingsystemkernels 1/O andIPC subsystemsvith efficient
VM-baseddatamovementfacilities that have lessoverheadthan a traditional datacopy.

Ourwork seekdo:

e allow aprocesdgo safelylet asharedopy-on-writecopy of its memorybeusedeither
by otherprocesseghel/O systempor thelPC system;



¢ allow pagesof memoryfromthel/O systemthelPC systemor from otherprocesses
to beinsertedeasilyinto a processaddresspaceand

e allow processesnd the kernelto exchangelarge chunksof their virtual address
spacesisingthe VM systems higherlevel memorymappingdatastructures.

UVM allows processet exchangeandsharenemorythroughthreeinnovative nev
mechanismspageloanout,pagetransfer and mapentry passing.We presentestresults
thatshow thatour new VM-baseddatamovementmechanismaremoreefficientthandata
copying.

UVM is implementecentirelywithin theframewvork of BSD andthusmaintainsall
thefeaturesandstandardartsof thetraditionalUnix ervironmentthatprogrammer$fiave
cometo expect. Thefirst releaseof UVM in NetBSDrunson several platformsincluding
1386-PC,DEC Alpha, SunSparc,Motorolam68k,and DEC VAX systems.It is already
beingusedon systemsaroundthe world.
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Chapter 1
Intr oduction

New computerapplicationsn areassuchasmultimedia,imaging,anddistributedcomput-
ing demandhigh levels of performancdrom the entire computersystem. For example,
multimediaapplicationsoften require bandwidthon the order gigabitsper second. Al-
thoughhardwarespeedsiave improved,traditionaloperatingsystemsave hada hardtime
keepingup [32, 50]. One major problemwith traditional operatingsystemss that they
requireunnecessarglatacopies.Datacopiesareexpensve for anumberof reasonsFirst,
the bandwidthof mainmemoryis limited. Eachcopy madeof the datais effectedby this.
Second}o copy data,the CPU mustmove it word-by-word from the sourcebuffer to the
destination.While the CPU is busy moving datait is unavailableto the userapplication.
Finally, datacopying oftenflushesusefulinformationout of the cache.sincethe CPU ac-
cessesnainmemorythroughthe cachetheprocesof copying datafills the cachewith the
databeingcopied— displacingpotentiallyusefuldatathatwasresidenin thecachebefore
thecopy.

Applicationsthattransmitdatafrom disk storageover a network arean exampleof
aclassof applicationghatsuffer from unnecessargiatacopying. Applicationsin thisclass
includevideo, file, andweb seners. Figure 1.1 shavs the paththe datain this classof
applicationtakesin atraditionalsystem.First the sener issuesa readrequest.To satisfy
this requestthe kernelfirst hasthe disk device storethe datainto a kernelbuffer in main
memory To completehereadrequesthekernelcopiesthedatafrom thefirst kernelbuffer
into the buffer the userspecified.Note thatthis datacopy traverseshe MMU andcache.
Oncethe datahasbeenread, the sener applicationthenimmediatelywrites the datato
the network soclet (without even accessindghe data). This causeghe kernelto copy the
datafrom the userbuffer into anotherkernelbuffer thatis associatedavith the networking
system.Thekernelcanthenprogramthe network interfaceto readthe datadirectly from
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the secondkernelbuffer andthentransmitit. This operationrequirestwo processodata
copies; however if the operatingsystemusedonly one buffer insteadof three,thenno
processodatacopieswould berequiredto readandtransmitthe data.

A variety of efforts have soughtto improve systemperformancedy increasinghe
efficiengy of dataflow throughthe operatingsystem.Most of theseefforts have beencen-
teredonadaptinghel/O andnetworking subsystemef theoperatingsystento reducedata
copying andprotocoloverhead4, 24, 27, 53]. Theseapproachetendto involve superficial
modificationsof thevirtual memorysubsystenthatdo notinvolve changingheunderlying
designof thesystem.Thisis understandableecaus¢hevirtual memorysubsystenis typi-
cally muchlargerandmorecomplex thanthe networking subsystemHowever, substantial
gainscanbe madeby changingthe designof the virtual memorysubsystento exploit the
ability of thehardwareto mapa physicaladdres$o oneor morevirtual addresses.

This researchseeksto modify a traditional Unix-like operatingsystems virtual
memorysubsystento allow applicationsto bettertake advantageof the featuresof the
memorymanagemertiardwareof the computer Our novel approactfocuseson allowing
processe$o passmemoryto andfrom otherprocesseandthe kernel,andto sharemem-
ory. Thememorypassedr sharednaybeablock of pagespr it maybea chunkof virtual
memoryspacehatmaynotbeentirelymapped.Thememorymayor maynotbepageable.
This approachreducesor eliminatesthe needto copy datathusreducingthe time spent
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within the kernelandfreeingup cyclesfor applicationprocessingUnlike the approaches
thatfocusexclusively on the networking andinter-processcommunicationglPC) subsys-
tems,our approactprovidesa generaframewvork for solutionsthatcanimprove efficiency
of theentirel/O subsystem.

Modifying the kernels virtual memorysystemis moreof a challengehanworking
with otherpartsof the kernel(e.g. writing a device driver) for several reasons First, the
virtual memorysystems datastructuresare sharedbetweenthe kernelandthe processes
runningonthesystemandthusmustbe properlyprotectedor concurrentccessvith lock-
ing. Secondthe VM systemmustbe ableto handleboth synchronousndasynchronous
I/O operationsManagingasynchronousperationss moredifficult thansynchronousp-
erations. Third, errorsin the VM systemcanbe harderto diagnosethanin otherkernel
subsystem$ecausedhe kernelitself dependon the VM systemto managets memory
(thusif anerroroccursit maynot be possibleto getthe kernelinto a detugablestate)and
alsobecausehe VM systemis typically in the processof handlingmary servicerequests
atonce.Fourth,theBSD VM systems poorly documentedvhencomparedo otherkernel
subsystemgfor example,the networking stackhasseveralbooksdescribingits operation
while theBSD VM systemis only documentedh a few book chaptersandMach papers).
In short,thevirtual memorysystenis bothlargeandcomplicatecandhasvital components
thatall otherpartsof thekerneldepencdbnto functionproperly

We selected\etBSD [54] asthe platform for this work. NetBSDis a descendant
of the well known 4.4BSD-liteoperatingsystemfrom University of California, Berkeley
[39]. NetBSDis a multi-platformoperatingsystenmthatrunson systemsuchasi386 PCs,
DEC Alphas,andSunSparcsystems.lt is currentlybeingusedby numerousnstitutions
andindividualsfor advancedresearchaswell asrecreationatomputing. NetBSDis an
idealplatformfor universityresearchbecause¢he sourcecodeis freely availableon the In-
ternetandwell documentedh booksandpapersandthe TCP/IPstackis thestandard3SD
TCP/IPthatis usedthroughoutheworld. NetBSDis alsocloselyrelatedto otherfreeBSD
operatingsystemsuchasFreeBSO25] andOpenBSD55], thusallowing applicationgo
easilymigratebetweenthesesystems.Whenwe beganwork on this projectthe NetBSD
virtual memorysubsystemvaslargely unchangedrom its rootsin 4.4BSD.

The primary purposeof a virtual memorysystemis to managethe virtual address
spaceof boththe kernelanduserprocessefl8, 19]. A virtual addresspacds definedby
amapstructure.Thereis amapfor eachprocesgandthekernel)onthe systemgconsisting
of entriesthat describethe locationsof memoryobjectsmappedinto the virtual address
space.In addition,the virtual memorysystemmanages$he mappingf individual virtual
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memorypagesto the correspondingphysicalpagethat belongsto eachmappedmemory
object. Thevirtual memorysystemis responsibléor managinghesemappingssothatthe
dataintegrity of theoperatingsystems maintained.

In this dissertatiorwe introduceUVM 1, anew virtual memorysystenmbasednthe

4.4BSDVM system.UVM allows processeto exchangeandsharememorythroughthree
innovative nev mechanismspageloanout,pagetransfey andmapentry passing.

e In pageloanout,a processcanloan its memoryto other processe®r to non-VM
kernelsubsystemsThis is achieved with a referencecounterandspecialhandling
of kernelmemorymappings. Specialcareis taken to handleeventssuchaswrite
faultsandpageoutshat could breakthe loan. Applicationsthattransferdataover a
network cantake advantageof this featureto loandatapagedrom theusers address
spaceto the kernels networking subsystem.In our tests,single-pagdoanoutsto
the networking subsystentook 26% lesstime than copying data. Testsinvolving
multi-pageloanoutsshow thatpageloaningcanreducethe processindgime further,
for examplea 256 pageloanouttook 78%lesstime thancopying data.

In pagetransfey a procescanreceve pagesof memoryfrom otherprocessesr the

kernel. Oncea pagehasbeentransferednto a process’addresspaceit is treated
like any otherpageof a processmemory Pagetransferis achiezedwithouttheneed
for complex memoryobjectoperationghatoccurin BSD VM. Our testsshow that

singlepagetransfersdo notshov animprovementover datacopying, but atwo-page
transfershavsa22%reductionin processingime. Theprocessingime decreaseas

largerchunksof pagesaretransferedfor examplea eight-paggagetransfereduces
processindime by 57%.

In mapentrypassingaprocesxportsarangeof its addresspaceo otherprocesses
or thekernelby allowing a chunkof its mapentrystructuredo be copied.Thismap
entrycopying canbedonein suchaway thattheexportingprocesganretain,share,
or surrendercontrol of the mappings. Map entry passingcan be usedto quickly
transfermemorybetweenprocessesn ways that were not possiblewith the BSD
VM system. Single-pagemap entry passingtestsdo not shov any improvement
over datacopying, however two-pagemapentry passingshavs a 30% reductionin
processingime. Processindime decreasefurther whenlarger blocksof dataare

IFollowing Larry Wall [70] we provide no definitive explanationfor what UVM standsfor. Expanding
thisacrorymiis left asanexercisefor thereader
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passedfor examplean eight-pagdransferof memorydecreaseprocessindime by
69%.

UVM alsoincludeswell-documente@dhangeso theBSD VM systemthatimprove

the accessibilityof the code and the overall performanceand stability of the operating
system:

The old anorymousmemoryhandlingsystemthatused‘shadav’ and“copy object
chains”is completelyreplacedby a simplertwo-layersystem.Anonymousmemory
is memorythatis freedassoonasit is nolongerreferenced.

Thenew anorymousmemorypageoutlusteringcodecanimproveanorymousmem-
ory pageouby afactorof six.

The new pagerinterfacegivesthe pagermorecontrolover its pagesandeliminates
the needfor awkward“fictitious” device pages.

Thenew memoryobjecthandlingcodeeliminategsheneedfor theredundantobject-
cache”andallowsvnode-basedbjectsto persistaslong astheir backingvnodesare
valid.

Kernelmapfragmentatiorhasbeenreducedoy revising the handlingof wired mem-
ory.

The codeto handlecontiguousandnon-contiguousnemoryhasbeenmeigedinto a
singleinterfacethusreducingthe compleity of thesourcecode.

Redundantirtual memorycallshave beeneliminatedn thefork-exec-«it path,thus
reducingthe processingdime of a fork operation.For example,the processingime
of afork operationon asmallprocessasbeenreducedby 13%underUVM.

A new systemcall allows unprivileged processto get the virtual memory system
status.UVM is distributedwith an X window programthatusesthis systemcall to
displayvirtual memorysystemstatusgraphically

The new i386 pmapeliminates‘ptdi” panicsanddeadlockconditionsthat plagued
theold pmapin somecases.

UVM hasbeendesignedo completelyreplacethe BSD VM systemin NetBSD.It

wasincorporatednto the mastemNetBSDsourcetreein Februaryof 1998andhasproven
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stablein NetBSD5 Alpha, ARM32, Atari, HP300,1386, MAC68k, MVMEG8k, News-
Mips, PC532 PMAX, SparcandVAX ports.It will appeatin NetBSDreleasel.4.

Therestof this dissertations organizedasfollows: In Chapter2 we presentack-
groundontheVM subsystemln Chaptel3 we detailthe overallUVM designanddescribe
relatedwork. We describeanorymousmemoryhandling,our new pagefault handler our
new pagerinterface,andthe page/mapoanoutinterfacein Chapterst, 5, 6, and7 respec-
tively. We describesecondarylesignelementsn Chaptei8. In Chapted we introduceour
implementatiormethods Finally we presenbur resultsin ChapterlO andour conclusions
andsuggestiongor future work in Chapterll. Definitionsof key termscanbe foundin
theglossary



Chapter 2
Background

This chapterdescribeshetraditionalrole of thevirtual memorysubsystemit explainsthe
history andevolution of the BSD VM and presentsan overview of the currentBSD VM
systemasbackgroundor understandinghe UVM system.

2.1 The Roleof the VM System

The operatingsystemkernelmanage$ardwareresources— including memory devices,
andperipherals— andschedulesvhenprocessewill run. Thekernelhasa varietyof sub-
systemsncludingl/O, networking, file systemsprocessnanagemengndvirtual memory
Thejob of akernelsvirtual memorysub-systenis to manageccesso the physicalmem-
ory chipswheredatais storedwhile in use.

Whena processs run, the VM subsysteniirst setsup the processVvirtual address
spaceAstheprocessxecutesgachinstructionmustbefetchedfrom virtual memory This
requiresthe memorymanagementnit (MMU) — a hardware component— to translate
avirtual addressnto a physicalmemorylocationwherethe instructionis actuallystored.
Sometimeshe MMU is unableto completethetranslationbecauséhevirtual addresas
notbeenmappedln thiscasetheMMU signalsafaultandthevirtual memorysub-system
is calledagain.TheVM eitherestablishea mappingor signalsa “segmentatiorviolation”
TheVM sub-systenis alsocalledaspartof somesystemgalls.

The virtual memorysubsystenallows processe$o usemore memorythanphysi-
cally availableby usingacomputers diskto storedatathatdoesnotfit in memory Because
accessinglataon disk is slower thanaccessinglatain physicalmemory the VM system
selectgdatathat hasnot beenrecentlyaccessedbor disk storage.The disk spaceusedfor
storingmemorydatais known as“backing store! Entire programscanresidein backing
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store;the VM systemwill load neededpartsof the programinto physicalmemoryasthe
programexecutes.

Anotherfunctionof the VM systemis to allow eachprocesgo have its own virtual
addresspaceAs aresult,programsanbeloadedatafixedvirtual addressvithouthaving
to checkwhetherthataddresss in useby anotheprocessAlso, sinceeachprocessvirtual
addressspaceis private,the VM systemallows processes$o accesgheir entirerangeof
allocatedmemorywithoutregardfor otherprocessememoryusage.

Sinceall processesequiresthe useof physicalmemory managingnemoryaccess
is acomple task.Key operationghatthevirtual memorysystemperformsinclude:

e Allocationof acomputers physicalmemory Thisis doneby keepingtrackof which
pageof physicalmemoryareallocatedandwhich arefree,andallocatingfreepages
asthey areneededy thekernelandotherprograms.

e Allocationof eachprocessvirtual addresspaceThisis doneby keepingalist of all
allocatedregionsin eachvirtual addresspaceandallocatingfreeregionsasneeded
by theprocess.

e Mappingphysicalpagesinto virtual addressspace. This is doneby programming
thecomputers MMU to mapphysicalpagesnto oneor morevirtual addresspaces
with theappropriaterotection.

e Handlinginvalid memoryaccesse§.e. pagefaults). Thisis donethroughthe VM
systems pagefault handler Pagefaults can happenwhenunmappedmemoryis
referencedpr when memoryis referencedn a way that is inconsistentwith the
currentprotectiononthe page.

e Moving databetweerphysicalmemoryandbackingstore. This is doneby making
requestso thel/O systemto readandwrite datainto physicalpagesof memory

e Managingmemoryshortageon the system. This is done by freeing unusedand
inactive pagesof physicalmemory(saving to backingstoreif necessary).

e Duplicatingtheaddresspaceof aprocessduringafork. This canincludechanging
protectionof avirtual memoryregionto allow for “copy-on-write” In copy-on-write
the VM subsystenwrite-protectsthe pagesso that they will be duplicatedwhen
modified[9].
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Figure2.1: Therole of theVM system

Therole of theVM systemis shavn in Figure2.1. As shavn ontheleft sideof the
figure,theservicesf theVM systemarerequestedhn threeways. First, systemcallssuch
asmmapand mprotect may be calledby a processo changethe configurationof its
virtual memoryaddresspace.Secondyirtual memoryprocessnanagemergervicesare
calledby the kernelwhena processs in themidstof afork , exec, orexit operation.
Finally, the VM systemis calledwhena pagefault occursto resole the fault eitherby
providing memoryfor the processo useor by signalingan error with a “segmentation
violation”

In the courseof its operationthe VM systemmay needto requesthe servicesof
otherpartsof thekernelin theform of anl/O requestTheVM systemmakestwo typesof
I/O requestsasshaw in theright half of Figure2.1. For devicessuchasframebuffersthat
allow theirdevice memoryto bememorymappedwith themmapsystencall), thedevice’s
d_mmapfunctionis calledto corvert an offsetinto the device into a physicaladdresghat
canbe mappedn. For normalfiles the vnodesystemis calledto perform1/O between
the VM systems buffers andthe underlyingfile. As shown in the figure, the underlying
file may resideon a local filesystemor it may resideon a remotecomputer(andis thus
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accessettia the network file system).Note,becausét is possiblefor thesel/O systemso
malke requestdbackinto theVM systemcaremustbetakento avoid potentialdeadlock.

2.2 The VM Systemand Procesd.ife Cycle

Understandinghe intimate detailsof the operationof the VM systemis a difficult task.
However, after gettingan understandingf the role of the VM system,a goodnext step
to understandinghe overall structureof the VM systemis to examinetherole of the VM

systenthroughthelife cycle of aprocessA goodprocesgo startwith is the“init” process.

2.2.1 ProcessStart-up

Theinit processs thefirst userlevel procescreatedy thekernelafterbeingbootstrapped.
Whenstartinginit, thekernelcreatesa new uservirtual addresspacdor init thatcontains
no mappingsi.e. it is completelyunmapped).Beforethe kernelcanlet init run it must
mapdatainto the addresspace.Datais mappedrom thefile /sbin/init . Therestof
theinit processmemoryis left unmappedr zeroed.Thefile /sbin/init containsthe
following items:

text: the compiledcodefor the init program. The text startsoff with a specialheader
datastructuré thatindicateshe sizeof eachsegmentof the programandthestarting
addres®f thefirst machinenstructionof the program.

data: the pre-initializedvariabledatafor the program. For example,if init declareda
globalvariable“x” likethis: “int x = 55; ” thenthevalue55wouldbestoredin
thedataareaof the/sbin/init file.

symbols: thesymbolsstoredin the programareusedfor deluggingandareoftenstripped
outof systemprogramssuchasinit. They areignoredby thekernel.

Zeroedmemoryis a form of “anonymousmemory” that is initialized or “filled”
with zeroswhenit is first referenced Anonymousmemoryis memorythatis not part of
afile, andthushasno filenameassociatedvith it. The modifiedpagesof a copy-on-write
mappedegionarealsoanorymous.Theinit programs zeroedmemoryis dividedinto two
parts: the uninitialized data(“bss™) andthe stack. The uninitialized dataareais where

1The format of the headerdatastructurevariesdependingon what systemyou are on. Two popular
formatsfor this heademarethe “a.out” formatandthe ELF format.
2“pss” is shortfor “block startedoy symbol”— atermno longercommonlyused.



11

Table2.1: Theinit programs virtual addresspaceattributes

Region | Protection | Copy-on-write | backing object
text r/o yes /sbin/init
data riw yes /sbin/init
bss/heap riw — <zero-fill>
stack riw — <zero-fill>

global datavariablesthat have not beenassigned valuearestored. Also, if the program
doesdynamicmemoryallocationwith malloc the bssareais often expandedo provide
memoryfor malloc to managé. This expandedareais calledthe“heap’ Thestackarea
is wherethe programs stack,includinglocal variablesjs stored.

Whenthekernelpreparesheinit procesdor executionit mustusethe VM system
to establisithevirtual memorymappingsf thetext, data,bss,andstackareasThisis part
of the“exec” procesf a processlife cycle. In anexecsystemcall, thekernelopensthe
file to berunandreadsthe headetto determineghe sizeof thetext, data,andbssareas.It
thenusegheVM systenmto establistvirtual memorymappingdor theseareasasshovnin
Figure2.2. Eachof thefour mappingshasthreemainattributesasshovn in Table2.1: the
backingobject,the copy-on-write status andthe protection. The backingobjectindicates
what objectis mappednto the space.This is usuallya file or “zero-fill” memorywhich
meansthat the areashould be filled with zeroedmemoryasit is accessed.The copy-
on-write statusindicateswhetherchangesnadeto the memoryshouldbe reflectedto the
backingobiject(if it is not zero-fill). If partof a file is memorymappedwithout copy-
on-write (“sharedmappings”)thenchangego that portion of memorywill causethe file
itself to be changed.For zero-fill memory the copy-on-write flag doesnt matter Finally,
the protectionis usually one of read-onlyor read-write,but it canalsobe setto “none’
The MMU is usedto mappagesn the allocatedrangesof virtual addresspaceto their
correspondinghysicaladdress.

Whenthekerneldoesanexeccall on/sbin/init thefollowing mappingsareset

up:

text: Thetext memoryareais a read-onlymappingof thetext partof the/sbin/init
file. Themappings markedcopy-on-writein casethe programis rununderadehug-
ger (in which casethe deluggermay changethe protectionof the text to read-write

3Somenewer versionsof malloc  allocatememoryusingmmapratherthanexpandingthe bssarea.
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Figure2.2: Theinit programs virtual memorylayout. The stackandbss/heapnappings
arezero-fill, while the text anddatamappingsaretakenfrom the/sbin/init file. The
MMU mapsaddresses thevirtual addresspaceo their correspondinghysicaladdress.
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to insertandremove break-points).Undernormal operationa processever writes
to thetext areaof memory

data: Thedatamemoryareais aread-writecopy-on-write mappingof thedatapartof the
/sbin/init program.Thismeanghattheinitial valuesof thedataareaareloaded
from thefile, but asthe datais changedhe changesreprivateto the processThus,
if otherusersrun the program,they will getthe correctinitial valuesin their data
segment.

bss: Thebssmemoryareais mappedasa zero-fill areaafterthe datamemoryarea.

stack: Thestackmemoryareais mappedasazero-fill areaattheendof theusers address
space.

Notethatthereis avery large gapof freevirtual addresspacebetweerthe endof the bss
areaandthe beginningof the stackthatcanbe usedby the procesr the operatingsystem
to mapin otherfiles anddataasneededFor programghatusesharedibrariesthis areais
usedby the dynamiclinker (“Id.so ") atruntime to mmapin the sharedibrary files. In
thecaseof init we assumat is staticallylinked,andthusdoesnot needto mapin ary extra
files.

2.2.2 Running Processeand PageFaults

Oncethekernelhasestablishedhe mappingdor init, it beginstheinit programexecution
at the startingaddresspecifiedin thefile’s header The processohardwarewill try and
executethe first instructionof init only to discover that no physicalpageof memoryis
mappedin at the startingvirtual address.This will causea pagefault to occurandthe
VM systems pagefault handlerwill be called. The stepsin the pagefault processareas
follows:

1. Theprocessaccessea memoryaddresshatis not mappedor improperlymapped)
in to its virtual addresspace.The processos memorymanagemenintil generates
apagefaulttrap. At this pointthe processs frozenunit the pagefaultis resohed.

2. The processospecificpart of the kernelcatcheghe pagefault and usesthe MMU
to determinghe virtual addresghattriggeredthe pagefault. It alsodetermineshe
accesgype of the fault by checkingthe hardwareto seeif the processvasreading
from or writing to thefaultingaddress.
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3. TheVM systems$pagefaultroutineis calledwith informationonthefaultingprocess
andtheaddressandaccessype of thefault.

4. TheVM systemlooksin the processmappinggo seewhatdatashouldbe mapped
at the faulting addresgfor example,the fault addresscould be mappedto the first
pageof text of the/sbin/init program).

5. If thefault routinefindsthatthe process’addresspacedoesnt allow accesdo the
faultingaddressthenit returnsan error code,which underUnix-lik e operatingsys-
temscausesheprocesdo geta “segmentatiorviolation” error.

6. Ontheotherhand,if thefaultroutinefindsthatthememoryaccessvasvalid, it loads
thedataneededy theprocessnto apageof physicalmemoryandthenhastheMMU
mapthat pageof memoryinto the process’addresspaceasshavn in Figure2.2.
Thisis referredto asfaultingin data. Thefaultroutinethenreturns‘success’andthe
processs unfrozenandcanresumerunningwith the needednemorymappednto
its addresspace.

Theinit programstartsby faultingin thefirst pageof text from the/sbin/init

file. It thencontinuesrunning, faultingin more pagesof text, data,bss,andstack. As
shawvn in Figure 2.3, regions mappedcopy-on-write requirespecialhandlingby the fault
routineto ensurethat the underlyingexecutablefile’s memoryis not modifiedby a write
to copy-on-write mappingof it. Copy-on-write pagesstartoff in the “pagesun-written”
state.If aprocesdasaread-hult on a copy-on-write page thenthatpageis fetchedfrom
thebackingfile andmappedn read-only(thusprotectingthe objectfrom beingchanged).
If the processhasa write-fault on the page(either becausat was not mappedat all, or
becausaét wasmappedead-onlydueto a previousread-ault), thena copy of the backing
objects pageis made. The new copy of the pageis thenmappedn read-write replacing
ary previous read-onlymappingsof the data. At that point the pageis in the “written”
state.Oncethepageis written, all futurereadandwrite faultscausehe pageto bemapped
in read-write.Suchfaultscanbe causedy the pagedaemopagingoutthe “written” page.
Pagesn thewritten statestayin thatstateuntil they arefreedor they arepartof acopy-on-
write fork operation(describedelow).

2.2.3 Forking and Exiting

Whenthesystenis bootedjnit istheonly proces®nthesystem.n orderto allow othersto
usethesysteminit needgo createmoreprocesseby usingthefork systentall. Thefork
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Figure2.3: Handlingcopy-on-write pagesvhenreadandwrite faultsoccur

systencall takesa procesandcreates child processhathasa copy of theparenfprocess’
virtualaddresspace.TheVM systemhandlegsheduplicationof theparentsaddresspace.
If theVM systemactuallycopiedevery pagein theparents addresspaceo anew pagefor
the child processa fork operationwould be very expensve (becauseét takesa longtime
to move thatmuchdata). The VM systemavoids this by usingthe copy-on-write feature
again.For example,whentheinit programforks, all the pageghatarecopiedto the child
processareputinto the“pagesun-written” state asshowvn in Figure?2.3.

Typically, afterdoingafork operationthe child processwill do anotherexecoper
ationon a differentfile (for example,/bin/sh ). In preparingfor the execoperationthe
kernelwill first askthe VM systemto unmapall active regionsin the processdoing the
exec. Thiswill causaheprocesdo returnto acompletelyjunmappedtate. Thenthekernel
will mapthe programinto theaddresspaceaspreviously describedabove.

Finally, when the processexits, the VM systemremoves all mappingsfrom the
processaddresspace Handlingall thecaseghatcanoccurwith copy-on-writeandshared
memory andrecoveringfrom errorconditionsaddto the compleity of theVM system.
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2.2.4 VM Operations

OtherVM operationghat the procesamay performwhile runninginclude the following
systemcalls:

br eak: changeshesizeof aprocessheaparea.
mmap: memorymapsafile or anorymousmemory
munmap: removesthe mappingof afile or anorymousmemory

npr ot ect : changegshe currentprotectionof a mapping. Eachmappedregion hasa
“maximum allowed protection”value controlledby the kernelthat keepsa process
from gainingunauthorizedccesso ablock of memory

m nheri t: changesheinheritanceof amappedegion. Theinheritanceattributeis used
during a fork to controlthe child process’accesgo the parentsmemory It canbe
either“copy,” “share’, or “none’

nmsync: flushesmodified memorybackto backingstore. This is usedwhen a file is
mappeddirectly into a process’addresspaceandthe processvantsto ensurethat
thechangest hasmadeto thefile’s memoryaresavedto disk.

madvi se: changeghe currentusagepatternof the memoryregion. The adviceis a hint
from a procesdo the VM systemaswhataccesgatternwill be usedto accesshe
memory Accesspatternsinclude: normal (the default), random,sequential;‘will
need, and“won’t need.

m ock: locksdatainto physicalmemory This ensuresimely accesso memoryby forc-
ing the datato stayresident.

swapct | : configuregheswaparea.The systemmanagenf asystemusesswapctl to
addandremove swap spacerom the system.

In normaloperationthe majority of the VM systems time is spentresolvingpage
faultsandadding,removing, andcopying mappingsn processVvirtual addresspace.As
the systemrunsit is likely that moreand more of the pagesof physicalmemorywill be
allocatedfor useby the operatingsystem. Whenthe numberof free pagesdropsbelon
athresholdthenthe VM systemcauseghe “pagedaemonto run. The pagedaemors a
specialsystemprocesghatlooks for pagesof memorythatareallocatedout haven't been
usedfor awhile andaddsthembackto thefreelist. If apagecontainamodifieddata,it has
to beflushedoutbeforeit canbefreed. The pagedaemomanageshis flushingprocess.
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2.3 The Evolution of the VM Systemin BSD

The VM systemhaschangedjuite a bit throughoutthe evolution of the BSD operating
system. This evolution is shovn in Figure2.4. Early BSD VM startedwith a VAX VM
system[36]. This VM systemwastightly boundto the memory managementeatures
provided by the DEC VAX processar Thus,whenporting BSD to non-VAX processors,
it wasimportantto make the processos VM hardware emulatethe VAX as closely as
possible.For example,SunOS3.x which ran on Motorola processorslid this. Making a
non-VAX systememulatea VAX is quitecumbersomandinefficient. In additionto being
non-portablethe BSD VAX VM did not supportmemorymappediles, thuscomplicating
theimplementatiorof sharedibraries. So, Sunthrewv outtheearlyBSD VAX VM system
and designeda new one from scratch. This VM systemappearedn SunOS4 andits
descendans currentlyusedin Solaris[28, 46]. In the meantime a new operatingsystem
projectcalled Mach was startedat Carngjie-Mellon University (CMU) [72, 57, 71, 64].
Thevirtual memorysystenof Machhadacleanseparatiometweernts machine-dependent
andmachine-independefg¢atures.This separations importantbecauset allows a virtual
memorysystemo easilysupportnew architecturesTheMach2.5VM systemwasported
to BSD thuscreatingthe BSD VM system[39, 69]. ThisVM systemappearedn 4.3BSD
Net2. Eventuallythe CMU Mach projectcameto a closeand4.4BSD-Litewasreleased
in sourcecodeform. A numberof operatingsystemprojectsare basedon the 4.4BSD-
Lite code,andthususethe BSD VM system.As time hasgoneon the BSD VM system
hasdivergedinto threebranches:the BSDI branch[33], the FreeBSDbranch[25], and
the NetBSD/OpenBSbranch[54, 55]. The BSDI branchandthe FreeBSDbranchhave
stuckwith thebasicBSD VM conceptsmportedfrom Mach,howeverthey have workedto
improve the performancef theBSD VM in severalareas.TheNetBSD/OpenBSihranch
of theVM systemis notasmuchchangedrom the original 4.4BSDVM codeastheother
branches.

UVM’ srootslie partlyin theBSD VM systemfrom theNetBSD/OpenBS[andthe
FreeBSDbranchesandalsowith the SunOS4/M system .UVM'’ s basicstructurds based
on the NetBSD/OpenBSbranchof the BSD VM system. UVM’ s new i386 machine-
dependenfayerincludesseveralideasfrom the FreeBSDbranchof BSD VM. UVM’ snew
anorymousmemorysystems basedntheanorymousmemorysystenmfoundin SunOS4.
UVM hasrecentlybeenaddedo NetBSDandwill eventuallyreplacetheBSD VM. There
arealsoplansto addUVM to OpenBSDaswell.
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Table2.2: VM MD/MI layering

2.4 DesignOverview of the BSDVM System

This sectioncontainsa designovervien of the BSD VM systemthat wasimportedfrom
the Mach operatingsystemfor the Net/2 releaseof BSD. Understandinghe BSD VM s
critical to understandinghe designof UVM. It is alsousefulfor understandingieny VM
featuresntroducedn UVM.

2.4.1 Layeringin the BSDVM System

TheBSD VM systemis dividedinto two layers:alargemachine-independe(itMI”) layer,
andasmallermachine-dependefttMD”) layer Themachine-independenbdeis shared
by all BSD-supportegbrocessorandcontainsthe codethat performsthe high level func-
tionsof theVM system.The machine-dependerbdeis calledthe “pmap” (for physical
map) layer, andit handlesthe lower level detailsof programminga processos MMU.
Eacharchitecturesupportedby the operatingsystemmust have its own pmapmodule.
Eachlayer of the VM systemdoesits own level of mapping. The machine-independent
layer maps‘memory objects”into the virtual addresspaceof a processor the kernel. A
memoryobjectis ary kerneldatastructurethat representslatathatcanbe mappednto a
virtual addresspace For example afile canbeamemoryobject. Themachine-dependent
layer doesnot know abouthigherlevel conceptssuchas memoryobjects;it only knows
how to mapphysicalpagesof memoryinto a virtual addresspace.Table2.2 summarizes
thedifferencebetweerthe machine-independeanhdmachine-dependefdyers.

2.4.2 The Machine-Dependent_ayer

The pmaplayer’s job is to be the machine-independerbdes interfaceto a processos
MMU. At anabstractevel, thepmaplayercanbeviewedasabig arrayof mappingentries
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that are indexed by virtual addresdo producea physicaladdressand attributes. These
attributesdescribethe pages currentprotection,whetherthe pagehasbeenreferencedr
modified,and othercharacteristicsSinceeachprocesdasits own virtual addresspace,
eachprocessnusthave its own pmapdatastructureto describethe low-level mappingsof
thatvirtual addresspace. Mappingentriescontainedn the pmaplayer are often called
“pagetableentries”(PTEs)dueto the way mary MMUs work. The actualway the array
of PTEsis storedvariesfrom systemto systemdependingon the MMU hardware. For
example,on ani386 PCthe arrayis broken up into two levels. Onelevel contains1024
fixed-sizedchunksof PTEscalled “page tables; the otherlevel containsa directory of
pagetablescalledthe“pagedirectory’ Otherprocessortave asimilar structure put with
threelevelsof tablesratherthantwo. Regardlesof how the pagemappingsarestored the
interfaceprovidedby the pmaplayerto the machine-independenbdeis consistenacross
all platforms.

The mostcommonpmapoperationsandexamplesof their usagearedescribede-
low:

pmap_ent er : addsa virtual-to-physicaladdressmappingto the specifiedpmapat the
specifiedprotection. The pmap_enter function is called by the fault routine to
establisha mappingfor the pagebeingfaultedin.

pmap_r enove: removesa rangeof virtual-to-physicaladdressmappingsfrom a pmap.
The pmap._remove functionis calledduring an unmapoperationto remove low-
level machine-dependentappings.

pmap_pr ot ect : changeghe protectionof all mappingsn a specifiedrangeof a pmap.
The pmap_protect functionis calledduring a copy-on-write operationto write
protectcopy-on-write memory

pmap_page_pr ot ect : changeghe protectionof all mappingsof a single pagein ev-
ery pmapthatreferencest. Thepmap_page _protect functionis calledbeforea
pageoubperatiornto ensurehatall pmapreferenceso a pageareremoved.

pmap_i s_referenced, pmap.i s_nodi fi ed: teststhe referencedand modified at-
tributesfor a page. This is calculatedover all mappingsof a page. Thesefunctions
arecalledby the pagedaemowhenlooking for pagedo free.

pmap_cl ear _r ef er ence, pmap_cl ear _nodi fy: clearghereferencandmodify at-
tributeson all mappingf a page.Thesefunctionsarecalledby the pagedaemoto
helpit identify pageghatarenolongerin demand.
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pmap_copy: copiesmappingsirom onepmapto another The pmap_copy functionis

calledduringafork operationto give the child processaninitial setof low-level
mappings.

Notethatpmapoperationsuchaspmap_page _protect mayrequirethe pmapmodule
to keepalist of all pmapsthatreferencea page.

2.4.3 The Machine-IndependentLayer

Thehigh-level functionsof the VM systemarehandledby the machine-independetayer
of the BSD VM system. Suchfunctionsinclude managinga process’file mappingsye-

guestingdatafrom backingstore,pagingout memorywhenit becomescarce managing
theallocationof physicalmemory andmanagingcopy-on-write memory Theactvities of

themachine-independetayerarecenteredaroundfive maindatastructures:

viepace: describes virtual addresspaceof a process.Thevmspace structurecon-
tainspointersa processvm.map andpmap structuresandcontainsstatisticson the
processimemoryusage.

vmmap: describeshevirtual addresspaceof aprocessr thekernel.lt containsalist of
valid mappingsn thevirtual addresspaceandthosemappings attributes.

vmobj ect : describesfile, azero-fill memoryareaor adevicethatcanbemappednto
avirtual addresspace.Thevmobject containsalist of vm page structureghat
containdatafrom thatobject.

vmpager : describediow backingstorecanbe accessedEachvm.oobject onthesys-
temhasa vm.pager structure. This structurecontainsa pointerto alist of func-
tionsusedby the objectto fetchandstorepagesetweerthe memorypointedto by
vmpage structuresandbackingstore.

vmpage: describes pageof physicaimemory. Whenthe systemis bootedavm_page
structureis allocatedfor eachpageof physicalmemorythatcanbe usedby the VM
system.

40Onafew systemsthathave smallhardwarepagesizes suchasthe VAX, theVM systermrhasaVM page
structuremanagewo or morehardwarepages.Thisis all handledat the pmaplayerandthusis transparent
to themachine-independeMM code.
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process 1 (init) process 4 (sh)
vmspace
pmap . T
vmmap [ ] ]

map entry L —_ - _J— L;]H;]H;]HF]

(points to process 4's
memory objects)

text data bss stack
vm_object
vm_page (in object) ® ® o ® o
/sbin/init zero-fill zero-fill /bin/sh

wpager [ ] [ [ [

vnode swap swap vnode

Figure 2.5: The five main machine-independemtata structures: vmspace , vim.map,
vm.page, vm.object ,vm.pager . Thetrianglesrepresenym.objects , andthedots
within themrepresenvm_pages . A vm.object cancontainany numberof pagesNote
thatthetext anddataareaf afile aredifferentpartsof a singleobject.

As shavn in Figure2.5,VM mapstructuresnapVM objectsinto anaddresspace.VM

objectsstoretheir datain VM pages.Datain VM pagesis copiedto andfrom backing
storeby VM pagersNotethateachvm map structurehasanassociategpmapstructureto
containthe lower level mappinginformationfor the virtual addresspacemappedoy the
vm.map. Thevm mapandthe pmaptogetherarereferredto by avmspace structure(not
shawn).

In orderto find which vm_page shouldbe mappedn at a virtual addresgfor ex-
ample,during a pagefault), the VM systemmustlook in the vm.map for the mappingof
thevirtual addresslt thenmustcheckthebackingvm.object for theneedegage.If the
pageis resident(oftendueto having beenrecentlyaccessetty someotherprocess)then
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vm_map
pointer to pmap pmap ¢—— pmap
pointer to map entries header ¢——— vm_map_entry
size size [/pzépx—&p%p
reference count refcnt ~
starting virtual address min
ending virtual address max

Figure2.6: TheVM mapdatastructure

thesearchs finished.However, if thepageis notresidentthentheVM systemmustissue
arequestothevm.object ’'svm.pager to fetchthedatafrom backingstore.

We will now examineeachof the machine-independedatastructuresn morede-
tail.

VM Maps

A VM map (vm.map) structuremapsmemoryobjectsinto regionsof a virtual address
space EachVM mapstructureon the systemcontainsa sorteddoubly-linkedlist of “map
entry” structuresEachmapentrystructurecontainsarecordof amappingn theVM map’s
virtual addresspace.For example,in Figure2.5the mapfor theinit processwvould have
four mapentry structures:text, data,bss,andstack. The kernelandeachprocesson the
systemhave theirown VM mapstructureso handlethe allocationsof their virtual address
space.

Thevm mapdatastructureis shavn in Figure2.6. This structurecontainghestart-
ing and endingvirtual addressesf the managedegion of virtual memory a reference
count,andthe sizeof theregion. It alsocontainstwo pointers:oneto a linkedlist of map
entriesthatdescribethe valid areasof virtual memoryin themap,andoneto themachine-
dependenpmapdatastructurethat containsthe lower-level mappinginformationfor that
map. The mapentry structureis shovn in Figure2.7. This structurecontainspointersto
thenext andpreviousmapentryin themapentrylist. It alsocontainsa startingandending
virtual addressa pointerto the backingobject(if arny), andattributessuchasprotection,
andinheritancecode.

A mapentry usually pointsto the VM objectit is mapping. However, in certain
casesamapentry canalsopointto anothemap. Therearetwo typesof mapsthatcanbe
pointedto by amapentry: submapsndsharemaps.
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vm_map_entry

previous and next pointers prev/next ¢——— vm_map_entry
starting virtual address start
end virtual address end
backing object pointer object ¢———= vm_object/vm_map
is backing object a map? map
is backing object a submap? submap
protection, inheritance, etc. attributes

Figure2.7: TheVM mapentrystructure

e Submapsanonly be usedby the kernel. The main purposeof submapss to break
upthethekernelvirtual addresspaceanto smallerunits. Thelock onthemainkernel
maplockstheentirekernelvirtual addresspaceexceptfor regionsthataremapped
by submapsThoseregions(andtheir maps)arelocked by thelock onthe submap.

e A sharemapallowstwo or moreprocesse$o sharea rangeof virtual addresspace
andthusall the mappingswithin it. Whenone processchangeghe mappingsn a
sharemap,all otherprocesseaccessinghe sharemapseethechange.

A whole setof functionsperformoperationson VM maps. Therearefunctionsto
createfree,addareferencdrom, anddropareferencdo aVM map. Therearefunctions
to find free spacen a map,to allocateandfree rangesof virtual addresses a map,and
to copy a mapfor afork operation.Therearealsofunctionsto changethe attributesof a
mapping.Attributesincludeprotectionmemoryusageoattern(advice),andwire-count.It
shouldbe notedthat an attribute appliesto the whole mappingdefinedby the mapentry.
If the kernelwantsto changethe attributesof part of a map entry, thenthat map entry
mustbe brokeninto two or threeparts. For example,if thereis a mapentry mappingthe
virtual addressange0x2000to 0x5000read/writeandthe VM systemis askedto change
the protectionof 0x3000to 0x4000to read-only thenthe mapentry will getbrokeninto
threeparts:0x2000to 0x3000at read-write 0x3000to 0x4000at read-onlyand0x4000to
0x5000at read/write.

The kernelusesa VM map datastructureto describeits own addressspace,in-
cludingthe areausedby the kerneldynamicmemoryallocator(malloc ). VM mapentry
structuresarenormally allocatedwith the kernelmalloc . However, the kernelcannotal-
locateits own VM mapsentrieswith malloc  becausé mightloop while allocatingmap
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vm_object
pointer to resident pages memq ¢——— Vm_page
linked list of all active objects | object list ¢————» vm_object
paging in progress? pip
reference count ref count
pointer to copy object copy ¢ ———— vm_object
pointer to shadow object shadow ¢——— vm_object
pointer to pager pager ¢——— vm_pager
object cache pointer | cached list ¢———» vm_object

Figure2.8: TheVM objectstructure

entries. Thus, the kernelallocatests VM map entriesfrom a private pool of mapentry
structuresatherthanwith malloc .

VM Objects

A VM mapcontainsa list of mapentriesthat defineallocatedregionsin a map’s address
space.Eachmapentry pointsto a memoryobjectthatis mappednto thatregion. Objects
may have morethanonemapentry pointingto them. In the BSD VM all memoryobjects
aredefinedby the VM objectstructure.TheVM objectstructures shovn in Figure2.8. A
VM objectcontainsalist of all pagesof memorythatcontaindatabelongingto thatobject
(residenpages)Pagesn aVM objectareidentifiedby their offsetin theobject.Pagesare
oftenaddedio VM objectsin responseo a pagefault. Thereis alsoa globallinkedlist of
all VM objectallocatedby the system.The VM objectcontainsa referencecounteranda
flag to indicateif datais currentlybeingtransfereetweeroneof theVM objects pages
andbackingstore(thisis called“paging”). The VM objectcontainsa shadev objectand
a copy objectpointer Thesepointersareusedfor copy-on-write operationsgdescribedn
detailin Section2.4.4. The VM objectcontainsa pointerto a VM pagerstructure. The
pageris usedto readandwrite datafrom backingstore. Finally the VM objectcontains
pointersfor the objectcache.

Theobjectcacheis alist of VM objectsthatarecurrentlynot referencedi.e. their
referencecountis zero). Objectscanberemovedfrom the cacheby having theirreference
countincreasedObjectsin theobjectcachearesaidto be “persisting’. Thegoalof having
persistingobjectsis to allow memoryobjectsthat are oftenreusedo be reclaimedrather
thanreallocatecandreadin from backingstore. For example,the program/bin/ls IS



26

vm_pager
list of all pagers on system list ¢ Vvm_pager
external handle handle
pager type type
pager operations ops ¢ pagerops
pointer to private pager data data ¢ —— void

Figure2.9: TheVM pagerdatastructure

run frequently but only for a shorttime. Allowing the VM objectthatrepresentshis file
to persistin memorysavesthe VM systenthetroubleof having to readthe/bin/ls  file
from disk every time someoneunsit.

VM Pagers

VM objectsreadandwrite datafrom backingstoreinto a pageof memorywith a pager

whichis definedoy aVM pagerstructure.EachVM objectthataccessebackingstorehas
its own VM pagerdatastructure.Therearethreetypesof VM pagers:device, swap,and
vnode. A device pageris usedfor device files thatallow their memoryto be mmapd (e.g.
filesin /dev ). A swappagers usedfor anorymousmemoryobjectsthatarepagedoutto

theswapareaof thedisk. A vhodepagers usedfor normalfiles thatarememorymapped.
Thekernelmaintainsalinkedlist of all theVM pagerstructureonthe system.

The VM pagerstructureis shavn in Figure2.9. The structurecontainspointersto
maintainthe global linked list of pagerstructures.It containsa “handle” thatis usedas
anidentificationtag for the pager It containsatypefield thatindicateswhich of thethree
typesof pagerghe pageris. The pageralsohasa privatedatapointerthatcanbe usedby
pagerspecificcodeto storepagerspecificdata.Finally, the pagerstructurenasa pointerto
a setof pageroperations.Supportedperationsnclude: allocatinga new pagerstructure,
freeinga pagerstructure readingpagesin from backingstore,and saving pagesbackto
backingstore.

VM Pages

The physicalmemoryof a systemis dividedinto pages.The sizeof a pageis fixed by the
memorymanagemertiardwareof the computer The VM systemmanageshesehardware
pageswith theVM pagestructure. Onmostsystemghereis aVM pagestructurefor every
pageof memorythatis availablefor theVM systemo use.
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vm_page
page list pointers pageq ¢ vm_page
hash table pointers hashg ¢ ——— vm_page
object list pointers listq ¢ vm_page
pointer to object object ¢———= vm_object

offset in object offset

flags (busy, clean, etc.) flags

physical address | phys addr

Figure2.10: TheVM pagestructure

TheVM pagestructuras shovn in Figure2.10.A pagestructurecanindependently
appeaonthreedifferentlist of pages.Thesdistsare:

pageq: actve, inactve, andfree pages.Active pagesarecurrentlyin use. Inactive pages
areallocatedandcontainvalid databut arecurrentlynot beingused(they arebeing
savedfor possiblereuse).Freepagesare not beingusedat all andcontainno valid
data.

hashqg: usedto attacha pageto a globalhashtablethatmapsa VM objectandanoffsetto
aVM pagestructure.This allows a pageto be quickly looked up by its objectand
offset.

listg: alist of pagesthatbelongto a VM object. This allows an objectto easilyaccess
pageghatit owns.

Eachpagestructurecontainsa pointerto theobjectthatownsit, andits offsetin thatobject.
Eachpagestructurealsocontainghephysicaladdres®f thepageto whichit refers.Finally,
therearea numberof flagsthatareusedby the VM systemto storethe stateof the page.
Suchflagsinclude“busy” “clean; and“wanted:.

The VM systemprovidesfunctionsto allocateandfree pagesto addandremove
pagedrom the hashtable,andto zeroor copy pages.

2.4.4 Copy-on-write and Object Chaining

Oneimportantaspecbf theVM systemis how it handlesmemoryobjectsthataremapped
copy-on-write. In acopy-on-writemapping changesnadeto anobjects mappedagesare
not shared— they areprivateto the procesgshatmadethe changesThe BSD VM system
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managesopy-on-write mappingsof VM objectsby using“shadav objects. A shadav
objectis ananorymousmemoryobjectthatcontainghemodifiedpagef a copy-on-write
mappedVM object. Whensearchingor pagesn a copy-on-write mapping,the shadaev
objectis searchedbeforethe underlyingobjectis searched.

Therearetwo forms of copy-on-write mappings:privatemappingsandcopy map-

pings.

e In aprivate copy-on-writemapping.changesnadeby the processvith themapping
are privateto that processput changesnadeto the underlyingobjectthat are not
shadaved by a pagein the shadev objectareseenby the mappingprocess.Thisis
thestandardorm of copy-on-writethatmostUnix-lik e operatingsystemaise andit
is thebehaior specifiedor the mmapsystemcall by the Unix standard$30].

e In a copy copy-on-write mappingthe mappingprocesgetsa completesnapshobof
the objectbeingmappedat the time of the mapping. The mappingprocesswill not
seechange®therprocessemake to theunshadwedareasof theunderlyingobject.
Thisform of copy-on-writerequiresthe useof copy objects— anorymousmemory
objectsthatcontainthe unmodifiedcopy of a modifiedpage— andis not supported
onmostUnix-like platforms.

Private Copy-on-write

Considerafile “test ” thathasjust beenmappedprivate copy-on-write. The mapentry
in theVM mapstructurethatmapstest will pointto the VM objectthatcorresponds$o
test , butit will have boththe“copy-on-write” and“needscopy” attribute set. The copy-
on-writeattributein amapentryindicateshatthemappedbjectis mappedopy-on-write.
Theneedscopy attributeindicateghata shadev objectto hold changegageswill needto
beallocated Whentheprocessirstswritesto themappedareaashadav objectcontaining
thechangedagewill beallocatedandinsertedoetweerthe mapentryandtheunderlying
test object.Thisis shavnin Figure2.11.

Now considemwhathappensf theprocessnappingtest forks off achild process.
In thatcasethe child will wantits own copy of the copy-on-writeregion. In theBSD VM
this causesanotherayer of copying to beinvoked. The original shadev objectis treated
like a backingobject,andthusboththe parents andthe child’'s mappingenterthe “needs
copy” stateagain,asshown in Figure2.12(a).Now wheneitherprocessattemptso write
to the memorymappedby the shadev objectthe VM systemwill catchit andinserta
new shadaev objectbetweerthe mapentryandtheoriginal shadav objectandclear‘needs
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Before write fault After write fault

map entry map entry

needs_copy=T needs_copy=F
copy_on_write=T copy_on_write=T

changed page

Jtest shadow

Jtest

Figure2.11: The copy-on-write mappingof a file. Note the pagesin an objectmapped
copy-on-writecannot be changed.

copy.” Thisisreferredo as“shadav objectchaining: After bothprocesseperformwrites,
theobjectswill beasshowvn in Figure2.12(b).

Notethatin Figure2.12(b)the parentprocesshasmodifiedthe centerpagein the
first shadev objectandthusit hasits own copy of it in its mostrecentshadev object(on
the left). The child processhasnot modifiedthe centerpage,andthusif it wasto read
thatpageit would readthe versionstoredin the original shadev object(thatis sharedoy
boththe parentandchild process).Now considemwhatwould happenf the child process
wasto exit. This is shavn in Figure 2.13. Note that the centerpageappearsn both
remainingshadev objects. However the parentprocesonly needsaccesgo the copy of
the pagein the mostrecentshadev object. The centerpagein the othershadev objectis
inaccessiblandnotneededThereis nolongeraneedfor two shadav objects;they should
be collapsedogetherandthe inaccessiblenemoryfreed. However, the BSD VM hasno
way to realizethis, andthustheinaccessiblenemoryresourcesn the othershadaev object
remainallocatedeventhoughthey arenotin use.

This is referredto asthe “object collapseproblem” 4.4BSDVM did not properly
collapseall objects,andthusinaccessiblenemorycould getstrandedn chainsof shadev
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parent process child process
map entry map entry

needs_copy=T needs_copy=T

shadow

Jtest

(a) Beforewrite faults

parent process child process
map entry map entry

needs_copy=F needs_copy=F

shadow shadow

shadow

Jtest

(b) After write faults

Figure2.12: The copy-on-writemappingafterafork
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parent process
map entry

needs_copy=F

shadow
\ inaccessible page

shadow

Jtest

Figure2.13: The copy-on-write mappingafterthechild exits

objects.Eventuallytheinaccessiblenemorywould get pagedout to the swap areasothe
physicalpagecouldbereused However, theVM systemwould eventuallyrun out of swap
spaceandthe systemwould deadlock.Thusthis problemwasalsoreferredto asthe“swap
memoryleak” bug becausehe only way to free this memoryis to causeall processes
referencingheshadov objectchainto exit.

The objectcollapseproblemhasbeenpartly addressed mostversionsof BSD.
Howevertheobjectcollapsecodeusedio addressheproblemis rathercomplicatecandhas
triggeredmary hoursof detugging.UVM handlesopy-on-writein acompletelydifferent
way thatavoidsthe objectcollapseproblem.

Copy Copy-on-write

Considerntwo processemappingthefile test , asshavnin Figure2.14. ProcessA” has
asharedmappingof test , andthuswhenprocessA changests memorythe changeget
reflectedbackto the backingfile. Process'B” hasa private copy-on-write mappingof

test . Notethatproces®B hasonly writtento thethe centerpageof the object.If process
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process B
map entry

needs_copy=F

process A
map entry

changed page

shadow

shared mapping

Jtest

Figure2.14: Privatecopy-on-writemapping

A writesto theleft-handpageof test beforeprocessB doesthenprocessB will seethe
changesnadeto thatpageby A upto thatpoint. However, oncethe pagegetsaddedo B’s
shadaev objectthenB will nolongerseechangesnadeby A.

Now consideasetupn whichproces® hasasharednappingoftest andprocess
B hasa copycopy-on-write mappingasshowvn in Figure2.15. BeforeprocessA changes
theleft page it mustcreatea copy objectsothatprocesd canaccessheoriginal version
of theleft page.WhenB changeshe middle pageit createsa shadev object. Theshadev
objectnow shadaevs thecopy objectratherthantest ’sobject.A list of objectsformedby
the copy objectpointeris calleda “copy objectchain’

Copy objectsareneededo supporthenon-standardopy copy-on-writesemantics.
Copy objectsaddanothefayerof compleity to theVM codeandmalke theobjectcollapse
problemmoredifficult to addressMaintainingcopy copy-on-write semanticss morealso
expensve than private copy-on-write semantics. Thereare more kerneldatastructureto
allocateandtrack. Thereis anextradatacopy of a pagethatthe privatemappingsemantics
doesnt haveto do. Processewith sharednappingsf files musthave theirmappingswrite
protectedvhene&eracopy objectis madesothatwrite accesset theobjectcanbecaught
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shared mapping

Jtest

by a pagefault. Becauseof this, severalbrancheof the BSD family have removed copy
objectsandcopy copy-on-write mappingdrom thekernel.

2.4.5 PageFault Handling

Now thatthe VM objectstructurehasbeenexplainedthegeneraprocedurausedto handle
pagefaultscanbe explained. Whenmemoryis referencedy a processoneof two things
canhappen:

e The referencedaddresshasa valid mapping and the datais accessedrom the
mappedphysicalpage.

e Thereferencedaddresasaninvalid mapping andthe MMU causesa pagefault
to occur Thelow level machine-dependenbdecatcheghe pagefaultandcallsthe
VM pagefaultroutine.If thepagefaultroutinecannothandlethefaultthenit returns
afailurecodethatcauseshe programto receve a “segmentatiorviolation”
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Thepagefaulthandleiis calledwith theVM mapof theprocesshatcausedhefault,

the virtual addresof the fault, and whetherthe faulting processwvas readingor writing
memorywhenthefaultoccurred A simplifiedversionof thefaultroutine’s operations as
follows:

1.

Thelist of entriesn theVM mapis searchedor themapentrywhosevirtual address
rangethefaultingaddresgallsin. If thereis no suchmapentry, thenthefaultroutine
returnsanerrorcodeandthe procesgetsa sggmentatiorviolation.

. Oncethe propermapentryis found,thenthefault routinestartsat the VM objectit

pointsto andsearche$or theneedegage.If thepageis notfoundin thefirst object,
the fault routine traversesthe shadev objectchainpointersuntil it eitherfinds the
pageor runsoutof objectsto try. If thefaultroutinerunsout of objectsto try it may
eithercausethefaultto fail or allocatea zerofill page(dependingonthe mapping).
Thefaultroutineleavesa busypagein thetop level objectto preventotherprocesses
from changingts objectwhile it is processindghefault.

. Oncethe properpageis found the objects VM pagermustretrieve from backing

storeif it is not resident. Thenthe fault routinechecksto seeif thisis a write-fault
andif the objectthatownsthatpagehasa copy object.If it doesthenacopy of the
pageis madeandtheold versionof the pageis placedin the objectpointedto by the
copy objectchainpointer

. If thefault routinehada VM pagerdo I/O to getthe neededpbage,thenthe pager

unlockedall the datastructureseforestartingthe I/O. In this casethe fault routine
mustreverify the lookupin the VM mapto ensurethatthe process’'mappingshave
notbeenchangedincethe startof thefault operation.

. Next thefault routineasksthe pmaplayerto mapthe pagebeingfaulted. The fault

routinemustdeterminethe appropriaterotectionto usedependingpn the copy-on-
write statusandthe protectionof themapentry,

. Finally, thefault routinereturnsa succesgodesothatthe processanresumerun-

ning.
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2.4.6 Memory Sharing

Wehave discussethevariousway memorycanbecopiedin theBSDVM systemMemory
sharingis muchsimplerthanmemorycopying anddoesnotrequireobjectchains.Memory
canalsobesharedn anumberof waysin theBSD VM systemincluding:

e In amultithreadecervironment,the VM mapandpmapstructuresof a procesan
besharedoy its threads.

e Virtual memoryspacecanbe sharedusingsharemaps.

e Memory objectssucha files canbe mappednto multiple virtual addresspacesdy
beingreferencedy multiple VM mapentry structures.This allows thosememory
objectsto be sharedamongprocesses For example,thereis only one/bin/ls
memoryobjectandits text anddatapagesaresharedy all processesn thesystem.

e Objectsthatare copiedwith copy-on-write usesharedread-onlypagesto deferthe
copy until the pagesareactuallywritten.

2.5 Summary

In this chapterwe have reviewed the overall architectureand operationof the BSD VM
system.We introducedthe major datastructuresandfunctions,andexplainedin detailthe
copy-on-writeoperation.In thenext chaptemwe will give anoverview of theUVM system
andexplainhow it differsfrom theBSD VM system.
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Chapter 3

UVM Overview and RelatedWork

A computers virtual memorymanagementardware provides an operatingsystemwith
a powerful tool for moving andsharingdataamongprocessesHowever, mostUnix-like
operatingsystemgdo not take full advantageof thistool. This is dueto the evolution and
compleity of memorymanagement Unix-like operatingsystem[39]. Early versionsof
Unix ranon computerghatdid nothave hardwaresupportfor virtual memory ThusUnix’s
I/0 applicationprogrammeinterface(API) wasnotdesignedvith virtual memoryin mind
anddid not include featureslike memorymappedfiles and pageremapping. Although
Unix was portedto computerswith hardware supportfor virtual memoryin 1979, the
mmapsystemcall was not commonly available until the late 1980swith the releaseof
SunOS4. In BSD, mmapwasfirst scheduledo appearin 4.2BSD but did not actually
appeauntil the19934.4BSDreleasevhentheagingBSD VAX VM systemwasreplaced
with thesystemfrom Mach([39, 69]. While thenew Mach-based/M systenbroughtsome
memoryfeaturessuchasmmapto BSD, it still did nottake full advantageof theflexibility
thatamodernMMU canoffer.

We introduceUVM, a new virtual memorysubsystenfor BSD that makesbetter
useof existing hardware memorymanagemenfieaturesto reduceoverheadandimprove
performance.UVM providesnew featuresthat are eithernot possible,or difficult or ex-
pensve to achieze with the old BSD system. UVM is implementedentirely within the
framework of BSD andthusmaintainsall the featuresandstandardoartsof thetraditional
Unix environmentthat programmersiave cometo expect. The first releaseof UVM in
NetBSDrunson several platformsincluding 1386-PC,DEC Alpha, Sun Sparc,Motorola
m68k,andDEC VAX systemslt is alreadybeingusedon systemsaroundtheworld.

In this chaptemwe presenta high-level overview of UVM anddiscussUVM in the
contet of relatedwork. We begin by presentingVM designgoalsin Section3.1. In
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Section3.2we examinethe new andimprovedfeaturesof UVM. In Section3.3we present
adesignoverview thatparallelsthe overvien of BSD VM from Chapter2. In Section3.4
wediscusgelatedwork. We concludethechaptemith two tableshatsummarizeahe UVM
work. Table3.1 containsacompletdist of functionalcomponentsef UVM, corresponding
to UVM’' s major sourcefiles. Table 3.2 summarizegshe main designpointsand “issues
faced”"while designingandimplementingdVM.

3.1 Goals

Ourprimaryobjectvein creatingdVM isto produceavirtual memorysystenthatprovides
aUnix-likeoperatingsysterkernelsl/O andIPCsubsystemwith efficientVM-baseddata
movementfacilitiesthathave lessoverheadhana traditionaldatacopy. While traditional
VM researcloftenfocusesonworking setsizeandpagereplacemenpolicy, ourresearchs

focusedon efficient VM-baseddatamovement.Unlike mary otherVM researclprojects,
ourwork hasbeenimplementecaspartof anoperatingsystemthatis in wide-spreadise.
Thus, we have designedour new virtual memoryfeaturesso that their presencean the

kerneldoesnot disruptotherkernelsubsystemsThis allows experimentalchangego be

introducedinto the I/O and IPC subsystengradually thus easingthe adoptionof these
features Ourwork centersaroundfive majorgoals:

Allow a procesdo safelylet a shared copy-on-write copy of its memory be used
either by other processesthe 1/0 system,or the IPC system. The mechanisnused
to do this shouldallow copiedmemoryto comefrom a memorymappedile, anorymous
memory or a combinationof the two. It shouldprovide copiedmemoryeitheraswired
pagedor thekernels /O or IPC subsystemsyr aspageablenorymousmemoryfor trans-
fer to anothemprocesslt shouldgracefullypresere copy-on-writein the presencef page
faults,pageoutsandmemoryflushes.Finally, it shouldoperatein sucha way thatit pro-
videsacces$o memoryatpage-leel granularitywithoutfragmentingor disruptingthe VM
systems higherlevel memorymappingdatastructures.Section7.1 describeshow UVM
meetghis goalthroughthe pageloanoutmechanism.

Allow pagesof memory from the I/O system,the IPC system,or from other
processeso be inserted easily into a process’addressspace. Oncethe pagesarein-
sertedinto the procesghey shouldbecomeanorymousmemory Suchanorymousmem-
ory shouldbe indistinguishabldrom anorymousmemoryallocatedby traditionalmeans.
Themechanisnusedto do this shouldbe ableto handlepageghathave beencopiedfrom
anotherprocessaddresspaceusingthe previous mechanisnpageloanout). Also, if the
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operatingsystemis allowed to choosethe virtual addresswherethe insertedpagesare
placed,thenit shouldbe ableto insertthemwithout fragmentingor disruptingthe VM
systems higherlevel memorymappingdatastructures.Section7.2 describeshov UVM
meetghis goalthroughthe pagetransfermechanism.

Allow processesand the kernel to exchangelarge chunks of their virtual ad-
dressspacesusing the VM systems higher-level memory mapping data structures.
Sucha mechanisnshouldbe ableto copy, move, or shareary rangeof a virtual address
space.This canbe a problemfor someVM systemsbecauseét introduceshe possibility
of allowing a copy-on-write areaof memoryto becomesharedwith anothemprocess.The
perpagecostfor this mechanisnshouldbe minimized. Section7.3 describeshow UVM
meetghis goalsthroughthe mapentry passingnechanism.

Optimize the parts of the VM systemthat effectthe performanceand complex-
ity of our new VM operations. We wish to take advantageof lessonswve have learned
from observingthe Mach basedBSD VM system(and other VM systems),we hopeto
make useof BSD VM’ s positive aspectahile avoiding its pitfalls. UVM addressefour
major pitfalls of theBSD VM asfollows:

e UVM eliminatesobject chainingandreplacest with a simple two-level memory
schemethusremoving theinefficienciesandcodecomplexity associateavith main-
tainingandtraversingshadev objectchainsof arbitrarylength.

e UVM eliminatesswap memoryleaksassociatedvith partially unmappinganory-
mous memory objectsby providing efficient perpagereferencecountersthat are
invokedwhenmemoryis partially unmapped.

e UVM eliminatesunnecessarynap entry fragmentationrassociatedvith the wiring
andunwiring of memory

e UVM introducesa new i386 pmapmodulethattakesadvantageof all the VM hard-
warefeaturesof the i386 (e.g. singlepageTLB flush, global TLB entries)andre-
duceshe probability of deadlockandsystenmcrashes.

Impr ove the secondaryelementsof the VM systembasedon our obsewations
of UVM and other VM systems We hopeto reduceunnecessargompleity andimprove
the kernels overall performanceanddesign. UVM featuresa large numberof secondary
designimprovementghatmeetthis goal. For example,aggressiely clusteringanorymous
memoryfor pageoutallows UVM to alwaysform the largestpossibleclusterwhen pag-
ing out to swap, and clusteredpageinof residentpagesreducesapplicationpagefaults.



39
In additionUVM unifiesthe handlingof contiguousand non-contiguougphysicalmem-
ory. It alsoimprovesmemoryobjecthandlingby reducingthe numberof softwarelayers
associateavith objectmanagementChapter8 detailstheseand other secondarydesign
improvements.

3.2 UVM Features

In thissectionwe describehenew featuresntroducedn UVM aswell astheexistingBSD
featureghathave beensignificantlyimprovedin UVM.

3.2.1 NewFeatures

UVM introducedour significantnew featuresnot provided by the BSD VM system.To-
getherthesefeaturesreducethe overheadassociatedvith moving data, thusimproving
systemperformanceTheimplementatiorof thesefeaturesvasmadepossiblethroughthe
improveddesignandorganizationof UVM.

PagelLoanout. UVM allows pageghataremanagedy thevirtual memorysystem
to be usedby otherkernelsubsystemaswell asotherprocessesLoanedout pagesare
sharedread-only Shoulda processattemptto changedatain a loanedout pageUVM
copiesthe datato a new non-loanegagebeforeallowing the change Any managegage
in theVM systemcanbeloanedout, whetherit is partof amemorymappedvnodeor part
of ablock of anorymousmemoryallocatedwith malloc . Pagersneedonly have minimal
knowledgeof a pages loanoutstatusto operate. The BSD VM systemhasno supportfor
pageloanout.

As anexampleof pageloanouts usefulnessgonsiderthe procesof transmittinga
disk file overthe network. Beforemmapwasavailable,a userprocesswvould have to read
thefile into its anorymousmemoryandthenwrite it to asoclet. This procesgesultsin two
datacopies:oneinto theusers addresspaceandonefrom theusers addresspaceanto the
kernelnetworking subsystens mbuf dataarea.With the adventof mmap BSD VM users
could reducethe overheadof this operationby onecopy if they simply memorymapped
the file into their addressspaceratherthanreadit into anorymousmemory In UVM,
pageloanoutallows for furtherimprovementsthe processannow mmapthefile andthen
causeits pagesto be loanedto the networking subsystemthereby eliminatingthe copy
from the memorymappedareato the mbuf dataarea. Whenthe networking subsystenis
finishedwith the pagest will terminatetheloan. Thesamedoanoutschemeanbeapplied
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to devicesaswell. For example,whenwriting to anaudiodevice, the users buffer canbe
loanedout to theaudiohardwareratherthancopiedinto aninternalkernelbuffer, thereby
eliminatingonedatacopy.

PageTransfer. UVM allows otherkernelsubsystemso transferpagesundertheir
controlto a processhormalvirtual memory Pagetransferis the oppositeof pageloanout.
In pageloanouta procesdoansits pagesout to the kernelor anotherprocess.In page
transfer a processecevespagedrom the kernelor anotherprocess Pagetransferallows
kernelsubsystem® readdatainto pagesandthendonatehosepagedo UVM. Thiscauses
themto becomeanorymousmemorypagesthat can be insertedinto a process’address
spaceor into the kernels addresspace.Thus,the networking subsystentouldusea page
for alarge mbuf andthenpasshatmbuf dataareato a processOr theaudiosystemwhen
recording,could storethe recordeddatain pagesthat canbe directly passedo the user
withouta datacopy.

TheBSDVM systemhasnointerfacefor pagetransfersin orderto implementthis
in the BSD VM onewould have to write codeto negotiatethe shadev and copy object
chainsassociateavith anorymousmemoryanddeterminethe correctobjectto putthein-
boundpageinto while beingcarefulto avoid interferingwith objectsthatarein theprocess
of beingcollapsecdr arecurrentlylocked.

Map Entry Passing UVM allows processesind the kernelto dynamically ex-
changevirtual memoryaddresspace.The addresspacecancontainany numberof map-
pingsandcanbe dynamicallysharedwith, or copiedor donatedo otherprocessesr the
kernel. This allows processe$o easily passvirtual memorybetweenthemseleswithout
copying data.This canbea usefulsubstituteor a Unix pipewhenlarge chunksof dataare
beingexchanged.

The BSD VM systemdoesnot supportmapentry passing.Memory exchangebe-
tweenprocessess limited to the copying andsharingthathappensvhena procesdorks.
Someversionsof BSD do, however, supportthe Unix SystemV sharednemoryinterface.
This interfacecanbe usedby a procesgo preallocatea contiguousblock of anorymous
memoryandthenallow otherprocesseto attachto it. While useful,this interfaceis lim-
ited whencomparedo UVM’ s mapentry passing.SystemV sharednemoryonly allows
processeaccesso one contiguousblock of memory and processesttachingto it must
shareit (e.g.they cant geta copy-on-writecopy of it).

Map entry passingalsoallows a procesdo grantanotherunrelatedorocessaccess
to only partof afile. In traditionalUnix, if afile descriptons passedo anothermprocess
usingfile descriptompassingthenthereceving procesgetsaccesso theentirefile atwhat
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ever permissiorthefile descriptorallows. The only way to passpartialaccesof afile to
anothemprocesss to openthefile, mmapn thepartof thefile to beaccessed;losethefile,
andthenfork a child procesghatonly hasaccesgo the partof thefile thatwasmemory
mapped.

Using UVM’ s map entry passing,ary processcan memorymap a part of a file
andthenoffer to sendthat mappingto otherprocessesThis could be usefulin allowing
processeacces$o only a page-sizedectionof a databasdor example.

Partial Deallocation. In the BSD VM whena block of anorymousmemoryis
mappedthe VM map getsa referenceto an anorymousVM objectthat backsthe map-
ping. If the procesdeallocategi.e. unmaps) partof the mappingthenthe referenceo
the backingobjectis broken up into multiple referencesandthe referenceo the areaof
memorybeingreleaseds dropped.Unfortunatelythe BSD VM hasno way of telling the
backingobjectthatpartof its memoryis nolongerin useandshouldbefreed.As aresult,
the memoryremainsin the objectalthoughit is no longeraccessibleThis canresultin a
swap memoryleak condition. This is currentlynot a problemin BSD becausenostBSD
programausethetraditionalmalloc thatallocateanemoryoff the heapratherthanusing
anorymousmemorymappingfor memoryallocation.However, dueto increasedlexibility
memory-mappedisermemoryallocatorsare becomingmore commonso this could be-
comeaproblem.UVM canhandlethe partialdeallocatiorof anorymousmemorywithout
ary swapspacdeaks.

3.2.2 Improved Features

Therearea numberof BSD VM featureshathave beensignificantlyimprovedin UVM.
Someof themoreinterestingmprovementsarelisted below.

Simplified Copy-on-write. In UVM the managemenof copy-on-write memory
hasbeengreatly simplified. The BSD VM’s shadev and copy objectchainshave been
replacedwith a simpletwo-level schemébasedon pagereferencecounters.As aresultall
the BSD VM codeneededo manageandcollapseshadev andcopy objectchainsis not
necessaryn UVM. This simplifiesthe pagefault routineandeliminatesa large chunkof
theobjectmanagemertode.

Clustered anonymousmemory pageout. UVM supportsthe clusteringof I/O at
all levels. By storingdatain alarge contiguousareaof backingstore,multiple I/O paging
operationsanbe “clustered’into a singlelagerl/O operation.OneplacewhereUVM’ s
I/O clusteringreally paysoff is in the pageoubf anorymousmemoryto swap. In theBSD
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VM, anorymousmemoryis staticallyassignedo an areaof swap basedon the objectin
whichit lives.Onceasectionof ananorymousobjectis assignedo anareaof swapit will
alwaysbe swappedout to thatlocation(aslong asthe objectis still active). Thusmemory
assignedo differentobjectswill not be contiguousand must be pagedout in multiple
operations.

UVM takesadwantageof the factthatanorymousmemorythat needsto be paged
out canbe pagedto ary partof the swap areaand collectsanorymouspagestogetherso
thatit canperformonebig pageoutl/O operation. As a resultwhenmemoryis scarce,
anorymousmemorycanbe pagedout muchfasterin UVM thanBSD VM, thusmaking
therecoverytime for scarceamemorymuchshorter

Impr oved pagewiring. Datais saidto be wired if it residesn a pagethatis set
to alwaysberesidenin memory Thus,theaccesgime for wired memoryis alwayssmall
becausehe VM systemnever hasto wait for the pagerto do I/O from backingstoresince
the datais alwaysresident. In bothBSD VM andUVM the wired statusof memoryis
storedin two places. Eachmap entry hasa wiring attribute that indicatesthat all pages
mappedy thatentryshouldbewired. Also, eachpageof memoryhasawiring countthat
if non-zerandicateshatsomeprocesor thekernelneedghatpageof memoryto remain
residentatall times.

Sincetheattributes— includingthewired status— containedn amapentrystruc-
tureapplyto all pagesmappedy theentry, changinghewiring of asinglepagewill cause
the mapentryto be brokenup into two or threemapentry structureseachwith different
wiring counts.This canleadto mapentryfragmentationywhichis inefficient becausenap
entriesarestoredon alinkedlist andeachtime a mapentryis fragmentedt increaseshe
time it takesto searctthelist for amapping.UVM includesimprovementghatattemptto
avoid fragmentingmapstructuresn severalcommonwiring casesthusreducingmapping
fragmentatiorandthe overheadassociateavith it.

Efficient traversal. Both the BSD VM systemandUVM have several structures
thatcanbetraversedn morethanoneway. For example,thepagesn aVM objectareon
bothalinkedlist andin ahashtable.BSDVM only traversesiatastructuresn oneway. In
UVM thecodedynamicallychoosesvhich styleof traversalwould have lessoverheacand
useghatstyleof traversal.For example whenremoving asinglepagefrom aone-hundred-
pageobject,it makessensdo usethehashtable.But whenremoving all onehundredoages
from the objectit makesbettersensdo usethelinkedlist. UVM comparegshe sizeof the
areabeingtraversedwith the total numberof pagesn the objectto decidehow to traverse
it.
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Reducedlock time during unmap. Two operationgnustbe performedo remove
mappinggrom anaddresspaceFirst,oneor moremapentriesareremovedfrom themap,
andsecondthe memoryobjectsreferencedy the mapentriesaredropped. In the BSD
VM, theVM systenmlocksthe mapfor bothof theseoperationsHowever, thisis notreally
necessaryThe maponly needgo belocked whenthe mapentry datastructuresarebeing
changednotwhenmemoryobjectreferencesrebeingdropped.

UVM restructureshe unmappingunctionsin sucha way thatthesetwo functions
areseparatedndthemapcanbeunlockedduringthereferencealrop. Thisis usefulbecause
if theunmapdropsthe lastreferenceo a memoryobjectit may causethe objects pager
to performl/O (possiblysynchronousgaspartof a cleanupoperation.Sincethat1/O can
take awhile, in theBSD VM themapthatis beingunmappedvould be lockedthroughout
the I/O operation.However, in UVM the mapis unlocked andcanbe accessedby other
processesr thekernelasneededThel/O will notblock accesso themap.

3.3 High-Level DesignOverview

This sectioncontainsa high-level designovervienv of UVM. Like the BSD VM system,
UVM is dividedinto two layers:the machine-dependeandmachine-independetayers.
Themachine-dependerdyerof UVM is almostidenticalto the machine-dependetdayer
of BSD VM. This allows BSD VM pmapmodulesto be usedby UVM with only minor
changes.

3.3.1 UVM’'sMachine-IndependentLayer

Thehigh-level functionsof the VM systemarehandledby the machine-independeldayer
of UVM. Theactvities of the machine-independeldyerarecenterecaroundeightmajor
machine-independewufatastructures. While UVM hasmore major datastructureshan
BSD VM, UVM'’ s datastructuresaregenerallysmallerandusedin alesscomplex ways.
TheUVM datastructuresare:

vispace: describes virtual addresspaceof a process.Thevmspace structurecon-
tainspointersto a processvm.map andpmap structuresand containsstatisticson
theprocessmemoryusage.

lUVM datastructuresarecalled“vm.” if they areeithernew or if they areminor modificationsto BSD
VM datastructureslUVM datastructuresarecalled“uvm_” if thereis a correspondingvm.” datastructure
in BSD VM thatis completelydifferentfrom the uvm_. one. OnceUVM no longerhasto co-exist in the
sourcetreewith BSD VM thenthedatastructureswill berenamedothatthey aremoreuniform.
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vmmap: describeghe virtual addresspaceof a processor the kernel. It containsa list

of vm_map.entry structureghatdescribevalid mappingsandtheir attributes. The
vm.map playsthesamerole in bothBSD VM andUVM.

uvmobj ect : forms the lower layer of UVM’ s two-layer mappingscheme. A UVM
objectdescribesfile, azero-fill memoryarea,or adevice thatcanbemappednto a
virtual addresspace.Theuvm_object containsalist of vm_page structureghat
containdatafrom thatobject. Unlike VM objects,UVM objectsarenot chainedfor
copy-on-write.

vmamap: formstheupperlayerof UVM’ stwo-layermappingscheme A vm.amap de-
scribesan areaof anorymousmemory The areamay have “holes” in it thatallow
referenceso thelowerunderlyingobjectlayer.

vmanon: describesa singlevirtual pageof anorymousmemory The pages datamay
residein avm._page structurepr it maybepagedoutto backingstore(i.e. theswap
area).

vmar ef : a small datastructurethat pointsto a vm.amap andan offsetin it. The aref
structures partof themapentrystructurethatis linkedto thevm.map structure.

uvmpager ops: asetof functionspointedto by a uvm object thatdescribehow to
accesdackingstore.ln theBSD VM thereis onevm. pager structurepermemory
objectthat accessebackingstore,andeachvm_pager structurepointsto a setof
pagemperationsin UVM thevm.pager layerhasbeerremoredanduvm_object
structureshow pointdirectly to auvm_pagerops structure.

vmpage: describes pageof physicalmemory Whenthe systemis booteda vm_page
structureis allocatedfor eachpageof physicalmemorythatcanbe usedby the VM
system.

Figure 3.1 illustratesthe generallayout of the UVM datastructures. The kernel
andeachproceson the systemhave a vm.map structureanda machine-dependepmap
structurethatdefinea vmspace . Thevm map structurecontainsalist of mapentriesthat
definemappedareasin the virtual addressspace. Eachmap entry structuredefinestwo
levels of memory The mapentry hasavm.aref structurethat pointsto the vm.amap
structurethatdefineshetop-level memoryfor thatentry Thevm.amap structurecontains
a list of vm.anon structuresthat definethe anorymousmemoryin the top layer The
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vm.anon structureidentifiesthelocationof its memorywith a pointerto avm.page and
alocationon the swap areawherepagedout datamay reside. The mapentry definesthe
lower-level memorywith apointerto auvm_object pointer Theuvm.object structure
containsalist of vm_page structureghatbelongto it, anda pointerto a uvm_pagerops
structurethatdescribesiow the objectcancommunicatavith backingstore.

Thevm page structuresarekeptin two additionalsetsof datastructuresthe page
gueuesandtheobject-ofsethashtable.UVM hasthreepagequeuestheactive queuethe
inactive queue andthefree queue. Pagegshatcontainvalid dataandarelikely to bein use
by a processor the kernelarekepton the active queue.Pagesthat containvalid databut
arecurrentlynot beingusedarekepton the inactve queue. Sinceinactive pagescontain
valid data,it is possibleto “reclaim” themfrom theinactive queuewithouttheneedto read
themfrom backingstoreif thedatais neededgain.Pagesonthefreequeuedo notcontain
valid dataand are availablefor allocation. If physicalmemorybecomesscarcethe VM
systemwill wake the pagedaemoandit will force active pagesto becomeinactive and
freeinactive pages.

The object-ofset hashtablemapsa pages uvm_object pointerandits offsetin
thatobjectto a pointerto the pages vm page structure.This hashtableallows pagesn a
uvm_object to belookedup quickly.

UVM’ s simplifiedmachine-independefdyeringmakessupportingnevy UVM fea-
turessuchaspageloanoutandpagetransfereasier For example,UVM’ s two-level amap-
object mappingschemesimplifies the processof locatinga pageof memoryover BSD
VM’ s objectchainingmechanism.And UVM’ s anon-base@norymousmemorysystem
allows virtual pagedo be exchangedetweerprocessewvithout the needfor objectchain
manipulations.

3.3.2 Data Structure Locking

Datastructurelocking is animportantaspecbf a virtual memorysystemsincemary pro-
cessesanbeaccessinyM dataconcurrently Locking caneitherbe donewith onelarge
lock that locks all actve VM datastructuresor with multiple small locks. The use of
multiple smalllocksis known as“fine-grainlocking.” Fine-grainlocking is importanton
multiprocessosystemsvhereeachprocessors runningits own processjf onebig lock
wasusedon sucha systemonly oneprocessomwould be allowedto accesgshe VM struc-
turesat atime. Therearetwo typesof locks commonlyused: “sleeplocks” and “spin
locks” With a sleeplock, if a processs unableto acquirethe lock thenit releaseshe
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Figure3.1: UVM datastructurestaglance.Notethatthereis onevm.aref datastructure
within eachmap entry structure. The pagequeuesand object-ofset hashtable are not
shawn.
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processountil thelock canbeacquiredthusallowing otherprocesseto run). With a spin
lock, the processontinuedo attemptto acquirethelock until it getsit.

The BSD VM systemis basedon the MachVM systemwhich supportdine-grain
locking of its datastructuredor multiprocessosystems.WhenMach VM wasportedto
BSD, the fine-grainlocking supportwasignoredbecausd8SD wasbeingusedon single
processosystemsQOvertime,aschangesveremadeto BSD, thelocking supportdecayed.
While UVM currentlyis only beingusedonsingleprocessosystemsBSDis in theprocess
of beingportedto multiprocessosystems. Thus, as part of the UVM project, the fine-
grain locking codewas restoredfor future use. However, addingamapsand removing
shadav/copy objectchainingfrom the VM systemfundamentallychangeghe way data
structuresaareused,andthusthefine-grainlocking schemdor UVM hadto beredesigned
to take thesechangesnto account.

The main challengewith datastructurelocking is to choosea setof locks anda
locking schemehatavoid both datacorruptionanddeadlock.Thefactthatthe BSD VM
systems locking is not used,incomplete,and not well documentednaderepairingthe
damageandaddressinghe new datastructuresn UVM difficult. In additionto figuring
outwhatlockingschemeo use thelockingsemantic®f all thefunctionsof theVM system
hadto be defined,andusedconsistentlywithin all VM code.For example,somefunctions
aredesignedo be calledwith unlocked mapswhile otherare designedo be calledwith
locked maps. Calling the function with the lock setthe incorrectway will eitherleadto
kerneldatastructurecorruptionor systemdeadlock.

A deadlockoccurswhen a processis waiting to obtain a lock that it is already
holding (thusit can never acquireit), or whentwo or more processesre waiting in a
circular patternfor locksthatthe otherprocesseareholding(e.g. A is waiting for alock
that B is holding, and B is waiting for a lock that A is holding). It is well known that
deadlockcanbe avoidedif all processesllocatetheir locksin the sameorder (thusno
loopscanform). UVM usesthis schemdo avoid deadlock.UVM alsoattemptdo reduce
contentiorfor datastructurdocksby minimizingtheamountof timelocksareheld. Before
startingan1/O operationUVM will dropall locksbeingheld. Also, UVM doesnot hold
ary locks during the normalrunning of a process. So, whena VM requestcomesinto
UVM, it is safeto assumehattherequestingprocesss not holdingary locks.

Thefollowing datastructurehavelocksin UVM. Thedatastructuresrepresented
in theorderin thatthey mustbelocked.

map: thelock on a map datastructurepreventsary processotherthanthe lock holder
from changingthe sortedlist of mapentrieschainedoff the mapstructure.A map
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canbereador write locked. Readlocking indicatesthatthe mapis just beingread
andno mappingswill be changed.Write locking the mapindicatesthat mappings
will bechangedndthattheversionnumberof themapshouldbeincrementedMap
versionnumbersareusedto tell if amaphasbeenchangedvhile it wasunlocked. A
write-lockedmapcanonly beaccessebly theholderof thelock. A read-locledmap
canbeaccessety multiple readersAttemptingto lock a mapthatis alreadylocked
will causehelocking procesgo be putto sleepuntil thelock is available.

amap: theamaplock preventsary processrom addingor removing anonstructuregrom
the locked amap. Note that this doesnot prevent the anonstructuresfrom being
addedor removedfrom otheramaps.

object: the objectlock protectsthe list of pagesassociatedvith the objectfrom being
changed.It alsoprotectsthe “flags” field of the pagedatastructureof all the pages
in thatobjectfrom beingchanged.

anon: theanonlock protectghe pageor diskblocktheanonpointsto from beingchanged.
It alsoprotectshe“flags” field of the pagedatastructurefrom beingchanged.

pagequeues: the pagequeuelock protectspagesrom beingaddedor removedfrom the
active andinactive pagequeueslt alsoblocksthe pagedaemorfrom running.

For mostof the UVM systemthis locking orderis easyto maintain.However, there
is a problemwith the pagedaemon. The pagedaemornrunswhenthereis a shortageof
physicalmemory The pagedaemonoperatedy locking the pagequeuesandtraversing
themlooking for pagedo pageout. If it findsatargetpageit mustlock the objector anon
thatthe pagebelongso in orderto remove it from thatobject. Thisis adirectviolation of
thelocking orderdescribedabore. However, this problemcanbe worked around. When
the pagedaemorattemptgo lock the memoryobjectowning the pageit is interestedn it
shouldonly “try” to lock theobject,asshavn in Figure3.2. If theobjectis alreadylocked,
thenthe pagedaemorshouldskip the currentpageandmove onto the next oneratherthan
wait for the memoryobjectto be unlocked. Having the pagedaemorskip to the next page
doesnotviolate UVM'’ slocking protocolandthushasno dire consequences.

3.3.3 VM Maps

In UVM, thevm.map structureandits correspondingdjst of vm.map_entry structuress
handledin muchthe sameway asin BSD VM. However, thereare somedifferences.In
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map

amap

object

anon

A
l | pagedaemon: "try" lock
page queues

Figure3.2: TheUVM pagedaemoandlock ordering

UVM, the mapentry structurehasbeenmodifiedfor UVM’ s two-layermappingscheme.
Not only doesit containa pointerto the backinguvm_object structure but it alsocon-
tainsavm.aref structure Thearefpointsto any amapassociateavith themappedegion.

Someof the functionsthat operateon mapshave alsobeenchanged For example,
UVM providesa new functioncalleduvm_map thatestablishes mappingwith the speci-
fied attributes. TheBSD VM systemdoesnot have sucha function: mappingsarealways
establishedavith default attributes. Thusin the BSD VM, afterestablishinga mappingfur-
therfunctioncallsareoftenrequiredto changaheattributesfrom theirdefaultvaluesto the
desiredvalues.Onamulti-threadedystenthis canbea problembecaus¢hedefaultvalue
for protectionis read-write. Thus,whenestablishinga read-onlymappingof a file there
is a brief window — betweerthetime the mappingis establishedwith the default protec-
tion) andthetime thesystemwrite-protectshe mapping— wherethe mapis unlockedand
couldbeaccessedly anotherthread thusallowing it to by-passsystemsecurity

UVM alsoprovidesa correspondingivm_unmap call. The unmapcall hasbeen
restructuredgsothatit holdsthelock onamapfor a shorteramountof time thanthe corre-
spondingBSD VM unmapcall.

For featuressuchaspageloanoutandmapentrypassingnen maprelatedfunctions
hadto bewritten. Thesefunctionsperforma variety of tasksincluding:

e reservingablock of virtual memoryin amapfor lateruse.

e extractingalist of mapentriesfrom amap. Theextractedist caneitherbeacopy of
themapentriesin the sourcemapor the actualmapentriesfrom the sourcemap(in
which casethe mappingsarebeingremovedfrom the sourcemap).
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e replacinga mapentrythatis reservinga block of virtual addresspacewith a new
setof mapentries.

e extractingpagedor loanout. Thetwo-level structureof theamaplayermakesit easy
to dothis. To extractthe pagestheloanoutroutineonly needdo look in oneof two
placedor eachpagebeingloanedascomparedo theBSD VM whereloanoutcode
would have to walk the objectchainsfor eachpageit wishedto loan.

3.3.4 UVM Obijects

Therole of auvm_object in UVM is somavhatdifferentthantherole of avm.object
in BSD VM. In BSD VM, the objectstructureis considerech stand-alonestructureun-
der the completecontrol of the VM system. The BSD VM systemhasfull control over
whenvm.object structuresare allocated,whenthey canbe referencedand how they
canbeused. In UVM, the uvm_object is consideredh secondarystructure. It is usu-
ally embeddeavithin somelarger structurein orderto provide the VM systema “handle”
for memory-mappinghe structure.All operationgperformedonaUVM objectarerouted
throughthe objects pageroperationsTheBSD VM systemhasfunctionsthatoperatedi-
rectly on VM objects.For example,in BSD VM therearefunctionsto createnewv shadaev
objects,collapseobjectchains,adjustthe objectcache,and changethe protectionof an
objects pages.In UVM thereareno suchfunctions: they have eitherbeenmovedto the
pageryor in thecaseof functionsrelatingto objectchainingandtheobjectcachethey have
beenremovedall together

Thus, UVM’s uvm_object  structureshowvn in Figure 3.3 is simplerthan BSD
VM’svm.oobject  structure.It containsa spinlock, a pointerto its uvm_pagerops , a
list of pagedelongingto it, the numberof pageselongingto it, andareferencecounter
Thereare no shadav object pointers,copy object pointers,or object cachepointersin
UVM.

3.3.5 AnonymousMemory Structures

UVM hasthree anorymous memory relateddata structures: arefs, amaps,and anons.
UVM'’s anorymousmemoryhandlingwill be examinedin detail in Chapter4, so only
abrief discussiorof it will beincludedhere.
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uvm_object
object lock objlock
pointer to pager operations pgops ¢—— uvm_pagerops
list of object’s pages memq ¢ VMm_page
number of object’s pages npages
object’s reference count refs

Figure3.3: TheUVM objectstructure

Map entry structurescontainarefstructures Eacharefcanpoint to anamapstruc-
ture. Theamapstructureformsthetop layer of UVM’ s two-layeredvirtual memorymap-
ping schemeandtheuvm_object formsthe backinglayer Eachamapcancontainone
or moreanonstructures Eachanonrepresents pageof anorymousvirtual memory An
anons datacaneitherberesidentin a pageof physicalmemory(in which casethe anon
hasa pointerto the correspondingm_page structure)or it canbe pagedoutto the swap
areaof the disk (in which casethe anoncontainsthe index into the swap areawherethe
datais located).

Copy-on-write is achieved in UVM usingthe amaplayer Copy-on-write datais
originally mappedn read-onlyfrom a backinguvm object . Whencopy-on-write data
is first written, the pagefaultroutineallocatesa new anonwith anew page copiesthedata
from the uvm_object ’s pageinto the nenv page,andtheninstallsthe anonin the amap
for thatmapping.WhenUVM'’ sfaultroutinecopiescopy-on-writedatafrom alower-layer
uvm_object into an upperlayer anonit is calleda “promotion” Oncecopy-on-write
datahasbeenpromotedto the amaplayer, it becomesanorymousmemory Anonymous
memoryalsocanbe subjectto the copy-on-writeoperation. An anoncanbe copy-on-write
copiedby write-protectingts dataandaddingareferencdo theanon.Whenthe pagefault
routinedetectsa write to ananonwith a referencecountgreaterthanone,it will copy-on-
write theanon.

Theintroductionof theamaplayerandtheremoval of objectchaininghada signif-
icanteffectonthe handlingof pagefault routines,andthusthe pagefault routinehadto be
rewrittenfrom scratch.Thisis becausén theBSD VM whenapagefaultoccurstheobject
chainsmustbetraversed But in UVM, ratherthanstartlookingdirectly at VM objects(or
objectchains)the fault routinefirst looks at the amaplayerto seeif the needecagesare
there. If thereis no pagein the amaplayer, thenthe underlyingobjectis asledfor it. If
the underlyingobjectdoesnt have the neededdata,thenthe fault routinefails. Thus,in
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UVM'’ sfaultroutine,thereareonly two placeso checkfor dataandno shadav linkedlists
have to betraversedor managed.
The amapconceptwas first introducedin the SunOS4VM system[28, 46]. In
UVM, the SunOSamapconceptwasenhancedandthenadaptedor the more Mach-like
environmentprovidedby UVM. Amapsandanonsmayalsobe usedfor pageloanoutand
pagetransfer

3.3.6 PagerOperations

The uvm_pagerops structuredefinesthe setof operationghat canbe performedon a
uvm_object structure.Eachuvm_object hasa pointerto its pageroperations.Thisis
differentfrom the BSD VM systemin which thevm.object structurehada pointerto
avmpager , andthatvmpager structurehada pointerto a setof pageroperations.n
UVM the extra vm_pager layerhasbeeneliminatedanda new setof pageroperations
have beencreated.UVM’ s pageroperationsnclude functionssuchasonesthataddand
dropreferenceso auvm_object andfunctionsthatgetandputpagedrom backingstore.
Detailson UVM'’ s pageroperationsanbefoundin Chapter6.

3.3.7 Pages

In UVM, thevm_page structurenasbeenupdatedor amap-basednorymousmemoryand
for pageloanout.In theBSD VM systemanallocatedpageof memorycanbe associated
with avm.oobject . Thatobjectcouldbeanormalobject,or it couldbeashadaev or copy
objectthatwascreatedaspart of a copy-on-write operation.In contrastjn UVM a page
canbeassociatedavith eitherauvm_object orananonstructure.

For pageloanout,aloan counterhasbeenaddedto eachpagestructure.A pageis
loanedoutif it hasanon-zerdoancount.Oneof the challengedacedwhendesigninghe
pageloanoutsystemwasto determinenow to handlecasesvherethe VM systemwantsto
do somethingto a pagethatis currentlyon loan. Oftenthis will requirethatthe loanbe
“broken” If aprocessr the kerneltriesto modify a loanedpage,thenthe loan mustbe
broken. If memorybecomescarceandthe VM systemwantsto pageouta loanedpage,
thentheloanmustbebroken. If theVM systentriesto freeor flushoutaloanedpagethen
the loan mustbe broken. All thesecaseanustbe handledproperly by the pageloanout
code,or datacorruptionwill result. Thus,the additionof the loan countto the vm_page
structurewascritical in gettingloanoutto work properly
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Table3.1: Changedrom BSD VM. The “extentof change’valuesare: new (new code),
replaced(totally rewritten code),revised(samebasicdesignasBSD VM, but revisedand
improvedfor UVM), adjusted(samebasicdesignasBSD VM with minor cleanups)re-
moved(BSDlayerremoredfrom UVM). Eachfunctioncorresponds aUVM source-code

file.

Function | Extent of Change| Description

amap new anorymousmemorymapmanagement

aobj replaced anorymous memory object pagey replaces
thedefault pagerof BSD VM.

device replaced device pagerthatconformsto the new UVM
pagerinterface

fault replaced page fault handler that handlesthe new
anorymousmemorylayer

init adjusted VM startuproutine

km revised kernelmemorymanagementgvisedfor new
UVM pagerandmemorymappinginterfaces

loan new pageloaning— newv UVM feature

map new/adjusted memory mappingroutines— new features
includemapentrypassingandrelatedsupport
functions

mapi/o new mapl/O function (allows readsandwritesto
amap)

mmap replaced/adjusted mmapsystencall replacedptherrelatedsys-
temcallsadjusted

object removed objectmanagemerdode obsoletalueto new
UVM pagerand anorymous memory han-
dling

page revised page management,revised for new non-
contiguougphysicalmemoryhandling

pager replaced/reised | pagerinterface— BSD VM’ s pagerstructure
hasbeenremoved and the pageroperations
revised

pdaemon| revised the pageouidaemonyevisedfor new anory-
mousmemoryhandling

swap adjusted NetBSDspecificswap-spacenanagement

vnode revised vnode pagey revised for UVM pagerinter-
face
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Table3.2: Issuesaddresselly UVM andthesectionsof thisdissertationthataddresshem.
The issuesare groupedinto eight categyories: general,anorymousmemory pagefault,
pager page map,pmap,andtoolsandimplementatiormethods.

Category

Issue

Section

Description

general

locking

3.3.2

designof anew lockingschemehattakes
into accountUVM datastructurechanges
andrestoregine-grainlockingdroppedn
BSDVM

anorymous
memory

amap

designof a new anorymousmemorysys-
tembasedon theamapideafrom SunOS
4 with UVM improvements

inheritance

4.7

a problem facedwhen trying to get an
amap-base@norymousmemorysystem
to support Mach-style memory inheri-
tanceduringafork operation

stack allo-
cation

8.1

amemory-usagproblemfacedwhentry-
ing to useBSD-stylestackallocationwith
an amap-basednorymousmemorysys-
tem

partial un-
map mem-
ory leak

4.3.2

design of a new schemefor releasing
anorymous memory associatedwith a
map entry when that map entry is only
partially unmapped.

pagefault

fault

designof a new pagefault handlerthat
usesamap-basednorymousmemoryfor
copy-on-write rather than Mach object
chainsandalsoattemptgo reducefuture
faultsby takinginto accounthe memory
usageof thefaultingprocess

pager

pager

designof a new pagerinterfacethat re-
moves an unnecessaryayer (the Mach
VM pagerlayer) and changeghe inter-
faceto backing storeto matchthe newv
amap-basednorymousmemorysystem
andto give the pagemmorepower over its
pages

clustered
pageout

8.2

anew designthatallowsthepagedaemon
to dynamicallyclusteranorymousmem-
ory being pagedout into large chunks,
thusreducingpageoubverhead
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Table3.2: (continued)

Category

Issue

Section

Description

fictitious
device
pages

8.4

redesignof the device pagerto usethe
new pagerfault interface so that it no
longer needsto createand pass*“ficti-
tious” vm.page structuresup to therest
of theVM

aobjpager

8.3

designof anew pagerthatsupportdJVM
objects that are bacled by anorymous
memory;this pagerns usedto provide the
SystemV sharedmemoryinterface,and
alsoto supportpageabldernelmemory

vhode
pager

8.5

redesignof the vnodepagerto allow the
kernels vnodesystemto controlthe per
sistenceof vnode VM data rather than
have it donebothby the VM andthevn-
odesystems

vnodesync

8.5.3

improvedthe designof the memorysync
codeto only considervnodesthat have
writable pagesratherthanall vnodeson
thesystem

asyncl/O

6.3.3

redesignof the asynchronoud/O inter-
faceto cleanupits handling

page

loanout

7.1

a new designthat lets virtual memory
pagesbe read-only“loaned” to the ker-
nel or to otherprocessegin the form of
anorymous memory)without disrupting
thenormaloperationof the VM system

transfer

7.2

anew designthatallows otherkernelsub-
systemdo donatetheir pagesto the VM

system;thesepagesbecomeanorymous
memory and can be mappedinto pro-
cesses

VM
startup

8.12

design of a new VM startup proce-
dure that hasa unified way of handling
contiguousand non-contiguougphysical
memoryandreduceghe numberof boot-
time statically-allocatedlatastructures

new page
flags

8.11

a designcleanupof the pageflagsto re-
ducethenumberof flagsandmoreclearly
definetheirlocking
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Table3.2: (continued)

Category Issue Section | Description
map map entry| 7.3 designof amapentrypassingystemhat
passing allowsvirtual memoryto easilybepassed
betweemprocesses a numberof ways
map ex-|7.3.2 designof a mapentry extractionfunction
traction thatallows mapentry passingandl/O on
a map;thisis usedfor the ptrace sys-
tem call and for the processfilesystem
(procfs)
mapping | 8.6 redesignof the mappinginterfaceto use
a single function that provides all nec-
essaryfeaturesand reduceshe needfor
laterVM calls
unmap 8.7 redesigrof thememoryunmappindgunc-
tions sothatthey only hold the maplock
duringaddresspacechangesnotduring
referencedrops
kernel 8.8 adjustedkernel memory allocation and
memory managemenfunctionsto take advantage
manage- of the featuresof the new memorymap-
ment ping function
wired 8.9 revisedthe handlingof wired memoryto
memory reducemap entry fragmentationboth in
thekernelandin userprocesses
buffermap | 8.10.1 redesignedhe memoryallocationof the
BSD buffer cacheto eliminatethe need
for buffer _map; this reduceghe num-
berof staticallyallocatednapentrystruc-
tures
pmap nev 386/ 8.14 rewrite of thei386 MD pmapmoduleto
pmap better managememory and incorporate
improvementsfrom other operatingsys-
temssuchasFreeBSD
nev pmap| 8.13 minor designmodificationsto the pmap
interface interface to better supportpageloaning
andcleanup theinterface(PMAP_NEW)
toolsandimple- | UVM his- | 9.2 a tool that keepsa runninglog of func-
mentationmeth- | tory tions called during the operationof the
ods VM system
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Table3.2: (continued)

Category Issue Section | Description

VM status| 9.4 a systemcall that allows an applica-

system tion to get the statusof the VM system

calls without needingaccesdo /dev/ikmem ;
two sampleapplicationsareincludedwith
UVM: onetext basedandoneX11 based

redundant | 9.2.2 discussionof the use of UVM delug-

calls ging tools usedin the detectionof re-
dundantVM calls in the BSD kernels
fork/exec/«it path

amapover | 9.2.3 discussionthe use of UVM dehugging

allocate tools in the detectionof the amapover-
allocationproblemandthe solutionto it

UVM ddb| 9.3 discussiorof the improvementsmadeto

commands ddb,theBSD kerneldehugger in orderto
helpdehlugvirtual memoryproblemsthis
includesnew featuressuchasbusy-page|
ownershiptracking

old mmap| 8.10.2 discussionof the needto detectandre-

calls move old MAP_FILE mmapsystemcalls

3.4 RelatedWork

In this sectionwe presenian overview of researchhatis relatedto UVM. Suchwork can
bedividedinto two cateories:

1. researctonthe designandimplementatiorof othervirtual memorysystems.

2. researclon I/O andIPC subsystemshattake adwvantageof virtual memoryservices
to improve performance.

We will examinerelatedwork in bothcateyories.

3.4.1 Other Virtual Memory Systems

In this sectionwe examinethe structureof othervirtual memorysystemsaindexaminethe
setof featureghatthey provide. Notethatthe BSD VM systemwasdescribedn detailin

Chapter2.



58
The Mach Virtual Memory System

The Machvirtual memorysystemis usedfor memorymanagemenandIPC in the Mach
micro kerneldevelopedat Carngyie Mellon University[4, 57, 64,71, 72]. TheBSD VM
systems asimplifiedversionof theMachvirtual memorysystem BSDVM andMachVM
bothusethe samemappingstructureto mapprocesseaddresspaceshadev andcopy ob-
ject chainsfor copy-on-write memory anda map-basednachine-dependentrtual mem-
ory layer However, MachVM differsfrom BSD VM in theareasf pagersupporiandIPC
datamovement. Thesedifferencesnake virtual memorymanagementnderMach much
morecomple thanmanagingnemoryunderBSD.

Machis a microkernel. This meanghatonly the coreaspect®f the operatingsys-
tem areactually part of the kernel. Theseservicesncludevirtual memorymanagement,
interprocessommunicationandtaskscheduling.All otheraspectof the operatingsys-
tem suchasprotocolprocessingfilesystemspagersandsystemcall handlinghave been
pushedout into separatéserver” processesProcessesommunicatevith the kerneland
eachotherby sendingmessage® eachotherusingMach messag@assingPC. Thegoal
behindthis structurasto enforcemodularityontheoperatingsystemandto easelehugging
by allowing the Mach senersto be deluggedwithoutthe needto rebootthe microkernel.

Messagepassing Becausef the numberof sener processeseededo provide a
usefuloperatingsystemhe performancef Machis greatlydependentn the performance
of its messaggassingmechanism.Mach messag@assingoperatesn one of two ways.
If the messageas small, thenthe datais copiedinto a kernelbuffer andthencopiedout
to therecipient. However, if the messagés large thenthe virtual memorysystemis used
to transferthe message’'data. Sincethe datatravels separatelyfrom the messagehis is
calledan“out-of-line” message.

Out-of-linemessagearetransferredetweeraddresspacesisingavirtual memory
datastructurecalledacopymap In this contect acopy mapcanbethoughtof asavm.map
thatis notassociateavith any process.To senda Machmessagehevirtual addresspace
containingthe messagés copy-on-write copiedinto the copy mapusingMach’s shadaev
and copy objects. The copy mapis then passedo the recipientof the message.The
recipientthencopiesthe messagéo its addresspace.This mechanisnis similar to using
the copy-on-writefeatureof UVM’ s mapentrypassingnechanism.

The out-of-line messageassingfacility was found to be too expensve in a net-
working ervironmentdueto the high overheadf Machvirtual memoryobjectoperations
[4]. To solwethis problem,the copy mapwasmodified.Insteadof justbeingableto trans-
fer alist of mapentries the copy objectwasoverloadedo alsobeableto transferallist of
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vm.page structures.This reduceghe overheadof sendingdataover a network. To send
a messagavith this mechanisnthe datapagesarefaultedin, marked busy, andputin the
pagelist of the copy map. The copy mapis thenpassedo the networking systemwhich
transmitsthe pagesandthenclearsthe busy bit. The pagesare marked busy while they
arein transit,sothey cannotbe modifieduntil the network operationis complete.Further
optimizationsto this approachallow pageso be “pinned” in memoryfor somecaseshut
for othercaseghe datahasto be “stolen” (i.e. copiedinto a freshly allocatedpage). A
copy mapmaycontainonly alimited numberof pageslf themessageontainanorepages
thanwill fit in acopy map,thena“continuation”is used.A continuations a call backthat
allowsthenext setof pagedo beloadedinto acopy map.

External pagers. Anotherfeatureof Mach is external pagers. In BSD VM all
pagersarecompiledinto the kernelandaretrusted.Machallows a userprocesqpossibly
aMach*“server”) to actasapagerfor avm.object . WhenMach’s pagedaemowantsto
pageout pagethatis managedy anexternalpagerit hasto sendthatpagera messagé¢o
pageouthe page.Sincethe pageris anuntrusteduserprocesst may decideto ignorethe
pagedaemor’pageoutrequestthuscreatinganunfair situation. To addresshis problem,
thecopy mapstructurevasmodifiedto containa pointerto acopy mapcopy object. When
the pagedaemomwantsto pageout a pageof memorymanagedy an untrustedexternal
pagerit allocatesa new copy mapandanewn vmobject to actasthatcopy map’s copy
object. The pagesto be pagedout aretheninsertedinto the copy map’s copy objectand
the copy mapis passedo the externalpager The copy map’s copy objectis managedy
the default pager The default pageris a trustedpagerthatis partof the kernelandpages
anorymousmemoryoutto theswapareaof disk. So,if anexternalpagelignoresapageout
requesfrom the pagedaemoits pageswill getpagedout by the default pagerthroughthe
copy map’s copy object. Note thatthis createsa problem:the pagego be pagedout have
to belongto boththevm object thatbelonggo theexternalpagerandto thecopy maps
copy object.Machsolvesthis problemby allowing pagedo be“doublemapped. A double
mappedrageis a pageof physicalmemorythathastwo or morevm._page structureshat
referto it. In our example,the main vm_page will belongto the externally managed
objectandthe secondvm_page belongsto the copy map’s copy object. Note thatneither
BSDVM norUVM needor allow doublemappedagesin BSDVM thereis aone-to-one
correspondendeetweeravm page andapageof physicalmemory

In currentversionsof Macha copy mapcancontainoneof four possibletems:

e alist of mapentries(like anormalmap)
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e acopy object

e alist of pages
e apointerto anareaof kernelmemory

Therearea numberof functionsthat convert copy mapsbetweerthesefour formats(but
notall cornversionsaresupported).

Fictitious pages.Machalsomakesheary useof fictitious pages.A fictitious page
iIsavmpage structurethathasno physicalmemoryallocatedo it. Thesepagesareoften
usedas busy-pageplace holdersto temporarilyblock accesgo certaindatastructures.
Machfreely movesphysicalmemorybetweemormalpagesandfictitious pagessonormal
pagescaneasilybecomdictitious andvice-versa.

MachVM suffersfrom thesamesortof problemgshatBSD VM does.It hasacom-
plex multi-level object-chainindasedcopy-on-writeandmappingmechanismlt doesnot
allow pagedo be sharedcopy-on-write without usingthis mechanismThus, it is difficult
to have page-leel granularitywithout the extra overheadof allocatingnumerousbjects.
This combinedwith its pagewiring mechanisntanleadto mapentry fragmentation.|t
alsosuffersfrom the samepartialunmapswap-memoryeak problemthatBSD VM does.

The FreeBSDVirtual Memory System

TheFreeBSDvirtual memorysystemis animprovedversionof theBSD VM systen|25].
Oneof themainemphasesf work onthe FreeBSDVM systemis ensuringthatFreeBSD
performswell underload. Thus,FreeBSDis a popularoperatingsystemfor network and
file seners.

Work on FreeBSDVM hasfocusedon a numberof areasincluding simplifying
datastructuremanagementjatacachingandefficient pagingalgorithms.FreeBSDVM'’ s
datastructuresare similar to BSD VM’ s datastructuresalthoughsomestructureshave
beeneliminated. For example, FreeBSDVM no longer hassharemapsor copy object
chains. Sinceneitherof theseare neededio provide a Unix-like virtual memoryervi-
ronmenttheir elimination reduceshe compleity of FreeBSDVM. While FreeBSDre-
tainsMach-styleshadev objectchainingfor copy-on-write, the swap memoryleaksasso-
ciatedwith BSD VM’ s poorhandlingof the objectcollapseproblemhave beenaddressed.
FreeBSDhassuccessfullymeigedtheVM datacachewith the Unix-stylebuffer cachethus
allowing VM and|/O to take betteradwantageof available memory FreeBSDS$ paging
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algorithmsuseclusteredl/O when possibleand attemptto optimize read-ahead@nd pa-
geoutoperationgo minimize VM 1/0 overhead. Thesepagingalgorithmscontritute to
FreeBSDs goodperformanceinderload.

FreeBSDs$ improvementgo objectchainingproducesimilar performancemprove-
mentsasUVM’ s eliminationof objectchaining,howeverthe compleities of objectchain-
ing remainin FreeBSD.Many of FreeBSDs improvementsn the areasof datacaching
andpagingalgorithmsareapplicableto UVM, thusFreeBSDwill be a goodreferencdor
futurework on UVM in theseareas.FreeBSDdoesnot have UVM-style featuressuchas
pageloanoutandpagetransfer Thesefeaturescould be addedto FreeBSDwith somedif-
ficulty, alternatvely objectchainingcouldbeeliminatedfrom FreeBSDandUVM features
added.

The SunOS/SolarisVirtual Memory System

The SunOS4virtual memorysystemis amodernVM systenthatwasdesignedo replace
the4.3BSDVM systenthatappearedn SunOSJ28, 46]. This virtual memorysystemis
alsousedby Sun’s Solarisoperatingsystem.

The basicstructureof the SunOSvirtual memorysystemis similar to the structure
of BSD VM. Thekernelandeachprocesson the systemhave anaddresspacethatis de-
scribedby anas structure.Theas structurecontainsa list of currentlymappedregions
calledseggments.Eachsegmentis describedoy a seg structure.The seg structurecon-
tainsits startingvirtual addressits size,a pointerto a “segmentdriver” anda pointerto
the objectmappednto thatsegment. A sggmentdriver is a standardsetof functionsthat
performoperationson a memorymappedobject. SunOSS as andseg structurecorre-
spondto BSD VM’ svm.map andvm_.map.entry  structures.The SunOSsegmentdriver
correspondgo BSD VM pageroperations. The SunOSmappedobject correspondgo
BSD VM’ svm.object structure.OncedifferencebetweerSunOSVM andBSD VM s
thatin SunOSthe formatof the memoryobjectstructureis privateto the objects segment
driver. Thus,the pointerto the memoryobjectin theseg structurels avoid pointer This
forcesthe pointerto the segmentdriver functionto be in the seg structure. BSD VM
storesthe pointerto its pageroperationstructureoff of its vm.object  structure(through
thevm pager ). Both SunOSVM andBSD VM have “page” structureghatareallocated
for eachpageof physicalmemoryat VM startuptime.

Thedivisionof laborbetweerthepageroperationandthehigh-level VM in SunOS
VM is differentfrom BSD VM. In SunOSalmostall high-level decisionsaredeligatedto
the sgmentdriver, while in BSD VM the high-level VM handlesmostof the work and
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only referenceshe pagerif datatransferis neededetweerphysicalmemoryandbacking
store.For example,in BSD VM the high-level fault routinecallsthe pagerto fetcha page
from backingstore.lt thengoesonto handlecopy-on-writeandmappingthenew pageinto
thefaultingaddresspace.In contrastthe high-level SunOSVM fault routinedetermines
which sggmentthe pagefault occurredin and calls that segmentdriver’s fault routineto
resole thefault. Issuessuchascopy-on-write andmemorymappingin the faulting page
mustarehandledoy the segmentdriver, notthe high-level faultroutine.

Both BSD VM and SunOSVM take a similar approacho dividing the machine-
dependenand machine-independeapectf the virtual memorysystem.SunOShasa
machine-dependetayercalledthe hardwareaddresgranslationHAT) layer The SunOS
HAT layercorrespond$o theBSD VM pmaplayer.

SunOSVM managesopy-on-write and anorymous memorythroughthe use of
amapsandanons.in UVM, the SunOSamapconceptwasenhancedandthenadaptedor
the more Mach-like ervironmentprovided by UVM. In SunOSamapsare not a general
purposeVM abstractiorasthey arein UVM. SunOSamapscanonly be usedby segment
driversthat explicitly allow amapsto be used. Once suchseggmentdriver is the vnode
seggmentdriver. In SunOSareasof memorythat are mappedsharedmustalwaysremain
sharedandareasof memorythataremappedcopy-on-write mustalwaysremaincopy-on-
write. Thus, SunOScannotsupportMach-stylememoryinheritanceor certaintypesof
mapentry passingUVM hasno suchrestriction.SunOSs amapimplementatiordoesnot
appeato supportUVM-style quick traversalor deferredamapallocationduringafork.

Oneimprovementintroducedto SunOSVM in Solarisis the introductionof the
“virtual swap file system”[13]. In SunOS4eachanonon the systemwas statically as-
signeda pageoutocationin the systems swap area.This forcedthe sizeof theswaparea
to begreatetthanor equalto thesizeof mainmemory Thevirtual swapfile systemallows
the backingstoreof ananonto be dynamicallyassignedUVM hasdynamicallyassigned
backingstorefor anorymousmemoryaswell, but afilesystemabstractions notnecessary
andthusis notused.FurthermorelJVM extendsthis ideato implementaggressiely clus-
teredanorymousmemorypageoutlin thisform of pageout clusterof anorymousmemory
is dynamicallyassigned contiguousblock of backingstoresothatit canbe pagedoutin
asinglel/O operation.

SunOSVM currently doesnot provide UVM-lik e featuressuchas pageloanout,
pagetransferandmapentrypassing.Thus,for bulk datatransferunderSunOSonewould
have to usetraditionalmechanismsuchasdatacopying. However, SunOSS$ anon-style
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anorymousmemorysystemandmodulardesignwould easetheimplementatiorof UVM-
stylefeatures.

The Linux Virtual Memory System

Linux is a popularfree Unix-like operatingsystemwritten by Linus Torvalds[66]. We
examinedthe virtual memory systemthat appearsan what is currently the most recent
versionof Linux (version2.1.106).

In Linux, the kerneland eachprocesshasan addresspacethatis describedoy a
mmstruct  structure.Themmstruct  structurecontainsapointerto asortediinkedlist
of vm,area _struct structureghatdescribemappedegionsin theaddresspace.Each
mappedareaof memoryhasa setof flags,anoffset,andapointerto thefile thatis mapped
into thatarea.Eachpageof physicalmemoryhasa correspondingage structure.

VM Layering. Linux VM’s machine-dependent/machine-independigygringis
quite differentfrom eitherSunOSVM or BSD VM. In BSD VM the machine-dependent
pmapmoduleprovidesthe machine-independeMM codewith a setof functionsthatadd,
remove, and changelow-level mappingsof pages. In Linux, the machine-independent
codeexpectsthe machine-dependerbdeto provide a setof pagetablesfor athree-level
forward mappedMMU. The machine-independerbdereadsandwrites entriesto these
pagetablesusingmachine-dependefiinctions(or macros). For machinesvhoseMMU
matcheghe Linux machine-independemodelthe machine-dependerbdecanarrange
for the machine-independemibdeto write directly into the real pagetables. However,
machinesvhoseMMU doesnot matchthe Linux three-leeel MMU machine-independent
modelmustbothemulatethis styleMMU for the machine-independenbdeandinternally
translateMMU requestgo the natve MMU format. An unfortunateresultof this arrange-
mentis thathooksfor machine-dependenacheandTLB flushingmustappeathroughout
the machine-independerbde. In SunOSandBSD VM suchmachine-dependenletails
cansafelybe hiddenbehindthe HAT/pmaplayer. Anotherunfortunateresultof this struc-
ture is that all machine-independenirtual memory operationsthat operateon a range
of virtual addressemustbe preparedo walk all threepagetablelevels of the machine-
independenMMU model.

Linux requireghattheentirecontentof physicalmemorybecontiguouslymapped
into the kernels addresspace. Thus, the kernels virtual addresspacemustbe at least
aslarge asphysicalmemory By mappingall physicalmemoryinto the kernels address
spacelinux canaccessary pageof memorywithouthaving to mapit in. It canalsoeasily
translatebetweermpage structurepointersandphysicaladdresses.
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Copy-on-write. Linux handlescopy-on-writeasfollows. First, eachpageof mem-
ory hasareferencecounter Eachmappingof the pagecountsasareference Also, pages
appearingn the buffer cachealso have anreference. Thusary pagethatis mappedin
directly from afile will have areferencecountof atleasttwo. Any pagewhosereference
countis greaterthanor equalto two is considered'shared. Copy-on-write memoryis
identifiedby acopy-on-writeflagin thevm.area _struct structurehatmapstheregion.
Thefirst read-fult thatoccurson a copy-on-write areaof memorywill causethe backing
file’s pageto be mappedn read-only Whena write-fault occurson a copy-on-write area
of region the faulting pages referencecountis checledto seeif the pageis shared.If so,
thena new pageis allocated(with a referencecountof one),the datafrom the old pageis
copiedto the new page,andthe new pageis mappedn. If aproceswith a copy-on-write
regionforks, the copy-on-writeregionis write protectecandthereferencecounterfor each
mappedoageis incrementedThis causeduture write-faultsto performa copy-on-write.

Copy-on-write memorycanbe pagedout to swap. The swap areais divided into
page-sizedblocks. Eachblock hasareferencecounterthatsayshow mary pagetablesare
referencingt sothe swap subsystenknows whenit is no longerin use. To pagea copy-
on-write pageout to swap the pages PTE is replacedwith aninvalid PTE containingthe
addres®n swapwherethe datais locatedandthe pageis placedin the “swap” file object.
Thepages offsetis setto theaddres®f its locationon swap. Whenall PTEspointingto a
copy-on-write pageareinvalidatedthe pageis removedfrom the swapfile andobjectand
freedfor reuse.NotethatLinux attemptgo placesuccessie swapblock allocationsn the
sameareaof swapto reducel/O overheadbut it appeardo write to swap page-at-a-time).

Whena processeferences pagewho’s PTE hasbeenmodifiedto pointto anarea
of swapa pagefaultis generatedThe pagefault routineextractsthe locationof the page
onswapfromthePTEandsearchetheswapfile objectto seeif thepageis still resident.If
so,thepageis mappedn. If thefaultis awrite fault,theswapblockis freedsincethe data
will bemodified.If the pageis notresidenin the swapfile objecta new pageis allocated,
addedto the swapfile objectat the appropriateoffset, andreadin from swap. Thenthe
pagecanbe mappedasbefore.

Pagetables. Notethatin aHAT or pmapbasedvM systemtheinformationstored
in the hardware pagetablescan safely be thrown away becauset can be easily recon-
structedbasedn informationin the addresspaceor mapstructure.Systemghatusethis
approachwill often call on the HAT or pmaplayer to free memorywhena procesgyets
swappedoutor memorybecomescarce However, in Linux thepagetablesarebeingused
to storeswaplocationinformation,andthusthe informationcontainedwithin themcannot
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be freed. Oneway to allow suchmemoryto befreedis to allow certainpagetablesto be
pagedoutthemselesasin Windows-NT[62], however Linux currentlydoesnotappeato
supportthis.

Linux, like SunOSdoesnot supporthe sharingof copy-on-writememoryor mem-
ory inheritance. Additionally, sinceLinux storescopy-on-write statein its pagetables,
operationsuchasmapentry passingcould be expensve sincethey couldrequiretravers-
ing all the pagetable entriesfor a mappedregion as well asthe high-level mapin the
mmastruct . Linux doeshave somesupportfor remappingnemorywithin aprocessThe
non-standaranremap systemcall is usedby someversionsof Linux’s malloc memory
allocatorto resizeits heap.Themremap systencall takesarangeof mappednemoryand
changests size. If the new sizeis smallerthanthe old, thenthe extra memoryis simply
unmappedlf thenew sizeis largerthanthe old andthereis roomto grow theallocationin
place ,thenmremap doesso. However, if thereis not enoughroom,thenmremap moves
the mappedmemoryto a new locationthatis large enoughfor the new size. The current
versionof mremap hastwo limitations: it will notwork acrossvM areaboundariesand
it doesnot handledwired memoryproperly Additionally, the mremap systemcall hasan
interestingsideeffect. If theregion of memorybeingremappedgointsto afile ratherthan
azero-fillareamemoryandthesizeof theregionis beingincreasedhentheamountof the
file mappeds increasedThis may have securityimplicationsbecausdt is giving theuser
the ability to changea file’'s mappingwithout the needfor a valid openfile descriptoron
thatfile. Sincesuchafeatureis notnecessarjor malloc it couldeasilyberemovedif it
is determinedo beaproblem.

The Windows-NT Virtual Memory System

Windows-NT is the mostadvancedof Windows operatingsystemfrom Microsoft [62].
Although not a Unix-style operatingsystem,NT’s virtual memorysystemsharesmary
aspectof suchsystemsUnderNT, eachprocessasits own privatevirtual addresspace
thatis describedy alist of virtual addresspacedescriptor{VADs). Unlike BSD VM’ s
mapentry structureswhich areorganizedasa sortedlinked list, VADs arearrangedn a
selfbalancingoinarytreedatastructure EachVAD containsaprotectionandpointerto the
sectionobjectthatit maps.A sectionobjectis the NT-internalnamefor amemorymapped
file.

Memory allocation. NT allows processeso allocateand deallocatememoryin
their addresspacesn two phasesVirtual memorycanbe “resened” by addinganentry
to the VAD list. Resered virtual memorymustremainunuseduntil it is “committed”
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by associatingt with a mappedmemoryobject. Processesan “decommit” and “free”
memorywhenit is no longer needed. This two-phasesystemis usedby NT for stack
allocation.NT alsoallows processe$o reserne andcommitmemorywith a singlesystem
call.

Pagetable and page management. NT's managemenof pagesablesis similar
to the way Linux's VM manageghem. But unlike Linux, which assumes threelevel
MMU structureNT assumesatwo-level MMU structure lf thehardwaredoesnotdirectly
supportsucha pagetablestructure thenthe machine-dependeNT hardwareabstraction
layer(HAL) musttranslatebetweenwo-level pagetablesandthe native MMU format.

NT alsomaintainsa pageframedatabaséPFNdatabasefhatcontainsonedatabase
entry for eachpageof physicalmemoryon the system. An entry in the PFN database
containsa share(reference)ount, the physicaladdressof the page,andthe restof the
pages currentstate.

Prototype PTEs. NT managegpagesthat may be sharedthrougha mechanism
called“prototypePTES. UnderNT memorycanbe sharedeitherthroughsharednemory
mappingsor copy-on-write memorymappings(beforethe write occurs). Eachmemory
mappedsectionobjecthasanarrayof prototypePTEsassociatedvith it. Theseprototype
PTEsareusedto determindghelocationof eachpagethatthesectionobjectcontains.Such
pagescouldberesidentzero-fill, or ondisk. While theformatof prototypePTEsis similar
to theformatusedn realPTEs,prototypePTEsareonly usedto keeptrackcurrentiocation
of a pageof memoryandnever actuallyappeairin real pagetables. For example,whena
memorymappedpageis first faultedon, NT first checksthe pagetablesof the faulting
procesgo determinghe PTE of the pagethatcausedhe fault. Sincethis s thefirst time
the pageis beingfaulted,the PTE containsno usefulinformation,soNT checksthe VAD
list to determinewhich sectionobjectis mappedinto the faulting virtual address.Once
the sectionobjectis found,the prototypePTE entryfor thefaulting pageis located.If the
prototypePTE indicatesthat the pageis residentin physicalmemory thenthe prototype
entryis copiedinto the faulting process’pagetablewith the protectionsetappropriately
Thereferenceounterfor thepagen thePFNdatabases alsoincrementedlf theprototype
PTEdoesnot pointto physicalmemorythenit will eitherpointto a page-sizedblock of a
swapfile or normalfile, or it will indicatethatthe pageshouldbe zero-filled.

Whena pageof physicalmemoryis removedfrom a processaddresspaceby the
NT pagedaemothe PFN database referencecounterfor that pageis decremente@nd
the process’PTE mappingthe pageis replacedwith a pointerto the prototypePTE for
thatpage.This pointeris treatedasaninvalid PTE by the hardware. If the PFN database
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referencecounterreachesero,thenpageof physicalmemoryis no longerbeingmapped
andit canberegycled. This referencecounteris alsousedduring a copy-on-writefault to
determindf acopy needgo occutr

NT doesnot supportthe sharingof copy-on-write memoryor memoryinheritance.
Additionally, sinceNT, like Linux, storescopy-on-write statein its pagetablesoperations
suchasmapentry passingcould be expensve sincethey may requiretraversingall page
tableentriesfor amappedegion aswell asthe VADs. NT doeshave aninternal-onlylPC
facility calledlocal procedurecalls (LPC) thatusesvirtual memoryfeaturesn somecases
to transferdata. For LPC messagesf lessthan256 bytesdatacopying is used.For LPC
messagekarger thanthat, a sharedsectionobjectis allocatedandusedto passdata. For
very large datathatwill notfit in asharedsection NT’s LPC mechanisnallowsthe sener
to directly reador write datafrom theclientsaddresspace.

Other Virtual Memory Systems

Spritewasanexperimentabperatingsystenmthatwasdevelopedat Universityof California
at Berkeley in the late 1980s[51]. Sprite’s original virtual memorysystemprovided the
basicfunctionality of the 4.2BSDvirtual memorysystem[48]. Thus,it waslackingsup-
portfor copy-on-write,mmayp andsharedibraries. This allowed pagetablemanagement
to be simplified by associatingpagetableswith files ratherthan processes.Thesepage
tablescouldbesharedcamongall processesSpritedid supporta primitive form of memory
inheritance Whena procesgorked, it hadtheoptionof sharingits dataandheapsegments
with its child processSpritewaslatermodifiedto supportcopy-on-write[49] for dataand
stackpages.Thiswasdonethrougha segmentlist structure. Eachcopy-on-write copy of a
sggmentaddsa sggmentto thesegmentlist. Only oneof thesegmentsthe mastersegment,
on the sggmentlist canhave a valid mappingof the pageat ary onetime. The PTEsin
therestof the segmentscontainpointersto the masterseggment(the hardwaretreatsthese
pointersasinvalid entries).If a copy-on-write fault occurson the mastersggment,thena
copy is madeandanothersegmentis mademaster If a copy-on-write fault occurson a
non-mastesggment,thenthe datais just copiedto a privatepage.

Chorusis a microkernel basedoperatingsystemwith an object-orientedvirtual
memory interface developedin the early 1990sat ChorusSystemsand INRIA, France
[1, 2,17]. Theinterfacefor thevirtual memorysystems calledthe“genericmemoryman-
agemeninterface” or GMI. The GMI definesa setof virtual memoryoperationghatthe
Chorusmicrokernelsupports. EachprocessunderChorushasvirtual memory“context”
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thatconsistsf a setof mapped‘regions” This correspond$o Mach’s mapsandmapen-
tries. Eachregion pointsto a local “cache” thatmapsa “segment. Datain a segmentis
accessethroughits “segmentmanaget A cachecorrespond$o a Mach memoryobject,
a sggmentcorresponds$o backingstore,anda sggmentmanagercorresponds$o a Mach
pager The operationghat the GMI definesthat can be performedon theseobjectsin-
cludeaddingandremoving amappedegionfrom acontet, splittingamappedegioninto
smallerparts,changingthe protectionof a mappedregion, andlocking and unlockinga
mappedegionin memory The“pagedvirtual memorymanager{PVM) is a portableim-
plementatiorof the GMI interfacefor pagednemoryarchitecturesPVM includesboththe
hardware-independeragndhardware-dependermgartsof the virtual memorysystem.PVM
supportscopy-on-writethroughthe useof “history objects. History objectsaresimilarto
Mach’s shadev objectchains. They form a binarytreethatmustbe searchedo resole a
copy-on-write pagefault. Chorussupportsa perpageform of copy-on-write throughthe
useof “copy-on-write pagestubs”which are similar to fictitious pagesin Mach. These
stubsarekeptonalinkedlist thatis rootedoff therealpages descriptor

Springis anexperimentalobject-orientednicrokerneloperatingsystemdeveloped
at Sun[35, 31, 44]. EachprocessunderSpringhasan addresspacecalleda “domain’
Eachdomaincontainsa sortedlinked list of regionsthataremappednto it. Eachregion
pointsto thememoryobjectsthatit maps.Mappedmemoryobjectregionscanbecopy-on-
write copiedinto otheraddresspacesA cacheobjectis a containerfor physicalmemory
A pagerobijectis usedto transferdatabetweerphysicalmemoryandbackingstore.Spring,
like Mach, supportsexternal pagers. Spring also provide coherentfile mappingsacross
a network. Springsupportscopy-on-write througha copy-on-write map structure. This
structurecontainspointersto regionsof the sourceand destinationcache,and a bitmap
indicatingwhich pageshave be copiedfrom the sourcecache. The cacheghatthe copy-
on-write map structurespoint to can chainto arbitrary levels, much like Mach shadev
object.Springhasabulk datamovementfacility for IPC thatmovesdataeitherby moving
it or by copy-on-write copying it (usingthe copy-on-write mapmechanism)lf the datais
beingmovedratherthancopiedandthe datais residentn memory thenSpringwill steal
the pagesrom the sourceobjectandplacethemin the destination.This is importantfor
externalfilesystempagerssincefilesystemoftenhave to move lots of data.Springreuses
the SunOSmachine-dependeHRtAT layerto avoid duplicatework.
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3.4.2 1/0 and IPC SubsystemsThat UseVM Features

In this sectionwe examineresearchon I/O andIPC subsystemshat cantake advantage
of serviceofferedby virtual memorysystemso reducedatamovementoverheadsWhile
this researctsharessomeof the samegoalsasUVM, our approachs different. In UVM
we areinterestedn creatinga virtual memorysystemwhoseinternal structureprovides
efficient andflexible supportfor datamovement.In 1/0O andIPC researchthe focusis on
usingfeatureghatthe virtual memoryis assumedo alreadyprovide. Thus,1/O andIPC
researcladdressesomeproblemsthatUVM doesnot addressuchasbuffering schemes
andAPI design.

The Geniel/O Framework

Recentresearctby Brustoloniand Steenkisteanalyzedhe effectsof datapassingseman-
ticsonkernell/O andIPC[10, 11]. SincethetraditionalUnix APl uses‘copy” semantics
to move datathis researcifocuseson providing optimizationsthat reducedatatransfer
overheadwhile maintainingtheillusion of the copy semantic.Theseoptimizationswere
implementedunderGenie,a prototypel/O systemthatrunsunderNetBSD1.1. SinceGe-
nie wasintendedas an experimentaltestbedto comparevarious|PC schemest contains
featureghat may not be suitablefor productionuse. Severaltechniqueghat presere the
copy semantiarepresentedncludingtemporarycopy-on-write (TCOW), andinputalign-
ment.We briefly describesachof thesebelow.

Genies TCOW mechanisnis similar to UVM'’ s pageloanoutmechanismTCOW
allowsaprocesdo loanits pagesutto the Geniel/O systentor processingvithoutfearof
interferencdrom the pagedaemoar pagefaultsfrom otherprocessesT COW differsfrom
pagdoanoutin threeways.First, TCOW only allows pagego beloanedoutto wiredkernel
pageswhile UVM’ s pageloanoutallows both objectandanorymouspageso beloaned
outto pageableanorymousmemory Second,TCOW wasimplementecdn top of the old
BSDVM objectchainingmodel,while pageloanoutis implementedntop of UVM’ snew
anorymousmemorylayer. Third, in UVM we have demonstratethow pageloanoutcan
easilybeintegratedwith BSD’s mbuf-basechetworking subsystemvhile TCOW wasonly
demonstrateavith the Geniel/O framevork, completelybypassinghe traditional BSD
IPC system.

Input alignmentis a techniquethat canbe usedto presere an API with copy se-
manticson datainputwhile usingpageremappingo actuallymovethedata.In orderto do
input alignmentoneof two conditionsmusthold. Eitherthe input requesimustbeissued
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before thedataarrivesso Geniecananalyzethe alignmentrequirement®f theinput buffer
andconfigureits buffersappropriatelyor the client mustqueryGenieaboutthe alignment
of buffersthatare currentlywaiting to be transferedso thatit canconfigureits buffersto
match.Whenremappingageshatarenotcompletelyfilled with data,Genieuses'reverse
copyout” to fill theremainingareaswith the appropriatedatafrom the receving process’
addresspace Geniealsohasseveraltechniquedor avoiding datafragmentatiorwhenthe
inputdatacontaingpaclet headergrom network interfaces.

The Fbuf IPC Facility

Thefastbuffers(fbufs) kernelsubsystens anoperatingsystentacility for IPC buffer man-
agementevelopedat University of Arizona[23, 24, 65]. Fhbufs provide fastdatatransfer
acrosrotectiondomainboundariesThefbuf systemis basedntheassumptiohatIPC
buffers areimmutable. An immutablebuffer is onethatis not modified after it hasbeen
initialized. An exampleof animmutablebuffer is a buffer thathasbeenqueuedor trans-
missionon anetwork interface.Oncethe datahasbeenloadedinto the buffer it will notbe
changedintil the buffer is freedandreused.

Fbufs were implementedas an add-onto the Mach microkernel. The kerneland
eachproces®nthesystemshareafixedsizedareaof virtual memorysetasideasthe“fb uf
region” All fbuf datapagesmustbe mappednto this sharedregion. Although the fbuf
region of virtual memoryis sharedamongall processeshe individual fbufs mappednto
theregion areprotectedsothatonly authorizedorocessebhave accesso the foufs they are
using. Thefbuf region canbethoughtof asalargevm.object thatis completelymapped
into all addresspacesThefbuf codeactsasa pagerfor this object. This structureallows
thefbuf systemto operataunderMachwithoutthe needto make changeso the coreof the
Machvirtual memorysystem.

To senda messageusing an fbuf, a procesdirst allocatesan fbuf usingthe fouf
systems API. Thefbuf allocatorwill allocateanunusecchunkof virtual memoryfrom the
fouf region andmarkit for useby the procesgequestinghe allocation. At this point the
fouf systemwill allow the processeadandwrite accesgo the allocatedpart of the fbuf
region. Theapplicationcanthenplaceits datain thefbuf andrequesthatthe databe sent.
Sincefbufs areimmutable the applicationshouldnot attemptto accesshe fbuf afterit is
sent.Thefbuf systemgivestherecipientof thefbuf readaccesgo it sothatit mayprocess
the data. Datastoredin the fbuf objectis pageablaunlessit hasbeenwired for 1/O. If a
processattemptdo reador write anareaof thefbuf regionthatit is notauthorizedo access
thenit recevesa memoryaccesiolation.
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The fbuf facility hastwo usefuloptimizations:fbuf cachingandvolatile foufs. In
fouf caching,the sendingprocessspecifieghe paththe fouf will take throughthe system
at fouf allocationtime. This allows the fbuf systemto reusethe samefbuf for multiple
IPC operations.Oncean fbuf hasbeensent,it is returnedto the originating procesgor
reuse.This savesthe fbuf systemfrom having to allocateandzero-fill new fbufs for each
transactionVolatile foufs arefbufs thatarenotwrite protectedn thesendingorocessThis
saszesmemorymanagemenbperationsat the costallowing a sendingprocesdo write an
immutablebuffer afterit hasbeensent.

While notewvorthy, thefbuf facility hasseverallimitations. First,theonly wayto get
datafrom thefilesysteminto anfbuf is to copy it. Secondjf anapplicationhasdatathatit
wantsto sendusinganfbuf but thatdatais notin thefbuf region, thenit mustfirst becopied
there. Third, it is not possibleto usecopy-on-write with anfbuf. It shouldbe possibleto
combineUVM featuresuchaspageloanoutandpagetransfemwith thefbuf concepto lift
thesdimitations.

Container Shipping

The ContainerShippingl/O systemallows a procesgo transferdatawithout having direct
accesdo it [53]. Developedat University of California (SanDiego), containershipping
is basedon the containershippingmechanisnusedby the caigo-transportatiomdustry
In containershippinggoodsare placedon protectve pallots which are thenloadedinto
containers Becausdhe containersaareuniformin sizethey caneasilybe moved, stacled,
andtransported.

The containershippingl/O systemoperatesn a similar way. Usinga new API, a
processanallocateacontainerlt thencan“fill” thecontainemwith pointersto databuffers.
Oncea containerasbeenfilled with the necessarglataa processcan“ship” it to another
procesor the kernel. Ratherthanreceving the datadirectly, the receving party receves
a handleto the container The recever thenhasfour options. First, it could “unload” the
container thuscausingthe datain the containerto be mappednto the recever’s address
space Secondit could“free” thecontainer(andthedatawithin). Third, it could“ship” the
containeroff to anothemprocess.Fourth, it could “empty” the containeythusfreeingdata
from it. Thereis alsoanoperationthatallows a procesdo querythe statusof a container
By usingtheseoperationgprocessesan passdatabetweenthemseleswithout mapping
it into their addressspace.A containershippingl/O systemcould easilytake advantage
of UVM servicessuchas pageloanoutand pagetransferwhen loading and unloading
containers.
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The Peerto-Peer /O System

Anotherl/O systemdevelopedat University of California SanDiego is the Peerto-Peer
I/0 system.The Peerto-Peeil/O systemwasdesignedo efficiently support/O endpoints
without directuserprocessntervention[26, 27]. This is achieved throughthe useof the
splicemechanismThesplicemechanisnallows a datasourceto directly transferdatato a
datasink withoutgoingthrougha processaddresspace.

To usea splicea procesanustfirst openthe datasourcefor readingandthe data
sink for writing. The endpointscaneitherbe files or devices. The procesghencallsthe
splice  systemcall with the sourceandsink file descriptorsasarguments.This causes
the kernelto createa splice that associateshe sourcefile descriptorwith the sink file
descriptor Thesplice  systemcall returnsareferenceo thespliceto thecalling process
in theform of a a new third file descriptor Oncethe spliceis establishedthe procesan
transfera chunkof datafrom the sourceto sink by writing acontrolmessagéo thesplice's
file descriptor The controlmessageontainghe sizeof the chunk. Suchdatais transfered
throughkernelbuffersratherthanthroughthe processaddresspace.Theprocessanalso
delegatecontrolof datatransferto the operatingsystem.In thatcasethe operatingsystem
will continueto transferchunksof datauntil the end-of-filefor the datasources reached.
Theprocessanquerythestatusof aspliceby readinga statusmessagérom thesplicefile
descriptor The spliceis terminatedsimply by closingthe splicefile descriptor

The splice mechanismalso allows for somedataprocessingo occur within the
kernel. Thisis doneby allowing softwaredataprocessingnodulesto be put betweerthe
datasourceandsink. Suchmodulescaneitherbe compiledinto the kernelor dynamically
loaded(if theprocessassuitableprivileges).Thismechanisnis similarto the STREAMS
mechanisnthatis partof SystemV Unix [56, 58, 68].

Unified Buffering I/O Systems

Rice University’s I/O Lite unified buffering and cachingsystemunifiesthe buffering and
cachingof all 1/0 subsystem# the kernel[52]. 1/O Lite extendsFhbuf’s conceptof im-
mutablebuffers to the entire operatingsystem. Theseimmutablebuffers are read-only
mappednto the addresspaceof processethatareaccessinghem. Processeaccesshe
immutablebuffersthroughlists of pointersto theimmutablebuffers calledmutablebuffer
aggr@ates. A new API is usedto passa mutablelist of buffer aggreatesbetweenend-
points. Whena processwvantsto modify datastoredin animmutablebuffer it hasthree
options. First, if the entire buffer is being changedt canbe completelyreplacedwith
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a new immutablebuffer. Second,if only part of animmutablebuffer is being changed
thena new buffer aggrgatecanbe createdhatdirectsreferenceso the changedareato a
new immutablebuffer. Finally, for applicationghatrequirewrite accesgo theimmutable
buffer 1/0 Lite hasa special"‘mmap” modethat providessharedaccesgo the (no longer)
immutablebuffer.

Universityof Marylands Roadrunnel/O systemalsounifiesbufferingandcaching
of all I/0 systemsn the kernel[41, 42]. All I/O systemdn Roadrunneusea “common
buffer” to passdata.Roadrunnesupportsa moregeneralizedersionof thesplicecalleda
“stream”thatusesa kernelthreadto provide autonomous/O betweerary two endpoints.
Roadrunnes cachinglayeris global. Unlike Unix, Roadrunneusesthe samelayer and
interfacedfor all devices.

WashingtonUniversity’s UCM 1/O systemis an I/O systemthat was designedo
unify the buffering of all I/0O subsystemsf the kernel[15, 16]. UCM I/O includesa new
API thatsupportsdoth network andfile I/O in ageneralway. It wasdesignedo usepage
remappingo move databetweenusersandthe kernel. The designalsoincludesa splice
lik e facility for moving multimediadataanda mechanisnto combineseparatsystencalls
into asinglesystemcall.

Other Work

Researchn the areaof remoteprocedurecall hasusedvirtual memoryservicesto help
move data. The DEC Firefly RPC systemuseda permanentlymappedunprotectecarea
of memorysharedacrossall processes$o passRPC data[61] and provide low lateng.
The LRPCandURPCsystemscopy datainto memorystaticallysharedoetweerthe client
andthesener [5, 6]. The DASH IPC mechanisnuseda resened areaof virtual spacen
processe$o exchangelPC datathroughpageremapping67]. The Pergrine IPC system
usedcopy-on-writefor output,copy for input, andpageremappingo move databetween
IPC endpointg73]. Finally, theMachIPC systenusescopy mapsasdescribegreviously.

Someresearchhasproducedspecialpurposd/O systemgo work arounda specific
problem. For examplethe MMB UF systemis a systemthat avoids datacopying between
thefilesystemandnetworking layer by usinga specialbuffer calledan MMB UF thatacts
asbothanetwork mbuf or a filesystembuffer [12]. This systemis usedto transmitvideo
datafrom a disk file over an ATM network usingreal-timeupcallsto maintainquality of
service[29]. This systemcould be adaptedo usea mechanisniike UVM’ s pageloanout
to move datawithout copying it (or mappingit) througha useraddresspace.
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New designsn host-netverk interfacesalsolook to take advantageof serviceghata
VM systemsuchasUVM canoffer. For example the APIC ATM host-netvork adaptoican
separat@rotocolheaderérom dataandstoreinbounddatainto pageshatcanberemapped
into ausers addresspaceausingamechanisnsuchasUVM'’ s pagetransfef20, 21, 22].

Researcherareoftenreluctantto changdraditional APIs for fear of breakinguser
programs However, new applicationsareoftentakingadwantageof communicationgnid-
dleware suchas ACE wrapperg60]. ACE wrappersabstractaroundthe differencese-
tweenoperatingsystemdo provide applicationswith a uniforminterfaceto IPC services.
Suchtechniquegouldbeappliedin thel/O andIPC areato hidedifferencedbetweertradi-
tional APIs andnewer experimentalones. Applicationsthatusesuchwrapperswvould not
have to berecompiledo take advantageof new APIs. Insteadthey coulddynamicallylink
with anew middlewarelayerthatprovidestheappropriateabstractionandunderstandthe
new API.

Recentoperatingsystemsresearchhasfocusedon extensibleoperatingsystems.
For example the SPINkernelallows programswrittenin atype-safdanguageo be down-
loadedinto the kerneland executed[7, 8]. The Exokernelattemptsto provide processes
with asmuchaccesgo the hardwareof the systemassafelypossiblesothatalternateoper
atingsystemabstractionganeasilybe evaluatedwithout the Exokernelgettingin theway
[34]. The Scoutoperatingsystemis intendedfor smallinformationapplianceg45, 47].
Scoutallows you to build optimized“paths” throughthe operatingsystemfor specificap-
plications.Suchwork on extensiblesystemscanprovide uswith insightinto senersthata
VM systenmshouldprovide,andin somecasesllow applicationamoredirectaccesso the
serviceghataVM systenmprovidesthekernel.

ResearclusingtheL3 andL4 microkernelshasbeenusedto determinghemaximal
achievablelevel of IPC performancehe hardwarewill allow [37, 38]. This wasdoneby
handcodingthe IPC mechanismn assemblyanguagegensuringthat codeanddatawas
positionedn memoryin suchaway thatthey all couldbe co-residentn the cache andby
minimizing the numberof TLB flushesusedfor anIPC operation.Theresultof this exer-
ciseshaws that software addsa substantiabmountto IPC overheadandprovidesa “best
casetaigetfor softwaredevelopergo shootfor whendevelopingnewn IPC mechanisms.

3.5 Summary

In this chapterwe have presentedan overview of UVM. The overvien consistedof the
goalsof theUVM project,adescriptiorof nev andimprovedfeatureghatUVM provides,
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anda descriptionof UVM’ s main datastructuresandfunctions. Table 3.1 and Table 3.2
summarizethe changesntroducedto BSD by UVM andlist the designissueswe faced
duringtheimplementatiorof UVM. We alsodiscussedelatedresearchn the areaof vir-
tual memorysystems)/O, andIPC. In theremainingchaptersof this dissertatiorwe will
examinethe designandimplementatiorof UVM in greaterdetail.
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Chapter 4
AnonymousMemory Handling

This chapterdescribeshe datastructuresfunctions,andoperationof UVM’ s anorymous
memorysystem. Anonymousmemoryis memorythatis freedassoonasit is no longer
referenced.This memoryis referredto asanorymousbecauset is not associateavith a
file andthusdoesnot have a file name. Anonymousmemoryis pagedout to the “swap”
areawhenmemoryis scarce.

4.1 AnonymousMemory Overview

Anonymousmemoryis usedfor a numberof purposesn a Unix-like operatingsystem
including:

e for zero-fill mappingqe.g. bssandstack).
e to storechangedgagesn acopy-on-writemapping.

e for sharedegionsof memorythatcanbeaccessedith theSystenV sharednemory
systemcalls.

e for pageablareasf kernelmemory

In the BSD VM systemall anorymousmemoryis managedhroughobjectswhosepager
is the “swap” pager Suchobjectsare allocatedeitherfor zero-fill memory or to actas
shadav or copy objectsfor aregion of copy-on-write memory

UVM usesa two-level amap-objecimemory mappingscheme as previously de-
scribedin Chapter3. In UVM'’s two-level scheme anorymous memorycan be found
at eitherlevel. At the lower backingobjectlevel, UVM supportsanorymous memory
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uvm_object structureg“aobj” objects). Theseobjectsusethe anorymousmemoryob-
ject pager(“aobj” pager)to accesdackingstore(i.e. the system“swap” area). UVM
aobj-objectsare usedto supportthe SystemV sharedmemoryinterfaceandto provide
pageabl&kernelmemory

UVM'’ supperlevel of memoryconsistentirelyof anorymousmemory Memoryat
thislevelis referencedhroughdatastructuresalledanorymousmemorymaps(“amaps”).
Thus,the upperlayer canbe referredto asthe “amaplayer” The amaplayer sits on top
of thebackinglayer Whenresolvinga pagefault, UVM mustfirst checkto seeif thedata
beingfaultedis in the amaplayeror not. If it is not, thenthe backingobjectis checled.
Note thatunlike the BSD VM, thereis only onebackingobject— thereareno chainsof
objectsto traverse. The UVM amaplayer senesthe samefunction asa shadev object
chainin BSD VM; theamaplayeris usedfor zero-fill mappingsandfor copy-on-write.

In a typical kernelrunning UVM, mostanorymousmemoryresidesin the amap
layerratherthanin “aobj” objects. The amaplayercanalsobe usedfor pageloanoutand
transfer(seeChapter7). Thusamap-base@norymousmemoryplaysa centralrole in
UVM. Theremaindenof this chaptemwill focusonissuegelatingto amapsMoreinforma-
tion on aobj-base@norymousmemorycanbefoundin Section8.3ontheaobjpager

4.2 Amap Interface

The first time datais written to memorymappedby an anorymousmapping,an amap
structureis created. The amapcontainsa “slot” for eachpagein the mapping. Initially
all the slotsareempty However, whendatais written to a pagea pointerto an “anon”
structures placedin the correspondingmapslot.

Amapsarereferencedrom mapentry datastructureslf a mapentry structurethat
pointsto an amapis split (e.g. during an unmapoperation),the two resultingmapentry
structuresnusteachpointto partof theamap.The originalamapcouldbe brokenup into
two separatemapshowever this would involve expensve datacopying of the amapand
alsocauseproblemsn somecasesFor example,consideranamapthatis sharedbetween
two distinct processes.If one of the processesieedsto split its referenceto the amap,
makinga copy of part of the amapwould breakthe sharingof the amapwith the other
processOnecouldkeeptrackof all processesharinganamap howeverthatwould mean
chaininga linkedlist off theamap.To avoid the overheadassociatedvith breakingup an
amapUVM usesan“aref’ (amapreferenceflatastructureo pointto anamapandtheslot
offsetin which the mapentry’s mappingstarts. The aref structureis shovn in Figure4.1.



78

vm_aref
slot offset slotoff
pointer to amap amap ¢——— vm_amap

Figure4.1: Thearefstructure

amap after split
0 amap
before split e offset=0
amap
offset=0 amap
offset=3

Figure4.2: Splitting anaref

Whena mapentryis split, oneof the entriescankeepthe old slot offset, but oneof them
will needa new slot offsetthathasbeenadjustedy the sizeof the otherentry, asshavnin
Figure4.2.

Theformatof ananonstructurels shovn in Figure4.3. An anoncontainsalock, a
referencecounterindicatinghow mary amapshave referenceso the anon,a pointer and
anaddressn the swap area(the swap slot number). The anons pointeris a C unionthat
canbeusedin oneof two ways. Unusedanonstructuresisetheir pointerto form the free
list. In-useanonstructuresusetheir pointerto pointto thevm page structureassociated
with the anons data. The swap slot numberis non-zeroonly if the anons datahasbeen
pagedout. In thatcase thelocationof the dataon backingstoreis storedin the swap slot
number Notethatamapdgrackanonsratherthanpagesecausehey needto keeptrack of
theextrainformationstoredin theanonstructurgwhichis notstoredn thepagestructure).
Anonsthathave beenpagedout may not evenhave a pageof physicalmemoryassociated
with them.WhenUVM needdo accesslatacontainedn ananoniit first looksfor apage
structure.If thereis none,thenit allocatesoneandarrangedor the datato be broughtin
from backingstore.
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vm_anon
spin lock lock
reference count ref
page or free list pointer (union) nxt/page ¢——— vm_anon/vm_page
swap slot number swslot

Figure4.3: Theanonstructure

Table4.1: amapAPI

Function Description

amap_alloc allocatea new amapof the specifiedsize— the new
amapdoesnot containany anons

amap._free freeanamapthatis nolongerin use

amap._ref addareferencgo anamap

amap_unref dropareferencdrom anamap

amap_splitref split asinglereferencento two separateeferences

amap_extend increasdahesizeof anamap

amap_add addananonto anamap

amap_unadd remove ananonfrom anamap

amap_lookup look in aslotin anamapfor ananon

amap_lookups lookuparangeof slots

amap_copy make a copy-on-write copy of anamap

amap_cow_now resoheall copy-on-writefaultsin anamapnow (used
for wired memory)

amap_share _protect protectpagesn anamapthatresidesn asharemap

UVM definesa setof functionsthat make up the operationghatcanbe performed
onanamap.TheamapAPI is shovn in Table4.1.

4.3 Amap Implementation Options

In UVM, theinternalstructureof anamapis consideregrivateto the amapimplementa-
tion. All amapaccessearedonethroughthe amapAPI. This allows multiple implemen-
tationsof amapgo exist in the sourcetreeatthe sametime, anda specificimplementation
canbe chosemat kernelcompiletime. This softwarestructureis usefulbecausehereis a

time vs. memoryspacetrade-of to be consideredvhenimplementingamaps.Machines
thattypically do not have very much physicalmemorymight be betteroff usinganamap
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slot number
012345678
amap LA UAA LA 1A

anon a b C

Figure4.4: A simplearray-base@mapimplementation

4(1{7)] slot#
AN anon pointers

|

anon bac

amap

Figure4.5: A simplelist-basedcamapimplementation

implementatiorthatis conserative onits RAM usagewhereasmachineghathave lots of
RAM maywishto devote partof it to speedingip amapoperations.

Thereare mary waysthat an amapcan be implemented. For example,one pos-
sible implementationof an amapis an array of pointersto anonstructuresas shown in
Figure4.4. The pointerarrayis indexed by the slot number This implementatiormakes
amaplookup operationdast,however operationghatrequiretraversingall active slotsin
theamapwould have to examineevery slotin thearrayto determinef it wasin useor not.
Thisis how amapsareimplementedn SunOS4/M.

Anotherpossibleamapimplementations showvn in Figure4.5. In this implemen-
tation,a dynamicallysizedarraycontainsa list of anonsandtheir slot number If thelist
arrayfills, a new larger one canbe allocatedto replaceit. Thisimplementatiorcansave
physicalmemory especiallywhenan amapis mappinga sparselypopulatedareaof vir-
tual memory This implementatiorslows down amaplookups(becauséhe list hasto be
searchedor the correctanonfor eachlookup),however it handlesatraversalof the entire
amapefficiently.

UVM includesa novel amapimplementatiorthatcombineghe ideasbehindthese
two simpleimplementations.
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vm_amap
spin lock I
reference count ref
"shared" flag flags
number of slots allocated maxslot
number of active slots nslot
number of slots in use nused
contiguous array of active slots slots ¢ —— int
back pointer to am_slots bckptr ¢——— int
array of anon pointers anon ¢ ———= Vvm_anon
per-page reference count ppref ¢ —— int

Figure4.6: UVM referenceamapstructure

slot #
012345678
am_anon |/|$|/|/|$|/|/|$|/|
a b C -— anons
am_bckptr |/|1|/|/|0|/|/|2|/|

am slots [BLIZLTTTTT]

Figure4.7: UVM referenceamapstructures threemainarrays

4.3.1 UVM ReferenceAmap Implementation

UVM comeswith a referenceamapimplementatiorthat was designedto minimize the
overheadof all amapoperationsat the costof someextra memory The structureof the
referencdJVM amapstructureis shovn in Figure4.6. The amapstructurehasa lock, a
referenceounterthatindicateshow mary mapsarereferencingt, aflagindicatingwhether
the datain the amapis beingsharedor not, the numberof slotsallocatedfor the amap,
the numberof thoseslots currently active, and the numberof the active slots currently
beingused. The amapstructurealsocontainsfour arraysthat describethe anonsthatthe
amapmaps.Thesearraysare:amslots , ambckptr ,amanon, andamppref . The
amppref arrayis optionalandwill bedescribedn Section4.3.2. Figure4.7 shavs how
theotherthreearraysareused.
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Figure4.8: A partialunmapof anamap
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new
aref

deleted
aref

new
aref

e Theamanon arrayconsistsof a setof pointersto ananonstructure.This arrayis
indexedby slotnumber Theam.anon arrayallows quick amaplookupoperations.

e Theamslots arraycontainsa contiguoudist of the slotsin theam.anon array
thatarecurrentlyin use. Thislist is notin ary specialorder Theamslots array
canbeusedto quickly traverseall anonghatarecurrentlypointedto by theamap.

e Theambckptr arrayis usedto keepthe amanon arrayandamslots array
in sync. The ambckptr array mapsan active slot numberto the index in the

amslots arrayin which its contiguousentry lies. For example,in Figure 4.7
amap_anon[7] pointsto anon“c” andits entryin thecontiguousamslots array

is atamslots[2]

4.3.2 Partial Unmap of an Amap

Whenthe final referenceto memory mappedby an amapis removed due to an unmap
operationthe physicalmemoryandbackingstoreassociatedvith it canbe freedbecause
thatmemorycannever bereferencedgain.However, a problemcanoccurwhenonly part
of anamapis unmapped.Considera processwith a map entry that mapsten pagesand
whosearefstructurepointsto aten-slotamapthatis notreferencedby ary othermap.Now
supposéhe processunmapgshe middle eight pagesof the mapentry In orderto do this,
UVM will breakthemapentryupinto threeseparatenapentriesanddisposeof themiddle
one. Thisprocesss shavn in Figure4.8. Beforethe unmap theamaps referencecountis
one.After theunmaptheamapsreferenceountis two. Notethatpagesn slotsoneto nine
arenolongeraccessiblaftertheunmapoperationandin factthey canneverbereferenced
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again. Whetherthe unmappednemoryis freedimmediatelyor whetheris it freedwhen
theamapsreferenceountdropsto zerois adecisionleft up to theamapimplementation.

The tradeofs to this decisionare asfollows: if the amapmoduledoesnot free
partiallyunmappedection®of anamapuntil theentireamapsreferenceountgoeso zero,
thenits codewill belesscomple sinceit haslessto manageAlso, traditionalprocesseen
aUnix-like operatingsystemseldomif ever performapartialunmapof memory However,
newvermemoryallocatorsoftenmake useof themmapandmunmapsystencallsto allocate
andfree memory andtheseallocationstake placefrom amaps. Also newver VM-related
IPC systemganalsotake advantageof theamaplayerto move data,thususingit in ways
that traditional processeslo not. If partialamapmemoryunmapsbecomefrequentand
the amaplayerdoesnotimmediatelyfree resources— asin the BSD VM system— it is
possiblefor a“swapmemoryleak” situationto develop.

UVM'’ s referenceamapimplementationhandlespartial unmapswithout causing
swap memoryleaks. This requiresa few extra internalfunctionsin the referenceamap
module,andanamppref arrayin the amapstructure. Theamppref is a“per-page”
arrayof referencecounters. This arrayis only allocatedandactive whenareferenceo an
anorymousmaphasbeensplittheway it wasin Figure4.8. Whenthearrayis first created,
eachpagegetsareferencecountequalto thereferencecountof theamapitself. Fromthat
pointonward,aspartsof theamaparereference@ndfreedtheperpagereferenceounters
areadjustedo keeptrackof eachpages currentnumberof referenceslf apages perpage
referenceountdropsto zero,thenary allocatedmemoryor swapis immediatelyfreed.

Keepingareferencecounterfor eachpagein alargeamapwould be expensve. For
example,if the referenceto an N-pageregion of an amapis changeddueto a mapping
operationthenall N perpagereferencecounterswill have to be updated. Considerthe
exampleshown in Figure4.8. If the amapstartsoff with a referencecountof one, then
the perpagereferencecountersvould have to be adjustedor theunmapasshowvn in Fig-
ure4.9. Eachreferencecounterin the unmappedangewill have to be changedrom one
to zero.

We canreducethe overheadf perpagereferencecountersy usingonereference
counterfor eachcontiguousblock of memory UVM'’s referenceamapimplementation
attemptdo reducethis overheadf perpagereferencecounters.in the exampleshownn in
Figure4.9,thereis alarge contiguousblock of eightpagesvhosereferencecountis zero.
Ratherthanhaving individual counterdor this region thateachneedupdatingin the event
of areferencecountchangejt would be moreefficient to have one counterfor the entire

1In this case‘page” meansanorymousmemorypage not physicalmemorypage.
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arefs after unmap amap per-page refs
before after

new amap 0 1 1

aref | offset=0 1 1 0
2

,,,,,,,,,,,,,, 3 1 0

deleted : amap: 4 1 0

aref : offset=1: 5 1 0

CREERERRERREE 6 1 0

7 1 0

new amap 8 1 0

aref | offset=9 9 1 1

Figure4.9: PerpagereferencecounterdeforeandafteranunmappingBeforetheunmap,
theamaps overallreferenceountis one,andaftertheunmapits overallreferencecountis
two (onefor eacharef).

contiguouschunk, and then have anotherarray to indicatethe length of the chunk. An
exampleof this encodings showvn in Figure4.10.

Adding a secondarrayto keeptrack of the length of a mappingwould allow us
to changethe referencecounton a block of pagesquickly. However, it alsodoublesthe
memoryneededy the perpagereferenceountsystemUVM takesadvantageof thelarge
numberof “don’t care”valuesin the arrayto compacthereferenceandlengtharraysinto
onesinglearray Thisis doneby dividing the blocksof referencesnto two groups:those
of onepagein lengthandthoseof morethanonepagein length. Singlepageblockscanbe
distinguishedrom multi-pageblocksby the signbit on their referencecount. If thevalue
is positive, thenit is asinglepageblock. If thevalueis negative,thenthereis a multi-page
block, andthelengthof theblockis thefollowing value. Thereis onemoreproblem:how
to handleblockswhosereferencecountis zero. Sincezerois neithernegative or positve
it is impossibleto tell the length of the block. This issueis addressedby offsettingall
referenceountsby one.Thus,thereferenceountandlengthof ablock canbefoundwith
thecodeshavn in Figure4.11. An exampleof this encodings shavnin Figure4.12.

An attractve featureof this original schemeis that its processingcost startsoff
smallandonly risesasthe amapis brokeninto smallerchunks. Processethatdo not do
ary partialunmapswill nothave ary perpagereferenceountarraysactive. Processethat
only doafew partialunmapswill have only afew chunksin their perpagereferencecount
array
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per-page refs

per-page refs before after

before after (refllen)  (ref/llen)
1 1 1/10 1/1
1 0 XIX 0/8
1 0 X/X X/X
1 0 XIX X/IX
1 0 XIX X/X
1 0 XIX XIX
1 0 X/X X/X
1 0 XIX XIX
1 0 XIX X/IX
1 1 XIX 1/1

Figure4.10: Perpagereferenceounteraith length. Thesymbol“x” meanghatthisvalue
doesnot matter

if  (am_ppref{x] > 0) {

reference_count = am_ppref[x] - 1
length = 1;

} else {
reference_count = -am_ppref[x] - 1

length = am_ppref[x + 1];

Figure4.11:Codeto find the perpagereferencecountandlength

4.4 AccessingAnonymousBacking Store

In the BSD VM systema vm pager datastructureis allocatedand assignedo every
vm.object thataccessebackingstore. Anonymousmemoryin the BSD VM system
livesin vm.object  structuresvhosepagelis associatewvith thesystenmswaparea.Often
thesevm.object structuresareshadav or copy objects.Thelocationof backingstoreto
which anorymousmemorycanbe pagedout is accessethroughthe object’s vm pager
structure.Thevm.pager structurepointsoff to anotherstructurefor the swap pagerthat
translatesobjectoffsetsinto a locationon swap. Becausesachpagein the VM system
canonly belongto onevm.object it is easyto accesdackingstorefor thatpageby just
following thevm.object ’spagerpointer

With UVM’ s amap-basednorymousmemorythingschange An anorymouspage
of memorycanbelongeitherto anaobjuvm_object or to ananon. Accessingbacking
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per-page refs encoded
before after per-page refs
(refllen)  (ref/llen) before after
1/10 1/1 -2 2
XIX 0/8 10 -1
XIX X/X X 8
X/X X/X X X
X/X X/X X X
XIX X/X X X
XIX X/X X X
X/X X/X X X
X/X X/X X X
XIX 1/1 X 2

Figure4.12: Encodedoerpagereferencecountarray

storefor an aobj-base@dnorymouspageof memoryis donethroughthe uvm_object ’s
pageroperationgointer Thiswill notwork for ananonbecausét is notauvm_object
andthusdoesnot have a pageroperationgointer Sinceeachanonis bacledby the swap
area,thereis no needfor sucha pointer However, therestill needso be a way to mapa
paged-outinonto its dataon backingstore.In the SunOS4vM, thisis doneby statically
assigninga page-sizedlock of swapto eachanon. Thereareseveral problemswith this
scheme.First, it forcesthe systems swap sizeto be greaterthanor equalto the the size
of physicalmemoryso that eachanonallocatedat boot-timehasa locationto which it
canbe swappedout (this problemwaslateraddresseth Solaris[13]). Secondthe static
allocationof anonto swap areamakesit hardto clusteranorymousmemorypageoutand
thusanorymousmemorypageoutakeslonger
Ratherthanstaticallyassigninga swapblock to eachanon,in UVM theassignment
of aswapblockto ananonis doneby the pagedaemoat pageoutime. Theswappinglayer
of theVM systenmpresentswapto therestof thekernelasabig “file.” Thisfile, knowvn as
the“drum,” canbe accessetyy theroot uservia the device file /dev/drum . Internalto
the swap layer of the VM, the drum might be interleaved acrossseveral differentdevices
or network files. To mostof UVM thedrumis simply a large arrayof page-sizea¢hunks
of disk. Eachpage-sized&hunkof swapis assigned “slot” number Whenananonhas
backingstoreassignedo it, it saszesthe slot numberin its an_swslot field. Swap slot
numberzerois resered: it meanghatabackingstorehasnot beenassignedo ananon.
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Thedatain ananoncanbein oneof threepossiblestates:

residentwith no backing store slot assigned: In this casethe anons an_page pointer
pointsto the pagein which theanons dataresides.Theanonsan_swslot fieldis
zeroindicatingthatno swap slot hasyet beenassignedo this anon. All anonsstart
in this state.

non-resident: An anoncanbein this stateif a swapslotwasallocatedor it, its pagewas
pagedoutto its areaof the drum,andthenits pagewasfreed. In this statethe page
pointerwill be null andthe swap slot numberwill be non-zero.An anoncanenter
this statefrom eitherof the othertwo states.

residentwith backing store slot assigned: An anonentersthis stateif it waspreviously
non-residenaindits datawas pagedin from backingstore. In this caseit hasboth
a pagepointeranda swap slot assigned.As long asthe datain the residentpage
remainsunmodifiedthe dataon backingstoreis valid.

Notethatin UVM it is not possibleto have ananonthathasneithera pagenor a swapslot
assignedo it.

4.5 The Effects of Amaps on Pagesand Objects

Corverting BSD to useamap-basednorymousmemoryis a major changethat effectsa
numberof otherpartsof theVM system In this sectionwe describeheeffect of amapn
pagesandobjects.In thefollowing sectionwe describethe effect of amapsonforking and
copy-on-write.

In the BSD VM system,eachallocatedpageof memorycan belongto a single
vm.object  structureat a specifiedoffset. If the kernelwantsto performanoperationon
the objectin which a pagebelongsthenit usesthe objectpointerin the pagestructureto
lock the object,performthe operationandthenunlockthe objectwhendone.

In UVM thingsare not that simple. In additionto belongingto a uvm_object
pagescanalsobelongto an anonstructure. The anonstructureis likely to be referenced
by oneor moreamaps.This meanghatif the kernelwantsto performanoperationon the
memoryobjectthata pagebelongsto it mustfirst decidewhetherthatmemoryobjectis a
uvm_object or ananon. Making this decisionis quite easyto do: thereis a flag bit in
the pagestructurecalledPGANONUhatis trueif the pageis partof ananonstructureand
falseotherwise.Theissueof determininghe ownerof apageis of importanceo the page
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daemorsinceit startsatthe pagequeuesfindsavm.page structurethatit wantsto work
on andthentriesto lock the datastructurethatthatpagebelongsto. Thedaemomeedgo
know if it is lockingananonor a uvm_object

In UVM, it would be possibleto eliminatethe distinctionbetweernpagedelonging
touvm_object sandpagedelongingto anonsby simply corvertingeachanoninto asin-
gle pageuvm.object structure.However, this hasa majordravback:the uvm_object
structureis much larger thanthe anonstructureand hasfields in it that are not needed
by anonpages.Sincethe systemtypically hasa muchlarger numberof anons allocated
thanuvm_object s, it would be a greatwasteof kernelmemoryto convert all anonsto
uvm.object s.

4.6 The Effect of Amapson Forking and Copy-on-write

This sectiondescribeghe effectsof amapson BSD’s forking and copy-on-write process.
First, a descriptionof copy-on-writeis presented.Thenthe effect of Mach-stylememory
inheritanceon amapsgs discussed.

4.6.1 Copy-on-write

As previouslydescribedn Chapter3, aprocessvirtual addresspaceas describedy amap
structure. Eachmappedregion in the addresspaceis describedoy mapentry structures
thatarekeptin a sortedlinked list off the map. Eachmapentry mapstwo levels: a top-
level anorymousamaplayer, and a bottom-lesel backingobjectlayer Either or both of
theselayerscanbe null. For copy-on-write mappingsall copy-on-write anorymousdata
is storedin theamaplayer Eachmapentrydescribesheattributesof themappingt maps.
With respecto copy-on-write,therearetwo importantbooleamattributesin the mapentry:

copy-on-write: If copy-on-writeis true,thenit indicateghatthe mappedegionis acopy-
on-write mappingandthatall changesnadeto datain the mappingshouldbe done
in anorymousmemory If copy-on-writeis false thenthatindicateghatthemapping
is asharednappingandthatall changeshouldbe madedirectly to the objectthatis
mapped.

needs-copy:If needs-cop is true, thenit indicatesthat this region of memoryneedsts
own privateamap,but it hasnot beenallocatedyet. Theregion eitherhasno amap
atall, or it hasareferencego anamapthatit needsto copy on the first write to the
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region. Theneeds-coyp flag allows UVM to deferthe creationof anamapuntil the
firstmemorywrite occurs.Theneeds-copflagis usedfor copy-on-writeoperations.

As an example,considerthe dataareaof a process’addresspace.As explained
earlierin Section2.2,thedataareaof a processs mappedead-writecopy-on-write. When
thismappingis establishedbothits copy-on-writeandneeds-copflagsaresetto true. The
mappingsamapreferencdaref)is setto null to indicatethatnoamaphasbeencreatedyet.
Thecopy-on-writeflag will remaintruefor thelifetime of themapping(it is not possibleo
changethe copy-on-write statusof anexisting mapping).Theneeds-coyp flag will remain
trueuntil thefirst write to the mappedareaoccurs.At thatpointtheamap_copy function
will be calledto copy the amap. The amap_copy function allocatesa new amapstruc-
ture, attachest to the mapentry, andthenclearsthe needs-cop flag. Note that zero-fill
mappingsarehandledin a similar way: they areestablishedvith both copy-on-write and
needs-cop true. The differencebetweena zero-fill mappingandthe copy-on-write map-
ping of a programs dataareais thatthe zero-fill areahasa null backingobject,whereas
thedataareahasafile asabackingobject.

Whendatais writtento a copy-on-writeareaananonwith areferencecountof one
is allocatedin the amapto containthe data. The detailsof how anonsare insertedinto
amapsluringa copy-on-writeoperatiorarepresentedan Chapters.

Thereferencecountof ananonis importantin determiningts copy-on-writestatus.
If thereferencecountis one,thenit meanghatonly oneamapis usingtheanonandthatit
is safeto write directly to the anons data. However, if thereferencecountis greaterthan
onethenon awrite a copy-on-writeoperationrmustbe performed.This is doneasfollows:

1. A new anonis allocatedthenew anonsreferencecountis one.

2. A new pageis allocatedandthe datais copiedfrom the old anons pageto the new
anonspage

3. Theold anonsreferencecounteris droppedoy oneandthe new anonis installedin
thecurrentamap.

4. Thecopy-on-writeoperations completeandthewrite canproceedasnormal.

Thus,datain ananoncanonly be changedf its referencecountis one. Notethatthe pro-
ceduredescribedabore is incompletebecausét doesnot take into accountthe possibility
thatthesystems outof memory If thesystems outof virtual memory thentheallocation
of thenew anonwill fail. This canhappenf all of the system$ swap spaces allocated.
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To recoverfrom this, the procesganeitherwait in hopeshatsomeotherprocesswill free
somememory or it canbekilled. Currentlyin UVM theprocesss killed, however, further
work to find a bettersolutionmight be useful. On the otherhand,if the systemis out of
physicalmemorythenthe allocationof the new pagewill fail. In this case,the process
mustdrop all its locks andwake up the pagedaemonThe pagedaemowill (hopefully)
free somepagedy doingsomepageoutandthenwake the processackup.

Thisis thebasicsof how copy-on-writeworksin UVM. Notethatamapscombined
with theanonsreferenceounterperformthesamerolein copy-on-writethatobjectchain-
ing doesin BSD VM. However, UVM’ s amap-basedchemds simplerthanBSD VM’ s
objectchainingschemebecausat requiresonly a two-level lookup ratherthana traver
sal of anobjectchainof arbitrarylength,andit doesnot requirecomplex objectcollapse
schemesr leakswapmemory In thenext sectionthedetailsof copy-on-writewith respect
to forking aredescribed.

4.6.2 Forking

When a processforks a child processit must createa new addressspacefor the child

processhasedon the parentprocess’addressspace.In traditionalUnix, regionsmapped
copy-on-write arecopy-on-write copiedto the child processwvhile regionsmappedshared
aresharedwith the child process.In the Mach operatingsystemthe forking operationis

more comple becausehe parentprocesshasmore control over the accesgivento the

child process.Both the BSD VM andUVM includethis featurefrom Mach. Eachmap
entryin amaphasaninheritancevalue. Theinheritancevalueis oneof thefollowing?:

none: An inheritancecodeof “none” indicateghatthechild processhouldnotgetaccess
to the areaof memorymappedoy the mapentry. Thefork routine processethis by
skippingover this mapentryandmoving onto the next onein thelist.

share: An inheritancecodeof “share”indicateshatthe parentandchild processeshould
sharethe areaof memorymappedby the mapentry This meanghatboth the ref-
erencego ary amapandbackingobjectmappedshouldbe sharedbetweerthe two
processesNote thatthe copy-on-write flag of a mappingin the child processs al-
waysthesameasin theparentthechild cant suddenlygetdirectaccesso abacking
memoryobject).

2Thereis alsoa “donatecopy” inheritancevalue that doesnot appearin Mach but is defined(but not
implemented)n BSD VM.
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copy: An inheritancecodeof “copy” indicatesthatthe child processshouldgeta copy-
on-write copy of the parents mapentry First, in orderto achieve propercopy-on-
write semanticsall residentpagesn the parents mappingarewrite protected.This
ensureghata pagefault will occurthe next time the parentattemptgo write to one
of the pages. As part of the fault recovery procedure the pagefault handlerwill
do the copy-on-write on the faulting page.Secondthe child getsa referenceo the
parents backingobject,if any. Third, thechild addsareferenceo the parentsamap
(if any) andsetsthe copy-on-writeflag. Fourth,theneeds-copflagis setin boththe
parentandchild. In somecasegdescribedater)theneeds-copflag mustbecleared
immediately

Thedefaultinheritancevaluefor aregion mappecdopy-on-writeis copy, while thedefault
inheritancevaluefor aregion mappedshareds share.Thus,the default behaior emulates
traditionalUnix. However, it is possiblefor aprocesgo changeheinheritanceattribute of
aregion of memoryby usingtheminherit  systemcall.

Notethatin shareinheritancehe amapstructurecanbe sharedoetweermappings.
When this happensa special“shared”flag is setin the amapstructureto indicate that
the amapis being shared. When the sharedflag is set, the amapmoduleis careful to
propagatehangesn theamapto all processethataresharingthe mapping.For example,
whenananonis removedfrom anamapary residentpageassociatedavith thatanonmust
be unmappedrom the procesausingthe amap. If the amapis known not to be shared,
thensimply removing the mappingfor thatpagein the currentprocesspmapis sufficient.
However, if theamapis beingsharedandthusthe sharedlag is set)thennot only must
the mappingbe removed from the currentprocess’pmap, but it mustalso be removed
from ary otherprocesghatis sharingthe mapping.Remwing a mappingfrom the current
processpmapcanbeaccomplishedby usingthepmap_remove function,while removing
all mappingf a pagecanbeaccomplishedvith thepmap_page _protect  function.

In UVM, thefunctionthatcopiestheaddresspaceof aprocessluringafork opera-
tionis uvmspace fork . TheC pseudo-codéor thisfunctionis shovnin in Figure4.13.
Notethateachmapentryin the parents addresspacds copiedto the child procesdased
onits inheritancevalue.

It is ofteneasietto understandherelationshipbetweeramapsandforking, faulting,
andinheritancechange$y looking at a memorydiagramthat shows the stateof the data
structurethroughthesecritical eventsin a processlifetime. Table4.2 defineshe symbols
usedin amemorydiagram. Figure4.14 shavs the arrangementf the datastructurein a
memorydiagram.Notethatin amapentrytheupperleft cornercontainghe mappingtype



uvmspace_fork() {

allocate a new vmspace structure for the child;
for (each map entry in the parent’s map) {

switch(entry->inherit) {
case VM_INHERIT_NONE:
[* do nothing */
break;
case VM_INHERIT_SHARE:
[* add shared mapping to child */

break;

case VM_INHERIT_COPY:
[* add copy-on-write mapping to child
break;

default: panic("'uvmspace_fork");

}
}

return(new  vmspace);

Figure4.13: Pseudaodefor fork

Table4.2: Thesymbolsusedin amemorydiagram

Symbol | Meaning

A, ananonstructurewith referencecountr
C copy
F, process: forks
IH, process: changesninheritancevalue
M, anamapstructurewith areferencecountr

NC needs-copflagis true
RF, process: triggersaread-ault
S share
SHARE | “shared”amapflagis true
WEF, processm triggersa write-fault
x “‘don’t care”

*/

92
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processid ..
mapping type - | "1 NC
map entry ~1C 5
inheritance |
\ SHARE
amap | - (M, |
ANON - A1
Figure4.14: A samplememorydiagram
1 1 2
X X X
S . S S
.
SHARE
M, | M, |
f !
Ay Ay

Figure4.15: Sharenheritance

andthelowerright cornercontaingheinheritancevalue.Figure4.15shavs whathappens
to amapentryduringafork whenits inheritances setto share Notethattheamaps share
flag becomegrueafterthefork andtheamaps referencecountgoesfrom oneto two while
theanon(thatis sharedyemainsunchanged.

Figure4.16shovs whathappengo a mapentry during a fork whenits inheritance
is setto copy. Notethatin this casethe amapgetsan additionalreferencebput it is nota
sharedone. Both procesoneandprocesswo have their needs-cop flag set. Also, note
thatthemappingsn proces®nehave beenwrite protectedo ensurehatthe copy-on-write
operatiorwill happenTheneeds-copflagwill remainsetonthe mapentriesuntil thefirst
write faulteitherin proces®neor processwo. If proces®nehadawrite faultonanon*A”
thentheresultwould beasshaovn in Figure4.17. Whenthatwrite fault occursthe needs-
copy flag will first needto be clearedwith amap_copy beforethefaultcanbeprocessed.
This causegrocesoneto geta new amapandboth anons‘A” and“B” geta reference



94

1 1 NC 2 NC
C C
C . C C
F]_ \/
M M
1 1 2 [|1]
! 1oy
A1 Bl Al Bl

Figure4.16: Copy inheritance
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Figure4.17: Clearingneeds-coyp after a copy-inheritancefork. Needs-cop wascleared
becauserocesnetook a write fault on anon“A” causinga new anon(“C”) to beallo-
cated.

countof two. Oncethe newv amaphasbeencreatedthenanew anon(“C”) for procesone
canbeallocatedandinsertednto it. After the copy-on-writefaultanon“B” is still shared
betweerthe two processesNote that processwo still hasits needs-coyp flag set: this is
harmlesslif processwo hasa write fault on the mappedarea,amap_copy will becalled
on the mappingto clearneeds-cop Theamap_copy functionwill noticethattheamap
pointedto by procesgwo hasa referencecountof one. This indicatesthat procesgwo is
the only procesgeferencinghe amap,andthusthe amapdoesnot needto be copied. In
thiscaseamap_copy canclearthe needs-copflagwithoutactuallycopying theamap.
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Figure4.18: An erroneoudork. Processwo is the parentprocesshathasneeds-cop set
andsharednheritance.Procesghreeis the child process.Procesneis alsousingthe
amap.

4.7 Inheritance and Forking

Thedescriptionin the previous sectionof the effect of sharedandcopy inheritanceduring
a fork coversthe commoncases. However, thereare a few specialcasesthat mustbe
correctlyhandledby the fork codein orderto properlypresere the semanticglefinedby
thememorymappingAPI. Thesespecialcasesaredescribedn this section.

4.7.1 Share Inheritance when Needs-copyis True

Consideraprocesghathasamapentryin its mapthathasits inheritancevaluesetto share
andhasan amapattachedo it. Whenthis procesdorks, the datain the amapshouldbe
sharedetweertheparentandthe child processasshavn earlierin Figure4.15

Now considewhatwould happenf the parentprocess’needs-cop flag wastrue.
The needs-cop flag of a mapentryis true only if the entry is pointing to an amapthat
the entryneedsa copy of, but hasnot yet madesincea write fault hasnot occurred.This
amapis typically alsoreferencedby anothemprocesslf the patternshovn in Figure4.15is
followed,theresultis asshavnin Figure4.18. This configurations wrong.

The problemwith the configurationrshavn in Figure4.18is thatbothprocessesvo
andthreearesupposedo be sharinganamap but they bothhave needs-cop set. Consider
whatwould happenf processhreehadawrite faultonthe mappedarea.TheVM system
would detectprocesghrees needs-copflag andclearit by creatinganew amapfor it. But
by doingthis procesgwo andprocesghreeareno longersharingthe sameamapandthe
semanticsequiredby the sharednheritanceare broken. The unfortunateresultis shavn
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Figure4.19: Erroneougork afterprocesshreewrite-faults. Processesvo andthreeshould
be sharingthe sameamap but they arenot.
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Figure4.20: The correcthandlingof the erroneougork

in Figure4.19.Giventhedatastructuresnvolvedthereis noway for procesghreeto know
thatit needgo updateprocesgwo’s amappointerto pointatthenew amapit justcreated.

UVM avoids this problemby checkingthe needs-coyp flag on the parentprocess
duringashared-inheritanderk. If theflagis set,thenUVM goesonandcallsamap_copy
immediatelysothatthe amapto be shareds createdoeforea problemlik e the oneshown
in Figure4.19canoccur The correcthandlingof the erroneougork situationis shavn in
Figure4.20.

4.7.2 Copy Inheritance whenthe Amap is Shared

Whenforking a mapregion with copy inheritance the fork routine mustalso be careful
with the handlingof the needs-cop flag. Consideran amapthatis beingsharedby two
processesThe amapwill have its shareflag setanda referencecountof two. Suppose
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Figure4.21: Two processesharinganamap

that one of the processesnappingthe map hasits inheritancevalue setto copy. This
configurationis shovn in Figure4.21. Note that processesneandtwo shouldbe sharing
theamap.

Now supposerocesswo forks. If theschemeshawn in Figure4.16werefollowed
theresultwould beasshowvn in Figure4.22. Thatconfigurations wrong. A write fault by
ary of thethreeprocessewill causegoroblems:

e If procesonewritesto a pagein theamapprocesdwo will seethe changebecause
it is sharingthe sameamapwith processone. However, procesghreewill alsosee
thechangeandit shouldnot.

¢ If procesgwo writesto a pagein theamaptheneeds-copflag onits mappingwould
causea newv amapto be allocatedto storethe changedage.Thisis wrongbecause
procesneandtwo aresupposedo be sharingthe sameamap.

e If procesghreewritesto the mappingthenit will geta new amapasexpected,and
the copy-on-write will proceednormally However processtwo will still have its
needs-coyp flag setafter procesgshrees write is finished,andthatwill leadto the
problemdescribedabove.

The correctway to handlea copy-inherit fork whenthe amapis beingshareds to
useamap_copy duringthefork toimmediatelyclearneeds-copin thechild processThe
correctresultof the fork is shovn in Figure4.23. The shareflag hasbeenaddedto the
amapstructurein UVM to detectthis situation.
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Figure4.22: Erroneousopy-inheritfork

1 2 3

C

X
C
AARE \
, M

=

Figure4.23: Erroneousopy-inheritfork
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4.7.3 Copy Inheritance of a Shared Mapping

By default a sharedmappings inheritances share.However, a sharedmappings inheri-
tancecanbe changedo copy by theminherit  systemcall. Sharednmappingshormally
do nothave amapsassociateavith them(becausehereis no needto promotetheir datato
anamapfor copy-on-write). However, with UVM certainoperationsancauseamapso
be allocatedfor sharedregions. In the unusualcaseof a sharedmappinghaving anamap
andcopy inheritancethe mappingis handledasfollows by fork:

e Thedatain the amaplayerimmediatelybecomescopy-on-write in both the parent
andchild process.

e Thedatain theobjectlayerremainssharedn the parentprocesshut becomegopy-
on-writein thechild process.

4.7.4 Copy Inheritance whenthe Map Entry is Wired

Memoryis saidto bewired if it is alwaysresidentandthusnever hasto be fetchedfrom
backingstoreduring a pagefault. Wired memoryis usedto improve the performanceof
time-critical processe®y reducingpagefault overhead. If a processwith a wired map
entry whoseinheritancevalueis copy forks, thenthe child processwill wanta copy-on-
write copy of theregion. However, in orderto do thatthe parents mappingwould have to
beprotectedln orderto keepfaulttime down thisis to be avoided.

So, in the caseof wired memory ratherthanfollowing the normal copy-on-write
patternthefork routinecallstheamap_cow_now function. This functionensureghatthe
child proceshasan amapandthatall copy-on-write faultshave beenresohed. By doing
this, the parentpaysthe up-frontcostof resolvingall copy-on-writefaultsin oneshotand
avoidshaving its mappinggrotectedor deferredcopy-on-writefaults.

4.8 Summary

In this chapterwe have reviewed the function of anorymousmemoryin UVM. We in-
troducedthe amapinterfaceand describedUVM'’ s referenceamapimplementation.We
explainedhow UVM handlegartialunmapsof regionsof anorymousmemoryefficiently.
We thenexplainedtherole of amapsn copy-on-writeandhow Mach-stylememoryinher
itanceinteractswith theamapsystem.
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Chapter 5
Handling PageFaults

This chapterdescribeghe operationof uvm_fault , the UVM pagefault handler Page
faultsoccurwhenaproces®rthekernelattemptgo reador write virtual memorythatis not
mappedo allow suchanaccessThis chapterincludesanoverviev of UVM’ s pagefault
handling,adiscussiorof errorrecoveryin thefaulthandleranda comparisorbetweerthe
BSD VM’ sfaultroutineandUVM'’ s fault routine. Note thatthe effect of pageloanouton
thefaultroutineis describedn Chapter7.

5.1 PageFault Overview

Thepagefaulthandleris calledby low-level machine-dependenbdewhenthe MMU de-
tectsamemoryaccesshatcauses pagefault. Thefaulthandlemustusetheinformation
storedin the machine-independefdyer of the virtual memorysystemto resole the fault
so that the faulting processcanresumeexecution. If the pagefault handleris unableto
resole the fault, an error signalis sentto the faulting process. Therearetwo kinds of
pagefaults: readfaultsandwrite faults. A readfault occurswhena processor the kernel
attemptgo readfrom unmapped/irtual memory A write fault occurswhena processor
the kernelattemptgo write to unmappedvirtual memoryor write to a read-onlymapped
pageof virtual memory

In the BSD VM system,the pagefault routine handlespagefaults by traversing
shadev andcopy objectchains,asdescribeckarlierin Section2.4.5. Becaus&JVM hasa
new pagerinterfaceandno longerhasshadev andcopy objectchains theBSD VM page
faultroutinecannotbeusedin UVM — it is nolongerapplicable.

UVM includesa brand-n& pagefault routinethatis simpler moreefficient, and
easierto understandhanthe BSD VM’ s fault routine. At a high-level, UVM’ s pagefault
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uvm_fault() {

look up faulting address’ map entry;
if (data is in amap layer) { /* case 1 */
handle any copy-on-write processing;

map page and return  success;
} else if (data is in uvm_object layer) { /* case 2 */
handle any copy-on-write processing;
map page and return  success;
} else { /* missing data */
return  error;

}
}

Figure5.1: High-level pseudacodefor thefaultroutine

routineoperatedy first looking up the faultingaddressn the faulting processVM map.
Oncethe appropriatenapentryis foundthefault routinemustcheckfor the faulting page
in eachof UVM'’ s two-levels of mapping. Thefault routinefirst checksthe amaplevel to
seef thefaultingpageis partof anorymousmemory If not,thenthefaultroutinerequests
the faulting pagefrom the the uvm_object associatedvith the faulting mapentry, In
eithercase,if a copy-on-write fault is detecteda new anonis allocatedandinsertedinto
the amapat the appropriateposition. Finally, the fault routine establishes mappingin
the faulting process’pmapandreturnssuccessfully High-level pseudocodefor the fault
routineis showvn in Figure5.1. The remainderof Section5.1 describeghe step-by-step
operationof UVM'’ s pagefaultroutine.

5.1.1 Calling uvmf aul t

UVM'’ sfault routineis calledfrom the machine-dependerbdewith the following infor-
mation:

faulting virtual address: The machine-dependemibde obtainsfrom the MMU the ad-
dresshatwasaccesseth virtual memoryto triggerthe pagefault.

faulting vmmmap: Basedon the faulting virtual addresshardware information, and the
pointerto the currentlyrunningprocesshe machine-dependenbdemustdetermine
if thefaultoccurredin memorymanagedy the currentprocessvm.map or by the
kernelsvm.map. Thefaultingmapis passedo thefaultroutine.
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fault type: Basedon informationfrom the hardware, the machine-dependerbdemust

determinethe type of pagefault that occurred. The fault type is “invalid” if the

virtual addresdeingaccessedavas not mapped. The fault type is “protect” if the

virtual addres$eingaccessvasmappedput the acceswiolatedthe protectionson

the mapping(e.g. writing to a read-onlymapping). Finally, thereis aninternally
usedfaulttype,“wire,” thatis usedwhenwiring pages.

accesdype: Basedon informationfrom the hardware,the machine-dependenbdemust
determineif the faulting processwvasreadingor writing memoryat the time of the
fault. Thisis thefaultaccessype.

Thefault routinewill usethesefour piecesof informationto procesghe fault. Oncethe
faultroutinehasresoledthefaultit returnsa statusvalueto the machine-dependenbde
that calledit. The fault routinewill eitherreturn“success’indicatingthat the fault was
resolhed andthatthe faulting processcanresumerunning,or it will returnan errorcode
thatindicatesthat faulting processshouldbe sentan error signal. If thereis anerrorand
thefaultingprocesss thekernelthe systemwill usuallycrash(“panic”).

5.1.2 Fault AddressLookup

Thefirst stepin handlinga pagefaultis to determinevhatdatais mappedn atthefaulting
addressThisinformationis containedn thefaultingvm map structures sortedinkedlist
of mapentries.Looking up thefaultingaddressn the mapis simply a matterof searching
thelinkedlist for the mapentry structurethat mapsthe faulting address However, there
aretwo issueghatcomplicatethe processmaplockingandmapentriesthatpointto share
mapsor submaps.

Every mapstructurehasits own lock. Map arereadlockedwhile they arebeingread
andwrite lockedwhile they arebeingmodified. A read-locled mapandits corresponding
mapentrystructurecannotbemodified.Multiple processesanhare amapread-locledat
thesametime. If aproces®r thekernelwantsto changeghe mappingsn amap,it mustbe
write-locked. A mapcanbewrite-lockedonly if it is notalreadyread-locledandonly one
processanwrite-lockamapatatime. Whenthefaultroutineis called,thefaultingmapis
unlocked. Thefault routineread-lockghe mapin orderto lookupthefaultingaddressAs
long asthefaultroutineholdstheread-lockon the mapthentheaddressookupis valid. If

Sincealinearsearctof alinkedlist cangetexpensieif thelist is long, thelookupcodecachesheresult
of thelastlookupin amapasa “hint” asto whereto startthe next lookup. This reduceghe overheadf the
search.
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uvm_faultinfo
original faulting map orig_map ¢ —— vm_map
original faulting address | orig_rvaddr
original fault size orig_size
parent map |parent map¢———= vm_map

parent map version parentv
current map map ¢ vm_map
current map version mapv
current map entry entry ¢ ———= vm_map_entry
address in current map rvaddr
size of current lookup size

Figure5.2: The faultinfo datastructure. Thefirst threefields arefilled out at the startof
thefaultroutine. The remainingfields arefilled up by theuvmfault _lookup function
whenit doesthemaplookup. All virtual addressearetruncatedo a pageboundary

the fault routinehasto do a lengthy1/O operationto getthe neededdata,thenit unlocks
the faulting map so that other processesr threadsmay accesshe mapwhile the I/O is
in progress.Oncethe I/O operationis complete the fault routinemustrelockthe mapto
checkthatits mappingis still valid.

If a maplookupresultsin a mapentrythatpointsto a sharemapor submapthen
the lookup mustbe repeatedn that map. Sincemapentriesin sharemapsandsubmaps
arenotallowedto pointto sharemapsor submapshemseles,only two levelsof mapscan
beencounteredthefaultingmap(calledthe “parentmap”) andthe shareor submap Note
thatsharemapsandsubmaps$ave their own locksthatmustbe held duringlookups.

While thefaultroutinemusthandlemaplocking, sharemapsandsubmapgroperly
the detailscanbe isolatedin a datastructureanda few helperfunctionsso thatthe bulk
of the fault routinecodedoesnt have to worry abouthow mary mapsit is dealingwith.
Thedatastructurethatcontainganformationon the currentmappingof thefaultingaddress
is called the uvm_faultinfo datastructure,shovn in Figure5.2. The faultinfo data
structureis oftencalled“ufi ” for short.

Thefirst thingthefaultroutinedoesss to storethefaultingmap,addressandsizein
its faultinfo datastructure.For pagefaults,the fault sizeis alwaysthe pagesize (the fault
sizefield is for useby otherfunctionssuchaspageloanout).

The fault routinethencallsthe uvmfault _lookup functionto look up the map
entry that mapsthe faulting address.The fault lookup functiontakesa faultinfo structure
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with its first threefieldsfilled in asinput. It thenlocksthefaultingmap,anddoesalookup
on thefaulting address.If the faulting addresss not mappedthe lookup routinereturns
anerror code. If the faulting addresgs in a region mappedoby a shareor submap then
thelookuproutinemakesthe original mapthe “parent” map,locksthe nev map,andthen
repeatghelookupin thenew map.If thelookupis successfulthenthe faultlookupfunc-
tion will fill in theremainingsevenfields of the faultinfo structure.For faultingaddresses
thatmapto a sharemapor submaptheparent _mapfield will pointto the original map,
andthe mapfield will pointto the shareor submap.If thereis no shareor submapthen
parent _mapwill benull andmapwill pointto theoriginal map. Thus,the lowest-level
map always endsup in the map field of the faultinfo structure. This mapis sometimes
referredto asthe “current” map. Theentry field is alwaysa mapentryin this map. If
successfulthelookupfunctionreturnswith the mapslocked.

Note thatthe faultinfo structurecontainsversionnumberdor boththe parentmap
andthe currentmap. If thefault routineunlocksa mapfor I/O, theseversionnumberscan
beusedto detectif themapwaschangedvhile unlocked. If themapwasnotchangedthen
thefault routineknows thatthe lookupinformationcachedn its faultinfo structureis still
valid, andthusafreshlookupis notneededHowever, if the versionnumbersaarechanged,
thenthefaultroutinemustrepeathe lookupin casethe mappingshave changedvhile the
mapwasunlocked.

TheUVM faultroutinehasfour helperfunctionsrelatingto maplookups.They are
summarizedn Table5.1.

5.1.3 Post-lookup Checks

If the fault routine’s call to the fault lookup routinefails, thenaninvalid addresserroris
returnedto the caller. If thelookupwassuccessfulthenthe currentmapcanbe obtained
throughthe faultinfo datastructure. The fault routineis now holding read-lockson the
mapsin thefaultinfo datastructure At this pointthefaultroutinecanperformafew quick
checksbeforeit startslooking atthe mappednemoryobjects.

e The addresscurrentprotectionis checled with the type of accesghat causedhe
fault. If theaccesss notallowed,thenthefaultroutineunlocksthe mapsandreturns
a protectionfailure error For example,if a processhasa write fault to an areaof
memorymappedead-onlythenthefaultroutinewould returnanerror.

e The needs-cop flag of the mapentryis checled. If thefaultis a write fault or if
themappingis a zero-fill mapping thenthe needs-coyp flag will needto becleared.
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Table5.1: Faultlookupfunctions

Function Description

uvmfault _lookup Looksupavirtual addressn amap,handling
shareand submaps.The virtual addressand
maparepassedo this functionin a faultinfo
structure. If successfulthe lookup function
returnswith the mapslocked.

uvmfault _unlockmaps | Unlocks the map pointedto by a faultinfo
structure.

uvmfault _relock Attemptsto relock the mapspointedto by
a faultinfo structure without doing a new
lookup. This will succeednly if the maps’
versionnumbershave not changedincethey
werelocked.

uvmfault _unlockall Unlocksan anon,amap,uvm_object , and
afaultinfo structure.

This is doneby calling the uvmfault _amapcopy function. This function drops
the read-lockon the maps,obtainswrite-lockson the maps,andclearsneeds-cop
by callingamap_copy . Thenthefaultroutinerestartshefaultprocessing.

e Onceneeds-cop hasbeenclearedthe faultroutinechecksthe currentmapentryto
ensurethatit hassomethingmappedn at one of the two-levels. If the mapentry
hasneitheran amapnor a uvm.object attachedo it, thenthereare no memory
objectsassociatedvith it. In this casethefaultroutineunlocksthe mapsandreturns
aninvalid addres®rror

5.1.4 Establishing Fault Range

After performingthe post-lookupcheck,the UVM pagefault routine establishes range
of pagesto examineduring the fault. This rangecould be just the faulting page(called

a“narron” fault), or it couldincludesereral neighboringpages.The size of the rangeis

determinedoy the size of virtual memorymappedoy the mapentry andthe mapentry’s

memoryusagehint (the “advice” field in the mapentry). For sequentiamemoryusage,
pagesdehindthefaulting pageareflushedfrom memory For randommemoryaccessthe

rangeis just thefaultingpage.Normalmemoryacces$iasarangeof afew pagesn either
direction.
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5.1.5 Mapping Neighboring ResidentPages

After establishinghe rangeof fault, the fault routinethenlooks for neighboringresident
pagesin the mappings amap. If a neighboringpageis found to be currentlyunmapped,
but is residentthenthefault routineestablishes. mappingfor it. Thisis donein hopesof
reducingfuturefaultsby anticipatingthe needfor aresidenfpageandmappingit in before
thefaultoccurs.

UVM currentlyignoresneighboringnon-residenanonwith datapagedout to the
swaparea.A possiblgfutureenhancemenb UVM would beto modify it to startapage-in
operationon thesepagesn hopesof having themresidentby the time the programfaults
them.

If thefaultroutinedetectedhatauvm_object ’spages neededo resolethefault
thenit looks for residentpagesin thatobjectaswell?>. Thefault routinegetsthesepages
by calling the objects “pagerget” function. Neighboringobjectpagesare mappedinto
the procesdasedon the memoryusagehint. Becausall datastructuresarelockedwhen
the getfunctionis called,this is calleda “locked get” operation.If the faulteddatais not
residentthefault routinewill laterunlockthefaultdatastructureandcall thegetfunction
againto dothel/O to backingstore.Thisis calledan“unlockedget”

After the neighboringesidenfpagesaremappedihe preliminarywork of thefault
routineis done.Therestof thefaultroutinefocuseson gettingthe pagethatwasfaultedon
mappedn to resolethefaultandallow thefaultingprocesgo resumesxecution.in UVM,
pagefaultsaredividedinto two majorcasedasedon UVM’ s two-layermappingscheme.
Faultson datain theupperlayerare“casel” or “anon” faults. Faultson datain the lower
layerare“case?2” or “object” faults.

5.1.6 Anon Faults

In ananonfault, thedatabeingfaultedresidesn ananonstructure.Thus,thecontentof the
mappings objectlayeris irrelevant. Therearethreestepsinvolvedin processingananon
fault: ensuringthatthe anons datais residenthandlingthe two sub-casesf anonfaults,
andmappingin thepage.

2Certainobjectsneedto have completecontrol over the handlingof their faults. In this case the fault
routinepassegontrolto anobjects faultfunctionto let it resole thefault (seeSection8.4).
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Ensuring the Faulting Data is Resident

The first thing that the fault routine mustdo in an anonfault is ensurethat the datain
the faulting anonis residentin an available pageof physicalmemory This is donewith
the“anonget’function(calleduvmfault _anonget ). Theanongefunctionis calledby
the fault routine with faultinfo, amap,andanonasarguments. Thesestructuresnustbe
locked beforethe functionis called. The anongefunction mustbe preparedo handlethe
following threecases:

e non-resident: Thedatahasbeenpagedoutto theswaparea.

e unavailable residentpage: Thedatais residentput thepageit residesn is currently
busy.

e available residentpage: Thedatais residentandits pageis availablefor use.

Eachof thesecasess describedelow.

If thedatais non-residentthentheanongetunctionmakesit resident.Thisis done
by allocatinga new page,unlockingthe fault datastructuresandissuinga requesto the
swap /O layerto readthe datafrom swapinto the nev page.While thereadis in progress
the processwill sleep,thusreleasingthe CPU in orderto allow otherprocesseso run.
Whenthel/O is finished,thefault routinewill resumeexecution.

If the datais residentin an unavailable page,thenthe anongetroutine mustmark
theresidentpage“wanted, unlockthe fault datastructuresandthensleepuntil the page
is available. Therearetwo typesof unavailablepages:busy” pagesand“releasedpages.
A pageis markedbusyif its datais in flux andshouldnot beaccessedror example pages
whosedatais currentlybeingtransferecbetweenphysicalmemoryandbackingstoreare
markedbusy. A procesghatsetsthebusyflag of apageis saidto beits “owner” Released
pagesare pagesthat arein the processof beingfreed. Whenclearinga pages busy or
releasedlags, it is the responsibilityof the pages ownerto checkto seeif the pageis
wanted.If the pageis wanted thenthe ownermustwake ary processwaiting for accesso
thepage.

If thedatais residenin anavailablepage thentheanongetoutinecansuccessfully
return. Thepseudacodefor uvmfault _anonget is showvnin Figure5.3.

Notethatthe anongefunctionmustbe preparedo handleseveralerrorconditions,
includingrunningoutof physicalmemory I/O errorswhile readingirom theswapareaand
problemsre-lockingthe fault datastructuresafter sleeping.A discussiorof errorrecovery
in thefaultroutinewill be presentedater, in Section5.2.
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uvmfault_anonget() {

while (1) {
if (page resident) {
if (page is available)
return(success); [* done! *
mark page wanted,
unlock data structures;

sleep;
} else {
allocate new page;
unlock data structures and read page from swap;

}

relock data structures;
} I end of while loop */

Figure5.3: Theuvmfault _anonget function

Anon Fault Sub-cases

Oncetheanonsdatais residentthefault routinedividesanonfaultsinto two sub-casess
showvn in Figure5.4.

In cas€elA, thepagein theanonis mappedlirectlyinto thefaultingprocessaddress
space CaselA is triggeredby eitheraread-ault on ananons page,or by awrite-faulton
an anonwhosereferencecountis equalto one. CaselB is triggeredby a write-fault on
ananonwhosereferencecountis greaterthanone. CaselB is requiredfor propercopy-
on-write operation.An anons referencecountcanonly be greatethanoneif two or more

case la case 1b

i copy

anon-layer

old anon new anon

Figure5.4: Anonfault sub-casesThedifferencebetweercaselaandcaselb faultis that
in caselbthedatamustgo throughthe copy-on-write processn orderto resohe thefault.
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processesaresharingits pageaspartof a copy-on-write operation.Thus,whenwriting to
ananonin this state,a copy of the datamustbe madefirst to presere the copy-on-write
semanticsLik ewise,for caselA, whenfaultingon anonswhosereferenceountis greater
thanone,thefaulting pagemustbe mappedn read-onlyto preventit from beingchanged
while thereferencecountis greateithanone.

To handlecasel B, thefaultroutinemustallocateanen anoncontaininganew page.
Thedatafrom the old anonmustbe copiedinto the newv anon,andthenthe nev anonmust
beinstalledin placeof theold onein theamap.Thenew anonwill have areferencecount
of one,andthe old anonwill lose onereference.The fault routine mustbe preparedo
handlethe sortof out-of-memoryerrorsdescribedn Section5.2while handlingcaselB.

Mapping the Pagein

Oncethecopy-on-writeproces®f caselB hasbeenaddressedhenewn pagecanbeentered
into the faulting process’pmap,thusestablishinga low-level mappingfor the pagebeing
faulted.Thisis donewith acallto thepmap_enter function. Oncethelow-level mapping
hasbeenestablishedhe fault routine canreturnsuccessfully The faulting processwill
resumeexecutionwith the memoryreferencet madeto the pagethatwasjust faultedon.

5.1.7 Object Faults

Thesecondclassof faultsthatthefault routinehandleds the objectfault. In this casethe

databeingfaultedresidesn auvm.object . Therearethreestepsnvolvedin processing
anobjectfault: fetchingthe dataif it is not residenthandlingthe two sub-casesf object

faults,andmappingin the page.

Fetching Non-residentData

Earlierin thefault processthe fault routinedid a locked getto find ary residentpagesn
the objectthat were closeto the faulting page. If the faulting pagewasresidentand not
busy, thenthelockedgetreturnedhefaultingpageaswell. Thelockedgetsetsthe“busy”
flag onthe pagest returns.The fault routinedoesnot have to worry aboutgettinga page
thatis busyby anothemprocesdecausehelockedgetwill notreturnsuchapage.

If the pageis notresidentthenthefault routinemustissueanunlockedgetrequest
to the pagergetfunction. To do this, the fault routineunlocksall its datastructuregwith
the exceptionof the object— the pagerget functionwill unlock thatbeforestartingl/O)
andcallsthe pagergetfunction. After startingl/O, the processwill sleepin the pagerget
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case 2a case 2b

anon-layer

new anon

promote copy

object-layer

Figure5.5: Objectfault sub-cases.In case2a the faulting processhasdirect accesdo
the objects memory while in case2b thefaultingprocessascopy-on-writeaccesgo the
object.

functionuntil the datais available. Whenthe datais available,the pagergetfunctionwill
returnwith thefaultingpageresidentandbusy. Thefaultroutinemustcheckfor errorsand
relockthe datastructures.

Object Fault Sub-cases

Oncetheobjects datais residentthefault routinedividesobjectfaultsinto two sub-cases,
asshavnin Figure5.5.

In case2A the objects pageis mappeddirectly into the faulting process’address
space.Case2A is triggeredby eithera read-fult on an objects page,or by a write-fault
on an objectthatis mappedshared(i.e. not copy-on-write). If a read-fault occurson a
copy-on-writeregion, thenthe pagewill bemappedn read-onlyto ensurehatthefaulting
procesannotattemptto modify it withoutgeneratinga pagefault. Notethatif the object
is amemorymappedile, thenchangesnadeto its pageswill bereflectedbackto thefile
andseerby otherprocesses.

Case2B is triggeredby a write-fault on an objectthatis mappedcopy-on-write,
or by a fault on a copy-on-write region that hasno objectassociatedvith it. The latter
casehappenswith regionsof virtual memorythat are mapped‘zero-fill.” Whendatais
copiedfrom thelower-level objectlayerto the upperlevel anonlayerthe datais saidto be
“promoted. To promotedata,the fault routinemustallocatea nev anonwith a new page
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andcopy thedatafrom theold pageto thenew page.Thefaultroutinemustbe preparedo
handlethe sortof out of memoryerrorsdescribedn Section5.2 while handlingcase2B.

Mapping the Pagein

Oncethe objectpageis residentandcase2B is taken careof, thenthe new pagecanbe
enterednto the the faulting process’pmapwith pmap_enter . After mappingthe page,
the fault routine must clear the faulting pages busy flag, and checkthe faulting pages
wantedflag. If the pageis wanted,thenthe fault routinewakesup ary procesghat may
be sleepingwaiting for it. Oncethisis done,thefaultroutinecanreturnsuccessfullyThe
faultingprocesswill resumeexecutionwith the memoryreferencat madeto the pagethat
wasjustfaultedon.

5.1.8 Summary

In summary a pagefault happensasfollows: First the faultinfo structureis filled in for

the lookup operation. After the lookup operationis performedthe protectionis checled

andneeds-copis clearedf necessaryNext, availableresidenineighboringpagesarethen
mappedn. Finally, thefault routineresohesthefault by determiningwhich casethefault

is, gettingthe neededdata,and mappingit in. Pseudacodeshawing the overall structure
of UVM'’ sfaultroutineis shovn in Figure5.6.

5.2 Error Recovery

The fault routine resolves most pagefaults without encounteringary errors. However,
errorscanoccurandthe fault routine mustbe preparedo recover from themgracefully
This sectiondescribeghe possibleerrorsthe fault routine may getandhow it addresses
them.

5.2.1 Invalid Virtual Addresses

Invalid virtual addressearevirtual addressethatarenot mappedoy any mapentryin the
faultingmap.An invalid virtual addresss detectedy thefailure of thefaultlookupfunc-
tion. Theseerrorsareeasyto handlebecauseéhey aredetectedarlyonin thefaultprocess.
Sincenoresourcesiave beenallocatedr locked,thefaultroutinecanjustreturnaninvalid
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uvm_fault() {

fill in faultinfo structure;
ReFault:
call  uvmfault_lookup to look up mapping;

check protection;
clear needs-copy if necessary;
check for either an amap or an object;
establish range of mapping (for neighboring pages);
map in resident anon pages;
map in resident object pages if necessary;
if (case 1) {
ensure data is resident;

if (case 1B) { do copy-on-write; }
map in the correct page;
return(success);
} else {
ensure data is resident;
if (case 2B) { do copy-on-write promotion; }
map in the correct page;
return(success);
}
done!

Figure5.6: Faultpseudacode

addres®rrorcodeto thecaller Thiserrormostoftenoccurswhenbuggyprogramsattempt
to referencedatathroughaninvalid pointer

5.2.2 ProtectionViolations

Eachmapentryin amaphasa protectioncodeassociateavith it. Oncethelookupfunction
hasfoundthe propermapentryin thefaultingmap,the protectioncodeis comparedo the
accesgype of the fault. If they areincompatible(e.g. a write to a read-onlyareaof

memory),thenthe fault routine handlesthe error by unlockingthe mapsandreturninga

protectionfailure error code. This error mostoften occurswhenbuggy programsattempt
to write to theirread-onlytext area.
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5.2.3 Null Mappings

If a mapentry hasneitheran amapnor an objectandthe mappingis not copy-on-write,
thenthe mapentryis just reservingspacen the map. It is not actuallymappinganything
into thespace Memoryaccesso this sortof regionis anerrorcondition. Thefaultroutine
handleswll mappingdy unlockingthemapsandreturninganinvalid virtual addresrror.
This error mostoften occurswhenbuggy programsattemptto referencedatathroughan
invalid pointer

5.2.4 Out of Physical Memory

The fault routine allocatesphysicalmemoryin two cases.First, if the faulting memory
references onapreviously unaccesserero-fill areaof memory thenthefaultroutinemust
allocateand zeroa pageto mapinto thatarea. Second|f the faultingmemoryreference
is a write to a copy-on-write areaof memory thenthe fault routine mustallocatea page
of physicalmemoryto copy thedatato. This canhappereitheratthe anonor objectlayer
(faultcasedlB and2B).

If the systemis out of physicalmemory thenthe fault routine’s allocationrequest
will fail. The fault routinehandlesthis conditionby unlockingall its datastructuresand
wakingthe pagedaemorit thenwaitsfor the pagedaemoto free up somephysicalmem-
ory by doing pageoutsWhenthe pagedaemohasdonethis, it will senda wakeupto the
faultingprocessThefaultingprocesghenrestartghefault.

5.2.5 Out of AnonymousVirtual Memory

Thefaultroutinecanrunoutof anorymousvirtual memoryif theentireswapareaandmost
of RAM is allocated. This caseis detectedoy the failure of anallocationof a newv anon.
UVM'’ s fault routine handlesthis condition by unlockingthe datastructuresand causing
thefaultto fail.

Thereis room for improvementin UVM'’ s handlingof this condition. The BSD
VM system*handles’this conditionby ignoringit. If yourunaBSD VM systemout of
virtual memorythe systemwill deadlock.In UVM, the procesghatrunsthe systemout
of virtual memorywill getanerrorsignalat thetime of the fault. In the future, it would
be worthwhile to investigateways to reportthe shortageof virtual memoryat memory
allocationtime (whenthe allocatingprocesshasa chanceto do somethingaboutit) rather
thanatfaulttime (whentheallocatingprocesswill beunlikely to be ableto handleit).
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5.2.6 Failure To Relock Data Structures

If the fault routine hasto wait for an 1/0O operationor wait for memoryto becomefree
it alwaysunlocksall its datastructuresbeforegoingto sleep. Oncethe I/O operationis
completeor the memorybeingwaitedon becomeswvailable,the faultingprocessesumes
execution.In this situation,thefirst thing the fault routinemustdo is re-establishockson
all the datastructuresassociateavith the fault. Sincethesedatastructuresvereunlocked
for a periodof time, it is possiblethat otherprocessesould have changedr evenfreed
themwhile thefaultingprocessvaswaiting.

UVM usesheuvmfault _relock functionto relockthe mapdatastructuresAs
describedkarlier the relock function usesthe map’s versionnumbersto determinef the
old lookupis still valid. If thelookupis notvalid, thenthefault routinerecosersfrom this
by un-busyingary busypageghatit is holdingandrestartinghefaultfrom thetop (called
a‘“refault”).

TheBSDVM systemdoesnot make useof themap’s versionnumbers— it always
repeatshelookup. Usingthemap’s versionnumbergo avoid thesecondookupappearso
beafeatureof MachVM thatwasremovedfrom BSD. Theuvmfault _relock function
restoreghis featureto UVM.

5.2.7 1/O Errors

If thefaultroutinehasrequestedhatan|/O operatiorbe performedo fetchafaultingpage
from backingstoreit is possiblethatthe l/O operationwill fail. For example if adisk starts
to malfunctionor adevice driver cannotgetaccesso resources needdo performthel/O,
thenthe page-inwill fail with anerror.

If the page-inoperatiorfails while attemptingto pagein anorymousmemory then
thefault routinemustrestorethe faultinganonbackto the stateit wasin beforethe fault.
That meansthat the pagethat hasbeenassociatedvith the anonmustbe removed from
it andfreed. If the page-inoperationfails while attemptingto page-inobjectpagesthe
object’s pageris responsibldor freeingary allocatedpages. The pagercanreturntwo
typesof errorcodes:oneto indicatethatthefault routineshouldre-try the faultandoneto
indicatethatthe page-infailedandthatthefaultroutineshouldgive up.
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5.2.8 ReleasedPages

Whenthefault routineor pagedaemois having I/0 performedon a pagethe pages busy
flag is setto indicateto otherprocesseshatthis pageis currentlyin flux andshouldnot
be accessedWhile the l/O is in progresst is possiblefor someotherprocesgo wantto
freethe busypage.This couldbe dueto the pagebeingunmappeadr dueto a pagerflush
operation. Becausehe pageis currentlyin the middle of an 1/0O operation(andthusis
markedbusy)it cannotbe freed.Ratherthanfreeingit, the pagesreleasedlagis set. This
tells the procesdhat setthe busyflag thatthe pageneedgo be freedassoonasthel/O is
complete.

Thefaultroutinemustchecka pages releasedlag afterrelockingthefaultingdata
structureso ensureghatthe pageis still valid. If thepageis markedreleasedthenthefault
routinemustdisposeof the pageandrestartthe fault. Anon pagescanbe markedreleased
only if they arepart of an anonthatis no longer part of an amap(and thus the anons
referencecountis zero). In this case the fault routine mustfree both the anons pageand
the anonitself. Releasedbjectpagesare handledby the objects pagereleasegunction
(describedn detailin Chapter6). Notethatonepossibleresultof calling anobjects page
releasdunctionis thatthe objectitself is terminatedIn this casethefaultroutinemustbe
carefulto dropall referenceso theterminatedbject.

5.3 BSDVM Fault vs. UVM Fault

The BSD VM fault routineandthe UVM fault routine differ in a numberof ways. This
sectionhighlightsthe majordifferences.

5.3.1 Map Lookup

In theBSD VM systemmaplookupsarehandledoy thevm.map_lookup function. This
function takes eight parameters.Threeof the parametersreinputsto the function: the
faulting map,the faulting addressandthe fault type. The function performsthe lookup,
handlingthe presenceof shareand submaps.In addition, it alsochecksprotection,cre-
atesshadov objects(if needs-cop is set),andcreateszero-fill objects.Whenthefaulting
processs donewith thelookup, it callsa“map lookupdone”functionto unlockthe map.

In UVM, maplookupsarehandledoy uvmfault _lookup . Thisfunctiontakesa
faultinfo datastructureanda locking flag and performsthe lookup. It handlesshareand

STheuvm_anfree functionperformsbothof theseactions.
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submapslssuessuchasprotectioncheckingandclearingneeds-copareleft upto thecall-
ing processUnlikeBSDVM, UVM saresthemapsversiondn thefaultinfodatastructure
andprovidesarelockfunction. This avoidstheextra overheadf having to traversethelist
of mapentry structuresvhenrelockingthe mapsafteranl/O.

While bothBSD andUVM'’ s lookup function easethe handlingof shareand sub-
mapstheBSD’s lookupfunctionis overloadedo performstasksnotdirectly relatedto the
lookup suchasprotectioncheckingandobjectchaincreation. This overloadingincreases
the compleity of the BSD lookupfunction.

5.3.2 Object Chaining vs. Two-Level Mappings

Anothersourceof compleity in the BSD VM fault routine are objectchains. For each
pagefault,the BSD VM systemmusttraversedown the shadev chainto find thefaulting
data. It thenmustpushthe changeddatadown the copy objectchain. As pagesarebeing
writtentheBSD VM hasto checkits objectchainsto seeif they canbecollapsedo prevent
themfrom becomingoolong. Thereis nolimit to thenumberof objectsthattheBSD VM
mustexamineto resolhe afault! In contrastUVM hasa simpletwo-level mappingscheme
thatdoesnotrequireary extra collapseprocessingThe faulteddatacanbein only oneof
two placestheamaplayeror theobjectlayer.

In orderto properlyhandleafault,theBSD VM systemmustdo thefollowing if it
is goingto unlockthe mapsto performl/O:

e A busypagemustbeplacedin thetop-level shadev objectof thefaultingmap. This
preventsaraceconditionbetweerthefaultingprocessandotherprocessethatshare
the sameaddressspace. Without the busy page,two processesould be trying to
installthe samepagein thetop-level objectatthe sametime.

e Any objectthatthe fault routine putsa busy pagein musthave its “pagingin pro-
gress’counterincrementedin the BSD VM, ary objectthathasa non-zergpaging
in processcounteris not allowedto be collapsed.This preventsobjectsfrom being
yankedout from underthefaultroutinewhile it is waiting for I/O to complete.

Becausef UVM’ stwo-level mappingschemethereis no needfor UVM’ sfaultroutineto
worry aboutracesdown anobjectchainor objectsbeingcollapsedut from underit. This
simplifiesUVM’ sfaulthandling.
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5.3.3 Mapping Neighboring ResidentPages

As explainedearlier the UVM fault routine mapsin neighboringresidentpageswhile
processing fault. This usuallyreduceghe total numberof pagefaultsprocessebave to
take. In contrasttheBSD VM faultroutineignoresneighboringpagesIf they areneeded
they will befaultedin later Thus,UVM reducesrocessfaultoverheadFor example,the
numberof pagedaultsfor thecommand'ls /” wasreducedrom 59to 33by UVM (see
Section10.5.3).

It shouldbenotedthatUVM’ stwo-level mappingschemanakesmappingin neigh-
boring pagesrelatively easy The neighboringpagesare eitherin the amapor the object
layer. IntheBSD VM systemto searchor neighboringpagesthefaultroutinewould have
theadditionaloverheadf walking the objectchainsto find neighboringoages.

5.4 Summary

In this chaptemwe have reviewedthefunctionof the UVM faultroutine. We explainedthe
stepsthe fault routine goesthroughto resole a fault. The possibleerrorsthat the fault
routinemay encounteandhow it recoversfrom the weredescribed Finally, someof the
differencedetweerthe UVM faultroutineandthe BSD VM faultroutinewerepresented.
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Chapter 6
Pager Interface

This chapterdescribedJVM’ s pagerinterface. The pageris responsibldor performing
operationson uvm_object  structures.Suchoperationgnclude changingthe reference
countof auvm_object andtransferringdatabetweerbackingstoreandphysicalmem-
ory. This chaptercontainsa descriptionof therole of the pagey explanationsof the pager
functions,anda comparisorof UVM’ s pagerinterfacewith theBSD VM pagerinterface.

6.1 The Role of the Pager

In UVM, apagers adatastructurethatcontaingpointersto a setof functionsthatperform
operation®on auvm_object . Eachuvm_object structureon the systemhasa pointer
to its setof pagerfunctions.UVM currentlyhasthreepagers:

aobj: Theaobjpageris usedby uvm_object structureghatcontainanorymousmemory
device: Thedevice pageris usedby uvm_object structureghatcontaindevice memory

vnode: Thevnodepagelis usedby uvm_object structureshatcontainnormalfile mem-
ory.

UVM performsall pagefrelatedoperation®nauvm object throughits pagerfunctions.
ThisallowsUVM totreatuvm_object structureshatrepresentlifferenttypesof memory
alike.

Note that thereare two typesof memoryobjectsin UVM: uvm.object  struc-
turesandanonstructures.Pagersonly performoperationson uvm_object memoryob-
jects. For the remainderof this chapterthe term “object” will be usedas shorthandor
“uvm_object  structuré.
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Function Description

pgo _init init apagers privatedatastructures- calledwhenthesystem
is booted

attach gainareferencdo kerneldatastructurethatcanbe memory
mappeddy anobject

pgo _reference addareferenceo anobject

pgo _detach dropareferencdo anobject

pgo _get getpagedrom backingstore

pgo _asyncget startanasynchronoufO operationto getpagedrom back-
ing store

pgo _fault objectfaulthandlerfunction

pgo _put write pagedo backingstore

pgo _flush flushanobjects pagesrom memory

pgo _cluster determinéhow mary pagesanbegetor putatthesamedime

pgo _mk pcluster make a clusterfor a pageoubperation

pgo _shareprot changeprotectionof anobjectthatis mappedy asharemap

pgo _aiodone handlethe completionof anasynchronoufO operation

pgo _releasepg freeareleasegage

Table 6.1: The Pager Operations. Note that the attach function is not part of the
uvm_pagerops structure.

6.2 PagerOperations

A pageris composeaf asetof functionsthatperformoperation®nanobject. Thesdunc-

tionsarecalledpageroperationsPointerdo all of thesefunctionsexceptone(the“attach”

function) aredefinedby a uvm_pagerops structure.This sectioncontainsa description
of eachof the pageroperationsThe pageroperationsaresummarizedn Table6.1.

6.2.1 TheInit Operation

UVM keepsa global list of all pagersin the VM system. Whenthe systemis booting,
UVM'’ s startuproutinewill call eachpagerspgo _init  function. This allows eachpager
to setup ary globaldatastructurest needseforethe pageris first used.For example,the
device pagerkeepsalinkedlist of all allocateddevice-bacled objects.The device pagers
pgo _init  functioninitializesthislist to theemptystate.

Notethatthepagerinit functionis notneededy all pagersPagerghatdonotneed
to performary actionsat systenmstartuptime cansetthepgo _init  pointerto NULL
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6.2.2 The Attach Operation

A pagers attachfunction is usedto gain an initial referenceto an object. Becausehis
function must be called beforethe VM systemhasa pointerto the objectand its cor
respondinguvm_pagerops structure,the attachfunction is not includedas part of the
uvm_pagerops structure. The attachfunction returnsa pointerto the uvm_object
structure.

Eachof UVM'’ sthreepagershasits own attachfunction. Thesefunctionsare:

uao_cr eat e: the aobjpagerattachfunction. The uao_create functionsallocatesa
new aobj-objecbf thespecifiedsizeandreturnsa pointerto its uvm_object  struc-
ture. This type of objectis usedto mapSystemV sharednemory

udv_at t ach: thedevice pagerattachfunction. Thisfunctiontakesadev _t deviceiden-
tifier andreturnsa pointerto its uvm_object . If thedevice doesnot currentlyhave
auvm_object structureallocatedfor it thenthe attachfunctionwill allocateone
for thedevice.

uvn_at t ach: the vnodepagerattachfunction. This function takes a pointerto a vn-
ode structureand returnsa pointerto the vnodes uvm_object  structure. If the
uvm.object structureis not beingused.thenuvn _attach  will initialize it. The
uvn _attach functionalsotakesanaccessevel asanamgument.Theaccessevel is
usedto determinaf thevnodeis beingmappeduwritableor not.

All of theattachfunctionsreturnNULL if the attachoperatiorfails.

6.2.3 The ReferenceOperation

Thereferencdunctiontakesa pointerto anunlockedobjectandaddsareferenceoit. The
referencefunctionis called whenperformingmappingoperations.For example,whena
processs forking a child processthe child gainsa referenceo ary uvm_object  struc-
turesthatit inheritsfrom the parentprocess.

6.2.4 The DetachOperation

The detachfunction takesa pointerto an unlocked objectanddropsa referencerom it.
The detachfunctionis calledduring an unmapoperationto disposeof ary referencego
uvm_object structuregheareabeingunmappeadnayhave.
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6.2.5 The Get Operation

The getfunctionis usedto obtain pagesfrom an object. It is mostfrequentlycalled by
the pagefault routineto getanobjects pagego helpresole a pagefault. Thegetroutine
returnsoneor morecontiguougpagesn anobject.

Whenrequestinga block of pages.the fault routine hasone pagethatit is espe-
cially interestedn — the onethe pagefault occurredin. Thatpageis calledthe “center”
page.While the get mustalwaysfetch the centerpageif possible fetchingthe requested
neighboringpagess left up to the getfunction. This behaior canbe modifiedwith the
“allpages’flag. If set,thisinstructsthe getfunctionthatall pagesareof equalimportance
andthatthey shouldall befetched.

As explainedearlierin Chapters, the getoperationhastwo modesof operation:a
locked getandan unlocked get. In alocked getthe calling functionis assumedo have
critical datastructuregincluding the object) locked and doesnot wish to unlock them.
Becauseeturningnon-residenpagesequiresan|/O operationandl/O operationsequire
the calling function to sleep,which in turn requiresdatastructureso be unlocked, only
residenfpagescanbereturnedoy alockedget. In anunlockedget,the pageris allowedto
unlocktheobjectandperforml/O.

Thegetfunctiontakeseightarguments:

uobj: A pointerto the locked objectwhosedatais beingrequested.This objectmay be
unlockedfor I/O only in anunlockedgetoperation.

offset: Thelocationin theobjectof thefirst pagebeingrequested.

pps: An array of pointersto vm.page structures.Thereis one pointerper pagein the
requestedange.Thecalling functioninitializesthe pointersto null if thegetroutine
is to fetchthe page.Any othervalue(includingthe“don’t care”value)will causehe
getfunctionto skip overthatpage.

npagesp: A pointerto an integerthat containsthe numberof pagepointersin the “pps”
array Forlockedgetoperationsthenumberof pagegoundis returnedn thisinteger.

centeridx: Theindex of the“center” pagein theppsarray

accesgype: Indicateshow thecallerwantsto accesshepage.Theaccessypewill either
bereador write.
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advice: A hinttothepagerasto thecalling processaccespatternontheobjectsmemory

(for example normal,randomor sequential) Thisvalueusuallycomedrom themap
entrydatastructures advicefield.

flags: Flagsfor thegetoperation.Thegetfunctionhastwo flags:“locked” and“allpages.

The getfunctionreturnsan integer codevaluethatindicatesthe resultsof the get
operation.Possibleeturnvaluesare:

VMPAGER OK: Thegetoperationwvassuccessful.
VMPAGER BAD: Therequesteghagesarenot partof theobject.

VMPAGER ERROR: An I/O error occurredwhile fetchingthe data. This is usually the
resultof a hardwareproblem.

VMPAGER AGAI N: A temporaryresourceshortageoccurred.

VM PAGER UNLOCK: Therequesteghagescannotberetrievedwithout unlockingthe ob-
jectfor I/O. Thisvaluecanonly bereturnedby alockedgetoperation.

The get operationsetsthe busy flag on arny pageit returnson behalfof the caller When
the calleris finishedwith the pagesit mustclearthe busy flag. Note thatthereis alsoa
VMPAGERPENDreturnvaluethatis usedfor asynchronou#/O. Sincethe getoperation
is alwayssynchronoud cannotreturnthisvalue.

Thegetoperatiorcanbecalledby thefaultroutineor theloanoutroutine(described
in Chapter7). Oncethecalling routinelooksup thefaultingor loaningaddressn themap,
it thendeterminesherangeof interest.Therangeincludesthe pagecurrentlybeingfaulted
or loanedandary neighboringpagesof interest.The calling routinethenchecksheamap
layer for the page. If the pageis not found in the amaplayer andthereis an objectin
theobjectlayer, thenthe calling routineperformsalocked getoperationusingthe objects
getroutine. The calling routinepassesn arrayof pagepointersinto the getroutinewith
the faulting or loaning pageasthe centerpage. The pointersfor neighboringpagesthat
are alreadyin the amaplayer are setto “don’t care’ The restof the pointersare setto
null. If thelockedgetfindsthe centempageresidentandavailableit returnsVMPAGEROK
otherwiset returnsVMPAGERUNLOCKIf thepagerreturns‘ok” thenthecalling routine
hasall the pagest needs.t needonly clearthe busyflag onthe pagest getsfrom theget
operationbeforereturning. Note thata getoperationcanstill returnneighboringresident
pagesvenif it returnsVMPAGERUNLOCK
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If thelockedgetreturnsVMPAGERUNLOCKthenthe calling routinewill eventu-

ally have to unlockits datastructuresandperformanunlockedget. Notethatanunlocked

getoperationrequiresa locked object. The getroutinewill unlockthe objectbeforestart-

ing 1/0. Whenl/O is complete the getroutinewill returnwith the objectunlocked. The

calling routinemustthenrelockall its datastructuresandreverify the maplookup before
continuingto process.

6.2.6 The AsyncgetOperation

The asyncgefunction causeghe pagerto startpagingin an objects datafrom backing
store.However, unlikethenormalgetoperationtheasyncgefunctionreturnsafterstarting
I/O — it doesnotwait for it to complete.This allowsthe VM systento preloaddatain an
objectin hopesof having the dataresidenty thetime it is needed.

UVM currently doesnot usethe asyncgetoperation. It is provided for possible
futureuseto improve the performancef the system.

6.2.7 The Fault Operation

The fault functionis an operationthat allows the pagermore control over how its pages
arefaultedin. Pagerseitherhave a “get” operationor a “fault” operation. The pagerget
operationtakesan objectandreturnspointersto vm.page structures.For pagerssuchas
the device pagerthis is not sufficient. The device pagermanageslevice memoryandthat
memorydoesnothave or needarny vm page structuresassociateavith it. Thus,thedevice
pagerhasnothingit canreturnto thefaultroutinethroughthe getinterface.

The pagerfault operationallows the pagerto take over andresole a pagefault on
its memory It takesthefollowing eightarguments:

ufi: A uvm_faultinfo datastructurethatcontainshe currentstateof thefault.

vaddr: Thevirtual addres®f thefirst pagein therequestedegionin thecurrentvm.map's
addresspace.

pps: An arrayof vm.page pointers. Thefault routineignoresary pagewith a non-null
pointet

npages: Thenumberof pagesn the ppsarray

centeridx: Theindex in ppsof the pagebeingfaultedon.
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fault _type: Thefaulttype.

accesgype: Theaccessype.
flags: Theflags(only “allpages”is allowed).

The fault operationhasthe sameset of returnvaluesas the get operation. In orderfor
thefault operationto successfullyesole afault, it mustcall pmap_enter to establisha
mappingfor the pagebeingfaulted.

6.2.8 The Put Operation

The put function takes modified (“dirty”) pagesin an objectand flushesthe changego
backingstore. It is calledby the pagedaemoandthe pagerflush operationto cleandirty
pages.Theputroutinetakesthe following aguments:

uobj: Thelockedobjectto whichthepagedelong.Theputfunctionwill unlocktheobject
beforestartingl/O andreturnwith the objectunlocked.

pps: An arrayof pointersto the pageseingflushed. The pagesmusthave beenmarked
busyby thecaller.

npages: Thenumberof pagesn theppsarray

flags: Theflags. Currentlythereis only oneflag: PGQSYNCIQ If this flag is setthen
synchronou#/O ratherthanasynchronou8O is used.

The put operationreturnseitherone of the returnvaluesusedby the get operationor —
whenan asynchronou#O operationhasbeensuccessfullystarted— VMPAGERPEND
In casesvhenthe putoperatiorreturnsVMPAGERPENDthe pagemwill unbusythe pages
andsettheir cleanflag ratherthanthe calling function.

If the put routine returnsarything other than VMPAGERPENDthen the calling
function mustclearthe pages’busy flags. If the put was successfult mustalso setthe
pages'cleanflagsto indicatethatthe pageandbackingstorearenow in sync.

6.2.9 The Flush Operation

Theflushfunctionperformsa numberof flushingoperationsn pagesn anobject. These
operationsnclude:
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e markingpagesn anobjectinactive.

e removing pagesrom anobject.

e writing dirty pagesin an objectto backing store (either synchronouslyor asyn-
chronously).

The flush operationis usedby the msync systemcall to write memoryto backingstore
andinvalidatepages.The vnodepagerusesits flush operationto cleanout all pagesn a
vnodesuvm.object beforefreeingit.

Theflushroutinetakesthefollowing arguments:

uobj: Thelocked objectto which the pagesbelong. The flush function returnswith the
objectlocked. The calling function mustnot be holding the pagequeuelock since
theflushfunctionmayhave to lock it. Theflushfunctionwill unlockthe objectif it
hasto performary 1/O.

start: Thestartingoffsetin theobject.
end: Theendingoffsetin the object.Pagesrom theendingoffsetonwardarenotflushed.
flags: Theflags.

TheflushoperationreturnsTRUE” unlesgherewasan|/O error
Theflushoperationsflagscontrolhow the objects pagesareflushed.Theflagsare:

PGO.CLEANI T: Write dirty pagedo backingstore.If thisflagis set,thentheflushfunc-
tion will unlocktheobjectwhile performingl/O. If thisflag is not set,thentheflush
functionwill neverunlockthe object.

PGO.SYNCI O Causesll pagecleaningl/O operationgo besynchronousTheflushrou-
tine will notreturnuntil I/O is complete.This flag hasno effect unlessthe “cleanit”
flagis specified.

PGO.DOACTCLUST: Causesthe flush function to consider pagesthat are currently
mappedor clusteringwhenwriting to backingstore.Normally whenwriting a page
to backingstoretheflushfunctionlooksfor neighboringdirty inactive pagego write
alongwith the pagebeingflushed. Specifyingthis flag causeghe flush functionto
alsoconsideractve (mappedpagedor clustering.
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PGO.DEACTI VATE: Causesan object’s pagesto be marked inactive. This makesthem
morelikely to beregycled by the pagedaemoii memorybecomescarce.

PGO.FREE: Causesan objects pagesto be freed. Note that PGODEACTIVATE and
PGQFREEcannotboth be specifiedat the sametime. If both PGQCLEANIT and
PGQFREEarespecifiedthe pagesarecleanedeforethey arefreed.

PGOALLPAGES: Causeghe flush operationto ignorethe “start” and “end” arguments
andperformthe specifiedflushingoperationon all pagesn the object.

6.2.10 The Cluster Operation

The clusterfunction determineshow large a clustered/O operationcanbe. It takesan
objectandthe offsetof a pagein thatobject. The calling functionis interestedn building
a clusterof pagesaroundthat page. The clusterroutine returnsthe startingand ending
offsetsof a clusterof pagesbuilt aroundthe pagepassedn. Sincethe largestsize l/O
operationa device driver is requiredto performis MAXBSIZE a clustercaninclude at
mostMAXBSIZEbytesof data. For pagershatdo not wish to clusterthe clusterroutine
canjustreturna “cluster” of onepage.The clusteroperationis currentlyonly usedwhen
building a clusterfor a pagerput operation.FutureUVM enhancement®ay make useof
this operation.

6.2.11 The Make Put Cluster Operation

Themake put clusterfunctionis anoptionalpageroperationthatbuilds a clusterof pages
for a pageoutoperation. If the make put clusterfunctionis null, thenl/O will never be
clusteredon pageout. UVM providesuvm_mk pcluster , a genericmake put cluster
function that pagersmay useif a specialfunctionis not needed.In UVM currently all
pagerghatdo clusteredbageouusethe genericfunction. The make put clusterroutineis
calledby the pagedaemowhenpagingout datato backingstoreto seeif ary neighboring
pagescanbeincludedin thel/O operation.

The make put clusterfunctionis calledandreturnswith boththe pagequeuesand
the pagers objectlocked. It takesanuninitializedarrayof pagepointersanda busywrite-
protectedpage. It usesthe objects clusteroperationto establishthe rangeof the cluster
andthenfills thearraywith pageghatarecandidatdor beingincludedin thecluster These
pagesnustbedirty pageghatarenotalreadybusy Themake putclusterfunctionwill write
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protectandsetthe busyflag onary pageit addsto thecluster Thecalleris responsibldor
clearingthis flag whenit is donewith the pagesn thecluster

6.2.12 The Share Protect Operation

The shareprotectoperationis an optionalpageroperationthat changeghe protectionof
anobject’s pagesn all mapsthatthey aremappedn. The objectmustbe locked by the
caller This functionis calledwhenremoving mappingsrom a sharemap. If memoryin
a sharemapis unmappedthenit mustbe removedfrom all processthataresharingthe
map.SincetheVM systendoesnotkeeptrackof which processearesharingasharemap,
it mustplay it safeandremove the mappingsrom all processethatmapthe memory If
a pagerdoesnot provide a shareprotectfunction, thenobjectsthat usethat pagerare not
allowedto bemappedy sharemaps.UVM providesa genericshareprotectoperatiorthat
is currentlyusedby all pagerghatcanbe usedby sharemaps.

6.2.13 The Asyncl/O DoneOperation

In a synchronous$/O requestthe pagerstartsthe /O operationwaitsfor thel/O to com-
plete,andthenreturnsa statusvalue. In anasynchronou$O operation the pagerstarts
thel/O operatiomandimmediatelyreturn VMPAGERPEND(I/O pending).This allowsthe
calling procesgo continueto run while the I/O is in progress.Whenthe asynchronous
I/O operationcompleteshe pagers asyncl/O doneoperationis calledto finish the I/O
operation.

Thepagemormallyhastheoptionof usingasynchronousr synchronou$/O. Since
the pagercanalwaysopt to usesynchronoud$/O, pagersarenot requiredto supportasyn-
chronoud/O. A calling processasthe optionof forcinga pagerto usesynchronou$/O by
specifyingthe PGQSYNCIOflag to the pagen/O operationsThis is usefulif the process
wantsto ensurethatthe 1/O is completebeforecontinuing.

In synchronoud/O, the stateof the I/O operationcanbe storedon the calling pro-
cess’kernelstack.However, with asynchronou8O, the calling processstartsthe I/O and
then continuesrunning (and usingits kernelstack)while the I/O is in progress.So the
kernel stackcannotbe usedto storel/O statefor asynchronou/O operations.Instead,
the pagermuststorethe stateof the asynchronou#O operationin its own memoryarea.
Part of this memoryareais the uvm_aiodesc structure. The uvm_aiodesc structure
describeshepagerindependenstateinformationassociateavith anasynchronouBO op-
eration.This structurecontainghe numberof pagesn thel/O operationthe kernelvirtual
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addresshosepagesaremappedn at, a pointerto theasyncl/O donefunction,alinkedlist
pointer andpointerto pagerdependendata.

Whenapagerdecidedo performanasynchronouBO operatiorthefollowing hap-
pens: The pagerallocatesmemoryto store stateinformation, startsthe 1/0O operation,
andreturnsVMPAGERPEND Whenthe I/O operationcompletesan interruptis gener
ated. As partof the interrupthandling,the pagers uvm_aiodesc structurefor the cur
rent 1/0O operationis placedon a global list of completedasynchronou$/O operations
(uvm.aio _done) andawakeupsignalis sentto the pagedaemonThe pagedaemors
responsibldor finishingtheasynchronou8O operation It goesdown thelist of complete
asynchronou$/O operationsandcalls the asynchronou#/O donefunction for eachone.
Theasynchronouf8O donefunctionmustun-husythe pagesnvolvedin thel/O andwake
up ary processeshatwerewaiting for the I/O operationto complete. It finally freesthe
asynchronoufO stateinformation.

The reasonthe asynchronoud/O done function is called from the pagedaemon
ratherthandirectly from the interrupthandleris that the VM datastructurelocking cur
rently doesnot handleacces$rom the bottomhalf of the kernel.

6.2.14 The ReleaseéPageOperation

Thereleasepagefunctionis calledwhena releasedbjectpageis encounteredThis can
happeronly if the following is true: a procesdocks an object, setsthe busy flag on one
of the objects pages(e.g. for 1/0), andthenunlocksthe object. If someotherprocess
locksthe objectto free a pageonly to discover thatit is busy, thenit mustsetthereleased
flag. Eventually thel/O will completeandthe processhatsetthe busyflagwill relockthe
objectandclearthebusyflag. At thattime it mustcheckto seeif thereleasedlagis set. If
so,thenthe processnustcall the objects releasepagepageroperatiorto freethe page.

Thereleasgpagefunctiontakesa pointerto alocked objectandareleasegagein
thatobject.It dispose®f thereleaseghageandthenreturnseithertrueor false.If releasing
the pagecausedhe objectto beterminatede.g. becausehe last pageof anobjectbeing
removedfrom the systemwasfreed)thenthereleasgagefunctionreturnsfalseindicating
thatthe objecthasbeenfreed. Thereleasgragefunctionreturnstrueif the objectis still
alive afterthereleasepageoperation.
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6.3 BSDVM Pagervs. UVM Pager

In this sectionthe role of the pagerin BSD VM is comparedo its role in UVM. UVM
usesa differentdatastructuredayoutthanBSD VM. Pagesarealsoaccessedifferentlyin
UVM.

6.3.1 Data Structure Layout

Thereis a significantdifferencebetweenthe way the pagefrelateddatastructuresare or-
ganizedn BSD VM andUVM. First,in UVM theuvm_object structureis designedo
beembeddedavithin amemorymappablelatastructureln BSDVM thevm.object data
structureis allocatedandmanagedeparatelyrom the objectit memorymaps.Secondjn
UVM the objectstructurehasa pointerdirectly to the pageroperationsstructure.ln BSD
VM, theobjectpointsto avm.pager . Thatstructurehasa pointerto the pageroperations
structureanda privatepointerto apagerspecificdatastructure ln UVM, the pagerspecific
datais storedin the objectin whichtheuvm_object is embedded.

Figure6.1shows the datastructureconfigurationgor bothBSD VM andUVM for
a memory-mappedile. In BSD VM the object,vm.pager , vn _pager , andvnodeare
separatehallocatedstructures.The pageropsstructurecontainsthe pageroperationsor
the vnode pagerandis sharedamongall pagersassociatedvith vnodes. In UVM, the
objectandvnode-specifidata(the uvm_vnode structurethatsenesthe samerole asthe
vn _pager datastructuren BSD VM) areembeddedh thevnodestructure UVM hasno
needfor avm pager structure.nsteadtheobjectpointsdirectly to the pageroperations.

NotethatontheBSD VM sideof Figure6.1thereis no pointerfrom thevm_pager
datastructureto thevmoobject structurelinsteadtheBSDVM systemmaintainsa hash
tablethathashesa vm.pager pointerto avmobject pointer This hashtableappears
to be provide additionalfunctionsin MachVM thatarenot usedby BSD VM, andthusit
couldbereplaceceasilyby a simplepointerBSD VM.

So,in orderto setuptheinitial mappingof afile theBSDVM systenmustallocate
threedatastructuregvm.object ,vm.pager , andvn_pager ), andenterthepagerin the
pagerhashtable. Onthe otherhand,UVM doesnt have to accesa hashtableor allocate
ary datastructures.All the datastructuredJVM needsare embeddedvithin the vhode
structure.

In additionto having more comple< datastructurehandling,the BSD VM sys-
tem also hasan extra layer of pagerfunctions. For example, considerthe “put pages”
function shovn in Figure 6.2. This function doesnothing but call out to the pagers
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BSD VM UVM
vm_object uvm_object
uvm_vnode

' vnode
vm_pager

A

pagerops
pagerops vn_pager
vhode

Figure6.1: Pagerdatastructures

pgo _putpages operation.Theextra overheadf a functioncall is notneededin UVM
all pageroperationsarerouteddirectly to the pagerratherthanthrougha small function
likevm pager _put _pages .

6.3.2 PageAccess

Theway pagesareaccesseth UVM is quiteabit differentfrom theway they areaccessed
in BSDVM. In UVM all accesset anobjects pagego throughthe pagers getfunction.
Residenpagesarefetchedwith alockedgetoperationandnon-residenpagesarefetched
with anunlockedgetoperationin BSD VM, thepageris only consultedf thepageis non-
residentResidenpagesareaccessedirectly by usingtheobject-ofsethashtable.Sincea
BSDVM pageris only calledwhenapageis non-residentit haslessinformationavailable
to it on how its pagesarebeingused.A UVM pager(andthefilesystemayerunderneath)
cantake adwantageof this extrainformationto determineghepageaccespatternandmale
moreintelligent decisionsaboutwhich pagesto keepresidentwhich pagesto pre-fetch,
andwhich pagedo discard.Thiswill beespeciallyusefulin the futurewhentheVM and
buffer cachesaremegedandall I/O goesthroughthea VM interface.
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int vm_pager_put_pages(pager, mlist, npages, Sync)

vm_pager_t pager;
vm_page_t *mlist;
int npages;
boolean_t  sync;

{
if (pager == NULL)
panic('vm_pager_put_pages: null  pager");
return  ((*pager->pg_ops->pgo_putpage S)
(pager,  mlist, npages, Ssync));
}

Figure6.2: Theunnecessarym.pager _put _pages function

AnotherdifferencebetweerBSD VM andUVM is how thepagergetoperatiorgets
pages.In BSD VM, the procesdetchingthe datafrom backingstoremustallocatea free
page.addit to theobject,andthenpassit into the pagergetroutine.In UVM, theprocess
fetchingthe datadoesnot allocatearything. If the pagerneedsa free pageit allocatest
itself. Thisallows the pagerto have full controloverwhenpagegyetaddedo the object.

A relatedproblemwith the BSD VM pagerget operationis thatit is requiredto
returnavm.page structure.This causeproblemsor pagerghatmanagedevice memory
becauselevice memorydoesnothave ary vm_page structuresassociateavith it. Consider
what happensvhena procesgenerates pagefault on a device’s pageunderBSD VM.
Thefaultroutinewill allocateafreepageandaddit to the device’s memoryobject. It will
thencallthepagergetoperationto fill thepagewith “data” (actuallythedevice’smemory).
To servicethisrequestthedevice pagemustusethe kernelmemoryallocatorto allocatea
fictitiousvm.page structurethatis associateavith thedevice’smemory Thedevice pager
getoperatiormustthenremove thenormalpageof memorypassednto it from the object,
free the page,andtheninstall the fictitious pagein the objectandreturn. This will allow
the fault routineto resole the fault. The BSD VM systemmustbe carefulthatit does
not allow afictitious pageto be addedto the pagequeuesr free pagelist asthefictitious
pages memoryis partof device memory

In UVM fictitious pagesare not necessary The device pagerusesthe pagerfault
operationto mapdevice memoryinto a faulting process’addresspacewithout the need
for fictitious pages.
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6.3.3 Other Minor Differences

Therearetwo notevorthy minor differencedetweerpagersn UVM andBSD VM:

e In BSDVM, thepagergetoperationcanreturnVMPAGERFAIL if theoffsetof the
requestegbageis valid but the pagedoesnotresidein the object. Thisis usedwhen
walking anobjectchain. If a pagerreturnsVMPAGERFAIL thenthefault routine
knows to skip to the next object. SinceUVM doesnot have ary objectchains,the
VMPAGERFAIL errorcodeis notused.

e UVM provides a genericstructure(uvm_aiodesc ) for maintainingthe state of
asynchronou#/O operations.This structureis allocatedby a pagerwhenthe asyn-
chronoud/O operations initiated. Whenthedevice hasfinishedall partsof anasyn-
chronoud/O operationtheuvm_aiodesc structurefor thatoperations placedona
globally linked list of completed asynchronous I/O operations called
uvm.aio _done. At thistime thepagedaemois wokenup. As partof the statein-
formationfor theasynchronouBO operationtheuvm_aiodesc structurecontains
apointerto an“asynchronous#/O done”pageroperation.The pagedaemowill tra-
versethecompletecasynchronouBO operation®ntheuvm.aio _done list calling
eachoperations asynchronou#’O donefunction. This function freesall resources
beingusedfor thatasynchronouBO operationjncludingtheuvm_aiodesc struc-
ture.

In contrast,BSD VM provides very little genericstructurefor asynchronous$/O
operationsin BSDVM, thepagerputoperatiors overloadedo betheasynchronous
I/O doneoperatioraswell. If the pagemutoperationis calledwith anon-nullpager
thenthe requests treatedlike a normal put operation. However, if the pagerput
operationis calledwith its pagerargumentsetto null, thenthatis a signalto the
pagerto look for any completedasynchronou8O operationgo cleanup.

whenthe BSD VM pagedaemofirst beingrunningit calls eachpagers put func-
tion with pagersetto null — regardlesof whethertherearearny asynchronoutO
operationsvaiting to befinished. This is inefficient becausehereoftenareno I/O
operationgvaiting to be finished.BSD VM’ s overloadingof the pagerput function
is confusingbecausat is not well documente@&ndthe completionof asynchronous
I/O operationshaslittle to do with startinga pageout.BSD VM pagerghatdo not
supportasynchronouBO ignoreput requestsvith null pagers.
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It shouldbenotedthattheBSD I/O subsysterhcurrentlyrequireshatall pageghat
arein I/O bemappedn thekernels virtual addresspace For I/O operationghatdirectly
accessnemory(i.e. useDMA) this mappingis unnecessarpecausehe kernelmappings
arenever used.In thefuturethe /O subsystenshouldbe modifiedto take a list of pages
ratherthana kernelvirtual address.That way only driversthat needto have their pages
mappedn the kernels addresspacewill botherto do so andthe extra overheadcanbe
avoidedfor driversthatdo not needkernelmappings.

6.4 Summary

In this chapterthe designof UVM’ s pagerinterfacewaspresentedThe pagerprovidesa
setof functionsthat presenta uniform interfaceto uvm.object memoryobjects.Func-
tionsin the pagerinterfaceincludefunctionsthat adjustan object’s referencecount,and
functionsthattransferdatabetweerbackingstoreandphysicalmemory The differences
betweerthe BSD VM pagerinterfaceandUVM'’ s pagerinterfacewerealsodiscussedin
BSD VM, eachvmoobject datastructureis individually allocatedand hasits own pri-
vatevm pager datastructure. In UVM, the uvm_.object structureis designedo be
embeddedvithin a mappableerneldatastructuresuchasa vnode. Ratherthanhaving a
uvm_pager structuretheuvm_object containsa pointerto a sharedsetof pageroper
ations.

TheoperatingsystemghatuseUVM usethe BSD I/O subsystem.
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Chapter 7

Using UVM to Move Data

This chapterdescribeshe designandfunctionof UVM’ s pageloanout, pagetransfeyand
map entry passinginterfaces. With pageloanout,a processcan safely“loan” read-only
copiesof its memorypagesout to the kernelor other processesPagetransferallows a
processo receve pagesfrom the kernelor other processes.Map entry passingallows
processe$o copy or move chunksof virtual addresspacebetweerthemseles. All three
interfacesallow a procesgo move datausingthe virtual memorysystemandthus avoid
costly datacopies. Theseinterfacesprovide the basichbuilding blockson which advanced
I/0 andIPC subsystemsanbe built. In this chaptemwe explain the workingsof UVM’ s
pageloanout,pagetransfey andmapentry passing.In ChapterlO we will presenperfor
mancedatafor our implementatiorof thesefunctions.

Moving datawith the virtual memorysystemis more efficient than copying data.
To transfera pageof datafrom one pageto anotherthroughcopying, the kernel must
first ensurethat both the sourceand destinationpagesare properly mappedn the kernel
andthencopy, word by word, eachpieceof datain the page. To transfera pageof data
usingthevirtual memorysystenthekernelneedonly ensurehatthepageis read-onlyand
establisha secondnappingof the pageat the destinatiorvirtual address.

However, moving datawith the virtual memorysystemis more complicatedthan
copying data.First, the kernelmustusecopy-on-writeto preventdatacorruption.Second,
for pageghataregoingto beusedby thekernelfor I/0, thekernelmustensurdhatthedata
remainswired andis not pagedout or flushed. Third, virtual memorybaseddatamoving

lonani386 systenthereare1024wordsin a page thuscopying a pagerequiresaloop of 1024memory
loadsand 1024 memorystores. Transferringa pageof datausingthe virtual memorysystemrequirestwo
memoryloadsand stores,one load-storepair to write protectthe sourcevirtual addressand one pair to
establisha mappingat the destinatioraddressThereis alsosomeoverheadassociatedavith looking up the
pageandadjustingsomecounters.
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only worksfor large chunksof data(closeto page-sized) Copying smallchunksof data
is moreefficient thanusingthe virtual memorysystemto move the data. Thus,a hybrid
approachs optimal.

7.1 Pageloanout

Underatraditionalkernel,sendingdatafrom oneprocesgo anothemprocessor a device is
atwo-stepprocedure First the datais copiedfrom the process’addresspaceto a kernel
buffer. Thenthe kernelbuffer is handedbff to its destinationeithera device driver or the
IPC layer). The copy of the datafrom the processaddresspaceto the kernelbuffer adds
overheado thel/O operationIt would beniceif 1/0O couldbeperformeddirectly from the
process’addressspace but in a traditionalkernelit is necessaryo copy the datafor the
following reasons:

e Thedatamay not beresident.As partof the datacopying procesghe kernelfaults
in ary non-residenpagesn the process’addresspacebeforecopying the datato
the kernelbuffer. This ensureghatnonresidenpagesdo not interferewith the 1/O
operation.

e A processnaymodify its datawhile thel/O operationsin progresslf thekerneldid
not make a copy of thedata,thenthesemodificationscould effectthe /O operation.
By makinga copy of thedatain a privatebuffer, the kernelensureshatchangeshe
processmay malke to its memoryatfterthe I/0O operationhasstartedwill not effect
datathatthe processonsidersalreadysent.

e Thedatamaybeflushedor pagedutby anotheproces®rthepagedaemonThel/O
systenrequireghatdatamustremainresidentwhile anl/O operationis in progress.
Since kernel buffers are always residentand never touchedby the pagedaemon,
performingl/O onakernelbuffer is nota problem.

Pageloanoutis a featureof UVM thataddressethesessuedy allowing a process
to safelyloan out its pagesto anotherprocessor the kernel. This allows the processo
senddatadirectly from its memoryto a device or anothermprocessvithout having to copy
the datato anintermediatekernelbuffer. Thisreducegshe overheadf I/O andallowsthe
kernelto spendmoretime doingusefulwork andlesstime copying data.

At anabstractevel, loaninga pageof memoryoutis not overly comple. To loan
outa page,UVM mustmalke the pageread-onlyand,incrementthe pages loan counter
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virtual address space
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Figure7.1: Pageloanout

Thenthe pagecansafelybe mapped(read-only). The compleity of pageloanoutarises
whenhandlingthe specialcasesvheresomeother processeedsto make useof a page
currentlyloanedout. In thatcasetheloanmayhave to be broken.

7.1.1 Loan Typesand Attrib utes

A pageof memoryloanedout by a processmustcomefrom oneof UVM'’ s two mapping
layers.A procesganloanits memoryoutto eitherthekernelor to anotheiprocessTo loan
memoryto thekernel,UVM createsanarrayof pointersto vm_page structureghatcanbe
mappednto the kernels addresspace.To loanmemoryto otherprocessed)JVM creates
an array of pointersto anonstructureshat canbe enteredinto an amapthat belongsto
thetargetprocessThetamgetprocescantreattheloanedmemorylike normalanorymous
memoryfor the mostpart. Pageloanoutis shovn in Figure7.1.

Thus,ary loanoutof a pageof memorymustfall into oneof thefollowing four loan
types:

objectto kernel: A pagefrom auvm_object loanedoutto thekernel.
anonto kernel: A pagefrom ananonloanedoutto thekernel.
objectto anon: A pagefrom auvm_object loanedoutto ananon.

anonto anon: A pagefrom ananonloanedoutasananon.Sincethedatais alreadyin an
anon,nospecialctionotherthanincrementingheanonsreferenceountis required
to createaloanof thistype.
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The proceduredor performingeachof thesetypesof loanswill be describedin Sec-
tion 7.1.5. Note thatit is possiblefor a pagefrom a uvm.object to be loanedto an
anonandthenlaterloanedfrom thatanonto thekernel.

All typesof loaned-oufpagesareread-only As long asthe pageis loaned-ouits
datacannotbe modified. In orderto modify datain a loanedout page,the kernelmust
terminatetheloan. Thisis called“breaking” theloan. Breakinga loaninvolvesallocating
a new pageoff the freelist, copying the datafrom the loanedpageto the new page,and
thenusingthe new page.

ThereareseveraleventsthatcancauseJVM to breakaloan. Theseeventsinclude:

e Theownerof aloanedpagewantsto freethe page.

e A write faultonaloanedpage.

e Thepagedaemowantsto pageout pagecurrentlyloanedout.
e An objectneeddo flushaloanedpage.

UVM hadto bemodifiedto handldoanedpagesn eachof thesecasesThesanodifications
aredescribedaterin this chapter

Memory pagesloanedto the kernelhave threeimportantproperties. First, pages
loanedto the kernelmustbe resident. If the datais on backingstorethenit is fetched
beforetheloanoutproceedsSecondgeachpageloanedto the kernelis “wired” to prevent
the pagedaemofrom attemptingo pageout pageloanedto the kernelwhile thekernelis
still usingit. Thisisimportantbecausd the pagedaemowasallowedto pageouthepage
thenthenext time thekernelaccessetheloanedpageanunresohablepagefaultwould be
generatedandthe systemwould crash).Third, pagedoanedto the kernelareenterednto
the kernels pmapwith a specialfunctionthat preventspage-basedmapoperationdrom
affectingthekernelmapping.This allows UVM to performnormalVM operation®n the
loaned-oupagewithouthaving to worry aboutdisruptingthekernel’s loanedmappingand
causinganunresohablepagefault.

Memory pagesloanedfrom an objectto an anonhave two importantproperties.
First, while mostpagesarereferencedy eithera uvm.object or ananon,thesepages
arereferencedby bothtypesof memoryobjects.However, it shouldbenotedthatthepages
areconsidereawnedby theiruvm_object andnottheanonthatthey areloanedto. This
meandhatin orderto lock thefieldsof apageloanedfrom auvm_object toananon.the
uvm_object mustbelocked. Secondauvm_object ’spagecanonly beloanedto one
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anonatatime. Futureloansto ananonneedonly gainareferenceo the anonthe pageis
alreadyloanedto (ratherthanallocatinga nenv anonto loanto).

Whenanobjectthatownsaloanedpagedecidedo freeit, thepagecannotbeplaced
onthefreepagelist becausét is still beingusedby the procesghatthe pageis loanedto.
Ratherthanfreethepage thepagebecomeswnerlessif anownerlesgpagewasoriginally
loanedfrom auvm_object to ananonthentheanonis freeto take overthe ownershipof
the pagethe next time it holdsthe appropriatdock. Whenthe loan countof anownerless
pageis decrementetb zero,thenthe pagecanbeplacedonthefreelist.

7.1.2 Loaning and Locking

As statedin the previous section,in orderto lock a pageone mustlock its owner. For
example,if ananoncontainsa pagethatis onloanfrom a uvm.object theobjectmust
belockedto accesshevm_ page datastructuresfields. Therearetwo problemwith this.
Thefirst hasto do with lock ordering. If UVM is alreadyholding a lock on the anon, it
cannofjustlock theuvm_object sincethatviolateslock ordering.Insteadjt must“try”
to lock theobject,andif thatfails it mustdroptheanonlock andthentry again.

The secondproblemis that an anonthat hasa pageon loan from an objectdoes
not hold areferenceo thatobject. Thus,whenattemptingto lock the objectit is possible
for the objectto terminatebetweerthetime the pages objectfield is readandthetime the
lock on the objectis attempted.In orderto preventthis, the pagequeuesmustbe locked
beforetrying to lock the object. Locking the pagequeuespreventsthe pages loan count
from changingandthusensureghatthe objectcannotbe terminateduntil the pagequeues
areunlocked.

The option of allowing an anonthat hasa pageon loan from an objectto hold a
referencedo thatobjectwasconsideredHowever this provedto beimpracticalin the case
wherethe pagedaemoneeddo breaktheloan. In thatcasehe pagedaemowould haveto
dropthereferenceo the object,possiblytriggeringasynchronousO. This would leadto
deadlockbecaus¢he pagedaemowould bewaiting for theasynchronouBO operationto
complete put the servicesf the pagedaemowould be neededo completethel/O. Thus,
theideaof allowing ananonwith aloanedpageto hold areferenceo the objectthatowned
thepagewasrejectedandinsteadwve rely onthe pagequeudock to preventanobjectfrom
beingfreedoutfrom underananonwith aloanedpage.
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7.1.3 Loanout Data Structur esand Functions

In orderto supportpageloanout,two minor changesadto be madeto UVM datastruc-
tures. First, a new “loan count” field was addedto the vm_page structure. A pageis
currentlyloanedoutif its loan countis non-zero.In orderto changethe loan countof a
page,the kernelmustbe holding both the pageowner lock andthe pagequeuelock. In
orderto readtheloancount,only oneof thelocksneedbeheld.

Secondthepageownerfield hadto bechangedBeforepageoanoutwassupported
apagecouldbelongto eitherauvm_object orananon.Theownerfield wasaunionthat
containeda pointerto eachof thesestructures.Now that pageloanoutis supportedt is
possiblefor a pagethatis partof a uvm_object to beloanedout to ananon. So, the
unionwascorvertedto a structuresothata pagecanreferto bothauvm.object andan
anonatthe sametime.

Three major functions were addedto UVM to supportloanout: uvm_loan ,
uvm_unloananon ,anduvm.unloanpage .Theuvm.loan functionestablisheapage
loanout. It takesa rangeof virtual addressesr a vm map andreturnseitheran array of
pagepointersor anonpointers(dependingonif theloanis to thekernelor to anons).The
loanfunctioncanfail if partof theaddressangespecifieds unmappedr if it wasunable
to getsomeof the pagesn thespecifiedrange(e.g.dueto pagererrors).Oncea processs
finishedwith loanedpagesijt candroptheloanby usingeithertheuvm_unloanpage or
theuvm_unloananon functions.Memoryloanedto anonsthatis currentlymappedcan
alsobefreedwith the standardivm_unmap function.

7.1.4 Anongetand Loaned Pages

An anoncanpoint to a pageloanedfrom a uvm_object . Theuvmfault _anonget
function hastwo featuresthat are usedto handlepagesloanedfrom objectg. First, in
casesvherethe anondoesnot own the pagethatit refersto, theanongetroutinelocksthe
objectthat owns the page. This meansthat a function that usesuvmfault _anonget
mustunlocktheobjectbeforereturning.Secondwhentheanongetoutinedetectsananon
thatpointsto anownerlesgageit causesheanonto take over ownershipof thepage.The
following is pseudacodefor thesepartsof theanongetoutine:

[* start with a locked anon that points to a
* loaned page .. *
restart:

2SeeSections.1.6for adescriptionof uvmfault _anonget .
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lock(page  queues);

if  (anon->page->object) {

if  ('try_lock(anon->page->object)) {
unlock(anon, page queues);
[* allow other processes to proceed */
lock(anon);
goto restart;

}

} else if (page is ownerless) {
page->owner = anon;

}

unlock(page  queues);
[* done, continue anonget */

7.1.5 Loanout Procedure

In this sectionthe procedureusedto establisheachof the four typesof pageloanoutis
described.

Object to Kernel Loan

To loana pagefrom auvm.object to the kernelthefollowing stepsaretaken. Firstthe
objectis locked. Secondthe pageis fetchedfrom the objectusingthe objects pagerget
function. If thepageis notresidentthentheobjectis unlockedandanl/O isinitiated. Once
thepageis residentheobijectis relocked. Third, thepagequeuesrelocked. Sinceboththe
objectandthepagequeuesrelockedthis allowsthepagedoancounterto beincremented.
If theloan counterwaszero,thenthe pagemustbe globally write-protectedo trigger a
copy-on-write operationin the eventthatsomeprocessattemptso modify the pagewhile
the loanis established.Fourth, the pageis wired (i.e. removed from the pagedaemor’
gueues).Finally the pagequeuesand objectcanbe unlocked. The pseudocodefor this
processs:

lock(object);
page = get _page(object,offset); /*  make resident */
lock(page  queues);
if (page->loan_count == 0)
write_protect(page);
page->loan_count++;
wire(page);
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unlock(object, page queues);
return(page);

Anon to Kernel Loan

To loan a pagefrom an anonto a wired kernelpagethe following stepsaretaken. First,
theanonmustbe locked. Secondtheuvmfault _anonget functionmustbe calledto

malke theanons pageresidentNotethatuvmfault _anonget checkdor anonthathave
pagesonloanfrom uvm_object s. In thatcasetheanongetunctionwill ensureghatboth
theanonandtheuvm_object arelocked. Third, the pagequeuesarelockedandthepage
is write protectedif needed)theloancountis incrementedandthepageis wired. Finally,

theanon,uvm_object (if thereis one),andthepagequeuesreunlockedandthe pageis

returned.The pseudacodefor this processs:

lock(anon);

uvmfault_anonget(anon); [* makes resident  */
[* if anon’s page has an object, it is locked *
lock(page  queues);

if  (anon->page->loan_count == 0)

write_protect(anon->page);
anon->page->loan_count++;
wire(anon->page);
if  (anon->page->object)
unlock(anon->page->object);
unlock(anon, page queues);
return(anon->page);

Object to Anon Loan

To loana pagefrom anobjectto ananonthe following stepsaretaken. Firstthe objectis

locked andthe pageis looked up usingthe pagergetfunction. If the pageis not resident,
thenit is fetched. SecondUVM checksto seeif the pagehasalreadybeenloanedto an

anon.If so,it lockstheanon,incrementshe anons referencecount,unlockstheanonand
object,andreturnsa pointerto theanon.Third, if thepagehasnotbeenloanedto ananon,
thenanew anonis allocated.The pagequeuesarethenlocked,the pageis write protected
if necessarytheloancountis incrementedanda bi-directionlink is establishedetween
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the new anonandthe page.Finally, the pagequeuesandobjectareunlocked andthe new
anonis returned.The pseudacodefor this processs:

lock(object);

page = get page(object,offset); [*  make resident  */

if (page->anon) { /* already loaned to an anon? */
lock(anon);

anon->reference_count++1;
unlock(anon,object);
return(page);

}

allocate new anon;

point new anon at page and vice-versa;

lock(page  queues);

if (page->loan_count == 0)
write_protect(page);

page->loan_count++;

unlock(page  queues,object);

return(new  anon);

Anon to Anon Loan

Loaninga pagefrom ananonto ananonis a simplemattersincethe pageis alreadyin an
anon.All thatneedgo be doneis to lock the anon,incrementhe anons referencecount,
write protectthe page(if necessaryandthenunlockandreturntheanon.

7.1.6 Dropping and FreeingLoaned-Out Pages

Whena processr thekernelis finishedwith loanedout pagegheloanshouldbedropped.
For pagesloanedto an anonthis is simply a matterof locking the anon,decrementing
the anons referencecount,and unlockingthe anon. If the anons referencecountdrops
to zerothenthe anoncanbe freedwith the standarduvm_anfree  function. This allows
pagesloanedto anonsthat are mappedin other processes$o be freed with the standard
uvm_unmap function. Theuvm_anfree functionhandlegpageghathave beenloanedto
ananon.If thepagein ananonhasanon-zerdoancount,thentheanonfreefunctionfirst
attemptgo lock thetrueownerof thepage.If the pageis ownerlessthentheanonwill take
over ownershipof the page. At this point, if the pageis ownedby a uvm_object then
the pagequeuesarelocked while the pages loan countis droppedandthe pages pointer
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to the anonis zeroed.Oncethatis done,the pageis no longerloanedto an anonandthe
uvm_anfree functionneednotworry aboutit anymore.

If the pagewasloanedbut not ownedby a uvm object , thenit mustbe loaned
by theanonto thekernel.In this case the pageis passedo theuvm_pagefree function
andthenthe anonis freed. If aloanedpageis freed, ratherthanaddingthe pageto the
free pagelist the ownershipof the pageis droppedandthe pagebecomeswnerless.This
allows memoryobjectsto freetheir pageswithout having to worry aboutwhetherthe page
is currentlyloanedout or not. Thus,this handleghe casewhereanobject’s pageris asked
to flushoutandfreetheobjects pages.

7.1.7 The Pagedaemorand Loaned Out Pages

The pagedaemopagesout and freespageswhenfree physicalmemoryis scarce. The
pagedaemomust take specialcarein caseit encountersa loanedout page. The only
type of loanedout pagethe pagedaemoiman encounteris a pagethat hasbeenloaned
from auvm_object toananon.All loansto the kernelaredonevia wired pagessothe
pagedaemowould never encountethis sortof page.

The first thing the pagedaemomvill do is try andlock the pages uvm_object
If the lock fails, thenthe pagedaemonvill skip to the next page. If the pageis dirty
thenthe pagedaemonanproceedasnormal— it will starta pageout/O operation.The
pagewill alreadyberead-onlybecausé hasbeenloanedout. If thepageis cleanthenthe
pagedaemooancalluvm_pagefree likeit normallywould. As describedn theprevious
section,this will causethe objectto drop ownershipof the page(the anonwill be freeto
claim ownershipof the page)andtheloanwill bebroken.

Thepagedaemonanalsodetectownerlespages.This canhappenf anobjectthat
owneda pagethathasbeenloanedto ananonhasdroppedownershipof thatpage.If this
sortof pageis encounteredhenthe pagedaemonattemptgo lock the pages anon. If the
attempffails, thenthe pagedaemoskipsto the next page.If theanonis successfullyocked
thenthe pagedaemonauseshe anonto take over ownershipof the page.At this pointthe
pagewill nolongerbe loanedout andcanbe treatedlike a normalanon-avnedpage. It
shouldbe notedthatthe pagedaemoshouldnever encountean ownerlespagethatis not
onloanto ananonbecausé¢hatcanonly happerwith pagedoanedto thekernel,andthose
pagesarealwayswired.
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7.1.8 Faulting onauvmobj ect with Loaned-Out Pages

The pagefault routine must also be aware of loanedpages. It mustensuretwo things:

loanedout pagesarenever mappedead-writeandthatwrite faultson loanedpagescause
theloansto bebroken. The caseof a pagefaulton anobject(a“case2” fault,asdescribed
in Chapterb) is handledasfollows. For copy-on-write and zero-fill faults (case2B) no

specialactionis requiredsincethe object’s pagesarenever written in thatcase.For faults

directly onthe objects pageqcase2A), if thefaultis a readfault on aloanedpage,then

the fault routine mustensurethat the pageis alwaysmappedread-onlyregardlessof the

currentprotectionon the mapping. If the faultis a write fault on a loanedpagethenthe

loanmustbebroken.

To breaktheloanthefollowing stepsaretaken: the objectis lockedandanew page
is allocated. The datafrom the old loanedout pageis copiedto the newv page. Thenall
mappingof the old pageareremovedthusforcing all usersof the objectto refreshtheir
mappingof the pagethe next time it is referencedTheold pageis thenremovedfrom the
objectandits ownershipis dropped.Thenthe new pageis installedin the objectattheold
pages offset. At this pointthenewly allocatedpagehasreplacedheold pagein theobject
andthefault canproceedasusual. The old pageis ownerlessandwill be freedwhenthe
processeto whichit is loanedarefinishedwith it.

7.1.9 Faulting on an Anon With Loaned-Out Pages

Pagefaultson anonsthat point to loanedpagesalsorequirespecialhandlingby the fault
routine. First, as previously describedcalling uvmfault _anonget on an anonthat
pointsto aloanedpagethathasno ownerwill causeheanonto take over ownershipof that
page.Callinguvmfault _anonget onananonthatpointsto aloanedpagethathasan
ownerwill lock the pages owner (if it is notthatanon).If thefaultis areadfault, thenthe
faultroutinemustensurehatthe pageis enterednto thefaultingprocesspmapread-only
evenif theanons referencecountis one. If thefaultis awrite fault, thenthe fault routine
mustbreaktheloan. For anons with areferencecountthatis greaterthanone,no special
actionis requiredbecausehe normalanoncopy-on-write mechanisnwill handlethings
properly A new anonwill becreatedandthe datacopiedto anew pageassociatedvith it.
The original anonwith the loaned-oufpagewill remainuntouchedotherthanhaving its
referencecountdecremented).

To breaktheloanfor awrite faultonananonwith areferenceountof one,thefault
routinemustdo thefollowing. It mustfirst allocatea new page.If no pagesareavailable,
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thenthe fault routine wakes the pagedaemoiand waits for it to make somefree pages
available. Oncethe new pageis allocated thenthe fault routine mustcopy the datafrom
theold pageto new page.Thenthefaultroutineremovestheold pagefrom all userpmaps
to causethemto refreshtheir mappingson their next memoryreferencelt thenlocksthe
pagequeuesdecrementtheloancountontheold pageandzerosthe pages anonpointet
If theanonownedthe page(andthusit wasloanedoutto the kernel),thenthis causeshe
pageto becomeownerless.If auvm_object ownedthe page,thenthis causeghe page
to no longerbeloanedout to ananon. At this point the fault routinecanunlockthe page
gqueuesandthe old pages uvm_object (if it hadone). Finally, the fault routineinstalls
thenew pageinto theanonandthefaultcanberesohedasusual.ln essenceyhathappens
is thatthe old loanedpageis disassociateffom the the anonandreplacedwith afreshly
allocatedpagethatis notloanedout.

7.1.10 UsingPageLoanout

Pageloanoutcanbe usedin a numberof ways. For example,to quickly transfera large
chunkof datafrom oneprocesgo anotherthe datacanbe loanedout to anons andthose
anonsanthenbeinsertednto anamapbelongingo thetargetprocessPageloanoutto the
kernelcanbe usedto improve both network anddevice I/O. For example,whena process
wantsto senddataout over the network the kernelwould normally copy the datafrom
the process’memoryinto kernelnetwork buffers (mbufs). However, insteadof copying
the process’pagesthe pagescould be loanedout to the kernelandthenassociatedvith
mbufs, thusavoiding a costlydatacopy. An audiodevice couldaccespagesnf audiodata
loanedfrom theuserprocessvVirtual addresspaceo theaudiodriver directly. Thiswould
eliminatetheneedto copy thedatato a privatekernelbuffer.
Pageloanoutcanalsobeusedto partlyreplacehekernelsphysio interfacethatis
usedfor “raw” 1/0 to devicessuchasadisk. Thephysio functionallowsadeviceto read
andwrite directly from a userprocessimemorywithout having to make a datacopy. Page
loaningcanbe usedto fix several problemsassociatedvith usingphysio to write data
directlyfrom a processaddresspaceo adevice. Thephysio functionworksby wiring
aprocessimemory encapsulatinghatmemoryin akernelbuffer, startingan!/O operation,
andthenwaiting for the I1/O operationto finish. Oncethe I/O operationcompletesthe
physio functionreturns.Therearetwo problemswith I/O performedusingthis process.
First, physio assumeshat no processotherthanthe one performingl/O hasaccesdo
the processVirtual addresspaceandthusthe processmemorycannotchangewhile the
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physio operationis in progress.While this is true for singlethreadedsystemsit is not
true for multithreadedsystemswvherea process’addresspacecanbe sharedoy multiple
threads.On suchasystem|t is possiblefor onethreadto be performingaphysio onan
areaof virtual memorywhile anothethreadwritesto or unmapghe sameareaof memory
Thusphysio asit is currentlyimplementeds unsuitablegor useonthosesystems.

The secondoroblemwith processesisingphysio to write datato devicesis that
physio only supportssynchronoud/O. Procesgperforminga physio operationmust
wait until the operationcompletesdeforethey cancontinueexecution.Thisis necessaryo
preventthe procesgrom disturbingthe mappingof its buffer while thel/O is in progress.

Both theseproblemscanbe addressetty modifying physio to usepageloanout
to loanoutthe pagescontainingthe databeingwritten to the kernel. The modifiedversion
of physio would operateasfollows. First, a processwvould performa write operation
thatinvoked physio . Thephysio functionwould thenuseuvm_loan to loanoutthe
process’buffersto the kernel. Secondphysio would usethe loanedout pagesto start
the asynchronou$/O operation. Third, the physio operationwould return, allowing
the procesdo continueexecution. Eventually the I/O operationwould completeandthe
kernelwould droptheloanof the processmemory While thel/O is in progressheusers
bufferwill becopy-on-write,thuspreventingtheprocesgromwriting to thepagegphysio
is usingfor I/O. Furthermore the processcan safely unmapand free its pageswithout
disruptingthe I/O operation.If theloanedout pagesarefreeddueto anunmap,they will
becomeownerlesdoaned-oupagesandwill eventuallybefreedwhenthekernelis finished
with them(but notbeforethen).

7.2 PageTransfer

Undera traditional BSD kernel,whenthe kernelwantsto move someof its datafrom a
kernelbuffer to a userprocessVvirtual addresspacet usesthe copyout function. This
function copiesthe dataword by word to a userbuffer. If the users buffer is notresident,
thena pagefaultis triggeredandthethe buffer is pagedn beforethecopy is started.

For large chunksof dataall this copying cangetexpensve. Pagetransferprovides
the kernela way to work aroundthis datacopy by allowing the kernelto inject pagesof
memoryinto a process'virtual addresspace. Pagetransfertakeseitherkernelpagesor
anonsandinstallsthemat eithera virtual addressspecifiedby the userprocessor if no
addresss specifiedjt installsthemin anareaof virtual memoryreseredfor pagetransfer
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Figure7.2: Pagetransfer

Oncea pagehasbeentransferednto a process’addresspaceit is treatedike ary other
pageof anorymousmemory Pagetransferis shavnin Figure7.2.

Thereare two typesof pagetransfer: kernel pagetransferand anorymouspage
transfer Thesetwo typesof pagetransferaredescribedn thefollowing sections.

7.2.1 Kernel PageTransfer

Kernel pagetransferoccurswhen a page-sizeduffer thatis part of the kernels virtual
memoryis transferednto a processaddresspace For example,consideranaudiodevice
thatis currentlyrecordinginto a buffer. The audiodevice driver canallocatea pagefrom
UVM to actasits buffer. Whenthe pageis full the driver canmake it availablefor page
transfer Whena processssuesareadontheaudiodevice thefollowing proceduras used.
A new anonis allocatedandthe pagewith the datais attachedo the new anonasits data
page. Next oneof two thingscanhappen.If the userprocessspecifieda virtual address
atwhich to putthe data,thenUVM ensureghatthataddresss mappedandhasanamap
associateabvith it. If it is mappedout doesnot have anamap,thenUVM will allocatean
amap. Thenthe anonis installedinto the amapat the appropriateaddress.On the other
hand,if the userprocesdid not specifya virtual addressat which to placethe data,then
UVM chooses free virtual addressat which to placethe data. The pagetransferareaof
the virtual addressspaceis always mappedoy an amap. UVM installsthe anonin this
amap.At this pointthe datahasbeentransferecandthe userprocesiasaccesso it.

The networking subsystentanalsobenefitfrom pagetransfer Kernelnetworking
buffers (mbufs) arefixedin two sizesat compiletime: large andsmall. If the large mbufs
aremadepagesized,thenthey areeligible for pagetransfer The proceduras similar to
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whatis describedabove, however it is morecomplex becausenbuf pagesusuallystartoff
aspageghatbelongto akerneluvm_object allocatedoutof akernelsubmapwith kernel
mappingsin this casepagetransfercodemustremove theassociatiorbetweerthembuf’s
pageandthe mbuf systembeforethe pagecanbe transfered.This procedures described
below.

Therearetwo possibletypesof large mbufs: mbufs that have normal page-sized
dataareasallocatedout of a kernelobjectand mbufs that have “external” databuffers.
Externaldatabuffers could be pageshatare partof a device’s hardwarememory or they
couldbepageghatwereloanedout from anothemprocessPageshatarepartof adevice’s
memorymustbe copiedbecaus¢hey arenot managedy theVM system Pageghatwere
loanedout from anotherprocesscan be loanedout to anonsandthustransferednto the
users addresspacé. Large mbufs thathave normally allocatedpagescanbe handledby
pageswapping.To do this, the networking systentirst allocatesa new pageandobtainsa
pointerto the pagethat containsthe data. It thenremovesthe pagethat containsthe data
from the mbuf systemyeplacingit with the new page.At this pointthe mbuf is associated
with the new pageandtheold pageis availablefor pagetransfer

7.2.2 AnonymousPageTransfer

Anonymous pagetransferis usedwhen the pagesto be transferednto a userprocess’
addresspacearealreadyassociatedvith anonstructures.For example,this could occur
whenanothemprocesdoanspartof its memoryout to anonsin orderfor it to be usedfor

pagetransfer In thiscaseUVM needonly identify theappropriatemapstructuren which

to puttheanons.

Anonymouspagetransfercanbeusedwith pageloanout(to anonskaspartof anlPC
mechanismThe|PC systemcanusethesefacilitiesto allow processeto easilyexchange
anonpage®f data.Anonymouspagetransfercanalsobeusedto improve the performance
of read systencallsonplainfilesif thereadbufferis pagealignedandpagesized.Rather
thancopying the datafrom a uvm_object ’s pagesto anorymousmemory the objects
pagescanbeloanedout to anons. Thentheseanonscanbe transferednto a process’ad-
dressspace For normalfilesasimilareffectcouldbeachievedby usingmmaypor having the
kernelestablisha normalmappingunderneathheread call. The disadwantageof doing
I/O thisway is thatit leadsto morememorymappingsandthusmapentry fragmentation.

3Thus,pageloanoutandpagetransfercanbothbe usedat the sametime.
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Also, if the processwritesto its buffer eachmappedareawill getits own amap. Thisre-
guiresmoreamapmemorythenanorymouspagetransferandresultsin longermapsearch
times. Anotheradwantageof usingpagetransferis thatit givespage-leel granularityfor
mappings.

7.2.3 Disposingof Transfered Data

If a processs receving datavia pagetransfer thenit needsa way to releasdransfered
pagesvhenthey arenolongedneededOnewayto dothisis to usethe standardnunmap
systemcall to unmapthe transferedoages. The problemwith this is that not only does
munmapfreethetransferegpageshut it alsofreestheamapin whichthetransferegages
live. This will forcethe VM systemto allocatea brandnewv amapif it wantsto transfer
more pagesto the sameareaof virtual memory To addresghis problemthe anflush
systencall wasaddedo UVM. Thisnew systencall remosesanongrom anamapwithout
freeingthe amapitself. Theanflush  systemcall canalsobe usedto restorean areaof
anorymousmemoryto a zero-fill state.

7.3 Map Entry Passing

Underatraditionalkernel, processesypically exchangedataeitherusingpipesor shared
memory Internalto the kernel, pipesare typically implementedas a connectedpair of
network soclets. Whenthe sendingprocesswrites dataon the pipe it is copiedby the
kernelfrom that process’addressspaceinto a kernelbuffer (mbuf). The mbuf is placed
on aqueuefor thereceving processWhenthereceving processeadsdatafrom the pipe
the datais copiedfrom the mbuf out to the receving process’addresspace.Thus,when
sendingdataover a pipe the datais copiedtwice, oncefrom the sendetto a kernelbuffer
andoncefrom thekernelbuffer to therecever.

In a traditionalkernel sharedmemorybetweentwo processegan be established
in threeways. First, mostkernelssupportthe SystemV sharedmemoryAPI. This API
allows a procesgo createa sharednemorysegmentof specifiedsizeandprotection.Once
created other processesvith the appropriatepermissionsan attachthe sharedmemory
segmentinto their addresspace.Secondany numberof processesanmmapa normal
file MARSHAREDChangesnadeto the file’s memorywill be seenby all processeghat
aresharingit. Third, a processcanallocatevirtual memorywith aninheritancecodeof
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Figure7.3: Map entrypassing
“share’ Whenthat procesdorks a child processt will sharethe memorywith the child
process.

UVM providesa new way for processe$o exchangedata: mapentry passing.For
large datasizes,this is more efficient than pipesbecauseadatais moved without being
copied.Map entrypassings alsomoreflexible thantraditionalsharednemory Map entry
passingloesnothave SystemV sharednemorysrequirementhata procesgre-allocatea
sharedmemorysegment.It alsodoesnotrequiretheserviceof thefilesystemayer, unlike
mmap Additionally, mapentry passingallows a rangeof virtual addresseto be shared.

Thisrangecanincludemultiple memorymappingsandunmappedreaf virtual memory
Map entrypassings shovn in Figure7.3.

7.3.1 Export and Import of Virtual Memory

UVM'’ smapentrypassingnechanisnallows anotherlternatve for processet exchange
data. With mapentry passinga processsendingdatacan “export” a rangeof its virtual
addressspace.This allows a receving procesdo “import” that memoryinto its address
space.

To exporta block of virtual memory the sendingprocessmustcreatea description
of theblock. Themexpimp _info  structuredescribes blockof virtual memoryto export,
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mexpimp_info

base address base
length len

export type type

export flags flags
process ID pid
user ID uid
group ID gid

mode mode

Figure7.4: Themexpimp _info  structure

asshavn in Figure7.4. Thebaseandlenfieldsidentify theblock of virtual addresspace
thatis exported.Notethatmorethanoneobjectcanbe mappedn this spaceandit alsocan
haveunmappedyapsn it. In fact,it canevenbecompletelyunmappedTheexporttypecan
describesow the block of memoryis exported. Thereare currentlyfour possiblevalues
for thisfield (describedn the next paragraph)The export flagsalongwith the processd,
userid, groupid, andmodeareusedto controlaccesso theexportedregion of memory A
procesdasthe optionof exportingmemoryto a specificprocessor establishingfile-like
protectioncode.Theexportflagscontrolwhich accessontrolmechanisnis used.
Thefour exporttypevaluesareasfollows:

share: causesheimportingprocesgo sharethe memorywith the exportingprocess.

copy: causeghe importing processto get a copy-on-write copy of the exportedvirtual
memory

donate: causegshe memoryto be removed from the exporting process'virtual address
spaceandplacedin theimporting process’space After theimport thevirtual space
in theexportingprocesswill beunmapped.

donatewith zero: the sameas“donate; exceptratherthanleaving the exportedrangeof
virtual spaceunmappedaftertheimportit is resetto be zero-fill memory

Onasuccessfuéxportof memorya“tag” structurds createdor thememory This
structureis calledmexpimp _tag andit containsa procesdD andtimestamp.To import
virtual memorythis tagmustbe passedn to theimportsystencall. Thetagis usedto look
up the exportedregion of memoryandimportit.
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UVM providestwo systemcallsfor the exportandimport operations.Their signa-
turesare:

int  mexport(struct mexpimp_tag *tag, struct mexpimp_info  *i)
int  mimport(struct mexpimp_tag *tag, struct mexpimp_info  *i)

Both systemcalls returnzeroon succesand —1 if thereis anerror For the export sys-
tem call, the exporting procesdills outa mexpimp _.info  structureandif successfuthe
kernelwill fill outthetagstructurewith thetagof the exportedregion of memory For the
import systemcall, theimporting procesdills outthetagstructureandcallsimport. If the
mexpimp _info  pointeris non-null, thenthe info usedto export thatregion of memory
will bereturnedn thestructurepointedto by this pointer

7.3.2 Implementation of Map Entry Passing

Map entry passings implementecbn top of UVM’s uvm_map.extract  function. The
mapextractionfunctionextractspartof thevirtual memorymappedy amapandplacest
in anothemap. In additionto beingusedfor mapentrypassingtheextractfunctionis also
usedby theprocfs procesdile systemandtheptrace systencall (usedfor delugging)
to allow oneprocesdo accesanothemprocessvirtual addresspace.

Theuvm_mapextract  functionis calledwith a sourcemap, sourcevirtual ad-
dress,length, destinationmap, destinationaddresgointer and a setof flags. The flags
are:

remove: remove the mappingfrom the sourcemapatfterit hasbeentransfered.

zero: valid only if “remove” is set,this causeshe removed areato becomezero-fill after
theextractoperation.

contig: abortif thereareunmappedyapsin the region. The contigflag is a “besteffort”
flag. It is possiblefor the extractto succeedvenif therearegapsin themapin some
cases.

gref: “quick” referencesTheqrefflagis usedfor brief mapextractionssuchasthe ones
generatedby ptrace . With ptrace thefollowing patternis used:extractasingle
pagefrom a process’'map, reador write a word in that page,unmapthe extracted
region. UndernormalVM operatiorthis sortof operationwould leadto alot of map
entry fragmentatiorbecausef the clipping usedto extractthe paged-sized¢hunks.
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Quick referencegake advantageof the factthat the extractedmappingis goingto
beshortlivedto relaxthemanagementf reference$o uvm object structuresand
amapsandavoid mapentryfragmentation.

fixprot: causeghe protectionof the extractedareato be setto the maximumprotection.
This is necessaryor the ptrace call becauset needsto write breakpointsto a
processtext area.Thetext areais normallymappecdcopy-on-writewith is protection
setto read-onlyandits maximumprotectionsetto read-write.In orderfor ptrace
to be ableto write to this memory the protectionmust be raisedfrom its current
read-onlyvalueto its maximumvalue.Notethatthis doesnot effect the sourcemap,
only thedestinatiormap.

Theuvm_map_extract operateasfollows:

e A sanitycheckof uvm_map_extract ’'sargumentss performed.The startingad-
dressmustbe onapageboundaryandthelengthmustbe a multiple of the pagesize.
Also, the*remove” flagis mutuallyexclusivewith boththe“contig” and“gref” flags.

e Virtual spacds resenedin thedestinatiormapfor the extractedmemory(donewith
theuvm_map.reserve function).

e Thesourcemapsmapentrylist is searchedor thefirst mapentrythatcontainsthe
startingvirtual addressThenaloop overthe sourcemap’s virtual spacds entered.

e Eachsourcemapentryin the virtual rangeis copiedinto a list of mapentriesthat
will beinsertedn thedestinatiormap(if theremove flagis set,thenthe sourcemap
entryis removedfrom the sourcemap).

e Whentheendof thevirtual rangeis reachedthe nev mapentriesareinsertedn the
destinatiormap.

Theactualuvm_map.extract  functionis a bit morecomple thanthis dueto the need
to handlequick referencesnddatastructuredocking properly

7.3.3 Usageof Map Entry Passing

Map entry passingcanbe usedto move large chunksof databetweenprocessesvithout
theoverheadf datacopying. For large datamapentrypassings moreefficientthanpipes
because¢hedatais not copied,insteadt is movedusingthevirtual memorysystem.
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Map entry passings alsomoreflexible thanmemorysharedwith SystemV shared
memory With SystemV sharedmemory the sharedmemoryregion mustbe allocatedn
adwanceandall shareddatamustbe placedin it. Also, thesharednemoryregion mustbe
a contiguouschunkof anorymousmemory On the otherhandmemorysharedvia map
entry passingcan spanmultiple mappings,include unmappedegions, and can contain
file mappingsaswell asanorymousmemory Any region of a process’memorycanbe
exportedonthefly, thereis no needto pre-allocatea region of memory

Map entry passingcan be more efficient and flexible than memory sharedwith
mmap Regions of memorysharedwith mmaprequire interactionswith the filesystem
layer, andthis canslow thingsdown. This costcanbe mitigatedsomeby placingthemem-
ory mappedile onaRAM disk. It shouldbe notedthatusingmmapfor sharednemoryis
still quiteuseful. Systemdike M-NFS[43] allow memorymappedilesto besharedacross
anetwork. Map entrypassingcannotbe usedto do this (sinceit is not possibleto passmap
entriesbetweermachinen a network).

UVM'’ s mapentry passingalsoallows a procesgo grantanothemunrelatedorocess
accesdo only partof afile. In traditionalUnix, if afile descriptoris passedo another
procesausingfile descriptorpassingthenthe receving procesgyetsaccesdo the entire
file atwhatever permissiorthefile descriptorallows. The only way to passpartialaccess
of afile to anotherprocesss to openthefile, mmapin the partof thefile to be accessed,
closethefile, andthenfork a child procesghatonly hasaccesso the partof thefile that
wasmemorymapped.

UsingUVM’ s mapentrypassingary procesanmemorymapafile andthenoffer
to sendthatmappingto otherprocesseslo dothis,thesener processieedonly mapin the
partof thefile thatit wantsto shareandthenexport thatmappingto the procesghatis to
receve partialfile accessThereceving processcanthenimportthe mappingof thatpart
of thefile. Thereceving processwill only have accesgo partof thefile thatis mapped
by the exportedpages.Partsof thefile outsideof thatrangewill be inaccessiblendwill
remainso asthereis no way for a procesgo changethe size of a file’s mapping. This
couldbeusefulin allowing processeaccesso only apage-sizedectionof a databasepr
example.

Note thatwith somemorekernelstructure it would be possibleto transfervirtual
addresspacebetweemrocessessingmapentry passingvithout the needfor tags.To do
this,theuvm_map._extract  functioncouldbemodifiedto returnalist of mapentriesthat
canbequeuedor atargetprocess.Thenwhenthetarget processvasreadyit could have
thislist of mapentriesinsertedn its map.
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7.4 Summary

In this chaptetUVM'’ s new datamovementfeaturesnverepresentedT hesefeaturesextend
the servicesofferedby the VM well beyondwhatis supportedn BSD VM. They canbe
usedto build advanced/O andIPC subsystemsuchastheonespresentedh Section3.4.2.
Pageloanoutprovidesaway for a procesgo loanits memoryoutto otherprocessesr the
kernel.Pagetransferprovidesaway for a procesdo import memoryfrom otherprocesses
or the kernelinto its addressspace. Both pageloanoutand pagetransferprovide page-
level granularityand canbe usedaloneor together Map entry passingallows chunksof
virtual addresspaceto be transferedetweenprocessesgor the kernel) by usingUVM’ s
mapextractionfunction.
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Chapter 8
SecondaryDesignElements

Thischaptedescribesnumberof thesecondargesigrelement®f UVM. Theseslements
aresmallpartsof the UVM designthatdiffer from BSD VM andcontrikute to the overall
functionof UVM. Topicscoveredin this chapterincludeamapchunking,clusteredanory-
mouspageoutthedesignof UVM'’ sthreepagersmemorymappingissuespageflags,VM
startup,andpmapissues.

8.1 Amap Chunking

As explainedin Chapter2, every processunningon the systemhasa stackarea. In the
BSD kernel,the size of the stackareais determinedoy a processresourcdimits. These
limits arearereadandsetwith thegetrlimit andsetrlimit systencalls. Resources
controlledby limits includeCPUtime, file size,coredumgsize,andstacksize. Eachlimit
hastwo values: the current“soft” limit andthe “hard” limit. A processcanchangethe
valueof thesoftlimit to ary valuethatdoesnotexceedthehardlimit. For thestack typical
valuesfor thesoftandhardlimits aretwo andthirty-two megabytesrespectrely. TheBSD
kernelresenesspacen eachprocess'mapfor thelargestpossiblestack(i.e. for the hard
limit). Thisrequireswo mapentries.Oneto mapthecurrentstackzero-fill read-write and
oneto mapthe spacdrom theendof the currentstackto the hardlimit zero-fill no-access.
For a typical stackeachprocessstartswith a two megabyteread-writeregion for
the currentstackanda thirty megabyteregion thatis not accessible.Note that for most
normal processe®nly a small part of the currentstackgetsused. Underthe BSD VM
system this resultsin a singleanorymoustwo megabytevm.object beingallocatedto
backthe currentstack.While this objectis large, it is nota problemfor BSD VM because
thesizeof avm.object is constanino matterhow largeit is. On ani386, for example,
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avm.object is always76 bytes.However, if left uncheclked,thisis a problemfor UVM
becausehe amountof kernelmemoryallocatedfor an amapgrows with the size of the
amap. Thisis dueto the amapcontainingthreearrayswhoselengthis determineddy the
numberof pageshe amapmaps.On a systemwith a 4K pagesizeatwo megabyteamap
consumes little over six thousandytesof kernelmemory. Allocationsof thatsizecan
quickly fill upthekernelsvirtual memoryspaceeseredfor its memoryallocator

To addresghis problem,UVM was modifiedto breakup very large amapsinto
smalleramapswhenpossible. This is calledamap“chunking” Currently UVM usesa
chunksizeof 64KB. Allocatinganamapthatmaps64KB requiresabouttwo hundredoytes
of kernelmemory Theamap_copy functiontakesa booleanparametethatindicatesif
chunkingis allowedor not.

As anexampleof the benefitsof amapchunking,considera newly createdbrocess
thathasnot accessedts stackyet. Its stackregion will be mappedby two zero-fill map
entriesboth with needs-cop set. Thefirst mapentry reseresthirty megabytesof virtual
memoryin casethe stacks resourcdimits are changed.The secondmapentry mapsthe
currenttwo-megabytestack. Whenthe procesdirst accessesis stack,a pagefault will
be generated Without amapchunking,the uvm_fault  routinewill look up the second
mapentryandcall amap_copy to clearneeds-cop Thiswill causeatwo megabyteamap
to be allocatedfor the secondmap entry and consumeover six thousandoytesof kernel
memory But with amapchunkingenableduvm fault  callsamap_copy with chunking
allowed. As aresult,amap_copy breaksthe secondnapentry up into two chunks.The
first chunkwill map1984KB of zero-fill stackmemorywith needs-cop set. The second
chunkwill mapthe faulting addressand be attachedo a freshly allocated64KB amap.
By chunkingthe amapallocation,UVM typically savesa little lessthan 6000 bytes of
allocateckernelmemoryperprocesslUUVM still usesnorememorythanBSD VM for this
procedurebecausef its useof amaps.However, amapsprovide perpagegranularitythat
is usefulfor pageloanoutandpagetransferandhelpeliminatethe objectcollapseandswap
memoryleak problemsfoundin BSD VM.

8.2 Clustered AnonymousMemory Pageout

When BSD is running low on free memory the pagedaemoiprocessis invoked. The
pagedaemonr’job is to scanthe pagequeuesn searchof residentpagesof memorythat

1A two megabyteregion contains512 pages. Assuminga 32 bit machine the size of eachentryin an
arrayis four bytes.Thusthree512 entryarrayswould take 6144bytes.



158
have not beenusedrecently When sucha pageis found the pagedaemomattemptsto
pageouthe pageto backingstore. After a pageis successfullypagedoutit canbereused
asits datais safelynon-residenin backingstore.Pageghatcontainfile dataarepagedout
to their backingfile, while anorymousmemorypagesare pagedout to the systems swap
area.

Therearetwo typesof pageshatthe pagedaemonanencountercleanpagesand
dirty pages.Cleanpagesarepageshathave never beenmodifiedsincebeingloadedfrom
backingstore. As the datain a cleanpageis identicalto the datacurrently on backing
store,to pageout cleanpageall the pagedaemohasto dois freeit. Onthe otherhand,
dirty pagesarepageghathave beenmodifiedsincethey wereloadedfrom backingstore.
To pageouta dirty page,the pagedaemomustfirst cleanthe pageby invoking an I/0O
operationto write the pages datato backingstore. Thenthe pagedaemoan free the
page.

Whenwriting dataoutto backingstore, it is moreefficientfor thekernelto transfer
multiple contiguouspagesat the sametime becauset involveslessoverhead(e.g. 1/0
setupand interrupts). Paging out multiple contiguouspagesat the sametime is called
clusteredpageout. For exampleconsidera systemwith a 4096 byte pagesize (4096is
0x1000in hexadecimal) Assumehatthereis afile thathasthreedirty pagesatbyteoffsets
0x4000,0x5000,and0x6000.Supposanemoryis scarceandthe pagedaemois running.
Without clusteredpageouteachof thesepageswill beindividually pagedoutin theirown
I/O transaction. However, if clusteredpageoutis available then when the pagedaemon
encounterghe pageat offset 0x5000it will notimmediatelypageit out. Insteadit will
searchor dirty pagegprecedingandfollowing the pageat offset 0x5000. This will cause
it to find the pagesat 0x4000and 0x6000. The pagedaemomvill thenclusterthesetwo
pageswith the original pageat 0x5000to form a threepagecluster Thus,all threepages
will becleanedn asinglel/O transactionNotethatif the offsetsof the dirty pageswvere
changedo 0x3000,0x5000,and0x7000thenthe pagedaemowould notbeableto cluster
the pagedogethembecausehey arenolongercontiguous.

In additionalto file memory the pagedaemonanalsoclusteranorymousmemory
for pageouto the swap area. In the BSD VM system,all pageableanorymousmemory
mustbe partof avm.object whosepageris the“swappager The swap pageroperates
by taking the objectanddividing it into fixed-sizedswap blocks. Eachswap block is one
or morepagesn length(larger objectshave larger swap blocks). Thefirst time a pagein
aswapblockis pagedoutto swapthe swapblockis assigned contiguoudocationin the
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swap area. This assignmenis static,oncean anorymouspagehasbeenassigned swap
locationon backingstoreit is alwayspagedoutto thatlocation.

Oneuniquepropertyof anorymousmemoryis thatit is completelyunderthecontrol
of theVM systemandit hasno permanenhomeon backingstore.UVM takesadwantage
of this propertyto moreaggressiely clusteranorymousmemorythanis possiblewith the
schemaisedby BSD VM. Thekey to thisaggressie clusterings thatUVM’ spagedaemon
canreassigrananorymouspages pageoutocationon backingstore. This allows UVM’ s
pagedaemoto collectenoughdirty anorymouspagedo form alarge clusterfor pageout.
Eachpageslocationonswapis assignedor reassigned3othattheclusteroccupiesacon-
tiguouschunkof swapandcanbe pagedoutin asinglelarge I/O operation.So,if UVM’s
pagedaemodetectdirty pagesat offsets0x3000,0x5000,and0x7000in ananorymous
objectit canstill groupthesepagesn asinglecluster while the BSD VM would endup
performingthreeseparaté/O operationdo pageouthe samepages.

Theresultof thisis thatUVM canrecover from pageshortagegjuicker andmore
efficiently thanBSD VM.

8.3 The AnonymousMemory Object Pager

Anonymousmemorycanbe found at eitherlevel of UVM’ s two-level memorymapping
scheme. At the amaplayer, anorymousmemoryis associatedvith anonstructures,as
explainedin Chapter4. At the objectlayerUVM supportsauvm_object thatis bacled
by anorymousmemory Thesesortsof objectsare managedy the “aobj” pagerandthus
arecalledaobj-objectsin this sectionthe designof theaobjpageris briefly presented.

8.3.1 Theuvmaobj Structure

Thestateinformationfor anaobj-objects storedn theuvm_aobj structure.Themainrole
of theuvm_aobj structures to keeptrackof thesizeof the objectandwhereits pagedout
dataresidesonbackingstore.This structurecontaingheuvm_object , structurethesize
of theobject(in pages)someflags,anarrayor hashtablethatmapsthe offsetin the object
to its locationon swap, andpointersto maintaina linked list of all active aobj-objectson
thesystem.

Whenanaobj-objecis createdtheaobjpagerexamineghesizeof theobject.If the
objectcontainsa relatvely small numberof pagesthenthe pagerallocatesan arraythat
hasanentryfor eachpagein the object. Eachentry containsthe locationon swap where
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the pages non-residentataresides Pageshathave never beenpagedout have theirentry
setto zero(aninvalid swap location). For large objects,suchan array could consumea
lot of kernelvirtual memory soif the objectis largerthana certainnumberof pageshe
aobjpagerallocatesa hashtableto mappagenumberto swaplocation. This allows small
objectsto receve the benefitof fastarray-basetbokupswhile larger objectsusinga hash
tabledo not put alarge burdenon thekernelmemoryallocator

8.3.2 The Aobj Pager Functions

The aobj pagers pagerfunctionsof interestare the attachand I/O functions. The aobj
pagers attachfunctionis uao _create . Theprototypefor this functionis:

struct uvm_object *uao_create(vm_size t size, int flags)

This function createsa new aobj-basedivm_object of the specifiedsize. The “flags”
argumentis usedduring systemstartupto createa specialkernelobject(seeSection8.8),
otherwiseit is zero. Oncecreatedanaobj-objectwill remainallocateduntil its reference
countdropsto zero. Oncethathappenghe aobj-objectandall the resourcest is holding
will bereleased.

Dueto UVM'’ s aggressie clusteringof anorymousmemoryfor pageoutall writes
to the swap areaare handledspeciallyby the pagedaemonAs a resultof this, the aobj
pagers “put” function never getscalled (andthus canbe setto null). The aobj's pager
“get” functionis a simplefront endthat calls out to functionsthathandlel/O to the swap
area.Thesefunctionsareusedto acces®othamapandaobjbasedanorymousmemory

8.4 The Device Pager

The device pagerallows device memoryto be mappedoy userprocessesThe mostcom-
mondevicesthatallow theirmemoryto be mappedaregraphicaframeluffers. Thedevice
pagers attachfunctiontakesa device specifierandreturnsa pointerto the uvm_object
for that device. Internally the device pagermaintainsa linked list of all actve device-
objectson the system.Whenthe attachfunctionis called,thelist is first searchedo seeif
thedevicealreadyhasauvm_object . If so,thatobjectsreferenceountersincremented
anda pointerto thatobjectis returned.If not,thena new uvm_object is allocated,ini-
tialized,andreturned.

The device pageris uniquein thatit performsno I/O. Ratherthanhaving a pager
“get” function, the device pagerhasa pager“fault” function. Whena procesdaultson
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devicememorytheuvm_fault routinetransferscontrolof thehandlingof the pagefault
to the device pagers fault routine. The fault routine consultsthe device driver's d_mmap
functionto determinehe correctdevice pageto mapin andthenit callspmap_enter to
enterthe mappingandresolhe thefault. Thedevice pageralsohasa null “put” function.

Note thatthis is differentfrom the BSD VM device pager The BSD VM device
pageris stuckwith the BSD VM pagerinterfacethatrequiresit to provide a pager‘get”
functionthatreturnsa pointerto vm.page structure.Sincedevice memorydoesnot have
vm.page structuretheBSDVM device pagemustallocatea “fictitious” vm_page struc-
ture andreturnit. Therestof the BSD VM systemmustbe carefulto avoid placinga
fictitious pagein thegenerapagepool (e.g. by pagingit out) becausés memoryis device
memoryand cannotbe usedas generalpurposememory UVM'’s pagerfault operation
eliminateshe needfor messyfictitious pages.

8.5 The Vnode Pager

Thevnodepagemanagesivm_object structuresssociateavith files. Thevnodepager
is heavily usedby the BSD kernelasall programsare memorymappedthroughit. The
designof UVM’ svnodepagers presentedh this section.

8.5.1 BSDVM Vnode Management

UVM andBSD VM handlethe VM relatedvnodedatastructuregjuite differently Thisis
dueto changego the objectcacheandthe embeddingpf theuvm_object . UnderBSD
VM, to memorymapafile thefollowing stepsaretakenby the vm mmagpfunction:

e Thevm pager _allocate  functionis calledwith thevnodeasanargument.This
functioncallstheBSD VM vnodepagers allocatefunction.

e The BSD VM vnodepagers allocatefunction checksthe vnodeto seeif thereis
alreadyavm_pager structureassociateavith thatvnode.

— If thereis alreadya pagerassociatedavith thevnode,thenthe allocatefunction
lookupsup thevm.object associatedvith thatpager gainsa referencdo it,
andreturnsa pointerto the pager

— If thereis no pagerassociateavith the vnode,thenthe allocatefunction mal-
locsa new vm_pager , vn_pager , andvm.object structurefor the vhode
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andtiesthemall together The allocatefunctionthengainsa referenceo the
backingvnodeusingthe VREFmacroandreturnsa pointerto thefreshlyallo-
catedpager

e Thepagerns thenusedby vm mmapto lookupthevnodesvm.object (again).

— For shared mappings, the vmmmap function calls the
vmallocate _with _pager functionto enterthe objectin the map struc-
ture.

— For copy-on-write mappings,a rathercomplex setof function calls are per
formedto enterthe objectin the map structurewith the correctobjectchain
configuratiorfor copy-on-write?.

It shouldbe notedthatin BSD VM thevnodesvm.object maintainsanactive reference
to thevnode.Thereferenceas gainedwith VREFwhenthevm.object is allocatedandit
is droppedwith vrele whenthe objectis freed. Thevm.oobject hasits own reference
countthatis usedto counthow mary VM datastructuresreusingit.

The BSD VM systemalsohasa datastructurecalledthe “object cach€. The pur
poseof theobjectcachesto allow vm.object  structureghatarenotcurrentlybeingused
to remainactie for atime aftertheirlastreferencas dropped.Objectsin the objectcache
aresaidto be“persisting’ Thisis usefulfor vm.object structuregshatmapfilesthatare
repeatedlysedfor shortperiodsof time. For example,it is usefulfor the/bin/ls  object
to remainactive evenwhentheprogramis notbeingrunbecausd is usedfrequently Each
objecton the systemhasa flag that sayswhetherit is allowedto persistor not. Whena
vm.object  structures referencecountdropsto zero,if its persistflag is trueit is added
to theobjectcacheptherwiset is freed.

The numberof objectsallowedin BSD VM’ s objectcacheis staticallylimited to
1000bjects(vm.cache _max). If thislimit is reachedanolderobjectfrom thecachemay
befreedto make roomfor anew one.If aprocessnemorymapsanobjectthatis currently
in the cachethenit is removedfrom the cachewhenthevm.object ’'sreferencecountis
incrementedo one.

The main problemwith the objectcacheis that persistingunreferencednodeob-
jectsthatarein theobjectcachearestill holdingareferenceo theirbackingvnode.BSD’s
vnodelayerhasa similar cachingmechanisnio the objectcache andthefactthatvnodes

2Describingthe detailsof this codeis beyondthe scopeof this section— seevm.mmap.c for details.
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persistingin the VM systemhave an active referencepreventsthe vnodesfrom beingre-
cycled off of thevnodecache.The netresultis thatin BSD VM therearetwo layersof
persistenceachingcodeandthe VM objectcacheinterfereswith the properoperationof
thevnodecache.Thus,usefulpersistingvirtual memoryinformationmay bethrown away
prematurelyandthe selectionof a vnodeto reg/cle may belessthanoptimalbecausen-
odeswith virtual memorydatain the objectcachecannotberegycled eventhoughthey are
nolongerbeingused.

8.5.2 UVM Vnode Management

UVM replaceBSD VM’ s vnodemanagemengtructurewith a nev onecreatedor it. In
BSDVM theobjectcachds partof themainVM code.In UVM theobjectcachehasbeen
eliminated. The persistencef uvm_object datastructuress handledby their pagers.
Theaobjanddevice pagershave no needfor persistingobjects.

UVM'’ s vnodepagersupportspersistingobjectsusingthe existing vnodecacheto
controlpersistenceThiseliminatesonelayerof objectcachingandpreventsthesituationof
having two cachinglayersat oddswith eachother In UVM all VM relateddatastructures
areembeddedvithin the vnodestructure.The vnodehasa flag thatindicateswhetherthe
VM datastructuresarecurrentlyin use. Thevnodelayer clearsthis flag whena vnodeis
first allocated.Whenafile is memorymappedUVM’ s uvm_mmapfunction performsthe
following actions:

e Thevnodesattachfunctionis calledwith thevnodeasargument.Theattachfunction
returnsa pointerto theuvm_object associateavith thatvnode.

— If theuvm_object is notcurrentlyin use thentheattachfunctionwill getthe
sizeof thevnode,initialize theuvm_object  structuregainareferenceo the
vnodewith VREF andthenreturna pointerto theuvm_ object  structure.

— If theuvm_object is alreadyactive thenthe attachfunction will checkthe
objectsreferencecount. If it is zerothenthe objectis currentlypersisting.In
thatcasethereferencecountis incrementedo oneandtheattachfunctiongains
areferencdo thebackingvnodewith VREEF If the objectis notpersistingthen
the only actionrequiredis to incrementthe referencecount. A pointerto the
uvm_object structures returned.

e Theuvm_mapfunctionis calledto mapthatobjectin with theappropriateattributes.
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Whenthe final referenceo a vnodeuvm_object is droppedthe referenceo the
underlyingvnodeis dropped(with vrele ). This causeghe vnodeto enterthe vnode
cache.If thevnodes flag is setto allow the uvm_object to persist,thenthe persisting
flagis setandprocessings complete.If the objectis not allowedto persistthenall of its
pagesarefreedandit is markedasbeinginvalid.

In orderfor UVM's scheme&o work, UVM mustbe notified whena vnodeis be-
ing removed from the vnodecachefor regycling. The vnodepagerprovidesa function
uvm.vnp _terminate  for this. Whenthe vnodelayer of the operatingsystemwantsto
reg/cle anunreferencednodeoff thevnodecacheit callsuvm_vnp terminate  onthe
vnode. This functionchecksto seeif the vnodes uvm_object is persisting.If so,it re-
leasesll theuvm_object ’sresourcesndmarksit invalid. Theuvm_vnp _terminate
functionis calledfrom thevclean functionin vfs _subr.c

8.5.3 VnodeHelper Functions

The vnodepagerhasseveral helperfunction that are called by other partsof the kernel
to performactionson a vnodes VM data. Thesefunctionsare the setsizefunction, the
umountfunction,theuncachdunction,theterminateunctionandthesyncfunction. These
functionsarenameddifferentlydependingon whichVM systemis beingused.For exam-
ple, the setsizefunctionis calledvnode _pager _setsize in BSD VM, andit is called
uvm.vnp _setsize  in UVM. Therole of thesehelperfunctionsis describedn this sec-
tion.

Whenthel/O systemchangeshe sizeof afile the setsizefunctionis calledsothat
theVM systemcanupdateits copy of thesize.

The umount function is calledwhen a filesystemis beingunmounted. Before a
filesystemcansuccessfullype unmountedll referenceso thefiles on thefilesystemmust
beremoved. As partof this processthe BSD kernelregyclesall vnodesassociatedavith
thefilesystem.In the BSD VM systenthis presents problembecauséf anunreferenced
vnodehasan unreferencedm.object persistingin the objectcachethe vnoderegycle
operatiorwill fail. Theumountfunctionaddressethis problem.Whenunmountingpefore
regycling the filesystems$ vnodesthe BSD kernel calls the umounthelperfunction. The
umountfunction goesdown thelist of vnodesassociatedvith the filesystemandensures
thatany vm object associatedvith the vnodecannotpersistin the objectcache. The
umounthelperfunctionis notneededn UVM becauséhereis no objectcache Whenthe
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unmountoperationregyclesthe vnodesin the vnodecache,the uvm_vnp _terminate
functionwill becalledto cleanoutary persistingyM datafrom thevnode.

Theuncachefunctionis calledwhenthe BSD kernelwantsto ensurghatavnodes
VM datawill notpersistwhenthelastreferencdo it is dropped.Thisfunctionsimplyclears
the objects “can persist’flag. This functionis calledwhenever afile is written, renamed,
or removedto ensurghatthe VM andfile dataarein syncwhenthefile is closed.

The UVM-specificterminate functionis usedby thevnodecachecodeto cleanout
avnodes VM datawhenthevnodeis beingreg/cled. TheBSD VM systemdoesnot have
aterminatehelperfunction.

The sync helperfunctionwasaddedto BSD VM to allow modifieddatain vnode
objectsto be periodicallyflushedoutto backingstore.This functionis calledaspartof the
syncsystentall. Beforethesynchelperfunctionwasaddedo NetBSD,modifiedVM data
wasonly flushedto backingstorewhenthe objectcontainingit wasfreedor the msync
systemcall wasused. Thus,changesnadeto afile via a writable memorymappingby a
programthatkeptthefile openfor along periodof time wereaptto be lostif the system
crashedbeforethe programclosedand unmappedhe file. The syncfunction addresses
this problem. It works by building a list of all active vhode objectsandflushingall the
pagesn themto backingstore. UVM'’ s vhodepageralsoincludesthe syncfunction, but
it improvesthe design. UVM’ s vnodepagers attachfunctionis usedto gainaccesdo a
vnodesuvm.object . Its prototypeis:

struct uvm_object *uvn_attach(struct vnode *vn,
vm_prot t  accessprot)

Thesecondargumentof uvn _attach is theprotectionaccessevel thatthe callerdesires.
For example,if afile is to be memorymappedead-onlyor copy-on-write,thentheaccess
protectionwould be“read” to indicatethatthe attachemwill not modify the object’s pages.
Ontheotherhand,if theattachelis goingto modify the object,thenit specifiesanaccess
protectionof “write.” The vnodepagerusesthis informationto maintaina list of vnode

objectsthatarecurrentlywritable. Thenwhenthevnodesynchelperfunctionis calledthe

vnodepageronly considerssnodeobjectson the writable list. Sincemostvnodeobjects
aremappedead-onlythis reduceghe overheadf the syncoperationbecauseatherthan

traversingevery pageof every active vnodeobjectto seeif it needgo be cleanednly the

writablevnodesneedto be checled.

3This functionis necessaryn bothBSD VM andUVM becausghe VM cacheandbuffer cachehave not
yetbeenmergedin NetBSD.
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Table 8.1: The eight BSD VM memory mapping functions. The vm.mapfind
vmallocate ,vmallocate _with _pager , andvm.mmapfunctionsmapmemoryat
eithera specifiedvirtual addressor they usevm.map_findspace to find an available
virtual addresgor themapping.

Function Usage

vm.map.lookup _entry looks for the map entry that mapsthe specifiedad-
dressjf theaddresss notfound,thenreturnthemap
entry that mapsthe areaprecedingthe specifiedad-

dress
vmmapentry _link links a new mapentryinto amap
vm.map_findspace findsunallocatedspacan amap
vm.map.insert insertsa mappingof anobjectin a mapat the speci-
fiedaddress
vm.map.find insertsamappingof anobjectin amap
vm.allocate allocateszerofill inamap

vmallocate _with _pager | mapsa pagers objectinto a map;the new mapping
is sharedratherthancopy-on-write)

vm.mmap mapsafile or device into amap;thevm.mmapfunc-
tion handleghe specialobjectchainadjustmentse-
quiredto mapanobjectin copy-on-write

8.6 Memory Mapping Functions

In the BSD kernelmemorytherearefour systemcalls that map memoryinto a process’
addresspace:

exec: mapsanewly executedprogramstext, data,andbssareasnto theprocessaddress
space.

mmap: mapsafile oranorymousmemoryinto a processaddresspace.
obreak: growsaprocessheapby mappingzero-fillmemoryatthe endof theheap.
shmat: mapsa SystemV sharedmemorysegmentinto a processaddresspace.

The BSD VM systemprovideseightfunctionsthatareusedto establishmappings
for thesefour systencalls. Theseeightfunctionsareshown in Table8.1. Thecall pathfor
thesefunctionsis comple, asshovn in Figure8.1.

Ontheotherhand,UVM providesfive functionsfor establishingnemorymappings.
Thesefunctionsareshown in Table8.2. Unlike BSD VM, UVM hasone main mapping
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exec mmap obreak shmat

vm_mmap

vm_allocate_with_pager vm_allocate

vm_map_insert vm_map_findspace

\
vm_map_entry_link vm_map_lookup_entry

Figure8.1: TheBSD VM call pathsfor the four mappingsystemcalls

function,uvm_map. All mappingoperationsisethis functionto establisitheir mappings.
ThismakesUVM'’ s codecleanerandeasietto understandhantheBSD VM code.UVM’s
mappingcall pathis shovn in Figure8.2.

The prototypefor theuvm_mapfunctionis:

int  uvm_map(vm_map_t map, vm_offset_t *startp,
vm_size t size, struct uvm_object *uobj,
vm_offset_t uoffset, uvm_flag t  flags)

A call to uvm_map mapssize bytesof objectuobj into mapmap. Thefirst pageof
themappingmapsto offsetuoffset  in theobjectbeingmappedThestartp amgument
containsahint for theaddressvherethe mappingshouldbe establishedOncethemapping
is establishedthe actualaddressisedfor the mappingis returnedin startp . Theflags,
describedelow, areusedto controltheattributesof the mapping.The uvm_map function
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Table8.2: Thefive UVM memorymappingfunctions

Function Usage

uvm_map.lookup _entry | looksfor the mapentrythat mapsthe speci-
fied addressjf the addresss not found, re-
turns the map entry that mapsthe areapre-
cedingthespecifiedaddress

uvm_map.entry _link links anew mapentryinto amap

uvm_map._findspace findsspacen amapandinsertsamappingof
the specifiedobject

uvm.map establishea mapping

uvm.mmap attachego afile’'s or device’s uvm_object
andmapsit in

returnskERNSUCCESS the mappingwassuccessfullyestablishedotherwiseit returns
anerrorcode.

Theuvm_mapfunction'sflags areabitwiseencodingof the desiredattributesof
the mapping. This encodingis usually createdwith a call to the UVYMMAPFLAGnNacro.
This macrotakesthefollowing alguments:

protection: the initial protectionof the mapping. This protectionmustnot exceedthe
maximumprotection.

maximum protection: the maximumallowedprotectionof the mapping.
inheritance: theinitial inheritancevaluefor the mapping.

advice: theinitial usageadvicefor the mapping.

mapping flags: furthermappingflags. Theseflagsare:

fixed: themappingmustbeestablishedttheaddresspecifiedn startp
overlay: allocateanamapfor the mappingnow.

nomerge: donottry andmeigethis mappingin with its neighbors.
copyonw: setthe copy-on-writeflag for this mapping.

amappad: addsomepaddingto theamapsothatit canbe grown without reallocat-
ing its memory(valid only if “overlay” is true).
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exec mmap obreak shmat
uvm_mmap //
uvm_map

uvm_map_findspace

uvm_map_entry_link uvm_map_lookup_entry

Figure8.2: UVM’ s mappingcall path

trylock: try andlock the map. If the mapis alreadylocked, returnan error code
ratherthansleepwaiting for themapto be unlocked.

NotethatunderUVM theuvm_mapfunctionallows all themappingattributesto be
specifiedatmaptime. ThiscannotbedoneunderBSD VM. BSD VM’ s mappingfunctions
always establisha mappingwith a default protectionandinheritance. For example,the
default protectionof amappingunderBSD VM is read-write.Thus,if thekernelwantsto
establisharead-onlymappingof afile usingtheBSD VM systemit mustfirst usethemap-
ping functionsto establisharead-writemapping.Ilt thenmustusethe vm.map_protect
functionto write-protectthe mapping. This is both wastefulanddangerous.t is waste-
ful becausehe mappingfunctionlocksthe map,establisheshe mappingwith the default
protection,andthenunlocksthe map. Thenthevm.map_protect  functionmustrelock
the map, repeatthe maplookup, changethe protection,andthenunlock the map. Thus,
underBSD VM the mapmustbe locked andunloclkedtwice, andthereis anextralookup
andprotectionchange.This is alsodangerouvecausavhenestablishingg memorymap-
pingthereis abrief window of time betweerestablishinghe mappingandwrite protecting
the mappingwherethe mapis unlocked andthe objectis mappedead-write. On a mul-
tithreadedsystemthis could allow a maliciousprocesdo racethe kernelandsuccessfully
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modify aread-onlyfile beforethekernelhasachanceo write-protecthemapping.UVM’ s
uvm_mapfunctionavoidsboththeseproblemdby allowing the attributesof themappingto
be specifiedatthetime themappingis created.

If acallerto uvm_map doesnotwish to mapanobjectin atthe objectlayerof the
mapping,it cancall uvm_map with uobj setto null. Thus,a zero-fill mappingcanbe
createdvy settinguobj to null andsettingthe“copyonw” flag.

Note thatbothBSD VM andUVM supportthe BSD “pmap prefer” interfacefor
systemswith virtually addressed¢aches(VACs) or MMUs that do not allow mappings
in certainvirtual addresganges(e.g. Sunsparcsystems).This interfaceis usedby the
mappingfunctionsto pusha mappingaddres$orwardsothatit doesnotcreateVAC cache
aliaser placea mappingataninvalid address.

8.7 Unmapping Memory

In the BSD VM system,memoryis unmappedvith thevm.map_delete function. This
function operatedy locking the map, searchingor mapentriesto remove, andthenun-
locking the map. Whena mapentrythatneedso beremovedis found, the addressange
thatthemapentrymapsis purgedfrom the pmapandthereferencdo the mappedbjectis
dropped.While this works correctly it is not optimalfor the following reason.Dropping
thereferencedo anobjectusuallymeansiecrementingreferenceounter Thisusuallyhas
alow overheadhowever, if the referencecounterdropsto zero,thenthe pagermay wish
to freethemappeddbject.If themappedbjectcontaindirty pagesthenthey will needto
beflushedbeforethatobjectcanbefreed.Thismeanghatan!/O operationwill have to be
initiated. Whenthe I/O operationis startedthe mapthatthe objectwasmappedn is still
lockedby theunmapfunction. Neitherthekernelnor ary otherprocessanaccesshemap
while theunmapfunctionhasit locked. Hopefully the pagemwill performanasynchronous
I/O operationsothatthe unmapoperationcancompletewithout having to wait for the l/O
to complete However, sincepagersarenot requiredto provide asynchronouO this may
notbecase.

In UVM this issuehasbeenaddressedby breakingan unmapoperationinto two
parts. The uvm_unmap function first locks the map and calls uvm_unmap_remove to
clean out the maps pmap and remove the specified map entries. Note that
uvm_unmap_remove doesnot drop referencedo ary mappedobjects. Insteadit re-
turnsthe list of map entriesremoved from the map. At this point uvm_unmap unlocks
themap,allowing the kernelandotherprocesseaccesdso it. Thenuvm_unmap callsthe
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uvm_unmap_detach function. Thisfunctiongoesdown thelist of mapentriesanddrops
thereferencdo any amapsor uvm.object  structureshatarepointedto. It thenfreesthe
mapentry Onceuvm_unmap_detach returnsthe unmapoperationis complete.Unmap
operationsunderUVM do notleave themaplockedduringpagen/O.

8.8 Kernel Memory Management

Thekernelsvirtual addresspacecontainsthe kernels text, data,bss,andmappings.The
kernels memoryis mappedy thekernel _mapmap.While thekernelcanuseuvm_map
to mapfiles anddevicesinto its addressspace the kernelalso needsto be ableto map
privatememoryinto its addresspaceo supportthe kernelmemoryallocator(malloc)and
otherkernelsubsystemsin bothBSD VM andUVM therearea specialsetof functions
usedto establishandremove private kernelmappings. Thesefunctionsare calledkernel
memory managementunctions. UVM usesthe sameAPI as BSD VM for the kernel
memorymanagemerfunctions,althoughthefunctionshave beenrenamedo beconsistent
with UVM codingstyle. In this sectionthesefunctionsandtheir usageby the kernelis
described.

8.8.1 Kernel Memory ManagementFunctions

UVM providesthefollowing functionsfor the managementf privatekernelmemory:

uvmkmal | oc: The alloc function allocateswired memoryin the kernels virtual ad-
dressspace.The allocatedmemoryis uninitialized. If thereis not enoughphysical
memoryavailableto satisfytheallocation,thenthe allocatingprocesswill wake the
pagedaemoandsleepuntil memoryis available.If thereis notenoughvirtual space
in the mapthis functionwill fail. BSD VM doesnot have a function thatfills this
role (but seeuvm_km_zalloc  belaw).

uvmkmzal | oc: Thisfunctionoperatesn thesameway asuvm_km.alloc exceptthe
allocatedmemoryis zeroedby the memoryallocator This functionis known as
kmemalloc in BSDVM.

uvmkmval | oc: The valloc function allocateszero-fill virtual memoryin the kernel
addresspace.No physicalpagesare allocatedfor the memory As the memoryis
accessethe fault routinewill mapin zeroedpagedso resole thefaults. If thereis
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no free virtual spacein the mapthis functionwill fail. This functionis known as
kmemalloc _pageable in BSDVM.

uvmkmval | oc_wai t : This function operatesn the sameway as uvm_km.valloc
exceptthatif the mapis out of virtual spacethenthe callerwill sleepuntil spaces
available.Thisfunctionis known askmemalloc _wait in BSDVM.

uvmkmknemal | oc: Thisfunctionisthelow-level memoryallocatorfor thekernelmal-
loc. It allocateswvired memoryin the specifiedmap. If thereis notenoughphysical
memoryavailableto satisfytheallocation,thentheallocatingprocesswill wake the
pagedaemoandsleepuntil memoryis availableunlessa“cannotwait” flagis set. If
thereis not enoughvirtual spacefor the allocationthenthis functionwill fail. This
functionis known askmemmalloc in BSD VM.

uvmkmf r ee: Thisfunctionis asimplefront endfor the standardunmapfunction. It is
known askmemfree in BSDVM.

uvmkmf r ee_wakeup: This functionis the sameasuvm_km.free exceptthat after
freeingthe memoryit wakesup ary processethatarewaiting for spacen themap.
It is known askmemfree _wakeup in BSD VM.

8.8.2 Kernel Memory Objects

Most private kernelmemoryresidesin large objectscalled kernelmemoryobjects. The
main kernelmemoryobjectis kernel _object . Thisobjectspanghe entirevirtual ad-
dressspaceof the kernel. Thus, eachvirtual addressn the kernels addressspacehas
a correspondindocationin the kernel object. For example,on the i386, the kernelad-
dressspacecurrentlystartsat Oxf0000000andendsat Oxffffffff. Thekernelvirtual address
0xf0000000is assignedo offset0 in the kernelobject. Likewise, kernelvirtual address
0xf0004000s assignedo offset0x4000.

Althoughthekernelobjectis quitelarge,only a smallpartof thatspaces in useat
ary onetime. The unusedpartsof the kernelobjectconsumeseithervirtual or physical
memory The only time thatthe kernelobjectcomesinto play is whenit is mapped.For
example,in UVM, theuvm kmalloc functionoperatedy finding afreevirtual address
andmappingthe correspondingartof thekernelobjectinto thatvirtual address.

Therearetwo main advantageof having large kernelobjects. Thefirst is that all
thekernel’s privatepagesarecollectedinto a few objects.This caneasadehuggingkernel
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memoryproblemsby reducingthe numberof datastructures. The secondadvantageof
large kernelobjectsis thatit reducesmapentry fragmentatiorby allowing mapentriesto
be meigedtogether For example,if the kernelmapsvirtual addresOxf0008000in and
thenlatermapsin 0xf000900Q(the following pageassuminga 4096byte pagesize),these
two one-pagenappingf thekernelobjectcanbe megedinto asingletwo-pagemapping
of thekernelobjectat addres9xf0008000.If eachmappingwerein differentobjectsthis
would not be possiblebecause single map entry cannotpoint to morethanone object.
Reducingmap entry fragmentationreduceskernel memory use and lowers map search
time.

As statedearlier most of the kernel memory allocationsare done through the
kernel _object structure.However, someof the kernels submapsave their own pri-
vatekernelmemoryobjects. For example,the kmemmapis usedto allocatememoryfor
thekernelmemoryallocator It hasits own privatekernelobjectkmemobject thatcon-
tainsits memory This is necessarpecauséhe kmemmap needgo be accessibleluring
an interruptand the more generalkernel _map is not properly protectedfor accessat
interrupttime.

8.8.3 Comparison of BSD VM and UVM Kernel Memory Manage-
ment

While bothBSD VM andUVM usethe samebasicAPI for theallocationof privatekernel
memory therearea numberof implementatiordifferencedetweerthe two systemshat
makesUVM'’ s kernelmemorymanagemennoreefficientthanBSD VM’ s.
OncedifferencebetweerlJVM andBSD VM is theway thekernelmapis accessed
to establisha privatekernelmemorymappingof a kernelobject. The unusualpartof such
amappingis thatthe offsetwithin the kernelobjectdepend®n the virtual addresshosen
for the mappingandthataddresss not known by the functionthatwishesto establishthe
mapping. In BSD VM, onewould normally usea function suchasvm allocate  that
locksthe map, establisheshe mapping,andthenunlocksthe mapandreturns. However,
sincetheoffsetin thekernelobjectis notknownin advancethisis notpossible Insteadthe
kernelmemoryallocationfunctionsmustlock the map,useatwo-stepprocesgo establish
themappingandthenunlockthemap. Thefirst stepis to find spacan thekernel's mapfor
themapping.At this pointthevirtual addresgo be usedfor the mappingis known andthe
offsetin the kernelobjectcanbe computed.The secondstepis to inserta mappingfrom
thevirtual addressllocatedn thefirst stepto the kernelobjectat the correctoffset. Both
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stepsrequireaddressookupsin the target map. The secondookupis redundanbecause
it is recomputingnformationalreadycomputedn the first lookup. Fortunately the VM
systemcachegheresultof the lastlookup on the mapsothe secondookupwill notbeas
expensve.

In UVM suchmappingsare establishedvith a singlecall to uvm_map. The call-
ing function specifieswhich kernelmapandwhich kernelobjectto usefor the mapping.
Ratherthan specifyingan offsetin the object, the calling function usesthe specialvalue
UVMUNKNOWRFFSET By specifyingan unknown offset, the calling functiontells the
uvm_map functionthatit needs¢o computethetrue offsetof the mappingoncethe virtual
addreshasbeendetermined. This is doneby subtractingthe startingvirtual addressof
kernel spacefrom the newly allocatedvirtual address.Thus,only a singlemappingcall
anda singlemaplookup areneededo establisithe mappingunderUVM. If thefunction
calling uvm_map alsoneedso usethe offset, it cansimply computeit by subtractingoff
thekernels startingvirtual addresgrom the addresseturnedby theuvm_mapfunction.

UVM andBSD VM allocatepageableernel virtual memorydifferently aswell.
Pageabl&kernelvirtual memoryis virtual memorythatis mappedzero-fill but no physical
memoryis assignedo it until thefirst pagefaultonit. BSD VM allocatessuchmemory
by mappingin a null objectcopy-on-write. This causeshe pagefault routineto allocatea
new anorymousvimobject to containthe memoryfor this areawhenthefirst pagefault
occurs. While this simplifiesthe memorymappingprocedurgsincethereare no object
offsetsto worry about)it alsonullifies the benefitsof having a singlelarge kernelobject
andcanleadto mapentryfragmentatiorandtheallocationof multiple smalleranorymous
kernel objects. UVM, on the other hand, usesthe usual“unknown offset” mechanism
to establishpageablekernel mappings,thus allowing it to usea kernel objectfor these

mappings.
AnotherdifferencebetweerlJVM andBSD VM in kernelmemorymappingis that
BSD VM useshevm.page _zero _fill  functionto zeroarny wired memorythatit allo-

cates.Therearetwo problemsthis. First, the pagezerofunctionis avery simplefunction
thatcallsoutto thepmap_zero _page function:

boolean_t vm_page_zero_fill(struct vm_page *m)
{
m->flags &= "PG_CLEAN;
pmap_zero_page(VM_PAGE_TO_PHYS(m);
return(TRUE);
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Sincethis function doesnot actuallydo anything otherthanclearthe cleanbit andcall a
pmapfunctionit is unnecessaryThe secondproblemwith usingthe zero pagefunction
is that it assumeghat the pagebeing zeroedis not currently mappedin the kerneland
will not be mappedn the kernelary time in the future. Thus, it operatesy temporarily
mappingthe pagein, zeroingit, andthenunmappinghe page.Theresultingsequencef
operationauinderBSD VM areallocatea page temporarilymapthe pageinto the kernels
addresspacezerothe page,unmapthe page(flushingthe TLB andcacheasnecessary),
andfinally mapthepageinto thekernelatits final addressSinceall privatekernelmemory
is mappedn thekernelsaddresspaceheextraoverheadf establishinggndremaoving the
thetemporarymappingof the pageis completeunnecessaryn UVM wired kernelpages
aremappingn andzeroedattheirtargetaddressthusavoidingthis extralayerof mapping.

One other differencebetweenUVM and BSD VM’ s kernel memory mappingis
in the operationof the low-level kernel memory allocator (uvm_km kmemalloc and
kmemmalloc ). In BSD VM, this function operatesasfollows. First BSD VM’ s two
stepmappingprocedures usedto determinewhat virtual addresdo mapthe datain at.
ThenBSD VM executeswo loopsoverthatarea.ln thefirst loop, pagesof memoryareal-
locatedin the specifiedkernelobject.In the secondoop the pagesn the objectarelooked
up by offsetandenteredn thekernels pmap.This is wastefulfor two reasonsFirst, there
aretwo loopsover the sameaddresspace.Secondjn thefirst loop all the pagesareal-
located. Ratherthansaving the pointersto thesepagedor the secondoop, the BSD VM
functionlooksupthepagesn thekernelobject. Thislookupis amoreexpensve hashtable
lookup. To contrastUVM establisheshe mappingwith a singleuvm_map call andthen
entersaloop overtheallocatedvirtual addresspacehatallocatesa pageandthenmapsit
in. No hashtablelookupsarerequired.

8.9 Wired Memory

Wired memoryis residentmemorythatis not allowed to be pagedout to backingstore.
Memoryis wiredin BSD in thefollowing situations:

e A userprocesscan wire and unwire partsof its memory using the mlock and
munlock systemcalls. This allows a procesghatperformstime-criticaloperations
to avoid the extra overheadf anunexpectedoagefault by ensuringthatall possible
faultsin thewired areaof memoryareresolhedin advance.
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e Thememoryusedo storethekernels codesegmentgtext, data,andbss)andcritical
datastructuress wired. Thisis doneto preventthekernelfrom takinganunexpected
pagefaultin a critical sectionof code. Also, certainpartsof the kernelsuchasthe
memorythat containgpagefault handlerscannotnot be pagedout sincethis codeis
neededo handlefuture pagefaults.

e Eachprocesonthesystemhasaproc andauser structurethatstoretheprocess’
state.Theuser structurecontainghe processkernelstack,signalinformation,and
processcontrol block. Thesethreeitemsareusedonly whena processs runnable.
Whena processs createdits user structurds wiredin pageabl&ernelmemory If
memorybecomescarcea processanbe“swappedout” To swapoutaprocesshe
kernelunwiresthe processuserareaandsetsa flag in the process’proc structure
thatindicateshatthe processs swappedout. Whena swappedout processieeddo
berun, it mustfirst be “swappedin.” To swapin a processthe kernelre-wiresthe
processuserareaandrestoreghe processswapflagin its proc structure.

e Thesysctl systencallis usedby a procesdo querythekernelaboutsomeaspect
of theoperatingsystem.Thekernelrespondso thesysctl  systemcall by copying
out the requestednformationinto a buffer provided by the processn the process’
addresspace . Thebuffer providedby theprocessnayor maynotberesidentlf it is
notresidentthenwhenthekernelcopiesout the dataa pagefault maybe generated.
While the fault is being servicedthe kernels datamay becomedated. In orderto
prevent this and ensurethat the calling procesgecevesthe freshestdatapossible,
the kernelwiresthe processbuffer beforecopying the dataout, andthenunwiresit
oncethecopy is complete.

e The kernelphysio function is usedby the I/O systemwhen a processreadsor
writesto a “raw” device. Suchl/O operationsalwaysmove databetweerthe users
memoryandthe device (bypassingary residentdatathe kernelmay have cached).
In orderto performa physio operation.the kernelmustensurethat the process’
providesresidentmemoryfor the I/O operationand that that memorywill not be
modifiedor pagedout duringthe 1/O operation.To ensurethis, the kernelwiresthe
usersmemorybeforestartingthel/O operation After thel/O operations complete,
thekernelunwiresthememory
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There are two kernel interfacesfor wiring memory: vslock /vsunlock and
vmmap._pageable (uvm.mappageable in UVM). The vmmap_pageable func-
tion takesa map,a startingvirtual addressanendingvirtual addressanda boolearnvalue
that indicateswhetherthe specifiedmemoryshouldbe wired or not. In BSD VM, the
vslock andvsunlock functionsareimplementedscallsto vm.map_pageable . The
vslock interface is only used by sysctl and physio , everything else uses
vm.map_pageable .

The wiring of memoryis countedin two places. First, eachvm_page structure
hasawire count.If this countis greateithanzero,thenthe pageis removedfrom the page
gueuesthuspreventingthepagedaemofiom pagingoutthepage.Secondeachmapentry
in amaphasawire countthatindicateshow mary timesthe memorymappedy thatentry
hasbeenwired. Like othermapentry attributessuchas protectionandinheritancejf the
wiring of only a partof memorymappedoy a mapentryis changedhena nev mapentry
mustbe allocatedandinsertedn the mapfor thatarea.

Whenanareaof memoryis wired, the wire countof the mapentrythatis mapping
theareais incrementedIf the countwaszero,theneachpagein the mappedareais made
resideni(usingthefaultroutine),removedfrom thepagequeuesandthe pages wire count
is incrementedWhenanareaof memoryis unwired,the mapentry’s wire countis decre-
mented. If the countreachesero,thenthe wire counton eachpageon the mappingis
decrementedlf the pages wire countis decrementetb zero,thenthe pageis put onthe
pagequeuesothatthe pagedaemowill consideiit for pageoutf memorybecomescare.

8.9.1 Wiring and Map Entry Fragmentation

Theproblemwith wiring memoryis thatit causesnapentryfragmentationThemoremap
entriesa maphasthe morekernelmemoryit takesandthe longerit takesto searchfor a
mapping.Suchfragmentatioroccursin a numberof situations.For example,the kernel’s
map getsfragmenteddueto process’user structurebeingwired andunwiredaspart of
swapout.

Userprocessnapsalsogetfragmentediueto sysctl  calls(andto alesserextent
physio 1/O operationsand mlock calls). While mary programsdo not call sysctl
directly, theBSD C library makesuseof sysctl  to obtainthe currentconfiguratiorof the
operatingsystem.
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8.9.2 Wiring Under UVM

Therearetwo mainwaysto avoid mapthe entry fragmentatiorcausedy the wiring and
unwiring of memory Onewayto avoid suchfragmentations to attempto coalesceadjoin-
ing mapentriestogethemheneveramapor its attributesaremodified. Thiswould reduce
mapentry fragmentatiorcausedoy callssuchassysctl  thatwire memory performan
operation,andthenunwire memory The otherway to reducemap entry fragmentation
is to avoid it in thefirst place. UVM attemptsto avoid map entry fragmentatiordue to
wiring wheneer possible. The adwvantageof avoiding mapentry fragmentatiorover coa-
lescingmapentriesis thatit is moreefficientandlesscomple. It is moreefficientbecause
attemptdo coalescehe mapeachtime the mapis touchedarenotrequired.lt is lesscom-
plex becaus¢he codeneededo managehe coalescingf the mapentriesis not needed.

The mainreasona mapentry needsto be fragmentedvhenpart of the memoryit
mapsis wired is to keeptrack of thewiring. Whentheareais unwiredandthe mapentry’s
wire countreachegerothis informationallows the pages stateto berestored.n essence,
the mapis beingusedto storestateinformation. In this casethe stateinformationis that
“this partof memoryis wired? If this stateinformationis storedsomeavhereotherthanthe
map entry thenthe mapentry’s wire countdoesnot needto be changed.UVM usesthis
approactio reducemapentryfragmentationn severalcases:

private kernel memory: Privatekernelmemoryis alwayswired andonly appearsvithin
the kernelmap. BSD VM storesthe wired stateof wired kernelmemoryin both
thekernelmapandthevm_page structureghataremappedoy thekernel.ln UVM
thewired stateis only storedin thevm.page structuresreducingkernelmapentry
fragmentation.

pageablekernel memory: Pageablekernelmemoryis usedfor processesuser struc-
ture. BSD VM storesthe wired stateof a processesiser structurein bothakernel
mapentry andin the process’proc structuredlag. UVM takesadwantageof this.
Sincethewired stateis storedin theproc structurethereis noneedo storearedun-
dantcopy of the stateinformationin the kernelmap. In UVM, insteadof fragment-
ing the kernelmapthe map’s wire countersareleft alone. Whena user structure
is wired or unwiredboththeflagin theproc structureandthewire countersn the
vm.page structureghat mapthe user structureareadjustedappropriately This
alsoreducekernelmapentryfragmentation.
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sysct| andphysi o: In bothof thesefunctions,memoryis wired, anoperationis per
formed,memoryis unwired,andthefunctionreturns.BSDVM storeghewiredstate
of processeperformingthesefunctionsin boththeprocessmap,andontheprocess’
kernelstack.In UVM thewired stateof memoryis only storedontheprocesskernel
stack.Thisreducesisermapentryfragmentation.

It shouldbe notedthatin UVM, unlike in BSD VM, thevslock andvsunlock
interfaceusedby sysctl  andphysio wire memoryusingthevm page structureswire
counteranddo notchangemapentries.

In UVM, the only time a mapentry’s wire counteris usedis for the mlock and
munlock systemcalls. All other placesthat usewired memorystorethe wired state
informationelsevhereto avoid map entry fragmentation.As a resultmapsunderUVM
have fewer entriesthanunderBSD VM.

8.10 Minor Mapping Issues

In this sectiontwo minor mappingrelatedissuesarediscussedbriefly.

8.10.1 Buffer Map

In BSD VM, thebuffer mapis usedto allocatephysicalmemoryfor theBSD buffer system
at boottime. Theway BSD VM allocatesthis memoryis quite wasteful. A buffer is a
fixed sizechunkof virtual memorythatis partly populatedwith physicalmemory When
bootingthe BSD kernelallocatesa numberof buffersandpartially populatesomeof them
with physicalmemory Oncethis memoryis allocatedjt is nolongermanagedy the VM
system(the buffer systemusesanolderinterfaceinheritedfrom earlierversionsof BSD).

To allocatebuffer memory the BSD VM systemallocatesa submapof the kernel
map at boot time (buffer _map). The virtual addressspacemanagedoy this submap
is usedfor the buffers. The entire virtual addressspaceof the submapis allocatedas
onelarge chunkof zero-fill memory To populatethe buffer systemwith memory BSD
VM callsvm.map_pageable on partsof the zero-fill areato fault andwire in physical
memory Oncethisis done,thebuffer mapis never usedagain— from thenonthe memory
is managedia theold interface.

The problemwith this is thatthe wiring of the memorywith vm.map_pageable
leadsto map entry fragmentation.For example,considera systemwith a buffer size of
64KB anda smallfour buffer map. Assumeeachbuffer shouldgetpopulatedwith 16KB
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of physicalmemoryat boottime. BSD VM would first allocatea 256KB submapfor
the buffer map. This spacewould be dividedinto four 64KB chunks. Initially, the entire
256KB is mappedzero-fill with a singlemapentry ThenBSD VM will wire dowvn 16KB
in each64KB buffer. The resultswill be a submapwith eight mapentries,two for each
buffer. Oncethesemapentrystructuresareallocatedthey areneitherfreednorusedagain.

In UVM thereis nolongerabuffer map.Instead a chunkof thekernelmapis allo-
catedfor thebuffer system.Insteadf usinguvm_map_pageable to allocatethememory
UVM allocateghe pagedirectly andmapstheminto the buffer area.This preventsUVM
from wastingmapentrieson the buffer area.

8.10.2 ObsoleteMAP_FI LE Interface

Themmapsystemcall supportswo typesof mappings:shared MAPSHAREDandcopy-
on-write(MARPRIVATE). Thesewo typesof mappingsarestandard30]. Unfortunately
4.4BSDalsosupportsanothemappingflag: MARFILE . The MARFILE constanis de-
fined to be zeroandthe type of mappingit producesdependson whattype of objectis
beingmapped.If the objectis a plainfile, thenthe mappingis copy-on-write. However,
if the objectis a device, thenthe mappingis shared. SinceMARFILE is non-standard
anddependentnthetype of file beingmappedts usehasbeendepreciatednh UVM (and
supportfor it may eventuallyberemoved).

8.11 PageFlags

Eachpageof physicalmemorythatis managedy the virtual memorysystemhasa cor-
respondingm._page structurethatcontainanformationaboutthe allocationof thatpage.
As partof thatinformation,eachpagehasa setof boolearflags.In thetransitionfrom BSD
VM to UVM theseflagswererearrangedinitially, in BSD VM the pageflagswerestored
in two separatenteger bitfields. Onebitfield waslocked by the objectlock andthe other
bitfield waslocked by the pagequeues At somepointin the evolution of BSD VM these
two bitfieldswerecombinednto asingleintegerthathadits bits definedasC pre-processor
symbols. This wasunfortunatebecausaét messedip the locking of the bits (somebits in
the integer are locked by the objectand otherslocked by the pagequeues).This is not
currentlya problemfor BSD VM becausdine-grainlocking is notused.However, if BSD
is to supportfine-grainmultiprocessotocking, thenthe pageflag locking would becomea
problem.
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In UVM the pages flags have beenseparatednto two integers: flags and
pgflags . Theflags fieldislockedby theobjectthatownsthe pageandthe pgflags
field is locked by the pagequeues.Also, in UVM someof the flagshave beenremoved.
Thevalidflags bitsfor UVM are:

PG BUSY: The datain the pageis currentlyin the processof beingtransferedbetween
memoryand backingstore. All processeshat wish to accesghe pagemustwait
until the pagebecomesunbusy” beforeaccessinghe page(seePGWANTED

PG.CLEAN: Thepagehasnotbeemmodifiedsinceit wasloadedrom backingstore.Pages
thatarenotcleanaresaidto be“dirty.”

PG.CLEANCHK: Thecleancheckflag is usedasa hint by the clusteringcodeto indicate
if amappedoagehasbeenchecledto seeif it is cleanor not. If the hintis wrongit
may preventclusteringbut it will notcauseary problems.Thecleancheckflagis an
optimizationborrovedby UVM from FreeBSD.

PG.FAKE: Thefake flag indicatesthata pagehasbeenallocatedto an objectbut hasnot
yet beenfilled with valid data. UVM currentlydoesnot usethis flag for anything
otherthanto assistwith delugging.

PG.RELEASED: Thereleasedlag indicatesthata pagethatis currently busy shouldbe
freedwhenit becomesinkusy: It is theresponsibilityof the processhatsetthe busy
flag to checkthereleasedlag whenunhusyingthe page.

PG.TABLED: Thetabledflag indicatesthatthe pageis currentlypartof the object/ofset
hashtable. Whena pagethatis tabledis freed, it is removed from the hashtable
beforebeingaddedo thefreelist.

PGWANTED: Thewantedflag is seton a busy pageto indicatethata processs waiting
for the pageto becomeunhusysothatit canaccesst. Whenthe procesghatsetthe
busy flag on the pageclearsit, it mustcheckthe wantedflag. If the wantedflag is
set,thenit mustissuea wakeupcall to wakeupthe processwaiting for the page.

In additionto theseflagstherearefive additionalpageflagsthatappeaiin BSD VM that
shouldno longerbeused:PGFICTITIOUS , PGFAULTING, PGDIRTY, PGFILLED,
andPGLAUNDRYTheeliminationof the PGFICTITIOUS flag for device pagesUVM
was describedearlierin Section8.4. The PGFAULTING flag is usedby BSD VM for
deluggingtheswappagerandis notapplicableco UVM. BSD VM useshedirty andfilled
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flagsfor detuggingby the l/O system.This usageshouldbe discontinuedecausehel/O
systemdoesnot obtainthe properlocks beforeaccessinghe flagsandthuscould corrupt
theflagsif fine-grainlockingis in use.Thelaundryflagis usedby BSD VM to indicatea
dirty inactive pagé. Thisflagis notneededy UVM.

Notethatfunctionsthatsetandclearthebusybit of apageneedto checkthewanted
andreleasedits only if the objectthat ownsthe pagewasunlocked while the pagewas
busy If the objectwasnot unlockedwhile the pagewasbusy, thenno otherprocessould
stepin andsetthe wantedor releasedits becausehey areprotectedby the objectslock.

Thevalid pgflags are:

PQACTI VE: Thepageis ontheactive pagequeue.
PQANON: Thepageis partof ananon.
PQACBJ: Thepageis partof aaobjuvm_object

PQFREE: Thepageis onthefreepagelist. If PQFREEis set,thenall otherpagequeue
flagsmustbeclear

PQ.I NACTI VE: Thepageis ontheinactive pagequeue.

PQ.SWAPBACKED: The pageis bacled by the swap area, and thus must be either
PQANONor PQAOBJ (andin fact, this flag is definedas the logical-or of those
two flags).

8.12 VM SystemStartup

In this sectiontheinitialization of the VM systemat systemstartuptime is describedThe
kernelis loadednto memoryby alow level bootstragprogram.Onceloadedjt is executed.
Whenthekernelfirst startsthe VM systemhasnot beeninitialized andis not availablefor

usage. The kernelmustinitialize the kernelenvironmentenoughto call the VM startup
function(vmmeminit  in BSDVM, uvm.init  in UVM).

8.12.1 BeforeVM Startup: Physical Memory Configuration

Beforethe VM systemis startedthe kernelneedgo determineseveral piecesof informa-
tion. First, it mustdeterminehow the physicalmemoryis configured.Oldersystemshave

4Thisflagis notwell documented— it mayhave otheruses
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contiguousphysicalmemory Newer systemshave non-contiguouphysicalmemory On
thesenew systemshe blocks of physicalmemoryoften correspondo memorymodule
sizedchunks.

Theoriginal versionof theBSD VM systemonly handledsystemswith contiguous
physicalmemory If a systemsuchasa Sparclwasto run BSD, thenit hadto emulate
a systemwith physicalcontiguousmemoryin the machine-dependetdayer of the code
(andin factthe sparc4.4BSDport doesthis). Laterversionsof BSD directly supportnon-
contiguousmemorythroughthe MACHINENONCONTIGnterface. Unfortunately this
interfaceis differentfrom the default interfaceandthe BSD VM codehastwo different
codepathsfor physicalmemorymanagementOneof thecodepathsis selectedat compile
time (usinga C pre-processadefine).Both interfacesarebriefly describedelow.

ContiguousMemory

If the MACHINENONCONTIGymbolis not definedfor the C pre-processathenthe old

contiguougphysicalmemoryinterfaceis selectedTo usethis interface,a processnustset
up four globalvariablesbeforecallingvm.meminit . Thevariablesareavail _start

avail _end,virtual _avail ,andvirtual _end. Thesevariablesdefinethestartand
endof availablephysicalmemory andthe startandendof availablekernelvirtual memory
(respectiely).

Non-contiguousMemory

If the MACHINENONCONTIGymbolis definedin the C pre-processothenthe non-
contiguousphysicalmemoryinterfaceis selected.The non-contiginterfaceis definedby
severalfunctions:

pmap_vi rt ual _space: returnsvaluesthat indicatethe rangeof kernelvirtual space
thatis availablefor useby theVM system.

pmap_f r ee_pages: returnsthenumberof pageghatarecurrentlyfree.

pmap_next _page: returnsthe physicaladdres®of the next free pageof availablemem-
ory.

pmap_page_i ndex: givenaphysicaladdressteturntheindex of thepagein thearrayof
vm.page structures.
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pmap_st eal _menory: allocatesmemory This allocatorcanbe usedonly beforethe
VM systemis started.

8.12.2 UVM’ s Physical Memory Configuration Interface

The two interfacessupportedoy BSD VM are quite differentand requirea numberof
C ifdef statementsn the BSD VM sourcecode. In orderto addressthis problem
UVM provides a nenv physical memory configurationinterface that supportsall phys-
ical memory configurationswith a single unified interface. UVM’s interfaceis called
MACHINENEWNONCONTIGor MNN for short. MNN supportsboth contiguousand
non-contiguouphysicalmemory andits supportof contiguousnemoryhasno extraover-
headovertheold interface.

In MNN, physicalmemoryis managedisinga statically-allocate@rrayof memory
seggmentdescriptorsThemaximumnumberof thesesegmentds definedwhenthekernelis
compiled.For systemswith contiguougnemorythe numberof entriesin this arrayis sim-
ply one. For non-contiguousystemshe numberof entriesis hardwaredependentEach
entryin thearrayidentifiesthe startandendof theregion of physicalmemoryit describes
andcontainspointersto an arrayof vm.page structuredor thatmemory The machine-
dependenpmapmoduleis alsoallowedto placesomemachine-dependemtformationin
thisarray

Onecommonoperationperformedby the VM systemis looking up the vm_page
structurefor a physicaladdress.To do this underMNN, the array of physicalmemory
sggmentsmustbe searched MNN allows the searchto be optimizedbasedon the likely
physicalmemoryconfiguratiorof the system For systemawith contiguougphysicalmem-
ory no searchis necessarythe desiredpageis eitherin thefirst entry of the arrayor it is
not a valid managegage. Thus,for contiguoussystemano searchcodeis compiledinto
thekernel.For non-contiguousystemaMNN providesseveralsearchalgorithmsto choose
from:

random: Thearrayof physicalmemorysegmentss storedin randomorderandsearched
linearly for therequesteghage.

bsearch: Thearrayof physicalmemorysegmentsis sortedby physicaladdressanda bi-
narysearchs usedto find the correctentry.
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bigfirst: Thearrayof physicalmemorysegmentss sortedby the sizeof memorysegment

andsearchedinearly. This is usefulfor systemdike the i386 that have one small
chunkof physicalmemoryandonelarge chunk.

MNN encapsulatetheseoptionsinto a singlefunctionwith thefollowing prototype:
int vm_physseg_find(vm_offset_t phys addr, int *offset);

This functionreturnsthe index of the entryin the arrayof physicalmemorysegmentsfor
the specifiedphysicaladdresgor it returns—1 if the physicaladdresss not valid). The
“offset” is the offsetin the segmentfor thegivenphysicaladdress.

Whena systemusing MNN is booting, beforecalling the VM startupfunction, it
mustfirst load a descriptionof physicalmemoryinto the arrayof physicalmemoryseg-
ments. This is donewith the uvm_page _physload function. This function takesthe
startingand endingphysicaladdressesf a sggmentof physicalmemoryandinsertsthe
seggmentinto the array maintainingthe requestedortingorder This single function re-
placeghetwo olderinterfacessupportedby BSD VM.

8.12.3 UVM Startup Procedure

Once physicalmemory hasbeenloadedinto the VM systemusing the MNN interface
thenthe uvm.init  function canbe calledto bring up the restof the VM system. This
function is called as part of the kernels main function. UVM is broughtup in eight
steps.First, UVM'’ s global datastructuresareinitialized. Secondthe pagesub-systems
broughtup. Thisincludesinitializing the pagequeuesallocatingvm._page structuredor
available physicalmemoryand placingthemon the freelist. Third, the kernel’s private
pool of staticallyallocatedmapentriesis setup. Fourth,the kernel’s virtual memorydata
structuresincludingthekernels mapandsubmapsandthekernelobjectareallocatedand
initialized. Fifth, themachine-dependeptnap_init  functionis calledto allow the pmap
to doary lastminutesetupbeforetherestof theVM systenis broughtup. Sixth,thekernel
memoryallocator(malloc ) is initialized. Seventh,the pagersareinitialized. Finally, an
initial pool of freeanongs allocated At this pointthe VM systemis operational.

8.13 NewPmap Interface

UVM supportsboth the BSD VM pmapAPI anda new modified pmapAPI. The new
pmapAPI, calledPMAPNEWiIs requiredif pageloanoutto the kernelis to be supported
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(otherwisesuchloanoutswill alwaysfail). The pmapAPI waschangedn five areasfor
PMAPNEWThesechangesredescribedelow.

8.13.1 PageFunctions

The pmapAPI hasseveralfunctionsthatoperateon all mappingsof a managegage. (A
managedageis onethathasa vmpage structureandis usedby the VM system.) An
exampleof sucha functionis pmap_page _protect , afunctionthatsetsthe protection
on all mappingsof a page. This functionis usedto write protectall actve mappingsof
a page. Othersuchfunctionsinclude functionsthat query and clear the referencedand
modifiedbits of a page. In orderto supportsuchfunctions,the pmapmodulemustkeep
track of all pmapstructuresthat referencea page. Typically this is donewith a list of
mappingdor eachpage.Eachmanagegagehasits own list of actve mappings.

In the currentpmapAPI, functionsthat performoperationson all mappingsof a
pagetake the physicaladdres®f the pageasoneof their aguments.The physicaladdress
of apageis determinedhroughthevm_page structuresphys _addr field. Thus,to write
protectall mappingf a page onewould use:

pmap_page_protect(page->phys_ addr, VM_PROT_READ);

In orderto procesghis, the pmapmodulemustlook up the physicaladdressn thetable
of managegagedo determinevhatvm.page the physicalpagebelongsto sothelist of
mappingdor thatpagecanbe traversed.If the pageis not a managegage,thenthereis
no suchlist andno actionis performed.

The currentproceduras wastefulbecausehe function calling the pmappagepro-
tectionfunctionknowsthevm page structurefor the page but doesnot pasghisinforma-
tion to the pmapmodule. This forcesthe pmapmoduleto do a pagelookupto determine
theidentity of the physicaladdresspage.In the newv pmapinterface,thesefunctionstake
a pointerto avmpage structureratherthana physicaladdressso thatthis extra lookup
operationcanbe avoided.

8.13.2 Kernel Pmap Enter Functions

Pmapenterfunctionsestablisha low-level mappingfor a given page. The FreeBSDVM

systems$ pmapAPI providesseveral specialkernel pmapenterfunctionsthat establisha
kernelmappingfor a pagefasterthanthe normalpmap_enter function. The speedups
achiezed by not enteringthe pages mappingon the list of mappingsfor that page. This
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allows pageghatwill only bemappedy thekernel(e.g.for malloc ) to beenteredn the
kernelpmapquickly. UVM’s new pmapinterfacesupportsthe FreeBSDpmapAPI. New
functionsincludepmap_kenter _pa, pmap_kenter _pgs, andpmap_kremove . These
functionsestablisha kernelmappingfor a physicaladdressestablisha kernelmappingfor
anarrayof pagestructurespr remove kernelmappings.

While FreeBSDs motivationfor thesefunctionswasto speedkernelpmapaccess,
UVM alsousesthe functionsto supportpageloanoutto the kernel. Whena pagethatis
mappedy auserprocesss loanedoutto thekernel,it is mappedvith pmap_kenter _pa.
Sincethe new mappingis not enteredon the list of mappinggor the page,it will not be
effectedby pmap_page _protect . The benefitof this is thatit providesa way for the
VM systemto remove all mappingsof a pageexceptfor the onesthe kernelis usingfor
pageloanout. This allows the pagedaemoimo pageout a pageloanedto the kernel by
removing all its userlevel mappingswith pmap_page _protect  without disturbingthe
kernels mappings. Thenthe pagedaemonfollowing the rules presentedn Chapter7,
causesownershipof the pageto be dropped,thusallowing the pageto remainallocated
until the kernelis donewith the loan. This effect is impossibleto achiese with the old
pmapinterface.

8.13.3 Other Changes

TheotherthreepmapAPI changesareminor. They are:

e TheFreeBSDpmap_growkernel functionwasaddedothepmapAPI. If enabled,
this pmapfunctionis calledwhenUVM allocatesa chunkof kernelvirtual memory
for thefirst time. This allows a pmapmoduleto allocatepagetable pagesfor the
memorybeforeit is used.

e The“size” agumentto thepmap.create functionhasbeenremoved. This argu-
mentis a holdoverfrom MachVM andis notusedin either BSD VM or UVM.

e Thepmap.clear _reference andpmap.clear _modify functionsweremod-
ified to returna boolearnvalue. They returnfalseif the specifiedbit is alreadyclear
Otherwisethey clearthebit andreturntrue. This allows the kernelto testandclear
thebit atthe sametime.
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8.14 Newl386 Pmap Module

UVM includesa nev pmapmodulefor the i386 processar The pmapmodulehasbeen
rewritten to addressproblemswith the old pmap, supportUVM’s nev pmapAPI, and
incorporatamprovementdrom otheroperatingsystemssuchasFreeBSD.Thenew pmap
useshe PMAPNEWnNterface.

Thei386 pmapmodulemaintaingwo maintypesof datastructurespmapstructures
andpvlist structures.The pmapstructurecontainsthe hardware-specificstateinformation
for asinglevirtual addresspace Eachprocessasits own pmap.The pvlist structures a
perpagestructurethatcontainsa linkedlist of a pages currentmappings.An elementon
thislist is calleda pventry Eachpventry containsa pmappointet a virtual addressanda
pointerto the next pventryin the pvlist. The pvlist is usedto changethe protectionof all
mappingof a pageandto keeptrack of whetherthe pageis referencedr modified.

The threemostcommonpmapoperationsare establishinga mapping,remaoving a
mapping,andchangingthe mappingof a specificpagein all pmapsthatreferencet. The
pmapmoduleperformstheseoperationsasfollows:

e Whenpmap_enter is calledto establisha mappingof a pagein a pmap,it first
ensureghat thereis a valid pagetable for the requestedirtual address.If there
is currently no pagetable, a free pageis allocatedto containthe nev pagetable.
Sincethe sizeof a pagetableon thei386 is equalto the sizeof a page,a pagethat
containsa pagetableis calleda “pagetablepag€. Oncea pagetableis allocated,
the pmapmoduleallocatesa pventry structureto recordthe mappingon the pages
pvlist. Finally, anentryfor the mappingis enteredn the pagetable.

e Whenpmap.remove is calledto remove a mappingof a pagethe procedureis
reversed.Thepages entryis removedfrom the pagetable,andthe pventrystructure
is removedfrom the pvlist. If thefinal entrywasremovedfrom the pagetable,then
the pagetable pageis freed. Additionally, whenremoving addresseffom a pmap,
thei386’shardwarecacheof currentpagetableentriesmustbeflushed.Thisis called
atranslationookasidebuffer (TLB) flush.

e Whenpmap_page _protect is calledto changethe protectionof a pagein all
pmapsthatreferto it, the pages pvlist is traversed. For eachpventry on the pvlist
the mappingis changed.If the new protectionis VMPROTREADthenthe pageis
write-protectedlf the new protectionis VMPROTNONEthenthe pageis removed
from all pmapgreferencingt (in this casethe pvlist mustbezeroed).
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8.14.1 UVM Pmap FeaturesFrom Other Operating Systems

UVM’ s new i386 pmapincludesseveralnew featuresnspiredby otheroperatingsystems.
Thesdfeaturesare:

e Making useof the single pageTLB flushinstruction. Whenremaoing pagemap-
pings,the only way the original i386 processocouldflushthe TLB wasto flushall
entriesout. Not only doesthis flushthe TLB entry of the mappingbeingremaoved,
but it alsoflushesall theothervalid entriesaswell, thuscausinghemto bereloaded.
This is inefficient. Startingwith the i486 processarintel addeda new instruction
thatflushesa singleentryout of the TLB. The FreeBSDpmapmakesuseof thisin-
structionto avoid the unnecessarftushingof valid TLB entries.UVM’ s new pmap
includescodebasedn FreeBSDs codeto usethis new instruction.

¢ Intel alsoaddedanew flagto the Pentiumfor a pagetableentry. Thenew flag,PGG
indicatesthatif this mappingis cachedn the TLB it shouldonly be flushedby the
singlepageflushinstruction. The instructionto flushthe entire TLB will not effect
mappingswith PG G set. The benefitof this is thatall the kernels memorycanbe
mappedwith PGG Whena context switch occurs,the entire TLB is flushed,but
thekernels TLB entrieswill persistbecausd®GGis setonthem. UVM'’s codeto
managehe PG Gbit wasbasedn FreeBSD.

e UnderBSD VM, auserprocess’pagetablesareplacedin thetop partof the users
addresspaceandmanagedasanorymousmemory This is a problemfor two rea-
sons. First, whenthe final entry of a pagetableis removed the pagetableis not
freed. Instead,the pagetable persistsuntil the processexits. Second pagetables
mustbe prefaultedbeforethe kernelattemptgo accesgheir PTEs. In the common
caseof apagefault,anextracall to thefaultroutinecanfaultin thepagetablepages,
however, thereareotherpathssuchasmlock thatbypasshis pre-fault code.If the
pre-faultcodeis bypasse@andthedesiredpagetableis not presenthenthe BSD ker-
nelcrashesvith a“ptdi ” panic. This problemis solvedin FreeBSDby having the
pmapmoduledirectly managehe pagetablepagesUVM usesa similarapproach.

e TheBSD VM pmapdoesnot have ary locking onits datastructuresThe MachVM
pmapcontainsa schemdor datastructurelocking. Eachpvlist hasalock andeach
pmaphasalock. In UVM alockingscheméasedntheMachVM scheméiasbeen
implementedThelocking scheméhadto beadaptedor thei386 processor
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8.14.2 UVM-Specific Pmap Features

UVM's i386 pmaphastwo new featuresthat are UVM specific. First, the new pmap
hasbeencarefully designedo managepmapresourceswithout deadlockingthe system.
Thelocking schemeof the machine-independetdyerof bothBSD VM andUVM expect
that pmapoperationswill never block. Although this is expectedin BSD VM, the old
i386 pmapdoesnot deliver on this promise. For example,the pmap_enter function
allocatesa pventry structurewhenestablishinga mapping. The BSD VM systemusesthe
kmemalloc functionto allocatea pool of pventry structures. But the kmemalloc
locks the kernelmap during allocationandsleepsif not enoughmemoryis available. If
thefunctioncallingpmap_enter callswhenthereis a shortageof pventrystructuresand
it alreadyhasthe kernelmaplocked, or if thereis not enoughmemoryto allocatenew
pventry structuresthe systemwill deadlock.This usuallydoesnot occurbecausehe old
pmapmodulekeepsa pool of allocatedpventry structuresavailablefor usage.However,
thebehaior of theold i386 pmapmoduleis clearlywrong.

UVM’ spmap_enter usesseveraldifferentstratgiesto avoid deadlockwhenallo-
catingpventrystructuresFirst,like BSD VM, it maintainsapool of free pventrystructures
andattemptsto keepthe pool reasonabléull. However, if the pool runsout, UVM uses
a secondstratgy. UVM hasa specialallocationfunction usedto allocatemore memory
for pventrys.Thefunctionattemptgo lock the kernelmap. But ratherthansleepingf the
kernelmapis alreadylocked, the allocationfunction fails instead. If this function fails,
thenUVM falls backto a final strat@y. Thefinal stratgy is to lock a pvlist structureand
attemptto “steal” a pventry structurefrom it. The pventry structurescan be stolenbe-
causetheinformationthatthey storecanbe reconstructedbasedon theinformationin the
vm.mapstructure In thehighly unlikely eventthatthisfinal stratgy fails UVM will panic.
UVM alsoallocategpagetablepagesusinga similar stratey. If thereareno pagesonthe
freelist, the pmapmodulewill attemptto “steal” a pagetable pagefrom anotherpmap.
To do this, it mustfirst remove all mappingsfrom the pagetable. By allocatingpventry
structuresandpagetable pageshis way, the UVM versionof pmap_enter (andrelated
functions)never block machine-independenbde(unlike BSD VM).

The secondUVM-specific featureis the dynamichandlingof TLB flushes. The
iI386’s TLB canbe flushedin oneof two ways. Either all the entriescan be flushed,or
a singleentry canbe flushed. If alarge numberof pagesarebeingunmappedit is more
efficient to flushthe entire TLB thanto flusheachpageoneat atime. However, if only a
few entriesaregoingto beflushedthenit is moreefficientto flushthepagesoneatatime.
UVM’s new pmapincludescodethat dynamicallychoosedetweenthesetwo stratgies



191
dependingon how mary pagesaregoingto beremoved. Notethatthis decisionis basedn
thenumberof pagesemoved,notthesizeof areabeingremoved. Largesparselypopulated
regionsof VM maystill benefitfrom single-pagd LB flushing,andUVM allows for this.

8.15 Summary

In this chaptera numberof secondarydesignelementsof UVM were presented.These
elementsnclude:

e the chunkingof amapallocationto reducethe amountof kernelmemoryallocated
for asparselypopulatecamap.

e theaggressie pageoutlusteringof anorymousmemorythatallows UVM to quickly
recover from amemoryshortage.

¢ thedesignof UVM'’ s threepagers:the aobjpager the device pager andthe vnode
pager

e the uvm_map memorymappingfunctionthatprovidesa singleuniforminterfaceto
memorymappingunderUVM.

e theunmappindgunctionthatseparatesnmappingnemoryanddroppingreferences
to memoryobjects.

¢ themanagemeruf kernelmemorymapsandobjectsthatreduceshenumberof VM
callsneededo establistkernelmemorymappings.

e changesn the managemenof wired memorythat preventsunnecessarynapentry
fragmentatiorandthusreducesnaplookuptime.

e theredesignof the pageflagsto accommodatéine grainlocking andto eliminate
unneededlags.

¢ MACHINENEWNONCONTIGhenew unifiedschemaisedto managea computers
physicalmemory

¢ the new pmapinterfacethat supportdeaturesncorporatedrom FreeBSDandalso
kernelpageloanout.
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¢ thenew 1386 pmapmodulethatmanagepmapsmoreefficiently anddoesnot block
machine-independenbde.

While the designelementsare secondarythey cumulateto producea beneficialeffect on
UVM'’ sdesignandperformanceandthusplay animportantrole within UVM.
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Chapter 9
Implementation Methods

This chapterdescribeshe methodsusedto implementanddebug UVM. First, the strategy
behindthe UVM implementations presentedThenthetoolsusedto assiswith delugging
arepresentedThesetoolsincludethe UVM history mechanismandfunctionsthatcanbe
calledfrom thekerneldehugger Finally, two userlevel applicationghatdisplaythe status
of UVM arepresented.

9.1 UVM Implementation Strategy

Implementinga softwaresystemaslargeasUVM is a majortask,especiallywhenalmost
all of thework is beingdoneby a single person. The choiceof implementatiorstratey
for sucha projectis critical if onehopesto bring the projectto a successfutonclusion.
A poorimplementatiorstratgy could leadto oneof two possibleconclusions.First, the
projectcould becomeso comple thatit cannotbe completed.Secondthe projectcould
be completedn sucha way thatit is sodifficult to useandinstall that no onebothersto
considetusingit. Eitheroneof thesealternatvesis unacceptabléor UVM. We wantUVM
to becompletedmake animpact,andbe usedby people.
Threeimplementatiorstratgiesfor UVM wereconsideredThefirst stratgy wasto
re-desigrandre-implementhewholeVM systenfrom scratch.This stratgy wasrejected
becaus& wastoo muchwork for toolittle gain. Therewerecertainaspect®ftheBSDVM
systenthatworkedfine anddid not needto be modifiedor reirvented.For example,BSD
VM’ s machine-independent/machine-dependigyeringis perfectlyadequatdor UVM.
In fact, making machine-dependemntesignchangesds highly unattractve becausef the
numberof platformsBSD runson (NetBSD currently haseighteendifferentpmapmod-
ules). The secondimplementatiorstratgly consideredvasto startwith the sourcetree,
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completelyremove the BSD VM sourcecodefrom it, andwrite UVM to replaceit (using
the sameAPI). The problemwith this strat@y is thatit is very difficult to delug because
mostof UVM hasto be written beforeit canbe delugged. Also, all deluggingwould
haveto bedoneataverylow level, withouttheassistancef the kerneldelugger sincethe
systemwould notbeableto fully bootwithoutaworking VM system.Thethird UVM im-
plementatiorstratgy, describedn greaterdetail below, involvesimplementingthe UVM
systemin parallelwith theexisting VM system.

UVM wasimplementedn four mainphasesln thefirst phasewve studiedthecurrent
BSD VM. In the secondphasewe implementedhe core of UVM’s mappingand fault
mechanisnwithin BSD VM. In thethird phasewe putall userprocessmemoryunderthe
controlof UVM, keepingthe kernelunderthe controlof BSD VM. In thefourth andfinal
phasewe putthekernelunderUVM andremoredBSD VM from the system.Throughout
theimplementatiorprocessthe UVM sourcetreewasmanagedn sucha way thatUVM
waseasyto useandinstall. Therestof this sectiondiscussethesephasesn moredetail.

9.1.1 Phasel: Study of BSDVM

Before even attemptingto write UVM code, it was importantto understanchow BSD
VM functionsandthe setof featurest provides. This wasno easytask,astheBSD VM
systemis not well documentedndat thetime the UVM projectwasstartedthe only real
documentatioron the BSD VM systemwere somepapersput out by the Mach project.
Somostof the studyof BSD VM wasbasedon informationcollectedfrom the BSD VM
sourcecode.Theresultof phaseoneof UVM wasa setof notesthatdescribedhedetailed
operationof BSD VM andthe desiredfeaturesandstructureof UVM. Much of whatwe
learnedn this phasdas documentedn Chapter2.

9.1.2 Phase2: UVM Under BSDVM

Thesecondhaseof the UVM implementationnvolvedimplementingdVM’ s coremem-
ory mappingand fault handlingroutines. This was doneby taking advantageof one of

the attractve featuresof BSD VM. In BSD VM the machine-independemind machine-
dependentodeare cleanly separated.Thus, the machine-dependemimaplayer canbe
usedo establistandremove low-level memorymappingswithoutinvolving theupperayer
of the BSD VM. This allowed UVM’ s corememorymappingandfault handlingroutines
to bedevelopedin alive kernelrunningthe BSD VM system.
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To achieve this, several minor changesvere madeto the BSD kernel. First, we
modified the kernel so that after the systemwas bootedand the BSD VM systemwas
broughtup, the UVM testingsubsystenwould allocatea numberof pagesrom the BSD
VM systento beusedor testing.Secondanothepointerto avm mapstructurevasadded
to thevmspace structurefor UVM. Whena processs createdhis mappointeris setto
null. Third, theBSD VM fault routinewasmodifiedto detectfaultson memorymanaged
by theUVM testingsubsystenanddelegatethemto thenew uvm_fault  routine.Fourth,
thekernelwasmodifiedto freeany UVM relatedresources processs holdingwhenthe
processxits. Finally, aUVM testingsystemcall wasaddedo the kernelto allow normal
userlevel processe manipulatedJVM.

In orderto testUVM usingthis setup,a procesgperformsthefollowing steps.First
theprocessiseshe UVM testsystemcall to establisha block of virtual memorythatwill
be managedy UVM. Thesystemcall usesBSD VM to allocatea chunkof the specified
sizeoutof its map.A null vm.object is mappedhere.Secondanenvy vm.map structure
is allocatedandinitialized to managehis newly allocatedareaof virtual memory Thenew
mapis installedin theprocessyrmspace structures secondym.map pointet

At this point, the testingprocesscan usethe UVM test systemcall to establish
sharedandcopy-on-write mappinggo afile, or establisha zero-fill mapping.The process
canthenperformreadsandwrites on the UVM block of virtual memory Thereadsand
writes cantrigger pagefaults. The BSD VM fault routine detectsthe UVM faultsand
deleggateshehandlingof themto the UVM faultroutine.

As aresultof thechangesmplementedn Phase?, auserlevel procesonasystem
runningthe BSD VM systemcaneasilytesta numberof UVM featuressuchasmapping,
sharedmemory zero-fill memory and copy-on-write. As copy-on-write is handledwith
amapsandanonsthetestprogramalsoteststhesesubsystemdf anerroroccurs githerthe
processwill getanerrorsignal,or thekernelwill crash.Sincethekernelis runningunder
thefully operationaBSD VM system the normalkerneldehugger(ddb) canbe usedto
delug andimprove UVM.

9.1.3 Phase3: UsersUnder UVM

At the completionof the secondohaseof the UVM implementatiorstratg)y the memory
mapping.anorymousmemory andfault codewerein reasonablehapeln thethird phase
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all userprocessesvirtual memorywasplacedunderthe controlof UVM. Thekernelcon-
tinuedto operateunderBSD VM, thusallowing UVM to be delhuggedwith the normal
kerneldehugger

To placeall userprocessesvirtual memoryunderthecontrolof UVM, thestandard
userlevel VM systemcallswereredirectedrom theBSD VM systenmto UVM. Also, the
numberof pagesallocatedby UVM from BSD VM at systemstartuptime wasincreased.
Whenatestingkernelboots,thefirst userlevel processs /sbin/init . Thekerneluses
thecodealreadytestedn phasewo to memorymapandfaultinit’ stext, data,andbssinto
its addresspace.

In phasehree,themainpartof UVM thatwastestedwvasthe codethathandleghe
duplicationof a process’addressspaceduring a fork operation. Indeed,it took mary
attemptsoeforeinit wassuccessfullyableto fork off a/bin/sh  process.

9.1.4 Phase4: Kernel Under UVM

Thefinal phasanvolved switchingthe managemendf kernelmemoryto UVM. Thefirst
stepin this processvasto addresshe differencedetweemmachineswith contiguousand
non-contiguougphysicalmemory As part of this effort, MACHINENEWNONCONTIG
(MNN) was developed(seeSection8.12.2). OnceMNN was created the kernelhad a
single unified interface for managingphysicalmemory The secondstepin this phase
wasto write the codethat managedhe kernels memory(seeSection8.8 on the uvm_km
functions). Oncethis stepwascompleteda BSD kernelcould run multiuserunderUvMm
with only two featuresmissing:the ability to configureandpageouto swap,andSystem
V sharedmemory Thesefinal two featureswere addedto UVM in stepthreewith the
assistancef Matthev GreenandChuckSilvers— two NetBSDcontrikutors.

9.1.5 SourceTreeManagement

Oneof our goalsfor UVM wasto getthe systemintegratedinto oneor moreof thefreely
availableBSD systemsThis puttwo constraint©nthedevelopmeniof UVM. First, UVM
hadto keepup with currentdevelopmentsn the BSD systems.UVM wasimplemented
within the NetBSDkernel. NetBSDwasselecteecausave werealreadyfamiliar with it
andit wasthe only BSD operatingsystemthanran on the sparchardwarethatUVM was
beingdevelopedon atthetime. The NetBSDkernelis a moving target— it is constantly
evolving. Fortunately the NetBSD sourcetreeis managedvith the ConcurrentVersions
System(CVS). CVS allows multiple developersto usethe samesourcetree at the same
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time. CVSallowedUVM to bedevelopedn parallelwith theNetBSDkernel.Periodically
changegnadeto the masterNetBSD sourcetree were meiged into the UVM tree using
CVS.

Thesecondconstrainplacedon UVM developmentwasthatUVM presencén the
sourcetreecould not disruptthe BSD VM sourcecode. The transitionfrom BSD VM to
UVM wasmadeaseasyaspossiblefor both usersanddevelopers.To achiese this, UVM
waswritten in suchaway to allow the selectionof VM system(BSD VM or UVM) to be
madewhencompiling the kernel. Both BSD VM andUVM sourcelive within the same
sourcetree. This allows a userto easily switch betweenvVM systemswithout having to
have morethanonesourcetree. Also, MNN wasportedto BSD VM. This allowedkernel
developersto move their portsto UVM with a two stepprocess.First, MNN supportis
addedto the machine-dependeipart of the port. SecondUVM supportis addedto the
port. Having MNN run underBSD VM allows kerneldevelopersto testMNN machine-
dependentodeseparatelyrom UVM.

9.2 UVMHIST : UVM Function Call History

Oneimportanttool usedin theimplementatioranddetuggingof UVM is the UVMHIST
functioncall historysubsystemUVMHIST providesaway for UVM to produceatraceof
requestdeingmadeto the VM systemandthe correspondindunctionscalledto service
theserequests.Sucha tracecanbe producedwithout disruptingthe normal operationof
theoperatingsystem.This allows a kerneldeveloperto easilytracethe pathtakenthrough
theUVM sourcecodeanddetermingf eitheranincorrector inefficient pathwastaken.

UVMHIST is implementedasa circulararrayof log records.Eachrecordcontains
thefollowing information:

e Thenameof thefunctionthatgeneratedhelog message.

e Thecall numberof the function. The call numberindicateswhich invocationof the
function generatedhe log. Call numbersstartat zeroandareincrementedy one
eachtime thefunctionis called. The call numbers usefulfor separatingaventsand
detectingrecursion.

e A timestamprollectedfrom the systems clock.

e A pointerto astringcontainingaprintf ~ format.
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UVMHIST LOG statement

UVMHIST_LOG(maphist, "(addr=0x%x, size=%d, prot=%d, flags=%d)",
addr, size, prot, flags);

corresponding uvmhist dump output

831491479.243243 sys_u_mmap#0: (addr=0x30001000, size=4096, prot=0, flags=0)

T ! !

timestamp function log message

invocation number

Figure9.1: UVMHIST usage

e Fourintegersthatcontainthedatafor theprintf ~ format.

UVM supportgnultiple UVMHIST arrays.

Log entriesare enteredinto the UVMHIST log usingthe UVMHISTLOGmacro.
Callsto the UVYMHISTLOGaredistributedthroughoutthe UVM sourcecode. Note that
on systemswith UVMHIST disabledthe UVMHIST.LOGmacrois null. This allows the
UVMHISTLOGcallsto remainin productioncodewith no overhead.

UVMHIST includesa function calleduvmhist _dump that prints the contentsof
an array of history entries. An exampleof a UVMHISTLOGcall andthe corresponding
outputfrom uvmhist _dumpis shavnin Figure9.1.

UVMHIST hashada beneficialeffect on the UVM projectin severalways. First,
it is an effective educationatool for learningaboutthe VM system. Second datafrom
UVMHIST traceshasfound severalredundantallsto the VM systemin the BSD source
code. EliminatingthesecallsreducedVM systemoverhead.Third, datafrom UVMHIST
traceshas also beenusedto modify UVM’s designto reducethe overheadof certain
commonoperations. The remainderof this sectionprovides details on the benefitsof
UVMHIST in thesethreeareas.

9.2.1 UVMHIST Asan Educational Tool

The primary way to learnaboutthe operationof mostkernelsubsystemss to eitherread
the sourcecodeor try andfind a paperor book that describeghe subsystens operation.



199
While suchinformationresourceslo explain the datastructuresaandfunctions,thisis only
partof the story. Sourcecodeandpapersonly presenta staticview of a softwaresystem.
It is difficult to fully understanéndappreciatea kernelsubsystemwithout beingfamiliar
with the dynamicaspectsf the system. In otherwords, understandingvhat functions
arecommonlycalledandthe orderin which they arecalledin responséo a requesis an
importantpartof understanding system.Thisis oneof thereasonshatunderstandinghe
detailedfunctionof BSD VM is difficult. It hasmary functionsandno roadmapo explain
how all thefunctionsinterrelateduringnormalVM systemoperation.

UVMHIST allows kerneldevelopersto moreeasilyeducatehemseleson the op-
erationof UVM. A developercanrun a programthatmakesa requesto the VM system.
Oncetherequestis complete the developercandumpout the UVMHIST andeasilyun-
derstandhe pathtakenthroughUVM to satisfythatrequestAn especiallyusefulexercise
is to enableUVMHIST andboota systenmsingleuserandreview theUVM callsnecessary
to to start/sbin/init

9.2.2 UVMHIST and RedundantVM Calls

The tracesproducedoy UVMHIST during single useroperationwere usedto eliminate

severalredundantallsto the VM systemin theBSD kernel.Redundantallsareharmless
to the operationof the kernel, but they add needlessextra VM systemoverheadto the

life time of a process.Thefollowing redundantallswerefoundin the BSD kernelusing

UVMHIST:

e Whenforking a processthe uvm fork functionusesuvm_map.inherit  to set
the inheritancevalue of the users pagetablesto “none” before copying the ad-
dressspace. This call is necessaryo prevent the child processfrom interfering
with the parents processepagetables. However, after copying the addresspace,
theuvm_fork performstwo redundanvM operationon the newly createdchild
process’map. First, it unmapsthe areaof the child’s addresspaceusedfor page
tablepages.Secondafterre-allocatingthatspaceor the child’s pagetablesit calls
uvm_map.inherit  to settheinheritancevalueof the pagetablespaceo “none”

The unmapcall is redundantbecausdhe uvm_fork function setthe inheritance
of the pagetable spaceto “none” beforecopying the addresspace thusit is not
possiblefor any pagetablemappingdo be active aftertheaddresspaces copied.

Thesecondnheritancechanges thereto preventa child of thechild’s procesgrom
inheritingthe child’s pagetables.This call is unnecessarpecauséf the child forks
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theuvm_fork functionwill resetthe inheritanceof this region of memorybefore
copying thechild’saddresspace.

In theexec code,thefunctionvmcmdmap_pagedvn is usedto memorymapthe
text or dataportion of a vnodeinto a process’addresspace. Initially, it usedthe
uvm_mmapfunction with MAPFIXED to establishthis mapping. At the time this
mappingis establishedhe process’addressspaceis beingfilled for the first time
with the new program,so thereshouldnever be a previously establishednapping
thatwould blockthemappingoeingcreated However, dueto therequirementsf the
mmaysystencall, if theMARFIXED flagis set,theuvm_mmagunctionalwayscalls
theunmapfunctionto clearoutary previously establisheanapping.This resultsin
the UVMHIST tracecontainingthefollowing VM operationsatexec time:

. allocatea new vmspacegthe newv spacehasno active mappings)
unmaptext area[redundant]

maptext

unmapdataarea[redundant]

aoR W o p

mapdata

Clearly bothunmapoperationsareredundant.To fix this problem,the exec code
wasmodifiedto call uvm_map directly, sincethe specialhandlingof uvm_mmapis
notneededn UVM.

UVMHIST tracesalsodetecteciredundantall to uvm_map_protect intheexec
codepath. Thefunctionvmcmdmap_zero establishegero-fillmappingslit isused
to memorymapthe bssandstacksegmentsof a process.As previously described,
in BSD VM all mappingsare establishedvith the default protection(read-write).
Early versionsof UVM’s memorymappingfunction also always usedthe default
protection.It turn out thatin the BSD codethevmcmdmap_zero functionalways
useduvm_map_ protect to settheprotectionafterthe mappingwasestablished—
evenif thedesiredprotectionrwasthedefault protection.Thisresultsin thefollowing
traceduringanexec :

1. zero-mapthebsssegment(the protectionis setto the default, read-write).
2. setthe protectionof the bsssegmentto read-write[redundant]

3. zero-mapgheresenedstackarea
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4. settheprotectionof theresenedstackareato “none”

5. zero-mapgheactive stackarea

6. settheprotectionof theactive stackareato read-write[redundant]

The two redundantuvm_map_protect  calls setthe protectionto the valueit is
alreadysetto. This tracewasoneof the motivating factorsfor allowing protection
to bespecifiedn theflagsof theuvm_map function. Thus,in UVM notonly arethe
redundanuvm_map_protect callseliminated but the call to setthe protectionof
thereseredstackareato “none” is alsoeliminatedsincethatprotectioncannow be
setwhile memorymappingthe area.

e Whena processxits, it mustunmapits memoryto freeit. The UVMHIST traces
shaw thatthe BSD kernelwasunmappinganexiting processaddresspacean three
placeson i386 systems:oncein the mainexit function,oncein the machine-depen-
dentcpu _exit function, andoncein the uvmspace _free function. Basedon
thisinformationtheunmapin cpu _exit wasremovedandthe unmapoperationn
uvmspace free wasmodifiedto only occurif themapbeingfreedstill hasentries.

9.2.3 UVMHIST and UVM DesignAdjustments

In additionto beingusedto detectredundan¥VM calls,UVMHIST traceswverealsousedto
make two adjustmentso UVM’ samapcode.Onechangaemotivatedby theUVMHIST logs
wasthe amapchunkingcodepreviously describedn Section8.1. Usingthe UVMHIST
traceproducedver partof asystemsbootup it wasdeterminedhatbeforeamapchunking
wasaddedo thesysteml1186pagef virtual memorywerecoveredby theamapsystem.
After addingamapchunking,UVMHIST shaws thatin the samebootupoperationamaps
coveredonly 107 pagesof virtual memory

Another areawherethe UVMHIST tracescontributedto a UVM designchange
wasin thehandlingof thesys _obreak systemcall. This systemcall is usedto expanda
processheapareafor malloc . Expandingheheapareanvolvesextendingthesizeof the
amapthatallocateghatarea.This canbe somavhatexpensve sincethe datain theamap
mayhaveto becopiedin orderto increasets memoryallocation.Whenbootingsingleuser
the UVMHIST traceshaved that the /sbin/init processcalls sys _obreak eleven
timesbeforeit getsto the point whereit canpromptfor a shell on the systems console.
Eachtime the breakgrew, the correspondingamaphadto be extended. To reducethe
overheadf this,the“*amappadflagwasaddedo theuvm_mapfunction. Thisflag causes
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the mappingfunction to allocatean amapfor the mappedregion thatis larger thanthe
regionitself. This allows theamapto be extendedn-placewithoutthe needfor allocating
a new amapand copying the datafrom the old amapto the nev amap. After addingthis
flag, the UVMHIST trace shavs that the numberof amapextendsthat causean amap
reallocationvasreducedrom elevento one.

9.3 UVM andthe Kernel Debugger

Anotherusefultool usedin deluggingthe implementationof UVM is DDB, the kernel
dehluggerbuilt into BSD kernel. If DDB is compiledinto the kernel, the kernelcanbe
stoppedat almostary pointandthe VM datastructurecanbe examined.BecausdODB is
mucheasierto enableandusethansource-lgel kerneldeluggerssuchaskKGDB [63] that
requirespecialserialline setup it is extremelyusefulfor kerneldevelopersdeluggingVM
problemgeportedbverthelnternet.In thesecaseshedeveloperoftendoesnothave access
to the hardwarethatis experiencingthe problembut they canguidethe personreporting
the problemthroughthe procesf usingDDB to diagnosehe problem.

Kernelswith DDB enabledexperiencdittle if any overheadlueto DDB’s presence
asDDB is usualnotactive. DDB canbeinvokedin oneof threecasesthe systencrashes,
the kernelcallsthe Debugger functionto invoke DDB, or the userhits a specialescape
sequencéo breakthe kernelinto DDB!. Oncerunning,DDB promptsfor input with the
“db>" prompt. At thatpointthe systemoperatorcanexaminemostUVM datastructures.
Useful UVM relatedDDB commandsareshowvn in Table9.1. In additionto thesecom-
mandsthestandarcommandsisedio setandclearbreakpointandto single-steghrough
kernelfunctionsarealsouseful. Kerneltext addressedisplayedoy DDB canbetranslated
to their line numberin the sourcecodeby usingGDB on the objectfile that containsthe
functionin question.

9.4 UVM UserLevel Applications

In additionto kernel-level toolssuchasUVMHIST andDDB, UVM includeswo usetlevel
applicationghatdisplayUVM statuanformation.In traditionalsystemssuchapplications
requirespecialprivilegesto run becausahey needreadaccesdo kernelvirtual memory
(/devikmem ) andthefile containingthecurrentlyrunningkernel.However, in UVM this

10Onani386the DDB escapesequencés CTL-ALT-ESC.Onaspardit is L1-A or BREAK.
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Table9.1: UsefulUVM DDB Commands

Command Usage

ps Lists all actve processesn the system. If the “a”
optionis specified“ps/a "), thenthekerneladdress
of eachprocessesym.map structures printed.
show map Shaws the contentsof the specifiedvm.map struc-
ture. If the “f” optionis specified,thenthe list of
mapentriesattachedo the mapis alsoprinted. For
userprocessesjsethe“ps/a ” commando getmap
addresseskor the kernelmap,usethe “show map
*kernel _map’ command.

show object Shaws the contentsof the specifieduvm_object
structure. If the “f” optionis specified,then a list
of all pagesn theobjectis alsoprinted.

show page Shaws the contentsof the specifiedvm_page struc-
ture. If the“f” optionis specified,the extra sanity
checksonthe pageareperformed.

call  uvm.dump Shaws the currentvaluesof the countersusedby
UVM andthekerneladdressesf kernelobjects.

is nolongerthecase.UVM supportsaasysctl  systemcall thatany processanuseto get
UVM statusinformationwithout the needfor specialprivileges. This givesnormalusers
theflexibility to write their own statusgatheringorogramswithout the needto bothertheir
systemadministrator

The first UVM statusprogramis calleduvmexp. It is a simple text-basedpro-
gram that getsthe statusof UVM, printsit, and exits. This is much like the “call
uvm_dump’ commandn DDB. The secondUVM statusprogramis an X11-basedoro-
gramcalledxuvmstat . This programcreatesa window andgraphicallydisplaysvarious
systemcounts(updatingthe display oncea second). A screendump of the xuvmstat
programis shovn in Figure9.2.

9.5 Summary

In this chaptemwe have reviewed the methodsusedto implementanddelug UVM. UVM
wasimplementedn four phases.First the designof the BSD VM was studied. Second,
UVM' scorememorymappingandpagefaultfunctionswereimplementedindtestedunder
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asystemrunningBSD VM. Third, virtual memorymanagemenf all userprocessewas
switchedfrom BSD VM to UVM. Finally, thekernels memorymanagemenwasswitched
over to UVM. Throughouthe implementatiorprocesschangesnadeto the BSD source
treeweremegedinto theUVM kernelsourcetreeusingCVS. This easef integrationof
UVM into themainsourcetree. Additionally, UVM wasdesignedo co-exist in thesource
treewith BSD VM. This allows for a smoothtransitionfor BSD usersfrom BSD VM to
UVM.

The UVMHIST tracingfacility, UVYM DDB commandsandUVM statusprograms
werealsopresentedn this chapter UVMHIST allows kerneldevelopersto producedy-
namic codetracesthroughthe VM system. This helpsdevelopersbetterunderstandhe
operationof UVM andalsowas usedto detectredundantallsin the VM system. The
UVM DDB commandsllow a userto easilyexaminethe stateof UVM onarunningsys-
tem. TheUVM statusprogramsarebuilt ontop of anon-prvilegedsystemcall thatallows
usergo querythe statusof UVM.
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Chapter 10
Results

In previouschaptersve describedhe designandimplementatiorof nev VM featuredirst
introducedto BSD by UVM. The designof featuressuchas pageloanout,pagetransfey
andmapentry passingprovide the /O andIPC subsystemsvith multiple datamovement
options. But suchgainsin flexibility areusefulonly if they aremoreefficient thantradi-
tional datacopying. In this chapterwe describefive setsof testsdesignedo measurdhe
performanceof UVM'’ s new features.The resultsof thesemeasurementshow that page
loanout pagetransfeyandmapentrypassingcansignificantlyimprove I/O andIPC perfor
manceover traditionalsystems We alsomeasurehe effectsof UVM’ s secondarydesign
elements.Our resultsshov thatdueto our secondaryesignimprovementdJVM outper
formsBSD VM in severalcritical areasevenwhenour new datamovementmechanisms
arenotused.

All ourtestswereperformedon 200MHz PentiumProprocessorsunningNetBSD
1.3Awith eitherUVM or BSD VM. OurPentiumProshave a 16K level-onecachea 256K
level-two cache,and 32MB of physicalmemory The main memorybandwidthof our
PentiumProsis 225MB/secfor reads 82 MB/secfor writes,and50 MB/secfor copiesas
reportedby thelmbench memorybenchmarks[40].

10.1 PagelLoanout Performance

Pageloanoutallows a processto loan a read-onlycopy of its pagesof memoryout to
the kernelor anothemprocessthusavoiding costly datacopies. The loanedout pagesare

We usedversionl.2of Imbench ’s bw_menprogramso make thesemeasurements.
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marked copy-on-writein the processothatchangesnadeby theuserto loanedout pages
do notinterferewith theloan.

A corvenientplaceto measureheeffect of pageloanouton1/O is in thetransferof
datafrom a userprocesdo a device. In a traditionalsystem this would involve copying
the datafrom the users addresspaceto a kernelbuffer, andthenperformingl/O on that
buffer. With pageloanout,suchan|/O operationcouldbe doneby loaningthe pagesrom
theusers addresspacdirectly to thedevice, thusavoiding the datacopy.

Networking devicesareoftenchoserfor suchmeasurementspwe decidedo mea-
surethe effect of pageloanouton the BSD networking subsystemQOur goalis to find out
whateffect pageloanouthason the amountof datawe canpumpthroughthe networking
subsystem.

TheBSD networking subsystenconsistf threelayers:thesocletlayer, the proto-
col layer, andthe network interfacelayer Thesocletlayeris responsibldor queuingand
transferringdatabetweerusermemoryandkernelnetwork buffers(mbufs). In atraditional
kernel,datais transferedbetweenthe userand kernelthroughdatacopies. The protocol
layeris responsibldor takingmbufs from the socletlayer, encapsulatinghemin a paclet,
and passingthe paclet to the networking interfacelayer for transmission.The protocol
layer alsorecevesinboundpaclet in mbufs from the network interfacelayer Thesein-
boundpacletsarechecled andeitherdiscardedpassedip to the soclet layer, or sentto
the network interfacelayer for transmissioron a differentnetwork interface(e.qg. if the
systemis actingasa router). The network interfacelayer controlsthe networking hard-
wareandtransmitspacletsit recevesfrom the protocollayerandstoresreceved paclets
in mbufsthatit passesip to the protocollayer.

Oneproblemwith measuringhe performancef pageloanoutwith the networking
subsystenis thatcurrentprocessorsaneasilygeneratalatafasterthancurrentgeneration
network interfacescantransmitit?>. For example,the PentiumPro processoon our test
machinecan easily swamp our 100Mbpsfast Ethernetand 155MbpsATM cards. This
resultsin eitherthetransmittingprocesseingstalleduntil the network interfacelayercan
catchup, or in databeingdiscardedat the network interfacelayer dueto a full network
gueue.If oneof thesenetwork interfacecardswasusedin measuringpageloanout,ary
positive resultsachiezed by pageloanoutwould be seenasa reductionin processofoad
ratherthanincreasedandwidth.

°Next-generatiometwork interfacessuchasGigabitEthernetaindhigherspeedATM interfacescantrans-
mit dataat higherspeeds.
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10.1.1 Socket Layer Modifications

Measuringbandwidthis both easierand more acceptedhan measuringprocessoioad.
Sincethe network interface layer introducesthe samedelaysirrespectve of the use of
pageloanout,thesedelayscanbe safelyfactoredout of performancaneasurementsTo
achieve this, a new “null” protocollayerwasintroducedinto the BSD kernel. Whenthe
null protocollayerrecevesdatafrom the socletlayerfor transmissiong discardst rather
thanpassingt onto anetwork interface.This allows the datatransferoverheadf copying
versegageloanoutto bemeasuredvith bandwidthratherthanprocessofoad.

Thesocletlayeris of primaryinterestin thecontext of UVM becausé handleghe
transferof databetweenusermemoryandmbufs. We hadto modify the soclet layerin
orderto testthe pageloanoutfunctionof UVM.

An mbuf is a fixedsizedstructurethatcancontaineithera smallamountof dataor
a pointerto anotherbuffer. Mbufs thatcontaindataare calledsmall mbufs. Smallmbufs
usuallyhold onehundreceightbytesof data.Mbufsthatcontaina pointerto anotheibuffer
are calledlarge mbufs (becausehe buffer is usuallylarger thanthe size of dataa small
mbuf canhold). A large mbuf’s buffer cannotcrossa pageboundaryandthusis limited in
sizeto onepage.Mbufscanbelinkedtogethelinto anmbuf chain. An mbuf chaintypically
storesonepaclet. Chainsof mbufs canbelinkedtogetherto form a queueof paclets.

Therearetwo typesof large mhufs: clustermbufs and externalmbufs. A cluster
large mbuf pointsto a memorybuffer thatis managedy the kernelmbuf subsystemAn
externalmbuf pointsto anareaof memorythatis not managedy the mbuf system.Ex-
ternalmbufs alsocontaina pointerto a “free” functionthatis calledto free the external
buffer. Externalmbufs allow network hardwaredevicesthathave their own privatemem-
ory to “loan” it to the mbuf systemfor shortperiodsof time. We alsousedexternalmbufs
to helpintegrateUVM pageloanoutin thesocletlayer.

Before describingthe modificationsdoneto the soclet layer to add pageloanout,
it is importantto understandhe soclet layer datatransmissiorcodepath. A processan
requesthatdatabetransferedver a soclet by passinghe soclet file descriptora pointer
to the databuffer, andthe buffer’'s lengthto the write  systemcall. This systemcall
causeghesys _write kernelfunctionto be called. This functiondoestwo things. First,
it wrapsthe specifiedbuffer in a uio structuré. Second,t looks up the file operations
structure(fileops ) associatedvith the file descriptorpassedo write and calls the
appropriaté'write” file operationfor thatfile descriptor Therearecurrentlytwo typesof

STheuio structureis usedwithin thekernelto describeoneor moreareasn anaddresspace.
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system Sys_write
call layer
fileops vn write SO0 write
layer - -
socket e
layer A
protocol tcp usrre udp usrre
layer P 9 P q

Figure 10.1: Soclet write codepath. The codein the box hasbeenduplicatedand
modifiedto usepageloanoutfor our measurementsl he modifiedcodeis accessetly an
alternatewrite systemcall.

file descriptorssocletsandvnodes.Thewrite file operatiorfor socletsis thesoo _write
function. Thewrite operatiorfor vnodedss vn _write

Thesoo _write  functionis a oneline functionthattranslateshewrite call into a
sosend call. Thesosend functiondoesthelion’s shareof the work of the soclet layer
includinghandlingall the numerousptionssupportedy thesocletlayer. If thesosend
functiondetermineghatit ok to senddataon the socletit will allocateanmbuf chainfor
thedata,copy the datafrom the userbuffer pointedto by theuio structureinto thechain,
andthenpasghenewly creatednbuf chainto theprotocollayer’s userrequestunctionfor
transmissiofi Oncethe soclet layer haspassedhe datato the protocollayer; its role in
thetransmitprocesss complete.The codepathfor awrite is shovnin Figurel0.1.

To enablethe soclet layer to use pageloanoutratherthan datacopying for data
transmissiorasecondwrite  systemcall wasaddedto thekernel. Having two write sys-
temcallsin the kernelallows us to easily switch betweendatacopying and pageloanout
when taking measurements. The new write systemcall calls a modified version of
soo write  whena write to a soclet is detected. The alternatesoo write  function
callsxsosend . Thexsosend functionis amodifiedversionof sosend thatlooksfor
large userbuffers.

Whenxsosend detectsalargeuserbuffer, it usesUVM’ s pageloanoutto loanthe
users pagesout to kernelpages.It thenmapsthosepagesinto the kerneladdresspace,

4Thisis thePRUSENDrequest.
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andallocatesan externalmbuf for eachone. Eachexternalmbuf pointsto a specialfree
functionthatwill droptheloanoncethe pageshave beentransmitted.

10.1.2 PagelLoanout Measurements

To measurehe effect of pageloanoutwe wrote a testprogramthatusesthe null protocol
to transmitlarge chunksof datathroughthe soclet layer The actionsperformedby the
testprogramaresimilar to programssuchasftp, web, andvideo seners. Suchprograms
operateby openingdatafiles andtransmitthefile’s contentover the network.

Thetestprogramtransmitsdatain oneof two ways. It canusethe normalwrite
systemcall, in which casethedatawill be copiedfrom userspacdnto kernelbuffers. Or it
canusethemodifiedwrite  systemjn whichcasethexsosend functionwill useUVM’s
pageloanoutto move thedata.

Thetestprogramoperatesasfollows:

1. Theparameterareparsed.
2. A null socletis createdor programoutput.
3. A bufferis allocated.

4. Theentirebuffer is writtento the null socletin fixedsizedchunks(the “write size”)
aspecifiedhumberof times.

Thetestprogramtakesasparametershe sizeof the buffer, the numberof timesthe buffer
is transmittedandthe amountof datato passo thewrite  systemcall (thewrite size).

Thetestprogramwasrun usinga two megabytebuffer that wastransmitted1024
times. Thus,two gigabyteof datawastransmittedfor eachrun of thetestprogram.Each
runof theprogramwastimedsothatthebandwidthof thenull socletcouldbedetermined.
Thewrite sizewasvariedfrom 1K to 2048K.Theresultsof thetestusingcopying andpage
loanoutareshowvn in Figure10.2.

For write sizesthat are lessthan the hardware pagesize (4K), copying the data
producesa higher bandwidththan using pageloanout. This is due to the pageloanout
mechanisnmbeing usedto loan out pagesthat are only partially full of valid data. For
example,whenthe write sizeis 1K for eachpageloanedout thereis 3K of datain the
pagethatis not being used. Oncethe write size reacheghe pagesize, pageloanouts
bandwidthovertalesdatacopying. As thewrite sizeis increasedo allow multiple pagego
betransmittedn asinglewrite call, thedatacopying bandwidthincreasesintil thewrite
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Figure10.2: Comparisorof copy andloan proceduresor writing to a null soclet

sizereaches32K. The datacopy bandwidthnever exceedsl72 MB/sec. Meanwhile,the
loanoutbandwidthrisessharplyasthewrite sizeis increasedWhenthewrite sizeis 32K
the loanoutbandwidthis 560 MB/sec. The loanoutbandwidthlevels off at 750 MB/sec
whenthe write sizeis 512K. Clearly, pageloanoutimprovedthe I/O performanceof the
testprogramby reducingdatacopy overhead.

Notethatthe high bandwidthachiezed by pageloanoutis throughvirtual memory
basedoperationgatherthanthroughdatacopying. Theresultsof thelmbench memory
bandwidthbenchmarkshaw thatsuchhigh bandwidthsannotbeachievedif eachbyte of
thedatais reador copied.Not all applicationgequirethedatato beaccessed-or example,
themultimediavideosenerdescribedn [12] transmitdatareadfrom disk withoutreading
or touchingit andthuscouldbenefitfrom pageloanout.

10.2 PageTransfer Performance

Pagetransferallows a procesdo receve pagesof datafrom the kernelor anothemprocess.
Pagegecevedwith pagetransferaremappednto thereceving processpagetransferarea
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of virtual memory Oncea pageis transferednto a processaddresspacdt becomegpart
of thatprocessanorymousmemoryandrequiresno furtherspecialttreatment.

Pagetransfermovesdatain the oppositedirectionthat pageloanoutdoes.In page
loanout,a procesdoansits dataoutto someotherprocessr thekernel.In pagetransfera
procesgecevespagedrom otherprocessesr the kernel. The pageseceved may either
beloanedfrom anotheiproces®r theirownershipmaybedonatedo thereceving process.
The benefitof usingpagetransferis thatthe transferreddatais moved into the receving
processVirtual addresspacewithoutthe overheacdf a datacopy.

Theeffectof pagetransferonthe overheadf I/0O operationsanbemeasuredising
thekernels networking subsystenm away thatis similarto theprocedureisedto measure
the effect of pageloanout. In a traditionalsystem,whendatais readfrom a soclet it is
copiedfrom a kernelmbuf into the receving process'virtual addresspace. With page
transfey the network readoperationon larger chunksof datacanbe doneby usingpage
transferto transfera large mbuf’s dataareafrom the kernel directly into the receving
processVvirtual addrespace bypassinghecopy. For thisto befeasible thekernelshould
be configuredsothatthe buffer sizeof a clustermbuf is equalto the systempagesize.

Unfortunatelythemeasuremertf the performancef pagetransferon network 1/0
operationss effectedby a similar problemto the onethat that effectedthe pageloanout
measurements)amelythat currentprocessorgan passreceved datato userprocesses
fasterthanthe currentgeneratiorof network interfacescanreceve it. Thusary positve
effectsproducedoy pagetransferwill resultin areductionof processotoadratherthanan
increasedn-bounddatabandwidth.

Fortunately this problemcanbe worked around. Sincethe kernels protocoland
network interfacelayershave the sameoverheadegardlesof whetheror not pagetransfer
is used,their overheadcanbe safelyfactoredout of the pagetransferperformanceéband-
width. This wasachieved by introducinga new “null” soclet readinto the BSD kernel.
Whenthesocletlayerdetectsanull socletread,it allocatesanmbuf chainof therequested
size(containingrandomdata)andusesit to satisfythe socletreadrequest.This allows us
to directly measurgheeffect of pagetransferon1/O overheadoy observinghe bandwidth
of null socletreads.

5The currentdefault clustermbuf size on the i386 is 2048 bytes, or half a page. This value mustbe
doubledin orderto be ableto usepagetransferon clustermbufs.
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system

sys_read
call layer /\
fileops vn_read soo_read
layer - -
socket soreceive
layer
protocol tcp_ustreq
layer -

Figurel0.3:Socletread codepath.Thecodein theboxhasbeenduplicatecandmodified
to usepagetransferfor our measurementslhe modifiedcodeis accessethy analternate

readsystemcall.

10.2.1 Socket Layer Modifications

Thesocletlayerof the BSD kernelhadto be modifiedto supportthe new null socletread
systemcall. The null soclet readsystemcall movesdataeitherby copying it or by using
pagetransfer The codepathfor asocletreadis shavn in Figure10.3. Whenthe protocol
layerrecevesdatafor asocletfrom thenetwork interfacelayerit enqueuethedataonthe
soclet’'sreceve soclet buffer mbuf queue.This datawaitsin the soclet buffer queueuntil
eithera processssuesareadfor the dataor the socletis closed(in which casethe datais
discarded).

Whena processssuesareadon asoclet,thesys _read kernelfunctionis called.
This function doestwo things. First, it wrapsthe pointerto the users buffer up in a uio
structure Secondit looksupthefile operationstructureassociateavith thefile descriptor
passedo read andcallstheappropriatéread” file operationfor thatfile descriptor The
two readfile operationdunctionsaresoo _read andvn_read (for soclketsandvnodes,
respectrely).

Thesoo _read functionis a oneline functionthattranslategshe write call into a
soreceive call. Thesoreceive function'sjob is to move datafrom a soclet’'sreceve
buffer queueto theaddresspaceof theuserwhoissuedhereceve requestlf notenough
datais available ,thesoreceive  functionmaysuspendherequestingprocessuntil more
datais available. Oncethe soreceive  functionhasmovedthe data,it mayissuea user
requesto the protocollayer of the soclet to inform the protocolthatthe userreadsome
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data. Sliding window protocolssuchas TCP requirethis callbacksothatthey canupdate
theirwindow sizesasdatais readout of thesoclet buffer. OtherprotocolssuchasUDP do
notrequirethis callback.

To implementthe null soclet readoperationa secondreadsystemcall (“xread ")
wasaddedo theBSD kernel. This systencall detectsull readoperationsy checkingfor
a specialinvalid file descriptor If detectedthexread functioncallsa specialversionof
soreceive to handlethenull readrequestOtherwisexread usests normalcodepath
to handlethereadrequest.Thexread systemcall returnsboththe numberof bytesread
anda pointerto the virtual addressvherethe pagesweretransferedif pagetransferwas
used).

Thespeciahull-readversionof soreceive  allocatesanmbuf chain(with random
data)large enoughto satisfythereadrequestandthenmovesthe datato the userusingthe
techniguerequestedy the user(eitherdatacopying or pagetransfer). If pagetransferis
specifiedanew functioncalledso _mcl _steal iscalledtoremovethepagefrom acluster
mbuf. It performsthefollowing actions:

1. Unusedportionsof theclustermbuf’s dataareaarezeroedo ensuredatasecurity
2. A new anonandnew pageareallocated.

3. Thenew pageis mappednto theclustermbuf’s dataareaandtheold pageis attached
to thenew anon.

4. Thenew anonis returned(it is readyto be transferednto the receving processes’
addresspace).

Oncethe datapageshave beenremoved from the clustermbufs and placedinto anons,
the anonscanbe transferrednto the users addresspaceusingthe normalpagetransfer
functions.

10.2.2 PageTransfer Measurements

To measurdhe effect of pagetransferwe wrote a testprogramthatusesnull soclet reads
to receve large chunksof datathroughthe soclet layer. Thus,the testprogramis similar
to programghatreceve large chunksof datafrom the network or from otherprocesses.

Thetestprogramcanrequesthatthekerneluseeitherdatacopying or pagetransfer
to move thedata.Thetestprogramoperatessfollows:

1. Theparameterareparsed.



215

800
e B
S m

600 - &—® Ccopy B
— == transfer
o
9
g
< 400 - Ve :
=}
=
©
c
©
o]

200 - -

4K
O L Lol L TR | L Lol L T R
1 10 100 1000 10000

read size (kbytes)

Figure10.4: Comparisorof copy andtransferproceduresor readingfrom anull soclet

2. A bufferis allocatedf datacopying is beingused.This buffer will be usedwith the
read systemcall (its sizeis calledthe “readsize”). If pagetransferis beingused,
thenthe operatingsystemwill provide the buffer.

3. Thedatais readusingnull socletreadsn fixedsizedchunks.

4. If pagetransferis usedthetransferechunkof memoryis freedusingtheanflush
systemcall afterthereadoperation.

Thetestprogramtakesasinput parametershe amountof datato read,andthe numberof
bytesthe programshouldreadin onesystencall (thereadsize).

Thetestprogramwasusedto transferl GB of datafirst usingdatacopying andthen
using pagetransfer The readsizedwas varied from 4K (one page)to 2048K, and the
bandwidthwasmeasuredTheresultsof thetestareshovn in Figure10.4.

Whencopying data,smallerreadsproducea greaterbandwidth. As the readsize
increasesthe null soclet readbandwidthdecreasefom 315 MB/secto 50 MB/sec. This
decreases dueto datacachingon the PentiumPro. Memory accesse$o the cacheare
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significantlyfasterthanmemoryaccesset mainmemory If anapplications buffer en-
tirely fits within a cachethenmemoryreferenceso it will befasterthanthe bandwidthof
mainmemory For example,whenthe testprogramuses4K buffers both the sourceand
destinationbuffers of the datacopy fit within the level-onecacheproducinga bandwidth
of 315 MB/sec. Whenthe size of the testprograms buffers areincreasedo 8K they no
longerfit within thelevel-onecache put they dofit within thelevel-two cache.Thisresults
in abandwidthdropto 225MB/sec. The bandwidthremainsnearlyconstanfor readsizes
from 8K to 64K. However, betweenl28K and 256K the bandwidthdropsto 50 MB/sec
asthesizeof the databuffers becomedarger thanthe level-two cache.Finally, the band-
width eventuallylevelsoutat50 MB/sec(thesamevaluewe gotfrom Imbench 'smemory
copy benchmark)The 4K readsizegetsthe full benefitof the high bandwidthof the Pen-
tium Pro’s level-onecachesinceit wasthe only processunningon the systemwhenthe
measurementseretaken (soits datawasalwaysfreshin thecache).

On the otherhand,the cachedoesnot play as greata role in pagetransfer The
bandwidthstartsaround190 MB/sec for pagesizedtransfers,andthenincreasesip to
730 MB/secfor a 1IMB pagetransfer The final dip in the pagetransfercurwve is dueto
the cache As thetransfersizegetslarger, the pagetransfercodetouchesmorekerneldata
structuresandat somepoint this causesoucheddatastructurego exceedthe sizeof the
level onecache.

Note that the high bandwidthachieved by pagetransferis throughvirtual mem-
ory basedoperationgatherthanthroughdatacopying. Suchhigh bandwidthscannotbe
achievedif eachbyte of the datais reador copied.Not all applicationgequirethe datato
be accessedFor example,the multimediavideorecorderusedin our video sener project
recevesdatafrom an ATM network andimmediatelywritesit to disk without readingor
touchingthedata[12].

10.3 UsingUVM to Transfer Data BetweenProcesses

In theprevioustwo sectionsve discussetheeffectof pageoanoutandpagetransferonthe
movementof databetweera processaanda network interface. In this section,we examine
usingUVM to move databetweertwo processessinga pipe.

In atraditionalsystema pipeis implementedasa pair of connectedoclets. Thus,
whendatais written to a pipe the kernelusesthe sosend functionto transmitthe data.
The sosend function copiesthe databeingwritten into an mbuf chainand placesthat
chainon the receve soclet buffer of the soclet associatedvith the otherendof the pipe.
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Whenthe datais readfrom the pipewith theread systemcall thesoreceive function
removesthe mbuf chainfrom the receve soclet buffer, copiesthe datafrom the chainto
therecever's memory andthenfreesthe mbuf chain. Thus,eachbyte of datawritten to
the pipeis copiedtwice. UVM'’ s pageloanoutandpagetransfermechanismsanbe used
to reducekerneloverheady eliminatingboththesecopies.

10.3.1 Socket Layer Modifications

Thekernels soclet layer mustbe further modifiedin orderto useUVM to eliminatedata
copieswhenusingpipes.While thepageloanoutmodificationsdescribedn Section10.1.1
aresufiicientfor usewith apipe,thepagetransfemodificationsdescribedn Section10.2.1
for the null socletreadoperatiomarenot.

In orderto supportpagetransferfor pipes,thexread systemcall wasfurthermod-
ified to supporta new readoperationfunctionthatwasaddedto the fileops  structure.
Whenpagetransferis usedthevirtual addresso whichthedatapagesave beentransfered
mustbe returnedto the procesgerformingthe xread systemcall. The interfaceof the
traditionalreadoperationfunctionhasno way to returnthis addressbut the new readop-
erationdoes.We decidedthatfor testingaddinga secondeadoperationto thefileops
structurewould belessdisruptiveto the systenthanmodifying the originalreadoperation.

The xread systemcall usesthe new readoperationfunction only if the file de-
scriptorbeingreadsupportst andif pagetransferwasrequested.The new readfunction
for socletsis soo _read2 . Thisfunctionoperatesasfollows:

1. Theparameterarechecledto seeif they arefavorableto pagetransfer If they are
not,thensoo _read2 useghetraditionalsoo read functionto movethedata.

2. If thereis nodatato receve,thenthesoo _read2 functioncauseshecallingprocess
to sleepuntil dataarrives(unlessthe socletis in non-blockingmode,in which case
anerroris returned).

3. Oncesoo _read2 hasdata,the mbuf chainthe dataresidesn is checledto seeif
its datacanbe transferredusing pagetransfer In orderto do this, the mbuf chain
mustconsistof eitherclustermbufs or of externalmbufs whosedataareasarepages
loanedout from someotherprocess.If the mbuf chainis not a candidatdor page
transferthensoo _read2 usesatraditionaldatacopy to deliverthedata.
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4. For mbuf chainsthatcanbe usedwith pagetransfeythesoo _read2 functioncalls

theso _transfer  functionto transferthe datato the userprocess.It thenreturns
theaddresso whichthe pageswveretransferedo thexread function.

Theso _transfer  functionhandleghepagetransferof anmbuf chain.It operates
asfollows:

1. Spacean thereceving processpagetransferareais reseredfor thedata.

2. Thembuf chainis thentraversed.Eachmbuf’s dataareais loadedinto ananon.For
clustermbufs,so _mcl _steal is used(seeSection10.2.1).For externalmbufs,the
so _mextloan _reloan functionis used(seebelow).

3. Finally, theanonsareinsertednto thereceving processaddresspace.

The reloanfunction is usedfor external mbufs whosedataareais on loan from
a process’addressspacedueto pageloanoutcausedoy the xwrite  systemcall. This
functionlooks up the pageassociatedavith the mbuf. If the pageis attachedo ananon,
thentheanons referencecountis incrementedOtherwise anew anonis allocatedandthe
pageis attachedo it. Thereloanfunctionreturnstheanon.

Thesechangesllow a procesgso receve datafrom a pipe usingpagetransfer

10.3.2 Procesdata Transfer Measurements

To measureheeffect of bothpageloanoutandpagetransferonthetransferof databetween
two processesver a pipe,we wroteatestprogramthatoperatesasfollows:

1. Theparameterareparsedandapipeis created.
2. A child processs forked off.

3. Thechild procesawvritesa specifiedamountof datainto the pipe,usingpageloanout
if requestedOncethe datais writtenthe child processloseghe pipeandexits.

4. Theparentprocesseadsdataout of the pipe,usingpagetransferif requestedAfter
areadoperationthedatais releasedisingtheanflush  systemcall. Onceall data
is read,the parentprocessxits.

Thetestprogramtakesasparametershe amountof datato transferover the pipe andthe
readandwrite sizes.
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Figure10.5: Comparisorof copy, transferloan,andbothproceduresor moving dataover
apipe

We usedthe test programto producefour setsof data. For eachsetof datawe
transferedLGB of datavaryingthe readandwrite sizesfrom 4K to 2048K. The four data
setsare:

copy: Datawascopiedon boththe sendingandreceving endsof thepipe.

transfer. Datawas copiedon the sendingside and moved with pagetransferon the re-
cewving sideof thepipe.

loan: Datawasloanedoutonthesendingsideandcopiedonthereceving sideof thepipe.

both: Datawasloanedout on the sendingside and moved with pagetransferon the re-
ceiving sideof thepipe.

Theresultsof this testareshovn in Figure10.5.

For pagesizeddatatransfers(4K) copying producesa bandwidthof 40 MB/sec,
while pagetransferand pageloanoutproducebandwidthsof 33 MB/secand45 MB/sec,
respectrely. Usingboth pagetransferandpageloanoutat the sametime with pagesized
transfergroducesa bandwidthof 70 MB/sec.
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As thetransfersizeis increasedthe bandwidthof datacopying dropsandlevelsoff
at 26 MB/secdueto the effectsof the cache.Meanwhile,the bandwidthof both transfer
andloanoutlevelsoff at 43 MB/secasthetransfersizeis increasedSinceboththesetests
still have datacopying at one end of the pipe, they are effectedby cachingin the same
way asdatacopying, however their bandwidthis almostdoublethat of copying because
they areonly touchingthe dataon oneend. The pageloanoutcurwe riseshigherthanthe
pagetransfercurve in mid-rangeransfersizesbecaus@ageloanouthaslessoverheadhan
pagetransfer Pagetransferhasthe addedcomplicationof having to replacethe datapage
removed from clustermbufs with anotherpage. The bandwidthof the testin which both
loanoutandtransferareusedrisessharplyandlevels off at 400 MB/secfor large transfer
sizes.In this casethe datais nottouchedor copiedat all, insteada copy-on-write mapping
to thesendingprocesspageis addedo thereceving process.

10.4 Map Entry PassingPerformance

Map entry passingallows a procesgo senda partof its virtual addresspaceto another
processThereceving processansharetherecevedvirtual spacewith the parentreceve
a copy-on-write copy of the virtual spacefrom the parent,or take over full ownershipof
thevirtual space.

Map entry passingis achiezed using the export/import systemcall interface de-
scribedin Section7.3.1. No furtherkernelchangesarenecessaryo testit. In this section
we comparehe performancef usingmapentry passingo move datato usingdatacopy-

ing.

10.4.1 Data ExchangeWith Map Entry PassingMeasurements

Datapassingoetweenprogramds quite commonon Unix-like systems.Many programs
communicatghroughpipesor soclets. If anapplicationpassedarge amountsof datais
over a pipe, it might benefitrom mapentry passing.To measurehe effect of mapentry
passingwe wrote two testprogramsthat passa fixed-sizedchunk of databetweentwo
processea specifiednumberof times. Onetestprogrampassesiatabetweenprocesses
by sendingt over alocal soclet. This causeshekernelto copy the datafrom the sending
processnto ambuf chain,andthento copy it from thembuf chainto thereceving process.
Theothertestprogrampasseslatabetweemrocesseby usingmapentrypassing.Thetest
programcanoptionally“touch” the dataafterit arrivesto simulatedataprocessing.
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Thetestprogramsperateasfollows:

1. Theparameterareparsedandbuffersareallocated.
2. A pairof connectegocletsis created.
3. A child processs forked off.

4. Forthetestprogramthatusescopying to movethedata,theparentprocessnitializes
thebuffer (if data“touching”is requested)andwritesthebuffer into thesoclet. The
child processhenreadsthedatafrom thesoclet. If datatouchingis requestedthen
the child processnodifiesthe data. Thenthe child processwritesthe databackinto
its endof thesoclet. The parentprocesseadshe buffer back. This entireprocesss
repeatedor the specifiechnumberof times.

5. For thetestprogramthatusesmapentry passingo move the data,the proceduras
similar to the datacopying proceduresxceptthatthe export andimport systemcalls
areused.Theparentprocessnitializesthedata(if touching),exportsthe buffer, and
writesthe export tagto the soclet. The child procesgeadsthe export tag from the
soclet andusesthatto import the buffer from the parentprocesqthusremoving it
from the parents addressspace). The child processhen modifiesthe databuffer
(if touching),exportsthe buffer, andwritesthe exporttagto the soclet. The parent
readsthetagfrom the soclet andimportsthe buffer backfrom the child. This entire
processs repeatedor the specifiedhumberof times.

Both testprogramdake asparametershe sizeof the buffer to transferandthe numberof
timesthe buffer shouldbetransfered.

Eachtest programwas run using transfersizesrangingfrom 4K to 4096K. The
numberof timesthedatawastransferredrom parento child procesandbackwasadjusted
sothatthetestprogramranfor atleastthirty secondsEachrun of the programwastimed
sothatthe bandwidthcouldbe determined.

As shown in Figure10.6,the bandwidthcurvesfor the testprogramthat usesdata
copying via the soclet pair start off near35 MB/secfor a one pagetransfersize. The
bandwidthdecreaseasthe transfersizeincreaseslueto cachingeffects. The bandwidth
of thedata-coping testdevel off at12 MB/sec.Ontheotherhand thebandwidthcurve for
themapentrypassingestprogrampeaksaround96 MB/secfor atransfersizeof 64K and
thencachingeffectsonkernelVM datastructuresausaet to fall andlevel off at34 MB/sec.
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Figure 10.6: Comparisonof copy and map entry passing(m.e.p.) transferringmemory
betweerntwo processes

If the applicationdoesnot touchthe dataafterit is transferedhenthe bandwidth
for datacopying levelsoff at 18 MB/secratherthan12 MB/sec. Onthe otherhand.,if the
mapentry passingestprogramdoesnot touchthe data,thenthe bandwidthrisesrapidly,
reachingl8500MB/secfor atransfersizeof 4096K. This high bandwidthoccursbecause
the databeingtransfereds accessedeitherby the applicationprogramnor the kernel,so
thedatais neverloadedinto the processofrom mainmemory

10.4.2 Data Pipeline With Map Entry Passingand PagelLoanout

Anothertestprogramwe wrote combineghe useof mapentry passingvith pageloanout.
The testprogramconsistsof threeprocessesThe first processallocatesandinitializes a
databuffer of a specifiedsizedandthensendst to the secondorocessThesecondorocess
modifiesthe dataand then sendsit to the third process. The third processrecevesthe
dataandwrites it to a null protocolsoclet. Oncethe datahasbeenwritten to the null
protocolsoclet, thenthe first processcan generateanotherbuffers worth of data. Such
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Figure10.7: Comparisorof copy andmapentry passing/pagkanoutpipeline

a datapipelineapplicationis similar to the multimedia“l/O-pipeline model” describedn
[53].

In the test programthe datacan be exchangedetweenthe processegitherwith
datacopying or with mapentrypassing.Thefinal processanwrite thedataoutwith either
datacopying or pageloanout. We ran the testprogramwith transfersizesfrom 4K (one
page)to 4096K. The numberof transfersvasadjustedso thatthe testprogramran for at
leastthirty secondsTheresultsof thethetestsareshavnin Figure10.7.

When using datacopying, the bandwidthstartedat 20 MB/sec andthendropped
andleveledoff at 11 MB/seconcethe cachesize wasexceeded.Whenusingmapentry
passingandpageloanout.the bandwidthstartsat 11 MB/secfor a page-sizedransferand
increaseso a peakof 40 MB/secfor a 64K transfersize.It thenlevelsoff at26 MB/secas
thekerneldatastructuresexceedthesizeof thecache.
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10.5 SecondaryDesignElementPerformance

In this sectionwe examinethe effect of someof UVM'’ s secondarydesignelementson
the performanceof the BSD kernel. We discussprocesscreationanddeletion,clustered
pageoutresidentiagefaulting,andmapentryfragmentation.

10.5.1 Proces<Lreationand Deletion

Whena processs createdthevirtual memorysystemmustallocateandinitialize a virtual
addresspacefor the new process.A processcancreatea child processhy usingeither
thefork orvfork systemcalls. In afork systemcall, the child processnew address
spacas createdmmediately In avfork systemcall, thechild procesdorronvstheparent
process’addressspace. The parentprocessis suspendedintil the child processeither
createsanew addresspaceby executinganothemprogramor exits. Thevfork operation
is moreefficientfor programssuchasshellsthatfork off child processethatimmediately
executeanothemprogrambecauseopy-on-write operationdor the parentprocessaddress
spacearebypassedAddressspacesarefreedwhena processxits.

A large partof the overheadassociatedvith creatinganddeletingprocessesanbe
attributedto thevirtual memorysystem.For example,new processemusthave theirmaps
initialized basedon the inheritancevaluesof the parentprocess’map. For regionswith
copy inheritanceall mappingsn theparentprocessaddresspacanustbewrite protected
to ensurepropercopy-on-write semantics.

To compardheoverheadf BSD VM andUVM in theareaof processreationand
deletionwe wrotea smalltestprogram.Thetestprogramoperatesasfollows:

1. Theparameterareparsed.
2. A fixedsizechunkof anorymousmemoryis allocatedandzeroed.

3. Thetestprogramthenrepeatedlyusesork orvfork tocreateachild processThe
child processmmediatelyexits.

4. Thetime asinglefork takesis computed.

Thetestprogramtakesasparametershe sizeof anorymousmemoryto allocate whether
to usefork or vfork , andwhetheror not to touchthe anorymousmemoryafter each
fork operation.

Thetestprogramwasrun underbothBSD VM andUVM for memoryallocations
of OMB to 16MB. We hadthetestprogramperform10,000forks for eachallocationsize.
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Figurel10.8: ProcesgreationanddeletionoverheadunderBSD VM andUVM

For thefork operationwe ranthetestprogramwith andwithout touchingthe allocated
memoryarea.Theresultsof thistestareshavnin Figure10.8.

For vfork operationsthe time it took for a processto fork and exit remained
constantregardlessof the memoryallocationfor bothBSD VM (218 microsecondsand
UVM (210microseconds)Thiswasexpectedoecausevith vfork thechild processever
getsanaddresspaceof its own. Notethatanormalfork operatiortakesatleastfivetimes
asmuchtimeto completeasavfork operation.

Forfork operationsvherethe allocateddatais nottouchedor eachfork opera-
tion thereis a major differencebetweerBSD VM andUVM. For UVM, thefork andexit
time remainedconstantat 1035microsecondsOn the otherhand,the time for BSD VM
grows with the sizeof the memoryallocation. UVM’ s behaior is easyto explain. At the
time of thefirstfork operationthe mapentryin the parents mapthatmapstheallocated
areaof memoryis write protectecandmarked“needs-cop.” Sincetheparentpprocessever
writes to the allocatedareamemorybetweerfork operationsthe “needs-cop” flag re-
mainsset. Thisindicateghattheallocatedareaof memoryis alreadysetfor copy-on-write.
As explainedin Sectiond.6 andSection4.7,the UVM fork codetakesadvantageof this
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to avoid repeatinghe copy-on-write setupoperation thusbypassinghe overheadassoci-
atedwith thememoryallocation.Ontheotherhand,theBSD VM codeappearso perform
someshadov-objectchainrelatedoperationgegardlesof the needs-coyp stateof its map
entry, thuscontributing to the overheadf thefork operation.

If the allocateddatais touchedbetweenfork operationsthenneeds-cop gets
clearedandbothvirtual memorysystemsareforcedto do all copy-on-writerelatedopera-
tionson the allocatedmemoryeachtime throughtheloop. In this casethetime for a fork
andexit for bothBSD VM and UVM increaseswith the size of the memoryallocation.
For an allocationof zero,the timesfor BSD VM andUVM are 1177 microsecondsind
1025microsecondsiespectrely. For anallocationof 16MB, the loop timesfor BSD VM
and UVM rise to 8652 microsecondsnd 3764 microsecondstespectiely. BSD VM's
fork processingime increasesnorerapidly thanUVM’ sdueto theexpenseof maintaining
objectchains.

10.5.2 Clustered Pageout

We alsomeasuredhe performancef UVM’ s clusterecanorymousmemorypageoutou-
tines(describecearlierin Section8.2). The performanceof anorymousmemorypageout
effectshow quickly an operatingsystemrespondgo suddendemandgor memoryfrom
applicationghat make heary useof virtual memorysuchasLisp programs.We wrote a
testprogramthatallocatesa large fixed-sizednemorybuffer andthenwritesto eachpage
of the buffer. We thentimedhow long it took for the programto completelyinitialize the
buffer.

For our testruns, the programs buffer sizewasvariedfrom one megabyteto fifty
megabytes. Eachtestwas run on a freshly bootedsystemwith thirty-two megabytesof
RAM thatwasrunningonly anX senerwith minimal applications.Theresultsof our test
areshowvn in Figure10.9.

Sinceour test systemhad thirty-two megabytesof RAM, it did not start paging
until the memoryallocationreachedwenty megabytes.As canbe seenfrom the figure,
UVM takes significantly lesstime to pageoutmemorythan BSD VM. For example, it
took the testprogramsixty-five secondgo zeroa fifty megabytebuffer, whereasit took
UVM only elevensecondsOnereasorBSD VM performssopoorlyis becausé doesnot
clusterpageoutwhereasUVM canalwaysclusterby dynamicallyrelocatinganorymous
memoryon backingstoreasneededo form large clusters.If BSD VM hadobjectbased
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Figure10.9:Memoryallocationtime underBSD VM andUVM

clusteringts performancevouldimprove, providedthatthe pagedaemofoundcontiguous
dirty pagedo build clustersaround.

10.5.3 ResidentPageFaulting

The numberof timesthe fault routineis calledunderUVM is lessthanunderBSD VM.
In Section5.1.5we describechow the UVM fault routine mapsin neighboringresident
pagesto reducethe numberof pagefaultsthata programtakes. On the otherhand,the
BSD VM fault routine never mapsin ary additionalpages. Furthermorethe BSD VM
faultroutineis alsousedto fault userlevel pagetablesinto aprocessaddresspacedor the
old i386 pmapmodule. Table 10.1 shavs somefault countsfor a few smallapplications.
Note that UVM currentlyonly reduceghe pagefault countfor pagesthat are alreadyin
memory(resident).Oncethe BSD I/O systemis modifiedto supportasynchronoupagein
UVM could be easilymodifiedto startpageinl/O operationdor non-residenpagesthat
areexpectedo beneededsoon.



Command BSDVM Faults | UVM Faults
Is / 59 33
finger  chuck 128 74
cc 1086 590
man csh 114 64
newaliases 229 127

228

Table10.1: Pagefaultcounts.Thecc commandvasrunona “hello world” program.

10.5.4 Map Entry Fragmentation

In Section8.8 and Section8.9 we discussedchow UVM avoids map entry fragmentation
in kernelmapsandfor wired memory Map entry fragmentations undesirabldecauset
wasteskernelmemoryandincreasewirtual addresgookuptime in VM maps. To verify
thatUVM reducesnapentryfragmentationyve modifiedbothUVM andBSD VM to keep
countof the numberof mapentriescurrentlyallocated.We countedboth the total number
of allocatedmapentries,andthe numberof staticallyallocatedmapentriesthatareused
exclusively by thekernel.

We measuredhe numberof allocatedmap entriesin five caseswith a varying
numberof active processeslhesecasesre:

1. in singleusermode— four processes.

2. afterbootingmultiuser beforeloggingin — eighteerprocesses.
3. afterloggingin andstartingX — twenty-s&enprocesses.

4. runningasingle“cat ” procesgrom X — twenty-eightprocesses.
5. runningten“cat ” processefrom X — thirty-sevenprocesses.

Whenmeasuringhe numberof mapentriesunderBSD VM, we did not countthemapen-
triesallocatedor the“buffer map” (seeSection8.10.1).Theresultsof thesemeasurements
areshownin Table10.2.

Thenumberof staticallyallocatedmapentriesunderUVM remainsnearlyconstant
(seventeeror eighteen)asthe numberof processesn the systemincreasesOn the other
hand thenumberof staticallyallocatednapentriesunderBSD VM growswith thenumber
of processeseachingninety-fourentrieswhentherearethirty-seven processeactive on
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Table10.2: Comparisorof the numberof allocatednapentries(theBSD VM numbersio
notinclude859dynamicallyallocatedmapentriesusedfor the buffer map)

SystemState Number of Number of
Processes| Allocated Map Entries
Static Total
BSD | UVM | BSD | UVM
Single-useprompt 4 28 14 50 26
multiuser nologinsyet 18 57 17 400 | 242
afterstartingX 27 74 18 675 | 428
runningl “cat ” 28 76 17 686 | 433
runningl0*“cat ” 37 94 17 785 | 487

the system. This is dueto theway BSD VM wires eachprocess™user ” structureinto
kernelmemory

Thetotal numberof allocatednapentriesriseswith the numberof active processes
for bothBSD VM andUVM, with BSD VM’ s mapentry allocationrising more rapidly
thanUVM’s. For example,for thirty-sevenprocesse8SD VM requires785mapentries,
while UVM requiresonly 487.

10.6 UVM Comparedto RelatedWork

Comparingheperformancef UVM datamovementmechanismsvith relatedwork is dif-

ficult dueto the wide variety of hardware platformsanddifferenttestingproceduresised
acrossrojects.However, we canmake someroughestimate®f relative performancem-

provementsbasedon our resultsandresultspublishedin the literature. For example,the
Solariszero-coy TCP mechanisnwith checksumn hardware[14] producesa factor of

1.4improvementover datacopying. UVM'’s pageloanoutfacility (without the overhead
of protocolprocessingproducesa factorof 2.6 improvementfor the sametransfersize.
In the ContainerShippingproject[3] the performanceof an IPC pipe usingthe container
shippingmechanismo send receve, andboth sendandreceve wascomparedo the per

formanceof usingdatacopying. The reportedimprovementfactorsarel1.2,1.6,and8.3,

respectrely. A comparableexperimentunderUVM using pageloanout, pagetransfer
andboth mechanismst the sametime producedmprovementfactorsof 2.1,1.7,and14.

Otherprojectsreportresultsthat appeaito be comparable Our roughcomparisonshow

thatUVM producesmprovementon the sameorderof magnitudeastherelatedwork.
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10.7 Summary

In this chapterwe have describeda setof teststhat shav the improved performanceof
UVM. We shaved that pageloanoutand transfertestsusing null soclets and protocols
canachieve greaterbandwidthwhenmoving page-sizea¢hunksof data. We shoved that
pageloanoutand pagetransfercan be usedto improve the performanceof a pipe. We
shaved that map entry passingcan be usedto quickly transferpart of a virtual address
spacebetweerprocessesandthat mapentry passingcanbe combinedwith pageloanout
in adatapipeline. We alsoshovedhow UVM'’ s secondarydesignelementsmprove BSD
kernelperformancdor forking, clusteredpageoutfaulting,andmapentryallocation.

Applicationsthat move large chunksof datacanbenefitby usingone or more of
UVM’ sthreedatamovementmechanismsisteadof datacopying. Thepageloanoutmech-
anismcanbeusedwithoutanAPI changef thekernelis modifiedto automaticallyusepage
loanoutratherthana datacopy for largerequestsThepagetransfermechanisntanalsobe
usedwithout an APl changewhenthe databuffer is properlyaligned. To take full benefit
of all threemechanismaew systencallsshouldbeaddedo thekernelthatallow aprocess
to explicitly controlits datamovement.

To derive maximumbenefitfrom UVM’ s new mechanismspplicationsprogram-
mersshouldnotethefollowing guidelines:

e BecauseapplicationsusingUVM’ s datamovementmechanism$enefitmostwhen
the size of the databeingtransferreds larger thanthe cache ,we recommendhat
applicationghatuseUVM’ s mechanismsiselarge multi-pagebuffers. For example,
considera video sener applicationthattransmitsa memorymappedvideofile over
the network usingpageloanout.Ratherthantransmittingthefile onepageatatime,
theapplicationshouldtransmitit in large multi-pagechunkssothatUVM will loan
out multiple pagesat the sametime. On the otherhand,applicationghatdo not use
UVM’s new mechanismgandthereforemustcopy data)shouldchoosedatabuffer
sizesso that both the sourceand destinationbuffers are small enoughto fit in the
cache.Thisallows programdo take adwvantageof the speedf cachememory

e Mapentrypassinghouldbeusedfor interprocessommunicationandnotfor trans-
ferringmemoryto hardwaredevices.Map entrypassings preferablego pageloanout
andpagetransferwhenmemoryis to be sharedr whentheregion beingtransferred
is very large (multi-megabyte)or containsunmappedreas.
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e Pageloanoutandpagetransfershouldbe usedwhenpassingcopiesof databetween

processe®r when passingcopiesof databetweenprocessesnd devices. These

mechanismshouldbe usedfor interproces€ommunicatiorwhenthe region being
transferreds a medium-sizeaontiguougegion of virtual memory
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Chapter 11
Conclusionsand Futur e Reseach

In this dissertatiorwe have presentedhe designandimplementatiorof the UVM virtual
memorysystem.UVM wasdesignedo meetthe needsof new computerapplicationghat
requiredatato be movedin bulk throughthe kernels I/O system.Our novel approacHo-
cuseson allowing processeso passmemoryto andfrom otherprocesseandthe kernel,
andto sharememory Thememorypassear sharednaybea block of pagespr it maybe
a chunkof virtual memoryspacethatmay not be entirelymapped.This approactreduces
or eliminateghe needto copy datathusreducingthetime spentwithin thekernelandfree-
ing up cyclesfor applicationprocessingUnlike the approacheghatfocusexclusively on
the networking subsystemour approackprovidesa generakolutionthatcanimprove effi-
cieng of theentirel/O subsystemUVM alsoimprovesthe kernels overall performance
in otherkey areas.In this chapterwe describethe contribtutionsof the UVM projectand
directionsfor futureresearch.

11.1 Contributions

UVM providesthe BSD kernelwith threenev mechanismshat allow processeso ex-

changeand sharepaged-sizedhunksof memorywithout datacopies. Thesethreenew

mechanismsre pageloanout,pagetransfer andmapentry passing.The designof these
mechanismsvas basedon several key principlesthatwe believe shouldbe applicableto

otheroperatingsystems:

e First, althoughtraditionalvirtual memorysystemsoperateat a mapping-leel gran-
ularity, we believe that pagegranularoperationsare alsoimportantand shouldbe
provided. This giveskernelsubsystemsuchasthe /O andIPC systentheability to
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addandextractpagedrom a processaddresspacewithoutdisruptingor fragment-
ing thehigh-level addresspacemappings.

e Second,a virtual memory systemshould be designedto avoid complex memory
lookupmechanismsSimplememorylookupmechanismaremoreefficientandease
implementationof VM-baseddatamovementmechanisms.For example,UVM’s
two-level memorymappingschemamprovesperformancever BSD objectchains
andsimplifiestraditionalfunctionssuchasthefaultroutine. It alsoeasedheimple-
mentationof UVM’ s pagegranularydatamovementmechanisms.

e Third, a virtual memorysystemshouldbe designedn sucha way that they allow
their pagesto be sharedeasily betweenprocessesthe virtual memorylayer, and
kernelsubsystemsThis allows datato be moved throughoutthe operatingsystem
withoutit having to be copied.While, BSD VM assumethatit alwayshascomplete
controlovervirtual memorypageslJVM doesnot.

While it would befoolishto useUVM’ s datamovementmechanismen smalldata
chunks,our measurementslearly show thatfor larger chunksof datathey provide a sig-
nificantreductionin kerneloverheacascomparedo datacopying. For example:

e UVM'’ s pageloanoutmechanisnprovidesprocessewith the ability to avoid costly
datacopiesby loaninga copy-on-write copy of their memoryout to the kernelor
otherprocessesOur measurementshowv thatloaninga single4K pages worth of
dataoutto thekernelratherthancopying it canincreasebandwidthby 35%. Larger
sizedchunksof dataprovide aneven greaterperformancemprovement.For exam-
ple, loaningout a 2MB buffer ratherthan copying it increaseshe bandwidthby a
factorof 4.5.

e UVM'’s pagetransfermechanismallows a procesgo receve anorymouspagesof
memoryfrom otherprocessesr the kernelwithout having to copy thedata.Oncea
pagehasbeenrecevedwith pagetransferit becomes normalpageof anorymous
memoryand requiresno further specialtreatmentfrom UVM. Our measurements
shawv that pagetransferpayswhentransferringtwo or more pagesof data. A two-
pagepagetransferincreaseshe bandwidthover copying by 28%. Increasingthe
pagetransfersizeto 1MB (256 pages)yields a bandwidththatis 14 timesgreater
thanthe datacopying bandwidth.

e In additionto beingusedseparatelywe hase shaovn that pagetransferand page
loanoutcan be usedtogetherto improve the bandwidthdeliveredby a pipe by a
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factorof 1.7 for page-sizecchunksof data,and by a factor of 16 for 1MB-sized
chunksof data.

e UVM’s mapentry passingmechanismallows processeso easily copy, share,and
exchangechunksof virtual memoryfrom their addresspace.Measurementshow
thatmapentrypassingoetweertwo processes moreefficientthandatacopying for
two or more pages. For a two-pageexchange map entry passingprovides a 44%
improvementover datacopying. For a 512K (128 page)dataexchange mapentry
passingutperformslatacopying by factorof 2.8.

¢ We have alsoshavn that mapentry passingcanbe combinedwith pageloanoutto
improve the performanceof a datapipeline application. Our measurementshowv
thatthe pipelineusingmapentry passingandpageloanoutperformsbetterthandata
copying for datachunksof two or morepages.While mapentry passingandpage
loanoutyield amodes% improvementfor datachunksof two pagesthey improve
performancdoy afactorof 2.4for sixteen-pageatachunks.

Ourmeasuremenslsoclearly showv the effectsof the kernelcopying large buffersof data
multipletimesonthecache Thesedatacopieseffectively flushall thedataoutof asystems
cachethuscausingt to haveto bereloaded UVM’ snew mechanismsliminatethiscache-
flushingeffect.

In additionto providing new featureslUVM alsoimprovesthe BSD kernels perfor
mancein traditionalareas.Theseareasncludethefollowing:

e Forking time hasbeenreducedunderUVM. Thevfork systemcall time hasbeen
reducedby 4%. Thefork systemcall time hasbeenreducedby 13% for small
processesAs theprocessizeincreaseslJVM’ simprovemenincreasesswell. For
example,a processwith a 16MB region forks 56% fasterunderUVM thanunder
BSD VM.

e Pageoutime hasbeenreducedunderUVM. For example,on our 32MB systenthe
time to satisfyamemaoryallocationof 50MB hasbeenreducedoy 83%.

e Thenumberof callsto the pagehult routinehasbeenreducedunderUVM. For ex-
ample whencompilinga“hello world” programthe pagefaultroutineis called46%
lessoftenunderUVM.

e MapentryfragmentatiorhasbeengreatlyreducedinderUVM. Statickernelmapen-
triesarenolongerallocatedeachtime a processs createdunderUvM. And UVM’ s
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improvedhandlingof wired memoryreduceshenumberof mapentriesrequiredfor
traditional processesFor example,a systemfreshly bootedmultiuserunderUvM
usesA0%fewer mapentriesthanit would underBSD VM.

UVM alsoincludesnumerousdesignimprovementsover BSD VM. Theseimprovements
include:theremoval of objectchainingandfictitious pagesthe meiging of thevnodeand
VM objectcache the removal of deadlockconditionsin the pmap,the eliminationof the
troublesoméptdi” paniccondition,a unified mechanisnto registerthe configurationof
physicalmemorywith theVM systemandnew unprvilegedsystemcallsthatallow users
to obtainVM statuswithoutthe needfor “root” access.

In addition,UVM’ s well documentedmplementatiormethodsshov how a project
of this sizecanbeaccomplishedby asingleperson.

UVM is now partof the standardNetBSDdistribution andis scheduledo replace
theBSDVM systenfor NetBSDreleasel.4. UVM alreadyrunsonalmostall of NetBSDS
platformsandis expectedto run on every NetBSDplatformsoon. A portto OpenBSDis
alsoexpected.

11.2 Future Reseach

UVM representamajorstepforwardfromtheBSD VM system Althoughmuchhasbeen
accomplishedtherearestill plenty of tasksthat needattention. Futureresearctcould be
donein thefollowing areas:

e Thekernelcouldbe modifiedto dynamicallydecideif pageloanoutor pagetransfer
would be moreefficient thandatacopying basedn the size of the databeingtrans-
feredandthe availablememoryresourcesPageloanoutandpagetransfershouldbe
configuredin suchaway thatthey areoptionsthatthe kernelcanchoosef thereis
anadwantageo begained.

e The performanceof pageloanoutand pagetransferon systemghat have virtually
addressea¢acheqVACs) shouldbe evaluated. VACs cachedatabasedon virtual
addresgatherthanphysicaladdress.The adwantageof a VAC is that datacanbe
fetchedfrom the cachewithout having the MMU perform an addresdranslation.
However, amajordravbackof usingVACsis thatambiguoussituationscandevelop
if asinglepageof memoryis mappedo morethanonephysicaladdressin thiscase,
the VAC may cachethe samedatafrom the physicalpageof memoryin morethan
oneplace.
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On systemswith VACsthe VM systemmustdo extra work to ensurethat sucham-
biguoussituationsdo notoccur Sometimeshis problemcanbeavoidedby ensuring
thatall of a pages mappingsarealignedto a VAC boundarybut for othercaseghe
only solutionis to eitheruncacheall mappingsof a pageor to kick out all the map-
pingsexceptone. Sincepageloanoutandpagetransfercancausea single pageto
have multiple mappingsa VAC couldeffect the performancef thesemechanisms.

As we expectoperatingsystemsoftwareto make moreuseof multiply-mappedage
astime goeson, we hopethatsystemswvith VACs becomdesscommonbecausef
theburdenthey placeontheVM system.

e Applicationsshouldbe adaptedo take advantageof new UVM featurego improve
theirperformanceSomefeaturesuchaspageloanoutcanbeusedwithouthaving to
changethe systemcall API. However, featuressuchaspagetransferandmapentry
passingequiretheuseof new or modifiedsystencalls. We believe thatsuchsystem
call APl changesanbe hiddenbehinda properlydesignedniddlevarelayer such
asthe ACE wrapperg60], althoughthis hasyetto beseen.

e UVM currently operatesn a kernelthat hasseparatdixed sizedVM and buffer
cache. Thesetwo cacheseedto be megedto provide the operatingsystemwith
more flexibility. Merging the two cacheswill requirea new 1/O layerin the VM
system.

e UVM shouldbe portedto a multiprocessosystensothatits fine-grainlocking sys-
temcanbefully tested.

The UVM systemis well organizedand documentedthus makingit well suited
for additionalenhancementsGiven the work we've alreadyaccomplishedvith UVM,
taking on thesetasksfor future researchshouldbe aninteresting but not insurmountable
challenge.Additional efforts in this areawill allow applicationgo take full advantageof
the benefitsof UVM.
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Appendix A

Glossary

addressspace: anumericrangethatidentifiesa portionof physicalor virtual memory
aobj: auvm.object thatcontainsanorymousmemory

amap: a datastructurealsoknown asan anorymousmap. An amapstructurecontains
pointersto asetof anonghataremappedogetheiin virtual memory

anonymousmemory: memorythatis freedassoonasit is no longerreferenced.This
memoryis referredto asanorymousbecausé is notassociateavith afile andthus
doesnothave afile name.Anonymousmemoryis pagedutto the“swap” areawhen
memoryis scarce.

anon: a datastructurethat describesa single pageof anorymousmemory Information
containedn ananonincludesareferenceounterandthecurrentlocationof thedata
(i.e.in RAM or in backingstore).

aref: adatastructurethatis partof a mapentry structureandcontainsa referenceandan
offsetto anamapstructure.

BSDVM: theVM systemimportedinto 4.4BSDfrom the Machoperatingsystem.

backing store: anon-\latileareaof memorytypically ondisk,wheredatais storedwhen
it is notresident Examplesof backingstoreincludeplainfilesandthesystems swap
area.

bssarea: the areaof a processVvirtual addresspacewhereun-initializeddatais placed.
TheVM systenfills this areawith zeroedpagesasit is referenced.
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busy page: apagethatshouldnotbeaccessetiecausét is beingreador written.

centerpage: the pagearoundwhichaclusteris built.

chunking, amap: the processof breakingup the allocationof large amapsinto smaller
allocations.

cleanpage: a pagewhosedatahasnotbeenmodified.

clustered 1/O: 1/0O in which operationson smallercontiguousregionsare megedinto a
singlelarge /O operation.

copy-on-write: away of usingthe VM systemto minimize the amountof datathatmust
be copied. The actualcopy of eachpageof datais deferreduntil it is first writtenin
hopeghatit will notbewrittenatall. Therearetwo formsof copy-on-write: private
copy-on-writeandcopy copy-on-write.

copy copy-on-write: aform of copy-on-writewherethe copy is acompletesnapshobf a
memoryobjectat thetime of the copy. Changesnadeto the backingobjectafterthe
copy areneverseen.

copy object: in the BSD VM, ananorymousmemoryobjectthat storesthe original ver-
sion of a changedpagein a copiedobject. Copy objectsare necessaryo support
thenon-standardopy copy-on-write semanticsA list of objectsconnectedy their
copy objectpointersis calleda copy object chain.

data area: the areaof a process'virtual addressspacewhereinitialized datais placed.
The dataareacomesfrom thefile containingthe programbeingrun andis mapped
copy-on-write.

dirty page: a pagewhosedatahasbeenmodified. Dirty pagesmustbe cleanedbefore
they canbe pagedout.

faultinf o: adatastructureusedto storethe stateof a pagefault.

fictitious page: avm page structureusedoy theBSD VM systento referto device mem-
ory.

hardware exception: whenarunningprogramencounters condition— whichit mayor
may not have caused— that preventsit from continuingto run. The kernelmust
resole the problemor kill theprocessThisis alsoreferredto asatrap.
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heap: theareaof aprocessvirtualaddresspacdrom whichdynamicmemoryis allocated

(e.g. with malloc ). The heapis an extensionof the bssareaandit grows asthe
processllocatesmorememory

kernel: the programthat controlsa computers hardware and software resources.The
kernel hasseveral subsystem#ncluding networking, 1/O, processscheduling,and
virtual memory In a Unix-like operatingsystenthekernelis storedin afile suchas
/vmunix , or/netbsd . Thekernelis partof anoperatingsystem.

Mach: anoperatingsystendevelopedat Carngie-MellonUniversity Mach'sVM system
wasimportedinto BSD.

memory managementunit (MMU): thepartof acomputershardwarethattranslatesir-
tualaddresse® physicaladdresses.

memory mappedobject: a memoryobjectthat has pageswhich are currently mapped
into a users addresspace.Examplesof memorymappedobjectsincludememory
mappedfilesandmemory mappeddevices

memory object: ary kerneldatastructurethatrepresentslatathatcanbe mappednto a
virtual addresspace.

object collapseproblem: a problemwith the BSD VM systemwherememoryremains
allocatedeven thoughit canno longer be accessed.This eventually leadsto the
kernelrunningout of swapspace.

operating system: the kernelandassociatedystemprogramshatcomewith it (e.g.sys-
temutilities, windowing systemetc.).

pagefault: ahardwareexceptiontriggeredoy theMMU whenvirtual memoryis accessed
in away thatis inconsistentvith how it is mapped.Pagefaults may be triggered,
for example,by accessin@ virtual addresghatis not currentlymappedo physical
memory or by writing to avirtual addresshatis mappedead-only Thereareseveral
kinds of pagefaults. A read fault occurswhenan unmappedareaof memoryis
read.A write fault occurswhenanunmappeadr write-protectecareaof memoryis
written.

panic: asystenmcrashdueto afatalerrorwithin thekernel.



240

physical addressspace: the addressspacewhere physical memory resides. Physical

memoryneednot be contiguousin the physicaladdresspace althoughit is more
efficientfor theVM systemif it is.

physicalmemory: thesystem$ RAM or memorychips.

releasedpage: apagethatneeddo befreedbut cannotbefreedbecausd is busy Sucha
pageis markedreleasea@ndwill befreedwhenit is nolongerbusy.

residentmemory: memorythatis in RAM ratherthanon backingstore.

share map: amapwhichdefinesarangeof sharedvirtual addresspace Mappingchanges
in asharemapareseenby all processesharingthemap.

shared mapping: a mappingin which changesnadeto memoryarereflectedbackto the
backingobject. Thusthesechangesresharedoy any processnappingtheobject.

shadow object: in the BSD VM, an objectthat storesthe changedversionof an object
mappedcopy-on-write. A list of objectsconnectedy their shadev objectpointers
is calleda shadow object chain.

stack area: theareaof aprocessvirtual addresspacevheretheprogramexecutionstack
is placed.This areais filled with zeroedpageshy the VM systemasit is referenced.

submap: amapusedby thekernelto breakup its addresspaceanto smallerchunks.

swapspace: the areaof backingstorewhereanorymousmemoryis pagedout to when
physicalmemoryis scarce.

swapmemory leak: in the BSD VM, whenanorymousvm.oobject structurescontain
memorythatis not accessibléy any processthosepageseventuallyget pagedout
to swapspace Swapspaceaventuallygetsfilled, andthe operatingsystencandead-
lock.

text area: the areaof a process'virtual addresspacewherethe executableinstructions
of a programareplaced. The text areacomesfrom the file containingthe program
beingrun andis mappedead-only

virtual addressspace: anaddresspacean which virtual memoryresides.In a Unix-like
operatingsystenmeachproces®nthesystemhasits own privatevirtual addresspace.
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virtual memory: memorythatmustbe mappedo a pageof physicalmemoryby the VM
systembeforeit canbereferenced.

vmobj ect : adatastructurethatdescribesa file, device, or zero-fill areawhich canbe
mappednto virtual addresspace.

vnode: akerneldatastructurethatdescribesfile.
UVM: anew virtual memorysystemintroducedn this dissertation.

wanted page: a pagethatis neededout currentlybusy. A processanmarka busy page
wantedandthenwait for it to becomeun-tusy.

wired page: apageof virtual memorythatis alwaysresidenin physicalmemory

zero-filled memory: memorythatis allocatedandfilled with zerosonly whenit is refer
enced.
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