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2 https://www.verizon.com/business/en-au/resources/reports/dbir/
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はじめに
যੵੴચقAIكをઞःऒऩघऒधम଼ؚଥ঱भરਜ਼ਙをඃ
੭घॊञीにாीथ੎ਏでघ؛੫঵म 1 ফऺनで਺ৱ৚ઽ
ऋ૭ચにऩॉؚ਴಑৚ઽપम਺ৱપ 1 ॻঝँञॉ 4 ॻঝに੺
तःथःऽघ 1 ؛

खかखؚAIを঱ুऎણ৷घॊにमؚ安全ৌੁध຃理৓੦ຊ
धऩॊफ़ংॼথ५ؚつऽॉَிભँॊAIُऋਂ૭ಳでघ؛
ऽञؚૼ୒৓ऩડએؚవொभু஺ؚමᒔऩ७य़গজॸॕৌ
ੁऩनؚ生成AIにঢ়৴घॊ્৒भะ๏धᒤൠਙにৌૢघॊ
ऒधु੎ਏでघ؛

ਈৗभَ 2 0 2 4 ফ২ॹشॱ๫ጔ / ෶૩৹ਪਾઔછق D B IR ك 2 ُ
でඞअవொभরでमؚAI൪ाभవொभસ়मऽट૘ਯでघ
ऋؚ০৏मੜਸघॊ૭ચਙऋँॊञी੎ਏऩୖ਻でघ؛

ৗखःAIঔॹঝを଑োघॊऒधで਼ؚੀরभୢ௜ؚস੆ؚ
ਞ౜૗৿ؚग़ॿঝॠ಼ؚش૩ؚॖথॲ५ॺজش 4 . 0 ؚ生ਓ
ਙؚૹ਄ਬऩनभਈु੎ਏऩୖ਻にৌ૪घॊऒधऋでऌऽ
घ؛ঋছॖ॰থमؚਦ౅でऌॊঃشॺॼشधखथؚ੫঵भ
AIをણ৷खञऒोैभ੎ਏऩୖ਻षभ਄ॉੌाを१এشॺ
खथःऽघ؛

ৈசؚ଩ঞॖॸথ३ؚشপઍ୤भ 5 G をAIؚॡছक़ॻउेल
ग़ॵ४॥থআগشॸॕথॢधੌा়ॎचॊऒधでؚঅ४ॿ
५ॿॵॺডشॡ全৬でॹشॱऋঽ૓かつઍಔに୎৿でऌॊ
ेअにऩॉऽघ 3 ३ঙথभ७य़গشञटखؚऒभॖঀঋ؛
জॸॕを確৳घॊऒधम੎ਏऩୖ਻でँॊऒधを理ੰघ
ॊऒधऋপજでघ؛ऒोमؚਈৈੲਾ७य़গজॸॕிભ঻
CISق O ध৽੾ୌ৖भ൨্ऋ০঩਄ॉੌ॒でःॊୖ਻でك
घ؛

எञठम਼ؚੀযઠभ 6 5 % 4 ਼ؚੀभ G D Pभ 5 4 % 5 ਰ঱をಚ
ीॊ॔४॔୬਴ஞقAPACك৉域にउऐॊؚऒभ୓ৗ৓ॸ
ॡঀট४شभ૭ચਙधะ๏につःथ஥໧ॉखथाऽखञ؛
APACभऒअखञૠெをઅൟघॊधؚॖঀঋش३ঙথを৳
૧खؚ຃理৓ऩன৫を確実にघॊञीにؚ஍ટ৓ऩफ़ংॼ
থ५ध७य़গজॸॕৌੁを実઱घॊञीभଫ૶ऩৌૢऋ૑
ਏधऩॉऽघ؛
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生成AIがすべてを解決︖
੒೾AIधम౮ऩॉؚ生成AIق G e n AIكमؚ३५ॸ঒に৥確
にউটॢছ঒औोथःऩःৗखः॥থॸথॶؚ॔ॖॹؚ॔
ऽञमॹشॱঃॱشথを੿成ऽञम生成घॊऒधऋでऌऽ
घ؛

1 .  ॖথইছभਘ৲؟生成AIमؚेॉളහऩAIঔॹঝभॺ
ঞشॽথॢに૑ਏऩপ୤भॹشॱ૪理धૡଛを૭ચに
खؚॿॵॺডشॡभঃইज़شঐথ५धਦ౅ਙを਱঱औच
ऽघ؛

2 .  ઈ৷भ૗୓؟生成AIम્ؚに੾঵धग़থ४ॽ॔জথॢに
उऐॊ঺৔঵ਜに୶஭を఺ऻखऽघ؛ॳকॵॺ஄ૄभ生
成AIॶشঝमؚૌுभ実ౚؚਝੑभ৭උؚ൹௢९জগش
३ঙথを৥ંखؚੲਾを૯૵৓にಖਪでऌऽघ؛

3 .  ଲષ৫৅ध൹௢१شঅ५؟生成AIमؚঅॹड़भધஊକऒ
खृ໌ৎभ൹௢१এشॺऩनؚऺऻজ॔ঝॱॖ঒でॹش
ॱীෲृ൹௢धभृॉ਄ॉऩनを実ਠखऽघ؛ऒोにे
ॉؚेॉ৿৓でৌૢৡभৈः१شঅ५を઀୹घॊऒधऋ
でऌऽघ؛

ਈ੺ؚ V e r i z o n  Co n n e c t म੔ਤ৓ऩAI D a s h c a m ९জগش
३ঙথをAPAC৘ৃに଑োखऽखञ؛ऒभॻছॖঈঞ॥ش
ॲش३५ॸ঒मؚ੤૏भॻছॖংشにधढथਦ౅でऌॊౢ
ඝອ૒धखथਃચखऽघ 6 ೴හखञ੊ଡ଼でमؚ౎भ੤૏に؛
੺तऌघऍञधऌに安全ऩ෱௞を৳つेअにરखऎିਔを
യघऩनؚজ॔ঝॱॖ঒でੲਾを઀୹खऽघ؛

6 https://www.verizon.com/about/news/new-verizon-connect-ai-dashcam-delivers

7 https://www.verizon.com/business/resources/5g/5g-business-use-cases/workforce-productivity/patient-data-analytics/#solution

8 https://semiengineering.com/how-ai-in-edge-computing-drives-5g-and-the-iot/

9  https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf

਼ੀরでؚঋছॖ॰থभ 5 G উছॵॺইज़ش঒をਹ৷खथः
ॊ੫঵मؚীങ஑ॿॵॺডشॡかैभॹشॱをဌசにॹ४
ॱঝ৲घॊञीभৗखः্১を଑োखथःऽघୢ؛௜ਃঢ়
मؚঔॽॱজথॢॹংॖ५かैজ॔ঝॱॖ঒भॖথ१ॖॺ
をણ৷खथؚ੘௜षभਔઓৠ৒を੝ఒखथःऽघ؛

ৈ২ऩঅॹड़૰ଳृਃஓ୯඄ऩनभAIৌૢ९জগش३ঙথ
にेॉ 7 ؚୢ௜ਠৃでम൧૵ুದؚু୒भীෲؚ೩঻भ安全
ਙを਱঱औचॊञीभ্১ऋગઅऔोथःऽघ؛

攻撃対象領域の拡大
खかखؚAIमؚॡছक़ॻ୎ষृীങ஑ 5 G ਃચभ೽ਏをയਤ
खथःॊध৊ৎに 8 ؚऒोऽでઅൟऔोथःऩかढञవொৌ
଴୩域を່Ⴋखथःऽघ؛

వொৌ଴୩域भఁপमؚ生成AIभৈ২ऩਃચधৼऽढथؚ
୦ऋਖ਻にऩॊभかેীにੳ௙؞ਫ਼ୈघॊऒधऩऎAI९
জগش३ঙথをਙ૶に଑োघॊ੫঵にधढथम੎পऩজ५
ॡधऩॉऽघ؛

ऽघऽघ࿼ฺ৲घॊะ๏धధ॒でؚ੦ম৓ऩু১ऋ੗ऎभ
వொभਉ৿ৡधऩढथःऽघ؛ᒤൠਙभப৷मؚవொ঻ऋ
੫঵に॔ॡ७५घॊञीにઞ৷घॊ঱ਜ਼ 3 つभু১भ 1 つ
でघ؛ঋছॖ॰থभَ 2 0 2 4 ফ২ॹشॱ๫ጔ / ෶૩৹ਪਾઔ
છُでमؚ८টॹॖᒤൠਙऋ૶ੜखथउॉؚঃॵॳ管理भ
੝ఒध໌ৎిૢऋாीथ੎ਏでँॊऒधऋ৥かにऔोथः
ऽघ 9 ؛

ৗ௪भAI३५ॸ঒をถ಍に৹ਪघॊऒधでؚ੫঵भAIਅറ

https://semiengineering.com/how-ai-in-edge-computing-drives-5g-and-the-iot/
https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf


भ੝ఒਡऋ৥ैかにऩॉؚশ਋৓ऩ७य़গজॸॕ৬਑を
ਘ৲でऌऽघ؛ऒोमIT জشॲشにधढथ੎ਏऩহඨでँ
ॉؚ 2 0 2 5 ফ઄यऽでに਼ੀরでુৢᒤൠਙ௙શ৕قCV E ك
भਯऋ2 5 % ੜਸघॊध੒୳औोथःऽघ 1 0 ؛

生成AIの闇
ऒअखञ生成AIभણ৷म௪௡஥ःुभでघऋؚউছॖং
३شঢ়৴भୖ਻ु生गऽघ؛生成AIॸॡঀট४شमཎ૔৓
にਃഡਙभৈःกপऩ୤भੲਾを૪理उेलীෲघॊञ
ीؚAIभ଑ऌলघ৚௦भਫ確ਙधॹشॱभ຃理৓ઞ৷に੎
ਡを઼ऎऒधऋਈु੎ਏでघ؛

পૠெ੉ୁঔॹঝق L L M मؚইख़ॖॡधళयोॊෙढञك
਌୑をघॊऒधऋेऎँॉऽघ؛जभ௦इमହ੭ৡऋँॊ
ेअにৄइऽघऋ 1 1 ؚਫखःੲਾ౺かै੭ैोॊभमओऎ
ऽोでघ؛ऒभञीؚ L L M にेॉؚୢ௜঵ੀऩनでमෙढ
ञੲਾにेॊ஥മऩহଙऋ生गॊ૭ચਙऋँॉऽघ؛

ऽञؚଢ଼஢঻ैमAIঔॹঝでँॊCh a t G PT にؚ౐ୁを୦২
ु೷ॉନघटऐでॺঞشॽথॢॹشॱ 1 2 をਁ৫औचॊऒध
ऋ૭ચでँॊऒधを৅ৄखऽखञ؛ऒोにेॉ଻যੲਾऋ
๫ጔखؚAIऋ੶༨खञਃഡੲਾऋਔ௕चङ๫ጔघॊऒधऋ
৥ैかにऩढथःऽघ؛

10  https://www.securitymagazine.com/articles/100426-cves-expected-to-increase-25-in-2024  

11  https://www.ox.ac.uk/news/2023-11-20-large-language-models-pose-risk-science-false-answers-says-oxford-study

12 1 Nasr, M., Carlini, N., Hayase, J., Jagielski, M., Cooper, A.F., Ippolito, D., Choquette-Choo, C.A., Wallace, E., Tramèr, F. and Lee, K., “Scalable Extraction of Training Data from (Production) 
Language Models,” arXiv preprint arXiv:2311.17035, Cornell University, 2023. https://arxiv.org/abs/2311.17035

13 https://atlas.mitre.org/  

ऒभञीؚৌਵ஑॔३५ॱথॺにਃഡॹشॱをোৡघॊజ
঵৩にमؚਔ௕खऩःੲਾ৫ંृ෶૩भজ५ॡऋँॉऽ
घ؛ऒभজ५ॡमؚஆঽभੲਾをAIにॺঞشॽথॢऔचؚ
ॹشॱ৳૧১にୀખखؚਥ଒भऩःঘش२ृ१شॻঃش
ॸॕभ१شংشにਃഡੲਾऋਁ৫औोॊ૭ચਙでघ؛

੫঵मؚॖঀঋش३ঙথधঘش२ॹشॱउेलউছॖং
३شを৳૧घॊிભभংছথ५を਄ॉऩऋैؚAIभ実ಎに
ඦ੎ऩ॔উটشॳを਄ॊ૑ਏऋँॉऽघ؛

新たなAIの脆弱性
AIभศৌ৓ऩะ๏भ૾யम 1 3 ؚਠ実਼ੀभ१ॖংشవொध
७य़গজॸॕभୖ਻をীෲघॊऒधでཔ඼でऌؚAI३५ॸ
঒્થभᒤൠਙऋ৥ैかにऩॉऽघ؛

ऒोमਫ਼઒রभউট७५でघऋؚःऎつかभ஠૫ऩ୩域ऋ
৥ैかにऩढथःऽघ؛

•  ॹشॱ५ॺজش঒भএॖ६ॽথॢ؟వொ঻ऋAIॺঞشॽ
থॢॹشॱをඝ੿खथؚग़ছृشபਔभँॊవொをல੢
ाऽघ؛ऒभَএॖ६ॽথॢُにेॉؚAIऋ࿼ฺにગউ
টॢছ঒औो્ؚ৒भ૖੯ৣで॔ॡॸॕঈにऩॊᒤൠਙ
ृংॵॡॻ॔ऋඇी੢ऽोؚ३५ॸ঒भତ়ਙधਦ౅ਙ
ऋ௤ऩॎोऽघ؛

https://www.securitymagazine.com/articles/100426-cves-expected-to-increase-25-in-2024
https://www.ox.ac.uk/news/2023-11-20-large-language-models-pose-risk-science-false-answers-says-oxford-study
https://arxiv.org/abs/2311.17035
https://atlas.mitre.org/
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•  ෹ಎにेॊଆ౪৚ೂ؟ L L M উটথউॺॖথ४ख़ॡ३ঙথ
धళयोॊু১にेॉ 1 4 ؚవொ঻मAIঔॹঝをཌྷऎॹش
ॱを੿成खؚෙੰृ෹ੲਾを生成चऔऽघ؛ऒभু১म
AIにेॊଆ౪を৚ೂखؚᒤൠਙをப৷खथؚ૤૟भ৯を
かःऎएॊेअにਔ௕खऩः॔ॡ३ঙথを実ষखऽघ؛

• వொ঻मؚ؟य़ॸॡॳকभহ৐৹ਪش॔  D i s c o v e r  
M a c h i n e  L e a r n i n g ق M L ك M o d e l  O n t o l o g y 1 5 धళयोॊ
ু১をઞ৷खथAI३५ॸ঒भ॔شय़ॸॡॳকを৹ਪखؚ
ൠਡを્৒खऽघ؛AIभইঞش঒ডشॡを理ੰघॊऒध
でؚవொ঻मப৷૭ચऩᒤൠਙを્৒खؚ३५ॸ঒भଆ
౪を確実にൠ৬৲औचॊਫ確ऩవொを実઱खऽघ؛

現実的な脅威に確実に防御を集中させる
ঋছॖ॰থभ 2 0 2 4 ফ২ D B I R にेॊधؚ१ॖংش෶૩भপ
৖ীق 6 8 ३কঝग़থ४ॽشमؚਥ଒भப৷を௾ऌؚ९ك٫
॔জথॢవொृग़ছشऩनؚൂேधखथয৓ਏಞऋঢ়ଖख
थःऽघ 1 6 ؛

੗ऎभ१ॖংش७य़গজॸॕढ़থই॓ঞথ५でमؚAIをਹ
৷खञ౮ଞऩะ๏भ୻ऋਵ਻にऩढथउॉؚजोऋૌ২भ
૤෉をഃऎऒधにऩढथःऽघ؛

ऽञؚॹॕشউইख़ॖॡभট঎॥شঝृؚ৭଱をीएॊৗ
खऎৈ২ऩ९ش३কঝग़থ४ॽ॔জথॢవொにAIऋਹ৷औ
ोॊऒधにつःथुೃ୛औोथःऽघ؛

でमؚऒभेअऩవொभ実੠भᄄ২にି৯खथाऽखॆ
अ؛

•  ਠৎਡでमؚৈ২ऩAIॸॡঀট४شをฌઞखञઁ෇೧に
ॎञॊవொऋ৅生घॊ૭ચਙमశଞに଩ःでघ؛

•  AIऋेॉৈ২ऩะ๏にਹ৷औोॊ୻ुँॉऽघऋؚऒअ
खञহ୻मऽोでँॉؚৢଞम঳ಹযでमऩऎ෩੡যを
ॱش।ॵॺにखथःऽघ؛

•  ऺध॒नभযमؚAIをਹ৷खञইॕॵ३থॢవொेॉ
ुؚਗ਼৕ওشঝृॸय़५ॺওॵ७ش४ऩनभజਟभ
ইॕॵ३থॢవொभ୶஭をਭऐृघःൊ਱にँॉऽघ؛

ड़ش५ॺছজ॔भ਒ষにৌघॊ 5 , 0 0 0 ਐ੯भ१ॖংشవொ
にঢ়घॊॽগش५ऋਾगैोऽखञऋ 1 7 ؚমત৓ऩAI生成
९ش५ऋ൪॒टవொमओऎॎङかでँॊऒधऋॎかढथः
ऽघ؛ऒअखञଳਡमؚ実੠भজ५ॡभ૾யを理ੰखؚਈ
ु૑ਏऩৃਚにଆ౪をૐরऔचॊभに૽য়ठऽघ؛

AIガバナンスの役割
੫঵मਠ૔ؚॸॡঀট४شをਤ৲औचؚेॉ࿼ฺ৲घॊవ
ொ঻धःञठओढऒを೷ॉઁऑथःऽघ؛

14 https://atlas.mitre.org/techniques/AML.T0051  

15 https://atlas.mitre.org/techniques/AML.T0013  

16  verizon.com/dbir

17  https://www.mpamag.com/nz/news/general/bank-chief-reveals-the-volume-of-cyberattacks-banks-are-dealing-with/424684  

https://atlas.mitre.org/techniques/AML.T0051
https://atlas.mitre.org/techniques/AML.T0013
http://verizon.com/dbir
https://www.mpamag.com/nz/news/general/bank-chief-reveals-the-volume-of-cyberattacks-banks-are-dealing-with/424684  
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औैにೃ୛औोॊজ५ॡमؚॖঀঋش३ঙথभ௓ਤृ੫঵
ृ৆ਿを৳૧घॊञीにৗञにਠोॊAIঔॹঝにৌखथؚ
ᒤൠऽञमਂ౥全ऩफ़ॖॻছॖথऋ൥गैोॊ੠に生गऽ
घ؛

ड़ش५ॺছজ॔भCl a r e  O b N e i l৔ਜপ෦ऋ 1 8 ؚ१ॖংشవொ
をਭऐञ੠に৴൪घसऌ৆ਿ৔भ 3 0 ع 4 0 যभজ५ॺऋँॊ
ध੻৩ভかै஫इैोञधੳीञऒधमؚAIऋःかにखथ
ੌ௶भ७य़গজॸॕをਘ৲खؚৌૢを஍૨৲खऩऐोयऩ
ैऩःかをંखथःऽघ؛

ੌ௶मؚ৔৖भ生成AI९জগش३ঙথभଡണに೸を঱ऑथ
ःऽघ؛खかखؚਈੂにགबॊ૑ਏऋँॊସਖभ 1 つमؚ
ॸ५ॺभञीに୦をघॊभかधःअऒधでघ؛AIにถखऎ
ऩःযऋছথॲ঒にॸ५ॺखथुؚ生成AI९জগش३ঙথ
ऋমਊに安全かनअかमॎかॉऽच॒؛ঽ୧धঌথॱ०থ
भ७य़গজॸॕऋୀअऒधध৊गでؚ॔উটشॳमजोझ
ोにढ़५ॱঐॖ६खथ৒୤৲घॊ૑ਏऋँॉऽघ؛

ളහऩAI୭୆にৢଞभ෶োॸ५ॺを実઱खञৃ়ؚᒤൠ
ਙऋ生गऽघ્؛にవொৌ଴୩域ऋIo T ୭୆ृॖথॲ५ॺ
জش 4 . 0 にउःथ๕஑৓ऩঽഞਈి৲३५ॸ঒にఁপघॊध
जोमႀ෩でघ؛వொघॊधऌؚవொ঻मঝشঝにజढथ
ষ৿खथःॊॎऐでमँॉऽच॒؛ೀैम୦ैかभ଺૩を
ਬऌକऒघऒधを৯৓खथःॊञीؚଆ౪ડमਈఒੁを઱
खؚవொ঻भ঳న੔をઅइथःऩऐोयऩॉऽच॒؛

サプライチェーンが脆弱な理由
AIをॸ५ॺखथःॊ੫঵मؚेॉৈ২ऩজ९ش५を੅つব
ੇभ੎ਏऩॖথইছधৄऩऔोॊ૭ચਙऋँॉऽघ؛০৏
1 0 ফ৑でAPACऋ਼ੀभ成শभ 7 0 % をᏋਬघॊध੒୳औो
थउॉ 1 9 ؚ१উছॖॳख़شথभ७य़গজॸॕ確৳मశଞに
੎ਏでघ؛

঩মभপুఫ૬ഌຬওشढ़ش 2 0 धଆୋঢ়৴੫঵にৌघॊਈ
੺भవொमؚ१উছॖॳख़شথभᒤൠਙभ੎প২ऋઉமभ
ঃشॺॼشをमॊかにதइॊَਸ਼஛঻ؚਸ਼૜঻জ५ॡُを
実઒खथःऽघ؛ফ৑ઽஇऋ 1 0 ੏ॻঝをதइؚజ঵৩ऋ
৺ 1 ਐযभऒभ੫঵मؚবੇभଆୋにপऌऎ๾൴खथःऽ
घ؛१ॖংشవொにेॉ঵ਜम೴ೊखؚऔैऩॊਂਫ॔ॡ
७५を༛ૃघॊञीにW e b १ॖॺを೿ૃखऽखञ؛

঳্ؚਈ੺भ৹ਪにेॊधؚઆফؚॖথॻ੫঵भ 8 3 % ऋ१
উছॖॳख़شথभ෶૩をஅि१ॖংشవொをਭऐ 2 1 ؚ੗প
ऩ৽ੋ৓௤૩を଺ढञधऔोथःऽघ؛ऒोैभ੫঵भअ
ठؚ१ॖংش७य़গজॸॕभୖ਻に૟इथःॊधઅइथः
ॊभमॎङか 5 2 % でँॉؚ१উছॖॳख़شথभଆ౪をਘ৲
घॊ૑ਏऋँॊऒधऋ೟ऌ࿣ॉにऩढथःऽघ؛

18  https://minister.homeaffairs.gov.au/ClareONeil/Pages/afr-cyber-summit-18092023.aspx 

19  https://www.pwc.com/gx/en/about/pwc-asia-paci�c/global-supply-chains-the-race-to-rebalance.html

20  https://westoahu.hawaii.edu/cyber/global-weekly-exec-summary/defense-contractor-japan-aviation-electronics-falls-victim-to-a-cyber-attack/

21  https://timeso�ndia.indiatimes.com/gadgets-news/over-80-indian-companies-hit-with-cyber-attacks-last-year-report/articleshow/103394017.cms 

22 https://asic.gov.au/about-asic/news-centre/�nd-a-media-release/2023-releases/23-300mr-asic-calls-for-greater-organisational-vigilance-to-combat-cyber-threats/

23  https://minister.homeaffairs.gov.au/ClareONeil/Pages/afr-cyber-summit-18092023.aspx  

24  https://www.verizon.com/business/resources/reports/dbir/2024/industries-intro/public-administration-data-breaches/  

サプライチェーンのリスクは世界的な懸念事項
ड़ش५ॺছজ॔भৱਓमؚ੎ਏऩॖথইছをஅीؚउेज
6 ীओधに१ॖংشవொをਭऐथःॊऒधमेऎੴैोथ
ःऽघ؛ड़ش५ॺছজ॔઒ଊ਺ৱ੻৩ভقAS ICكमਈ੺ؚ
৹ਪৌ଴धऩढञ੫঵भ 4 4 ٫ऋؚ१উছॖॳख़شথঃشॺ
ॼشかैभॹشॱ๫ጔを༛ૃघॊৌੁ੧をऽटੁ৒खथः
ऩःऒधを৥ैかにखऽखञ2 2 ؛

ऽञؚ 2 0 3 2 ফभঈজ५ঋথड़জথআॵॡऩनभপૠெऩ਼
ੀ৓५এشॶॖঋথॺषभ୶஭ुઅൟखऩऐोयऩॉऽच
෶૩भ਌ऩਉ৿شऒोैभॖঋথॺでमؚAIऋ१ॖং؛॒
ৡधऩॉؚ੗পऩଃਜজ५ॡधॖথইছজ५ॡをुञैघ
૭ચਙऋँॉऽघ؛

2 0 2 4 ফਸ਼ 5 8 ৚५شঃش঎क़ঝ৫ಈরؚ V e r i z o n  F r o n t l i n e ਁ
ુ安全ৌੁॳش঒मਯેभ৴ഺਃঢ়धੈৡखؚ৲ؚ৾生
੟ؚଣೝ଍ؚறभะ๏かै१ॖংش७य़গজॸॕవொऽ
でؚँैॅॊะ๏にৌಿघॊଆୋॳش঒भଙિをତइऽख
ञ؛ॳش঒मؚཎ૔৓ऩవொに੔ুをઊつञीにؚॖথই
ছधভৃभ७य़গজॸॕ௬੼をಲਢ৓に実઱खऽखञ؛

生成AIの保護
O bN e i lপ෦मؚड़ش५ॺছজ॔टऐでऩऎAPAC全৬にउऐ
ॊAIभણ৷ध৳૧にঢ়खथೃ୛を஽सथःऽघَ؛எञठ
मؚਸ਼੸ઃ਼ੀপਅਰਟਈु൑୔ऩ৉৆৾৓૾ய 2 3 にઉએ
खथःऽघ؛ਅറ৓଼ଥभ৉域にક॒でउॉؚ१ॖংشभ
୩域म০৏ 1 0 ফ৑भলਟহभன৫にਂ૭ಳऩਏಞधऩॊで
खॆअُ

૚বमؚ 2 0 3 0 ফऽでに७य़গজॸॕをਘ৲खؚ१ॖংش
୩域にउऐॊ安全भ確৳にିৡघॊ૑ਏऋँॉऽघ؛जभ
ञीにमؚড়৑৖୅をஅिAPACभ૚বऋَிભँॊAIُ
に੦तऎ॔উজॣش३ঙথभଡണを৫઩घॊ૑ਏऋँॉऽ
घ؛

ਘৡऩफ़ংॼথ५ऋऩऐोयؚAIमଐःऒधेॉुபহभ
ਉ౤धऩॉؚశ຃理৓ऩ੥ટؚုढञঔॹঝؚෙढञੲਾ
をुञैघ૭ચਙऋँॉऽघ؛

ঋছॖ॰থभ 2 0 2 4 ফ২ D B I R にेॊधؚਁਜにउऐॊॖথ
३ॹথॺऋਈु੗ऎق 1 2 , 2 1 7 ੯ؚكॹشॱ๫ጔ / ෶૩ऋ確ੳ
औोञभम1 , 0 8 5 ੯でखञ 2 4 ؛

https://minister.homeaffairs.gov.au/ClareONeil/Pages/afr-cyber-summit-18092023.aspx
https://www.pwc.com/gx/en/about/pwc-asia-pacific/global-supply-chains-the-race-to-rebalance.html
https://westoahu.hawaii.edu/cyber/global-weekly-exec-summary/defense-contractor-japan-aviation-electronics-falls-victim-to-a-cyber-attack/
https://timesofindia.indiatimes.com/gadgets-news/over-80-indian-companies-hit-with-cyber-attacks-last-year-report/articleshow/103394017.cms
https://asic.gov.au/about-asic/news-centre/find-a-media-release/2023-releases/23-300mr-asic-calls-for-greater-organisational-vigilance-to-combat-cyber-threats/
https://minister.homeaffairs.gov.au/ClareONeil/Pages/afr-cyber-summit-18092023.aspx
https://www.verizon.com/business/resources/reports/dbir/2024/industries-intro/public-administration-data-breaches/
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生成AIを中心に据えた動き
AIभਉಋमؚAPACにउऐॊॸॡঀট४شを঺ভभਹஇभ
ञीに଑ऎऒधを৯৓धखथःऽघ؛खかखؚઌभ૥ಫ
मؚऒभ੗஘ਙに୕॒ट৉域全৬でभ実઱にँॉऽघ؛

຃理फ़ॖॻছॖথमؚడતऩૠ਑ऩखにAIभෙ৷を೪਑घ
ॊऒधを৯੐खथःऽघऋؚ理୛ध実ষ૭ચऩ実ಎभ৑に
मൂேधखथপऌऩॠকॵউऋँॉऽघ2 5 ؛

•  AIभਉಋをઈ৷৲घॊञीभफ़ॖॲথ५धॶشঝभ఼৷
मAPACभ૚ব৑でপऌऎ౮ऩॉؚ঳ฮਙにつःथभઑ
ਖऋ生गथःऽघ؛

•  য়১৲भ਄ॉੌामથ஦でमँॊुभभؚAIभ૶சऩਤ
৲に୯ःつऎかधःअୖ਻にઉએखथःऽघ؛

•  ঩মؚঐঞش३ؚ॔ड़ش५ॺছজ॔ऩनभবرでमؚਔ
ඟ৓ऩবੇਅറにेॉؚ৫৅にउऐॊAIभ૽સにপऌऩ
਋ୄऋఞचैोथःऽघ؛

ି৯घसऌमؚAPACभ 3 かবऋAIૠ਑に੔ฌखथउॉؚ౎
भবرऋ୯ྖघॊ੊घगをજॉ৫ःथःॊऒधでघ؛

•  ३থफ़এشঝमؚAIभ安全ਙभञीभ実৷৓ऩॶشঝभ
৫৅をজشॻखथःऽघ؛ਈ੺ؚੲਾৢਦওॹॕ॔৫
৅ૂقIM D Aكमؚ生成AI਱ऐभAIफ़ংॼথ५ইঞش঒
ডشॡभ઀੧をੈ৮৷にਁ৫खऽखञ 2 6 ऒोमؚ؛ 2 0 2 4
ফ઄यभAIफ़ংॼথ५ইঞش঒ডشॡभਈીৠ৒を१
এشॺघॊऒधにऩॉऽघ؛

25  https://www2.deloitte.com/content/dam/Deloitte/cn/Documents/�nancial-services/deloitte-cn-fsi-acrs-gai-application-and-regulation-in-apac-en-231204.pdf  

26  https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2024/public-consult-model-ai-governance-framework-genai#:~:text=SINGAPORE%20
%E2%80%93%2016%20JAN%202024&text=The%20AI%20Verify%20Foundation%20(AIVF,last%20updated%20in%2020201

27  https://carnegieendowment.org/research/2024/02/koreas-path-to-digital-leadership-how-seoul-can-lead-on-standards-and-standardization?lang=en

28  https://carnegieendowment.org/2023/07/10/china-s-ai-regulations-and-how-they-get-made-pub-90117  

29  https://www.verizon.com/business/products/security/cyber-risk-management/governance-risk-compliance/

•  ஻বभপ࿸ऩAI১म 2 7 ؚ઱ষऔोोयؚ঳ಹਹ৷かैৈ
জ५ॡभ॔উজॣش३ঙথऽで்ઁऎి৷औोؚয়১঱
ੂभহ୻धऩॉऽघ؛

•  রবमঝشঝঋش५भ॔উটشॳを఼৷खथउॉ્ؚ৒
भAIૠ਑ 2 8 にेढथAI管理षभෆฐ৓ऩ॔উটشॳऋੁ
৒औोथःऽघ؛

੫঵मAIभৡध૭ચਙをਈপ଒にણ৷घॊञीにؚAIੈ৮
ভをਝয়घॊ૑ਏऋँॉऽघ؛जअघॊऒधでؚঅ४ॿ५
ঔॹঝؚঐॣشॸॕথॢؚॼঞॵ४管理ؚ९ইॺक़ख़॔ग़
থ४ॽ॔জথॢभ੝୓をிભを੅ढथ安全に実ষでऌॊे
अにऩॉऽघ؛

成඘घॊにम জؚ५ॡ管理म৏୯ःでਝ৒घॊभでमऩऎؚ
౥全にੌा੢ऽोؚଁ়औोॊ૑ਏऋँॉऽघ؛জ५ॡ৒୤
৲१شঅ५म 2 9 ؚཎ૔৓ऩউছॵॺইज़ش঒भൠਡृAI॥থ
উছॖ॔থ५भॠকॵউを્৒घॊभに૽য়ठऽघ؛

ঋছॖ॰থभCy b e r s e c u r i t y  As s e s s m e n t मؚ३঑গঞش
३ঙথవொをฌઞखथAIऩनभะ๏を௬੼घॊ R e d  T e a m  
Pe n e t r a t i o n  T e s t i n g ऋஅऽोऽघ؛෶োॸ५ॺでमؚ३५
ॸ঒を৹ਪखथవொু஺धᒤൠਙをਫ਼ੴखؚవொৌ଴भ્
৒を१এشॺघॊঽ৿ॸ५ॺを実ষでऌऽघ؛

औैにؚঋছॖ॰থमAIफ़ংॼথ५を଑োखؚॹشॱ१ॖ
ग़থॸॕ५ॺにAIঔॹঝभঞঅগشఃஈをଝਜહऐؚপૠ
ெ੉ୁঔॹঝق L L M をಖਪखथؚཎ૔৓ऩংॖ॔५ृથك

https://www2.deloitte.com/content/dam/Deloitte/cn/Documents/financial-services/deloitte-cn-fsi-acrs-gai-application-and-regulation-in-apac-en-231204.pdf
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2024/public-consult-model-ai-governance-framework-genai#:~:text=SINGAPORE%20%E2%80%93%2016%20JAN%202024&text=The%20AI%20Verify%20Foundation%20(AIVF,last%20updated%20in%2020201
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2024/public-consult-model-ai-governance-framework-genai#:~:text=SINGAPORE%20%E2%80%93%2016%20JAN%202024&text=The%20AI%20Verify%20Foundation%20(AIVF,last%20updated%20in%2020201
https://carnegieendowment.org/research/2024/02/koreas-path-to-digital-leadership-how-seoul-can-lead-on-standards-and-standardization?lang=en
https://carnegieendowment.org/2023/07/10/china-s-ai-regulations-and-how-they-get-made-pub-90117
https://www.verizon.com/business/products/security/cyber-risk-management/governance-risk-compliance/


૩ऩ੉ୁにৌ૪खथःऽघ؛ऒोैभ਄ॉੌामؚிભँ
ॊAIを௓ਤघॊ்ઁः਄ॉੌाध঳ಱखथउॉؚঋছॖ॰
থभG o ve r n a n ce ,  r i s k &  co m p l i a n ce  ( G R C)  se r vi ce s にଁ়
औोथःऽघ3 0 ؛

ऒोैभਅ୒৓॔উটشॳमؚ८টॺছ५ॺ७य़গজॸॕ
भ௓ਤにउऐॊ੎ਏऩ෣でँॊ१ॖংش७य़গজॸॕभफ़
ংॼথ५ؚজ५ॡ管理ؚ॥থউছॖ॔থ५ق G R Cكに૆ು
घॊ૑ਏऋँॉऽघ؛

APACभघसथभੌ௶मؚ 2 0 3 0 ফऽでに生成AIभॠকॵউ
を๞സघॊञीにੈৡघॊ૑ਏऋँॉऽघ؛຃理फ़ॖॻছ
ॖথかै১৓ೳੌाऽでؚAIफ़ংॼথ५भਂ಑ཀྵमؚਤ৲
भત୷धᒤൠਙにつऩऋॉؚ৽ੋ成শかै१ॖংش७य़গ
জॸॕऽでघसथに୶஭を఺ऻघ૭ચਙऋँॉऽघ؛

३থफ़এشঝध৪বमਈ੺ؚAIफ़ংॼথ५भೳੌाを৴௚
औचऽखञ 3 1 ऒोम઺਋৓ऩ৿ऌでँॉؚAI৆ੁभব੠؛
৓ତ়に਱ऐञপऌऩ঳నでघ؛

ऽञؚ૏বम঩মؚड़ش५ॺছজ॔धु৴௚खؚAI३५
ॸ঒を安全にણ৷घॊ্১につःथ઀੉खऽखञ 3 2 औै؛
にؚAI३५ॸ঒भ७य़গজॸॕをਘ৲घॊञीに਼ؚੀ৓
に়ਔऔोञੂभَ安全ऩAI३५ॸ঒৫৅फ़ॖॻছॖথُ
を੿成घॊञीにुੈৡखथऌऽखञ3 3 ؛

30  https://venturebeat.com/ai/verizon-exec-reveals-responsible-ai-strategy-amid-wild-west-landscape/

31  https://www.mci.gov.sg/media-centre/press-releases/singapore-and-the-us-to-deepen-cooperation-in-ai/  

32  https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/engaging-with-arti�cial-intelligence  

33  https://www.cyber.gov.au/sites/default/�les/2024-04/Guidelines%20for%20Secure%20AI%20System%20Development%20%28November%202023%29.pdf  

34  https://www.cisa.gov/resources-tools/resources/secure-by-design  

35  https://www.weforum.org/agenda/2024/02/generative-ai-society-equalizer/  

36  https://www.verizon.com/business/products/security/cyber-risk-management/governance-risk-compliance/cybersecurity-assessments/  

AIधॸॡঀট४ش਱ऐभ७य़গ॔ংॖॹ२ॖথইঞش঒
ডشॡにेॉ 3 4 ؚ৵ૠெऩ੫঵でुপૠெऩIT ॳش঒を੅
ञङに安全に਄ॉੌिऒधでऌऽघ؛

়ੑで਼ੀ 2 1 भਃঢ়ऋऒभೳੌाभৣでણ৿खؚAI३५
ॸ঒৫৅঻ऋ৫৅ছॖই१ॖॡঝ全৬をৢगथ१ॖংش७
य़গজॸॕに੎ਡを઼ःञਔઓৠ৒をষइॊेअ੍ରखथ
ःऽघ؛

ベライゾンと共に安全に生成AIを未来へ導く
੗ऎभযम生成AIऋَ਴ಉभञीभၹপऩ৅৥ 3 5 ُधऩॊ
ऒधを਋ୄखथःऽघऋؚਠ実म౮ऩॉऽघऺ؛ध॒नभ
৆ਿਃঢ়ृੌ௶मؚ৉域भযرभ安全ध安ੱをะかखかब
ऩःੴ௙धয౫भત୷にઉએखथःऽघ؛

੫঵मؚAIজ५ॡを৒୤৲घॊञीに 3 6 ؚలਟでमऩऎ০
घएষ৿घॊ૑ਏऋँॉऽघ؛ऒभষ৿भ্਱ਙधग़ॿঝ
ॠشमؚ৽੾ୌ৖かै৅ਦऔोॊ૑ਏऋँॉऽघ؛७य़গ
জॸॕमؚ७य़গজॸॕॳش঒टऐभலহでमऩऎؚ঱ಽ
৖かै௓ਤऔोॊुभでघ؛

ঋছॖ॰থमؚ१ॖংشॳش঒ऋੌ௶૯૵৓ऩAI५ॸ॔জ
থॢॳش঒を੥成घॊभを१এشॺखऽघ؛ऒोमؚੌ௶
ऋਈੂभ生成AI॔উজॣش३ঙথをଡണघॊ৐भ੎ਏऩ५
ॸॵউでघ؛AIで੔୍にয়ठؚ१ॖংش७य़গজॸॕを確
৳घॊにमؚੈৡखथ੿঵घॊऒधऋਂ૭ಳでघ؛

https://venturebeat.com/ai/verizon-exec-reveals-responsible-ai-strategy-amid-wild-west-landscape/
https://www.mci.gov.sg/media-centre/press-releases/singapore-and-the-us-to-deepen-cooperation-in-ai/
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/engaging-with-artificial-intelligence
https://www.cyber.gov.au/sites/default/files/2024-04/Guidelines%20for%20Secure%20AI%20System%20Development%20%28November%202023%29.pdf
https://www.cisa.gov/resources-tools/resources/secure-by-design
https://www.weforum.org/agenda/2024/02/generative-ai-society-equalizer/
https://www.verizon.com/business/products/security/cyber-risk-management/governance-risk-compliance/cybersecurity-assessments/
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ૌுਯফ৑ؚঋছॖ॰থभॳش঒मؚॿॵॺডشॡঃ
ইज़شঐথ५भਈి৲ؚॺঞথॻभ્৒ؚ೽ਏभ൉লؚ൹
௢१شঅ५भ਱঱にঢ়৴घॊ঩ଞ৓ऩ঵ਜをੰৠघॊञी
भ௧৷AIؚऽञमAIをૢ৷खञૼ୒भ৫৅に੗ऎभজ९ش
५を਺োखथऌऽखञ؛

ঋছॖ॰থमؚপૠெऩॹشॱ७ॵॺでॺঞشॽথॢを実
઱खؚ଒৒औो৥確に৒ଝऔोञॱ५ॡを実ষऔचऽघ؛
つऽॉAIを્ؚ৒भઈ৷ऽञमঅ४ॿ५ॽش६にৌૢघॊ
ेअにढ़५ॱঐॖ६घॊभでघ؛ঋছॖ॰থमؚजभও
জॵॺधজ५ॡを理ੰखथःऽघ؛

ঋছॖ॰থभॿॵॺডشॡम൐঩ 7 0 0 ੏भॹشॱএॖথॺ
を૪理खؚৈ২ऩAI३५ॸ঒にোৡखथःऽघ؛ऒभॹش
ॱम 2 9 , 0 0 0 भ੗஘ऩ९ش५かै਄੭औोथउॉؚॹ४ॱঝ
ग़॥३५ॸ঒भૠெधളහऔをંखथःऽघ 3 7 ؛

ঋছॖ॰থभ१এشॺमঅ४ॿ५ॽش६に়ॎचथढ़५ॱ
ঐॖ६औोؚถ಍ऩ७य़গজॸॕঞএشॺृ঵ੀঋথॳ
ঐشॡधभૻຎをஅि確かऩॹشॱधఏ૆に੦तःञਘৡ
ऩଆ౪ੑ઺を੿成खऽघ؛

AIによる安全な脅威検出と分析を実現
ऒभইঞش঒ডشॡでमؚAIをਹ৷खथవொ঻षभৌૢを
੝ఒघॊऒधऋでऌऽघ؛

•  ಲਢ৓ऩ૰ଳ؟AI३५ॸ঒मؚॿॵॺডشॡ॔ॡॸॕঅ
ॸॕを 2 4 ৎ৑ 3 6 5 ঩૰ଳखؚয৑ऋල౐にৄ૳धखथख
ऽअะ๏をਫ਼ੴखऽघ؛

•  ঽ৿෶োॸ५ॺ؟ऒभॸ५ॺमؚ॥থআগشॱ३५ॸ
঒ؚॿॵॺডشॡؚऽञम W e b ॔উজॣش३ঙথにৌघ
ॊ१ॖংشవொを३঑গঞش३ঙথखथؚப৷औोॊ૭
ચਙभँॊᒤൠਙを્৒खऽघ؛

•  ॺছইॕॵॡীෲ؟AIऋৢଞभॺছইॕॵॡधઑॎखः
ॺছইॕॵॡをયશखؚৈ২ऩ१ॖংشะ๏भਫ਼ੴをਘ
৲खऽघ؛

•  ইॕॵ३থॢभਫ਼ੴ؟ইॕॵ३থॢध५ঃ঒भ્ਙを৾
ಆघॊऒधでؚAIमபਔँॊਗ਼৕ওشঝをহ৐にঈটॵ
ॡघॊभに૽য়ठऽघ؛

•  ঐঝक़ख़॔भ௙શ؟AIॶشঝमใੴभঐঝक़ख़॔१থউ
ঝをীෲखथؚৗखः຋ரृ८টॹॖقऒोऽでੴैो
थःऩかढञكभะ๏をੳ௙खऽघ؛

•  ঃ५ডشॻभ७य़গজॸॕ؟AIमؚളහでੰഭऋ൑୔ऩ
ঃ५ডشॻを生成खथ௓တでऌऽघ؛

•  ॱ५ॡभঽ৿৲؟঩ଞ৓ऩ१ॖংش७य़গজॸॕॱ५ॡ
मAIにेढथঽ৿৲औोؚ௧୅ੇमेॉਅറ৓ऩਖ਻に
਄ॉੌिऒधऋでऌऽघ؛

37  https://www.sdxcentral.com/articles/interview/verizons-70-billion-network-data-points-highlight-genai-potential-and-challenges/2024/02/  

生成AIमؚ੫঵ؚजभజ঵৩ؚ൹௢を੍ରघॊञीभਘৡ
ऩ९জগش३ঙথでघ؛ऒोऽで஽सथऌञ্਱にਤिऒ
धでؚ成শ෩खःAPAC৘ৃで଼ଥ঱भરਜ਼ਙऋ੭ैोॊ
टऐでऩऎؚAIमऒभ৉域をযرにधढथेॉ安全で安ੱ
でऌॊৃਚにघॊऒधऋでऌऽघ؛

ベライゾンのAIセキュリティについての詳細
は、下記へお問い合わせください。
ड़ش५ॺছজ॔؟+ 6 1  2  9 4 3 4  5 0 0 0
३থफ़এشঝ؟+ 6 5  6 2 4 8  6 6 0 0
঩ম؟+ 8 1  3  5 2 9 3  9 0 0 0

https://www.sdxcentral.com/articles/interview/verizons-70-billion-network-data-points-highlight-genai-potential-and-challenges/2024/02/
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