Privacy Notice for patient safety,
medical information and quality
purposes (Novartis
Pharmacovigilance Intake)

Updated on: 1.1.2022

This Privacy Notice for patient safety, medical
information and quality purposes (Novartis
Pharmacovigilance Intake) (the "Privacy Notice") is
intended for:

¢ Notifier of an adverse event/ special interest
case where patient safety information is
provided regarding our products;

e Persons requesting medical information; or

e Cases of quality defects.

Novartis s.r.o., with its registered office at Na
Pankraci 1724/129, Nusle, 140 00 Prague 4, Czech
Republic, Business ID No.: 64575977, registered as
a holder of a decision on registration of a medicinal
product listed in the package leaflet, is, as a data
controller, responsible for the processing of your
personal information collected through this website
or other communication channels. In this Privacy
Notice, “Novartis”, “we” or “us” refers to Novartis

S.r.o.

1. Forwhich purposes do we use your personal
data and why is this justified?

We process your personal data for the purposes of
monitoring the safety of medicinal products and
medical devices, which includes detecting,
assessing and preventing adverse events and
reporting to health authorities and for any other
purposes imposed by law and respective authorities.
The processing of your personal data is based on
our legal obligations regarding the safety of
medicinal products and medical devices.

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

Zasady ochrany osobnich
udaju pro ucely bezpecénosti
pacientq, lékarskych
informaci a kvality (Novartis
Farmakovigilance)

Aktualizovano dne: 1.1.2022

Tyto Zasady ochrany osobnich udaji pro Gcely
bezpec€nosti pacientu, Iékafskych informaci
a kvality (dale jen ,Zasady*) jsou urceny pro:

e oznamovatele nezadouci
prihody/pfipadu zvlastniho zajmu, kdy
se poskytuji informace o bezpecnosti
pacientl tykajici se nasich vyrobk;

e o0soby pozadujici lékarské informace

nebo
e pfipady reklamace zavad kvality.

Novartis s.r.o., se sidlem Na Pankraci 1724/129,
Nusle, 140 00 Praha 4, Ceska republika, ICO:
64575977, zapsana jako drzitel rozhodnuti
oregistraci pfislusného |écivého pfipravku
uvedeného v pfibalovém letdku, je jako spravce
udaju odpovédna za zpracovani vasich osobnich
udaju shromazdénych prostfednictvim tohoto
webu nebo jinymi komunikaénimu kanaly.
V téchto Zasadach ,Novartis®, ,my“ nebo ,nas*“
oznaduje spole€nost Novartis s.r.o.

1. Pro jaké ucéely pouzivame vasSe osobni
udaje a proc je to opravnéné?

VaSe osobni Udaje zpracovavame pro ucely

sledovani bezpeCnosti léCivych  pfipravkl
a zdravotnickych  prostfedkd, coz zahrnuje
zjistovani, hodnoceni a prfedchazeni

nezadoucim Gc€inkim, hlaseni zdravotnickym
organim a jakékoli dalSi ucely vyzadované
pravnimi  pfedpisy a pfislusnymi Ufady.
Zpracovani vasich osobnich udaju vychazi
z naSich zakonnych povinnosti tykajicich se
bezpecnosti IéCivych pfipravkl a zdravotnickych
prostredkd.
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With respect to the above, we may process your
personal data for the following purposes:

monitoring the safety of drugs and medical
devices, which include the detection,
evaluation and prevention of adverse
events and their reporting to regulatory
authorities;

responses to requests for medical
information, such as product availability,
clinical data, dosing and administration,
formulation and stability, interactions with
other drugs or foods, and special
populations;

handling complaints about the quality of our
products, such as possible deficiencies in
quality and / or efficiency, stability, reliability,
safety, performance or use;

improving our products and services;
training or educational purposes;
providing adequate and up-to-date

information on diseases, drugs and our
products and services;

answering any questions or requests you
may have;

ensuring compliance and reporting (e.g.
compliance with our policies and local legal
requirements, conducting audits, and
defense in litigation);

archiving and record keeping; and

other purposes imposed by law or by the
competent authorities.

S ohledem na vySe uvedené mizeme vase
osobni
Gceldm:

Udaje zpracovavat k nasledujicim

= sledovani bezpecnosti [éCivych
pfipravkl a zdravotnickych prostfedku,
coz zahrnuje odhalovani,
vyhodnocovéani a prevenci nezadoucich
pfihod a jejich nahlaSovani regulacnim
uradam;

= reakce na Zadosti o medicinské
informace, jako je dostupnost vyrobku,
klinické Udaje, davkovani a podavani,
formulace a stabilita, interakce s jinymi
IéCivy nebo potravinami a specialni
populace;

= vyfizovani stiznosti na kvalitu naSich
produktu, jako jsou pfipadné nedostatky

kvality a/nebo Ucinnosti, stability,
spolehlivosti, bezpec€nosti, vykonnosti
nebo uzivani;

= zlepSovani naSich produkt( a sluzeb;
= Skoleni nebo vzdélavaci ucely;

= poskytovani adekvatnich a aktualnich
informaci o onemocnéni, IéCivech
a nasich produktech a sluzbach;

= zodpovidani vaSich pfipadnych dotazu
nebo zadosti;

= zajiStovani dodrzovani predpisu
a podavani zprav (napfiklad dodrzovani
naSich zasad a mistnich zakonnych
pozadavku, provadéni auditt a obhajoba
v ramci soudnich sport);

= archivace a vedeni zaznamd(; a
= jiné OcCely uloZené ze z&kona nebo
prisluSnymi urady.

We do not process your personal data unless we are
duly authorized to do so in accordance with the law.
We therefore process your personal data in the case

of:
= jt is necessary to comply with our legal
obligations regarding the safety of drugs
and medical devices,
Novartis s.r.o.
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Vase osobni udaje nezpracovavame, jestlize

nejsme k danému ucelu v souladu se zakonem

fadné opravnéni.
zpracovavame v pfipadé:

Vase osobni Uudaje tedy

Ze je to nezbytné k dodrzeni naSich
pravnich

povinnosti  tykajicich  se
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= jtis necessary for reasons of public interest
in the field of public health,

= that it is necessary for our legitimate
interests and does not negatively affect your
interests or fundamental rights and
freedoms.

Please note that when processing your personal
data in the latter case, we always try to maintain a
balance between our legitimate interests and your
privacy. Examples of such “legitimate interests” in
the processing of personal data may be answering
your questions.

2. What personal data do we have about you?

If you report an adverse event concerning one of our
products, we will ask for your name and contact
details in order to be able to contact you in case
additional information is needed and/or to respond
to your report. We will also collect information about
your qualification in case you are a healthcare
professional. We are also recording the |IP address
of the system from which the report was submitted.

Depending on your adverse event report and if
necessary for the assessment, we may also process
the following data categories:
= Patient identification data, such as: number,
identification code, demographic
information (age, year or date of birth, sex,
weight, height);

= Health data: treatments administered,
examination results, nature of the adverse
effect(s), personal or family history,
diseases or associated events, risk factors;
the prescribes
medicines were used as well as the therapy
management;

information on how

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

bezpecnosti léCivych

a zdravotnickych prostfedkd,
= Ze je to nezbytné z davodl vefejného

zajmu v oblasti vefejného zdravi,

pFipravku

= Ze je to nezbytné kvlli naSim
opravnénym zajmum a nema to negativni
vliv na vase zajmy nebo zakladni prava
a svobody.

Vezméte prosim na védomi, Ze pfi zpracovani
vasich osobnich udaji v poslednim pfipadé se
vzdy snazime udrZet rovnovahu mezi svymi
opravnénymi zajmy a vaSim soukromim. PFiklady
takovych ,opravnénych zajmu‘ ke zpracovani
osobnich udaju mohou byt odpovédi na vase
dotazy.

2. Jaké osobni udaje o vas mame?

Pokud nahlasite nezadouci uCinek tykajici se
nékterého z nasSich produktll, pozadame vas
o vase jméno a kontaktni udaje, abychom vas
mohli kontaktovat v pfipadé potfeby dalSich
informaci a/nebo odpovédét na vase hlaseni. V
pfipadé, ze jste zdravotnicky pracovnik,
shromazdujeme také Udaje o vasi kvalifikaci.
Zaznamenavame také IP adresu systému, ze
kterého bylo hlaSeni podano.

V zavislosti na vaSem hlaseni o nezadoucim
ucinku a je-li to nezbytné pro posouzeni, mizeme
zpracovavat nasledujici kategorie udaju:

= identifikaéni Udaje pacienta, jako jsou:

Cislo, identifikacni kod, demografické
informace (vék, rok nebo datum
narozeni, pohlavi, vaha, vyska);

= zdravotni Udaje: provedena I|éCba,
vysledky vysetfeni, povaha
nezadouciho(-cich) uc€inku(-0), osobni

nebo rodinna anamnéza, nemoci nebo
souvisejici pfihody, rizikové faktory;
informace o tom, jak byly pfedepsané
Iéky pouzivany, stejné jako o vedeni
terapie;
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= Information on ancestry and descent of the
person, whether it is a newborn, information
on pregnancy and/or breastfeeding;

= Occupational data: current and past
occupations;
= Information regarding consumption of

to

bacco, alcohol, drugs;

= Information on lifestyle, life habits and

behaviors,
physical

including, e.g.,
exercise (intensity,

dependency,
frequency,

duration), diet and eating behavior, sex life;

= Ethnicity, in cases where the Summary of
Product Characteristics (SmPC) includes
specific information relating to the ethnic

or
in

igin and according to the criteria defined
the SmPC.

3. Who has access to your personal data?

We will not share, or otherwise transfer your

personal
indicated i

data to third parties other than those
n this Privacy Notice. In the course of our

activities and for the same purposes as those listed
in this Privacy Notice, your personal data can be

accessed

by, or transferred to:

= The Head of Drug Safety / medical
information / quality assurance and their
teams;

= The general manager / authorized person
and their representatives, within the limits of
their attributions;

= Members of the legal and regulatory affairs

department,

re

depending on their

sponsibility;

= Audit department to check compliance with

re

gulatory or internal requirements;

Novartis s.r.o.
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= informace o plvodu a puvodu osoby, zda
se jedna o novorozence, informace o
téhotenstvi a/nebo kojeni;

= Udaje o povolani: sou€asna a minula
povolani;

= informace o konzumaci tabaku, alkoholu,
drog;

= informace o zivotnim stylu, Zivotnich
navycich a chovani, v€etné napf.
zavislosti, fyzického cviCeni (intenzita,
frekvence, trvani), diety a stravovaciho
chovani, sexualniho zivota;

= etnicka pfislusnost v pfipadech, kdy
Souhrn Udaji o pfipravku (SmPC)
obsahuje specifické informace tykajici se
etnického plvodu a podle kritérii
definovanych v SmPC.

Kdo ma pristup k vasim osobnim
udajum?

Vase osobni Udaje neprodavame, nesdilime
jinym zplsobem nepfedavame tretim
stranam s vyjimkou téch, které jsou uvedené v
téchto Zasadach. V pribéhu nasi ¢innosti a ke
stejnym ucellm, které jsou uvedeny v téchto
Zasadach, ma k vasim osobnim udajiim pfistup
nebo je obdrzi:

ani

Vedouci oddéleni bezpenosti 1&Civ /
medicinskych informaci / jiSténi jakosti

a jejich tymy;
= Generalni Feditel / povéfena osoba

ajejich zéastupce, v mezich jejich
pravomoci;

= Povéfeni &lenové pravniho oddéleni
a oddéleni registrace léCiv v zavislosti
na tom, zda narok spada do jejich
oblasti odpovédnosti;

= Oddéleni auditd za ucelem kontroly
regulacnich nebo internich pozadavkd;

U NOVARTIS | Reimagining Medicine



TTA
TAY

rYAY A
LT

Other Novartis Group companies, in
particular Novartis AG;

Other pharma companies whose product
may be at stake (without disclosing your
identity);

Health care providers concerned by the
report;

Service providers acting on behalf of
Novartis, such as providers of IT systems,
hosting providers and adverse events
processing services (e.g., translation
services). The above third parties are
contractually obliged to protect the
confidentiality and security of your personal
data, in compliance with applicable law.

Your personal data can also be accessed by or
transferred to any national and/or international
regulatory, enforcement, public body or court, where
we are required to do so by applicable law or
regulation or at their request.

The personal data we collect from you may also be
processed, accessed or stored in a country outside
the country where Novartis is located, which may not
offer the same level of protection of personal data.

If we transfer your personal data to external
companies in other jurisdictions, we will make sure
to protect your personal data by:

applying the level of protection required
under the local data protection/privacy laws
applicable to Novartis;

acting in accordance with our policies and
standards and;

for Novartis located in the European
Economic Area (i.e. the EU Member States
plus Iceland, Liechtenstein and Norway, the
"EEA"),

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

= Ostatni spole€nosti skupiny Novartis,
zejména Novartis AG;

= Ostatni farmaceutické spolecnosti,
jejichz vyrobky mohou byt pfedmétem
zajmu (bez zverejnéni vasi identity);

= Zdravotnici, kterych se hlaseni tyka;

= Poskytovatelé sluzeb jednajici jménem
spole¢nosti skupiny Novartis, jako jsou
poskytovatelé hostovani IT systém( a
dalsi poskytovatelé sluzeb nebo
poskytovatelé sluzeb souvisejicich se
zpracovanim nezadoucich  pfihod
(zejména call centra).

VaSe osobni udaje mohou byt zpfistupnény i
predany kterémukoli vnitrostatnimu a/nebo
mezinarodnimu regulacnimu nebo
dozorovému vefejnému organu ¢i soudu, kde
jsme povinni tak ucinit na zakladé pfislusnych
pravnich pfedpisu, anebo na jejich zadost.

Va8e osobni udaje, které zpracovavame,
mohou byt rovnéz zpracovavany v jiné zemi,
nez kde se nachazi sidlo spole€nosti Novartis,
kde nemusi byt k dispozici stejna uroven
ochrany osobnich udaja.

Pokud pfedame vaSe osobni udaje externim
spole€nostem v jinych jurisdikcich, zajistime

ochranu vasich osobnich udaja tim, ze:

l. uplatnime urover ochrany vyZadovanou
v souladu s mistnimi zakony o ochrané
osobnich Udajd/soukromi vztahujicimi
se na Novartis,

Il. budeme jednat v souladu s naSimi
zasadami a standardy platnymi

Il pro Novartis, sidlici v Evropském
hospodarském prostoru (ij. Clenské
staty EU plus Island, Lichtenstejnsko a
Norsko, ,EHP*),
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unless otherwise specified, only transferring your
personal data on the basis of standard contractual
clauses approved by the European Commission.

For intra-group transfers of personal data the
Novartis Group has adopted Binding Corporate
Rules, a system of principles, rules and tools,
provided by European law, in an effort to ensure
effective levels of data protection relating to
transfers of personal data outside the EEA and
Switzerland.

4. How long do we store your personal data?

We will only store personal data for a as long as we
reasonably consider necessary for achieving the
purposes set out in this Privacy Notice and as it is
required and/or permissible under applicable laws.

5. What are your rights and how can you
exercise them?

Under the conditions provided for by the applicable
regulation, you have the right to:

= the right to access your personal data as
processed by us and, if you believe that any
information relating to you is incorrect,
obsolete or incomplete, to request its
correction or updating;

= the right to request the erasure of your
personal data or the restriction thereof to
specific categories of processing;

= theright to request its portability, i.e. that the
personal data you have provided to us be
returned to you or transferred to the person
of your choice, in a structured, commonly
used and machine-readable format without
hindrance from us and subject to your
confidentiality obligations.

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

pokud neni uvedeno jinak, a vase osobni Udaje
se budou prevadét pouze na zakladé
standardnich smluvnich dolozek schvalenych
Evropskou komisi.

Pro Ucely pfevodu osobnich udaji v ramci
skupiny pfijala skupina Novartis zavazna
podnikova pravidla, systém zasad, pravidel a
nastroja, ktery poskytuje evropské pravo, v usili
zajistit efektivni Uroven ochrany udaji tykajici
se prevodu osobnich udaju mimo tzemi EHP a
Svycarska.

4. Jak dlouho uchovavame vase osobni
udaje?

Vy$e uvedené osobni Udaje budeme uchovavat
pouze po tak dlouhou dobu, kterou budeme
povazovat za pfiméfené nezbytnou k dosazeni
Ucell stanovenych v téchto Zasadach a/nebo

kterou pfipoustéji pfislusné zakony.

5. Jaka jsou vase prava a jak je muzete
uplatnit?

Za podminek stanovenych pfisluSnymi pravnimi
predpisy mate pravo:

= pravo na pfistup ke svym osobnim
udajim, které zpracovavame, a pokud se
domnivate, Ze jakékoli s vami souvisejici
informace jsou nespravné, zastaralé
nebo neuplné, pozadat o jejich opravu
nebo aktualizaci;

= pravo pozadovat vymazani svych
osobnich udaju nebo jejich omezeni na
konkrétni kategorie zpracovani;

= pravo na prenositelnost, tj. aby osobni
Udaje, které jste nam poskytli, byly
vraceny vam nebo pfevedeny na vami
vybranou osobu v strukturovaném,
bézné pouzivaném a strojové Citelném
formatu bez jakychkoli pfekazek na nasi
strané a v souladu s vaSimi zavazky
davérnosti.
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If you have a question or want to exercise the above
rights, you may send an email to privacy-
1.czech@novartis.com.

If you are not satisfied with how we process your
personal data, please address your request to our
data protection officer at
global.privacy_office@novartis.com, will
investigate your concern.

who

In any case, you also have the right to file a
complaint with the competent data protection
authorities.

6. How will you be informed of the changes to
our Privacy Notice?

We may change or update this Privacy Notice from
time to time by posting a new privacy notice on our
corporate website https://www.novartis.cz in Section
“About us”. Please keep checking this Privacy
Notice occasionally so that you are aware of any
changes.

In case of any discrepancies between the Czech and
English version of this Privacy Notice, the Czech
version shall prevail.

Novartis s.r.o.
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Mate-li néjaky dotaz nebo chcete-li uplatnit vyse
uvedena prava, mizete poslat e-mail na privacy-
1.czech@novartis.com.

Nejste-li spokojeni s tim, jak zpracovdvame vase
osobni udaje, obratte se na naSeho zmocnénce
pro ochranu udaju
global.privacy_office@novartis.com, ktery vasi
zalezitost presetfi.

V kazdém pfipadé mate kromé vySe uvedenych
prav také pravo podat stiznost pfisluSnym
organum pro ochranu udaj(.

6. Jak budete
nasich Zasad?

informovani o zmeénach

Tyto Zasady mlUzeme ¢as od ¢asu zménit nebo
aktualizovat zvefejnénim nového znéni Zasad na
nasi firemni webové strance
https://www.novartis.cz v Sekci ,0 nas"
Prilezitostné prosim kontrolujte tyto Zasady,
abyste védeéli o pfipadnych zménach.

V pfipadé jakéhokoliv rozporu mezi Zeskym
a anglickym znénim téchto Zasad ma prednost
Ceské znéni.
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