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General Privacy Notice for Third
Parties

Updated on: 1.1.2022

Novartis considers privacy as a very important
matter. Accordingly, Novartis is pursuing the
greatest transparency concerning its processing of
personal data.

Novartis s.r.o., with its registered office at Na
Pankraci 1724/129, Nusle, 140 00 Prague 4,
Czech Republic, Business ID No.: 64575977, is
responsible for the processing of personal data as
it decides why and how it is processed, thereby
acting as the “controller’. It may exercise this
responsibility alone or jointly with other company(-
ies) in the Novartis group, acting as “co-
controller(s)”, In this Privacy Notice, “Novartis”,
“we” or “us” refers to Novartis s.r.o.

We are committed to ensuring that any personal
data we receive is protected and processed in
accordance with applicable data protection laws
and Novartis policies and standards.

For the purpose of the scope of this General
Privacy Notice for Third Parties
(“Privacy Notice”), third parties are as follows:

e Suppliers: An external natural or legal
person/entity outside the Novartis Group
from whom Novartis sources goods or
services. This includes, for example:

i. Contract Manufacturing
Organizations (CMOs)
ii. Institutions and collaborators

carrying out research for or on
behalf of Novartis, where Novartis
is acting as the sponsor and
paying for the research, including
collaborators of both Contract
Research Organizations (CROs)

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

Obecné zasady ochrany
osobnich udaju pro dodavatele

Aktualizovano dne: 1.1.2022

Spole€nost Novartis povazuje soukromi za velmi
dalezité. V tomto ohledu spoleénost Novartis
usiluje o maximalni transparentnost pfi zpracovani
osobnich udaju.

Novartis s.r.o., se sidlem Na Pankraci 1724/129,
Nusle, 140 00 Praha 4, Ceska republika, ICO:
64575977, odpovida za zpracovani vaSich
osobnich Udajl, nebot rozhoduje o tom, pro¢ a jak
se budou zpracovavat, a proto vykonava cinnost
jejich  ,spravce“. Spole¢nost Novartis je
odpovédna za zpracovani vasich osobnich udajl
samostatné nebo spolecné s dalSimi spolecnostmi
ve skupiné Novartis, jednajicimi jako ,spoleéni
spravci®. V téchto Zasadach, vyrazy ,Novartis®,
.,my“ nebo ,nas“ oznacuji spole¢nost Novartis
s.r.o.

Zavazujeme se zajistit, Ze veSkeré osobni udaje,
které obdrzime, budou chranény a zpracovany v
souladu s platnymi zakony na ochranu udaju a
zasadami a standardy spole¢nosti Novartis.

Pro u€ely rozsahu téchto Obecnych zasad
ochrany osobnich Udajd pro dodavatele
(,Zasady*), jsou tfetimi stranami nasleduijici:

e Dodavatelé: Externi fyzickd nebo
pravnicka osoba/subjekt mimo skupinu
Novartis, od které Novartis odebira zbozi
nebo sluzby. Patfi sem napfiklad:

i. Smluvni  vyrobni  organizace
(CMO)

ii. Instituce a spolupracovnici
provadgéjici vyzkum pro
spole¢nost Novartis nebo jménem
spole€nosti Novartis, kde
spole¢nost Novartis vystupuje

jako sponzor a plati za vyzkum,

vcetné spolupracovniki
smluvnich vyzkumnych
organizaci (CRO)
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and Academic Research
Organizations (AROs);
iii. Third parties that handle or

distribute Novartis products (i.e.
logistics services) where the
ownership of the products is not
transferred to the third party
service provider;

iv. HCPs acting as "third parties"
only, i.e. where they provide
goods or services against a fee for
a service beyond their profession
as an HCP, such as app
developers or
commercial/marketing
consultants, etc. (otherwise HCPs
are out of scope).

e Business Development & Licensing
(BD&L): Any third party with whom a
product in-licensing agreement has been
contracted with Novartis.

e Distributors and Wholesalers: Any third
party that imports and/or resells for its own
business purposes Novartis Products
(whether or not they provide promotion
services for the specific Novartis Products
on behalf of Novartis).

The purpose of this Privacy Notice is to clarify the
way Novartis is processing personal data of
representatives and/or employees as contact
persons (data subjects) of a third party or its
subcontractor (who will be further referred in this
Privacy Notice as “you”).

We invite you to carefully read this Privacy Notice,
which sets out in which context we are processing
data that relates directly or indirectly to you
(“personal data”) and explains your rights with
respect to the processing of your personal data.

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

a akademickych
organizaci (ARO);

vyzkumnych

ii.  Treti strany, které manipuluji nebo
distribuuji produkty Novartis (tj.
logistické sluzby), kde vlastnictvi
produktl neni pfevedeno na treti
stranu jako poskytovatele sluzby;

V. Zdravotni¢ti pracovnici (HCPs)
jednajici pouze jako ,tfeti strany®,
tj. pokud poskytuji zbozi nebo
sluzby za poplatek za sluzbu nad
ramec jejich profese
zdravotnického pracovnika
(HCP), jako jsou vyvojafi aplikaci
nebo komer&ni/marketingovi
konzultanti atd. (jinak se na HCP
nevztahuje).

e Business Development a Licencovani
(BD&L): Jakakoli tfeti strana, se kterou
byla uzaviena licenni smlouva se
spole¢nosti Novartis.

o Distributofi a velkoobchodnici: Jakakoli
treti strana, kterd dovazi a/nebo dale
prodava produkty Novartis pro své vlastni
obchodni uc€ely (bez ohledu na to, zda
poskytuji propagaéni sluzby pro konkrétni
produkty Novartis jménem spole€nosti
Novartis).

Ugelem téchto Zasad je objasnit zplisob, jakym
spole¢nost Novartis zpracovava osobni udaje
zastupcl a/nebo zaméstnanct jakozto kontaktnich
osob (subjektd udaja) treti strany nebo jejiho
subdodavatele (ktery bude dale v téchto Zasadach
oznacovan jako ,vy*).

Zadame vas, abyste si pozorné predetli tyt Zasady,
které stanovi, v jakém kontextu zpracovavame
informace, které se vas pfimo €i nepfimo tykaji
(,osobni udaje“), a vysvétluje vade prava v
souvislosti se zpracovanim vasich osobnich udaja.
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We have separate privacy notices in relation to
processing personal data of our employees,
business partners which are not providing services
to us, patients and users of our other websites, and
you should refer to those where appropriate.

Should you have any further questions in relation
to the processing of your personal data, you are
invited to send an email to privacy-
1.czech@novartis.com.

1. What personal data do we have about you?
This personal data may either be directly provided
by you or provided by our third party (i.e. the legal
entity you work for or on behalf of).

We may collect various types of personal data
about you, including:

0] your general contact and identification
information (e.g. name, first name, last
name, gender, date and place of birth,
nationality, ID card or passport numbers,
email and/or postal address, fixed and/or
mobile phone number and car registration
number);

(i) your function (e.g. title, position and name
of company);

your financial information (e.g. bank
account details, credit worthiness and
financial  health  checks), taxation
information (government issued tax ID or
account number), information about
transactions (delivery and payment
history) and background information about
your business capabilities and operational
performance when you individually act as
a third party (e.g. one person
company/Sole proprietorship); and

your electronic identification data where
required for the purpose of the delivery of
products or services to our company (e.g.
login, access right, passwords, badge
number, IP address, online
identifiers/cookies, system activity logs,
access and connection times, image

(iii)

(iv)

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

V souvislosti se zpracovanim osobnich udajl
nasich zaméstnancl, obchodnich partnert, ktefi
nam neposkytuji sluzby, pacientd a uzivateld
nasich dalSich webovych stranek, mame
samostatna Zasady ochrany osobnich udaja, a
pokud je to vhodné, méli byste se na né odkazat.

Mate-li néjaky dotaz nebo chcete-li uplatnit vySe
uvedena prava, mlzete poslat e-mail na privacy-
1.czech@novartis.com.

1. Jaké osobni udaje o Vas mame?

Tyto osobni Udaje mohou byt poskytnuty pfimo
vami nebo nasi tfeti stranou (ij. pravnicka osoba,
pro kterou pracujete nebo kterou zastupujete).
Mizeme o vas shromazdovat riizné typy osobnich
udajd, véetné:

0] vase obecné kontaktni a identifikacni
Udaje (napf. jméno, kfestni jméno
pfijmeni, gender, datum a misto narozeni,
statni  pfislusnost, Ccislo obCanského
prikazu nebo pasu, e-mailova a/nebo
postovni adresa, Cislo pevného a/nebo
mobilniho telefonu a registracni Cislo
automobilu);

(i) vasSe funkce (napf. titul, pozice a nazev

spole¢nosti);

vase finan¢ni udaje (napf. podrobnosti o
bankovnim uctu, provérky
uvéruschopnosti a finanéniho zdravi),
danové udaje (statem vydané dariové
identifikacni Cislo nebo C¢islo uctu),
informace o transakcich (historie doruceni
a plateb) a zakladni informace o vaSich
obchodnich moznostech a provoznich
plnéni, kdy individualné vystupujete jako
treti strana (napf. jedna osoba
spole€nost/jediny vlastnik); a

vaSe elektronické identifikaéni udaje,
pokud jsou vyZzadovany za u¢elem dodani
produktd nebo sluzeb nasSi spolecnosti
(napf. pfihlasovaci jméno, pfistupova
prava, hesla, Cislo jmenovky/odznaku, IP
adresa, online identifikatory/cookies,
protokoly o aktivité systému, ¢asy pfistupu

(iii)

(iv)
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recording or sound such as badge
pictures, CCTV or voice recordings and
meeting recordings).

In some countries, information relating to a
company (“legal person”) is also considered as
personal data. In such scenarios, if the above
mentioned information collected or provided is
specific to a legal entity, we will treat it as personal
data in accordance with the applicable data
protection law.

We do not collect any health data unless it is for
making reasonable arrangements for a person
with disability.

The third party you work for will provide the
majority of the personal data that we process about
you. If you intend to provide us with personal data
about other individuals (e.g. your colleagues), you
must ask the relevant individuals to go through this
Privacy Notice available on our corporate website
(https://www.novartis.cz/cs/o-nas) before
providing us with such personal data.

2. For which purposes do we use your
personal data and why is this justified?

2.1. Legal basis for the processing
We will not process your personal data if we do not
have a proper justification foreseen in the law for
that purpose. Therefore, we will only process your
personal data if:

= we have obtained your prior consent;

= the processing is necessary to perform our
contractual obligations towards you or to
take pre-contractual steps such as
responding to requests for information as
part of Novartis’ due diligence process;

= the processing is necessary to comply with
our legal or regulatory obligations; or

= the processing is necessary for our
legitimate interests and does not unduly

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

a pfipojeni, obrazovy zaznam nebo zvuk,
jako jsou odznakové obrazky, kamerové
nebo hlasové zaznamy a zaznamy
jednani).
V nékterych zemich jsou za osobni udaje
povazovany také informace tykajici se spolecnosti
(,pravnicka osoba“). V takovych scénafich,
pokud jsou vySe uvedené shromazdéné nebo
poskytnuté informace specifické pro pravnickou
osobu, budeme s nimi zachazet jako s osobnimi
udaji v souladu s platnymi zakony o ochrané udaja.
Neshromazdujeme Zadné udaje o zdravotnim
stavu, pokud to neni za ucelem pfijeti pfiméfenych
opatieni pro osobu s postizenim.
Treti strana, pro kterou pracujete, poskytne
vétSinu  osobnich  udaju, které o vas
zpracovavame. Mate-li v umyslu poskytnout nam
osobni udaje o jinych osobach (napf. vasich
kolezich), musite pfisluSné osoby pozadat, aby si
prosly témito Zasadami, které jsou k dispozici na
nasich firemnich webovych strankach
(https://www.novartis.cz/cs/o-nas), nez nam tyto
osobni udaje poskytnete.

2. Pro jaké ucely pouzivame Vase osobni
udaje a proc¢ je to opravnéné?

2.1. Pravni z&klad pro zpracovani
VasSe osobni udaje nebudeme zpracovavat, pokud
k tomu nebudeme mit v zakoné Fadné oddvodnéni.
VaSe osobni udaje tedy budeme zpracovavat
pouze v pfipadé, ze:

= jsme pfedem ziskali vas souhlas;

= zpracovani je nezbytné k pInéni nasich
smluvnich zavazkd v0i¢i vam nebo k
provedeni predsmluvnich krokd, jako je
reakce na Zadosti o informace v ramci
procesu due diligence spole€nosti
Novartis;

=  zpracovani je nezbytné pro spinéni nasich
pravnich nebo regulaénich povinnosti;

nebo
= zpracovani je nezbytné pro naSe
opravnéné zajmy a neopravnéné
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affect your interests or fundamental rights
and freedoms.

Please note that, when processing your
personal data on this last basis, we always
seek to maintain a balance between our
legitimate interests and your privacy.

Examples of such ‘legitimate interests’ are
data processing activities performed:

e to develop a proximity and trustful
professional relationship;

e to promote Novartis innovation in the
pharmaceutical field;

e to manage Novartis human and
financial resources;

e to benefit from cost-effective services
(e.g. we may opt to use certain
platforms to process data);

e to offer our products and services to
our customers;

e to prevent fraud or criminal activity,
misuses of our products or services as
well as the security of our IT systems,
architecture and networks;

e to sell any part of our business or its
assets or to enable the acquisition of
all or part of our business or assets by
a third party; or

e to meet our corporate and social
responsibility objectives.

Mostly we process your personal data on a legal
basis other than consent. However, if you have
consented to the processing of your personal data,
you have the right to withdraw that consent at any
time. To withdraw your consent or to get more
information on our specific interests and your
rights, Novartis can be contacted as indicated
under section 6 below.

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

neovliviiuje vaSe zajmy nebo zakladni
prava a svobody.

Vezméte, prosim, na védomi, ze pfi zpracovani
vasich osobnich udajli na zakladé predchoziho
dlvodu se vzdy snazime udrzovat rovnovahu mezi
nasimi legitimnimi zajmy a vasim soukromim.

Pfiklady takovych ,opravnénych zamud“ je
zpracovani udaju pro ucely:
e rozviet blizky a d{véryhodny
profesionalni vztah se zdravotnickymi
pracovniky;

e podporovat inovace ve farmaceutické

oblasti;

e fidit lidské a finanéni zdroje
spole¢nosti Novartis

e vyuziti nakladové efektivni sluzby
(napf. muzeme se rozhodnout

pouzivat urcité platformy nabizené
dodavateli ke zpracovani dat);

e nabidnuti nasich vyrobk( a sluzeb
nasim zakaznikiim;

e zabranéni podvodim nebo trestné
¢innosti, zneuziti nasich vyrobkl nebo
sluzeb, jakoz i zabezpeleni nasich
systém IT, architektury a siti;

e prodeje jakékoli Easti nasi spole€nosti
nebo jejiho majetku, anebo umoznéni
ziskani celé nasi spole¢nosti nebo jeji
Casti tfeti strané; a

e splnéni nasich cilt v oblasti podnikové
a socialni odpovédnosti.

VétSinou zpracovavame vaSe osobni udaje na
jiném pravnim zakladé, nez je souhlas. Pokud jste
vS8ak souhlasili se zpracovanim svych osobnich
udaju, mate pravo tento souhlas kdykoli odvolat.
Chcete-li odvolat svlj souhlas nebo ziskat vice
informaci o naSich konkrétnich zajmech a vaSich
pravech, muzete spole¢nost Novartis kontaktovat,
jak je uvedeno v &asti 6 nize.
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2.2. Purpose of processing
We always process your personal data for a
specific purpose and only process the personal
data, which is relevant to achieve that purpose. In
particular, we process your personal data for any
or all of the following purposes:

= to manage our third parties throughout the
relationship;

= to organise tender-offers, implement tasks
in preparation of or to perform existing
contracts;

» to monitor activities at our facilities,
including compliance with applicable
policies as well as health and safety rules
in place;

= t{o grant you access to our training
modules allowing you to provide us with
certain services;

= to communicate with you during the term
of the contract and contact you in case of
emergency

= to manage our IT resources, including
infrastructure management and business
continuity;

= to preserve Novartis’ economic interests
and ensure compliance and reporting
(such as complying with our policies and
local legal requirements, tax and
deductions, managing alleged cases of
misconduct or fraud, conducting audits
and defending litigation);

= to manage mergers and acquisitions
involving our company;

= for archiving and record-keeping;
= for billing and invoicing; or

= any other purposes imposed by law and
authorities.

Novartis s.r.o.

Na Pankraci 1724/129, Nusle, 140 00 Praha 4, Ceska republika

2.2. Ugel zpracovani
VaSe osobni udaje vzdy zpracovavame pro
konkrétni ucel a zpracovavame pouze ty osobni
Udaje, které jsou pro splnéni tohoto ucelu
nezbytné. VaSe osobni udaje zpracovavame
zejmeéna pro nasledujici ucely:

= sprava a evidence naSich tfetich stran
v ramci celého vztahu;

= organizace vybérovych fizeni, provadéni
ukoll pfi pfipravé nebo plnéni ze smiuv;

= sledovani provozu ¢&i &innosti v naSich
pobockach, véetné kontroly souladu s
pfisluSnymi  pravnimi  pfedpisy o
bezpecnosti a ochrané zdravi;

= udéleni pfistupu k naSim vzdélavacim
modullm, ¢&i  komunikaénim kanalim
uréenym pro komunikaci s Vami;

= komunikovat s vami po dobu trvani
smlouvy a kontaktovat vas v pfipadé
nouze;

= gprava naSich IT systém(, véetné fizeni
infrastruktury a nepfetrzitosti provozu;

zachovani hospodarskych zajmu
spole€nosti Novartis, zajiSténi dodrZzovani
pravnich pfedpist a reportovani (napf. v
souvislosti s dodrZzovanim naSich zasad a
mistnich pravnich pozadavkl, danémi a
vnitrostatnimi odpocty, vedenim udajnych
pfipadd  zneuziti nebo podvodu,
provadénim auditll ¢i obhajobou béhem
soudnich sporu);

= Tizeni fuzi a akvizic souvisejicich s nasi
spolecnosti;

= archivace a vedeni zaznamu;
= (dtovani a fakturace;

= k jakymkoli jinym uceldm ulozenym
pravnimi pfedpisy.
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3. Who has access to your personal data and
to whom are they transferred?

We will not sell, share, or otherwise transfer your
personal data to third parties other than those
indicated in this Privacy Notice.

In the course of our activities and for the same
purposes as those listed in this Privacy Notice,
your personal data can be accessed by, or
transferred to the following categories of recipients
on a need to know basis to achieve such purposes:

= our personnel (including personnel,
departments or other companies of the
Novartis group);

= ourindependent agents or brokers (if any);

= our other suppliers and services providers
that provide services and products to us;

= our IT systems providers, cloud service
providers, database providers and
consultants;

= any third party to whom we assign or
novate any of our rights or obligations; and

= our advisors and external lawyers in the
context of the sale or transfer of any part
of our business or its assets.

The above third parties are contractually obliged to
protect the confidentiality and security of your
personal data, in compliance with applicable law.

Your personal data can also be accessed by or
transferred to any national and/or international
regulatory, enforcement, public body or court,
where we are required to do so by applicable law
or regulation or at their request.

Novartis s.r.o.
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3. Kdo ma pristup k Vasim osobnim udajim a
komu se predavaji?

VaSe osobni udaje neprodavame, nesdilime ani
jinak nepfedavame zadné tfeti strané s vyjimkou
téch, které jsou uvedeny v téchto Zasadach.

V prubéhu nasich €innosti a pro stejné ucely, jako
jsou ucely uvedené v téchto Zasadach, mohou k
vasim osobnim udajlim ziskat pfistup nasledujici
kategorie pfijemcl, a to v souladu se zasadou
pFistupu jen k tém osobnim Gdajam, které potfebu;ji
k dosazeni téchto ucelu:

» na8i pracovnici (vCetné pracovnikd,
oddéleni nebo jinych spolenosti skupiny
Novartis);

= nasi nezavisli zastupci nebo

zprostfedkovatelé (pokud existuji);

= nasi jini dodavatelé a poskytovatelé
sluzeb, ktefi nam poskytuji sluzby a
produkty;

= nasi poskytovatelé IT systéml,
poskytovatelé cloudovych sluzeb,

poskytovatelé databazi a konzultanti;

= jakakoli tfeti strana, na kterou pfevedeme
nebo s ni obnovime jakékoli z naSich prav
nebo povinnosti;

= na8i poradci a externi pravnici v
souvislosti s prodejem nebo prevodem
jakeékoliv €asti nasi spolecnosti nebo jejiho
majetku.

VySe uvedené tfeti strany jsou smluvné povinny
chranit davérnost a bezpecnost vasich osobnich
udaju, v souladu s platnymi pravnimi predpisy.

VaSe osobni udaje mohou byt zpfistupnény i
pfedany kterémukoli vnitrostatnimu a/nebo
mezinarodnimu regulaénimu nebo dozorovému
verejnému organu ¢i soudu, kde jsme povinni tak
uCinit na zakladé pfisluSnych pravnich predpisd,
anebo na jejich zadost.
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The personal data we collect from you may also be
processed, accessed or stored in a country outside
the country where Novartis is located, which may
not offer the same level of protection of personal
data.

If we transfer your personal data to external
companies in other jurisdictions, we will make sure
to protect your personal data by:

I.  applying the level of protection required
under the local data protection/privacy
laws applicable to Novartis;

II.  acting in accordance with our policies and
standards and,;

Il for Novartis located in the European
Economic Area (i.e. the EU Member
States plus Iceland, Liechtenstein and
Norway, the "EEA"),

unless otherwise specified, only transferring your
personal data on the basis of standard contractual
clauses approved by the European Commission.

For intra-group transfers of personal data the
Novartis Group has adopted Binding Corporate
Rules, a system of principles, rules and tools,
provided by European law, in an effort to ensure
effective levels of data protection relating to
transfers of personal data outside the EEA and
Switzerland.

You may request additional information in relation
to international transfers of personal data and
obtain a copy of the adequate safeguard put in
place by exercising your rights as set out in Section
6 below.

4. How do we protect your personal data?

We have implemented appropriate technical and
organizational measures to provide an adequate

Novartis s.r.o.
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Vase osobni udaje, které zpracovavame, mohou
byt rovnéz zpracovavany v jiné zemi, nez kde se
nachazi sidlo spole¢nost Novartis, kde nemusi byt
k dispozici stejna uroven ochrany osobnich udaju.

Pokud pfedame vaSe osobni Udaje externim
spole€nostem v jinych jurisdikcich, zajistime

ochranu vasich osobnich udaja tim, ze:

l. uplatnime drover ochrany vyzadovanou v
souladu s mistnimi zakony o ochrané
osobnich udaju/soukromi vztahujicimi se
na Novartis,

Il budeme jednat v souladu s naSimi
zasadami a standardy platnymi

. pro Novartis, sidlici v Evropském
hospodarském prostoru (tj. ¢lenské staty
EU plus Island, Lichtenstejnsko a Norsko,
LEHP®),

pokud neni uvedeno jinak, a vase osobni udaje se
budou prevadét pouze na zakladé standardnich
smluvnich dolozek schvalenych Evropskou
komisi.

Pro ucely pfevodu osobnich udajd v ramci skupiny
pfijala skupina Novartis zavazna firemni pravidla,
systém zasad, pravidel a nastrojU, ktery poskytuje
evropské pravo, v Usili zajistit efektivni Groven
ochrany udaju tykajici se pfevodl osobnich udaju
mimo Uzemi EHP a Svycarska.

Mlzete si vyzadat dodate¢né informace v
souvislosti s mezinarodnimi pfenosy osobnich
udaju a ziskat kopii odpovidajicich zavedenych
ochrannych opatfeni uplatnénim svych prayv, jak je
uvedeno v &asti 6 nize.

4. Jak chranime Vase osobni udaje?

Zavedli jsme vhodna technicka a organizacni
opatfeni k zajisténi odpovidajici miry bezpe&nosti
a duvérnosti vasich osobnich udaja.
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level of security and confidentiality to your personal
data.

These measures take into account:
l. the state of the art of the technology;
1. the costs of its implementation;

1. the nature of the data; and the risk of the
processing.

The purpose thereof is to protect it against
accidental or unlawful destruction or alteration,
accidental loss, unauthorized disclosure or access
and against other unlawful forms of processing.

Moreover, when handling your personal data, we:

only collect and process personal data which is
adequate, relevant and not excessive, as required
to meet the above purposes; and

we may request you to confirm the personal data
we hold about you. You are also invited to
spontaneously inform us whenever there is a
change in your personal circumstances so we can
ensure your personal data is kept up-to-date.

5. How long do we store your personal data?

We will only retain your personal data for as long
as necessary to fulfil the purpose for which it was
collected or to comply with legal or regulatory
requirements.

The retention period is the term of your (or the third
party’s) relevant commercial agreement with
Novartis plus the period of time until the legal
claims under such commercial agreement become
time-barred, unless overriding legal or regulatory
schedules require a longer or shorter retention
period. When this period expires, your personal
data is removed from our active systems.

Novartis s.r.o.
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Tato opatfeni berou v Uvahu:
l. soucasny stav techniky;
Il. naklady na implementaci;

1. povahu Udaju a riziko zpracovani.

Jeho ucCelem je chranit pfed nahodnym nebo
protipravnim  zni€enim nebo pozménénim,
nadhodnou ztratou, neopravnénym zvefejnénim
nebo pfistupem a proti jinym protipravnim formam
zpracovani.

Kromé toho, pfi zachazeni s vasimi osobnimi udaiji:

shromazdujeme a zpracovavame pouze ty osobni
Udaje, které jsou pfiméfrené, relevantni a nikoli
nadbyteéné, jak je pozadovano pro spinéni vyse
uvedenych cild; a

muzeme vas pozadat o potvrzeni osobnich udajd,
které o vas uchovdvame. Také vas Zadame,
abyste nas sami informovali, kdykoli nastane
zména ve vasich osobnich pomérech, abychom
tak mohli zabezpecit aktualnost vaSich osobnich
udaja.

5. Jak dlouho uchovavdme vase osobni
udaje?

Vase osobni daje uchovavame pouze tak dlouho,

jak je nezbytné pro spinéni ucelu, pro ktery byly

shromazdény, anebo pro spinéni pravnich nebo

regulacnich pozadavk.

U smluv na dodavky zbozi nebo sluzeb je dobou
uchovavani doba trvani smlouvy uzaviené mezi
Vami nebo Vasi spoleCnosti a Novartis,
prodlouZena o dobu, po jejimZ uplynuti se pravni
naroky vyplyvajici z této smlouvy stanou
promiéenymi, pokud pfednostni pravni nebo
regulaéni plany nevyzaduji delSi nebo kratSi dobu
uchovavani. Po uplynuti této doby budou Vase
osobni udaje odstranény z naSich aktivnich
systéma.
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Personal data collected and processed in the
context of a dispute are deleted or archived (i) as
soon as an amicable settlement has been reached,
(ii) once a decision in last resort has been rendered
or (iii) when the claim becomes time barred.

6. What are your rights and how can you
exercise them?

You may exercise the following rights under the
conditions and within the limits set forth in the law:

= the right to be informed about what
personal data we have about you and how
we process your personal data;

= the right to access your personal data as
processed by us and, if you believe that
any information relating to you is incorrect,
obsolete or incomplete, to request its
correction or updating;

= the right to request the erasure of your
personal data or the restriction thereof to
specific categories of processing;

= the right to withdraw your consent at any
time, without affecting the lawfulness of
the processing before such withdrawal;

= the right to object, in whole or in part, to
the processing of your personal data. With
certain exceptions, this includes the right
to object to direct marketing and the right
to object to your personal data being used
for research;

= the right to request its portability, i.e. that
the personal data you have provided to us
be returned to you or transferred to the
person of your choice, in a structured,
commonly used and machine-readable
format without hindrance from us and
subject to your confidentiality obligations;
and

Novartis s.r.o.
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Osobni udaje shromazdéné a zpracované v ramci
spravniho &i soudniho Fizeni jsou vymazany nebo
archivovany (i) jakmile je dosazeno smirného
urovnani, (ii) jakmile bylo vydano pravomocné
rozhodnuti nebo (iii) jakmile je pfislusny narok
promi¢eny.

6. Jaka jsou vase prava a jak je miuzete
uplatnit?

Nasledujici prava mlzete uplatnit za podminek a v
mezich stanovenych zakonem:

= pravo byt informovan o tom, jaké osobni
Udaje o vas mame a jak vase osobni Udaje
zpracovavame;

= pravo na pfistup ke svym osobnim
Gdajum, které zpracovavame, a pokud se
domnivate, zZe jakékoli s vami souvisejici
informace jsou nespravné, zastaralé nebo
neuplné, pozadat o jejich opravu nebo
aktualizaci;

= pravo pozadovat vymazani svych
osobnich udaji nebo jejich omezeni na
konkrétni kategorie zpracovani;

» pravo kdykoli odvolat svUj souhlas, aniz by
to mélo vliv na zakonnost zpracovani pred
takovym odvolanim;

= pravo vznést zcela nebo z&asti namitku
proti zpracovani vasich osobnich udaji. S
ur€itymi vyjimkami toto pravo zahrnuje
moznost vznést namitku proti pfimému
marketingu a pravo vznést namitku proti
pouziti vaSich osobnich udaji pro vyzkum;

= pravo pozadat o pfenosnost, tj. aby osobni
Udaje, které jste nam poskytli, byly
vraceny Vam nebo pfevedeny na Vami
vybranou osobu v strukturovaném, bézné
pouzivaném a strojové Citelném formatu
bez jakychkoli pfekazek na nasi strané a v
souladu s Vasimi zavazky d{vérnosti; a
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= the right to object to automated decision
making including profiling, i.e. you can
request an human intervention in any
automated decision making process
related to processing of your data and
where such processing is not based on
your consent, authorised by law or
necessary for the performance of a

contract. However, we don’t currently
make decisions using automated
processes.

If you have a question or want to exercise the
above rights, you may send an email to privacy-
1.czech@novartis.com.

If you are not satisfied with how we process your
personal data, you may address your request to
our data protection officer at
global.privacy_office@novartis.com, who  will
investigate your concern.

The third party you work for is also a data controller
for your information. To exercise your data
protection rights you may need to contact the third
party you work for in relation to your personal data.

In any case, you also have the right to file a
complaint with the competent data protection
authorities.

7. How will you be informed of the changes to
our Privacy Notice?

We may change or update this Privacy Notice from
time to time by posting a new privacy notice in our
procurement systems or our corporate website
https://www.novartis.cz in Section “About us”.
Please keep checking this Privacy Notice
occasionally so that you are aware of any changes.

In case of any discrepancies between the Czech
and English version of this Privacy Notice, the
Czech version shall prevail.

Novartis s.r.o.
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= pravo vznést namitku proti
automatizovanému rozhodovani vcetné
profilovani, tj. mizete pozadovat lidsky
zasah do jakéhokoli automatizovaného
rozhodovaciho procesu souvisejiciho se
zpracovanim vasich udaju, a pokud
takové zpracovani neni zaloZzeno na
va$em souhlasu, povoleno zakonem nebo
nezbytné pro dany vykon smlouvy. V
souCasné dobé& vSak nerozhodujeme
pomoci automatizovanych procesu.

Mate-li néjaky dotaz nebo chcete-li uplatnit vyse
uvedena prava, mlzete poslat e-mail na privacy-
1.czech@novartis.com.

Nejste-li spokojeni s tim, jak zpracovavame vase
osobni udaje, obratte se na naSeho zmocnénce

pro ochranu udaj
global.privacy_office@novartis.com, ktery vasi
zalezitost preSetfi.

Treti strana, pro kterou pracujete, je také

spravcem vasSich udaju. Chcete-li uplatnit sva
prava na ochranu udaji, mozna budete muset v
souvislosti s vaSimi osobnimi udaji kontaktovat
tfeti stranu, pro kterou pracujete.

V kazdém pfipadé mate kromé vySe uvedenych
prav také pravo podat stiznost pfislusSnym
organum pro ochranu udaja.

7. Jak budete informovani o zménach nasich
Zasad?

Tyto Zasady mlzeme Cas od Casu zménit nebo
aktualizovat zvefejnénim nového znéni Zasad v
nasich systémech zadavani zakazek nebo na nasi
firemni webové strance https://www.novartis.cz
v Sekci ,O néas“. PFileZitostné prosim kontrolujte
tyto Zasady, abyste védéli o pfipadnych zménach.

V pfipadé jakéhokoliv rozporu mezi &eskym
a anglickym znénim téchto Zasad ma prednost
Ceské znéni.
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