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Windows 2016/08/17 5:08 Frd il FAllS-

& nToielmk

2.5.3 android_securecoding 7 # JL4

”android_securecoding” 7 # L DHRICIEH Y T OA—RKRHBFEENTVET,

B ZAL, T4.1. Activity 155 - RIS 21 @ T4.1.1.3. /8= M F—FRTE Activity 2 1E% - FIAT 2] ICBWVWTHY Y F)La—
RESBBLAEWESIIUTEIELETY,

android_securecoding
L create Use Activity
L Activity PartnerActivity

BLE®& 51, 7android_securecoding” 7 # VF BRI, i &I T Fd—Ro7F OV b AEEINABRKR
ERYET,

2.5.1.4 Android Studio #E2&L 77—V AR—A&KET D

RAYI—RMAZa2a—FRI MYy T74A4 2V EDS Android Studio % 2B L £ 3,

androidstudio

2.5.4 Android Studio % #2&19 %

BENE, XRShiky470ors 0oz vaF -T2V LET,
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® Welcome to Android Studic _ o w

o

Android Studio

2.5.5 Android Studio 4’4 704

¥, BIC7OY T MERMAATWVWEIBEIE. D Window BNERFINB 78, X =21 —& Y File -> Close Project”
TRALTWE IOV &/ O0—-XLET,

® dccounthd anager Authenticator [C:¥android_securecoc

2.5.6 File -> Close Project
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2515 7Oz /oM NaA—TVT 3B

RRINTWB 4 4 70OY D”Open an existing Android Studio project” #2 Y v 7 LE ¥,

® Welcome to Andraid Studic — m] »

2

Android Studio

2.5.7 Open project

2516 YOVIV NEREIRT S
F—TFB7O VN TANTERIRLET,

® Open File or Project et

b
[
[
[
[
[
[

258 #—Fr4370Y U MEER

AAA RO F)NaA—R7TOV Y bEFRALTWS Android Studio @ Gradle /X— 3 Y AR B354, Gradle 'R
Blbahxd,
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Building 'AccountManager Authenticator' Gradle project info

Gradle: Build

2.5.9 Gradle D&E1L

BIEICHELVN. “Update” %% ') v 7 L. Android Gradle Plugin @7 v 77— M &RIEL T 23,

# Android Gradle Plugin Update Recommended ﬂ

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we stronghy
recommend that you update the Androld Gradie plugin to version 2.1.2.

You can learn more about this version of the plugin from the release notee,

| Remind me later | | Don't remind me again for this project |

2.5.10 Android Gradle Plugin ® 7 v 77— k

UTFDO XAy —YMNRRI N5 DT Fix Gradle wapper and re-import project Gradle setting” %% 1) v 2 L. Gradle
Wrapper DE#H Z1T> T EE L,

Meszages Gradle Symc

- L
w T Failed to sync Gradle project 'AccountManager Authenticator”
$ = Gradle version 2.2 & required. Current wersion & 2,10, 1N using the gradle wrapper; try editing the distributioniid in C:\android_se cursending\Add Proprietary Account: to Aceount Manager\AocountManager Authenticaterigr
[ + @B i3 Error: Plesse fi the project’s Gradle settings.
k| e (A wranser g re-rage SN
5|0 & Gl settigs
i
8
*
i
a
*
% E! Android Momigor (3 Terminal | ) 0 Messages | 55 TODS

Wi Evertieg | Gradie Corsale

2.5.11 Gradle Wrapper DE#;

2517 #A—7TVDRT

Az M F—TUVEIhETLET,

2512 #A—7TVORT
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Android Studio &, Eclipse &I1&&W, 12070V 7 MR LT 120 Window TRRENET, EH>7OV I K
HA—TF BBEIE. “File->Open.” 59Uy 0 A—TV LET,

2.5.13 File -> Open...

2.5.2 4+ 7). 23— NENERESR A debug.keystore =55 Ed %

BTN A—RDLER LT Y % Android IERP TI 2L — 9 —CEMES B 2 HDICRBRALVVETT, ZDEH
IZES TNy JHDEE T 7 4 )L debug keystore” % Android Studio D 7AY = J MIFZREL X T,
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2.5.2.1 File -> Project Structure... 27 ') v 79 3%

Ctrl+Alt+Shift+5

2.5.14 File -> Project Structure...

2.5.2.2 Signing ZENY %

ZH®D Modules B 57OV 9 hE%RIR L, Signing ¥ 7%RBIR%E, [+1 RV %&2IYUv oL, TT71ILbDELRET
config” %”debug” ICEE L X7,

B Project Sructure b4

2.5.15 Signing %E&MT 3

15



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

2.5.2.3 Store File & L T”debug.keystore” % ®iR¥ %

2515 THRATHEARLR RS V& V1) v o L.” Store File” 3% E L £, debugkeystore (4> I I—RIZE
FNTWET, (android_securecoding 7 # LY ET)

® Select Path ®

>
3
[3
>
»
[ 3
»
2

2.5.16 “debug.keystore” %ERT

® Project Structure x

2.5.17 debug.keystore % &R L 7= fER
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2.5.2.4 Build Types T Signing Config %% &

Build Types ¥ 7' %2R L. debug EJL KD Signing Config % Singning T&M L 7="debug” &R L. OK %22 Y v ¥
l./ i j_o

® Project Structure x

B 2.5.18 Build Types T Signing Config % 5% E

2.5.2.5 build.gradle 7 7 1 JL CTHERR

signingConfigs IZ3ZR L 7= debug.keystore D/XZAAFRR I, buildTypes D debug I signingConfig BARA”INE T,

2.5.19 build.gradle 7 7 1 JL CHEER
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2.5.3 Trusted location 383 %

BTN TOY I N eF—TUITBRI. UTOELIBRYA T7ATDNRRSNDBENHY X T,

A Trust and Open Project?

Trust Project

2.520 IntelliJ IDEA %454 7O

Z N lE Android Studio DRXR—2 & 7> TW5 Intellil IDEA Dt ¥ 2 Y 57 #EET, BENLEF2IYT1VRIER
CIDHITTOVII MDY —RABOISLRVWGEICKRRINZIEESYA 7O TY, 4o O0vz s b2ERALE
C:\android_securecoding % Trusted location £ §5Z & T, BES M PAVHDRRINZDELOETZ I &N TEET,
BREFIRIELLTOEY T,

2.5.21 Build, Execution, Deployment
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Build, Execution, Deployment

2.5.22 Trusted Locations
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Experimental

2.5.23 C:\android_securecoding % &0

20



21

XA TERET - X2 TI—T 14 VT OEEME

ZDHA RXEIF Android 7 7YRARICE T ZEF2YT 1 Tips £ H2EDTHZH. TDOETIE Android ¥ —
N4/ 9Ty NEFIC—BNBREF 1 T7ERE - X2 T73—FT 1« Y OERAMFER D, BHROEICSVT—M#K
MAREFaT7EH - EF273—T4 VT OBRPBEREZIC, AEZEDFREE2BRT LD, BREOELTAED DI
ICARZEORBIC—BYBEZBLTB L2 BEDHT 2,

3.1 Android 7 7)) DE*a ) 74

DATFLRTTYDEFIVTAILOVWTREFTZEE, EBDEZAADIL—LT—I08H2, ETETDVRAT LY
TTVICBWTTFBIRENEEIBIET S, Thi [EE] SR, RICZOBELZZENTHELINET S, IhE (&
Bl SIS, BRI TBE] & TER] NOTFEEHDRELRT - £ T2, COMBES IWE] SMER,

22T MKl &l YRFLARTZTVICEREXF 2 7R - EXF2a73—FTa1 VI EETIETHY., TDHARX

311 [&EE|] TFEHEINEHR

VRTFLRTTVILEITZ TFE2REWHR] IS TER] & HEEl 02 20'H %, chbzxzEhTh NMEREE] &
(MEEERE] IR, NMEHREE] &l& FASNAALITHISBOEBELNTZZBHROZETHY ., ThUADAICIE
—UBSBRPEENTETCERLABWEROIETH D, MEREEE] SIFFASNAEALITIFTATEZHREDOZETH
YU, ZRLUADANICIE—EIRBETETEIRLRWEDZ ETH S,

BUF, Android A¥— b 72V /9T Ly MIBITZBREEEHBEBEICEDL I BREDIHZDEBNT %, Android
7Y Android A¥— k774> /970y hEFRALEVATLARBERTZEZDEEDHVWHELOSEICLTIEL
W, LTI, Android AN— 73>,/ 9 7Ly MEBHL T Android A — N7 # ¥ & LR,
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3.1.1.1 Android R ¥ — 7 # VICB T D IEHREE

F£311IBLUV K312 Android AX— R 74 VICASTWBEBERO—FITHZ, TNSDIERIFAT— T4 1—
Y—ICBET2EABR. TI3ANY—IBFREFFZIEZFNSICETZERICKU T Z-DFEDNLEENVETH S,

#3.1.1 Android A¥— k7 # Y HEET BIERDH

{E &%

BHREES AV— 74 VEBBDEREES
R B RE ZREOHRVCEFES

IMEI 2A¥— N7 # v DHAK ID

IMSI E#RE2#%& ID

Y —1BR GPS. s, IHEE...
BEREBR WiFi s EfE...

TAT Y MER BEETHU Y MER. FELER..
ATATT—4 BH, @, FX. &5

£312 FTUHNEBET BERDE

53R e

Bk A DA
EX—I7KRLR A—HF—DA—=ILT KL R
Web 7w /% —7 TvoR—7Y

Web % & FE HERERE

AL VY — FE. ToDo, 1NV k..
Facebook SNSarvFrv..

Twitter SNSaArvF>vy..

% 3.1.1 OEMRIZEIZ Android AX— M7 # Y AEAEXZIESD H— RICEFZFNBBEHRTHY . K312 DBERIFEICT S
DHABEETBERTH D, FICKR3I2DERICOVWTIE, FTUDBRA VA M= dhhnidehziFzeE, EAEAXREFD
FICEATW ZEICRZDTH B,

KIIZIFEFBED 1 HFDOTY M ICEEFNZIERTHD, COBRIFRAYT— b7+ A —HF—ICETBERTITARL.
A= 7421 —HY—DHMA, RAZFICEATZERTHZ, 2EFYAYT—FI7 3 VICIRZFOMNAZETHZ1I—F—D
HRES5T, FHDODALXDBERESEFNTWVWE I EIEENBES,
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#*3.1.3 ZEEEME (Contacts) D 1 DIV MYICEENZIFHRDA

B AES

BEES BE. T8, 3. FAX. MMS...
EX—=I7KLZR BE. t%5. #5EE..

707 4 —ILE Y LR—IVEKR. KERER..

AV M AyEYY | AIM. MSN, Yahoo. Skype. QQ. Google Talk, ICQ. Jabber, Netmeeting...
-\—,_

—vyxr—LAh AR, 1 = v L. IR, BIA..

=3 E., BEHS. i, #ha, B &Y.

TIN—"7 BRUICAY, RIE. KE. RE..

vz 7HA b JO4, 7074 =Y A b K—LR— FTP H—/1— BHE. &...
ARk FER. EBRH. TOM..

RT3 AY BiEE. FH R B vx—IYv—, BF. EEE/K S—bF—..
SIP7 KL R BHE. 5. 20O

INETOHFATRELAY— M7V 2—HF—DOBEREBNALTZEDY, 7T E 21— —LUADEREKZR > TV,
311207 FTYHNBEEBLTWRERERLTHY., RELDWF2ETOT T LB ET—9HIICIINDE, T
A7 S LBREELT TIVA—A—DOBERTHY. T—9WBRREILI—F—DBERTH D, 77 A—H—DOERD
RICIE. BFICA—Y—ICAIASN K BRWEREHVEZ LD, 25 LEBRICODVWTIEI—HY 2SR - EETER
WEDRREIVETH D,

L Picture Manager [ﬁux—;ﬁ—d}ﬁﬁ&] RS P——
FOYSh F—4

{data/app/com.sonydna. picturemanager.apk fdata/data/com.sonydna. picturemanager
AndroidManifest.xmi |—cache
classes.dex Javad—F (JU+U) | webviewCache WebViewRiFrwi-a
resources.arsc MFERIFOL - |
s |-——databases
assets | label.db FTUHEDB
AppAbout_en.htmi I RILLET—49 | metadata.db
| webview.db WebViewRDB
res I webviewCache.db WebViewBl+ v w1 DB
| -
[—drawable-hdpi —files
| broken_image.png i 7 - I | Medialist1.dat FIURF—227 I
| |
f—layout f—lib
| about.xml L1 72 -l |
| L —shared_prefs FUIFLA
xrmil com.sonydna. picturemanager_preferences.xml
setting. xml EEDXMLI 71l

3.1.1 7FYHIEITWBIER

Android 7 V) #EZBAICIE M 311 DES5RTTYEEIEET ZEROARLST, £3.1.1. £3.1.2, £3.130D
& 57 Android A¥— h 7 A VY EKEPHROT TN SEBLAZBERICEL CHLBEICRETINENHD I EICEEE
PUREL,
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3.1.1.2 Android A ¥ — k7 # VICHB T DB EE

5 3.1.4 13 Android OS 2’7 7V ICIRET 2 HEED—BITH 2, TNOLDHEENTIL T T 7HICEFICAAEIRTLED
EA—HF—DEELAWVEENELZY., TTANY—DELADLNZLEDHRENELLY T3, TOLDBREEE
RA#ICT D LAMEEEDEYICERESI N ITNIER SRV,

£ 3.1.4 Android OS 2’7 7" IRt 3 B HEED —I

HERE HERE

SMS X v - %%EST HHEE 7 X FiRFHRE

BIEA BT DHEE BELEHAE

v N7 — 0 BIEREE BEES, BHREOHAIMY HaE
GPS ETIRENIE %13 1A SD h— REZAHHEE

Bluetooth 3@ S48 YRAT LREEERRE

NFC &5 188 A 7—% DAY #EE

A4 vy —xv NEBFE (SIP) #EE ETHR T T BEROISHE

Android OS A7 7Y IR T 2 #85ICINZ. Android 7 7Y O 7 7Y BIEIEHEE L BEEEEICEE N5, Android 77
DIZZOT7T)VHATERRELTVWIHEEZMOT YD SHATERLIICREBETZIENTE, ZOLIRMEHEAET
TEEREEFATWS, ZOREIFFENTHZRE. Android 7 7Y OREEN X212 73—FT 1 VT OHEI RV
HIZ. PTUVABRL T THRET 2BEER >THOT TSI SHATEZLIICLTLE>TWET—REH B, D
FXI)DNOHATEZHEOHRBICE >TR, YAV ITHSHASNTREZ I H2D. BRILET YT
NOFATEZES LD ICHRFRENVEL LB I &N DH B,

AHAA NIZHBFEH > FI)a— K TlE, targetSdkVersion D APILvel #* 30 ICEREZINTH Y., B2, BIOF7TVICHL
TOIT) FREBBEETOIH Y TIICDVWTIE. <queries> BR TPV ERAEREZIT>TWS, Ihid Android 11 1285
321y 5 —=IT7 2204k TEASNE, RDMROERDORAICHELEDTH S,

F7z. Google Play Tl&. SMS PEEEEICET 2RI IL—TRE, BRENEV. XIEHRBERICEALZEROME
AEHIRINTSEY. R Y—DEBEHEFELLTVWAWL, LR BET7+—LZRHLTWAWT YK Google
Play ' SHIBR SN BI560%H 57,

*1 https://support.google.com/googleplay/android-developer/answer/9047303 ?hl=ja&ref_topic=2364761
24
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31.2 T&EEI BEZBNIKE

AIEICId Android A¥— M7 # VICBIFZEEICODVWTHEHR L, TITRENLGDER, DFVEEZENITHREICD
WCHEHT 5, BENBNIND LIIBEICSAIE, BREEMENICHFICSR - TE -HIR - FREhD I EEF .
BESEMEANICEFICAASNZZEE2ED. EWokBAE, I LEEELZEENS L UBENICERET 2RE
TH% Bl EMR, FEREBTAZTOIACYOZ L% TERE] EHER, XBEPIILIITIRERETH>TE
BTV, HBECPTILIITHNTOIRETADILZERETERDOTHS, INoHERORGRE B3.1.2 1287,

T r—3>

+'-$E - ﬁ'ﬁ
'

W= ZEl

=

0 fEs514E B BLIR

312 HE. BE. ZBR. BRHE REOBR

3.1.3 {& Android 7 7"V BBIMEY 2 —MAAIRBEERIB LD DR, UBTIEZDE%EX—2XIZL T Android 7 7'1)
ICB T2 BEOMBEERHAT 0. MIHICZORDORAZREHT %,

| ATt UTAOME RROY— —ERIUTOME |
! s ~, o —— |
: AT—FTHY - Y—ri—

E i Web i
! 3G/4G/Wi-Fi ;o H—E R !

3.1.3 Android 7 7Y H'EIF T B —IREIALIRIE

HMOERICAR— 74V EH—NR—EBELTWS, AX— K7+ oY —N\—|F 3G/A4G/Wi-Fi § LUV V¥ —% v
FAREBALTRELTWS, ARN—F 74 VORICIIEROT TIHNEETZH. LEORBET1I 207 ) ICET S
BREEZSRATSH. COETIR 1207 TVICKR>TEHBALTWS, AR—h 7Y L7 TV IRZOI—H—D1fF
BEFICHES D, Y—N—LED Web H—ERFLI—HF—DEREEPEERT DL ERELTWVWD, TOLDIEKRRA
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BICH—N—tXx21 )T DEBEHEIZTHLLRWN, Y—N—tXa2)F4ICDVWTIE, TOHA RXETIRRI—T%
THB=HERLRARW,

LIBETIZFZ DR %{#> T Android 7 7V ICH 173 BEZEHAL TWLW L,

3.1.21 XY ND—V LDE=FICLDER

; CRT—FIAeRAUTOME WEOY——tF2UTOME |
i - ~ | |
i AT—FT2 . H—si— :
; i () B ;
: 7 -+ pa > Web !
5 3CMGIWHF. 2oh0—) LOBBHEB=E !

hS .y

314 Xy M7=V LOBRBHIE=ZENT TV =KET 2

ARX=F 7407 ) 21— —DFEREY—N—TERITIHEN—BRNTHD, TOLDEREEN Y NT—7
LaBETHIeInd, M314IKRTEIIC, RY NIV LOBEHDE=FIXREPOERZSHE (B Lk
Y, BHREZEE (RTA) LEYLEDETE, FEAYPOY—N—ICRYTHELT, 7T)OREBEFICHRZIET
%, BLAAMKRRAKR. xY NT—J LOBEHDBE=FRI Y —N—tKET S,

3122 21— 4H—MNA VR LETILITTICLDER

| AT=hF# )T O

REROY— —EXUTOMRE |

I P m x|
AT—hTH o H—ri— '

' Market < o P : ' Web
HIF o r H—E R .

| P 2a—v— || |
g - ome ||

., A

315 A—H—PA VA=W LTLE LRIV THT ) 2HES S

AR—NI7 3V RBEBEKRBT TV ET—T v MDBLAFLA VAN -T2 & THREILIRTE S ENZDRAD

BHTHE, 21— UNXNIzTFT7TIVEAVARN=ILTLES>ZEEDH D, HI1ISHNETLIIC. <L
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DITIET T EEEREY T ) OfEEEBRALTT T OBEREECHEEEICT I/ EALELDET B,

3123 77 DMHEMEEBRTIHRET 7 1 ILICK 2BE

| CAR—RTAEEIUTOME CHEOY——eXaUTOME |

s ™
AT—FTA

- L Web i
- (%) |

H—ii—

2
B

M
74
h Iy

316 FTYOKHBEEBATINEI7IANTT)EHET S

A VH—%y NEICIIEEPEE, Bl XELQE, RABRIAITOT7 7M1 ILHREICARINTSEY., 2—F—»n%h
50774 %SDA—RNICYovO—KL, AR— b2V CHATIHEN KRN THD, £F/AY—b T+ VT
ZELEA—IICAIEINZ 771V ERATIHEEL—RHUTHD, ChoDT7 7/ ILITHAEBRYREEROT YT
F—=TVEnFAINS,

IOLET77ANENERS 2T 7 OMBEICIRBMUELHDE. BT 7AIICEY, 207 7)) OBEREECHEZED
BHSINTLED, RICEMAT —IBEER L7 7M1 UVEROLBICE WTIIMEIESAYRAZP TV, RED 7
TIVTEHICHESEEEZBRALTT T ERIEL. B 7 M VOEREDBNZERT %,

B 316 ICRTEIIC. BT 7AIVEERRT7 TVICL >TAH—TVENZETRAEET. WolkAX—TvIn3
ETTVOHRBUEEABERA LN EA DD, REENEHNICTORBITALLEELT. TOLIBKREFEE+ZHY
IE (Passive Attack) & MR,
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3.1.24 BEHZAN— M7+ 1—H—IC L BBE

e e e e e e e e e L |

AT=kFH4 b)) Fo O RO — =X o) T DR

i

i

i

s ~ :
AT—hTAY . - |

: Web i

| #—tz) |

W | i
EEHSAT—FT+ ] | |

adb | o |_UsB == ;

debug) P i

- o Lo i

M3.17 BEEHBDAVN— N NI74v21—H—DdT7TYEKRETS

Android A¥—h 72 VDT TYRERICEWTIE, — 21— —ICHLTT7 7Y 2K, BAT 2BECHEENARICE
franhTwa, %ﬁéhfmé%“wmﬁt ¥IZ ADB EMEENZRELET /Ny JHgeld, HTHADER - BEL

B FATRETHY., TOBEEICEY Android A¥— M7 4 21—H—I3 0S BITTAYT TVEBITTAEZRSICTD
Ltb\Tgéo

M317IKRTEIIC. BEHDZAY— b7+ V21— — 3 ADBEDTF Ny s FB L7 ) &#8EHmL. 77V
NEADIBREECHEEBEICTIERALLDIETZ, 7TIVHIHBAZEEN I —BEOLEOTHDIHEICIERE
ERLBWH, PTYA—N—F1—HF—LADRT— IRV —DEETHZBEICHBEELRD, TOLIICAT—
N7 —H—BENEREZF >DTCT7TIVHNDEELZRD ZE&DH B EICEFRIBES,

3125 A= 74 VDELICWEBE=FICL DER

o o [

ATt xR T Db Dol HEEOY ==t T Db

AT—hFFMiEIzING
EEHOE=S

g

4| BT

AT—FT4 | H—i—

Web i
H—ER |

318 AXV—hI7 42 VDELICWEBEHZE=FENT7 ) EHET S

AX—bT7 3 VIEZDOEFHEDR I3, Bluetooth FDERBHBRBEHELIZERHE L TWVWE I &6, YEMICR
X—b 72 VDELICVWRZEEHZE=ZFHIOLHEBINBZ I EENTIIASLL, XBHEEXI—H—DPADFDON
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27— RAEBHLICEER LAY, B3.1.8 ICRT & S IC, Bluetooth FIEMAEA D7 7Y IC%t L T Bluetooth TF7 %
ALY, AR— M7 VERZBALYBIELELY T2, FICAY— M7 VEFROGEHRPBIRICDOWTIE, BEE
DEINLRAT—F 7+ VADLS—HPIHAICHIRMERE LTVWRBEREENRDODNWTLES>BRTHY., 77 &S
DEETRBIINTLEICLEIHZIDTIEENVES,

3.1.2.6 #ke LBEEL

E AT=FFd )T O
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| BEHIE=H
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A

E3.19 RRX—bT72VT7TVRKRABBBIIZISLINATVDS

319 IhETHRALEBBEVEEEDICLERTHD, TOLIICAY—L 742V 7T ERYELLEBRICIE
BReABREDHHY., ZORIFZDITRTEEEHLTWEEDTIEAWL, B2 DIFHRINEICEL Y. Android 7 7'1) ZHY
ELEBRBICOWTRBELSD, 77UDEF17REt EXa73—FT4 VAISE DN LTWKEANVETH B, — iR
HEABEARY =74 0EFa2 ) T4 BEIMERLEROXEBERAY— N7+ VOERICOVWTERILDBEREREL
TWBDTBEICLTWEREERLL,

TIRx—b742&5 7Ly NOEBFBABICETZ2EF1) T4 HM4 R340 [BIhR]
https://www.jssec.org/dl/guidelines_v2.pdf
https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf (English)

FAv— 74 VR NT—0EFa )T E2EHARI [E—hR]

https://www.jssec.org/dl/NetworkSecurityGuide1.pdf

TAX— b 74V OEBHAICEIZIZ0 RFERAA R [(R—FhR]
https://www.jssec.org/dl/cloudguide2012_beta.pdf

TMDM EA - ERREHA RI [EB—hR]
https://www.jssec.org/d/MDMGuideV 1.pdf
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3.1.3 EEDHE L REMRRK

BIETE CTCHMESL/EY Android AR — K 7+ VICIHBFA BRBEBINEFEET 5. TNOOERHIS. 7TUNES IRT
DEEXRET D2 L1E. ARICH I IEFPRMUBRLEN SHABRBELH D, TD/H. Android 7 7' FARE
B PTVDPBOEBEEDEEEPERINDIWEL NILEHIMEES LEZBEEICH LT, BEICHT 22400 R%E
WIS 22 EMREICR S,

BEBORERKRERDZ7D. 7TV TNThOEEICOVT, TOEERE - REICHT 2EMRN - WERE
BRORE - AREE (FLEBEB) OHEMBEELCZRFLALT, EEZSHL. 2EBICRERRKRDOLNILEED

%, NP TNETNDEEEZEDL D IRV, EDLDIBRREET HERODHIMEEEL 8D, ZOPERTTIHE
FE (F3HER) L TEELZEDLDICRWVRET 2D A2TEDIEEZDLDTH 2SO, 7TVEFKE (7134
) NENThOFERICELET. 2PRAEFPHRABREEDDUVEDH B,

SEITIC, XA FICBIIPEEDRERERRDO L NIV ELUTICRY,

+x3.15 BEIFERERROLANI
BENHR BEDOL NI REFERD L X)L
=i’ BEMEEICH-HE. BBEAIFBEADE | AndroidOS DtEF 274 EFT I A28, root
BICHSNEL thii;}ﬁﬂ’ﬂ@%’%%%tx 250D, | EREEEL/ZREHNSDHE APK O dex B
Bl) BEIBBICH o 7-HE. UZMABIEEE | 2E2RET DLV, BEAREIIRLTE

BT ERLAB LRI, RE€T 2, UXEOMERLW S X1 715
REEBET D,
AL BEMIZEICH>HE, HBEAIXEADE | AndroidOS DEF2UF 1 EFIEFRL, %

BICERLBEELHADED, fl) BELIHE | OBEANTRET 2, X ZFEOMERLVEL
ICH oG E. YKMBBONEIBILL, BRI | F2V T REEERT S,

HEERIFT LN,
4 iva BEMIZEICHoHE. HBELEIEADTE | UXEFOMEBEREEF21) T4 2HBL. HER
BICRENRFEEH-ZDED, Bl) BEN/HK | 2BELTERL,

EilHoi5E. HEZMEBOFNEICEEEZSZ
B0, tOBERICEYFIFZOBTANTEER
LR,

AAA RICBIT2EENFEREREIE, BEEXBICIE root EIRAEDN TLWARWEF 1 77% Android IR ZRIR & L.
Android OS Dt F a1 Y74 ETNEFALAEF 1Y T4 BEREZBEEICLTWS, EFNICIE, BESETHAMAL NI
UTFOEEICH LT Android OS DtEF 1) 74 ETILHMEEL TWB Z & ZRIRIC. Android OS DEF 1Y T 4 ET
WaEFRLRERKZEELTWVWS,

2 BRILANIDEEIL, root RN BINS W REEN S DIES, APK 7 - uEIC & 2B E W57, Android 0S DEF 2 ) 74 EFTILHHE
SNERETORENS S, RENVELABETHLEEELTVWS, ZOLIRBEEATFTZHICIE. AndroidOS DEF 21U F 14 EFILAE
BATELQVED, BS. #5tb. N— ROz 7XE Y—N"—FZELEEROFREEFEDLE CESERBERET 2, ThidHM KXE
ICERICET R LS/ onoTiRABRWL, BRIOWRRICHE C CEDAMEEREHERR 270K T1 ROXRHNE L TWS, root HERERH S
DIE> APK @i - NELREDBEARBICN T 2REI/VEALRIBEIE. Android DY V/NREHCELWEF 2 Y T4 EMRICHKTZ
EEBEIDT B,
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314 VYT 1 TRIER

KA RDZNUBDOXEICSWTEREES Yy T4 TRBHR] ERBFELTWS, BIEITHRRELDICT T AR
SMELDBEREETEICEED L NP REREDO LN EHET LR ITRIERS AW,

32 ANT—9DRLM%EHRT S

ANT =9 DREMERIZE > L HEERMTHROBEVWEF 1 7I—FT 1 VIEETH D, TOTTLICAAINE T —
SDIE, WBEHLNEEN., BENICZOT—YDEEZBRFETRETHIEDIITRT, ANT—YDORLUEBRBIVET
Hd, LT, Activity & TOJZ LICRILT, Intent EANT—FICRITEBZEERFICL T ANT—9 ORLMHER
DIEYHICDWTHRERT 5,

Activity B2 (7B o 7= Intent ICIFHEBEEZEIMILE T—9DNEEFNTWBHEENH D, WEFRX OV SIHIEEL
TUVWAWER - BEOT—9%2%UIF22&T. 7T ORBMELFERL, BRELTALSHIDEF21Y T HELEL
SEBZDTHD, I—HF—(EHBEOD—AERYEBZILERNTEALRRL,

Intent & action ¥ data, extras R EDT —4 THERINEH, WEENMGIHTRELT—FIEZTRTCR 2 FRITHIERDS
BV, WEENHIETRELRT—4 %KD I— RTR. BTFROFEEZERLDITNIERS AL,

(@) BTN oT =%, TOTSIMBELEHATH> T, EIRBEOHERICINE>TULEHA?

b) BELTWBER, EOHLWEIT—9E2ZITWM>TH, ZOT—F%H/D A—RIBEHOEEEZ LABWVWER
AETEBH?

RDFEILIETE URL @ Internet £ Web R—T D HTML #E5 L. BEE_ED TextView [CRRT 2 ITDBELY VT
ITHD, LHLINICIIFEELH B,

Internet £®D Web R—Y® HTML % TextView ICRR$2H > FILa—K

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char|[] text = new char[1024];
int read;
try {
String urlstr = getIntent () .getStringExtra ("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader (url.openConnection () .getInputStream());
while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { //...

(a) DEZT Turlstr ' IEL W URL T#$H 3| Z &% new URL() T MalformedURLException " EE LBV &IC K WUHE
BLTWB, LALZnEF+a2THY., urlstr i Tfile:/~1 XD URL BMEE SN 5 & Internet LD Web R—Y TlE
B, A7 7 ANV RTLEDT 74V EBVT TextView ICRRLTLED, TOTSYHIRELLBIEERIEL T
WRWes, (b) DEIRZT7 L TV,

}MIE&§1§U’C“% %, (a) DEIRT lurlstr (EIEF D URL T# > T. protocol & hitp £7=1& https ICPRESI N D | T & %HE
BLTWB, ZhIT&Y (b) DERTDH url.openConnection().getInputStream() T Internet 2 D InputStream % EXf§9 2
ZEMRIEEN B,

Internet £M Web R— M HTML % TextView ICRR$ 2 Y FILa— KDIEIERR
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TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent () .getStringExtra ("WEBPAGE_URL");
URL url = new URL(urlstr);
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {
throw new MalformedURLException ("invalid protocol");
}
isr = new InputStreamReader (url.openConnection () .getInputStream());
while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));

}
} catch (MalformedURLException e) { //...

ANT—49 DRLMHERIE Input Validation &M EN 2 EMBMAtEF273—7 1~ JEEATH %, Input Validation &\
DEEDEHDNS (a) DEREDAHTEMITIT O DBREESNTLEVWABETHS, T—FETOT I LICA>TELLE
ETEHRL, TOVSLDZDT—9% ED] EEICHRENRET B LICREMNTTWELELWL, FEE URL &
UBEICLTWEEEEZWY,

IPA T&%a7 - OS5IV THEE]

https://www.ipa.go.jp/security/awareness/vendor/programming/index.html

JPCERT CC lJava EF¥a73—F 41 V¥ R4 >4 — K CERT/Oracle hitJ

https://www .jpcert.or.jp/java-rules/

JPCERT CC [Java Android 7 7)) 7 —< 3 VEFEADIIL —IL D&

https://www jpcert.or.jp/java-rules/android-j.html
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Android TE Z I£ Activity ® SQLite 72 &, 54/ AV =& IlEFa ) T4 BROBEEVWIEDIH D, 5Lkt
Fa)T1OBEEANSTICHKS. A—FT a4 VI LTVREBRDLBIEREEDKYIATLEIZE,HSZ, TODETIE
BREED Android DTV /O —%FRT2V—VERBELLLEEEERD,

4.1 Activity =13 - FIFH 9 %
411 4> 7La—R

Activity AEDE D ICFIA I N B HICE > T Activity M8 % ) R 7 0B RBHEFENELR D, T I TIE. Activity A
EDEIICHAINZDNEWVWIERRT, Activity 24 D2DY 1 FICHEL=, ROHET7O—IC L > TERKRT % Activity
NEDYATTHZIMNEHIMTE D, B, EDOL D WHEFEFAT MK > CEYIRBHEFERARE B720. Activity
DHARIDEREICOVWTEADE TEHRAT %,

( (4. 5] )

FHURATOAHBATS

FHESHD
FAIZHAEEDS

WEMITD
FAUIZRIAEED S

k h 4 k4
Private Public Exclusive Proprietary
e 4 Bl Activity 4 MlActivity H—pk+—BE Activity B # IR 7 Activity

B 4.1.1 Activity ¥4 ZR7O0—
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4.1.1.1 JE/2BE Activity 2% - FIFT 3
JERNR Activity (&, AB—7 F7VATOAFIAI NS Activity THY. o> EHLEMHDE W Activity TH %,

BE—77YALIFTHAINS Activity (FERF Activity) ZFIAT 2I1E. 75 R %218ET 2 8HRH Intent % 5 2 (&
BoTHAET7T ) IS Intent ZEFELTLED 2 &RV, L, Activity ZFUH ITERICER T % Intent I$E=FIC
O THAMONZBNAH D, ZD7. Activity ISEFT S Intent ISV VT 1 TRIERERMT 2H55ICIE. 20D
BRIABEZEOHIEF=ZFICHFMOND I EDRVED IS, BEUNRRIEEEET 2HENDH S,

BATRICIERRE Activity Z/E20I0Y > FILI— R ERT,
A 2~ (Activity #1E3) :
1. taskAffinity Z#7E L 7L
2. launchMode % $§%E L 7Ly
3. exported="false” IC& V. BATRAVICIELNFERET B
4. A—T7 7)) D50 Intent TH>TH. 215 Intent DRLMEHRT 5
5. MARRT TVRRA—T TV THBNE, EY T4 TRIERERELTEWL

Activity % JERFAERET % ICIE. AndroidManifest.xml @ activity B3 D exported B % false EIEE T %,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.privateactivity" >

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!—— FERF Activity ——>
<!l-— kRAV N 1%k taskAffinity ZIBELRL ——>
<!-- %RA4 Y b 2% launchMode ZIEE LR\ ——>
<!—— %P4V K 3%k exported="false"lZ&lW., BARMICIELNRHZRET D ——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

<l—— ZVUFv—DLEEYT LM Activity ——>
<activity
android:name=".PrivateUserActivity"

android:label="@string/app_name"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>
</application>

</manifest>
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PrivateActivity.java

/*

*

*
*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License 1is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.privateactivity;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PrivateActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.private_activity);

/) hkRAV N 4% RA—=TFTYIB®D Intent TH>TH., %8 Intent DELMUEHIRT S

/) Y TWICDERE, 13.2 ANT—9DRLMEEHAT 21 258,

String param = getlIntent () .getStringExtra ("PARAM");

Toast .makeText (this, String.format ("/NTX—% [2s] #%|}E>7%, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {

// kRAV N 5k FRAXRTTVER—T7 T THZHL, BV T4 TRIERZRZELTLL
Intent intent = new Intent ();

intent.putExtra ("RESULT", "tV I 71 TRIER");

setResult (RESULT_OK, intent);

finish();

RICIEAE Activity ZFIAT 2@l0Y > FIL31— KERT,

FA ¥k (Activity #FIAET 2) :

6. Activity IZ#{59 % Intent ICI&. 75 % FLAG_ACTIVITY_NEW_TASK % &% %E L AL
7. B—7 7 A Activity 17 5 Z15E DB Intent THEUH T
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8. MAETTVRA—T7 TV THZH S, VYT 1 TRIER%E putExtra() ZHEIBEICRYZEEFELTH &L

9. A—7 7 Activity ' 5> DIERBWMTH>TH, BET —IDRLMUEHAT D

PrivateUserActivity. java

/*
*
*
*

*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.privateactivity;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PrivateUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.user_activity);

public void onUseActivityClick (View view) {
// KkRA VN 6% Activity \CEET S Intent IZWE. 754 FLAG_ACTIVITY NEW_TASK ZFREL AW
/) hkRAY KN 7%k A—T YR Activity &9 5 RAIBEDETRM Intent THRUHT
Intent intent = new Intent (this, PrivateActivity.class);
// kRAV b gk FIRAETTVEE—T TV THZND, VT 1 TRER%E putExtra() 2FESIHEICERY
// EELTELW

intent.putExtra ("PARAM", "tV I T4 TRIER");

startActivityForResult (intent, REQUEST_CODE) ;

@Override

RDOR—=2 <)

L BAY R 1L2,6 EBFLTVSRHBAERVTE Intent AB=BLHAMONEETNA DD I LIERT 2RENH D, ML —
WTvotyvavmalnn, 4123 58RTB2 L,
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FDR—I DS D E)

public void onActivityResult (int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");

// kRAV N 9k A—F7FYRActivity hSDERBFERTH-oTH., BET—YDLLMARERT S
/) YT DERE, 3.2 AAT—9YDORELUEHRT Z] 28R,
Toast .makeText (this, String.format ("f&ER %s] Z#F(JE -7z, ", result),

Toast .LENGTH_LONG) .show () ;

break;

4.1.1.2 /2B Activity %% - FIFBT %

AR Activity 12, THEZHO7 TV ICFIAS N2 Z & %&18E L7 Activity TH B, TILD = 7H#EE L7 Intent 25
BET2ZEDHBIEICEFENVETHD, /o, 2B Activity ZF AT 2HEICIE. #EET 2 Intent KTILT =TI
ZEINDE, HEIVWEHREFPMONZ I EBH B EITEFENVETH B,

LAUFIC R Activity 22l > 72— R %&ERT,
A 2~ (Activity #1E3) :
1. exported="true” IC& U, BARBICARRET 5
2. %18 Intent DRLM%AHERT S

3. BRERTIHE, VT 1 TRBEREED AL

AndroidManifest .xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!—-— RF Activity ——>
<!l—— %P4V K~ 1% exported="true"lZ& W, BARMICAFRRZRETS ——>
<activity

android:name=".PublicActivity"
android:label="@string/app_name"

android:exported="true" >

<!-— ActioniBEICK BBEEM Intent 2F{ET 2L DIC Intent Filter 5EHZ ——>

<intent-filter>

(ROR—TIHE<)
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AIDR=ID5DHFHE)

<action android:name="org.jssec.android.activity.MY_ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
</application>

</manifest>

PublicActivity. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.publicactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PublicActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

// hkRA VK~ 2% Z§ Intent DERELMZMHRT 2

// BB Activity THBOHNATT TINIILI T THZARENELH S,

/) BV TIICDERE, 13.2 ANT—9DRLMEEHAT 21 258,

String param = getIntent () .getStringExtra ("PARAM");

Toast .makeText (this,
String.format ("/NXTA—% Tss] #Z(FE -7/, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {
// RRAV N 3k BRERTHEAR, £V T14 TREREEDRL

// BNB Activity THIEOHMATT TIVHTILD T THZABEENH S,
// RV TICBEINTERBEORWVERTHNISHERE LTGRLTHE LW,

(ROR—T 1<)
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FIDR—IH 5 DFEE)

Intent intent = new Intent();

intent.putExtra ("RESULT", "t&Y¥F 41 7 TEAWVER");
setResult (RESULT_OK, intent);

finish();

RICAE Activity 2RI 2004 > FILd3— R%ERT,

KAV N (Activity ZFIFHT %) :

4. £V T4 TRBEREEFELTERLGRWL

5. BRERITIBI5A. BMRT—9D0REME®RAT S

PublicUserActivity.java

/*
*

*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

public void onUseActivityClick (View view) {

try {
/) RRAVN 4% BYVT 4 TREREZEELTEARSRRV
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AIDR=ID5DHFHE)

Intent intent = new Intent ("org.jssec.android.activity.MY_ACTION");
intent.putExtra ("PARAM", "tV I T4 TTIRABWER");
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIA% Activity RDOMSMRL, ", Toast.LENGTH_LONG) .show () ;

@Override
public void onActivityResult (int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);

/) RRA VRN 5k EREZITMSHE, BRT—IDORLMEHERT S
/) Y TIICDZREE, 3.2 AAT—9DRLMEERET 2] =58,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");
Toast .makeText (this,
String.format ("f&R [$s] #2(FE 57, ", result),
Toast .LENGTH_LONG) .show () ;

break;

4.1.1.3 /X— M F—[RE Activity 213 - FIB¥ 5

R— N F—RE Activity &, BEDT 7Y LEIHSFEATE S Activity TH B, /A—hF—ZEO7T)eBLT7TY
NEELTIVRTLEZRBHRL, N— b =77 EDOBTHRD BRPHEEEATZOICHAINS,

Activity Z U I ERICER T % Intent (FE=FICE > THAMONZ2BNDH B, ZD78H. Activity IZ3XfEF % Intent
KEY YT 14 TREREBNT 2HBEICIE. ZOBRIBEOHIE=FILHAMOND I DRV E S IC, #EE)AR
NERETIUREND D,

ATFIC/R—= M F—BRE Activity ZEZRIOH > I 3— RERT,

KAV N (Activity 21 3) :
1. taskAffinity Z#57E L &L
2. launchMode % 1E7E L 7L
3. Intent Filter = E#&Ht ¥, exported="true” #BATRMICRET 2
4. FIATT 7Y OFERHENFTA MY A MIEHFINTVWE L 52 RRET S
5. 8= hF=F7FYDSD Intent TH>TH. 25 Intent DREM % FEERT D
6. X—hF—F7FVICHARL TLWERICBRYEZELTEW

RIOARMN)RANERWET7 ) OEREAEICDOWTIE., T4132. IHET 7 7)) 21235 28BT5Z &, £/, KD
A MNYRMIIEBETZHREET 7Y OEEBEE /Y P 2 EORRA L [52.13. 77U DIRAEZD /Ny > 2 {E5HERT 2
HiE] EBRTB &,
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AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<l——= IR=KF—BRE Activity ——>
<l—— *RAV M 1%k taskAffinity ZIBELARWVN ——>
<!-— %RA Vb 2% launchMode ZIEE LRV ——>
<!-— %RA Vb 3% Intent Filter #EHHET. exported="true"#ARMICEET S ——>
<activity
android:name=".PartnerActivity"

android:exported="true" />

</application>
</manifest>

PartnerActivity.java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License');
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PartnerActivity extends Activity {
// Kk 4.1.1.3 - KAV 4% RMATT T OFBRENFTTA MR MIBHEINTWDE I E2HRTS

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {

(ROR=I1TH )
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}

boolean isdebug = Utils.isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

// I"—NF—=TF T org.jssec.android.activity.partneruser DIEBAZE/\v ¥ 1{E% Bk
sWhitelists.add("org. jssec.android.activity.partneruser", isdebug ?
// debug.keystore M"androiddebugkey"MIEBAE/NY ¥ 2B
"0EFB7236 328348A9 89718BAD DF57F544 DS5CCB4AE B9DB34BC 1E29DD26 EF77C8255"
// keystore M "partner key"DIERE/N\vY > 1{&
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFRBRICHEDN— =7 7)) 2 &%, ..

private static boolean checkPartner (Context context, String pkgname) {

if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname);

@Override

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

// Kk d4.1.1.3 = RAV KN 4% FIATT7TY OFERAEN T TA4 MY A MIEHFKINTWE I L %HRT D
if (!checkPartner (this, getCallingActivity () .getPackageName ())) {
Toast .makeText (this, "FRAT7Z TV IEN—bF+—=T T TlEiaL, ",
Toast .LENGTH_LONG) .show () ;
finish();

return;

// Kk 4.1.1.3 - RAV K5k R=KF—FTYUHBLD Intent TH>TH., BIE Intent DREMAEHERT S
/) Y TIICDEEE, 3.2 AAT—9DREUEHRET Z] 25K,
Toast .makeText (this, "/X—KhF—F7TYDBSLT7IEAHY", Toast.LENGTH_LONG) .show();

public void onReturnResultClick (View view) {

// Kk 4.1.1.3 - KAV b 6Kk R—=rF—F7FTYICATL TEIWERICRYIRZEL TEW
Intent intent = new Intent();

intent.putExtra ("RESULT", "/S—kF+—=7FVICBRL TLWVIER");

setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists. java

/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

*

*

Licensed under the Apache License, Version 2.0 (the '"License'");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

(ROR—T 1<)
42




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR

2022-08-29

FIDR—IH 5 DFEE)

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.pm.PackageManager;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 & 32 /34 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LUADXELH D

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICRGT BIEMD/NY ¥ 1{BEEZRFT S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY ¥ a{BEERD/NY ¥ 21 {EELET D
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager MO API CEIZEMIIA AT
PackageManager pm = ctx.getPackageManager ();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥&ld PkgCert DHEEEFIAT 2

return PkgCert.test (ctx, pkgname, correctHash);
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PkgCert. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELIHEbDAEWV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);

(ROR—TIHE<)
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} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

RISIN— K F—BRE Activity ZFIB T 2RDOY > FII—RERT, I TE/N—KF—RE Activity EFFUTH T AiE
Z5iRY %,

A2~ (Activity #FIHT %) :
7. FIA%/X— N F—BRE Activity 7 7' DFEFAZEN T T A MY X MIEFSNhTWS I L 2HRT S
8. Activity IZ3%f59 % Intent ICI&. 754 FLAG_ACTIVITY_NEW_TASK %:&E L 72w
9. FMIA%N—MF—BRET 7Y ICHTL TKWERIZ putExtra() ZFE S HBEIRYZEEFE LTI W
10. BA/REY Intent I K W /8— N F—PRE Activity ZFFUH
11. startActivityForResult() IZ& W 78— b F—BRE Activity ZEUH T
12. R= R F—RET7FUDSDOBERBEBRTH > TH., 215 Intent DRLMEAEHERT S

RI7ARN)RANERAWET T OBRAEICDOWTIE, T4.132. FIAT7 7Y 2R 2] 28B432 &, £/=. K7
A NYRMIIEBETZHRET 7Y OIEREE/NY 2 2 EOBRAEE [52.13. 77U DIARAEZED /Ny > 2 E5HRT S
HiEl BRI &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.partneruser" >

<queries>
<package android:name="org.jssec.android.activity.partneractivity" />

</queries>

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >

<intent-filter>

(RDAR=TIHES)
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<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>

</application>

</manifest>

PartnerUserActivity. java

/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

* you

* You

may not use this file except in compliance with the License.

may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See

the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.activity.partneruser;

import

import

import
import
import
import
import
import

import

public

//

org.jssec.android.shared.PkgCertWhitelists;
org.jssec.android.shared.Utils;

android.app.Activity;

android.content .ActivityNotFoundException;
android.content.Context;
android.content.Intent;

android.os.Bundle;

android.view.View;

android.widget.Toast;

class PartnerUserActivity extends Activity {

* KA VK 7k FAKNR—MNF—RE Activity 7T OFEAEN R TA MY XA MIERINTWS I L 5HET S

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

// "= NF—BRE Activity 77 org.jssec.android.activity.partneractivity ODFIBAZE/\v I 2

sWhitelists.add("org.jssec.android.activity.partneractivity", isdebug ?
// debug.keystore M "androiddebugkey"DFEBAE /Y ¥ 1 (B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BY9DB34BC 1E29DD26 F77C8255"
// keystore D"my company key"DIIBAE/\v T a{E
"D397D343 A5SCBC10F 4EDDEBR7C A10062DE 5690984F 1FB9ES88B D7B3A7C2 42E142CA");

// UTFERICHD/R— M F—RE Activity 7T ) 2&8. ..

(ROR—T 1<)
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S

EQA

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists.test (context, pkgname);

private static final int REQUEST_CODE = 1;

// FBEDNR—KNF—BRE Activity ICBIY 2188

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.partneractivity";

private static final String TARGET_ACTIVITY =

"org.jssec.android.activity.partneractivity.PartnerActivity";

@Override

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);

setContentView (R.layout.main);

public void onUseActivityClick (View view) {

// kWA 7k FIRKENA—NF—BRE Activity 7 ) QEEAEZEN T T A4 M) A MIEHRINTVWSE I & 2R

if (!checkPartner (this, TARGET_PACKAGE)) {
Toast .makeText (this,
"FIRS%E Activity ZFUIEETA MY X MIBEFINTOLARL, ",
Toast .LENGTH_LONG) .show () ;
return;
}
try {
Intent intent = new Intent();
// kRA VN 8%k Activity \3E{ET S Intent &, 7549 FLAG _ACTIVITY NEW_TASK %E&RELAW
/) kRA VN 9k FIAZNS=MF—RET7FVICEATRLTLWERE putExtra () Z2EIBARICRYZEELT
intent.putExtra ("PARAM", "/S—KF—=TFYICBRL TLWIER");
// kRA VN 10% BATRM Intent IC&KW/R—NF—MRE Activity ZFFUHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
// kRA VN 11 % startActivityForResult () IC&W/IN—KF—[RE Activity EHUOHT
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast.makeText (this,
"FMIA% Activity BRODSHAWV, ", Toast.LENGTH_LONG) .show () ;
}
3
@Override

public void onActivityResult (int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);

(ROR—TIHE<)
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if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");

/) kRBRAV N 12%k R=KF—RET7T)DSOEREHRTH>TH, 2 Intent DRLMEHIRT D
/) Y TICDERE, [3.2 AAT—9DRLUEEHRET 2] 258,
Toast .makeText (this,
String.format ("f&R es] #=(FE>7%, ", result),
Toast .LENGTH_LONG) .show () ;
break;

PkgCertWhitelists. java

J*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See

the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import
import
import
import

import

import

public

android.content .pm.PackageManager;
java.util.HashMap;

java.util.Map;
android.content.Context;
android.os.Build;

static android.content.pm.PackageManager.CERT_INPUT_SHA256;

class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 1% 32 /84 b

(ROR—T 1<)
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sha256 = sha256.toUpperCase();
if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LUHADXELH D

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICRGT BIEMD/NY ¥ 1{BEZRFT S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEED/NY ¥ 2 {BEERD/NY ¥ 21 {EELET D
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager D API CEIZEMIIA AT
PackageManager pm = ctx.getPackageManager ();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥&ld PkgCert DHEEEFIAT 2

return PkgCert.test (ctx, pkgname, correctHash);

PkgCert.java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

CROR—J 1<)
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public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
", "");

correctHash = correctHash.replaceAll ("

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager ();

PackageInfo pkginfo =
pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EHELEHEbDAEV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

4.1.1.4 B+#BRE Activity =13 - FIFT 3

HABRE Activity I, BRHUADT FUHNSHEIND I &5 ZEIET 5 Activity TH S, BHOBHE TSI TY T
LEBER L. BT ) HRD BRCHEELFIDICFIASIh S,

Activity ZIFOHTERICERY 5 Intent FFE=FICL > THRAMSNDBNDDH D, TD7=. Activity IZIEXET 5 Intent
Kty YT 4 TRIBFRERNT 250ICIE. TOBBRIBROHZE=FICHAMOND I &DRVE DI, BEEDHRH
ISEEET 2UVENDH D,

LUFICB4RE Activity Z/E2RIDH > 7)) a— K %&ERT,

A 2~ (Activity #1E3) :
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—

. B EF Signature Permission # €& 3 %

2. taskAffinity Z#$E7%E L AW

3. launchMode %387 L 72 LY

4. ¥EEZ Signature Permission # B RXKEE ¥ %

5. Intent Filter #E&H T 9. exported="true” % BARMICFRET 3

6. B E % Signature Permission AB#7 7V ICK Y ERSINTWB I & 2R T 2
7. BT T D SO Intent TH>TH. 215 Intent DRLMEHRT S

8. A7 TV RBHT T THZNL, Er T4 TIHRERERELTLIW

9. APK % Export §% & X2, FIAT7 7)) EEUHARERT APK 2EE T 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.inhouseactivity" >

<I—— kR4 VK~ 1% WMBEESE Signature Permission #E€&9T 5 ——>
<permission
android:name="org.jssec.android.activity.inhouseactivity.MY _PERMISSION"

android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— BHRRE Activity ——>

<!—— *kRAV b 2% taskAffinity ZIBELARWVN ——>

<!—-— kR4 Y b 3% launchMode #IELME\W\ ——>

<!l-— kRAV b 4%k MEESE Signature Permission #BEREET S -—>

<!-— %RAY N 5% Intent Filter #EHET. exported="true"#BARMICRET D ——>
<activity
android:name=".InhouseActivity"

android:exported="true"
android:permission="org.jssec.android.activity.inhouseactivity.MY_PERMISSION" >
</activity>

</application>

</manifest>

InhouseActivity.java

J*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License');
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

(ROR—TIHE<)
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* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.inhouseactivity;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class InhouseActivity extends Activity {

// B#t® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BROFBRHED/NY ¥ a{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MIEEAZE /Y ¥ 1 (&
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 DSCCB4AE BY9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore M"my company key"DIEEAE/\v > 1{d
sMyCertHash = "D397D343 ASCBCI10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

// kBRAV N 6%k MEER Signature Permission NEHT TVICLIUERINTWE I 2HERT 3
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this, "JREEZ Signature Permission B TFZ FYICLWERINTULARL, ",
Toast .LENGTH_LONG) .show () ;
finish();

return;

(ROR—TIHE<)
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/) kRAV N 7%k BRETTIDSD Intent THH>TH., B{E Intent DREEEHERT S

/) YT DEEE, 3.2 AAT—9DREUAHRETE] #5R

String param = getIntent () .getStringExtra ("PARAM");

Toast .makeText (this, String.format ("/NTX—% [2s]| #%I|}E>7, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {

// kRAV N 8k FRARTTVIEERT T THZHL, £V T 1 TREREZRZELTLL
Intent intent = new Intent ();

intent.putExtra ("RESULT", "t€Y¥F4 7RIER");

setResult (RESULT_OK, intent);

finish();

SigPerm. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #E&HLEZTTIVDONRNyr—IZ%5NMEBT
PackageManager pm = ctx.getPackageManager ();
PermissionInfo pi =

pm.getPermissionInfo (sigPermName, PackageManager.GET_META_ DATA);
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String pkgname = pi.packageName;
// 3E Signature Permission D& IFKBIKL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY Y 1 {BEERD/NY ¥ 1 {EEZLET D
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager ® API CEEMRIENATHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DHZ&E PkgCert ZFIAL. Ny aEZEEL THEKT S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

(ROR—T 1<)
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackagelInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELEIHEbHDAEWL
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byteZhex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

* KA >~ 9% APK % Export $2% & Z(C, FIART ) EEUHERERT APK 2EE Y 5,

" # Generate Signed APK =23

Key store path: | C:¥jssec¥Projects¥keystore \

l Create new... ‘ | Choose existing... I

Key store password: | ------- |
Key alias: < | my company kei :) I ]
Key password: | ....... I

[C] Remember passwords
| R (et ] [

412 FMARTT7 7Y ERURAKERTAPK 2ELY 3

RICBHRE Activity ZFIB T 2RO F)NaA— NE2RT, I TIEBRRE Activity ZIF U HE%RAT 2,
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KAV b (Activity ZRIFBT 3) :
10. B E % Signature Permission #F#|HEE ¥ %
11. B EZ Signature Permission B 7 7Y ICK U ERINTWSE I L 2 HRT S
12. MIAK%ET 7 ORENBHDIIRAETH 2 I L 2HRT S
13. MAET7TVRE/HT TV THENE., EY YT 4 TRIER%E putExtra() ZEHIHBEICRYZEELTELW
14. BA/REY Intent IC & W B#EBRTE Activity ZMFUH T
15. BH7 TI) DL ORERBEHRTH>TH., 215 Intent ODREMEHRT 2

16. APK % Export 2 & Z(2, FIA%RT7 7Y CELUHREERTAPK 2 BRI S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.inhouseuser" >

<queries>
<package android:name="org.jssec.android.activity.inhouseactivity" />

</queries>

<l—— kRAY b 10k MEESE Signature Permission #FHEEET S ——>
<uses—-permission

android:name="org.jssec.android.activity.inhouseactivity.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name="org. jssec.android.activity.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseUserActivity. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

* you may not use this file except in compliance with the License.

You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

(RDR—=TIHEC)
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* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.inhouseuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class InhouseUserActivity extends Activity {

// WA%KD Activity &R

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.inhouseactivity";

private static final String TARGET_ACTIVITY =

"org.jssec.android.activity.inhouseactivity.InhouseActivity";

// B#t®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BROFBRED/NY ¥ a1{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MFIEAE /v & 1 (&
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D"my company key"DIIEAEZE/\v > 1{E
sMyCertHash = "D397D343 ASCBCI10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

(ROR—TIHE<)
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public void onUseActivityClick (View view) {

// kR4 VN 11k WEES Signature Permission NERT7 TYICEYERINTWR I E5MHRT 3
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast.makeText (this, "JEEZ Signature Permission NE#HTZ FVICKYEERINTWLRL, ",
Toast .LENGTH_LONG) .show () ;
return;

// KRBAY N 12k FAELET ) OMRENBHOARETHD I L 2HRT 2

if (!PkgCert.test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast.makeText (this, "FIALXT7 FVIEEHLT 7Y TIEARW, ", Toast.LENGTH_LONG) .show () ;
return;

}

try {

Intent intent = new Intent ();

// kRA VN 13% FAET7TVIEERT TYTHZ IS, EY YT 1 TRIERE putExtra () HEIBEIC
[RUZREBELTHELWL
intent.putExtra ("PARAM", "tV T4 TRIER");

// kRA VN 14% BATRM Intent ICK Y BHIRE Activity #HUOHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;

}
catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFA% Activity NROMSMRL, ", Toast.LENGTH_LONG) .show () ;
}
}
@Override

public void onActivityResult (int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) |
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");

// kiRAV N 15k BRT7TUDNSOERIBERTH>TH. B8 Intent DREMEWHRT 2

/) YT DERE, 3.2 AAT—9YDREUEHRT 2] 258E,

Toast .makeText (this, String.format ("f&FR %s] #Z(FE o7/, ", result),
Toast .LENGTH_LONG) .show () ;

break;

SigPerm. java
/*

CROR—=2I2HE<)
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* Copyright (C) 2012-2022 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EZELLETTVDNRyr—ILZ5MBT 3
PackageManager pm = ctx.getPackageManager ();
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHEIFKEIK WL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY Y 1 {BEERD/NY ¥ 21 {BEZLRT D
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEZEMRIINATEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D&k PkgCert ZFIAL., Ny Y1 EZEELTHEKT S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;
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PkgCert. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELIHEbDAEWV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);

(ROR—TIHE<)
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} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2Zhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

* R4 K16 %k APK % Export $ 2 & ZiZ, FIAXT7 /) ERLUBAREERT APK 2EET %,

' ® Generate Signed APK |5

Key store path: ‘ C:¥jssec¥Projects¥keystore J

l Create new... ‘ I Choose existing... I

Key store password: L ------- ]

Key alias: | my company !-:; > lj

Kev passﬂwd: | ....... ]
[_] Remember passwords

) I (o] [ ]

H413 FAX7TYERLHARERTAPKZELT D

412 IL—ILTwv Y

Activity = {E BB, 7=l Activity IC Intent ZEFE T 2EICIEUTDOIL—ILEFE T &,
1. 77YHATOMERT % Activity |3IEARZET 2 (WE)
2. taskAffinity E3EE LW (W7R)
3. launchMode %Z38E L 72\ (W7R)
4. Activity \Z3E(E$ % Intent 121& FLAG_ACTIVITY_NEW_TASK %5%E L72\ (Wh7A)
5. %15 Intent DREMZHRT 5 (WE)
6. MEEZ Signature Permission \&., BT UM ER LI & 2HALTHET S (WA)
7. HREBEIRTBEICIE, REXT T)HSOBRERRRISEET S (WAE)
8. FIASE Activity W'EITE T & 258 EBARM Intent T Activity #FIAT 2 (WZHE)
9. RIS Activity DS DR Y Intent DREM 2 HRT 2 (WEAE)
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10. it DRFET 7 LBEEY 2I5E IR Acrivity =R T 25 (WER)
11. EEZ ZRNICRHET 2B8ICIE. ZOEEDRKDREKEEZMEET S (BR)

12. BV 274 TIRERIITE 2RYES AL (HE2E)

41.21 77VATOHMERT 2 Activity (FIFELARBKEST 2 (BE)

BE—77VAISDOAHFAIND Activity &7 7)) 5 Intent % ZIFENBHEHN ARV, £/ DL A Activity T
FFEFEES Activity ZET 2 Intent ZBE LBWVWI EDE LV, TD & D4 Activity (FBATRIICEARFZREL. FLH
Activity & %,

AndroidManifest.xml

<!—— JERB Activity ——>
<l-— % 4.1.1.1 - KAV b 3% exported="false"lZ&¥, BARMICIENRIRES S ——>
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />

B—77)VAISDAHFIAINS Activity Tld Intent Filter 2% B9 2 & 5 AE&&HE L TE A 54\, Intent Filter DM
BE BE—77YADOELFA Activity ZFUETDEY TH, Intent Filter REATHUH LA EZICEHET®HT T D
Activity ZIFCH LT LE D AIREMEL H D, FMIE. 7 RNV RN T4.1.3.1. exported 3% E & intent-filier 3% E DFAHE D
B (Activity DIHE)] #BRT B &,

AndroidManifest .xml (JEHESR)

<!—— JERFE Activity ——>
<l—— % 4.1.1.1 - KAV b 3% exported="false"lC&V . BARMICIENRRETSZ ——>
<activity

android:name=".PictureActivity"

android:label="@string/picture_name"
android:exported="false" >
<intent-filter>
<action android:name=" org.jssec.android.activity.OPEN />
</intent-filter>
</activity>

4.1.2.2 taskAffinity #15E L&\ (%2E)

Android Tl. Activity Id9 2 7IC& > TEEIND, YRV DEARNE. JL— b Activity DD 7 714 =T 14 IC& > TR
ESINd, —ATIL— UKD Activity ICBEL T, FIBT 29 RIDT 74 =T 4 EIFTIRRESI NG, Activity D2
HE—NICHKRET B, FMIE 4.1.34. )b— b Activity ICDOWT] #8845 &,

T 74 MERETIEE Activity RNy T —V 52T 74 =T4ELTHD, TOHR. 92777 ) T &IicE
DETHNZDT, B—77YVARADLTO Activity IEE—9 RV ICFIBY %, 9RIVDENYHTEEET 5ICIE.
AndroidManifest.xml ~DBARMIRT 7 1 =7 4 ZRB P, Activity ICEET 2 Intent ~ND 7 ZTREETRIEL W, 727
L. 92708V LETEZERLEBEIE. BR29RVICET 2 Activity IEE L7 Intent 2517 7)) I2 & - THiAH
t2AREMEL D B,

Y YT 1 TREREETEE Intent B & UZAE Intent DRBEEZFHZAIMSONAWVWL 51T 2 IC1E. AndroidManifest.xml
A @ application B # & U activity B T android:taskAffinity ZIEEET. T 74 (RXvr—YZERA—) DFFIC
TRETH D,
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PATFICIERNREE Activity DYERRI & FIFEIC S 13 % AndroidManifest.xml % R9,

AndroidManifest.xml
<l-—— % 4.1.1.1 — R4V M 1% taskAffinity ZEELBLN ——>
<application
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<l—— % 4.1.1.1 - RAY M 1% taskAffinity ZIEELBRWL ——>
<activity
android:name=".PrivateUserActivity"

android:label="@string/app_name" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>

<!—— JENBA Activity ——>

<l-— % 4.1.1.1 - R4V M 1% taskAffinity ZBELBRWV ——>
<activity

android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

GRAIET 74 =5 1 DEFMAMESIE. TGoogle Android 7O 45 X v 4 Al 2. % % \LMd. Google Developers API
Guide “Tasks and Back Stack™> Mf#sh$ & O 4.1.3.3. Activity IZEIE SN D Intent DEHILY (Android 5.0 £ V) EID
N=2 3 VIZD2WT)L T4.1.34. )Jb— b Activity ICDWT] #8845 &,

4.1.2.3 launchMode %##7E L4\ (A7E)

Activity DFREIET— N &3, Activity ZI U FBRIC, Activity D1 Y R ¥ ZDFRERP. ¥ R T OFHRAERK % HlE
TEDDHRETH D, T 7 4 M&EIF standard” T3H %, “standard” 3%E Tld. Intent % > T Activity MU H T
EEICRBICHRAVRAIVRAEENR L, § X7 IFFECH LA Activity BB T 29 A VIRV, FIRICHY R I DPERS
N3 &3V, YRID’FRICERSIND & BEE LICES 7 Intent ABIOT T M SFRARY AIREICIR S, DT
H. YT 1 TRERE Intent ICESTIHFEICIE. Activity DFEEIE— RIZIE standard” ZFHWERETH 5,

Activity OF2E)E — N I& AndroidManifest.xml P(Z T android:launchMode THE/REJICERERIBETH B D', LEDIEAIC
&Y. & Activity I2Xf L T android:launchMode %#5E 3. E%FT 7 # )L bDF £ standard” & T ERETH 3,

AndroidManifest.xml

<!—— FERF Activity ——>
<l-— % 4.1.1.1 - KAk 2% launchMode EE LMW ——>
<!-— Activity IZl& launchMode ZIEERE T, AT 74 MDEX” standard” £$2 ——>
<activity

android:name=".PrivateUserActivity"

android:label="@string/app_name" >

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

(ROR—=TIHE<)

2 ST)I, Bk, RREF. BEA. LA, WA, £, 1THZ [Google Android 7OV S IV ARl (FRF— - XAF4T7—9 2, 2009 F 7 A)
*3https://developer.android.com/guide/components/tasks-and-back-stack.html

63



https://developer.android.com/guide/components/tasks-and-back-stack.html

Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

AIDR=ID5DHFHE)

</intent-filter>
</activity>

<!—— JFERFA Activity ——>
<l-— % 4.1.1.1 - KA b 2% launchMode ZEE LMW ——>
<!-— Activity IZld launchMode Z¥EEE T, BT 74 MDEX” standard” £9% ——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

[4.1.3.3. Activity IZ3EE SN 5 Intent DFTHELY (Android 5.0 &Y EID/N—2 3 IZDWT)L, T4.1.3.4. Jb— b Activity
IKoWTl 28RBS &,

4.1.2.4 Activity (Z3#{59 % Intent iC1d FLAG_ACTIVITY_NEW_TASK %&&E LA\ (2R)

Activity DF2EIE — K& startActivity() 3 % LM startActivityForResult() DRITIFICHER T2 &N ARETHY . 4R
IHDFIRICERESNBIFENDH D, TDoH, Activity DEBEIE— RERTRICEELAVWLDICTI2LENH B,

Activity DR E— K %EZEE$ % IC Ik, setFlags() ¥ addFlags() AW T Intent IC7 57 %% E L. Z O Intent %
startActivity() & 7z (& startActivityForResult() D38|$ & 92, Y RV EFHRICER T 272D 7 5 J'1& FLAG_ACTIV-
ITY_NEW_TASK T# %, FLAG_ACTIVITY_NEW_TASK n'#ESNhd &, MUHI N Activity DI R T DNy &
T2V RHBZWRTAT IS0V REICFEELRBRWSZAIC, FRICYIRIDERSI NS, FLAG_ACTIVITY_MULTI-
PLE_TASK (& FLAG_ACTIVITY_NEW_TASK & EICERET 22 &5 TE D, TDBEICIE. IR I THIRER
INd, EELDORELIRIVEERTIHAEENHZ7H. 2T 1 TRIER%ZIRD Intent ICIFFRELABWVLDIC
IRETH5,

Intent DX

Intent intent = new Intent ();
// Kk d4.1.1.1 — R4V 6%k Activity \FEET S Intent IZl&. 7F% FLAG ACTIVITY NEW_TASK %F%TE L AL

intent.setClass (this, PrivateActivity.class);
intent.putExtra ("PARAM", "tVI T4 TRIER");

startActivityForResult (intent, REQUEST_CODE) ;

&, Activity IZi3E{5F % Intent IC FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 7 5 7 %#BRMICRET BT &
T, YRIDPERSNZE L THEZORBIFAMOENBWVWEDIICTEZ EEZZ DB LNV, LHOALARDNSL, COA
EEAVWTHEREEINE Intent DABREFHAIND Z E D AIBETH D, L7=H > T. FLAG_ACTIVITY_NEW_TASK ODf§
I T B2RETH D,

4.1.3.1. exported 3% & intent-filter R E DRI E L (Activity DIFGE)] B LT 14.1.3.3. Activity IZEE SN S Intent
DFEAELY (Android 5.0 £ WEID/NN—2 3 2 IZDWT)L T4.1.3.4. )b— K Activity IZDWT] 8RBT 5 &,
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41.25 ZE Intent DL LM EHRT 5 (WHAE)

Activity D4 FICE > THETFYIRVIZEL DD, 215 Intent DT — 4 ZET BEICIE. £ T 215 Intent DR
RLRFhERSRWL,

AR Activity IZTHESEOT7 7)) D5 Intent ZFIFENZ 720, TILD =7 DKE Intent % Z(FENZ TEEMENH D, FE
NBE Activity (ZED 7 7Y H S Intent X BEEZ TS Z &idmW, LNMLE—7 7Y RADRE Activity Dt 7 71) H
5% (FE > 7= Intent DT — 4% % IENFI Activity ICERET 22 &0 H D72, 215 Intent Z/BRHICRETHD EEZT
ERR SR, /=~ F—FRE Activity ¥ E#RE Activity (EZDHED Y R TH B2, ®iLV) 215 Intent DELMH
EHRTDILEL D B,

[32. ANT =49 DReM%iRT2] 28R &,

4.1.2.6 B 7EH Signature Permission (¥, B 7 7P ER LI L 2R L THAT S (BH)

B#77VRIHASFIEATE 2 BHIRE Activity Z 15358, B EFH Signature Permission IC & U RE L &7 hid
72 572\, AndroidManifest.xml ¢ Permission E#. Permission EXREE 713 CIXRENFT+DTHBH, 52
Permission & Protection Level] @ 152.12. MMBEEZED Signature Permission TE#T7 7 ) BT 2 5%l 258BT 2
&,

4.1.2.7 BHFRBEBEZRTIBAICIE, BEET T HSOBRBEB/RICERT 2 (WA)

Activity D% 1 FIc& > T, setResult() EFRHVWTHREREZRET 5[5”@@5_5'67 TYVDERENER D, AR Activity
MERIBEBERET 2BE. BRBEELETTINILV I 7 THRIAREEIHY, BREBIBREF > THEDNEE
REDH D, FEAR Act1v1ty P ERE Activity DIFEIE. %*%LL?EH:EH:) TV THI-HOBERBEROB W= H F
YiLERT ZREE> AWV, /S— M F—FRE Activity DIFEIEEDOHREICMET 2.

D& D IC Activity B SRERBERZBTIHEICIE, BEET T H 5 OBERBEBOTRICEE L BT NiE RS0,

ERIBRZRZET 5355 DA

public void onReturnResultClick (View view) {

// Kk 4.1.1.3 - KAV M 6k R=rF—=TTYVIZHATRLTEWERICRYIRZELTEL
Intent intent = new Intent ();

intent.putExtra ("RESULT", "/S—kF+—=7FYICBRLTXIWIER");

setResult (RESULT_OK, intent);

finish();

4.1.2.8 FIfA% Activity 2'EE T Z 235& X878 Intent T Activity #FIF ¥ 2 (H)

BEERAY Intent IC & ¥ Activity ZFI$ % &, RIEMIC ED Activity I Intent A%3%(5 T % HMd Android OS EHICA >
TLED. LTz 7IC Intent NEFEINTLED EERBR\EL D, —F. BARM Intent ICE Y Activity ZF)
A9 %&. 8E L7 Activity AA A Intent 25T 5 Z & A EBHNEZETH B,

MBEAFEEZT ) (D Activity) & 1—HF—ICBIRSE B4 L. FIAL Activity & RITRFISRE L WA &R ITIE.
RS Activity IEH SN UCHRETE S, TDL D% Activity ZFIA T 2B EICITEARM Intent ZFAITRETH 3,

BE—7 7Y RA® Activity % BI’RH Intent THIAT 3

65




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

Intent intent = new Intent (this, PictureActivity.class);
intent.putExtra ("BARCODE", barcode);
startActivity (intent);

fthad 7 7)) DFE Activity % BA7RHY Intent TRIAT 2

Intent intent = new Intent ();

intent.setClassName (
"org.jssec.android.activity.publicactivity",
"org.jssec.android.activity.publicactivity.PublicActivity");

startActivity (intent);

R LD T 7Y OB Activity ZB37REY Intent TRIA L723BE S, BFL Activity BT T7 TUDPFIIL Iz T7THS
AIREMED D D, FBEENY T —VEZTRELLELTEH, BFET TIVDREAYT T ERMUNRy 5= 257K DEN
FTX)THZAREMEDGHDDHE, TOELIRY RV EHRLAEWGEER, /S— M F—BRE Activity ¥ B#BRE Activity
DERERT 2UENDH B,

4.1.3.1. exported 3%7E & intent-filter FZEDHMAE LY (Activity DIFH)] 2BRT B &,

4.1.2.9 FIRAS Activity A5 DRY Intent DR LMAHRT 2 (WH)

Activity DY A FICE > TEFIVRVIBELZD, RUMBE LTRELL Intent DT —4 ZWNEY ZRICIE. FTRE
Intent DR LM Z MR L BT NIXR S0,

FURSE Activity BAF Activity DIFE. FREDT TUHNSEREY Intent #F(FE S /=8, IV = 7 DKE Intent % 3
ITERZ ATREMED S B, FIFASE Activity DFERF Activity D35E. BE—7 F7VRHDSEY Intent ZZIFTIZDTY R 71
BWEIICEZDNBEDN, D7 U HEZIFER 7 Intent DT — ¥ ABBHICEYEE L THEET I D H D50,
%15 Intent Z BRHICRETH B & EZ TR SV, FALL Activity B/3— ~ F—[RE Activity ¥ B#LRE Activity
DHZE. TOFRBEDY) RV THDH, P Z(E Intent DREM AR T I2HNEHLH B,

32 AT -9 DREM%HRT 2] 2B8RTDHI L,

4.1.2.10 B DRET 7 & EHEY 255 EFI AL Activity 252325 (WR)

it DEET 7 EEETDIBEICIERTA MY A ML BB EIH D, B7 TYRICHAEELET 7V OFEREE/NY
DaEFORBLTEL, MBLOIMBAENY Y1 ERFLTVWRHENY Va2’ —BT 20 %2HRTHIET, &
WEELT7F)ICIntent ZRITT DI EEBCIENTE S, EERNARERERICOVWTEY Y FILaA—KREs2ay
M4.1.1.3. X—= K+ —RE Activity =155 - FIAT 2] Z25RT5I &, £, RMWAFEMICEAL T 14.1.3.2. FIAT
7T aEERT 5 aBRIT B &,

41.2.11 BEZZRNICIRH T 2156101, TOEEDOROREKELERT S (WR)

Permission IC& WIRESN TV I IEREES SUMBEEEL MO 7 7)) ICTRAICIRET 5EICIE. IREET TV IC
L CE—® Permission Z&3K$ 270 E LT, TOREKELHER L AFNIER 574, Android @ Permission ¥ 1
JT7TAETILTR, RESNLEEIINTET7TUDNSDERET IV ERICDWTOHERER 1T, IOLEKRLEDOR
MICEY, 77 ICRBINAEEN S SICHOT TV IZ, REDOLOHICUHER Permission ZBRT 5 2 & Bt
NZARMESH D, DI &I Permission % FZEE (Redelegation) L TW3 Z & & REBEMIZZEM7ARD T, Permission D
BEEMBEEMIEND, [5.2.3.4. Permission DBZEEBE] #5RBTD I &,
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41.212 Yo7 4 TRERIETEBRY XS (HELE)

TREZEROT7 T EBETIHRICEEY T4 TREREE > TRALRWV, FEDT 7)) L EHETZHEICEL
TH, ERLABRVWT 7Y IC Intent ZFKTLTLE > LBAEPE=EICEL S Intent DRFELRETHERNMRRELTLED Y
2D H B, [4.1.3.5. Activity FIREEOOJHAICDOWT] #8BIT B2 &,

YT 1 TRER%E Activity ICE T 2IH5E,. ZTOBEROFTRY X7 ERFT LARTHIER S0V, 2B Activity 125%
FLABRELTRBRT 2 EEZARTNERSRV, £/2/8— M F—IRE Activity ¥ B#RE Activity (23T L 72 1E#R
£ZN 5 Activity DREZICIKF L TERRRY R 7DOKRNDNH 5, FELF Activity ISER T 2ERICE>TH. Intent D
data ICE D7 1FHRIE LogCat BHATHAT 2 ) XU H%H %, Intent D extras i LogCat ICHASNBRVWDT, Vo7«
TIRERIE extras TEFT D& LU,

LYY T4 TRERETEDRITENLBVWEDIICIXRIRETH S, ENT 256, FIAL Activity (ZIEFTE S
Activity IZBRZE L. Intent D1EHR D LogCat NEHE LAWK S ICERE LA ITFhIEA S AW,

F7z. Jb— b Activity IZIEEY YT 1 TREREZZE > TEAS AW, Jb— b Activity &1&. 9 RIDPER S NZBFICK
MU SN Activity DZ ETH D, HlZIE. ZVFr—DrSEESI N/ Activity IZEICIL— b Activity TH 2,

Jb— b Activity IZBE L TOFEMIE. T4.1.3.3. Activity IZEE S NS Intent DFRAHELY (Android 5.0 & WEID/N—2 3 >
DWT)I T4.1.3.4. Jb— b Activity ICDWT] $ 8RBT 22 &,

413 7 RNV K

4.1.3.1 exported :&E & intent-filter SXE DA & Ht (Activity DIFE

ZDHA RXETIE, Activity DFED SIEAR Activity, 2B Activity, /3— M F—BRE Activity. B#RE Activity
D454 TD Activity ICDWTREAEE RN TV, &4 41 FICFFS L TWS AndroidManifest.xml @ exported /&
M & intent-filler ERDMABADOEERDRICEE D, FB D& LTWSB Activity D¥ 4 7 & exported BHES & U
intent-filter EXROMIEHEL W & 2RI DT &,

% 4.1.1 exported B & intent-filter ERDIAEDLE

exported BHEDE

true false BIETE
intent-filter EEHNH 2 | 2F (ER%LL) (%)
intent-filter EFM RV | KF. N— K~ F—[RE. BHRE | ILH (%)

Activity @ exported BHEAEIEE TH 35S ICZ D Activity BRI N2 HIERF & R DML, intent-filter DEZDH
BICKWREDD, AHA R TIE Activity D exported BlE%E TEISE) ICT2 T & ERIELTVS, AIED & 5 7% API
DT 74 NORBENCFHIREAT DI EIIBITIEIRETHY., exported BEDL I AtEFa ) T4 LEERBREEH
THICEMMET 2FED’HI2OTHNIEZNEFIHATRETH D EEZAOLNDHTH D,

exported BHEDIET Tintent-filter E&ZxA % 51 & lexported="false”| & EAZIEICLTWA DL, Android DR IC
RIFINRDH Y. Intent Filter DHEE £, BERHEITMT 7D Activity EHUVHLCLEIBFBELNEFEET 2O TH D, M
TD220HIE, ZOHRBOLDOEDTH S, M4.141F A—T7FTVALS LHAFERR Activity(7 7Y A) ZEERM
Intent THUHELRWEERIEDH TH S, Intent-filter(F A action="X") #EHFEL TVWBDH., 7T A LHWLARL
DTERRBY OEE &R>TWS,

“ intent-filter AEH S NTVNIERE Activity, EFES W TWARIFTNILIERR Activity & % %, https:/developer.android.com/guide/topics/manifest/
activity-element.html#exported = SRD Z &,
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é ~

FFUA

B ERMIntentE{E-T

Activity =R o

Intent(“X™)
FFC
FE4r Pl Activity A=1 BB Intent - T
exported="false” Activity UM T

action="X" @ Intent(“X")

Activity A-113IEL2BActivityldD T, 7
TADNGLHOMFUH T ZEETELL

L Androidi

414 EBLEEDH

4151, 7Y AIKCIMATT7Z 7Y B THRE L intent-filter(BH action="X") #EHL TW3BIFATH B, M4.15T
&, 77 A DBERE Intent Z3%E L CRA—7 7Y WOERE Activity EMUHZS &2 [PFVr—aviaR
R F47O7BRREN, 1I—F—DRIRICL > TAB Activity(B-1) AU SN TLES>flERLTWES, Zh
ICEW7FIcRH LTy T4 TREREZEELEY. EREHRYELZZITIRZAEENSELCTLED,

4 h
FFUA _
FEEEfIntentE{E-T FF)5r—

Activity =R & Lan MRk
Intent(“X") A-1

JE4 B Activity A-1

exported="false" —

action="X"

4% BActivity B-1
exported="true"”
action="%"

B LactionZ E &L -Activity B-1H$H 5
&L OSICEYBIRA A 7T HhRERSHN.,
3 —H—MBRIZL>TLABActivity
B-1AMEIEh TLES

9 Androidif 3

415 BELABWEMEDH

*3 Android 8.0(API Level 26) DR TIE (7 TV —>a v ERR] §4 707 RTINS, ®h7 7)) B DL Activity(B-1) IC BEHE
BIToZENHEBINTNWD, ZDOZENHE, Intent Filter ZRDIEAR Activity %BEEEI Intent IC& > TREET 2 DIERILLITRETH B,
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ZD& S IC. Intent Filter % A W=IERF Activity DFEERH Intent FEUH LIE, BEREHT 7)) & OBEROPYWERY %57
LTLEIDTIT>TIRALAEW, BB, ZOEHIZTTY A, FTYVBDAVAN—IVBERICIHKREFELAEWT & 5H
ALTW3,

F7z. Android 12 249 —4'v b & 9§ 23BE. 7 71 IC intent-filter %{#A 9 % Activity. Service. Broadcast Receiver B'&
EFNTVBHEI. exported BEDBTMAREEIINELR>THY., A LASBEIEEIN REBELTITER>TWVWS,

ZDBA. RZTIAN I FAVICEBENRREN, EEELRBICEIS—A v E—YRRRENB,
CNZTIARANIFANDEEAY E—Y

When using intent filters, please specify android:exported as well
s EIWRRFDIZS—Avt—Y

Manifest merger failed : android:exported needs to be explicitly specified for <activity>. Apps targeting Android 12 and
higher are required to specify an explicit value for ‘android:exported‘ when the corresponding component has an intent filter

defined. See https://developer.android.com/guide/topics/manifest/activity-element#exported for details.

41.3.2 MATT 7)) 2RI 3

ZZTRAN—FMF—BRE Activity DEZICE T 2 RMIERZMHRT 5, /A— M F—RE Activity (T4 M) X MIE
BINERBEDOTTINSOTIVERAEHFAL, ZNUADT TIYDNSIET V2R %EEET 3 Activity TH S, Bt
NOTTVET U RFARNRE A D7, Signature Permission IZ & 2 FHEIFEIEFIATERL,

BERNBEZ A /R— N F—[RE Activity DFBTT7 TV DETTEEREL. K74 M)A MIEFINLZTT)TH
NEH—ERE2RHET S, BRFINTVWAEVWT Y THNEY—ERE2RHELAVE VWD EDTH S, FIBT7 TV D
BRI, AAT 7 7Y DEDIBEEENEL. TOMBEEDNY VaBEEFTANIIANDNY V2 {EEHEERT S
ZETITI,

ZITHhEhIHMARTTFVD BIAE] 2BEBET L. AATT7 IO Ry Fr—I%&] EOEBRTHATIEAL
H? EREERENLEABVEHNERD, LMLV —JZBRBERICIEETESOMDT T ADHKY § & LAE
BTHD, MY THELARRNAIA—SRIETHEBRICIIELRWV, —H. 77 ORIIAETHNITFTHERICHED
ZENTE S, SAPREICHBIZ2EZRORARERIANMOT TVRARELMEF> TWRWED, E=FEHIR UIRE
5. MEDERARIALRINT 27T ZERT DI ERETERVWNSE, FTA M)A MNIT IR EFTLEW
TT)DIRAET — AR ERFLTELIVD, VTN A—RTRETA NI ZAMNDT—9H A4 %NS T 3%
OHICEEBZE T — 49 D SHA-256 Ny 2V 1B RIFT B &ICLTWS,

ZDFEICITRDZD DEMZENH B,
o AT T TV ICHWT startActivity() Tl&7 < startActivityForResult() % {Ef L 7 iF 1Lid7e 5 4L
e FIATT FVICHBWT Activity AADSHUPHET Z & IETEAL

2 OBOHIMEEREIIWDIE I DEDOHWNEEOKRE LTESINIHNTHZ2DT, BEICIE 1 DORLHWES
Z%, ZOHMEHEOELTT T DRy r—IZ%EFT % Activity.getCallingPackage() DHIFICL W EL TV,
Activity.getCallingPackage() 14 startActivityForResult() THEUH I NBEICOAMBATT TV DRy r—I£%RT
M. BFRRIRDS startActivity() THUOHEINEBEICIE null Z Rk EA>TWS, 20D I TEBNT 2 HiEFd
THATT TN, FEARVENLFTETH /=& LTH. startActivityForResult() Z{EbH A IFHIER S5 AL & WD Fl#
NdH 3, S 5IC startActivityForResult() 1 Activity 7 5 AT UL AMEZ 2L =8, FIATTIE Activity ICFRES N5 & WDl
Hedh 3,

*6 Android Studio Arctic Fox 2020.3.1 THeER
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PartnerActivity. java

/*
*
*
*

*

*
*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PartnerActivity extends Activity {

// Kk 4.1.1.3 - KAV 4% FIATT7 ) OFBAENETA MY ZAMIERGRINTWR I L EHRTS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);

sWhitelists = new PkgCertWhitelists();

// I"—NF+—=TF T org.jssec.android.activity.partneruser DIEBAZE/\v > 1{E% Bk
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug °?
// debug.keystore M "androiddebugkey"DiEBAE /Y > 1 {B
"0EFB7236 328348A9 89718BAD DF57F544 DS5CCB4AE B9DB34BC 1E29DD26 E77C8255"
// keystore M"partner key"MIIEAE/Nv > 1{B
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UWTFRERRICBDNR— N =7 7)) &6k ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname);

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

(ROR—TIHE<)
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FIDR—IH 5 DFEE)

// Kk 4.1.1.3 — R4V b 4% FATT7TYDIAENFTA MY R MIEFINTWE I E5HRT S
if (!checkPartner (this, getCallingActivity () .getPackageName ())) {
Toast .makeText (this, "FETT7 TV IF/—~F—F7 7Y TlERL, ",
Toast .LENGTH_LONG) .show () ;
finish();

return;

// Kk 4.1.1.3 - RAVN Sk, R=KF—FTYDSD Intent TH>TH., Z(E Intent DERELMEHERT S

S/ B TIICDEEE, [3.2 ANT—9DREMEHERT 2] 25K,
Toast .makeText (this, "X—hF—TFTYUHNSLTIEAHY", Toast.LENGTH_LONG) .show();

public void onReturnResultClick (View view) {

// Kk 4.1.1.3 = RAVb 6k R=rF—=TTYVICHATLTEWERICRYIRZELTEL
Intent intent = new Intent ();

intent.putExtra ("RESULT", "/N—kF—7FUICHATRLTLEWER") ;

setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

CROR—J 1<)
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AIDR=ID5DHFHE)

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 13 32 /N1 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LUADXELH D

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICXT DIEMRD/NY ¥ 1{EEZERST 2
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBRD/NY L a{BEEIEBD/NY 2 1{EEZLERT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager MO API CEZEMRIEITHE
PackageManager pm = ctx.getPackageManager ();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥HEIE PkgCert DHEEEFMAT 2

return PkgCert.test (ctx, pkgname, correctHash);

PkgCert. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

(ROR—T 1<)
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FIDR—IH 5 DFEE)

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
", "ll);

correctHash = correctHash.replaceAll ("
return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackagelInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHEbDAEWV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();
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4.1.3.3 Activity IC3XES 1 3 Intent DFEAEY (Android 5.0 & WEID/NN—2 3 /IZDWT)

Android 5.0(API Level 21) LABE TId, getRecentTasks() B SEBTE 2 1H5HN. BOEBEDI R IVBERBLUF—LT S
D& AEBRBERTIEBRVEDICRES N/, LAL. Android 5.0 KWEIDN—Ta Y Tld, BOBEEDY R 7 L4
DIEREFZAIND ZENTE S, LLTFIC Android 5.0 K WRIDN—2 3 YV TRET Z2ABEOABT % MR T .

ZRIDIV— N Activity ICEE S/ Intent (., § R VBEICEME NS, JL— b Activity & IFF RV DERERD
Activity DZ & TH 2, ¥ RVEREICBIS N7z Intent (&, ActivityManager 7 J A& f5 2 & TEDT7 T HLEHEEH
ICHRAHT ZENARETH S,

TFT)VDNSIRVBREEASRTZ-0ODY Y TN OA—REUTICRY, YRAVBEESBT 57-0IC1E. AndroidMani-
fest.xml I~ GET_TASKS Permission DA% EET 2,

AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.intent.maliciousactivity" >

<!-— GET_TASKS Permission Z¥Ed % ——>

<uses-permission android:name="android.permission.GET_TASKS" />

<application

android:allowBackup="false"

android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name"

android:theme="@style/AppTheme" >

<activity

android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

MaliciousActivity. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

ROR—S1&E<)
74




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2022-08-29

FAIDR=I D5 DFTE)

package org.jssec.android.intent.maliciousactivity;

import java.util.List;

import java.util.Set;

import android.app.Activity;

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;
public class MaliciousActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.malicious_activity);

// ActivityManager ZEU8Y %
ActivityManager activityManager =
(ActivityManager) getSystemService (ACTIVITY_SERVICE);
// R DEREERH 100 HRET 2
List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks (100, ActivityManager.RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// =N Activity IZEESI N7z Intent ZBE L. LogIlRTRT 3
Intent intent = r.baselntent;
Log.v ("baseIntent", intent.toString());
Log.v (" action:", intent.getAction());

String target = intent.getDataString();

if (target != null) {

Log.v (" data:", intent.getDataString());
}
if (r.origActivity != null) {

Log.v (" pkg:",

r.origActivity.getPackageName () + r.origActivity.getClassName());

}
Bundle extras = intent.getExtras();
if (extras != null) {

Set<String> keys = extras.keySet();
for (String key : keys) {
Log.v (" extras:", key + "=" + extras.get (key).toString());

ActivityManager 7 5 2D getRecentTasks() IC& W, BELBHDIRIVBRENBTZIENTES, FIRIDIF
#]R(E ActivityManager.RecentTaskInfo 7 2 XD A V249 ¥ RICHEMI N B D, D A v /N—ZH baselntent ICIE. ¥ R
I DIL— K~ Activity IZ3#E(E T N7z Intent EMINTW S, JL— b Activity & IEF RV DPER S NARFICHUHI
Activity TH B DT, Activity I EOHTERICIE. UTORGEZELELBB/EIRVE D ITERLRITNE RSV,

o Activity BAEUH I NI, YR IDFRICERIND

75




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

s MU I N7z Activity BNV I TS0V RHDBZWNET 7 Z50 Y REICBICEET 29 X7 DIL— K Activity
TH?

4.1.3.4 JU— b Activity ICDWT

JL— K Activity &lE9 RV DEREM D Activity DZ & TH D, YRAINERSINBFICEEI I N Activity DZ & T
Hd EE>TELV, BIZIE. T T4 REED Activity B’ Z VY F v —HSBREIS MBS, D Activity (d)L— b
Activity & 7%, Android DERRICEK % &, IL— K Activity IOEE SN2 Intent ODRABIFERDT7 TV ICL > THAIS
nNaB/NDH 2, TI T, Jb— b Activity NV O T 1 TRIEBREZZELAVK D ICHEREEBLZ2UENH D, AHA R
Tld, MUHI N Activity BIL— R ERDBD A CTHICLLTD 3 & L—ILIcBif 7,

o taskAffinity Z#§7E L 7L
* launchMode 357 L %W
* Activity IC23#{§9 % Intent I 1& FLAG_ACTIVITY_NEW_TASK %% L 7%

BUF. Activity BIL— M ERZDIEED & S BIBED ZHDITIL— b Activity ICDWTERT 5, MUH I/ Activity
PI— N ERDBIODREICEET ZDIE. UTFICHEIFZEETH S,

s MU I N3 Activity DEBEIE— N
s UHEIND Activity DY R T & Z DREEIREE

F9. MPOEIN D Activity DEBIE— K] ICDWTEAT %, Activity DESEIE — K&, AndroidManifest.xml (Z
android:launchMode %52k d 5 2 & THRETE %, it LAWEEd standard” & ARSI d, £/ BEIE— RIE
Intent ICERET 275 7ICL > THEBARETH 5, FLAG_ACTIVITY_NEW_TASK 7 5 7'ld. Activity % ’singleTask”
E-RTEFBIE S,

IBEAREREBE— NIIRDEBY TH B, IS, JL— b Activity & DFEICERE B TTCEHRAT 5,
standard

ZDOE— RTHUPHE I N Activity [F)V— b ERB T EFR<, MUHB LAIDOY RV ICFIET %, £/ MUHLOEIC
Activity DA V2V ADNEK SN D,

singleTop

“standard” EREERTHBHD, 74T V59V RV DRAEICKRTSINTULS Activity ZEEI T 25HAICE. 1 VR4S
VANERINRVWE WD RAER B,

singleTask

Activity (7 7 4 =7 1 DIEICR S TRIB T 29 AUDRE D, Activity DT 74 =T 4 E—BET 29 R0 BNy IS
DV RHBZWNMET AT IO RICEELRBRVWBEICIE. § 27D Activity DA Y AF VA& EHICFHRICER SN B,
BHEYT2HBEIIEELLEERI AL, RIE T, BEIS N Activity DA Y RY VY RFI— M &5,

singleInstance

“singleTask” EFIFRTH 2D, RORTEMRD, FRICEKRS NI R VITIE. Ib— b Activity DADFIETE 2R TH
3, LEN>T. ZOE—RTREISI N/ Activity DA V2RIV AIFEICI— N THD, TITEEIBELRDIZ, T
UHEN S Activity B FDT7 71 =274 CALBRIO YR IVHDBEICEEL TWBRIHEETH > TH, MUHIN D Activity
EYRVICEEND Activity DY FRAENRBDIZETH D, TOHEIF. FHRICIRIDERE NS,
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BLE& V., 7singleTask” % 7= & singlelnstance” TREN S 117z Activity (d)L— MIRZAREMESH D 20D, 77
DR EBRFET DHICIE. TNSOE—RTEEILAVL I ICLATNIERSAL,

RIS, T EI NS Activity DY 27 & FDREIREE] ICDWTEHBET %, & A, Activity »"standard” €— R T
UHaniE LTE, Z0D Activity B'FIE T 249 X7 DIREEICK > TIL— b Activity &R 2BEDH 2,

BlE LT, MUPHEINDB Activity DI RIDBRICNAY V750 RTREEILTWEIHEEEEZ 5, BEERDIDIE. 20D
9 29D Activity 1 ~ R4 > ZHsinglelnstance” THRE) L TW2HBETH 5, “standard” THUH S N7z Activity D7
T4 =T 49 RV ERALUE S BFIC, BEED singlelnstance” @ Activity DHIRICK U, R A IV DBER SN 5, =
ZL. TNEFNOD Activity D7 ZZREZWNALHFEIE. SR VIBERSINT. 1 V2RIV REBEEFEOEDHAFIAEI NS, L
FTHICL A, MU Sz Activity I&)L— b Activity 1272 %,

BED &SI, Jb— b Activity AP OE I N2 FERERTRHORBICKET 2L EERTHD, 7TIVEREORIC
(&, 7standard” E— KT Activity # U HT LD ICTRIRETH 5,

FEAFE Activity ICEE SN 3 Intent BT Y D oSFTmAMSON BBl & LT, FEAR Activity DIEUH LI Activity
% ”singlelnstance” €E— R CRE T 2HEOY Y N IA—REZUTICRT, ZOH Y FILI— RTIE QR Activity
Astandard” E— K TR ST B H, FHUH LA Activity @D singlelnstance” E— RDFAEICE Y. FEAR Activity 137
WY ZIDI— b Activity &> TLE D, TOBR FEAR Activity ICEESN 2 YT 1 TRIERIEY XV BREICE
Handizd, FEOT7T)HOHEAMY AR TH D, 4. FFOH LA Activity, FERF Activity EEHICA—DT7 7 14
—T4EFD,

AndroidManifest .xml (FEHESE)
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— Jb— K Activity Di2EBIE— RK%” singleInstance” &$% —-—>
<l—= TIAZTAEERERET. 7TVORvr—v&ETD ——>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singleInstance"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!—— FENB Activity ——>

<!l-- BHE—R%” standard” &§% -—>

<l—— FIAZTARBEELT. 7TVORvFr—8ETE ——>

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

</manifest>
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JE/NBE Activity £, ZE L7 Intent I L THREZBRI DA TH S,

PrivateActivity. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.private_activity);

// %25 Intent DRELM%MHRT S

/) BV TIICDERE, [3.2 AAT—9DORLMEEHRT 5] 258K,

String param = getIntent ().getStringExtra ("PARAM");

Toast .makeText (this,
String.format ("/N\TA—% T3s] #F(JE -7z, ", param),
Toast.LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {
Intent intent = new Intent ();
intent.putExtra ("RESULT", "t€Y¥F4 FRIER");
setResult (RESULT_OK, intent);

finish();

JE/NBE Activity DIEUH LI TIE, Intent IC7 57 #REH T IC, “standard” E— K TIEAB Activity BB L TW 3,

PrivateUserActivity. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

(ROR—TIHE<)
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* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.user_activity);

public void onUseActivityClick (View view) {

// IENBH Activity % "standard"E— K TRET 2
Intent intent = new Intent ();
intent.setClass (this, PrivateActivity.class);
intent.putExtra ("PARAM", "tV I T4 TRIER");

startActivityForResult (intent, REQUEST_CODE) ;

@Override
public void onActivityResult (int requestCode, int resultCode, Intent data)

super.onActivityResult (requestCode, resultCode, data);
if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");

/) BIET—IDREMERRT D
/) Y TIICDERE, 3.2 AAT—9DREUERRT 2] 25K,
Toast .makeText (this,
String.format ("#&FR [%s] =B >7=, ", result),

{
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Toast .LENGTH_LONG) .show () ;
break;

4.1.3.5 Activity FIFRFOR 7 HAIZDOWT

Activity ZFIFA 9 2 BRIC ActivityManager %' Intent DA% LogCat ICHEHNT 3, LTFTOREIE LogCat ICHAZIN 37
b, BT A TRIERIEINBVEDISERTREL,

s MAKNYT—U%
« MAELISRE
« Intent#setData() TE&E L 7= URI

BIZIE, A—ILEET BIHE. URLICX—ILT7 RLR%ZHEL T Intent ZFITT 5 & A —JILT7 KL XD LogCat ICHEHE
NTL £, Intent#tputExtra() TERE L 7={Elk LogCat ICH A I AR\, Extras ICFREL TESD LD ICLEAIRL,

RDEIICA—IVEET B E LogCat ICA—ILT7 RLANKRTIINTLED

MainActivity.java
// URI | LogCat ICHHHIE N3
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent (Intent.ACTION_SENDTO, uri);
startActivity (intent);

RO & D IC Extras HEAT 5 & LogCat ICA—JLT KL ANRRINMRL RSB

MainActivity.java
// ExtrallfE LRA LogCat ICHAI AW
Uri uri = Uri.parse("mailto:");
Intent intent = new Intent (Intent.ACTION_SENDTO, uri);
intent.putExtra (Intent .EXTRA_EMAIL, new String[] {"test@gmail.com"});
startActivity (intent);

7272 L. ActivityManager#getRecentTasks() IC & o T Intent @ Extras D7 7Y H S EEFHH I5EHH B DT, FR
T35 &, FFLLCIE 14.1.2.2. taskAffinity H38E LRV (ZB) 1, T4.1.2.3. launchMode % 38E LR\ (7B)] &V
[4.1.2.4. Activity \23%5F % Intent \Z1& FLAG_ACTIVITY_NEW_TASK %32 E L7V (BWHE) ] 28RO &,

4.1.3.6 PreferenceActivity ® Fragment Injection 3fZkIC DWW T

PreferenceActivity Z & L 72 7 5 X HVABE Activity & 7> TW3354& . Fragment Injection”” & N ZRIEAFKET S
AEEMEN D B, T DRIEE B < 72821 PreferenceActivity IsValidFragment() % override L. B8 DEEFENICF v ¥
¥ % Z & T Activity BB L A\ Fragment Z/HDBRVWE S ICT I2MENH D, (AAT—FDREMICDWVWTIE 3.2, A
NTF—9 DR =HRT 5] BR)

LUFIC, IsValidFragment() % override L7=¥ > IV ETRT, "BH. V—RA—RO#FLETI &, VT REHNEDY.
SIHDEEDEBERNIEDL > TE D AREELIHZD T, BENISHKBREICR S,

*7 Fragment Injection DEEHIZ LT D URL #H8RD Z & https:/securityintelligence.com/new- vulnerability-android-framework-fragment-injection/
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override U 7z isValidFragment() X% v KDl

protected boolean isValidFragment (String fragmentName) {
// BESERFOXRIERIRITD &

return PreferenceFragmentA.class.getName () .equals (fragmentName)
| | PreferenceFragmentB.class.getName () .equals (fragmentName)
| | PreferenceFragmentC.class.getName () .equals (fragmentName)
| | PreferenceFragmentD.class.getName () .equals (fragmentName) ;

BB, 7T YO targetSdkVersion B 19 LL_ETdh %35, PreferenceActivity.isValidFragment() % override L A\ &,
Fragment B 3@ A S 72 E&RE (isValidFragment() D' MEIEN/EERE) TEF 212U T 1 HADPRELT TYDKRT T 575,
PreferenceActivity.isValidFragment() @ override »*ETH %,

41.3.7 Autofill 7L —L7—2I1C2DWT

Autofill 7 L — A7 — 7 1% Android 8.0(API Level 26) CEIIS Ni-ftilHTH B, CDEHEA%FATZIET, 21—
-2, R2RT—K, Ff. BEES. /LYY MA—NBEREFPADSINALEZILZNOEZREFELTEE, BEYKEI
BOBFICERYHE LT TV ICEBIAT (Autofill) T 2#EEARIRT 2N TE S, I—HF—DANBRERRT ST
ENTEZEHNREEATHZD. HE2T7TIVHPERINRNRT—RKP /LIy PA—RERFOEY VT 1 TRIERZ M
D7 7Y (Autofill service) ICET L EBELTHY., BYEWICIETDICK[EDIFIHENH B,

A (BE)

2200V ER—%V K

DAFIC, Autofill 7L—LT—JIC&BT 22003V R—% Y b OBEERT,
o Autofill DRFERZ TS FATTY) :

— View DIEHR (FF X B LUVEM) % Autofill service IZiE L7z Y. Autofill service 75 Autofill ICHEBAIF
WERBEINEZY TS,

— Activity DI RTOT7 FYHFAT7 T &4 % (Foreground B¥),

— FAT7TIYDEDODITARTD View H° Autofill D RIC/EZAREM I D B, View HEAL TEARMIC Autofill DxF
KAETDZELEHEE,

— Autofill #EEDFAER—/Sv & —IJ WD Autofill service ICPRET 2 2 & & AHE,
 Autofill service Z#R#t 3 2 —E X (Autofill service) :

- 77D LEINE View DERERELEZY (A —Y—OFFAHINBE). View I Autofill § % 7=H DIER
(DU RKN) 27 T)ICIRELEY T3,

- RIERRD View & Autofill service HSRET 2 (Autofill 7L —LT—71ET 7 4 )L M T Activity ICEEN 3
IARTD View DIEHR% Autofill service IZE ),

— 3rd Party B® Autofill service £EKTZ %,

— WARRICEREET eI TI—Y—IC& Y TREI D O5RIREI N7z Service DAHAEMICHES (T4 L]
HEIRTTEE),

s TRIA7 Y] & TAutofill servicel &, ZNEFNEL/RAv T —S (APK 774)) THBZEH, IR r—STHBIEtHYED,
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— Service . I 1 —HF—I1EHRAERET BLEDICNRRAT—RANFICE>TLAI—HF—RFAE292-0D Ul %
BDOZ &t a5,

Autofill 7 L— L7 — 9 QAR 7 O—

B 4.1.6 l& Autofill B D Autofill BiEI Y R—x > FNEOREBIO—%RLTWS, FIRBT7 7)) D View D7 # —h 2%
BE % R2HIC Autoill 7L —LT =7 %N LT View DIEH]R (EIC View OB FERPE4 DEM) »° [RE] TERS
N7z Autofill service 125 %, Autofill service I&3E X N7z 153 % JTiC Autofill ICHERER (IZFHY X ) = DB A HHEY
Bl ZLb—LT7—VI0BIET 2, 7L—LT7— VB BEHY A 21— —IIRRL. 2—HF—MNBRLET—FICLY
7 7 T Autofill BTbN B,

Androidig 7

1. View'| B4R 2. View'lE 3R
E(CEEER ' TiZEHER
FIET ) [ Lt Tb’&_”;‘fg'_? q P2 | ol cervice
6. ®IRT—= 3. Autofilli 5 4R

(12#8)AR)

4, 23D ET 5. UZRMEDEIR

3t

4.1.6 Autofill OV R—F > MNEOMET O—

—A. H4.1.7 1% Autofill IZ& 21— —F—YREFOULETI O—%TRLTW3, AutofillManager#commit() DU H
L ¥ Activity D# T 222412, Autofill L7z View DIEICEEDH Y, DD, Autofill 7L —AT—IHRRY 5R7FHA
FAT7ATICH L TLA—HY—DFATLHE. View DIER (FFZXMEL) 2 Autofill 7L—LT7—2%N LT [EE]
TEIRSI 7= Autofill service ISE X M. Autofill service A° View D1E#HR % DB IC/RFE L T—E2DUNENRT &4 5,

Androld¥ETE

1. View{##2 4. View!H R
F+2A-ELD) (FH Ak &1
R e e

2 RFHOHATO S DRT 3. RTFEHE

2 —4—

417 1—¥-—F—IREFEROIVR—3Y NEOWLETIO—

Autofill A7 7V ICBF2EFa ) 71 LOBE

A (BE)] OBETRLEEY Autofill 7L—LT7—2I1IC81F2EF2) T4 EFTITIH, 21— —H [BE] TL
273 Autofill service Z3&IRL. REBICEDT—9 % ED Autofill service ISEL TH L WLWMNBELNICHIBFTE 3 Z & &Rl
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BeELTWES,

E BN, A=Y= > Y RETHL Autofill service Z312IR L7z V. Autofill service ISETRETHWVWEY VT 1
RIBEROBREEHFTLTCLE>7ZW T 2TEELH S, UTIC, COBEICRED ZBRBICOVWTERT

FRER. 1—Y—25% Autofill service Z:BIR L. REFAS A 7OJICHLTHFTLAESBE. MAT7 ) TRRIhTWS
Activity ICEFE N2 T RTD View DIFERH Autofill service IEZ ABEIEDH D, T I T. Autofill service B<ILD =7
DIFER. Autofill service I View DEREATLA ML —IPRETRVWIZD RY—ERICRET2EOEFa ) T«
oM@ H - HBEICE. FRA7 ) TROBRORRICOMN >TLESI VRINEZOND,

—7. Autofill Bf, T —H—»% Autofill service & LTI Tz 7 ABIRLTLE->TWEIBE, SILT Tz 7HEELE
HEAALTLESAREELHZ, TTT P77V T7 VDT —9E5FEELLEEDISTY RY—ERNANT—YDE
2HETHICHERLTOAEI>BE. BRFERP 7 ) Y—ERADEFEILEFIC ORI >TLEI YR II’EZISNS,

BB 2202V R—%xV M TEWEELDIZ, Activity 2527 7)) BB EIRIIC Autofill DRI D728, Activity
EEOT7 T @?N'CODE?'?%%LJJ:EEO)U7\7’&%L1§ L CREREIPCEEETOVENH D, UTFIC. EEROYRIICHT
DNERERTN (313 EEDELRERRK] BELSEICLT, 7TV ICLBANKRERFLALLT, BATSZ
EEBEHT B,

DZ7ICHT BRER-1

ADRD & SIS, Autofill 7L —LT—I TREANICI—HY—DHEEILL >TEFa2 )T PEESNATWVWS, ZOLD
7Y TTEBZHRIFESNTWSAH, View I8 L T importantForAutofill BT no” F% 18 L T Autofill service I
View DEHREZESLAWVWEIICT S (Autofill DFRFEHAETZ) & T, 2—H—n% tﬂﬁ%?ﬂ@ﬁ?%’(%&b‘atiﬁ
& (I =7 % Autofill service & LTHAT 2L DIGERT 2%E) TH, LROBEEZBRT LI EHNTE S,

e L4 77 b XML @ importantForAutofill B %#18ET %
* View#setImportantForAutofill() % MU H

LARICIBEAEERIERZTRT, 18T HEAEICK > THUIREZFED 2 &, FFIC. "no” ZBE LHBE. IBE L View &
Autofill DX RMICAE BB, FHEE Autofill ODRRICHRB I EICEFRT BT E, T7 4 MEIK, 7auto” £ >TW3B,

¥ 21— —AEEMIC Autofill #EEFIALIBARE, ANETHLEOBRRAMMBTELVWI LN DB, [VATICHT BNE-2] 2EHT
22ETIDEIRBAICERISGT 5 EHMNTE S, importantForAutofill B IE. UTFOWTNADFRICE > THEETHI LN TE S,
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%412 Autofill DFFRICH D H

& £ E L 7z | FHOD View
EH A View
“auto” B §j1:::l() B & 84, %10

IMPORTANT_FOR_AUTOFILL_AUTO

”no” PUE D) PUE
IMPORTANT _FOR_AUTOFILL_NO

”noExcludeDescendants” TR A TR
IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS

” yes > *F % xF %
IMPORTANT_FOR_AUTOFILL_YES

yesExcludeDescendants” PO R4
IMPORTANT_FOR_AUTOFILL_YES_EXCLUDE_DESCENDANTS

% 7=. AutofillManager#hasEnabledAutofillServices() Z# A L T. Autofill #egEDFIBEZRA— /Ny 75— I A D Autofill
service ICIRET 5 Z & HARETH %,

RIS, TERE] TR—/Ny 7 —JAD Autofill service ZFIFT 2 LD ICRESINTUVWBHEDH, Activity DETD
View % Autofill DXHRICT % (LRI Autofill DIFRIT7 2 A E Autofill service JRE) HEDH%=RT, ERD View
IZ%t L T View#setImportantForAutofill() #M UM Z & HAEETH 5,

DisableForOtherServiceActivity. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.autofillframework.autofillapp;
import android.os.Bundle;

import android.service.autofill.UserData;

import android.app.Activity;

CROR—=2IZHEL)

10 Autofill 7L — LT —0 HSRE
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import android.
import android.
import android.
import android.

import android.

util.Log;

view.View;
view.autofill.AutofillManager;
widget .EditText;

widget .TextView;

import org.jssec.android.autofillframework.R;

import java.util.Iterator;

import java.util.List;

public class DisableForOtherServiceActivity extends Activity {

private String TAG = "AutofillSample";

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@Override

protected void onCreate (Bundle savedInstanceState)

super.onCreate (savedInstanceState);

setContentView (R.layout.disable_for_other_service_activity);

mUsernameEditText = (EditText) findViewById(R.id.field_username);
mPasswordEditText = (EditText) findViewById(R.id.field_password);

{

findViewById(R.id.button_login) .setOnClickListener (new View.OnClickListener () A

@Override

public void onClick (View v) {

P

findviewById(R.id.button_clear)

login();

@Override

public void onClick (View v) {

)i

//ZD Activity TETZO—FT 4 V7Y —ILIA—DRIE%E L TWaWEoH,
// TEBIAA] ORBIRT Autorill HEENFIBAREICARY X7,

@Override

resetFields () ;

protected void onStart () {

super.onStart () ;

@Override

protected void onResume () {

super.onResume () ;
updateAutofillStatus();
View rootView = this.getWindow () .getDecorView() ;
if (!mIsAutofillEnabled) {
//R=Ny 5 —IAD Autofill service ZFIALBWEEIF., 2TOD View & Autofill ORRHMHIZT S

.setOnClickListener (new View.OnClickListener () {
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rootView.setImportantForAutofill (View.IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_
—~DESCENDANTS) ;
} else {
//B—Ry I —IURD Autofill service ZFIAY 2HEIE. £TD View % Autofill DWRICT S
J/HEED View IIF LT View#set ImportantForAutofill () ZFUHT I &€ AJ8E
rootView.setImportantForAutofill (View.IMPORTANT_ FOR_AUTOFILL_AUTO) ;
}

testFieldClassification();

}

private void login() {
String username = mUsernameEditText.getText ().toString();
String password = mPasswordEditText.getText ().toString();

//View hLRBLET—YDRLWEHERT S
if (!Util.validateUsername (username) || !Util.validatePassword (password)) {
/YR TS—NB%ET S
//Y—/—I|C username, password k(g
finish();
private void resetFields () {

mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

private void updateAutofillStatus () {
AutofillManager mgr = getSystemService (AutofillManager.class);
mIsAutofillEnabled = mgr.hasEnabledAutofillServices () ;

TextView statusView = (TextView) findViewById(R.id.label autofill_status);

String status = "H#® autofill service NN—-TTF";
if (mIsAutofillEnabled) {

status = "E—/Nv S —YHD autofill service NEMTI";
} else {

status = "E—/NYv S —YHOD autofill service NEHTI";

}
statusView.setText (status);
}
private void testFieldClassification() {
AutofillManager mgr = getSystemService (AutofillManager.class);
List<String> algorithms = mgr.getAvailableFieldClassificationAlgorithms();
Log.d (TAG, "algorithms num=" + algorithms.size());
Iterator it = algorithms.iterator();
while (it.hasNext ()) {
Log.d (TAG, "algorithms=" + (String)it.next());
}
String defaultAlgorithm = mgr.getDefaultFieldClassificationAlgorithm();
Log.d (TAG, "default algorithms=" + defaultAlgorithm);

boolean isFieldClassificationEnabled = mgr.isFieldClassificationEnabled();

Log.d (TAG, "isFieldClassificationEnabled=" + isFieldClassificationEnabled);

(ROR—TIHE<)
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UserData userData = mgr.getUserDatal();
if (userData != null) {
Log.d (TAG, "userData fcAlgorithms=" +
userData.getFieldClassificationAlgorithm());
} else {
Log.d (TAG, "userData is null");

)R I e B3ER-2

TTVT TRV 20511 2HELAEBETE. 21— =2 View DR|BLTI70—FT 1 VY —IN—REERK
TSET TBEIAN] Z:FIRT % &, EHIBIC Autofill ZFATETLE S, TDIFH. importantForAutofill Bt T no”
F%IBE LK View 2 5L 2 TOD View DIFEEHA® Autofill Service ICE S Z &IZRR 3,

T Z2IC/ T 2E-1] ICMA T, Z2A—F 4 YT Y—=IN—REDAZ21—m5 TEFAH] 528KRTZIET, L
SEDLIBRIBETE., FREBAVOYRIVAZQOMT DI ENTES,

UTFIcH Yy Ia—RERT,

DisableAutofillActivity.java

/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License');

* you

* You

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import
import
import
import
import
import
import

import

import

public

may not use this file except in compliance with the License.

may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

the License for the specific language governing permissions and

android.os.Bundle;
android.app.Activity;
android.view.ActionMode;
android.view.Menu;
android.view.Menultem;
android.view.SubMenu;
android.view.View;
android.widget .EditText;

org.jssec.android.autofillframework.R;

class DisableAutofillActivity extends Activity {

()ﬂo)’\e—y‘::§1b <)
87



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

AIDR=ID5DHFHE)

private EditText mUsernameEditText;
private EditText mPasswordEditText;

private ActionMode.Callback mActionModeCallback;

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.disable_autofill_activity);

mUsernameEditText = (EditText) findViewById(R.id.field username);
mPasswordEditText = (EditText) findViewById(R.id.field password);

findViewById(R.id.button_login) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

login();

)i

findViewById(R.id.button_clear) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

resetFields () ;

)i
mActionModeCallback = new ActionMode.Callback () {
@Override
public boolean onCreateActionMode (ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@Override
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@Override
public boolean onActionItemClicked (ActionMode mode, Menultem item) {

return false;

@Override
public void onDestroyActionMode (ActionMode mode) {
}

bi

J/7A=T 4 v TY—=)b—n5 TEEAS] %HIRT 2

setMenu () ;

void setMenu () {
if (mActionModeCallback == null) {
return;

(RDR—=TIHEC)
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}

//Activity ICEENZETORETRER TextView ICDWTEY hFBZ &
mUsernameEditText.setCustomInsertionActionModeCallback (mActionModeCallback) ;
mPasswordEditText .setCustomInsertionActionModeCallback (mActionModeCallback);

//Menu DIEB%EK>T BEIAN] %=HIlRYT 3
void removeAutofillFromMenu (Menu menu) {
if (menu.findItem(android.R.id.autofill) != null) {

menu.removeltem (android.R.id.autofill);

for (int i=0; i<menu.size(); i++) {
SubMenu submenu = menu.getItem (i) .getSubMenu();
if (submenu != null) {

removeAutofillFromMenu (submenu) ;

private void login () {
String username = mUsernameEditText.getText ().toString();
String password = mPasswordEditText.getText ().toString();

//View OB LET—9DRELEEERT S
if (!Util.validateUsername (username) || Util.validatePassword (password)) A
/BRI —NEBET S
/ /Y —/N—I|Z username, password %i%{§
finish();
private void resetFields () {

mUsernameEditText .setText ("");

mPasswordEditText .setText ("");

)R 7ICd B35%-3

Android 9.0 (API Level 28) T, IRTEAR & 4> TW3 Autofill Service DAV R—Xx Y kM ATH % H % AutofillMan-
ager#tgetAutofillServiceComponentName() IC& > THIZ Z &N TE SR LD LR o7z, ThERAWTINY ST —IZ 5B
L. BBO7 7 HEFEEBL TV S Autofill Service HE D M &R TZ %,

ZOFPE, K 14132 MAETT 7)) 22T 5] THRRAEBYNRy r—IZIERY §E LITERLD, ThOHT
BuRE T 5DIFHETERW, 4132 [ZEBEOFEALL. Ny F—I &5 5 Autofill Service DFERAE A ERIE L.
ETFNEHOOLHTETA NI RAMIBHEINTVWEEDE—RTEINEINMIL>TETERETOINETHD, 2D
FEOFHMICOWVWTIF 4132, ICFHELVWOTELLEZBRINEW,

PTFIC, #50LDHETA MY R MIEHFSINTLS Autofill Service BB > TWBIHBEDH, Activity DETD
View % Autofill DR RICT 2HBEDHI%ERT,
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EnableOnlyWhitelistedServiceActivity. java

/*

*

*
*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import android.content.ComponentName;

import android.content.Context;

import android.os.Bundle;

import android.app.Activity;

import android.view.View;

import android.view.autofill.AutofillManager;

import android.widget.EditText;

import android.widget.TextView;

import android.widget.Toast;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.autofillframework.R;

public class EnableOnlyWhitelistedServiceActivity extends Activity {

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {
sWhitelists = new PkgCertWhitelists();
// 1E%89 % Autofill Service DFIBAE/N\v Y a{B% E%
sWhitelists.add("com.google.android.gms",

"1975B2F17177BC89ASDFF31F9E64A6CAE281A53DCIDID59B1ID147FE1C82AFAQO") ;

// LAFERRICHDIERRT 5 Autofill Service %EEk. ..

}

private static boolean checkService (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname);

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.enable_only_whitelisted_service_activity);

(ROR—TIHE<)
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mUsernameEditText = (EditText) findViewById(R.id.field username);
mPasswordEditText = (EditText) findViewById(R.id.field password);

findViewById(R.id.button_login) .setOnClickListener (new View.OnClickListener () |
@Override
public void onClick (View v) |
login();

i

findvViewById(R.id.button_clear) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

resetFields () ;

P
//ZD Activity CTET7A—FT 4 VIV —IN—DFIiE%E L TWRWE=oH,
// TEEIAN] OFIRT Autofill HEENFBEREEICAY XY,

@Override
protected void onStart () {
super.onStart () ;

@Override
protected void onResume () {
super.onResume () ;
updateAutofillStatus();
View rootView = this.getWindow () .getDecorView() ;
if (!mIsAutofillEnabled) {
// BTARN)ZANMIEBHEINTWS Autofill Service ZFIALRWEEIE.
// BTD View % Autofill OFRMAIZT S
rootView.setImportantForAutofill (View.IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_
< DESCENDANTS) ;
} else {
// K74 MY RNMIBHRINTWS Autofill Service =HMAT IIHEIL.
// ®TD View % Autofill DFRICT S
// BEED View IR LT View#set ImportantForAutofill () ZMUOHT I &£ AJ8E
rootView.setImportantForAutofill (View.IMPORTANT_ FOR_AUTOFILL_AUTO) ;

3
private void login () {
String username = mUsernameEditText.getText ().toString();

String password = mPasswordEditText.getText ().toString();

//View hLRBLET—YDRLMEHERT S

if (!Util.validateUsername (username) || !Util.validatePassword (password)) {
// BRI —NEBET S

/ /Y —/N—I|Z username, password %%E(E

finish();

(ROR—TIHE<)
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private void resetFields () {

mUsernameEditText.setText ("");

mPasswordEditText.setText ("");

private void updateAutofillStatus () {

ol

AutofillManager mgr = getSystemService (AutofillManager.class);
// Android 9.0 (API Level 28) LTI Autofill Service MIAVEKR—RY MEREMBTEDLDIC

ComponentName componentName = mgr.getAutofillServiceComponentName () ;
String componentNameString = "None";
if (componentName == null) {

mIsAutofillEnabled = false;// [F%%E] - [BEIAAT—EZR] A [R2L] IREShTWVWS
Toast.makeText (this, "BHEAAY—ERAL", Toast.LENGTH_LONG) .show () ;
} else {

String autofillServicePackage = componentName.getPackageName () ;
// FEBSELTWS Autofill Service BARTA MJRMIBHFKINTWEIIZ2RET S
if (checkService (this, autofillServicePackage)) {
mIsAutofillEnabled = true;
Toast.makeText (this, "L TWHBEEANY—ER: " + autofillServicePackage,
Toast .LENGTH_LONG) .show () ;
} else {
Toast .makeText (this, "EHETZRVEIBHANYT—ER: " + autofillServicePackage,
Toast .LENGTH_LONG) .show () ;
mIsAutofillEnabled = false; //ENUADIFEIE Autofill Service ZFALAGW
}
componentNameString =
autofillServicePackage + " / " + componentName.getClassName () ;
}
TextView statusView = (TextView) findViewById(R.id.label autofill_ status);
String status = "current autofill service: \n" + componentNameString;

statusView.setText (status);

PkgCertWhitelists. java

/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* limitations under the License.

*/

CROR—=2I2HE<)

92




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR

2022-08-29

FIDR—IH 5 DFEE)

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String,

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length () != 64)

return false; // SHA-256 1% 32 /84 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() != 0)
return false; // 0-9A-F LADXELH S

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICRBT BIERD/NY ¥ 1{EERRF/T S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY ¥ 2 {BEEED/NY ¥ 1 {EELET D
if (Build.VERSTON.SDK_TINT >= 28) {

// % API Level >= 28 Tl& Package Manager MO API CEZEMIIA AT

PackageManager pm = ctx.getPackageManager () ;

return pm.hasSigningCertificate (pkgname,

Utils.hex2Bytes (correctHash),

CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DHF&IE PkgCert O¥EEEMNAT 3

return PkgCert.test (ctx, pkgname, correctHash);

String>();

PkgCert. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License');

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

93
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* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELFHEDAEV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byteZhex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;

(ROR—TIHE<)
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final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {

hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

4138 vvFLAWIntent 7Oy 2ICDWT

ZOMEEIZEF 1) T 138D ®HIC. Android 13 (API Level 33) LA EICEBMEN-EDTH B, Activity ZE2EISE 2
BARHY Intent HEE S N7/2BE. 259 D Activity @ intent-filter DWTNICE—BHLBRWIEEIEZ., ZD Intent AT 0O Y ¥
Ins,

e LHL. UTDHZEEIE Intent DTy FABAINTULAL:
- intent-filter MEFSI N TLARVWIVR—% Vb
- A—=77V 45— a v 5EE SNz Intent
- Y AT LD BIEIE SN Intent

root H 5 3E(E X117z Intent

Ty F LAV Intent DT Ay I OHEENBIMINE DDA Activity DIERK - FIfA%Z. AH A RTHRIBELAFEICHK
IRETHD, TOEAIL, intent-filter DA D' AndroidManifest.xml TRZICHRT B2 &N TEZNSTH D, N
Activity OER - FIRICDWTIX T4.1.1.2. A Activiry Z218% - FIFAS 2 1. T4.1.3.1. exported F27E & intent-filter 3% 7E
DIAHEDYE (Activity DIFE)) #BRT B &,

BEFlE LT, UTFD & S IC intent-filter % EF L7228 Activity Z/EB L7, ¥ v F LAV Intent DT Oy ¥ RS
%7=%IC, adb ¥ Y R TR S action DIATRAY Intent % A L AF Activity Z#EE1E# %, T I T, intent-filter ICE
FHINTLARL not_match_intent_filter AT 217 E Activity WEBTE RV & 2R TS/,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.publicactivity_33">

<application
android:allowBackup="false"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:roundIcon="@mipmap/ic_launcher_round"
android:supportsRtl="true"
android:theme="@style/Theme.PublicActivity_33">
<I-—RF Activity——>
<!--intent-filter "E&ZEINTWEH——>
<activity
android:name=".IntentFilterTestActivity"
android:exported="true">
<intent-filter>
<action android:name="api33_intent_block_testl" />

<action android:name="api33_intent_block_test2" />

(CRDR—=TITHEC)
95




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

AIDR=ID5DHFHE)

</intent-filter>
</activity>

<activity
android:name=".MainActivity"
android:exported="true">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

adb AY Y RIZ& % Activity EBEIDFER

>adb shell am start -n org.Jjssec.android.activity.publicactivity_33/.
—IntentFilterTestActivity

Starting: Intent { cmp=org.jssec.android.activity.publicactivity_33/.
—IntentFilterTestActivity }

>adb shell am start -a api33_intent_block_testl -n org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity

Starting: Intent { act=api33_intent_plock_testl cmp=org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity }

>adb shell am start -a not_match_intent_filter -n org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity

Starting: Intent { act=not_match_intent_filter cmp=org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity }

Error type 3

Error: Activity class {org.jssec.android.activity.publicactivity_33/org.jssec.android.
—activity.publicactivity_33.IntentFilterTestActivity} does not exist.

>adb shell am start -a api33_intent_block_test2 -n org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity

Starting: Intent { act=api33_intent_block_test2 cmp=org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity }
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4.2 Broadcast #%1E9 % - X593
421 4> 7)La—R

Broadcast & 3 {59 % IC|d Broadcast Receiver Z{E 2 % ENDH 5, £D & D 72 Broadcast & {59 % 1M & > T, Broadcast
Receiver 1182 % 1) R 7 L@ RBAEFEARMR D, ROYE 7 O—IC & > TYERRT % Broadcast Receiver B ED Y 1 7
THEINELHMTE S, BRH&ZIC, /N— N F—FREDEEICHER Broadcast ZETT TV DRy r—V &2 &2 5077
) THERR T 2 FEM RV, /S— N F—BRE Broadcast Receiver Z{E2HIETERLY,

FAURLEHT
BroadcastE X R{ET S

BaT7TIMET
Broadcast® 2 2ET 5

k4

Private Public Proprietary
k4 MBroadcast Receiver 4 BBroadcast Receiver B3t R EBroadeast Receiver

4.2.1 Broadcast Receiver D4 1 7&K 70—

F 7= Broadcast Receiver ICIEZDEFEHEICKL W, FH Broadcast Receiver & EifY Broadcast Receiver & @ 2 A H
U, TROLS LBEHOEVGH D, YU TN IA—RETIIEADRESZEBNALTVWS, &b, EDLDAEFIC
Broadcast 2% E 9 2 MIC K > TEET 2 IFHROBUIARFEFEINRE S0, EEMDREZICOVWTEEHLE TERHA
I3,
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%+ 4.2.1 Broadcast Receiver D EFHR % &

EENE i
###Y Broadcast Re- | AndroidManifest.xml |Z<re- _ o
. e YRTF LD BLERF/IN D —E D Broadcast (AC-
ceiver ceiver>EHR %M IT S & T . _
%2 TION_BATTERY_CHANGED %4 &) %#Z{ETE 72\
=

Hndh 3,

s TTUDHEERBLTHSOT VI VA M—ILENZET
DfE. Broadcast #Z{ETE 3,

* 7 7Y @ targetSDK Version %' 26 Ll E®DI54&, Android
8.0 (API level 26) LA DK Tk, BEERA Broadcat
Receiver % &4 T &g

E)fY Broadcast Re- | 7’ 0 4 5 A B T register-
ceiver Receiver() & & U unregister-
Receiver() # MU' H § Z & I
& Y. B)HIC Broadcast Re-
ceiver &= Bk /B IRRIRT 5

» B#HY Broadcast Receiver T &5 {§ T & 72\ Broadcast T
LZETE S,

o Activity AYRTE ICH T WS HAME 72 (7 Broadcast & %15 L
oW &, Broadcast &= %18 L 72\ 2 &, Broadcast D3
EUREHB%E 7075 LATHETE %,

» JEABID Broadcast Receiver #1E% Z & IE TE AR,

4.2.1.1 3E/2F Broadcast Receiver - Broadcast #2{E93% - %#/EJ 5

JE/AFA Broadcast Receiver (&, F— 7 7' D 53%E S 17z Broadcast 7217 % {5 T & % Broadcast Receiver TH U,
2 EEREMDE L Broadcast Receiver T#H %, BH Broadcast Receiver #IENFATEEZT 2 &l TERW=H, FE
/N Broadcast Receiver T I3 8% Broadcast Receiver 721 THEX I %,

R4 > b (Broadcast #2159 %) :
1. exported="false” IC & V). BARBIICIEABZRET 2
2. A—7 YA SEESI Nz Broadcast TH>TH. =15 Intent DLLM#HERT S

3. BREERTIHFE. ZETREE—T7FTIVRATHZ ML, EY T4 TREREZREL TLL

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.privatereceiver" >

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!—-- 3ENBH Broadcast Receiver #E&&HJI 5 ——>
<l—— kR4 VKN 1%k exported="false"lZ&lW., BARMICIENRRET S ——>

ROR—S1E<)

Al o 25 LAEIE T 2 REEM Broadcast Intent D ICIEBIABICHI AR L DEFET 2. FEMIZLITO URL 88D Z & hitps://developer.
android.com/guide/components/broadcast-exceptions.html

98



https://developer.android.com/guide/components/broadcast-exceptions.html
https://developer.android.com/guide/components/broadcast-exceptions.html

Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

FIDR—IH 5 DFEE)

<receiver
android:name=".PrivateReceiver"

android:exported="false" />

<activity
android:name=".PrivateSenderActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateReceiver. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PrivateReceiver extends BroadcastReceiver ({

@Override

public void onReceive (Context context, Intent intent) {

// kR4 VKN 2%k A—T7TYAMSEEIN Broadcast TH->TH., 25
/) BV TIICDERE, [3.2 AANT—9DORLMEEHRT 2] 28R,
String param = intent.getStringExtra ("PARAM") ;

ain

Intent DEEM%MHIRT

Toast .makeText (context,
String.format (" l%s] #%{EL7%, ", param),
Toast .LENGTH_SHORT) .show () ;

/) kBAV N 3k ERERTBE, FETIEA—TTIVRATHZHL, trv 71 TREREZRELTLWN

CROR—J 1<)
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setResultCode (Activity.RESULT_OK) ;
setResultData ("t V¥ 54 7TRIEHR from Receiver");

abortBroadcast () ;

JRIZIE/NFE Broadcast Receiver ~ Broadcast {59 24> )L d— K &R,
R4 > b (Broadcast #3159 %) :
4. B—7 7') W Receiver |& 7 5 X8 E DBARH Intent T Broadcast #1595
5. #EEEKIEA—7 7Y N Receiver TH 272, £V T 1 TRIEREZEEFELTELL

6. E—7 71 A Receiver h 5 DIERIBEWTH>TH, BET—YDLLMEHIETS

PrivateSenderActivity.java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PrivateSenderActivity extends Activity {
public void onSendNormalClick (View view) {
/) kBAV N 4% BA—F7TYN Receiver &V 5 RAIEEDBETRM Intent T Broadcast %59 %
Intent intent = new Intent (this, PrivateReceiver.class);
// hRRAY N 5k REEXIEA—T TN Receiver THD7H, £V VT4 TRBEREZEEFELTLW

intent.putExtra ("PARAM", "tV I T4 TRIER from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick (View view) {

(ROR=TIHK )
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// kRAV N 4% B—T YN Receiver &7 T AIEEDBARM Intent T Broadcast %159 %

Intent intent = new Intent (this, PrivateReceiver.class);

// KkRA VK 5% EELXIIE—T7 TN Receiver THBEHD, BT TRIBERAEZEELTLWL
intent.putExtra ("PARAM", "tV I T4 TRIEHR from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@Override

public void onReceive (Context context, Intent intent) {

/) kRAV K 6k A—T7 TR Receiver S DIERIBERTH>TH, BET—YDLLUEHRT S

/) B TICDERE, [3.2 AAT—9DRLMEEHRRET 2] 258,

String data = getResultDatal();

PrivateSenderActivity.this.logLine (
String.format ("fER l$s] #Z{FE L7, ", data));

bi
private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main);

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append (line);

mLogView.append ("\n") ;

4.2.1.2 /2B Broadcast Receiver - Broadcast #1532 - %59 2%

/3B Broadcast Receiver (&, TEEZHD T 7Y H 5%/ S 117z Broadcast % 245 T & % Broadcast Receiver ThH %, <

W T T HEE L7 Broadcast 2 ZET 22 LA H DI EITEFRNMBEL,
R4 ¥ K~ (Broadcast #Z{E9 %) :

1. exported="true” IC& V). BARBICAFRET S

2. %15 Intent DREMZHRT 2

3. BRERTIBAE, VI T 4 TRBEREED LWV

/NBA Broadcast Receiver MY > 7 )L 3 — K T % Public Receiver (3. # M Broadcast Receiver & & U'&jH Broadcast

Receiver O A THIASI N3,

PublicReceiver. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

CROR=I2H<)
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* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName () {

return isDynamic ? "ABIBIM Broadcast Receiver" : "AFIFM Broadcast Receiver";

@Override

public void onReceive (Context context, Intent intent) {

// kR4 VN 2%k ZfE Intent DREMEHRT 2
// /3B Broadcast Receiver THBHFMATT TUNTIL I T THBAREENH S,
/) B TIICDEEE, [3.2 AAT—YOREMERRT 2] 28R,
if (MY_BROADCAST_PUBLIC.equals (intent.getAction())) {
String param = intent.getStringExtra ("PARAM");
Toast.makeText (context,
String.format ("%s:\n [%s] #&{FL7., ", getName (), param),
Toast .LENGTH_SHORT) .show () ;

// hRRAV N 3k BRERTHEA, £V T4 TREREEDHRL

// "B Broadcast Receiver T#®H 37=®.

// Broadcast DEFTT TV D T THZAREELH D,

// RV TICRBEINTERBORWVERTHNISHERE L TGRLTHE LWL,

setResultCode (Activity.RESULT_OK) ;

setResultData (String.format ("> 7 1 7 TIEARWER from %s", getName()));

abortBroadcast () ;
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£ 09 Broadcast Receiver |& AndroidManifestxml TEET %, & 421 DL DI, HERD/NAN—U 3 VIC K o THEW
Broadcst Intent DZEICHIRDHBDTEET DI &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.publicreceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!—— NFAEM Broadcast Receiver ZE&HYT 5 ——>
<!l—— %P4V K~ 1%k exported="true"lZ& W, BBRMICAFRRZRETS ——>
<receiver android:name=".PublicReceiver"

android:exported="true" >
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_PUBLIC" />
</intent-filter>

</receiver>

<service
android:name=".DynamicReceiverService"

android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

E)f Broadcast Receiver (& 7’04 5 I F T registerReceiver() $ & U unregisterReceiver() #MUOH T Z & IC & W B &
BRR T B, BN VIBREICK Y B BB %A 1T D 726 IC PublicReceiverActivity EICRY Y ABE L TW5,
Broadcast Receiver 1 >~ 24 > Z (% PublicReceiverActivity & W EFHAR AR\ 728 PublicReceiverActivity M X > /38—
EHELTHRET B2 EIETERLY, ZD7&H DynamicReceiverService D X > /A—Z# & L TEIM Broadcast Receiver
DAY REY YR %REF I, DynamicReceiverService % PublicReceiverActivity B SBT3 2 &IC& Y EH
Broadcast Receiver % E#&RYICE R BIRM@ER L T3,

DynamicReceiverService. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

CROR—=2IZHEL)
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* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;

import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {

return null;

@Override
public void onCreate () {

super.onCreate () ;

// ABAEIM Broadcast Receiver &Y %
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;
IntentFilter filter = new IntentFilter();
filter.addAction (MY_BROADCAST_PUBLIC) ;
filter.setPriority(1); // ¥ Broadcast Receiver & WEIM Broadcast Receiver ZBHItE2
registerReceiver (mReceiver, filter);
Toast .makeText (this,
"&)f) Broadcast Receiver EFEKL7&, ",
Toast .LENGTH_SHORT) .show () ;

@Override
public void onDestroy () {

super.onDestroy () ;

// NBAEIM) Broadcast Receiver & EHRRT 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast .makeText (this,
"B}y Broadcast Receiver &EZEHFMMRLAZ, ",
Toast .LENGTH_SHORT) .show () ;

(ROR—TIHE<)
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PublicReceiverActivity. java

/*
*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

public class PublicReceiverActivity extends Activity {

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);

startService (intent);

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);

stopService (intent);

JRIZ/A B Broadcast Receiver ~ Broadcast 3({59 5% > 7L d— R&R9, 2B Broadcast Receiver I Broadcast % 3%(E
358, #ET 2 Broadcast BRIV T FICREINDZIIERH DI EITEFENMRETH B,

R4 ¥ b (Broadcast Z3%159 ) :

4. BT 4 TRIBWBEZEEL TER SV

5. fERERITIMBHE, BRT —SD0REMEHET S
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PublicSenderActivity.java

/*

*

*
*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public void onSendNormalClick (View view) {
/) KRRAV N 4k BYYT 4 TRIBREEEL TUEASRW
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent.putExtra ("PARAM", "tV I F 1 TTIEARWER from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick (View view) {
// kRAV N 4k BYIT 4 TREREZEEL UIRSHRWL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent.putExtra ("PARAM", "tV I T 1 T TIEARWEER from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

public void onSendStickyClick (View view) {
/) RRAVN 4%k BYIT 4 TRIBEREZEEL IR AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent.putExtra ("PARAM", "tV I T4 T TIERWER from Sender");
//sendStickyBroadcast XV v Rl& APT Level 21 T deprecated &78>7c
sendStickyBroadcast (intent);

public void onSendStickyOrderedClick (View view) {

(ROR—TIHE<)
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/) RRAVN 4k BYVUT 4 TRBEREZEEFEL TUIRSARW

Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent.putExtra ("PARAM", "tV I F 1 TTIEAWER from Sender");
//sendStickyBroadcast XV v RI& APT Level 21 T deprecated &78o7c

sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast *¥ v RlE deprecated £72>TW5%

removeStickyBroadcast (intent) ;

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@Override
public void onReceive (Context context, Intent intent) {

/) kRBAU N 5k EREZITNMDIHE, BRT—IDORLMEEHRT S

/) FYTIWICDERE, [3.2 ANT—YDRLMEEHRT 5] 258,

String data = getResultDatal();

PublicSenderActivity.this.logLine (String.format ("f&R les] #ZELE, ",
data));

bi
private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main);
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line);

mLogView.append ("\n") ;

4.2.1.3 B#[EE Broadcast Receiver - Broadcast #1593 - %59 %

B RE Broadcast Receiver &, BHLUAD 7 7 1) v 53%(E & 17z Broadcast & —1H]5%{5 L 7L Broadcast Receiver T#H
%5, BHOBHRET T TV AT LAEER L, BT TN RO BERCEEETI-DICHAIN S,

RA > b (Broadcast #2159 %) :
1. Broadcast 215 DB E Signature Permission % E& 9 %
2. ERZIEMADMEES Signature Permission #FHEE T %
3. exported="true” IZ & V. BARMYICAFEERET %
4. &1 Broadcast Receiver E#IC T, MBE Signature Permission ZEXKESE Y %
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5. EI# Broadcast Receiver # &% 9 % & &, B EF Signature Permission 2 ERKEE T 2
6. B ES Signature Permission BT TV ICLYERI N TWS I L 2RI S

7. B#7 7 55D Broadcast TH > TH, 215 Intent DRLMAHERT 5

8. Broadcast XETIEBHT TV THZID L., BV T4 TIEREREL TEW

9. APK % Export § % & £ (2. Broadcast #5777 LA CHRERT APK 2ELT 2

B PR E Broadcast Receiver M4 > 7). O — K T# % ProprietaryReciver I&. ## Broadcast Receiver & & U'#)#J Broad-
cast Receiver DA THIHET N 3,

InhouseReceiver. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class InhouseReceiver extends BroadcastReceiver {

// B#®D Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.broadcast.inhousereceiver .MY_PERMISSION";

// BROFBAED/NY ¥ 1@
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MIIEAZE /v & 1 &
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC.
—1E29DD26 F77C8255";
} else {

// keystore D"my company key"DIIEAE/\v > a1{E

(RDR—=TIHEC)
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sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9ES88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName () {
return isDynamic ? "BH#BREHM Broadcast Receiver" : "BHHMREH#HH Broadcast Receiver";
}
@Override

public void onReceive (Context context, Intent intent) {

// kRA VN 6%k MEESR Signature Permission NEHT TVICLVERINTWE I 2HERT 3
if (!SigPerm.test (context, MY_PERMISSION, myCertHash (context))) {
Toast .makeText (context,
"JMEEF Signature Permission AR T FTYICKWERINTULARL, ",
Toast .LENGTH_LONG) .show () ;

return;

// hkRAV KN 7k BT YISO Broadcast TH>TH., FfE Intent DREMEHERT S
/) Y TIICDZEE, [3.2 ANT—90RLM%HRET D] 258,
if (MY_BROADCAST_INHOUSE.equals (intent.getAction())) {
String param = intent.getStringExtra ("PARAM");
Toast .makeText (context,
String.format ("$s:\n [%s] #Z{FL7=, ", getName (), param),
Toast .LENGTH_SHORT) .show () ;

// kRA VN 8%k Broadcast EETIEIALET T THEZHML, BV T4 TREBEBRERELTEWV
setResultCode (Activity.RESULT_OK) ;

setResultData (String.format ("7 1 7J72IEHR from %s", getName()));
abortBroadcast () ;

£ 1 Broadcast Receiver (& AndroidManifestxml TEEYT %, &k 421 DK IIZ, WERD/NAN—2 3 VICKk > THEHW
Broadcst Intent DZEICHIRAHBDTERT DI &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.inhousereceiver" >

<!/-— kR4 M 1% Broadcast ZIEFADMEER Signature Permission EE&HT 2 —-—>
<permission

android:name="org.jssec.android.broadcast.inhousereceiver .MY_PERMISSION"

android:protectionLevel="signature" />

()XG)'\"—’)(:.%L <)
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<l—— kRAV K 2k ERZEADHMEER Signature Permission #MHEESE TS —-—>
<uses—-permission

android:name="org.jssec.android.broadcast.inhousesender.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<!—— %P4V K 3% exported="true"ll& W, BARMICARRZRETS ——>
<!-— kR4 b 4% #M Broadcast Receiver E&EICT. MBES Signature Permission #BXEET S -—>
<receiver
android:name="org.jssec.android.broadcast.inhousereceiver.InhouseReceiver"
android:exported="true"
android:permission="org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION">
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_INHOUSE" />
</intent-filter>

</receiver>

<service
android:name="org.jssec.android.broadcast.inhousereceiver.DynamicReceiverService"

android:exported="false" />

<activity
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

E#9 Broadcast Receiver (& 7’04 5 IsF T registerReceiver() $ & U unregisterReceiver() #MUOH T Z &IC & W B &
BT B, Ry VIBEICK Y B BHRERR%EIT D 28I ProprietaryReceiverActivity EIC/RY V2 BE L TW5, B
#J Broadcast Receiver 1 > 2 4 > Z [ ProprietaryReceiverActivity & Y £ FHIE D&\ /=& ProprietaryReceiverActivity
DAVN—ZHE L TRET B LI TERL, ZD7& DynamicReceiverService M X > /N—Z# & L TEIH Broadcast
Receiver DA ¥ R4~ A % R#F S . DynamicReceiverService % ProprietaryReceiverActivity D HBR /#7422 &
IZ & Y B89 Broadcast Receiver % BRI ICE SR EIRMRR L TUL 5,

InhouseReceiverActivity. java

J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

You may obtain a copy of the License at

(ROR—C 1<)

110




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

FIDR—IH 5 DFEE)

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class InhouseReceiverActivity extends Activity {
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main);

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);

startService (intent);

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);
stopService (intent);

H}

DynamicReceiverService. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Service;

import android.content.Intent;
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import
import

import

public

android.content.IntentFilter;
android.os.IBinder;

android.widget.Toast;

class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =

"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@Override

public IBinder onBind(Intent intent) {

return null;

@Override

public void onCreate () {

super.onCreate () ;

mReceiver = new InhouseReceiver();

mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();

filter.addAction (MY_BROADCAST_INHOUSE) ;

filter.setPriority(1); // ¥M Broadcast Receiver & WEM Broadcast Receiver &% IH 3

// kR4 VK~ 5% BIM Broadcast Receiver &8¢ 5 & &, MBESR Signature Permission #EXEE

ER3)
registerReceiver (mReceiver, filter,
"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION",
null) ;
Toast .makeText (this,
"8I Broadcast Receiver EE&KL7, ",
Toast .LENGTH_SHORT) .show () ;
}
@Override

public void onDestroy () {

super.onDestroy () ;

unregisterReceiver (mReceiver) ;

mReceiver = null;

Toast .makeText (this,
"E)f) Broadcast Receiver EFEEHFMRL7=, ",
Toast .LENGTH_SHORT) .show () ;

SigPerm. java

/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

CROR—=2I2HE<)
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* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");
try{

// sigPermName ZEZE LT TVONRyr—IZ5MBT 3
PackageManager pm = ctx.getPackageManager ();
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DiHEIEKEKE WL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DERBED/NY Y 1 {BEERD/NY ¥ 21 {BELRT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CHEZEMRIINTEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIHAIL PkgCert ZFIAL. Ny Y2 EZIEL THET S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert.java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

CROR—J 1<)
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* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHEBZFHEHDAEWL
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {
return null;

(ROR—TIHE<)

114




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2022-08-29

FAIDR=I D5 DFTE)

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 > k9% APK % Export % & &I, Broadcast #55t7 7Y &R UHARKREHRT APK 2 ELT 5,

. ® Generate Signed APK ﬁ |
Key store path: C:¥jssec¥Projects¥keystore
Create new... || Choose existing... |
Key store password: | «=------ !
Key alias:
Key password: | .......

[_] Remember passwords

I (e [

42.2 Broadcast ZETT T LA LUHHEERTAPK 2ERT 3

JRICBE4BRE Broadcast Receiver ~ Broadcast #5893 24> )L O— K %&7RY,
RA > b (Broadcast #3%(59 2) :
10. #ERZEADMBESR Signature Permission = €& %
11. Broadcast 315 F Dk H E % Signature Permission #FIHES T %
12. ¥BE % Signature Permission "B 7 TV ICL W ERI N TWS I L 2 HRT S
13. Receiver @BE# T TIVRETHZID D, VT 1 TREREZEELTELL
14. Receiver IZ3RE EF Signature Permission 2 E2K ¥ %
15. FREZITIMBI5E, BRT—IDREMEEDRT S

16. APK % Export 9% & ZIZ, Receiver il7 7 & E UCHFKERT APK 2ELT 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.inhousesender" >

<queries>
<package android:name="org.jssec.android.broadcast.inhousereceiver" />

</queries>

(CRDR=TITHEC)
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<uses-permission android:name="android.permission.BROADCAST_STICKY"/>

<l-—— )k R4V b 10k FERZEAOMEESE Signature Permission aE®&T D ——>
<permission

android:name="org. jssec.android.broadcast.inhousesender .MY_PERMISSION"

android:protectionLevel="signature" />

<!—— %RA VI 11 % Broadcast ZIEFADMEESR Signature Permission ZfHEET 2 ——>

<uses—-permission

android:name="org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION" />

<application

android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<activity

</

android:name="org.jssec.android.broadcast.inhousesender.InhouseSenderActivity"

android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
activity>

</application>

</mani

fest>

Inhous
/>(—

eSenderActivity. java

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* Unl

* dis

http://www.apache.org/licenses/LICENSE-2.0

ess required by applicable law or agreed to in writing, software
tributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See

the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousesender;

import

import

import
import
import

import

org.jssec.android.shared.SigPerm;

org.jssec.android.shared.Utils;

android.app.Activity;
android.content .BroadcastReceiver;
android.content .Context;

android.content.Intent;

116

(ROR—T 1<)




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

FIDR—IH 5 DFEE)

import android.os.Bundle;
import android.view.View;
import android.widget.TextView;
import android.widget.Toast;

public class InhouseSenderActivity extends Activity {

// B#D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.broadcast.inhousesender .MY_PERMISSION";

// BROFEAED/NY ¥ 1{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MFEEAE /v ¥ 18

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5SCCB4AE BY9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore M"my company key"DFEBAE/N\v P 1{E
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9ES88B.
—D7B3A7C2 42E142CA";

}
}
return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public void onSendNormalClick (View view) {

// hkRA VM 12 % MBEES Signature Permission BERT TVICE Y ERINTWE I E5HERT S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"JMBEEF Signature Permission AE#HT FUICLYERINTWLRL, ",
Toast .LENGTH_LONG) .show () ;

return;

// kRA VN 13% Receiver SBRT7TURETHZHE, BT 1 TRIFHREZELTHLL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent.putExtra ("PARAM", "tV I T 1 TRIEHR from Sender");

// kRA VN 14 % Receiver {CBES Signature Permission #EBKY
sendBroadcast (intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION") ;

public void onSendOrderedClick (View view) {

// kRA VN 12% MEER Signature Permission NEHT TVICLUERINTWE I L 5HRT S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"JMEEF Signature Permission AR T FVICLWERINTULARL, ",
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Toast .LENGTH_LONG) .show () ;

return;

// kRAV KN 13% Receiver FB#HT TIRETHINS., BV Y T4 THRBREZEEFELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent.putExtra ("PARAM", "tV I F 1 TRIER from Sender");

// kR4 VN 14 % Receiver \CMMBES Signature Permission ZEKY 2
sendOrderedBroadcast (intent,
"org.jssec.android.broadcast.inhousesender.MY_PERMISSION",

mResultReceiver, null, 0, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@Override
public void onReceive (Context context, Intent intent) {

/) RRA VN 15Kk BEREZIIRDHE. BRT—IDRLUEEHAT S

/) Y TIICDERE, 3.2 AAT—9DREUEHRT 2] 258K,

String data = getResultDatal();

InhouseSenderActivity.this.logLine (String.format ("f&R [2s] #Z{F L7/, ", data));

ti
private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview);

private void logLine (String line) {
mLogView.append (line) ;

mLogView.append ("\n") ;

SigPerm. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License');
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing,

software

* distributed under the License is distributed on an

"AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,

either express or implied.

* See the License for the specific language governing permissions and

CROR—=2I2HE<)
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* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");
try{

// sigPermName #EHELET VO Fr—IZ5WEBT 5
PackageManager pm = ctx.getPackageManager ();
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHEIEKEIKL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBRD/NY Y 1{BEERD/NY Y 1{BZLRT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEZEMIIH AR
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 MDIFAIE PkgCert ZFAL., Ny a1 {EEZIEL TLHET S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert.java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,

CROR—J 1<)
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* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,

either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import java.security.MessageDigest;
import
android.content.Context;
pm
pm
pm
pm

import

import android.content. .PackageInfo;

import android.content. .PackageManager;

import android.content.

import android.content.pm.Signature;

public class PkgCert {
public static boolean test (Context ctx,
if null)

correctHash

(correctHash

return correctHash.equals (hash(ctx,

public static String hash (Context ctx,
if
try {

(pkgname == null) return null;

PackageManager pm

PackageInfo pkginfo =

pm.getPackageInfo (pkgname,
if (pkginfo.signatures.length !

Signature sig
byte[] cert
byte[] sha256
return byteZhex (sha256);
} catch
return null;

sig.toByteArray ()

{

(NameNotFoundException e)

private static byte][]
try {

correctHash.replaceAll ("

computeSha256 (byte[]

java.security.NoSuchAlgorithmException;

.PackageManager .NameNotFoundException;

String pkgname, String correctHash) {

return false;

", "ll),.

pkgname) ) ;

String pkgname) {

ctx.getPackageManager () ;

PackageManager.GET_SIGNATURES) ;
=1 // BEEAIERDEL

return null;

pkginfo.signatures|[0];

’

computeSha256 (cert) ;

data) {

return MessageDigest.getInstance ("SHA-256") .digest (data);

} catch
return null;

private static String byteZhex (byte[]
if (data == null)
final StringBuilder hexadecimal

(final byte b data) {

return null;

for

hexadecimal.append (String.format ("$02X",

}

return hexadecimal.toString();

(NoSuchAlgorithmException e)

data)

{

{

new StringBuilder () ;

b));

(ROR—TIHE<)
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* R4 > k16 % APK % Export % & Z1Z, Receiver fl7 7Y ¢ E UFRER T APK 2 ELT 5,

' #® Generate Signed APK |
Key store path: ' C:¥jssec¥Projects¥keystore
I Create new... | | Choose existing... |
Key store password: ------- _'
Key alias: II"- ]
Key password: [ ....... ]
[C] Remember passwords
] R (e ] [ ]

423 Reciver fll7 7Y LR LRAKERT APK 2EEY 3

422 V—ITv 7y

Broadcast Z3EZE T BEICIIUTOIL—ILETFBI &,

1.

2.

7 7Y RTOMMERT % Broadcast Receiver \$IEARZRET 2 (7AE)

215 Intent DEREMEEZERT D (WAE)

. MEBEF Signature Permission \&., BRT7 FTUNEHELLIEE#HEALTHAT 2 (WA)
RERBEBRERTIZEICE. BREET ) DO ORRERFRERT 2 (WE)

. BV YT 4 TRER% Broadcast EE Y 2% E 18, RIS HREMR Receiver ZHIRY 2 (W7H)

. Sticky Broadcast \2\d& > ¥ F 4 TIRBERESHRV (WE)

. receiverPermission /X5 X —% DIFE 7 U Ordered Broadcast \d@MNEWZ EDH D T &ITER (WE)
. Broadcast Receiver "S> DIRIET — 4 DRLM AR T D (W7E)

EBEERNICRHET 2BEICIE. TOEEDRKDREKEEZMIFT S (BWER)

4221 77)RATOHEAT 5 Broadcast Receiver (I EABRET 5 (WHZE)

7 7Y N TOMER S B Broadcast Receiver IXIENFRET 5, Thick ., D7 71 HhS5EEKE J Broadcast % %
TR->TLES ZEIRLCAY, 7T OMEEAFIRSNAY, 77 OIMEICEEAE/RLAEYTEOERRCIED
T&3%,

E—77)RHS5DHFIAE NS Receiver Tl Intent Filter #8BF 5 £ 5 A% EHE L TiEA 574\, Intent Filter DM

B,

F—7 7Y ADIEAR Receiver EIEVUPHTDEH U TH. Intent Filter BEATHEVPHLAZEZICEHETHT T D

AF Receiver ZlUOH L TLESIHEDVEET 1L TH 2,
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AndroidManifest .xml (JEHESR)

<!— A7 FYICIEARE TS Broadcast Receiver ——>
<l—— 4.2.1.1 — R4V M 1: exported="false"IZ& W, BARMICIELNHZRET D ——>
<receiver android:name=".PrivateReceiver"

android:exported="false" >
<intent-filter>

<action android:name="org.Jjssec.android.broadcast.MY_ACTION" />
</intent-filter>

</receiver>

[42.3.1. A L T& W exported 38E & intent-filter 3 E DA E D (Receiver DIFHE)] BBRT DI &,

4.2.2.2 Zi5 Intent DL £ %=MHET 5 (WEH)

Broadcast Receiver D49 1 FIC& > TEFY RV IEEAZ D, Z{E Intent DF— % Z 0BT ZRICIE. F 3218 Intent D
ZEMEREELAIThIERS AW,

/ABA Broadcast Receiver & RFELZHDT7 7 55 Intent 2FZ(FE D7, IV 7 DKE Intent % 5% | EL 2 ATHE
A3 B, FE/NF Broadcast Receiver &t 7 7' A 5 Intent A BEFEFITED Z & EARV, LALA—77)AORE
Component BMED 7 7'1) H 5% (FEX > 7= Intent DT — 4 % IE/AF Broadcast Receiver ICERiET 2 2 & H D70, ZfF
Intent &% BRKEICRELTH D EEATIR SRV, BEPRE Broadcast Receiver & Z DHBEDY RV TH B 72D, iEY)
215 Intent DREMZHRT 2LENDH B,

|—32 ljj?\_’y@ﬁé"‘i%ﬁg;ua-éj %@‘E’i?é Z to

4.2.2.3 MM B 7EF Signature Permission (¥, B 7 7P ER LI L E2HALTHAT S (BHE)

B#D7 7Y H5%EE S N7 Broadeast 7213 &2 Z{F L. TN LA D Broadcast & —t132 15 L % W\ B4t BRE Broadcast
Receiver = E 23546, B EH Signature Permission IC & Y R L A&7 1 id 7% 5720\, AndroidManifest.xml T® Per-
mission £%. Permission ZBXRE S/ CTIIREDR+2TH 278, [5.2. Permission & Protection Level] @ [5.2.1.2.
B EZED Signature Permission TE#7 7)) E#d 2 5% #5RT 22 &, FMBEESR Signature Permission %
receiverPermission /835 X —# [Z3§%E L T Broadcast #5925 A ARICHR T 2LENH 5,

4.2.2.4 HFRBEBEZRTIBEICIE, BEET T HSOBRBEB/RICERT 2 (WA)

Broadcast Receiver D% 4 FIC &k 5 T setResult() IC & WIERIFR%E:RT 7 7)) DEREHIEMR S, 226 Broadcast Receiver
DHZEIE. BRBEEEOTTINIILI 7 THIAREMEEH Y., BREBIVBEEF > THELONIBRELH D, FEL
f Broadcast Receiver > B+t BRE Broadcast Receiver DB &3, ERIRZELIGBHEFKT 7)) TH 2 -HOBRIBEHROE W
EHFEYDERT DREIXLL,

Z M & S IZ Broadcast Receiver  SERBER AR TIHBEICIE, RELXLT TV HSOBERBEROFTHICEE LR ITNhIERS
U,
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4225 V2514 J125#R% Broadcast 2159 21541, Z{ETHEL Receiver 2HIR 32 (WZE)

Broadcast & WD ZRINRT &SI, #H % Broadeast lEFEFEZHDOT TV ICBERE—FEELLEY, 913V %
BHILAZY TR EA2EBERLTCEONEHEATH D, TDIHEY VT 14 THIERE Broadcast EET 2158 ICIE. <
LT FPICBREMBINLVE ) AEFRREVERAIVEELRS,

YT 4 746 % Broadcast E1ET 2354, {SFE T & % Broadcast Receiver 72 (3 DN Z{EFBETH Y. 8D Broadcast
Receiver I ZIERARETHBNELH B, ZD7=6H®D Broadcast EEFEICITUTDOL S BEDHH B,

 BR’RAY Intent © Broadcast 3£{59 % Z & THREZEE L. EE L 7-{5%8 T Z % Broadcast Receiver 7213 IC Broadcast
EfEITDHE, TOHERICITRD 2 DDNI—V ¥ 5,

— E—7 7Y A Broadcast Receiver 58 T T# fuiE Intent#setClass(Context, Class) IC & WIBEAERET 5, Ei&
Bad—Rico2WTikY > FIa— Rt o> ay T42.1.1. 3B Broadcast Receiver - Broadcast % 2 {59
%-%EETD] BBEICTEI L,

— ftsdd 7 7'1) D Broadcast Receiver 58T Td 111 Intent#setClassName(String, String) IC & W 5B % RET 5 A%,
Broadcast ;A {SICHKILBIRE/N Y 77—V D APK ELDORFEERERTA M)A NERELTHILETTY
TH5I %R L THS Broadcast X157 2, ERICIZEEEE Intent ZFIBTE 2 RDAENEAMT
H5b,

* receiverPermission /8% X —#4 [ B E & Signature Permission % 1§ L T Broadcast %15 L. {S%89 % Broadcast
Receiver IZ245% Signature Permission ZFIFHEE L TH 55 Ak, EFAMARI—RICOVWTIEY Y FILd—KE5
23> 14.2.1.3. B#RE Broadcast Receiver - Broadcast %= %159 % - #5T 2] #5&EILT BT &, £ D
Broadcast #{E AR & RET 511V —Ib [4.2.2.3. EES Signature Permission &, B 7 T)HNEHRLEZI &
ZHALTHET S (WE)] BEALRTRER SR,

4.2.2.6 Sticky Broadcast IClEtz >V Y5 1« TRIBERESDHRL (KAE)

1B E @ Broadcast &, Broadcast X505 IC Z{SAIREIRAEIC # % Broadcast Receiver ICZEME I 3 &, Z D Broadcast
ld3EW LT L&D, —7 Sticky Broadcast (# & U Sticky Ordered Broadcast, LA TFEH) &, EERKICZEREICHS
Broadcast Receiver ICZENBINBRE VAT LLEICFEL DD, D% registerReceiver() ICK W ZFETE R &N
B TH B, FEICA o7z Sticky Broadcast & removeStickyBroadcast() IC & WIEBD Y 1 IV I THIRTE %,

Sticky Broadcast IZFEEREY Intent - & B EAHRIIRTH Y. receiverPermission /35 X — 4 %5 7E L 7= Broadcast %15 (&
TERW, ZO7 Sticky Broadcast TEE L7ZIBBRIITIL I T2 EUCTRBEELHOT7TYHISEETETLED. L
> Ty YT 1 T1RIEHR% Sticky Broadcast TEE L TIEA S AW, Ad, Sticky Broadcast D& 1 Android 5.0
(API Level 21) ICBWTHHER L L>TWS,

4.2.2.7 receiverPermission /X5 x —4% M#gE % L Ordered Broadcast [Z@EH AW & H DT &I1IFE (WA)

receiverPermission /X5 X — 4 3§ 912325 S u7z Ordered Broadcast &, YLV T 72 ELARBESHOT TN
Z{SHRET#H %, Ordered Broadcast (& Receiver 15 DR W 1R % ZITE D /o8d, 7 ITHEED Receiver ICIRRLE % S
H2HICFHAIND, BEEDEL Receiver 5 5)EIR Broadcast Bl SN d7H. BEEEZE LTI TH
&= AIC Broadcast %3 {5 L abortBroadcast() 9% &. %#:®D Receiver IC Broadcast B S i< 23,
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4.2.2.8 Broadcast Receiver 5> DRIET—9 DL AR T 5 (KE)

WERTF—4 %1% R L TE7 Broadcast Receiver DY A4 FICE > TEFYRVIZERZ D, EXRMICIIZELERT —
IHRETF—I THDATREEEZEL TR2ICREB LR ITHIERS AL,

JR{E 7t Broadcast Receiver A°2F Broadcast Receiver DIFH. TRED T TIHNLRY T—9 5 ZFTWZ LD, TV
TOKRET—4 % ZFERDAREM NS B, IRIE T Broadcast Receiver A°JE/2BH Broadcast Receiver D&, B—7 7Y K
NODHERT—ITHZDTYRZIFBVWEIICEINEEDN, D7 TY DSR2 T—9 2 BEBHNICERT —
GELTEHETDIENHDD, BRT I EBEHICERELTH D EEZATEAS AW, RETT Broadcast Receiver A
B 4tFRE Broadcast Receiver DIFE. TOHFEDY R I THZ7H. PIIUBRT -9V RBT—9 THDAREEEER
LTREICAIE L RIFTIEAR SR,

32 ANT—9DREM%HBT 2] 28RTDHI L,

4229 BEZZRNICIEHM Y 2BAICIE. TOEEDRRDFREKELMITFT S (WA

Permission ICK VRESNTVWIBEREES S UOBBEEELMBOT7 TV ICTRAICRET 2158101, BEET TV IC
¥ L CE—® Permission Z&KT 270 & LT, TOREKELZHER LA FNIER 570, Android D Permission ¥ 1
D74 ETINTIE. RESNAEEEICHT D7 TUDNSOERET IV ERICDVWTOHMERER AT, T DHEERLDE
HICEY, 7XVICRBINAEEENSSICHOT ) IC. REDLOHICHER Permission ZERT 5 Z &R BHES
NZAREMELH D, TDIZ &I Permission ZBEEL TWE Z & EREMICEMARD T, Permission DB EZRIE & M
lEN 3, 15.2.3.4. Permission DEZEZEMBE] #8BT5I &,

423 7RKNVZR K

4.2.3.1 {#AL T& L exported 5% 7E & intent-filter 32 E DA &L (Receiver Dig5E

[ 4.2.2] IF. Receiver #FREF 5 & ZIFEAL TH &\ exported Bl & intent-filter ERDHAEDHLEERLTWS,
lexported="false” D intent-filter E&EH Y | OEAZRAMNELE LTWBERAICDWVWTIFLITTEREAT %,

£ 422 exported Bt & intent-filter BERDEASHEDHERATR

exported B DE

true false BiEEE
intent-filter E&EM$H 2 | A RAIEEIE | 2
intent-filter EFA AR\ | AT Gl =]

Receiver D exported BHEMRIEE TH 25 ICZ D Receiver AR I NZHIELNFI & 42 AL, intent-filter DEZDH
B|ICLVWREZ 2 AHA KT Receiver @D exported BE%E MBIRE] ICT 2252 LTVWS, BIBDL I A
APIDT 7 4L b DOBENCFEIREZT DI EILEITIRETHY., exported BED LI REFa ) T4 LEEREE
HEATRIICEMET 2FEAHI2OTHNIEZNEZFRATRETHDEEZALNDHTH S,

intent-filter % % L. M D. exported="false” ZIEE T 5 I & #RAZEILE L TWB D&, BA—7 7 ADIE/BFE Receiver
ICHEF T Broadcast #2%/E L7226 W TH, ERHETMHT 7Y DAR Receiver FMUVELTLESBELNEET EHH
ThHd, ULTO2 DOETEHETRIEVH LI 2FAHAT S,

“12 intent-filter A’ E X N T WHLIEAB Receiver, EEHES N T WA T NIEIEAR Receiver & A %, https:/developer.android.com/guide/topics/
manifest/receiver-element.html#exported #SRD Z &,
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4241, B—=77TVADS LHIEAR Receiver(F7 7 1) A) AEEEM Intent TIRUVHELWEELEEDH TH 2,
Intent-filter(B & action="X") #EZEL TWB DA, 77 A LHIVRVDOTEREY DEEEL>TW5S,

4 ™

FFA
B AintentZE BT
Receiver®BE AT

Intent(“X")

UG
SintentZ BT

FEE BReceiver A=1
exported="falge"
action="X"

Intent(™X™)

I MReceiver® o =-F 7 AD &N
AUZ—ILENTINLBEIZ. A—7
TN TOHBroadecastiERENiTHA
Do

{ AndroidifsE

424 EEBLEEDOH

4251, TTY AIMATT 7Y B THEAL intent-filter(Eeh action="X") 2 £H L T\ 2BATHZ. £T. 1D
7Y (77 C) HEEERM Intent T Broadcast %3%/59 % Did. JEAFI Receiver(A-1) fIIEZEEZ LR VDO THICEF 2
)7 4 BNCIEFEREIC A 5 AW (R OB B O KRE),

X2 )T ETHEICRZDIE. 77 AICKZE—7 7Y WOIEAR Receiver DMUH L TH B, 77 A B
ZXH Intent % Broadcast $% &, R—7 7Y WDIEAR Receiver ICAMA T, B LU Intent-filter #EZEH L 7= B DFDOAE
Receiver(B-1) %D Intent 2FETETCLEIHANSTH S (HOKBOXKH), 77U AHLST7TYBICRHLTEYY
T4 TIRERERETIAREMENELTLE D, PTYBHBILI 7 THNE. ZOFEE LY VT 1 TREROTRIC
#E;N B, F7. Broadcast #* Ordered Broadcast TH > 7=i5E1F. BRHLRWVERBERZZITR>TLE D AEEL H 5,
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-

.

FFIA

BB AIntentF ST

Receiverx MU
Intent(“X™)

e
JE4: BReceiver A-1 R Intent®x{E-T
exported="false" ReceiverE U T

Sotor=ed @ Intent("X")

4 BMReceiver B-1
exported="true"”
e

B LactionZ FE # L 1-ReceiverH FFo1=
HHOFTITUNA U A—LENT-1BE
[Z. TR TDReceiver|ZIntent N ELE &
had

action=

Androidif 3=

425 BEILABWEMEDH

=72 L. ¥ 27 LADEET % Broadcast Intent D&% 259 % BroadcastReceiver %3249 23551213, lexported="false”

H D intent-filter EF

W] 2#FRAT3Z &, DD, ZhUADHEAEDLEIEFFE> TWIFRWVL, IhiE, YR TLDE

f§ ¢ % Broadcast Intent IZB L TId exported="false” THLZEAETH D EWVWIERICH E DK, YRTLDNERFETS
Broadcast Intent &[F U ACTION @ Intent 27 7°) pEE L 3BE. ThEZELTLED EBELAVEFESE
TN H DD, INid exported="false” ZIBET DI LICL > THS I LN TE S,

4.2.3.2 Receiver (37 7) #EEIL W EEHF IR W

AndroidManifest.xml IZ 8% B9IC E % L 7= Broadcast Receiver 1&. 41 YA M =)L LAEEFTREMICASBRVOTEER
PHBRETHZ, PTVE I BRETSHIET, ZALUED Broadcast ERETED LI ICADH, 1 VA M—
JL1%1C Broadcast & MY A—ICL TREBAEHIE S Z £ IETERL, 727 L Broadcast ®# {5 {8 T Intent I
Intent. FLAG_INCLUDE_STOPPED_PACKAGES % %7 L T Broadcast 5 L /=35 &1&. —EsHEEBLTWVWAVWT T

TH>THID Broadcast xZ{ET B &N TZ %,

13 Android 3.0 RETIET 7 DA ¥ X h—IL% L7713 T Receiver AEHEND
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4.2.3.3 EL UID #2771 " 53%EE X /- Broadcast (4. 3E/3F Broadcast Receiver THZ{ETZ 3

BEO7TVICAL UID 28252 TE S, ZDIHFA. =& ZFEAF Broadcast Receiver TH>TH. EL UID
DT T HSEESNT- Broadeast TZELTLE D,

LhrLZhizetxa) T LREBEERZZ &RV, AL UID 282773 APK 2 EL T 2HFEERN—HT B
EMMREEENTH Y., FEAR Broadcast Receiver B"2{ET B DILE+LT 7Y 5 5% {5 & 17z Broadcast ICRES N ZH 5
TH5,

4.2.3.4 Broadcast DFEFE & D

%S9 % Broadcast I& Ordered 5% 5 TRRWA, Sticky BN Z 5 THRVLWHDEAEHLEICE Y 4 FEFEOD Broadcast B FEY
%, Broadcast fEA X Vv RIZHR U T, #f59 % Broadcast DFEFEARE 5, 7B, Sticky Broadcast DI Android
5.0 (APILevel 21) ICEWTIHHRLL>TWS,

K423 %59 % Broadcast DiELE

Broadcast DF&E%E EERAAVY R Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast | sendStickyOrderedBroadcast() | Yes Yes

FNFHD Broadcast DRFFFEITIRDEH V) TH 5,
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& 4.24 25T % Broadcast DIEFH T & DFH

Broadcast DFELE Broadcast DF&EFH T & DFFEN
Normal Broadcast Normal Broadcast (&332 15 B I % {5 A RE R IRRE 2 % D Broadcast Receiver (ZBDi%

SN THBYT %, Ordered Broadcast & 2744, E# D Broadcast Receiver H'[E
B IC Broadcast = 2 {59 5 DM TH %, $FED Permission ZFD7 Y D
BroadcastReceiver 7217 (C Broadcast #Z{EI 252 & TE %,

Ordered Broadcast Ordered Broadcast (X5 IC Z{E AT REAK A& IC & % BroadcastReceiver A*— D
P DIEZEIC Broadcast #2592 Z & WMFHTH D, & W priority EAKE L
Broadcast Receiver B ICZ{ET 5, I X TD Broadcast Receiver ICEXETE T 9 %
H. B D Broadcast Receiver A* abortBroadcast() % FEU'H L 7235412, Broadcast
(3EIB T %, FFED Permission ZFFAES L7~ 7 7 ') @ Broadcast Receiver 72
I71Z Broadcast #2253+ 25 2 & T& %, F7z Ordered Broadcast TIFiE ST
' Broadcast Receiver 75 DIEREHREZZITEZ I &L TE %, SMS ZERA
Broadcast (SMS_RECEIVED) I Ordered Broadcast DIRERFITH %,

Sticky Broadcast Sticky Broadcast (& X {5BFIC ZEATRE A IRAEIC % B BroadcastReceiver g%k &
NEBICHB T DI LAY ATALICEY fitld. %I registerReceiver() %
U L7777V Sticky Broadcast 22522 &N TERZ EHWHHRTH B,
Sticky Broadcast (&t D Broadcast & 274 Y BEIMICHER T 2 2 & IER VDT,
Sticky Broadcast B FREICA 5 7= & FIZ. BARMIC removeStickyBroadcast() % I
U'H L T Sticky Broadcast #EB S # 2 M ENH 5, fhd Broadcast & B2 Y,
$§E @ Permission % D 7 7Y @ Broadcast Receiver 72 {7 IC Broadcast % % {5
TEBZERFRTERW, Ny T ) —KELEEBHA Broadcast (ACTION_BAT-
TERY_CHANGED) |3 Sticky Broadcast DXERBITH %,

Sticky Ordered Broadcast Ordered Broadcast & Sticky Broadcast D@ 75 D $§# % #f 5 7= Broadcast T# %,
Sticky Broadcast & [E#k. 4% @ Permission % 3% > 7 7! @ Broadcast Receiver
72171 Broadcast ZZ{ES 2 2 & IETERW,

Broadcast D HMARIRZBEVODHREAT, LREWBIZNICBEETIETRICAS,

5 4.2.5 Broadcast DFFHHILIRDEW

Broadcast D45 #I7#&k % | Normal | Ordered | Sticky Sticky Ordered

£ Broad- Broad- Broad- Broadcast
cast cast cast

5 {8 Al B 7% Broadcast Re- 0 ) . ;

ceive %Z Permission I & ¥
HIBR9 2

Broadcast Receiver 5 M - 0 - 0
WIBRER ST 2
g & IC Broadcast Receiver - 0 - 0
IC Broadcast # L= 3
BicEfFfashTwsd - - ) 0
Broadcast Z#& D5 ZET
%
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4.2.3.5 Broadcast i£f5 L 72183 »* LogCat ICH =N 2 BEDH S

Broadcast DEZEIFEARMIC LogCat ICHA I NAW, LAL. ZEM[OD Permission FRICK 2T 5 —%. #EEMOD
Permission REICE 52 TT—DFRIC LogCat ICTZ—OJMHAIN S, T5—07IIE Broadcast T#E{E9 2 Intent 18
BESENDDT, T57—FKERFICIE Broadeast EE T 23551 LogCat ICRIRINB Z L ITERELTIELL,

ZEAERID Permission TEEOD TS —

W/ActivityManager (266) : Permission Denial: broadcasting Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION }

from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires
org.jssec.android.permission.MY_PERMISSION due to receiver
org.jssec.android.broadcastreceiver.creating/org. jssec.android.broadcastreceiver.creating.
—CreatingType3Receiver

Z{SAD Permission FEEFD TS —

W/ActivityManager (275): Permission Denial: receiving Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION } to
org.jssec.android.broadcastreceiver.creating requires
org.jssec.android.permission.MY_PERMISSION due to sender

org.jssec.android.broadcast.sending (uid 10158)

423.6 F—L\EE (77)) IC¥a— b hy NEEBRET IHEOEFER

FR—LEEICT 7)) 2REBT2HDa— Ay FRIVP Web 750 HFDT v IX—IDESWURL ¥a— bk
Hy bR T 25E0FIRRICOVTEHAT S, flE LT UTOLIBREEZEZITH D,

A—LBE (77Y) IZ¥a—bAy MEEEEBT 2

Intent targetIntent = new Intent (this, TargetActivity.class);

// a—MNAy MEBRFED /=D Intent
Intent intent = new Intent ("com.android.launcher.action.INSTALL_SHORTCUT");

// a—bMhAy hDYy THICESNT % Intent 28T

intent.putExtra (Intent.EXTRA_SHORTCUT_INTENT, targetIntent);

Parcelable icon = Intent.ShortcutlconResource.fromContext (context, iconResource);
intent.putExtra (Intent .EXTRA_SHORTCUT_ICON_RESOURCE, icon);

intent.putExtra (Intent.EXTRA_SHORTCUT_NAME, title);

intent.putExtra("duplicate", false);

// BroadCast &ff>T. YAFLICYa—bMhAy MEREKIET S

context.sendBroadcast (intent) ;

LEETEELTUVS Broadeast 1. ZIFFNF—LBET7Z T THY, Ry T—IRZEZHETIIEHNHLVED, BR
B9 Intent I & % 2FF Receiver NDEF E R > TWB I EIERNMMVETH D, 2F Y., LB TEE L7 Broadeast (&<
WOz T7EEDIERDT TI)DNRETEIENTE, ZTOiD, Intent ICEY VT 1 TREFERIFISEN TV S L BERF
HOWEIC DN D HEEMELH S, URLEEICLAEYa— by MEERT %35E. URL ICREOBHRIESEA TV
lEEHBRH, FITTFENMVLETH S,

WEAEE LTI, T4.2.1.2. A8 Broadcast Receiver - Broadcast %= 5T % - EFET 5] ICBHINTWBRA Y M
W, EETBIntent ICEY VT 1 TRIEBRIZEFAVEIICTZZENVETH B,
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4.2.3.7 ACTION_CLOSE_SYSTEM_DIALOGS icD> W\ T

ACTION_CLOSE_SYSTEM DIALOGS I&. YRTFALFA 7OV DEL SNz & AEMT % Broadcast Intent TH %,
/=, 77YUD 5 Broadcast FIET BT ET, YVRATALAYA 7OV ERHALB I ENTES, TD ACTION_CLOSE_SYS-
TEM_DIALOGS &, Android 12 #% —#4"v h& 3% H Androidl] giE 49—y NETEHEDTLUTODREY BEFHIER
I >TW3,

Android 11 lgi%& 9 —4 v & 3545

ATV MEERITEINT logeat IZIRD A v £—IYHKRRI NS,

E ActivityTaskManager Permission Denial: \
android.intent.action.CLOSE_SYSTEM_DIALOGS broadcast from \

com.package.name requires android.permission.BROADCAST_CLOSE_SYSTEM_DIALOGS, \
dropping broadcast.

7272 L. RDBEICEVWTI, BIEHmEVRTLAYATAVERHLB I ENTE B,
c BHMIROT—®MLIC Window #RRLTWS

e I—H—AEHMEREL, PTUVREDI—H—T Va3Vl L TH—ER X7 Broadcast Receiver % LI L
TWw3

o A—H WY —EIANERICAE>TWVWS
Android 12 #9 —4'v & T 355

ACTION_CLOSE_SYSTEM_DIALOGS 3R e o, PTIUDNZDT I aVvEELAVTY PORUHEL EH
# % & SecurityException BFEE T 2,

72720, ROBEICEVWTIEL, BIEHEVRTLAYATAOTABHAL DI ENTE S,
e TTYUNA VRIS XY MEBFETF AN ERITLTWSIBE

A—HY—@HY—EANEMICAR>TEY., BRAN—%2FL320RENH ZHEIE. Kb IC GLOBAL_ACTION_DIS-
MISS_NOTIFICATION SHADE 1 —H—®B7 o> avaEAT 5,

4.2.3.8 &y Broadcast Receiver D& £ 4Dt

Z N F TF Broadcast Receiver M 5 5 Ej# Broadcast Receiver (& export BEMNARE TdH > 7', Android 13 D5 F A
FIERHAEZIEETES L DI o7, ThiE, Tz 7HEF L7 Broadeast 525922 & HD VRV EEREL
ThO, BREMDBILDERD ORI NILRTH 5,

Z DHEEE A FIM T % IC1E targetSdkVersion % 33 L EICERELUTO70—T1T 5,
1. DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED %#&%#1iZ§ %

2. registerReceiver M 5|#1IC RECEIVER_EXPORTED & % \\ l& RECEIVER_NOT_EXPORTED % 8%E ¥ %

context.registerReceiver (sharedBroadcastReceiver, intentFilter, RECEIVER_EXPORTED) ;
context.registerReceiver (sharedBroadcastReceiver, intentFilter, RECEIVER_NOT_EXPORTED) ;

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED D& EdFFEA T3> L <& adb " SEIY B X THE
Thd, AREA T aVHLERETDIHE. UTOL>REERISTI,

130




2022-08-29

10550 © @ w4l
< App Compatibility Changes

NATIVE_MEMTAG_SYNC
DOWNSCALE_30
OVERRIDE_MIN_ASFECT_RATIO
NATIVE_MEMTAG_ASYMC
OVERRIDE_MIN_ASPECT_RATIO_LARGE

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_RE
QUIRED

FORCE_ENABLE_SCOPED_STORAGE
ALLOW_TEST_API_ACCESS
FORCE_RESIZE_APP

GWP_ASAN

DOWNSCALE_90
ALWAYS_SANDBOX_DISPLAY_APIS
USE_EXPERIMENTAL_COMPONENT_ALIAS

NATIVE_HEAP_ZERO_INIT

a»
a»
a»
a»
a»
@
a»
a»
a»
a»
a»
a»
a»
a»
[ ]

4.2.6  DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED D% E (FIF&E A >3 V)

7o, adb NHRET BHFA. UTFDLI3RIATYRIA Vv ERD,

$ adb shell am compat enable DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED org.jssec.android.

—broadcast .publicreceiver
$ adb shell am compat disable DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED org.jssec.android.

—Dbroadcast.publicreceiver

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED %&%1(C L 7=#%%&. RECEIVER_EXPORTED & % \M & RE-
CEIVER_NOT_EXPORTED % 1§%E ¥ registerReceiver() #3179 % &. SecurityException ’F4ET 3,

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED % #&3f1iC L 7=3%&. RECEIVER_EXPORTED # % \ M & RE-
CEIVER_NOT_EXPORTED %157 L T registerReceiver() = 3R179 % &. export i E I3 R S 1. {ERK@E Y 26 Broadcast
Receiver & L CEIET %,
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4.3 Content Provider #{£% - fIFH 3 %

ContentResolver & SQLiteDatabase DA ¥ —7 T — XU T W3 78, Content Provider (& SQLiteDatabase & B I
BRI D2 EEEVWIND ZEHE L, L LERRICIE Content Provider (7 Y BET—9H£BED1 V9 —7 2 — %R
ETBREIIT, T REFEOHAE—IBLAWVW S ISEFREIBER, #EHKT 5 Content Provider AEFTT —4 DIREFIC
SQLiteDatabase 2> Z &£ TEB L, XML 7 7 1L EDROBRERAREFES LB TED, B, TITRENT S
B TNA-RICRET—92RETILEEZZIRVOT, BEICHLCTEMNTSZ &,

431 > 7)a—~K

Content Provider N ED & S ICFIE TN B M IC & > T, Content Provider 2’382 % ) R 7 0E B EFERNELR B, K
DHET O—IC& > TS % Content Provider DY A TTHZ DAY TE 3,

WEfED
FAUICHMERD S

h Y

Private
R Cantart Provider

Public
A MContent Provider

Exclisgive
ri—tt—HE
Content Provider

Propristary
BHAE

Caontant Provider

Tamporary
—ErE

Caontent Provider

4.3.1 Content Provider ¥ 4 7¥|E 70—

4.3.1.1 3E/2F Content Provider #{E% - #|FH 3 %

JE/2BE Content Provider &, B—7 7Y W72 13 TRIEAE N 3 Content Provider TH Y., H o2& HERLEMDE L Content
Provider T# %14,

BT, 3E22F8 Content Provider DEEHI %R,
R4 >k (Content Provider #1E%) :
1. exported="false” IC& V. BARMIICIHERFHBRET 5
2. BA—=F7FTIVANSDY IV TRARTH>TH, RNIA—SDREMEHRT 2

3. AT T AVIRE—T7 7T THEND, VT4 TRIERERELTELW

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

ROR—S1E<)

#14 £ 72 L, Content Provider MIE/BIZEEIE Android 2.2 (API Level 8) LLBT T I3 HBE L 72 LN,
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FIDR—IH 5 DFEE)

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.privateprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<l—— *RA VK~ 1%k exported="rfalse"lZ& V., BARMICIENRZRET S ——>
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />
</application>
</manifest>

PrivateProvider. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.]jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";

CROR—J 1<)
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AIDR=ID5DHFHE)

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider R4 24 V9 —T7x1—R%NH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEEAETICEEEZRTHICL TWSEEH, query XV v RTIRY Cursor #HRIICERE
private static MatrixCursor sAddressCursor =

new MatrixCursor (new String[] { "_id", "pref" });
static {

sAddressCursor.addRow (new String[] { "1", "dLi@E@&E" });

sAddressCursor.addRow (new String[] { "2", "&H#&" });

sAddressCursor.addRow (new String[] { "3", "&F" });

}
private static MatrixCursor sDownloadCursor =
new MatrixCursor (new Stringl[] { "_id", "path" });
static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

@Override
public boolean onCreate () {

return true;

@Override

public String getType (Uri uri) {

/) RRAV N 2% A=T7TIVADSLDY) VIZARNTH>TH, NIA—YDORLMEHRT D
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// ZZTlE uri PEEDEFHEANTH DI &%, UriMatcher#match() & switch case THEELTW3S,
// 13.2 AAT—9DOREMEKRT 2] 28R,
/) kRAV N 3k MATTTVER—T ) THEHE, trvoTF 1 TRIERERELTEL
// 12121 getType DIERN Y VT 4 TRERERE DI EIEHFE YRR,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/) hRRAV K 2%k A=TTYRADBSLDY VIZARTH>TH, RSIA—YDLLMEERT D

// ZZTlE uri PEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3S,
/) EDMDINT A —5 DRERIEY > TIVICDEE, [3.2 ANT—9DRLEEHDT 21 25RK,

// hARAVE 3Kk FATT7IVIEEA—T77T)THZEHIL, Vo T4 TRERERZELTEW

// query DFERDVEY T4 TREKEFONE I MET T RE,

switch (sUriMatcher.match (uri)) |

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public Uri insert (Uri uri, ContentValues wvalues) {

/) RRAV KR 2% A=TTYRABDSLDY IVIZARTH>TH, RNIA—YDLLUEERT S
// ZZTlE uri PEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTWD,
/) EDMDINT A —5 ORERIEH Y TIVICDEEE, [3.2 ANT—9DRLEEHBT 21 258,
// kBAV N 3k ARATTTVEE—T7 ) THZINE, £y T4 TRERERELTELL
// Insert ¥ER. RBEIND IDHEVIT 1 TREKEFONE DI NMET TV RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);
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default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// kRAVEN 2%k A—FTIVANSDY VIR NTH>TEH, NIA—YDREMEHIRT

// ZZ Tl uri NMEEDEEARNTH S I &%, UriMatcher#match() & switch case THERRLTW3,
/) TDMDIRT A —5 DWRIEY Y TIVICDEER, [3.2 ANT—9DRLMEEZHAT 2] 258,

// kBAV N 3k AT IVEER—F7 ) THZINE, 2 o714 TREBERERELTELL

// Update SNFLA— KLY T 1 TREKRERF ONE I NMET T RE,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update SNzl I— RKEEIRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

// kRAVEN 2%k A—TTIVANSDY VIR NTH>TEH, NIA—YDREMEHIET S

// ZZTl uri NMEEDEEAARNTH S I &%, UriMatcher#match() & switch case THERRL TW3,
/) TDMDINT A —5 DWBIEY Y TIVICDEER, [3.2 ANT—9DRLEMEEZHAT 2] 258,

// hRAV S 3% FABATT7TVIRE—T77T)THZHIE, €V oTF 4 TRBERERZELTEW

// Delete ML A— KDALY VT4 TREKREFONE D NMET TV IRE,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // delete &Nzl d— R#%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
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throw new IllegalArgumentException("Invalid URI :" + uri);

JRIZ. FE/ABE Content Provider 2 FIF ¢ % Activity D& RY,
R4 > b (Content Provider #FIFH 3T %) :
4 =7 FTIVRNDY VTR RNTHINE, EVI T4 TRIEBREY I IZAMIEDHTEW

5. A—=TF7T)ADSDEREBRTH->TH, RET—IYDREMZHRT 2

PrivateUserActivity.java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.privateprovider;

import android.app.Activity;
import android.database.Cursor;
import android.net.Uri;

import android.os.Bundle;
import android.view.View;

import android.widget.TextView;

public class PrivateUserActivity extends Activity {

public void onQueryClick (View view) {

logLine (" [Query]");

// kR4 N 4%k A—FTIVRAANDY VIR NTHZIHH, BT 1 TRERE) VTRAMIEDTEL
Cursor cursor = null;
try {
cursor = getContentResolver () .query (PrivateProvider.Download.CONTENT_URTI,
null, null, null, null);

/) KR4V 5k A—TTIVANLDERBERTH>TH, BET—YDOREMEHERT D
/) BV TIICDERE, 3.2 AAT—9DRLEUERRAT 2] 25K,
if (cursor == null) {

logLine (" null cursor");

(RDR—=TITHE)
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} else {
boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),

cursor.getString(l)));

moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();

public void onInsertClick (View view) {
logLine (" [Insert]");

// kR4 N 4%k A—TTIVRAANDY VIR NTHZIZDE, BT 14 TRERE) VTRAMIEDTEL
Uri uri = getContentResolver () .insert (PrivateProvider.Download.CONTENT URI, null);

/) KBRAY S 5k B=7TVALLDBEREFRTH>TH, RET Y DRLUEHERT S
/) Y TWICDEERE, 13.2 ANT—9DREMEHRT 2] 258K,

logLine (" wuri:" + uri);

public void onUpdateClick (View view) {
logLine (" [Update]™);

/) hkRAV N 4% A—=TTYRANDYIIRANTHEZDS, BVIOFT 1 TRIEREV IJIAMIEHTEL
int count =
getContentResolver () .update (PrivateProvider.Download.CONTENT_URI, null, null, .

—null) ;

/) RBAY N 5k B—7TVALSOFERERTHoTH, RET I DRLUEERT S
/) Y TIICDERE, 13.2 ANT—9DRLMEEHAT 2] 258,

logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {
logLine (" [Delete]");
/) kR4 N 4%k A—TTIVRAANDY VIR NTHZIHDE, BT 14 TRERE) VTRAMIEDTEL

int count =
getContentResolver () .delete (PrivateProvider.Download.CONTENT _URI, null, null);

/) KBAY S 5k B=7TVALLDBEREFRTH->TH, RET Y DRLUEHERT S

/) Y TWICDEERE, 13.2 ANT—9DREMEHRT 2] 258K,

logLine (String.format (" %s records deleted", count));

private TextView mLogView;
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@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main);
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line);
mLogView.append ("\n") ;

4.3.1.2 2B Content Provider #1/% - #IFH¥ 3%

/ABH Content Provider (&, RFEZHOT TV ICFIAI NS Z & %##8%E L /= Content Provider T$H %, 7514 7> M %&[R
ELRWZEILEY, I zT7h 5 select) ICE>TREFLTWET—4%REmMSNAY, update() IC&>TF—%
HEEE|Z 5N Y, insert()/delete() IC& > THDT— Y DIBAPLT —I DEIBRE VWS> HBEZIFLY L THITAS
N/ Z EITERNBER,

£ 7. Android OS BXE Tl W B EK D2 Content Provider = FIH 9 3354, % DR Content Provider I Y 3%
FLAERIVIITICVIIRARNNSGA—95ZEINDIEFHDIE. BLU. REERT—9A5ZITWMBIEHH
T EIERIBETH S, Android OS BEED Contacts ¥ MediaStore % % /A5 Content Provider T$H 24, <L T
7 i&F N 5 Content Provider IZA W EE L TERLY,

BT, 2B Content Provider DE%&Hl %R,

R4 ¥ ~ (Content Provider #{£%) :
1. exported="true” IC& V), BARBICAFARET 5
2. VOITRIMFG A DOREMEFERT S

3. VYT 4 TRERERZE L TEAS AL

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.publicprovider">

<application
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<l— %RA VM 1%k exported="true"lIC&V. BARMICABERET S ——>
<provider
android:name=".PublicProvider"

android:authorities="org.jssec.android.provider.publicprovider"
android:exported="true"/>
</application>

</manifest>
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Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1s distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.publicprovider;

import
import
import
import
import
import

import

public

android.
android.
android.
android.
android.
android.
android.

content .ContentProvider;
content .ContentUris;
content .ContentValues;
content .UriMatcher;
database.Cursor;
database.MatrixCursor;
net .Uri;

class PublicProvider extends ContentProvider {

public static final String AUTHORITY =

"org.jssec.android.provider.publicprovider";

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider W9 24 V49 —7 x—R%&NH
public interface Download {
public static final String PATH =
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

"downloads";

}
public interface Address {
public static final String PATH =
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

"addresses";

// UriMatcher

private static final int DOWNLOADS_CODE = 1;
int DOWNLOADS_ID_CODE =
int ADDRESSES_CODE =

int ADDRESSES_ID_CODE =

private static final 2;

private static final

private static final 4;

private static UriMatcher sUriMatcher;

static {

sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
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sUriMatcher.addURT (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURT (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURT (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBAEERETICEEMEAERTHICLTWEED, query XV v KTIRY Cursor #EFIICES

private static MatrixCursor sAddressCursor =

new MatrixCursor (new String[] { "_id", "pref" });
static {

sAddressCursor.addRow (new String[] { "1", "dui@E@&E" });

sAddressCursor.addRow (new String[] { "2", "B#&H" });

sAddressCursor.addRow (new String[] { "3", "&F" });

}

private static MatrixCursor sDownloadCursor =
new MatrixCursor (new Stringl[] { "_id", "path" });

static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.Jjpg" });
sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

@Override
public boolean onCreate() {

return true;

@Override
public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) RRAV R 2% YIOZTARNRSA—9DREMEEMHRT S
// ZZTlE uri EEDEFERNTHD I &%, UriMatcher#match() & switch case CHEEELTW3S,
/) TDMDIRNT A —5 DREERIET Y TIVICDEERE, 3.2 ANT—9DOLRLMEEHERT 5] =58,

// kRAV N 3k B YT TREREZRZEL TUERS RN

// query D¥ERDNEY I T 1 TREKEFONE DI NMET T RE,

/) VITANTDT TYDRTILD T T THDEEMEND B,

// RIVD I TICHRBINTEREOARWVMERTHNISHERELTGRLTHE LW,
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switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override

public Uri insert (Uri uri, ContentValues wvalues) {

/) RRAV N2k VIIZRARNRSGA=YIDLELMEEHRT S
// Tl uri MEEDEBERNTH DI &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDMDIRT A—5 DFEERIE Y Y TIVICDEERE, 3.2 ANT—9DOLRLEEHERT 5] #58,

/) hRRAVE 3k BYIT 4 TRIERERE L TIRS AW
// Insert &R, RBEIND DYV T4 TREKREFONE I NMET TV IRE,
J/ VIIZRARNTDT TYNRIL Iz T THDAHEELNH S,
// RV TICRBENTERBORWVERTHNISHERE L TGRLTHE LWL,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/) RRAVE 2% YIZARRGA—SDRELEEHRT S
// ZZTIE uri DMEEDEFENTHD I &%, UriMatcher#match() & switch case CHEERLTW3,
/) TDMDIRT A—5 DRERRIE Y Y TIVICDEERE, 3.2 ANT—YDOLLMEEHERT 2] #508,

/) RRAV KN 3Kk BYUT 4 TRIEREREL IR S RN

// Update SNFzLI— KRBV VT 1 TREKREF ONEINMIT T RE,
// VIZTANTDT TYDBIII T THBAREMELH S,

// RV I FICRBINTEBREDRWVERTHNIEHERE L TRLTE LWL,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update =L dI— RKEEIRT

case DOWNLOADS_ID_CODE:

return 1;
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case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
}
}
@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

/) RRAV N 2% VIIZRARNRSA=—9DLELMEAEWRT S
// ZZTl uri MEEDEBERNTH DI &%, UriMatcher#match () & switch case CHEEELTW3,
/) TDMDIRT A—5 DFERRIE T Y TIVICDEERE, 3.2 ANT—YDOLRLMEEHERT 5] #2508,

/) RRAVE 3k BYIUT 4 TRBEREREL TUERSRW

// Delete ENFLIA—KREIN Y VT 1 TREKREF ONEINMEIT TV RE,
/) VITANTDT TYDBIILID T THBABEMELNH S,

// RV I TPICBRBINTEREDRWVERTHNITHERE L TGRLTE LWL,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // delete N7zl d— R %IRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI :" + uri);

JRIZ. 2B Content Provider ZFIFA 9 % Activity Dl =R,
R4 >~ K~ (Content Provider 2FH 3 %) :
4. BT 4 TRIEREY VT A MIEHTUERSRL

5. BRT—IDRLMEEHERT D

PublicUserActivity.java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

(RDR—=TITHE)
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* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;
import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PublicUserActivity extends Activity {

// MA%D content Provider &k
private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

public void onQueryClick (View view) {
logLine (" [Query]");

if (!providerExists (Address.CONTENT_URI)) {
logLine (" Content Provider AAR{E");

return;

//RRAV S 4k BT A TRIEREY VTR MIEDTER SN
/) VIIZRARNEDT TYNIIL Iz 7 THDARMELH S,
// RV TTICBRBINTEMBORWERTHNIXY IR MIEDHTEL L,
Cursor cursor = null;
try {
cursor =
getContentResolver () .query (Address.CONTENT_URI, null, null, null, null);

/) KRRAY S 5k BRT—IDREMEERTET S
/)Y TWICDEEE, 3.2 ARNT—9DREMEHRT 2] 258K,

if (cursor == null) {
logLine (" null cursor");
} else {
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boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),

cursor.getString(l)));

moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick (View view) {
logLine (" [Insert]");

if (!providerExists (Address.CONTENT_URI)) {
logLine (" Content Provider BARTE");

return;

/) kRAVN 4Kk BYIT A TREREY VIR MIEDHTIERERL

J/ VDIOTANEDT TN I T THDARESEDLH S,

// RV ITICRBEINTERBORWVERTHNIEY VTRAMIEDHTEHE L,
ContentValues values = new ContentValues();

values.put ("pref", "EHZRA");

// kR4 VN 5k BRTF—IDREMEHIRT S
/) Y TIICDEERE, [3.2 AANT—9DReMEHRET 2] 251,

logLine (" wuri:" + uri);

public void onUpdateClick (View view) {
logLine (" [Update]");

if (!providerExists (Address.CONTENT_URI)) {
logLine (" Content Provider NARTE");

return;

/) RRAV N 4k BVITATRIBEREY VIZAMIEDHTIR LSRN

/) VIIZRARNEDT TYNRIL Iz T THBAHEMELH S,

// RV TTICBRBINTEMEORWERTHNIXY I TR MIEDHTE LW,
ContentValues values = new ContentValues|();

values.put ("pref", "HRZRA");

String where = "_id = ?";

String[] args = { "4" };

int count = getContentResolver () .update (Address.CONTENT_URT,

/) KBAVR 5k ERT—IDRLMEERIET D
/) Y TWICDERE, 13.2 ANT—9DREMEHRT 2] 258K,

Uri uri = getContentResolver () .insert (Address.CONTENT_URI, wvalues);

values,

where, args);
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logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {
logLine (" [Delete]™);

if (!providerExists (Address.CONTENT_URI)) |
logLine (" Content Provider AAFR{E");

return;

/) RRAUE 4k BYYT A TRIEREY VTR MIESTRRSAN

J/ VITZRARNEDT TYDNRIL I T THDABEELH S,

// RV TICRBEINTERBEOAWMERTHNIEY VT A MIEDTEH L,

int count = getContentResolver () .delete (Address.CONTENT URI, null, null);

/) kRAYV N 5k ERT—YDREUERERT S
/) Y TIICDEEE, [3.2 ANT—9DOREMERRET 2] 258,
logLine (String.format (" %s records deleted", count));

private boolean providerExists (Uri uri) {
ProviderInfo pi = getPackageManager () .resolveContentProvider (uri.getAuthority (), .
=0);
return (pi !'= null);

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;

mLogView = (TextView) findViewById(R.id.logview);

private void logLine (String line) {
mLogView.append(line);
mLogView.append ("\n") ;

4.3.1.3 /X— h+—PBR%E Content Provider 2% - #IFH$ %

/8— b+ —PFR7E Content Provider X, $EDT7 7Y i3 H S5FIFTE % Content Provider TH %, /A— b F—02DT7 S
DEBHTTIDNEELTORTLEERL, N—rF+—77) EORBTRD BIROHEEETE-OICHIEIN S,

LR, 73— M+ —[R%E Content Provider DR&EH| %<7,
R4 > b (Content Provider #1£%) :
1. exported="true” IC& V). BARMICRARFEERET 5

2. MIARTT 7Y OFEEAEN T T A MY R MIBFINTWDS I L 2HRT D
146




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

3. X=hF=FFTIUDSDIVITRARNTH>TH, NIA—IDRELMEHERT D

4. "= F=FFVICARL TEWERICBRYRZELTE W

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.partnerprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— kR4 M 1%k exported="true"lZ&W. BATRMICARRET S ——>
<provider
android:name="org. jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org.jssec.android.provider.partnerprovider"
android:exported="true"/>
</application>

</manifest>

PartnerProvider. java

/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.partnerprovider;

import java.util.List;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.ActivityManager;

import android.app.ActivityManager.RunningAppProcessInfo;
import android.content.ContentProvider;

import android.content.ContentUris;

import android.content.ContentValues;

import android.content.Context;

import android.content.UriMatcher;

import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

import android.os.Binder;
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import android.os.Build;
public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = "org.Jjssec.android.provider.partnerprovider";
public static final String CONTENT_TYPE =

"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NRM§ 24 V9 —T7x1—R %A
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURT (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURTI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEEAETICEEMEAERTHICLTWSED, query XV v RTIRY Cursor AERIICES
private static MatrixCursor sAddressCursor =
new MatrixCursor (new Stringl[] { "_id", "pref" });
static {
sAddressCursor.addRow (new String[] { "1", "dLi@E@&E" });
sAddressCursor.addRow (new String[] { "2", "BJ#&H" });
sAddressCursor.addRow (new String[] { "3", "&F" });
}

private static MatrixCursor sDownloadCursor =

new MatrixCursor (new String[] { "_id", "path" });

static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.Jjpg" });
sDownloadCursor.addRow (new Stringl[] { "2", "/sdcard/downloads/sample.txt" });

/) kRA VN 2% FATT 7Y OAENRTA M)A MIBHFINTWE I EARKRT 2
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);
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sWhitelists = new PkgCertWhitelists();

// I"—NF+—TF T org.jssec.android.provider.partneruser DIEBAE/N\vY > 1{E%FR
sWhitelists.add("org. jssec.android.provider.partneruser", isdebug ?
// debug.keystore M "androiddebugkey"DiEBAE/N\Y > 1 {E
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"ODIBRE/\v > 1{&
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UWTFERRICHD =N =7 ) &6 ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists.test (context, pkgname);
3
// RIATXT7 7Y DRy r—Y 8% R1E
private String getCallingPackage (Context context) {
String pkgname;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT) {
pkgname = super.getCallingPackage();
} else {
pkgname = null;
ActivityManager am =
(ActivityManager) context.getSystemService (Context .ACTIVITY_ _SERVICE);
List<RunningAppProcessInfo> procList = am.getRunningAppProcesses|();

int callingPid = Binder.getCallingPid();

if (procList != null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc.pkglList[proc.pkgList.length - 1];
break;
}
}
}
}
return pkgname;
}
@Override
public boolean onCreate () {

return true;

@Override
public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;
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default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

// kRAV N 2% FATT 7Y OIEASEHNHRTA M) A MIEFINTWE I EA2HKRT D
if (!checkPartner (getContext (), getCallingPackage (getContext ()))) A
throw new SecurityException ("FIET7 7 VIE/\—hF—=T7 7 TlERWL, ") ;

/) KRAVEN 3k IR= F=TTIVDEDYIIRAINTH>TH, NTIA—YDLRLMEHET S
// ZZTl uri MEEDEBERNTH DI &%, UriMatcher#match () & switch case CHEEEL TW3,
// 13.2 AAT—9DRELE%MHRT 2] 250K,

/) KBAV N 4% R=FF=TFFTVICARL TEWERICBYIRELTEWL
// query DFERNN—MF—F FTVICEHTRLTEWEBNE DI ML T T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public Uri insert (Uri uri, ContentValues wvalues) {

// hkRAV R 2% FIBATT7 7Y DEBEENETA M) AMIBHRINTWE I E52HRT S
if (!checkPartner (getContext (), getCallingPackage (getContext ()))) {
throw new SecurityException ("FIET7 7 VIE/\—hF—=T7 71 TlERWL, ") ;

/) KRAVEN 3k IR= F=TTIVDEDYIIRAINTH>TH, NTIA—YDLRLMEHET S
// ZZTl uri MEEDEBERNTH DI &%, UriMatcher#match () & switch case CHEEELTW5,
// 13.2 AAT—9DRELE%MHRT 2] 250K,

/) KBAV N 4%k NR=FF=TFFVICHARL TEWERICBYIRELTEWL
// Insert ¥ER. RBEIND IDHNNN— R F—FFTVICHATLTEWERNES MET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);
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default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// kRA VN 2% FIATT 7Y OEASHETA M)A MIEFINTWE I E%2HERT D
if (!checkPartner (getContext (), getCallingPackage (getContext()))) A
throw new SecurityException ("FIETT 7V IE/S—hF—=T7 7)) Tld7iaLy, ") ;

/) KRRAVE 3k IR="F=TTIVDEDYIIRAMNTH>TH, NTIA—YDRLMEHET S
// ZZTl uri MEEDEBERNTH DI &%, UriMatcher#match () & switch case CHEEELTW3,
// 13.2 AAT—9DREUEHET 5] 251K,

// kRAVN 4% NR—=K =TT VICBATRL TIWERICERYIRZEL TEWL
// Update aNFL A— KRBV O T 1 TREKEFONE I NMET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:

return 5; // update izl d— RKEERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

// kR4 VN 2% FIBRTT7 7Y OHBAENFTA M)A MIEHFRINTVWDZEAHRT
if (!checkPartner (getContext (), getCallingPackage (getContext()))) {
throw new SecurityException ("FIETT 7V Id/S—hF—=T 1) Tld7iaL, ") ;

/) KRAVEN 3Kk R=KF—=TFTUYDSLDYIVITRANTH>TH, NI AX—YDELEUEHRT S
// ZZTlE uri EEDEFERNTHD I &%, UriMatcher#match() & switch case CHEEELTW3S,
// 13.2 AAT—9DREUEHERT 5] 25K,

/) RBRAVN 4% = F=TFVICEHERLTEWERICRY BZELTEW
// Delete aNFLIA— KRBV I T 1 TREKEFONE I NMET T RE,
switch (sUriMatcher.match (uri)) |

case DOWNLOADS_CODE:

(ROR—TIHE<)
151




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2022-08-29

AIDR=ID5DHFHE)

return 10; // delete N7zl d— R %IRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);

WRIZ. 78— M F—FR%E Content Provider #FIf 3 % Activity Dl %Y,

R4 >~ K~ (Content Provider 2FH T %) :
5. #IA%/X— b F—BR7E Content Provider 7 7)) DFEAEN T T A M) A MIBEHRINTWE I L %2HRAT 2
6. /X— hF+—BR7E Content Provider 7 7" ICBAR L TL WERICERYW Y VT A MIEDHTE W

7. /X— N+ —[R%E Content Provider 7 7 B S DR TH->TH, BRT—IDRLMAHEET S

PartnerUserActivity. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;
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import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PartnerUserActivity extends Activity {

// FIA%®D Content Provider &
private static final String AUTHORITY = "org.Jjssec.android.provider.partnerprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

// kRA VN 5% FRA%L/N—KNF—RE content Provider 7 7Y DIEBAEN KT A M) A MIEFEINTWS
/) ZEERBT D
private static PkgCertWhitelists sWhitelists = null;
private static wvoid buildWhitelists (Context context) {
boolean isdebug = Utils.isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

// I8=— N F—BRE Content Provider 7 7' org.jssec.android.provider.partnerprovider DiE

/)Ny YA EEER
sWhitelists.add("org. jssec.android.provider.partnerprovider", isdebug 7
// debug.keystore M"androiddebugkey"MFEAE /Y > 1B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 EF77C8255"
// keystore D"my company key"DIIBAE/ v afE
"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B D7B3A7C2 42E142CA");

// UTRRICHD/S— b F+—RE Content Provider 7 7V A&, ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists.test (context, pkgname);
}
// uri% AUTHORITY &9 % Content Provider M/N\v 4 —IZ%EE
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi =
getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick (View view) {

logLine (" [Query]");

// kR4 VN 5% FBEK/S—KNF—BBE Content Provider 7 7V DIEAEN KT A M R MIEBHFINhTWS
/) &R B

if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {
logLine (" #MA% Content Provider ZFUIEHETA M) R MIEFINLTWARWL, ");
return;

}
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// kRA VN 6%k /I8"—K~F—FRE Content Provider 7 7VICBRLTLWERICRY ) V7 ITZAMIEHTELL
Cursor cursor = null;
try {

cursor =

getContentResolver () .query (Address.CONTENT_URI, null, null, null, null);

// kRAV N 7k IR—KNF—FRE Content Provider 77N LDERTH>TH, BRT—IDLLMHE%E

// HERT D
/) B TIICDERE, [3.2 AAT—90RLEEHRET 2] 258,
if (cursor == null) {
logLine (" null cursor");
} else {
boolean moved = cursor.moveToFirst ();

while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),
cursor.getString(1l)));
moved = cursor.moveToNext ();

}
}
finally {

if (cursor != null) cursor.close();
}

public void onInsertClick (View view) {
logLine (" [Insert]");

// kR4 Vb 5% FIRE%/S\— N+ —FRE Content Provider 7 7\ MFEBAEN KT A MUY A MIBHINTWS
// TEEMWRT D
if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {

logLine (" #IM% Content Provider Z7Z7VIEART A4 MY R MIBEFRINTWARL, ");

return;

// kR4 Y b 6%k /18— hMF—[RE Content Provider 7 7VICFIR LTI WERICEEYW VU VTR MIEHTEW
ContentValues values = new ContentValues();

values.put ("pref", "HEZ#");

Uri uri = getContentResolver () .insert (Address.CONTENT_ URI, values);

// kRA VN 7%k "=+ —BRE Content Provider 7T7UDLDERTH>TH, BRT—IDLLME%E

// WERT B
/) Y TIVICDERE, 3.2 AAT—9DREUEHRT 2] 250K,
logLine (" wuri:" + uri);

public void onUpdateClick (View view) {

logLine (" [Update]");

// kR4 VN 5% FBEK/N—KNF—BBE Content Provider 7 7Y DFEAEN KT A MY R MIEBEHFINhTWS
/) ZEEWERT D
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if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) |
logLine (" #IM% Content Provider Z7Z7VIEART4 MY R MIBEHFINTWAL, ");

return;

// kRA Y~ 6% /A= hF—PRE Content Provider 7 7UICBHRLTEWERICERY VT XA MIEHTLW
ContentValues values = new ContentValues();

values.put ("pref", "EHRZRAL");

String where = "_id = ?";

String[] args = { "4" };

int count = getContentResolver () .update (Address.CONTENT_URI, values, where, args);

// kRAV N 7k IR—KNF—FRE Content Provider 7T7UHDLDERTH>TH, BRT—IDLLME%E

// WERYT B
/) YT DEEE, 3.2 AAT—9DREUEHRT D] 250K,
logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {
logLine (" [Delete]");

// kRA VN 5% FA%/—MF—RE Content Provider 7 7)) DFRENETTA M) A MIEHFINTWS
// ZEEWERT D
if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {

logLine (" #MA% Content Provider ZFUIEETA M) R MIEFIhTWARWL, ");

return;

// kRA Y~ 6%k /8= hF—PRE Content Provider 77 UICERLTEWERICERY VTR MIEHTLW
int count = getContentResolver () .delete (Address.CONTENT_URI, null, null);

// KkRAV N 7%k IR—NF—FRE Content Provider P77UHDLDERTH>TH, BRT—IDLLME%E

// HRT D
/) BV TIICDERE, [3.2 AAT—9DORLMEZHRT 2] 2R,
logLine (String.format (" $%$s records deleted", count));

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main);
mLogView = (TextView) findViewById(R.id.logview);

private void logLine (String line) {
mLogView.append(line);

mLogView.append ("\n");

PkgCertWhitelists. java
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Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.pm.PackageManager;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 & 32 184 k

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() != 0)
return false; // 0-9A-F UHNDIXENH B

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname \CRBT BIEMBD/NY ¥ 1{BZRET S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DERED/NY L 1 {BEERD/NY ¥ 1EZLERT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager M API CEZEMRIIHNTTHE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
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} else {
// API Level < 28 Diz&lE PkgCert OH#EEENAT S

return PkgCert.test (ctx, pkgname, correctHash);

PkgCert.java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELEIHEbHDAEWV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);
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} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

4.3.1.4 B#[EE Content Provider 1% - fIF¥ %

B4tBRE Content Provider I&. B#UADT T HMSHAI NS Z & %219 % Content Provider T#h %, HEE D B+t
TTY)TUATLAEEBR L, BT 7 DR BERPEEETI-HDICHAIN S,

BAF. B#BRE Content Provider DEZHI %R T,
R4 > b (Content Provider #41£%) :
1. #RE E% Signature Permission % €& 9 %
2. ¥ BE ¥ % Signature Permission # BXEE T %
3. exported="true” IZ& V). BATRMICABIRRET 2
4. ¥ B ES Signature Permission B'E#HT7 TVICL Y ERINTWDE I &2 HRT S
5 BH7TIDSDY I TRARNTH>TH, NIA—IDRLUERRT D
6. AT 7V IEBERT TITHEN D, £V T4 TRIEREREL TEWL

7. APK % Export $§2 & ZiZ, FIAT7 7)) tALCHERKERTAPK 2EHRT 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.inhouseprovider">

<l—— *RA YN 1k MBESE Signature Permission #E&H$ 5 ——>
<permission
android:name="org.jssec.android.provider.inhouseprovider .MY_PERMISSION"

android:protectionlLevel="signature" />
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<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<l—— kR4 VK 2% WMBEESE Signature Permission #BRKEET S ——>

<!-— kR4 b 3%k exported="true"lZ&W. BATRMICARRET S ——>

<provider
android:name="org.jssec.android.provider.inhouseprovider.InhouseProvider"
android:authorities="org.jssec.android.provider.inhouseprovider"
android:permission="org.jssec.android.provider.inhouseprovider.MY_ _PERMISSION"

android:exported="true"/>

</application>

</manifest>

InhouseProvider. java

/*

*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the '"License');
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.inhouseprovider;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.content.ContentProvider;

import android.content.ContentUris;

import android.content.ContentValues;

import android.content.Context;

import android.content.UriMatcher;

import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY =
"org.jssec.android.provider.inhouseprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";
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// Content Provider W9 24 V9 —7 x—R%&NH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURTI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEFAETICEEEEZRTHICL TWSEH, query XV v RTIRY Cursor #ERIICERE
private static MatrixCursor sAddressCursor =

new MatrixCursor (new String[] { "_id", "pref" });
static {

sAddressCursor.addRow (new String[] { "1", "dLi@E&" });

sAddressCursor.addRow (new String[] { "2", "&#&" });

sAddressCursor.addRow (new String[] { "3", "&F" });

}
private static MatrixCursor sDownloadCursor =
new MatrixCursor (new String[] { "_id", "path" });
static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

// B#t®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider .MY_PERMISSION";

// BROIRAED/NY ¥ (B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) |
// debug.keystore M"androiddebugkey"MiEBAEZ /v > 1 (&
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 DS5CCB4AE BY9DB34BC.
—1E29DD26 F77C8255";
} else {
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// keystore M"my company key"DFERAEZE/\v P 1{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

@Override
public boolean onCreate() {

return true;

@Override

public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

// kR4 VN 4% BMEES Signature Permission NERT TVICEYEREINTWR I EAHRT S
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MEEZ Signature Permission NE#T7TVICLWEEINLTYL
B, ")

J/ RkRAV N 5% BRETTUDNSDY VTR MNTH>TH, NS X—YDELUEHIRT S

// ZZ Tl uri PEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DORLUEERERT 5] 2508,

/) kBAV N 6k FRATT7IVEBR-T I THINE, 2 o714 TREBERERELTELL

// query DIERMNEMT TVICBHTRL TIWERIE S MET T IRE,

switch (sUriMatcher.match (uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;
case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
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throw new IllegalArgumentException("Invalid URI:" + uri);

@Override

public Uri insert (Uri uri, ContentValues values) {

// hkRA Y~ 4% MBEES Signature Permission BEHET TVICEWERINTWE I L 5MRT 2
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MHEEZ Signature Permission NEMT7TVICLWEEINLTYL

mN, M)
}
/) RRAVN 5%k BRTTIVNSLD)IIARNTH>TH, RNSIA—FDEREMEHRT D
// ZZTlE uri DEEDEFHANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DREMERRT D] 23R,
// kRAV N 6% FRATTTIVIEERT T THZHL, BV T4 TREREZRZELTLL
// Insert f&R. REIND IDHABELT TVICHARL TEWERNE I NMET 7Y RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);
default:
throw new IllegalArgumentException("Invalid URI:" + uri);
}
}
@Override

public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// kRA Y~ 4% MBEES Signature Permission BEHT TVICEWERINTWE I L 5MHRT 2
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MHEEZ Signature Permission NE#MTF7TVICLYEEINLTYL
B, ")

J/ kKA K 5%k BT TUDNSDYIIRARNTH>TH, NIA—YDLLUEEHIRET S
// ZZTlE uri DMEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEFEELTW3,
// 13,2 AAT—90RLMEMERT 2] 2508,
// kBAV N 6k FRATTZFVEER-T T)THEINE, 2y 74 TRBERERELTELL
// Update SNl A— RV O T 1 TREKREFONE I NMET T REE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl dA— R %ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 15;
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case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
}
}
@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

// hkRA Y~ 4% MEER Signature Permission BEHET TVICEWERZRINTWE I & 5HERT S

if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException ("MEEZ Signature Permission NE#T7FVICLWERERINLTL
BV ") ;
}
/) RkRAV N 5% BRETTUDNSDYIVTAMNTH>TH, NSXA—YDELUEEHRT S
// ZZTlE uri EEDEEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DREMEERT 2] 258K,
/) kBAV N 6k FRATT7FVEBER-RT I THENE, £y T4 TRERERELTELL
// Delete aNFLA— KRBV I T 1 TREKEFONE I NMET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // delete &L d—RK#%ERT
case DOWNLOADS_ID_CODE:
return 1;
case ADDRESSES_CODE:
return 20;
case ADDRESSES_ID_CODE:
return 1;
default:
throw new IllegalArgumentException("Invalid URI :" + uri);
}
}
}

SigPerm. java

J*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0
* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
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* See the License for the specific language governing permissions and
* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");
try{

// sigPermName #EHELET VO r—IZ5WBT3
PackageManager pm = ctx.getPackageManager ();

PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHEIEKBIFL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1{BEEBD/NY Y 1EZLHEKT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API TEZMIIHN TTHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DZ&lE PkgCert ZFIAL., Ny aEEZREL THET S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert.java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License'");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
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* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // BEHELEHFEbHAaN
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("$02X", Db));
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return hexadecimal.toString();

* KA k7% APK % Export 2 & &2, FMARTT7 7Y ERURAREERT APK 2EET 5,

' ® Generate Signed APK |
Key store path: C:¥jssec¥Projects¥keystore
[ Create new... | | Choose existing... |
Key store password: [ceeenss
Kevpassﬂord: [....... ]
[_] Remember passwords
| (| [

432 FATT T EEURAKERTAPK 2ELY

JRIC. BE%tBRE Content Provider ZFI 4 % Activity Dl %R,
R4 > K~ (Content Provider ZFIF¥ %) :
8. #HEF Signature Permission 2 ¥EES ¥ %
9. B EZ Signature Permission "B 7 TV ICKYERINTWS I L 2 HRAT S
10. FIF% Content Provider 7 7°) OFEBAEN B DFEAZE TH D Z & 2RI
11. B#FRE Content Provider 7 7 ICRTR L TR WERICIRY U VTR MCEDHTE W
12. B#BR7E Content Provider 7 7Y BN S DFERTH > TH, BRT -9 DRLMEHIAT S

13. APK % Export § % & =i2, FIf%T7 7 CRUEEERTAPK 5 EL7 3

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.inhouseuser">

<queries>
<package android:name="org.jssec.android.provider.inhouseprovider" />
</queries>

<l—— *RAV DM 8k HMEES Signature Permission #MEAES TS ——>
<uses—-permission

android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
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android:name="org. jssec.android.provider.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>
</application>

</manifest>

InhouseUserActivity. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class InhouseUserActivity extends Activity {

// FIA%D Ccontent Provider &
private static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);
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// B#®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider .MY_PERMISSION";

// BROFBRAED/NY ¥ a{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MIIEAE /v < 1 &

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5SCCB4AE BY9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D"my company key"DIIEAE/\v > a1{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.

—D7B3A7C2 42E142CA";
+

}
return sMyCertHash;

// A% content Provider M/X\w i —IZ %G

private static String providerPkgname (Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context.getPackageManager () ;
ProviderInfo pi = pm.resolveContentProvider (uri.getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick (View view) {
logLine (" [Query]");

// kRA Y~ 9%k MBEES Signature Permission PEHET TVICIWERINTWE I L 5MRT 2

if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
logLine (" MEBEZ Signature Permission NBE#HTZ FVICKYEEINTWLRL, ");
return;

}

// kR4 VK 10K FIFAS% Content Provider 77') OFIBAEN B DIIBAETH D Z & 5HRT S
String pkgname = providerPkgname (this, Address.CONTENT_URI);

if (!PkgCert.test (this, pkgname, myCertHash (this))) {
logLine (" # A% Content Provider EBE#T7 7Y TlERW, ");
return;

}

// kBRA N 11 % BHRE content Provider 7 7UICEARLTEIWERICBBY ) I TR MIEDHTEWL
Cursor cursor = null;
try {
cursor =
getContentResolver () .query (Address.CONTENT_URI, null, null, null, null);

// kR4 VN 12% BHRE content Provider 77U D LDERTH->TH, BRT—IDLLMAHER

(ROR—TIHE<)
168



Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

RIDR—IH 5 DFEE)

/) BV TIICDEEE, 3.2 AAT—9DRLMEHERT 21 23R,

if (cursor == null) {
logLine (" null cursor");
} else {

boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),

cursor.getString(l)));

moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick (View view) {

logLine (" [Insert]");

// kBRA VN 9k WMEER Signature Permission NEHT TVICLVERINTWE I L 5HERT S
String correctHash = myCertHash (this);
if (!SigPerm.test (this, MY_PERMISSION, correctHash)) {

logLine (" MHBEEZ Signature Permission AEET7 FTVICKYERERINTULAL, ");

return;

// kR4 Vb 10 % FIAYS% content Provider 77 OIBAENBHDIBAETH B I & RT3
String pkgname = providerPkgname (this, Address.CONTENT_URI);
if (!PkgCert.test (this, pkgname, correctHash)) {

logLine (" #IM% Content Provider FBE#T7 T TIEAWL, ");

return;

// kR4 VN 11 % BHRIRE content Provider 7 7VICHARL TEWERICERY Y VTR MIEDTEIW
ContentValues values = new ContentValues();

values.put ("pref", "EHEZEH");

Uri uri = getContentResolver () .insert (Address.CONTENT_URI, values);

// kRA VN 12% BHRE Content Provider PT7UNSDERTH>TH, BRT—IDLLMUEHRT D
/) B TIICDEEE, [3.2 ANT—9DREMEHERT 2] 2581,

logLine (" uri:" + uri);

public void onUpdateClick (View view) {

logLine (" [Updatel");

// kRA VN 9k WMEER Signature Permission NEHT TVICLVERINTWE I L 5HERT S
String correctHash = myCertHash (this);
if (!SigPerm.test (this, MY_PERMISSION, correctHash)) {

logLine (" MHBEEZ Signature Permission AEET7 FTVICKYERERINTULAL, ");

(ROR—TIHE<)
169




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2022-08-29

AIDR=ID5DHFHE)

return;

// kR4 Vb 10 % FIAYS% content Provider 77V) OIBAZENBHDIIBAETH S I & 5HRT
String pkgname = providerPkgname (this, Address.CONTENT_URI);
if (!PkgCert.test (this, pkgname, correctHash)) {

logLine (" #MA% Content Provider EBE#T7 7Y TiEARW, ");

return;

// KR4V N 11 % B#RE Content Provider 77YICBARL TEWERICRY U I IXMIEHTEWL
ContentValues values = new ContentValues();

values.put ("pref", "HZ#");

String where = "_id = ?";

String[] args = { "4" };

int count = getContentResolver () .update (Address.CONTENT_URI, values, where, args);

// kRA VN 12% BHRE content Provider 7T7UDLDERTH->TH, BRT—IDLLUAHRT S
/) B TIICDEEE, [3.2 ANT—9DREMEHERT D] 258K,

logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {
logLine (" [Delete]™);

// hRAV K 9k MBER Signature Permission NEH T TVICLWERZRINTWE I L %2MERT S
String correctHash = myCertHash (this);
if (!SigPerm.test (this, MY_PERMISSION, correctHash)) {

logLine (" MHBEXEZ Signature Permission ABEH T FVICLWERINTLRL, ");

return;

// kR4 Vb 10 % FIES% content Provider 77') OIBAZENBHDIBAETH S Z & 5HRT
String pkgname = providerPkgname (this, Address.CONTENT_URI) ;
if (!PkgCert.test (this, pkgname, correctHash)) {

logLine (" #MA% Content Provider EBE#T7 7Y TlERW, ");

return;

// kRA VN 11 % BHRE content Provider 7 7UICEARLTEWERICEBEY ) VTR MIEDHTE WL
int count = getContentResolver () .delete (Address.CONTENT _URI, null, null);

// kRA VN 12% BHRE content Provider 7T7UNSDERTH>TH, BRT—IDLLMEHIRET S
/) B TIICDEEE, [3.2 ANT—9DREMEHERT 5] 258K,

logLine (String.format (" %s records deleted", count));

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main);

mLogView = (TextView)findViewById(R.id.logview);

(ROR—TIHE<)
170




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

FIDR—IH 5 DFEE)

private void logLine (String line) {
mLogView.append (line);

mLogView.append ("\n");

SigPerm. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");
try{

// sigPermName #E& LT TIVDNRyr—IZ5REBT 3
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHEIFKEHKE WL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEEED/NY & 1 {BEERD/NY 2 1EZLEKT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEIZEMRIINTEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
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} else {
// API Level < 28 DiHz&lE PkgCert ZFAL. Ny aEEREL THETS
return correctHash.equals (PkgCert.hash (ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =
pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BEHELEHEbDAEWV

Signature sig = pkginfo.signatures|[0];

CROR—=2I2HE<)
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byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("$02X", b));
}

return hexadecimal.toString();

* R4 b 13 % APK % Export $% & Z(2, FA%ET7 ) CALUBARERT APK 2 ELT 5,

" # Generate Signed APK i3

Key store path: ‘ C:¥jssec¥Projects¥keystore J

l Create new... ‘ l Choose existing... I

Key store password: L -------

|
Key alias: c | my company k; > D
|

Kev passﬂofd; | .......
[] Remember passwords

el - IS

433 FAXT T ERALRAKERTAPK 2EEY 3
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4.3.1.5 —B5EF A Content Provider #{£% - fIHT %

—B§EF A Content Provider (&, EARBIZIZIEARD Content Provider T#H 245, FHED T 7V Ix L T—HFHICHE URL
ANDT Yt R%FHAY % Content Provider TH %, A7 ZVABEL Intent ZR/RT TV ICERT B &Ik Y.
ZOT7 TVIC—BHRT I ZERMIE D L 5 127% > TW3, Content Provider il 7 7°1) HY8EBIIICHED 7 7)) I T
VERAHFT 552225 TED L. —RWRT I RFAA2KROHTE 727 7Y IZ Content Provider {1 7 7Y A SZENHIC
TOERFAAE5Z5ETES,

LAUF. —B§EFA Content Provider DR % =7,
R4 > b (Content Provider %#1£%) :
1. exported="false” I & V). —BFFFAI 9 % Path LA A FERFEERET 5
2. grant-uri-permission IZ & Y, —BFEFRI Y % Path 218E ¢ %
3. —HMICHALET TUDNLDY IIRRNTHo>TEH, RNIA—YDREUEERT
4. —BRICEFAI LT TV ICRAT L TEWERICIRYIBRBZE L TL W
5. —BFMICT V£ R %ZFFH T % URI % Intent ICIEET 2
6. —BEMICEFT§ %57 U 2 RHER % Intent ICHEET
7. —BMICT VR &R T ST 7 ICBATRM Intent EET S

8. —EEFaIMERITT7 7V IC Intent &RIET S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.temporaryprovider">

<application
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<activity

android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_name"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>

<!-- —B§EFH Content Provider —->
<!I—-— R4V M 1%k exported="false"lZ&W., —BFAT D Path UANEIENBHERETE ——>
<provider
android:name=".TemporaryProvider"
android:authorities="org.jssec.android.provider.temporaryprovider"

android:exported="false" >

<!—— %RAY M 2% grant-uri-permissioniC&V., —BEHFAT S Path %I8ET S —-—>

<grant-uri-permission android:path="/addresses" />

(ROR=IITHE )
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</provider>

<activity
android:name=".TemporaryPassiveGrantActivity"
android:label="@string/app_name"
android:exported="true" />
</application>

</manifest>

TemporaryProvider. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY =
"org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider MRt 4 24 V9 —T7x—R% A
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITIY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITIY + "/" + PATH);
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// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITIY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITIY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITIY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEEAETTICEEMBEEERTFICLTWSRDH, query XV v RTIRY Cursor #ERIICER

private static MatrixCursor sAddressCursor =

new MatrixCursor (new Stringl[] { "_id", "pref" });
static {

sAddressCursor.addRow (new String[] { "1", "dtiEE" });

sAddressCursor.addRow (new String[] { "2", "&#&H" });

sAddressCursor.addRow (new String[] { "3", "&F" });

}

private static MatrixCursor sDownloadCursor =

new MatrixCursor (new String[] { "_id", "path" });
static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override
public boolean onCreate() {

return true;

@Override

public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,
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String[] selectionArgs, String sortOrder) {

/) RRAV N 3k —BRICHETLAETTIUDSD) IIARNTH>TH, NIA—YDOREMEERT S
// ZZTlE uri PEEDEHFEANTH DI &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDNRZT A=Y DRERBIIH Y TIICDEERE, [3.2 ANT—IDRLMEEHRAT 21 258K,
J/ RRA VN 4% —BEMICHFTLAZT TVICHARLTEWERICBYRZELTEWL
// query DIERDE VLT 4 THREREROHNE D MET 7Y RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public Uri insert (Uri uri, ContentValues values) {

// kRAV N 3k —HRNICHFRALETTIDNLDY VIRNTH>TEH, RIA—9DREUEHERT D
// ZZTlE uri PEEDEFANTHD I &%, UriMatcher#match() & switch case CTHEEELTW3,
/) EDMDINT A —5 DRERIEY > TIVICDEE, [3.2 AAT—9DREEEHDBT 2] 25K,
// kRA VN 4% —BERICEHFRLAET TYICEHATRL TEWERICBRYIRZEL TXLW
// Insert ¥R, REIND DNV I T4 TREKEFONEI NMEIT T RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// kRAV N 3k —ERNICHFRALETTIDNSDY VIRNTH>TEH, RIA—YDREUEIHERT D
// ZZTlE uri EEDEERNTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDMHDINT A —5 OWERIE Y Y TIVICDEER, [3.2 ANT—9DRLMEEHAT 2] 258,
/) RRAVN 4% —BMICEFRILAZT 7VICEATRL TEWERICBYRZELTEW
// Update aNFL A— KRBV O T 1 TREKEFONE I NMET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl d— R %ERT

case DOWNLOADS_ID_CODE:

(ROR—TIHE<)
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return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI:" + uri);
}
}
@Override

public int delete (Uri uri, String selection, String[] selectionArgs) {

// kRA VN 3k —BENICHFRALETTIDNSDY VIRANTH>TEH, RIA—YDREWEFHERT S
// ZZTlE uri DEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDMDINT A =5 DWRIE Y Y TIVICDEER, [3.2 ANT—9DRLMEEZHAT 2] 258,
/) RRA VN 4% —BERICEFALAET TVICHRL TEWERICBRYIRZEL TLW
// Delete aNFLA— KRBV I T 1 TREKEFONE I NMET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // delete &N/l d—KR#%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

TemporaryActiveGrantActivity. java

J*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License');
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

(ROR—T 1<)
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* limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import
import
import
import
import

import

public

/7

android.app.Activity;

android.content .ActivityNotFoundException;
android.content.Intent;

android.os.Bundle;

android.view.View;

android.widget.Toast;
class TemporaryActiveGrantActivity extends Activity {

User Activity ICB8d 218%K

private static final String TARGET_PACKAGE =

"org.jssec.android.provider.temporaryuser";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryuser.TemporaryUserActivity";

@Override

protected void onCreate (Bundle savedInstanceState) {

//

super.onCreate (savedInstanceState);

setContentView (R.layout.active_grant);

Content Provider |7 7)) BREBIMICHD T TVICT7 V ERFAT A5 255 —2

public void onSendClick (View view) {

try {
Intent intent = new Intent();

// kRAV N 5k —BRICT I ERA%EFFAIS % URT % Intent ICIEEY 2
intent.setData (TemporaryProvider.Address.CONTENT_URT) ;

// RRAVN 6%k —BMICEFRI T 27V ER¥ER% Intent ICIBET 2
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION) ;

/) RRAV N 7k —BEHICT IR EFATET7 T )ICHRMN Intent 2%ET 5
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent);

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "User Activity WRDHAMSHMRL, ", Toast.LENGTH_LONG) .show () ;

TemporaryPassiveGrantActivity. java

/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License');

* you

* You

may not use this file except in compliance with the License.

may obtain a copy of the License at

CROR—J 1<)
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* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.passive_grant);

/) —BERNRT IV RFAERDTELT T YIZ Content Provider 7 T NZEIMICT IV ERAFT 52255 —2
public void onGrantClick (View view) {

Intent intent = new Intent ();

// kRA VN 5k —BNICT PV EZRA%FFAIS S URT % Intent ICIBET 3
intent.setData (TemporaryProvider.Address.CONTENT_URT) ;

/7 RRAV S 6k —BMICEFRI 57 0 EAMER%E Intent ICIEET S
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION) ;

/) RRAY N 8k —BHFTDERTT SIS Intent ZiRIET 2
setResult (Activity.RESULT_OK, intent);
finish();

public void onCloseClick (View view) {

finish();

JRIC. —BFEF A Content Provider ZFIF ¥ % Activity Dl % R,
R4 > b (Content Provider 2 FIfH 3 %) :
9. BT 4 TREHRE) VIR MIEDTIRS AL

10. ERT—9 DRLMEHAT S

TemporaryUserActivity. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

CRDR—TIZHE<)
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* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS'" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.provider.temporaryuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

import android.widget.Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity B89 3153

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryprovider.TemporaryPassiveGrantActivity";
// FIA%®D Content Provider &
private static final String AUTHORITY = "org.jssec.android.provider.temporaryprovider";
private interface Address {

public static final String PATH = "addresses";

public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

private static final int REQUEST_CODE = 1;

public void onQueryClick (View view) {

logLine (" [Query]");

Cursor cursor = null;

try {
if (!providerExists (Address.CONTENT_URTI)) {
logLine (" Content Provider B ARFE");
return;
}

(ROR—TIHE<)
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// KkRAVE 9k BYIT 4 TREREYY VTR MIEHTIEMRSRL
/) VOZRANEDT TYNRTILI LT THDAREEDH .
// RV ITICHBENTERBOBRWVERTHNIEY VTRAMIEDHTE LW,
cursor = getContentResolver ()
.query (Address.CONTENT_URI, null, null, null, null);

/) KRBRAY S 10k BERT—SDRLMEHERT D
/) Y TWICDEEE, 13.2 ANT—9DRLUEHRAT 2] 258,

if (cursor == null) {
logLine (" null cursor");
} else {
boolean moved = cursor.moveToFirst ();

while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),
cursor.getString(1l)));

moved = cursor.moveToNext ();

}
} catch (SecurityException ex) {
logLine (" fl4:" + ex.getMessage());
}
finally {

if (cursor != null) cursor.close();

/) ZDTT)DN—BRT I ERFAEZERL. Content Providerflil7 7Y NSEHNICT VL RAFA%E5ZX 255 —R
public void onGrantRequestClick (View view) {
Intent intent = new Intent ();
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
logLine ("Grant MEXICKK L £ L7, \nTemporaryProvider B4 Y XA h—ILEINTWVWEHIERL T
W, ")

private boolean providerExists (Uri uri) {

ProviderInfo pi =

getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);
return (pi != null);

private TextView mLogView;

// Content Provider {7 7\ HNEEEBIMICC DT FVICT V2 AHFAE5Z 25 —R
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main);
mLogView = (TextView)findViewById(R.id.logview);

(ROR—TIHE<)
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private void logLine (String line) {
mLogView.append(line);
mLogView.append ("\n") ;

432 IV—ILTv Y

Content Provider ORI ICIZFUTDIL—ILEFBZ &,
1. 77 RATDOHMERT % Content Provider I3IERERET 2 (WH)
2. YIIRMNRSGA—9DREMEHERT D (WA)
3. B ES Signature Permission |&, B#T7 TUYNEHRLZ L EBRELTHRAT 2 (WE)
4. BREBERTHAICK. BEET7 TUHISOBERBERFRICEET S (BWA)
5. BEAZRMNICEHBT 2HBEICIE. TOEEOREDREKELHERTZ (BLA)
7o, FARE. UTOL—ILETFEH I &,

6. Content Provider DIERT—49 DRLMHMEET 5 (WE)

4.3.21 77)VRTOMMEAT % Content Provider (Z3EARKRET 2 (WE)

BA—77)VANSDAHFIFAI NS Content Provider &b 7 FUYDNS T IV LA TEZMENBRVWEIF TR, BEEED
Content Provider 4B 9§57 7 A 2ZE LRV &A%\, Content Provider &7 —9HET 2HDEHEATH S
e, T74I MTERAREBWICARS>TLED, A—7 TR SDAHFHE TN S Content Provider I&BAREIICIEAFIE
% L. FE/ABE Content Provider & §RETH %,

AndroidManifest.xml
<l—— % 4.3.1.1 - KA M 1% exported="false"lZ&V. BARMICIENBRETSZ ——>
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"

android:exported="false" />

4322 VIR MNIA—YDREMEHET S (LH)

Content Provider D% A FICL > TEFIVRVIZERZD, UITRAMSA—9ENEBTBRRICIZ, TTZ0LLMHE
FLRITFNIER SRV,

Content Provider D& XY v RiZ SQL XDOERBEHZR/NTIA—95Z MBI EE2BELLAVI—T T —RICK->TIE
WZH5D0D, THEADLETIRBEICEEROXFENAZITETEITOEDTH Y., Content Provider | TIEHEENAD/INS X —
INEZONZT—RERELRITNIERSAVWZ EISEEIBRELR,

/NBA Content Provider (IR EZHDT7 TN SY VT AMNEZITIZH, IV T7ORE) VTR N 52T
BEtED D B, FEAR Content Provider (ZHBD 7 7Y DS Y VTR M2 EEZITIRZ 2 &AW, LALE—7F7UYROA

B Activity HMED 7 7Y H 55 (FER o 7= Intent DT — 4 % FE/NBA Content Provider ICERZET 2 & W0 r—REEZ S
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Nza7eH, VIIRAMNEFEICRETH S EEZTER SRV, ZOMD Content Provider IC2WTH, ®iEW Y /T
A NDREMEERT I2BELDH B,

32, ANT—49DREM%HRT 2] 28RTBHI L,

4.3.2.3 M EEZ Signature Permission (3. B 7 7UNER LI L A2BALTCHRAT S (WA)

B#7 7 7213 D 5 ETE % B#RE Content Provider % {F %354, REEF Signature Permission IC & U {R5& L7217
N4 54\, AndroidManifest.xml T® Permission EF. Permission EXREE T TIIREIR+HTH B8, [5.2.
Permission & Protection Level] @ [5.2.1.2. B E&HD Signature Permission TR T7 7 B# T2 H%kl 28R 3
&,

4.3.24 HFERBEBEZRITIBAICIE, BEET T HSOBRBEB/RICERT 2 (WA)

query() ¥ insert() TlE) 7 TR MNERTT7 7Y ICKHERER E L T Cursor ¥ Uri ’RESI N2, BRERICEV VT4 7
RIEBRNEENDIHE, BEET VL SERFRT 2N H 5, 7 update() ¥ delete() TIFBF = IFHIRS
FELO—REBAY VTR MNERT7 ) ICHERBERE L GRES NS, FNICT ) HERICK > TRIEBEF X IFHIBRS
NELI—RED Y VT 1 TREREF OBENHIDTIEIRTARES,

4.3.25 BEZZRMICIRHMY 2BA8ICI1E. TOEEDRKRDFREKELZMIFT S (WA

Permission IC& W RESN TV EREES S UOBBEEELMOT7 TV ICTRAICIRET 215810, REET T IC
%t L CRE—® Permission #EXRY 57 & LT, ZOREKEEMERLQITNIER 540, Android @ Permission &7 2
JTAETILTR, RESNEEEIINTZT7TUDNSOERET IV EZRICDOVWTOHERERE1TI, I OEKRLEDR
MICEY, 77V ICRBINAEENSSICHOT TV IZ. REDOLOHICHER Permission ZERT 5 2 &2 Bt
NEZAREMEDH D, DI &I Permission FHFEZEL TWEH I & EREMICEMAD T, Permission DEHEERIE & W
N3, 15.2.3.4. Permission DEEZEZERBE] #8RT2I &,

4.3.2.6 Content Provider D#ERT—9 DL LM% MRT 2 (WAE)

Content Provider D% 1 FIC& > TEFYRVIZELR DN, BRT—IENBITIHRICIEK, ETHERT—IDLLMEAEME
BLARTNIER SRV,

FIF S Content Provider /28 Content Provider D35&. 2B Content Provider ICR W FEEX LTIV = 7HKREFER
F—4%IR%ELTL 2A8EMEDH B, FIFAS% Content Provider A°FE/ABH Content Provider D&, A—7 7 U AL S
RTF—9EZITMBDOTY RVRBLRVH, BERT I EBRHICRETHD EEZTRIRLEW, ZODHD Content
Provider ICDWTH, R VERT—YDREMAERT IHNELH D,

32 ANT—49DREM%HRT 2] 28RTDHI L,
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4.4 Service ={E% - FIHT 3

441 4> 7)a3—R

Service NED L S ICFIAENZMICK > T, Service BME8Z 2 1) R 7P FE P AHEFENRAL S, ROFETIO—ICL>
TYERRT % Service NEDI A TTH B EHITE S, A, ERT % Service DY 1 FIZ& o T Service #FIFT 3
BIORELREFZOT, FARAOREICOVWTEEDLE TEHREAT %,

( e )

Yes Mo

FAURTOAHRTD

THESED
IR

HEMLD
= U R IRERS

Y A
Private Public Exclusive Propristary
AFeFElservice wlaGervice H—F#+—REService Bt EService

4.4.1 Service ¥4 F7DER7O—

Service ICITERDEERENDH Y. TORDSEKT B Service DY A TICESTHEEBIRT B &I D, TRD
WMOEBAINAXETIROIRESETHY., SEEICHELL, RPD o MFERATRAEAEDEAERL, TOMITER
AHRES L IZREAREDETRT,

8. Service DEEFEDHFMICDOWTIE, 14.43.2. Service DEEFEIZDOWVWT] BELUVE Service 914 TDH VT
JI— R (RETHHIDOHWEED) 28BIT B &,

%441 Service DEEHE

Paks] FE/NBE Service /NBd Service N—NF—FRE B #tfR7E Service
Service

startService Y o* 0 - 0

IntentService & ) o* - 0

local bind ¢ 0 - - -

Messenger bind 2 0 0 - o*

AIDL bind & 0 0 o* 0

LTFTIE R 441 DO*EIDEAEHLEEF> TR EXF 2 T4 94 7D Service DY Y FI)ILI— RK&ERT,

185



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2022-08-29

4.4.1.1 3E/AF3 Service =% - T 2
FE/NEE Service 1. A—T7 7YV ARATOAFAIND Service THY., Ho2EEHERLHEDE W Service TH B,

F7=. IELE Service #FAT BICIE. VTR EIBET HBRA Intent A X L3R > THE7 7 IC Intent Z%ELTL
5T EDRL,

BUF, startService B4 Service % EM L 726l % R¥,
RA > b (Service #1E3) :
1. exported="false” IC& V. BARMIICIHERFHBRET S
2. =77 D50 Intent TH>TH, 25 Intent DR M5 RT3

3. WRERTIHE. A7 TVRE—7F)THZHH, VT4 TRBERERELTEW

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.privateservice" >

<application

android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false">

<activity

android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>
<!—— JENF Service ——>
<!-— kR4 M 1%k exported="false"lC&Y. BARMICELARFEBZRET D ——>
<service android:name=".PrivateStartService" android:exported="false"/>
<!-- IntentService Z#M&E L7z Service ——>
<!—— JERF Service --—>
<!l—— kR4 VK~ 1%k exported="false"lZ&W., BARMICIELFHZRET S ——>
<service android:name=".PrivatelIntentService" android:exported="false"/>
</application>
</manifest>

PrivateStartService. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

(;ko)’\e—:)‘:%: <)
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* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.privateservice;

import android.app.Service;
import android.content.Intent;
import android.os.IBinder;

import android.widget.Toast;

public class PrivateStartService extends Service{
// Service WEENT % & ZIC 1 ELIFFUHEIND
@Override
public void onCreate () {
Toast .makeText (this,
this.getClass () .getSimpleName() + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;

// startService () NEENEHLTRPHEINS
@Override
public int onStartCommand(Intent intent, int flags, int startId) {
/) kAN 2% B—=T7T)VDSD Intent TH>TH., B(E Intent DEREHEEHRT S
/) B TICDEEE, [3.2 AAT—90OREMEHRT 2] 28R,
String param = intent.getStringExtra ("PARAM");
Toast .makeText (this,
String.format ("/XT XA —% [3s] 2#%F(FE o7/, ", param),
Toast .LENGTH_LONG) .show () ;

// P—ERIZATRHICKRTSES

// stopSelf ¥ stopService HERITLELELZICY—EREZKRTTS

// START_NOT_STICKY l&., XEUHNDBRWET kill SNBAICHEBMICIFERLAL
return Service.START_NOT_STICKY;

// Service MET T2 &ZICTEEFTHFUOEINDS
@Override
public void onDestroy () {
Toast .makeText (this,
this.getClass () .getSimpleName () + " - onDestroy()",
Toast .LENGTH_SHORT) .show () ;

@Override
public IBinder onBind(Intent intent) {
// ZDH—ERITIENA YV RLAaW

return null;
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JRICIENBE Service #FIFA Y 2 Activity DY > F)La— K &R,
R4 > b (Service #FAT3) :
4. A—7 7)) W Service &7 7 RIEE DT Intent TREUHT
5 AT TVRR—T7TITHENL, £V T 14 TRBHREEEFELTHELW

6. HEREZITIBIBE. B—7 7 A Service M DIERBFBTH>TH., BET—IDRLUAMHET S

PrivateUserActivity. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*/
package org.jssec.android.service.privateservice;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;
public class PrivateUserActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.privateservice_activity);

// —EXFER

public void onStartServiceClick (View v) {
/) KRkRAV N 4% A—FTYN Service &2 5 AIBEDBETRM Intent TIRUHT

Intent intent = new Intent (this, PrivateStartService.class);

// hkRAV N 5%k FRAETTVER—T T THZHL, BT TREREZEELTELL
intent.putExtra ("PARAM", "tV I T4 TRIER");

startService (intent) ;
// B—EREILERY v

public void onStopServiceClick (View v) {

doStopService();

(ROR—TIHE<)
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@Override
public void onStop () {
super.onStop () ;
// B—EZRDET LTWARWERIFKRT T3
doStopService();
}
// Y—ER%EELT S
private void doStopService() {
/) RKRAV N 4% E—T7FTYNRN Service 17 5 RIEEDERD Intent THRUHT
Intent intent = new Intent (this, PrivateStartService.class);

stopService (intent);
// IntentService BRRY >V
public void onIntentServiceClick (View v) {
/) RkRAV N 4% A—FTYN Service &7 5 AFEEDETRM Intent THRUHT

Intent intent = new Intent (this, PrivateIntentService.class);

// hARAVE 5% FRETTVIEA—TT)THZIhL, £V oT4 TREREZEELTELL
intent.putExtra ("PARAM", "tr I T4 TRIER");

startService (intent);

4.4.1.2 /~Fd Service ={E3% - FIET 3

NFA Service 1&, TRELZHOT7 TVICHHAINSE Z & %#MEE L7 Service TH B, VILT T 7HEELAER (Intent
RE) BRETBHIEDHBIEIEENVETH D, 7. Service BBEID Intent VIV T T P ICRESIN B AHEMED
» B 7=/ Service DEENICIXBARA Intent Z{FFH L. & 5I(C Service Tld<intent-filter>sAEE LWL D ICTRET
H5,

LBUF. IntentService B Service &M L 7=l % RT,

R4V b (Service #1E3) :
1. Intent Filter % EF 3. exported="true” % BARMICRET %
2. %15 Intent DR ZHET 2

3. EREZRYTIBE, VI T 1 TRBEREED AL

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.publicservice" >

<!-- APT 28 —-—>
<uses-permission android:name="android.permission.FOREGROUND_SERVICE" />

<application

CROR=I2H<)
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android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- RHEEMR Service ——>
<!—— %RA VKN 1% Intent Filter ZE®HTT. exported="true"%#BARMIZRET S ——>

<service android:name=".PublicStartService" android:exported="true" />

<!-- IntentService &L Service ——>
<!-— %RAY M 1% Intent Filter 5EHHET. exported="true"#HRNIZEET S ——>
<service android:name=".PublicIntentService" android:exported="true" />
</application>
</manifest>

PublicIntentService. java

/*
*
*
*

*

*
*

*

Copyright (C) 2012-2022 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the '"License'");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/
package org.jssec.android.service.publicservice;

import android.app.IntentService;

import android.app.Notification;

import android.app.NotificationChannel;

import android.app.NotificationManager;

import android.content.Context;

import android.content.Intent;

import android.os.Build;

import android.widget.Toast;

public class PublicIntentService extends IntentService({

public static final String INTENT_CHANNEL = "intent_channel";

/**

* IntentService A LHE,. BIBELOOAVA NS V9 2RTHET %,
* INAEWEE. TR 5,

*/

public PublicIntentService() {

super ("CreatingTypeBService");

(ROR—T 1<)
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// Service WEEIT % & ZIC 1 EEIFFUHEIND
@Override
public void onCreate () {

super.onCreate () ;

Toast .makeText (this,
this.getClass () .getSimpleName() + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;

// Service TITWEWLEAEZ DX Y v RIZEERT 2
@Override
protected void onHandlelIntent (Intent intent) {
if (Build.VERSION.SDK_INT >= 26) {
Context context = getApplicationContext ();
String title = context.getString(R.string.app_name);
NotificationChannel default_channel =
new NotificationChannel (INTENT_CHANNEL, "Intent Channel",
NotificationManager.IMPORTANCE_ DEFAULT) ;
NotificationManager notificationManager =
(NotificationManager) this.getSystemService (Context .NOTIFICATION_ SERVICE) ;
notificationManager.createNotificationChannel (default_channel);
Notification notification = new Notification.Builder (context, INTENT_CHANNEL)
.setContentTitle(title)
.setSmallIcon (android.R.drawable.btn_default)
.setContentText ("Intent Channel")
.setAutoCancel (true)
.setWhen (System.currentTimeMillis ())
Jbuild();
startForeground (1, notification);
}
// kR4 VK 2%k ZfE Intent DRLMEAHRT 2
// PR Activity THBEOHBETT TV 27 THZARMELH S,
/) B TICDEEE, [3.2 AAT—YOREMEHRT 2] 28R,
String param = intent.getStringExtra ("PARAM");
Toast .makeText (this,
String.format ("/N\TA—% Tss] (B -7/, ", param),
Toast .LENGTH_LONG) .show () ;

// Service METI2EZICTIAILITEVOHEIND
@Override
public void onDestroy () {
Toast .makeText (this,
this.getClass () .getSimpleName() + " - onDestroy ()",
Toast .LENGTH_SHORT) .show () ;

RICAFE Service ZFIAT % Activity DY > )L I— K &R,
R4V b (Service #FIFT ) :

4. Service |&XBF/RE Intent THUHT
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5. BV YT 4 TRIEREZE L TEARSAL

6. BREZITIMDHA., BRT—IDRLMEHAT 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.publicserviceuser" >

<queries>
<package android:name="org.jssec.android.service.publicservice" />
</queries>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

</application>

</manifest>

PublicUserActivity.java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.publicserviceuser;

import android.app.Activity;
import android.content.Intent;
import android.os.Build;
import android.os.Bundle;

import android.view.View;

public class PublicUserActivity extends Activity {

192
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// RS service [FHR

private static final String TARGET_PACKAGE =
"org.jssec.android.service.publicservice";

private static final String TARGET_START_CLASS =
"org.jssec.android.service.publicservice.PublicStartService";

private static final String TARGET_INTENT_CLASS =

"org.jssec.android.service.publicservice.PublicIntentService";

@Override
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);

setContentView (R.layout.publicservice_activity);

// Y—EXFH
public void onStartServiceClick (View v) {

Intent intent =
new Intent ("org.jssec.android.service.publicservice.action.startservice");

// kRA YN 4% Service l$BARM Intent THEUHT
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

/) RRAV N 5%k BV YT 4 TRIEREZELTERSAW
intent.putExtra ("PARAM", "tV I F 4 TTIEARWER");

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService (intent) ;
} else {
startService (intent);

// kiRA VN 6Kk BREZITNZHE. BRT—IDREUAEHRT S
/) AUV TG startService () HfE>7z Service FIRDHIDA, HERIFRITZITES AW

// B—EREILRY v
public void onStopServiceClick (View v) {
doStopService () ;

// IntentService FAIRRSY v

public void onIntentServiceClick (View v) {
Intent intent =
new Intent ("org.jssec.android.service.publicservice.action.intentservice");

// kRA VN 4% Service \dBARBY Tntent THEUHT
intent.setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS);

/) RRAVEN 5k BYIT 4 TRIEREZEEL TUIRS AW
intent.putExtra ("PARAM", "tV I T 1 TTIEARWER");

(ROR—TIHE<)
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if (Build.VERSION.SDK_INT >= 26) {
startForegroundService (intent) ;
} else {
startService (intent);

@Override

public void onStop () {
super.onStop () ;
/) H—EZRDET LTVWAWSEIFKT TS

doStopService();

// Y—ER%EEILET B
private void doStopService() {
Intent intent =

new Intent ("org.jssec.android.service.publicservice.action.startservice");

// KR4V 4% Service \dBARM Intent THEUH T
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

stopService (intent);

4.4.1.3 /X\— N+ —[RxE Service

IR— N F—BRZE Service &, BEDT TYLIIHSHETE S Service TH B, /A—hF—DEOF7F7Y /T TUN
FELTYRTAEERHRL, N— N F+—77) EOBTR D BROMAELTL-OHICFHAEIN S,

LR, AIDL bind 2 ® Service ZfEMA L 7=flZ =Y.
RA > b (Service #1E3) :
1. Intent Filter # &Kt 9. exported="true” % BARMICZRET 3
2. FIATT 7Y OFEHEENFTTA MY R MIEHFINTVWS I L %HERT D
3. onBind(onStartCommand,onHandleIntent) THEUH L ch/S— M F—hmES HHIGITE W
4. R=KF=TTIVH5OD Intent TH>TH, 2(5 Intent DLLUEHRT S
5 "=hF—=F7FVICHARL TEWERICBRYIRZEL TE L

BB, K74 M) RANIBETDFALET 7Y OHBEE/NY ¥ 2 {BEOMRAEI [52.13. 77 OBEEZED/Nv ¥ 1 {E
=HERT 2 ALl #BRI B &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.partnerservice.aidl" >

<application

ROR—S1eE<)
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android:icon="Qdrawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">

<!—-— AIDL ZFMIA L% Service ——>
<!-— *RA4Y M 1% Intent Filter ZEHET. exported="true"ZMATRMICRET D -—>
<service

android:name="org. jssec.android.service.partnerservice.aidl.PartnerAIDLService"
android:exported="true" />

</application>

</manifest>

SEIDOHITIE AIDL 77 4L % 2 D/ERT %, 1 DIE. Service B 5 Activity ICT — 9 ZET/2HDI—ILNY IV
=T T—RT, 12 Activity B 5 Service ICT—F%E L, BFREMBTZMI VI —T T —ATH>, B,
AIDL 7 7 1 JLICEBR T 2 /8y 5y —T&ld, java 7 7 A IIVICEEIR T /Xy F—IZ L BERRIC. AIDL 7 7 1V EEKRT
TALINIBEBIC—BIEZ2HENH D,

IPartnerAIDLServiceCallback.aidl

package org.jssec.android.service.partnerservice.aidl;

interface IPartnerAIDLServiceCallback {
/**
* BT EICEUHENS
*/
void valueChanged(String info);

IPartnerAIDLService.aidl

package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.service.partnerservice.aidl.IExclusiveAIDLServiceCallback;

interface IPartnerAIDLService {

/**
A O—Ib\y JEERT D
*/
void registerCallback (IPartnerAIDLServiceCallback cb);

/**

* FHREIST S

*/

String getInfo(String param);

/**
* dA—)b\y V& BRY S
*/
void unregisterCallback (IPartnerAIDLServiceCallback cb);

PartnerAIDLService. java
/*

(ROR—TIHE<)
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* Copyright (C) 2012-2022 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;
import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteCallbackList;
import android.os.RemoteException;
import android.widget.Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service Wb 47V MIBMT 3E

private int mValue = 0;

// kRA VN 2% FATT 7Y OHEBAENRTA M)A NMIEHFEFINTWE I L AHKRT D
private static PkgCertWhitelists sWhitelists = null;
private static wvoid buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);

sWhitelists = new PkgCertWhitelists();

// I"—hNF+—TF 7)) org.jssec.android.service.partnerservice.aidluser DiEBAZE/N\v > 1{E%
Bk
sWhitelists.add("org.jssec.android.service.partnerservice.aidluser", isdebug ?
// debug.keystore M "androiddebugkey"MILEAE /Y ¥ 2B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M"partner key"MDIEEAZE/\vY ¥ 2B
"1F039BBS5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFERRICHOD/N— =7 ) 2 &%, ..

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

(ROR—TIHE<)
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return sWhitelists.test (context, pkgname);

// A=y Y EBETDH TN,
// RemoteCallbackList DRMTBAYV Y RIFAL Y RE—TIR>TW3,
private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks

new RemoteCallbackList<>();

// A=y ZIZ/H LT Service Mo T —4 %#EET 57-HD Handler
protected static class ServiceHandler extends Handler({

private Context mContext;
private RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks;

private int mvValue = 0;

public ServiceHandler (Context context,
RemoteCallbackList<IPartnerAIDLServiceCallback> callback, .

—int value) {
this.mContext = context;

this.mCallbacks = callback;

this.mValue = value;

@Override
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCallbacks == null){
return;

}
// BMERBT
// beginBroadcast () \&. getBroadcastItem() CESHEERIE—%E/EKLTWVS

final int N = mCallbacks.beginBroadcast ();

for (int 1 = 0; 1 < N; i++) {
IPartnerAIDLServiceCallback target = mCallbacks.getBroadcastItem(i);

try {
// kRAV N 5%k R—=rF—=F7FTYICATRLTEIWERICBRY ZEEFELTEW

target
.valueChanged ("/S— h =7 7Y ICBRL TLWER (callback from Service).

—No."
+ (++mValue)) ;

} catch (RemoteException e) {
// RemoteCallbackList NA—IL/N\y J%EEBLTWBDT,

// T I Tl unregeister L7aW
// RemoteCallbackList.kill () IC&>TE2THERKRIND

I3
// finishBroadcast () l&. beginBroadcast () &XHZ7k 2018

mCallbacks.finishBroadcast ();

// 10 WBICKRYIRT
sendEmptyMessageDelayed (REPORT_MSG, 10000);

break;

(ROR—TIHE<)
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case GETINFO_MSG: {

if (mContext != null) {
Toast.makeText (mContext,
(String) msg.ob]j, Toast.LENGTH_LONG) .show();

}
break;

}

default:
super.handleMessage (msqg) ;
break;

} // switch

protected final ServiceHandler mHandler = new ServiceHandler (this, mCallbacks, mValue);

// AIDL CEHLEAVI—TT—2R
private final IPartnerAIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner () {
Context ctx = PartnerAIDLService.this;
if (!PartnerAIDLService
.checkPartner (ctx, Utils.getPackageNameFromUid (ctx, getCallingUid())))
—{
mHandler.post (new Runnable () {
@Override
public void run() {
Toast .makeText (PartnerAIDLService.this,
"HMATT TVIENR—= b F =TT TIERL, ",
Toast .LENGTH_LONG) .show () ;

P
return false;
}
return true;
}
public void registerCallback (IPartnerAIDLServiceCallback cb) {
// kRA VN 2% FATT 7Y OHEBAENRTA M)A NMIEHFEFINTWEZ L AHKRT D

if (!checkPartner()) |
return;
}
if (cb != null) mCallbacks.register (cb);

public String getInfo(String param) {

// kRA VN 2% FATT 7Y OFREENRTA M)A NMIEFINTWDE I EARRT D
if (!checkPartner()) {
return null;
}
/) kRAVN 4%k R—=KF—=FFYMNSD Intent TH>TH., RfE Intent DEEMEHRT 2
/) FYTIWICDERE, 13.2 AANT—YDRLMEEHERYT 5] 258,
Message msg = new Message();
msg.what = GETINFO_MSG;
msg.obj =
String.format ("X—KF—=TFUHNSDXY Yy RBUHL, ss] #FELE, ",

param) ;

(ROR—TIHE<)
198



Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2022-08-29

FIDR—IH 5 DFEE)

PartnerAIDLService.this.mHandler.sendMessage (msqg) ;
// KkRA VN 5% = F—=FTVICBEARLTEIWERICBRYIRZELTEL

return "S—hF—T TVICERL TEWER (method from Service)";

public void unregisterCallback (IPartnerAIDLServiceCallback cb) {
/) kRA YN 2% FATT Y OBAENRTA M) A MIBHRINTVWDE I EEHRT 2

if (!checkPartner()) |
return;
}
if (cb != null) mCallbacks.unregister (cb);
I3
}i
@Override

public IBinder onBind(Intent intent) {

// kR4 3% onBind(onStartCommand, onHandleIntent) CHUH LA /A=K F—HmEIHHBITE
A

// AIDL TEZELEAYVY RORUHELEBICFTY INBEICARS,

return mBinder;

@Override
public void onCreate() {
Toast .makeText (this,

this.getClass () .getSimpleName() + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;

// Service WERI{THDEIE., EHMICA VI ) AV NLEBFEZEBRT 2
mHandler.sendEmptyMessage (REPORT_MSG) ;

@Override
public void onDestroy () {

Toast .makeText (this,

this.getClass () .getSimpleName () + " - onDestroy ()",
Toast .LENGTH_SHORT) .show () ;

// A=\ P =2 TRRT S
mCallbacks.kill ();

mHandler.removeMessages (REPORT_MSG) ;

PkgCertWhitelists. java
/*

* Copyright (C) 2012-2022 Japan Smartphone Security Association
*

CROR—J 1<)
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* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.pm.PackageManager;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 1% 32 /84 k

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() != 0)
return false; // 0-9A-F LUADXELH D

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname \CRBT BIEMRD/NY ¥ 1{BEZRET S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBRD/NY 2 2 {BEEIEBD/NY 2 1{EELKT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager M API CEZEMRIEITHE
PackageManager pm = ctx.getPackageManager ();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥F&IE PkgCert DHEEEFMAT 2

return PkgCert.test (ctx, pkgname, correctHash);
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PkgCert.java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELEIHEbHDAEWV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

CROR—J 1<)
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private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2Zhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

RIZ/IR— N F—BR7E Service ZFAT % Activity DY > I 2— R %&ERT,

R4V K~ (Service #FIET 3) :
6. FIAS%/N— N+ —R7E Service 7 7' DFAENTT A M) XA MIERINTVWDE I E2HRT S
7. MAKNR— M F—BRET7TYVICHATL TIWERICRYZEEFELTELL
8. BARHY Intent IS & W /38— b F—PBR7E Service % U H

9. R=FF—BRETZ FTIVDLDERBEHRTH > TH., 25 Intent DRLMEHRT S

PartnerAIDLUserActivity.java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.partnerservice.aidluser;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLServiceCallback;
import org.jssec.android.service.partnerservice.aidl.R;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;
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import android.app.Activity;

import android.content.ComponentName;

import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;

import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteException;

import android.view.View;

import android.widget.Toast;

public class PartnerAIDLUserActivity extends Activity {

v

private boolean mIsBound;

private Context mContext;
private final static int MGS_VALUE_CHANGED = 1;

// kRA VN 6% FALNS—NF—RE Service 7 /) DFAZEN T TA MY X MIEHFINTWD I L a2HRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);

sWhitelists = new PkgCertWhitelists();

// I=— N F—BRE Service 7Y org.jssec.android.service.partnerservice.aidl DIFERZE/\v
& %= & 5%
sWhitelists.add("org. jssec.android.service.partnerservice.aidl", isdebug ?
// debug.keystore M"androiddebugkey"MIEBAE/NY ¥ 2 {E
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 EF77C8255"
// keystore D"my company key"DIIBAE/N\v T a{E
"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B D7B3A7C2 42E142CA");

// UTRRICHD/S— b F—[RE Service 77 ) B &R, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname);

// FIREDNR—KFT—RE Activity ICEAY 2158

private static final String TARGET_PACKAGE =
"org.jssec.android.service.partnerservice.aidl";

private static final String TARGET_CLASS =

"org.jssec.android.service.partnerservice.aidl.PartnerAIDLService";

private static class ReceiveHandler extends Handler({

private Context mContext;

public ReceiveHandler (Context context) {

this.mContext = context;
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@Override

public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {

String info = (String)msg.ob7j;
Toast .makeText (mContext, String.format ("JA—JL/\v VT lss] #%{EL7%, ", info),
Toast .LENGTH_SHORT) .show () ;
break;
}
default:
super.handleMessage (msg) ;
break;
} // switch

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL CEZHELEAVY—T—2R, Service hoDBEMAERIFEND,
private final IPartnerAIDLServiceCallback.Stub mCallback =
new IPartnerAIDLServiceCallback.Stub () {
@Override
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler.obtainMessage (MGS_VALUE_CHANGED, info);

mHandler.sendMessage (msqg) ;

}i

// AIDL CTEHELLA VY —TT—2R, Service NBHT 3,

private IPartnerAIDLService mService = null;

// Service C¥ETZBICHATSIRY Y 3 Y, bindService CRET ZIFAIINEICA D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ILEHINEBEICHIENS
@Override
public void onServiceConnected (ComponentName className, IBinder service) {

mService = IPartnerAIDLService.Stub.asInterface (service);

try{
// Service |

mService.registerCallback (mCallback) ;

}catch (RemoteException e) {
// Service NEEKRT LIGE

Toast.makeText (mContext,
"Connected to service", Toast.LENGTH_SHORT) .show();

// Service NEBRT LT, Ax7 Y a vt hBaIlitidnhs
@Override

public void onServiceDisconnected (ComponentName className) {
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Toast .makeText (mContext,
"Disconnected from service", Toast.LENGTH_SHORT) .show();

bi

@Override
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);
setContentView (R.layout.partnerservice_activity);

mContext = this;

// Y—ERRBRY v
public void onStartServiceClick (View v) {
// bindService #R17d 3%

doBindService () ;

// ERIEARY v
public void onGetInfoClick (View v) {

getServiceinfo();

// Y—EREBIERS
public void onStopServiceClick (View v) {

doUnbindService () ;

@Override
public void onDestroy () {
super.onDestroy () ;

doUnbindService () ;

/**
* Service IlHERT 2
*/
private void doBindService () {
if (!mIsBound) {
/) kRA VN 6k FAKLN—NF—IRE Service 77 OFEAEN R TA M) A MIEFZINTWEZ &%tk
B )
if (!checkPartner (this, TARGET_PACKAGE)) {
Toast .makeText (this,
"FIFASKE Service FPFVIFETA M) R MIEFINATLAEL, ",
Toast .LENGTH_LONG) .show () ;

return;

Intent intent = new Intent ();

// RBRAVEN 7% FIRENR=MNF—RE7FVICEATRLTEWERICRYZEFLTEWL
intent.putExtra ("PARAM", "/N—hF—T7FVICERLTLWER");
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// kRAV N 8%k BARM Intent IC&W/NN—FMF—RE Service Z#MUHT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;

mIsBound = true;

/**
* Service ~NDEK AT %
*/
private void doUnbindService () {
if (mIsBound) {
/) BELTWEL Y RYDH D55 LR
if (mService != null){
try({
mService.unregisterCallback (mCallback);
}catch (RemoteException e) {
// Service NEFBKRT L TWLEEE
J// FYFIICD SNIBIFEE
3
I3
unbindService (mConnection) ;
Intent intent = new Intent ();
// kRAV N 8%k BARM Intent IC&W/N—FMF—[RE Service #MUHT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS) ;
stopService (intent);
mIsBound = false;
}
}
/**
* Service hLIEREZMST 2
*/
void getServiceinfo () {

if (mIsBound && mService != null) {
String info = null;

try {
/) kRAV KN 7k FAEZNSR—bF—BRET7TVICHRLTEWVERICRYEELTLW

info =
mService.getInfo ("/NA—kF—F7F7YICEATL TLWER (method from activity)");
} catch (RemoteException e) {

e.printStackTrace();

}
/) KRBRAY S 9k N=hF—RET7TIHLDFERERTH > TH, Rf5 Intent DRLE%HERT S

/)Y TWICDEEE, 3.2 ARNT—9DREMEHRT 2] 258K,

Toast.makeText (mContext,
String.format ("Y—EXHS Iss] #EE LR, ", info),
Toast .LENGTH_SHORT) .show () ;
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PkgCertWhitelists. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll (" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /34 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LUSNDXELH D

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname \CRGT BIEMD/NY ¥ 1{BZRET S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBRD/NY 2 a{BEEIEBD/NY 2 1{EELEKT S
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if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager @ API CBEZEMRIEH ATEE
PackageManager pm = ctx.getPackageManager ();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIF&IE PkgCert DIEEEFIAT 3

return PkgCert.test (ctx, pkgname, correctHash);

PkgCert. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License');
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =
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pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BHELZEHFRbaW
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);
} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

4.4.1.4 E+1[RE Service

B4LBRE Service &, BHUADT TUHSFIBEINZ T & A#E1ET S Service TH b, EROBERT T TV AT A
B L. BRET7T AR BHRCHEELATIEDICHASI NS,

LUF. Messenger bind 4D Service ZfEA L7=fl& =T,
RA Yk (Service #1E3) :
1. ¥ B E% Signature Permission # £& ¢ %
2. B EF Signature Permission # BRKEET %
3. Intent Filter % E#&H 9. exported="true” ZBARMICFRET 2
4. B EZ Signature Permission B 7 FYICL W ERSINTVWE Z & 52 HERT 3
5. B 7 7D 5D Intent TH>TH. 215 Intent DRLDMEHRT 5
6. AT TV EBRT TV THENL, BV T4 TRERERELTEL

7. APK % Export §2 & &2, FIATT7 7Y S ELURRKERTAPK 2 BRI

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

(CRDR=TITHEC)
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package="org.jssec.android.service.inhouseservice.messenger" >

<l—— kR4~ 1% WMBEESE Signature Permission #E®&9T 5 ——>
<permission
android:name="org. jssec.android.service.inhouseservice.messenger .MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- Messenger ZfIB L% Service ——>

<l—— kX RAV b+ 2%k MEESE Signature Permission #BREET S ——>

<!—-— %RA Y 3% Intent Filter #EHHET. exported="true"Z#HARMICEET S ——>
<service

android:name="org.jssec.android.service.inhouseservice.messenger.
—InhouseMessengerService"
android:exported="true"
android:permission="org.jssec.android.service.inhouseservice.messenger.MY_
—PERMISSION" />
</application>

</manifest>

InhouseMessengerService. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.]jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import java.util.ArrayList;

import java.util.Iterator;

import android.app.Service;
import android.content.Context;
import android.content.Intent;

import android.os.Bundle;
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import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;
import android.widget.Toast;

public class InhouseMessengerService extends Service({
// B#D Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.service.inhouseservice.messenger .MY_PERMISSION";

// BHOFERFED/NY > 1@
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) |
// debug.keystore M"androiddebugkey"DIEEAE /Y ¥ 18

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 DSCCB4AE BY9DB34BC.
—~1E29DD26 F77C8255";
} else {
// keystore M"my company key"DFEBAEZE/N\v P 1{E
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";

}
}
return sMyCertHash;

// Service DY ZA TV (T—8%IER) £ XA NTEEY S
private ArraylList<Messenger> mClients = new ArrayList<Messenger>();

/) DTAT Y NDLDT—9%5%(ETEEEICHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients));

/) VTAT Y MDD OFRITE >z Message =BT % Handler

private static class ServiceSideHandler extends Handler{
private ArraylList<Messenger> mClients;

public ServiceSideHandler (ArraylList<Messenger> clients) {

this.mClients = clients;

@Override
public void handleMessage (Message msg) {
switch (msg.what) {
case CommonValue.MSG_REGISTER_CLIENT:
/) DZAT Y DB ZFITE o7z Messenger %IBN
mClients.add (msg.replyTo);
break;
case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove (msg.replyTo);
break;

(ROR—TIHE<)
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case CommonValue.MSG_SET_VALUE:
/) DTAT Y MIT—9%%%
sendMessageToClients (mClients) ;

break;
default:
super.handleMessage (msg) ;
break;
}
}
}
/**
A PSATYMIT—Y%EED
*/

private static void sendMessageToClients (ArrayList<Messenger> mClients) {

// kRAV N 6% FRTT7TVIEEHRHT T THZ2HE, BT 14 TRERERELTEL
String sendvalue = "tV ¥ 754 JARER (from Service)";

/) BEEINTWE 34TV b IREICERETS

// WW—T8HAT remove LTHELTDT—HICTIEALIZWDT Iterator BT S

Iterator<Messenger> ite = mClients.iterator();

while (ite.hasNext ()){
try {

Message sendMsg = Message.obtain (null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();

data.putString("key", sendValue);

sendMsg.setData (data) ;

Messenger next = ite.next ();

next.send (sendMsgqg) ;

} catch (RemoteException e) {

/) VZAT Y R FELBWGEEIR. YR MDSERYERL

ite.remove () ;

@Override
public IBinder onBind(Intent intent) {

// hkRAV K~ 4% MERER Signature Permission BEHET FTVICEWERZRINTWE I L 55ERT S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {

Toast .makeText (this,

"MBEES Signature Permission AR T FUICKYERERINTULAL, ",

Toast .LENGTH_LONG) .show () ;

return null;

/) RkRAV N 5% BRTTUDSD Intent TH>TH, 218 Intent DR EERT 2

/) Y TIIEDERE, [3.2 ANT—9DORLMERRET D] %
String param = intent.getStringExtra ("PARAM");

Toast .makeText (this,

%03

Zhno
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String.format ("/NTA—% [3s] #%F|fEl>7/=, ", param),
Toast .LENGTH_LONG) .show () ;

return mMessenger.getBinder ();

@Override
public void onCreate () {
Toast .makeText (this, "Service - onCreate()", Toast.LENGTH_SHORT) .show();

@Override
public void onDestroy () {
Toast.makeText (this, "Service - onDestroy ()", Toast.LENGTH_SHORT) .show();

SigPerm. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #E&HLEZTTIVDONRNyr—IZ%5NMEBT
PackageManager pm = ctx.getPackageManager ();
PermissionInfo pi =

pm.getPermissionInfo (sigPermName, PackageManager.GET_META_ DATA);

CROR—J 1<)
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String pkgname = pi.packageName;
// 3E Signature Permission D& IFKBIKL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY Y 1 {BEERD/NY ¥ 1 {EEZLET D
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager ® API CEEMRIENATHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DHZ&E PkgCert ZFIAL. Ny aEZEEL THEKT S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert. java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

(ROR—T 1<)
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackagelInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELEIHEbHDAEWL
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byteZhex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

* KA > k7% APK % Export $% & Z(C, FIART ) EEUHERERT APK 2EE Y 2,

' ® Generate Signed APK ||

Key store path: [ C:¥jssec¥Projects¥keystore ]

l Create new... ‘ | Choose existing... I

Key store password: [ ------- |

Key alias: < |m'.r company kEE :) I ]

KEY passﬂwd: | ....... ]
[C] Remember passwords

) R (e [

442 FABARTTTY ERURAKERTAPK 2ELY 3
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A >~ (Service #FIFT %) : 8. JE ES Signature Permission 2FIAEE 3% 9. JE EH Signature Permission »'H
HT7TVICEWERINTWR ZEERERT 2 10. FIBEET7 7)) OBAENFBHOAHETCHD I & 5HRT S 11. F
BETTVIZEHT T THEHL, 2T 1 TRERZZEE L TH LV 12, BARM Intent 12 & W B#FRIE Service &
MUY 13. BT T DS OBRBERTH>TH. 215 Intent DRLM% MDY % 14. APK % Export §5 & Z (2, 7l
RE7 ) ERUCRRERT APK 2ELT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.inhouseservice.messengeruser" >

<queries>
<package android:name="org.jssec.android.service.inhouseservice.messenger" />

</queries>

<!-— kR4 b 8k MEESE Signature Permission Z¥MAEETZ -—>
<uses—permission

android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.service.inhouseservice.messengeruser.
—InhouseMessengerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

InhouseMessengerUserActivity. java
Vs
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.inhouseservice.messengeruser;

(RDR—=TIHEC)
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import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;
public class InhouseMessengerUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

// MEALD Activity &8

private static final String TARGET_PACKAGE =
"org.jssec.android.service.inhouseservice.messenger";

private static final String TARGET_CLASS =

"org.jssec.android.service.inhouseservice.messenger.InhouseMessengerService";

// B#t®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.service.inhouseservice.messenger .MY_PERMISSION";

// BROFBRAED/NY ¥ 1{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MFIEAE /Y ¥ 1 {&
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D"my company key"DIIEAEZE/\v > a1{E
sMyCertHash = "D397D343 ASCBCI10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

// Service WoT—4¥%5%ETSHEEICFIAT S Messenger
private Messenger mServiceMessenger = null;

// Service llT—4%#EETDEZICFIAY % Messenger

(ROR—TIHE<)
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private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler());

// Service WHZIITE o7z Message # LB % Handler
private class ActivitySideHandler extends Handler {

@Override
public void handleMessage (Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getDatal();
String info = data.getString("key");
/) RRAV N 13K BT TS ORBRBEBRTH->TH, EORLMEEHIRT D
/) B TIICDERE, [3.2 AAT—9DRLMEEHRRET 2] 258,
Toast .makeText (mContext, String.format ("H—EZXNHL les] ZEE L7, ", info),
Toast .LENGTH_SHORT) .show () ;
break;
default:
super.handleMessage (msqg) ;

// Service C¥RTABICHATS ORI 3 Y, bindService CTEET BIBEIINEICA D,

private ServiceConnection mConnection = new ServiceConnection () {

// Service ICEMINIIBEICHEIEND

@Override

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service);
Toast .makeText (mContext, "Connect to service", Toast.LENGTH_SHORT) .show();

try {
// Service ICEB%H® Messenger &Y
Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT) ;
msg.replyTo = mActivityMessenger;
mServiceMessenger.send (msqg) ;
} catch (RemoteException e) {
// Service WEEKT LTWLIESE

// Service NEBRT LT, AXI Y arvhiisniBaIciEn3

@Override

public void onServiceDisconnected (ComponentName className) {
mServiceMessenger = null;

Toast.makeText (mContext, "Disconnected from service", Toast.LENGTH_SHORT) .

—show () ;
}
bi

@Override
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);

setContentView (R.layout.publicservice_activity);

(ROR—TIHE<)
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mContext = this;

}

// H—ERREBRY v

public void onStartServiceClick (View v) {
// bindService #%E119 %

doBindService () ;

// TEBRIBARY v
public void onGetInfoClick (View v) {

getServiceinfol();

// B—EREILERY >
public void onStopServiceClick (View v) {

doUnbindService () ;

@Override
protected void onDestroy () {
super.onDestroy () ;

doUnbindService () ;

/**
* Service IlHERT 3
*/
void doBindService () |
if (!mIsBound) {
// kRAV N 9%k MBEESRE Signature Permission BART TVICEYERINTWE I E5HERT S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"B EF Signature Permission NE#HT FVICLUERINTWVARL, ",
Toast .LENGTH_LONG) .show () ;

return;

/) kBRAV N 10k FIAET 7Y ORBEEL’BHOIIAETH DI L EHAT S
if (!PkgCert.test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast .makeText (this,
"FIREY—ERGERT T TRARW, ",
Toast .LENGTH_LONG) .show () ;

return;

Intent intent = new Intent ();

/) RRAVN 11 % FIRET VIEERT TV THZIE, Vo T4 TREBEREZEELTELL
intent.putExtra ("PARAM", "tV I T4 TRIER");

// kRA VN 12 % BARM Intent IC& YW BHRE Service #UH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;

(ROR—TIHE<)
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mIsBound = true;

}
}
/**
* Service NDERH AT 2
*/
void doUnbindService () {

if (mIsBound) {
unbindService (mConnection) ;

mIsBound = false;

}
}
/**
* Service hHIEREZIREST 3
*/
void getServiceinfo () {
if (mServiceMessenger != null) {
try {
// EBRDEEEEKRT 2
Message msg = Message.obtain (null, CommonValue.MSG_SET VALUE) ;
mServiceMessenger.send (msqg) ;
} catch (RemoteException e) |
// Service WNEBKT LTWLIGE
}
}

SigPerm. java
/*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

(ROR—T 1<)
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import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EZELETTVDONRyr—ILZ5MBT 3
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHFEIFKREHK WL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY L 2 {BEIEBD/NY ¥ 1A LLLKT S
if (Build.VERSION.SDK_INT >= 28) |
// % API Level >= 28 Tl& Package Manager M API CEZEMRIEHNAHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 MDIBAIE PkgCert ZFAL., Ny 1{EXZTEL THET 3
return correctHash.equals (PkgCert.hash (ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert.java
J*
* Copyright (C) 2012-2022 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

CROR—J 1<)
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import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) |
if (correctHash == null) return false;
ll, "ll)’.

correctHash = correctHash.replaceAll ("

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELZIHFRHAGW
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2Zhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

* R4 k14 % APK % Export % & Zi2, FIA%ET7 7 LR UREREERT APK 2ELT 5,
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' ™ Generate Signed APK ]
Key store path: ' C:¥jssec¥Projects¥keystore
I Create new... | | Choose existing... |
Key store password: | «s-e-- '
KEV pﬂssﬂm‘d: | ....... I
[] Remember passwords
o) D (e ] [ ]

443 FAXT T ERALRAKERTAPK 2EE9 3

442 V—-ITv o

Service RERFICIIUTOIN—ILZEFBH I &,
1. 77V RTOHRERAT 3 Service [FIFABZRET 2 (WE)
2. BET Y DREMEHERT D (WH)
3. MBES Signature Permission |3, Bt 7 7UDNEZ LI & 2MBLTHRAT 2 (WH)
4. BT D94 IV U T Service DIREEIRMT 20 EHET S (WE)
5. BREBRTHZSICE. BREET DS OBRBERRRISERT 2 (WA
6. P Service NEIE T & B35EIIBARM Intent T Service ZFIAT 2 (WA)
7. M DFET T & EHET 2HEIFIAL Service RS 5 (WH)
8. EEAZRMICERMT 2BEICIE. TOEEDRRDOREKELZHTST D (WE)

9. VYT 4 TRBRIITEZRYESRL ()

4421 77YVHRTOHMERT % Service FIAFERET 2 (LH)

77UA (£, RAL UID) TOHMEA SN S Service FIERFERET 2, ZhICL Y, D7 7)) M SEEE T Intent
ERITMoTLED &Y, PP OMELZFIAZING, 77 DEBFICEEEZ S LTEOREEHC &N
TE %,

F4& Fid AndroidManifest.xml T Service ZE& 9 DFIC, exported B % false ICT 27217 TH %,

AndroidManifest.xml
<!-- 3ERF Service -—>
<l—— % 4.4.1.1 — R4V DM 1% exported="rfalse"lC&VW., BARMICELRHAZRETE ——>
<service android:name=".PrivateStartService" android:exported="false"/>

T, F—REVHVERDNEN, A—T7FTYRISDOHFEETNS Service TH Y. 5D Intent Filter BT 5 &
S REREHIZ L TIE A 54\, Intent Filter DME L, E—7 7Y RDIEAR Service #U'HE T D+ Y T, Intent Filter
BETHEUCHELZEEICEHETMHT 7Y OLE Service EEUH LT LEDIBEAV’EETEIHNSTH S,
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AndroidManifest .xml (JEHESR)

<!—— 3ERFH Service ——>
<l-— % 4.4.1.1 - R4V M 1% exported="false"IC&Y. BARMICELFEEZRET D ——>
<service android:name=".PrivateStartService" android:exported="false">

<intent-filter>
<action android:name=" org.jssec.android.service.OPEN />
</intent-filter>

</service>

[4.4.3.1. exported %7€ & intent-filter R EDAE DL (Service DIHZE)l BRI BT &,

4422 ZET -9 DRLMEHRT D (BEA)

Service ® Activity & BE#kIC. 215 Intent DT — % 2B BRICIE. £ (5 Intent DREM LA LA TNIERS
2\, Service ZFH Y 2lE Service NS DIER (& LTEFELE) BHRORLMEZHRATI2HVENH B, Activity D
[4.1.2.5. 215 Intent DR %R T 2 (WHE)] 14.1.2.9. FAT Activity DS DR Y Intent DEEM%=MHERT 5 (b
A 8RB &,

Service ICBWTIE, Intent AAICE XY v KOO L Message Ick 2T — 9 DEZERENHB-H. TNRENE
BELTEREEZTOARIFNIERS ARV,

32 ANT—49DREM%HRT 2] 28RTDHI L,

4.4.2.3 M B EZ Signature Permission (X, B 7 7D ER LI L 2RAL AT S (BAE)

B#H77VEFHSFIATE 2BHRE Service E2HE. MEES Signature Permission I & W {RE L2 hid
572\, AndroidManifest.xml T® Permission E£#. Permission EXXEE 71} CIIREN TR+ THB7EH. 52
Permission & Protection Level] @ [5.2.1.2. B E&HD Signature Permission TR T7 7 B#¥ T2 H%k| #8RT 3
&,

4424 E#¥9559 1437 T Service DISREZIRMT 20 EHET S (BH)

Intent /35 X — 4 QR P M E EF Signature Permission DR & Wo7tzF 1Y F 1 F v ¥ % onCreate ICANTIE
WiFARL, ZDEMAIE, Service NEEIFICH L WER%EF(F7- & Z(Z onCreate DAUBAEBINBRWVWEDHTH S, L
=D > T, startService IZ& > THBE N3 Service ZEE T 5155 (&, onStartCommand (IntentService ZFIA T 5158
I& onHandleIntent) THIE % 1ThH 7R FNIL7R 54\, bindService THIIAT % Service #RET 25 LEBKD I EHE
Z3®DT, onBind THIEZR LARIFHIERSARL,

4.4.25 ERB\EB/ERTIBAICIE, BRELT T D5 OBRIERRRICERT S (WE)

Service ¥ 1 FI & > THRIBFBBRDIRZEL (A—IL/Ny U DIEVH L %P Message DEEEL) 7Y DEREHINER
%, REENTILIITTHDAMREMEELERL THAICBERFRICHT 2EESE LAaThidAsiwn,

M. Activity D 4.12.7. @EREWERTHEICIE, RELET T DS OBRERFRICERET 2 (WH)] 28RT
3¢,

224




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2022-08-29

4.4.2.6 FIFE% Service »'EE TZ %354 3B RM Intent T Service #FIFHJ % (%HE)

RS 2R Intent 1IC & W) Service ZFIFA T % &. Intent Filter DEZEMNE UIFEICIXFEICA >~ X b—JL L 7 Service IC Intent
ANEEFESNTLED, H LEMMICE L Intent Filter 2EHR L7V T T7HEICA VA M= TN TWIZA, <L
DUz 7IC Intent MEFEINTLEW, BFEHRFEASAEL S, —A. BATRH Intent IC& Y Service ZFIAHT2 &, BELL
Service AA-A° Intent 2 Z{ET 2 Z & IF R LLBHMRETH 5,

=720, BIRERIRE RN HSD T, Activity D [4.1.2.8. FIFSE Activity 'EE T & 25 E 1EBARM Intent T Activity
=FAYS (BWHE)] 28RITDBI L,

4427 e DRET 7 LEHT B5E3F A% Service 2T 5 (BAR)

thttDFET 7Y EEHET BIHEICIERTA M) R ML 2HBBEENHD, B7 TYRICHART 7)) OFEBAEZ /Y
anFORBFLTHEL, FIALEOHBPENY P2 tRFLTVWRHAENY AN —BIT20%5HRBIT D& T, &
DFELT7FVIC Intent ZFITT DI ARSI ENTE S, BERNAREAEICODVWTEY Y FLI—REsvay
[4.4.1.3. 78— N F—[RTE Service] #BRTB &,

4.4.2.8 BEZZRNICIRHY 2581013, TOEEDRKRDFREKELHIEFST S (WA

Permission ICK W RESNTWHBEREES SUBBEEEEZMO T 7)) ICTRMICIRET 2BEICE, BEET7 TV I
L CE—® Permission ZZERK$ 272 E LT, TOREKELHERLAFNIER S, Android ® Permission ¥ 1
JTAETILTR, RESNEEEIINTZ2T7TUDNSOEET IV ERICDVWTOHERERE1Td, IOLEKR LR
HICEY, 77 ICRBINAEENS SICHOT TV IZ, REDOLOHICHER Permission ZERT 5 2 &0 Bt
N2AEEMELH D, TDI &IE Permission #BEREL TWE Z & & REMICEMARD T, Permission DEEZEME & I
N3, 15.2.3.4. Permission DEEZERE] #8RT5 &,

4429 Vo F 4 TRIERIITEBRYZESHRL ()
TEESHOT T EEETIIEEICEEY YT 1 TRIERAZ X > TR DAL,

VYT 4 TIRER%E Service EZIFEL T 2HE. TOBROTBR) R 7 2R LAIFHIEAR 5S40, 2B Service 12
EMNLABRIIVNTRBT B EEZ R IFNERS W, F//8— M —BRE Service Y B RE Service 1234 L 72154
HZN 5 Service DREICEKEL TBHRFRY R 7DKNMNNH S,

YUY TF A TRBREITEDIRITEMLAVWEIICIXRIRNETH D, EFT2HEE. FIAK Service JEFETE S
Service ICBRTE L. 1E#RA* LogCat 2 EITIRB L AW E D ICRE L AT hida s,

443 7 KXV R K

4.4.3.1 exported %7 & intent-filter 32 E DA EHE (Service DIFE

ZDHA RXETIE. Service DFAED SIELF Service. 2B Service. 73— kF+—BR7E Service. BHLIRE Service D
4 547D Service ICDWTREFZEBRRTWVWD, &4 TICFFSIN TV S AndroidManifest.xml @ exported B4 &
intent-filter ERDIEAEHOEERDRICE &7z, FB D & LT3 Service DY A 7 & exported RIS & U intent-filter
BROF/IGHELWI EE2HRT D &,
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% 4.4.2 exported B & intent-filter ERDEHEHE

exported B DIE

true false BT
intent-filter E&HN %% | (FHRZEL) (EFAZL) (ER%LL)
intent-filter EFA RV | 2B, A—MNF—PRE. BHIRE | IELHE (EFZL)

Service M exported BHEMEIEE TH BIBEICF D Service ARSI N B MIEAR E 425 ML, intent-filter DEZDHE
ICEWREDD, AHA KT Service D exported BiE%E BIEE] ICTHIEEREIELTWS, RO & 3 7% API
DT 74 MOBENCFHIRELAT DI EILEITIRETHY., exported BEDL I AREFa ) T4 LEERHREEH
THICEMET 2FEI’H 2D THNIEZNEFIATARETHDZEEZONDHTH D,

(3R 4.4.2 exported B & intent-filter EZ=DEAHEHE] IZHWT lintent-filter EEMH S| #I_NT [(FEARLE)] I
LTWB0DId. BRHA VT M > T Service ZFIRT 5 &, ED Service N VTV MIBRET 20 ZIBEBETE T,
BRHD Service NIELTLEDAIBEMEDNH 27 TH B, 7. lintent-filter EFZM'#H 51 & lexported="false”] %
EAZIEICLTWSODIE, Android DIRZ2EWE LT, B—7 7 ADOIEAH Service #THELADEH Y TEH, BEHE
7 7Y DA Service UV LT LEIZENEET 27-HTH 5,

B#EMICIE. Android LT D& D MIR2BVWET 2D TT 7Y RERICKRFEIVLETH 5,

o BHD Service TR LWAD intent-filter # EF L 72HBE. KICA VA M= LET T AD Service DEEIE
£INd

o BEERMY Intent & fF o 72358 1. OS IC& o TEED Service Y EEIMISRIEN T, HUHIHI B,

LUFD 3 DDOET Android DIRZBWICL 2EHEHLIVOE LRI 2EHA%2HBET 5, M4441& B—T7TVADL
5 LHIERE Service(7 71 A) #BEEEY Intent THEUHEBAWEEREMEDHI TH %, Intent-filter(BF action="X") %
EEZLTWZOHN, 77 ALHPVRVOTEREY DEIEEAR>TWS,

é ~

FFUA
B ERMIntentE{E-T
Service®x U Y

Intent{“X")

FI)C
FE4BService A-1 B MntentFE-T
exported="false" Service ZFIETAHT

action="X" @ Intent(“X")

Service A-1(XIE2FAServiceltD T, 7
T)ADNGLOMFUH T ZEETELL

L Androidi >R

444 EBREEDH

15 intent-filter ANEFHE S N T WNIZAR Service, EFES N TWAIFNIEIEAF Service & 425, https:/developer.android.com/guide/topics/manifest/
service-element#exported
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445 BLVH4461E. 7T AICIMATT 7Y B THRA LU intent-filter(H 7 action="X") #E&HL TW3IHET
H5,

4451k, 7TV A->TT)BODIETAI VA MN=ILEINIHETHD, TDIFE. 77 C HEEEH Intent Z3XET
3 &, FERFD Service(A-1) ZHUHZI E LTERKT B, —A. 77U A IKEEH Intent 2F> TEEEY ICRA—7
7Y RADIENE Service FMUPHEZDT, EFXa)F4D (XY 7HERD) @TIEEEREI 520,

4 N
FFIA
IS S A IntentFFE-T
ServiceZMEUAHT
Intent{“X™)
FIC
JE44BfService A-1 Bﬁ#ﬂﬂlntent%ﬁ‘]f
exported="false” Service #FIEUHT

action="X" @ Intent(“X"™)

4 MlService B-1

FE4rBAServiceZEFoT=-F AL KIZA

exported="true”

action="X" A= ILENT-BE X, FE2FASevice
Mintent—filterMFH DB/ ENIZAY . 448
MoOFEURE LIEZ T4,

N Androidif 7

M445 7T)VA->TT)BDIETA VA N—ILENIHEE

4461k FF)YB->T7TY ADIRTA YA M= EhiBETHY ., X2 YT+ EI LA TEENH D, 7T
A D EEEM Intent Z3%E L CTR—7 7Y WDIEAR Service ZUHZI ET5H, ZICA VA= LETTYBOD
ABE Activity(B-1) I UHINTLESIFERLTVWS, THICEWTTYAISTTYBICRHLTEY YT TR
BREEETIAREMNIELCTLED, PTUBITILIzT7THNE, Z0FFEYUT 1 THRIERORRICEN S,
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4 ™

FFUC
R Intent®E{E-T
Service ZIEUHT

“BlService B-1
exported="true"
action="X"

Intent("X")

F7IA
BB BIntentEF{E-T
Service XU T
Intent{“X™)
e e, 1ABAServiceE Fo1=7 FUBA I
action="%" Ab—ILEN =1 & . 2ARiSevice®
intent—filterM&MNB =Y. FFUA
MoDHEUHLT., BR>TService(B-1)
L Androidiii ZEEUHLTLES, )

446 T7TYB->T7T) ADIETA VA M—=ILENHBE

ZD& SIS, Intent Filter & AW /=3E/ABE Service MEEEBY Intent MO H LI, BEHER 77 OMUPHE LYPEHER T
TYUADEY VT 4 TRIEROZEEERITZLOHICHEITIRETIEARW,

4.4.3.2 Service DEEHEICDOWVWT

Service DEREFEIISHTHY., YV TNI—RTHELAEF LY T 1 LDOIA4 TEDEESH B -OBEICHH%E
9, startService =M AT 515G & bindService ZFIA T 2H/E L ICKE L DN B D, startService & bindService D
A CHETE 3 Service 2ER T3 Z EHARETH B, Service DREFEERET 72HI1C. RO LD REHICDOWL
THREZEITS> 2 &L,

* Service ZRI7 TV ICARY 2D (Service D)

o RITHICT—HDPYEY Z4TD M (T —4% DHEEERE)
* Service ZHIEIT B0 (EEIPKRT L)

e HITOERELTEITT 2D (FOERREERE)

o B DR % RFRFICITD D (EITLIE)

ERFEODAERZDEEORBFEDATEZRICT D&, K443 DEDICAD, x FRBEFTEL S L FIREE NS
e & [FRDORMADNBERIZEERT,
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%k 4.4.3 Service DEEFEDSE
P¥R Service D/AB | T—Y DHEEZE | Service DFIfE | SOt RMEBE WATALIE
%21 (g - ¥, 7)
startService Y 0 X 0 0 X
IntentService B4 0 X X 0 X
local bind & X 0 0 X X
Messen- o 0 o o X
gerbind B4
AIDLbind & 0 0 ) 0 0

startService &
&HEKRHA Service TH B, Service 7 5 A %&#A L. onStartCommand TRIE%1T D Service DI & %387,

FIR 3 2{l%. Service % Intent TIETE L T startService #HH L THEUH . Intent DEETICR LT, ERAEDT—
Y EBEERT ZEIETERWH, Broadcast B ERDHFEEZHMAEDLETRIRT 2MENH B, EARMRELEMIL,
(4.4.1.1. 3ENBE Service =13 - FIAT 2] #B8RDZ &,

X274 EOF v 713 onStartCommand TITOBELNH B D, EETONRNYT—IZPBRMEBTERVWZH/A— K
+—BRE Service ICIXFHATE AL,

IntentService £

IntentService & Service A L THESLNTWE IS A THD, MUH LA, startService A TH D, BED
Service (startService B) [CHERTLUTOEEHELH B,

 Intent ML (E onHandlelntent T{TD, (onStartCommand I&fEH 7 LN)
e MIAL Y RTEITEIN B
« MEB