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BIEICHELV. “Update” %% ') v % L. Android Gradle Plugin @7 v 77— M &RIE L T 23,

# Android Gradle Plugin Update Recommended ﬂ

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we stronghy
recommend that you update the Androld Gradle plugin to version 2.1.2.

You can l2arn more about this version of the plugin from the release notee,

| Remind me later ] | Don’t remind me again for this project ‘

2.5.10 Android Gradle Plugin @7 v 77—k

LTDXyt—YHRRE N 2D T Fix Gradle wapper and re-import project Gradle setting” %= 2 ') v & L. Gradle
Wrapper DE#H %175 T I,
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Meszages Gradle Symc

o8- L
w = Failed to sync Geadle project ‘AccountManager Authenticator

. = Gradle version 2.2 is required. Curtant wersion s 2,00, 1 using the gradie wrappes, try aditing the distributionlirl in C-\andrid_sacurecodingiadd Prepristary Account ta Account Managar|Accountianager Authenticater\gr
2|3 43 © Emon Pleme fx the projact’s Gradie sttings.
5 it iple prDer A Ry DOORACE
a ==
5|10 & Lrais sagtingy
37
&
&
1
a

& £ Android Momiter [ Terminal | )0 Mesages | 5B TODG Wi Evertlog [ Gradie Cormale

2.5.11 Gradle Wrapper DB #T

2517 #A—7VORET

TRz M F—TVEIhETLET,

2512 FA—FVORT

Android Studio (&, Eclipse &I1&&W, 1207AOY 7 MR LT 120 Window TRRSNET, EH>7OV I K
EA—TVF BHBE. “File->Open..” 57 )y o4 =TV LET,
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2.5.13 File -> Open...

2.5.2 ¥ 7). 3— RENErESR A debug.keystore %3 E T %

BTN A—RIDSERLET 7Y % Android IHRP T I 2L —9 —TEESELLHICIBELNVBETY., ZDES
IZES 7/8y JRDET 7 4 )L debug keystore” % Android Studio D 7AYo MIFREL X T,
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2.5.2.1 File -> Project Structure... 27 ') v 79 3%

Ctrl+Alt+5hift+3

2

2.5.14 File -> Project Structure...

2.5.2.2 Signing ZENY %

ZH®D Modules B 57OV 9 hE%RIR L, Signing ¥ 7%RBIR%E, [+1 RV %&2IYUv oL, TT71ILbDELRET
config” %”debug” ICEE L X7,

B Project Sructure b4

2.5.15 Signing %E&MT 3

2.5.2.3 Store File & L T”debug.keystore” % #iR¥ %

2515 TRATHARLRY VA& S 1) v o L.” Store File” #5%%E L £9 ., debugkeystore (U > FII—RICH
FNTWET, (android_securecoding 7 # LY ETF)
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® Select Path ®

>
3
[3
>
»
| 2
»
2

2.5.16 “debug.keystore” %ERT

® Project Structure x

2.5.17 debug.keystore %R L 7= fER

2.5.2.4 Build Types T Signing Config %#:%&

Build Types ¥ 7' %2R L. debug EJL KD Signing Config % Singning TEHN L 7="debug” &R L. OK %0 ) v ¥
lJ i 3_0
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® Project Sructure b

2.5.18 Build Types T Signing Config % 5% E

2.5.2.5 build.gradle 7 7 1 JL CHeSR

signingConfigs IZ#1R L 7= debug.keystore D/XZAAFRIRE 1. buildTypes D debug IZ signingConfig BAFRIZINE T,

2.5.19 build.gradle 7 7 1 JL CHER
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XA TRET - X2 T I—T 14 VT OERENE

ZDHA RXEIF Android 7 7YRARICE T2 EF21YT 1 Tips £ L HZ2EDTHZH. TOETIE Android 7 —
ho22v /970y haflIl—RBEF1THRE - £F273—T 1 VI OERMFER D, BH/OBICSEVT—HK
HAREFa1T7REH - EF2T73—T 4 VI OBHRPVEREZIC, AEDRELSRT 0. BROELGEAHED DH]
IKAZEDOHRRIC—BYBEZBELTH 52 BEDHT 2,

3.1 Android 7 7)) DEF*a ) 74

VRATLARTTIVDEF 2V TAICDVWTHRETZEE, EBDEAADIL—LIT—IDH 2, FTETDYRAT LY
TTVICBWTFEIREWNRELIET 2, Ihze [EE] IR, RICZOEEEZEBVIREEZIEET D, hz (&
Bl SR, REIC TEE] % (BRI DNOTFIRODOMERERE - BT 2. COMBERE RIS,

22T MKl &l YRFLART7IVICEREXF 2 7Rt - EX2a73—FT1 VI EETIETHY., TDHARX

311 T&EE] TFEINEHR

VRTFLRTTVICEIZ TFE2RNEWHR] IS BRI & HEEl 02 020'H %, chbirThTh MNEREE] &
MHEEEE] CIES, MEWREE] Sk, FTSNEALIDISBRPEENTEZBROIETHY . TNUADAICIE
—tIBRPEENTE U ASBWERDOZI L TH D, HEEE] CRFASNAEALITIRETEIREDZETH
YU, ZRLUADANICIE—IRBTETERLRVWKEEDZ ETH S,

BUF. Android AY—h 72V /9T Ly MIBITZBREELHBEBEICEDL S RBREDLHZDEBNT %, Android
77U Android AY— R 72> /97y NaFALEVATALA.XBERTZEEZOEEDEVWELOSEICLTIEL
W, LTI, Android AN— 74>,/ 9 7Ly MEFBFL T Android AY— k7 % > LR,

3.1.1.1 Android A~¥— h 7 # VICB T D IEREE

£3.1.1B8LUTEK3.121F Android RA¥— R 7 # VICAS TWBIERO—FITHDZ, ThODIERIFRAYT—NT7 41—
HF—ICBET2EAER. TIANY—EREFLIEIEFNSICETIERICKY T -ODBENREENINVETH D,
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% 3.1.1 Android A¥— b7 # VHEET B IEHRDH

B "%

BEES AR— b7+ VEBDOERES
BEEFEE SREOBHBVCEFES

IMEI AY— N7+ DK ID

IMSI El#R22%#E ID

o —1E#R GPS. RS, MEE...
BIERTEITR WiFi 5% EfE...

Thor MER 7 HhY Y MER. FRELIER...
ATFATT—4 BE, #E. X #3..

®312 T77)HNEERTBBEHRDOHG

154k 5%

Bk A DZERR S

EX—IL7 KL R A—H—DX—=I)LT7 KL R
Web 7y o <—79 TvoR—79

Web B & & R B

hLvy— FE. ToDo, 1NV k..
Facebook SNSaAYvF>Y..

Twitter SNSarvF>Y..

2022-01-17

#£3.1.1 DERIFEIC Android AX— R 77 VAREZFZIESD A— RICEENZBHRTH Y. X312 DIERIEEICT S
DABETZERTH D, HICK3I2DERICOVTIF, PTUNM VYA M—ILEhhiEEhdiFE, EAEARED
FRICEZ TV ZEICRBDTH S,

KIIZIFEFERD 1 FDOTY N ICEZFNZIERTHD, TOBERIIAYT— b7+ v2A—HF—|CETIERTITAL,
AR—h 7421 —HF—DHMA, KRAFICETZERTHB, 2FYRAI—FI7 3 VICIRZFOMNEETHZ1I—F—D
HR5T, IFDPDALXDIFTRESENTVWB I EIEENRES,
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#*3.1.3 ZEEEME (Contacts) D 1 DIV MYICEENZIFHRDA

(EE RE
BRES BE. #HEHA. 1%, FAX. MMS..

EX—=I7 KL R

BE. 5 #5EHE..

707 4 —ILEg

Y LARX—IVER, KELER..

ARV M AYEYY
_\—,_

AIM. MSN. Yahoo. Skype. QQ. Google Talk. ICQ. Jabber. Netmeeting...

=l R7E SaFN AR, 4 = v )b, |IBEE. Bl4A..

ERRT E., BEHS. ik, #ha B &Y.

TI—7 BRICAY, Rik, RE. RE..

vz 7HA b JOJ, 70714 —H A b K—LR—=Y FIP H—/1— BE. &...

ARV K FER. EBEH. TOM...

BfRd 2 AY feEE. Fi. R B vx—Yv—. BF. BEEBRK. S—bF—.

SIP7 KL R HE. {f%. Zoff..
INETOHFATREILAY— M7V 21—HF—DOBEREBNLTELDY, 77V E21—H—LUADERER > TV,

311207 TYUNBELTWRERERLTEY, RELPIFBETATILEBPET—IEWPICDDIND, T
—HA—DBEBRTHY. T—9BRREILI—F—DBERTH D, 77 A—h—DOFERD
RICI, BFICA—Y—ICRASNAKBWERDHVEZ O, 25 LEBRICOVWTRLI—F -SSR -TETEAR

A3 LBPIEICT T A

WE D RREDNBETH S,

L4 Picture Manager g{ux—h—mﬁﬁ&] E———
FJOYSh F—4

/data/app/com.sonydna.
AndroidManifest.xmi
classes.dex
resources.arsc

assets
AppAbout_en. html

res
drawable-hdpi

layout

|
I
|
|
}
I about.xml

xmil
setting. xml

broken_image.png iR 7 - I

picturemanager.apk I;datafdataf com.sonydna. picturemanager
cache
Javad—F (M4 | webviewCache WebViewliFrwi-a
HFEFIFD -2 |
|-——databases
| label.db FTUHEDB
I RILLET—9 | metadata.db
| webview.db WebViewRDB
I webviewCache.db WebViewR+v w2108
—files
| Medialist1.dat FIURT—237IL
|
]
L 70 R |
L —shared_prefs FUIFLR
com.sonydna. picturemanager_preferences.xml
HEEDXMLI 71l

Android 7 7' ZEZHBEICIE K311 LSBT T BENERT DEHROAMST, K311, £3.12, £3.130
VRGO T TN SEEGLABRICEALTEBENICRET ZVENHDIEICEER

& 9% Android AYX— M7 &
MRES,

3.1.1 7TYDBATWLWBIER
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3.1.1.2 Android R ¥ — k7 # VICB T DB EE

7 3.1.4 1% Android OS 2’7 7" ICIRM T 2 HEED—BITH D, ThHLDHBENTILY T FHEICHFICFIAShTLED
EA—HY—DEELAVRENELEY, TIANY—DPERLNZREDRKENELEY T D, ZOLDBEREEE
EHRICT D LRBEEEDBEICRES N RTER SR,

#3.1.4 Android OS 2’7 7" IRt 3 B HEED —I

HERE HERE

SMS X v E—Y%%EST HHEE 7 X FIRFHEBE

BEEA T DHEE BELHEHAE

xv N7 — 0 BIEHEE BEES. BT REOHAIY B
GPS ECTIRENIE %13 D 1A SD 1— REZAH 1A

Bluetooth @{E#8E VAT LREEERRE

NFC &5 188 A 7—% DAY #eE

A vy —xv NEBFE (SIP) #EE K77 7)) BEROEISHEE

Android OS A7 7Y IR T 2 H#85ICINZ. Android 7 7Y O 7 7Y BIEIEHEE L BEEEEICEE NS, Android 77
VIZZEDT7TIVATERRL TV SIHEELMOT TUYDNSFIATELLDICIRET I ENTE, ZOLIRtHlEAET
T)EEHEETATWD, ZOMBEIRENTHZRE. Android 7 7 OREEN X2 73—F 1 v JOHBEL BV
HIZ, TTYVREBL I THAT 2HEEB > THROT TYDLHATEZLIICLTLES>TWES—EH D, O
TTUNSHATEZHREOHBRICE >TIEK, IV T7HSHHINTEIRZ Z&EH 7D, ERLETTVEG
NOFATES LD ICHENRFREIVEL LB I DD B,

AAA RIZHBIFZH > FI)a— K TlE, targetSdkVersion D APILvel #* 30 ICERESINTH Y. B2, BOF7TYVICHL
TOIT) FREBBEEZTOIYH Y TINICDVWTIE, <queries> BR TPV ERAEZEIT>TWS, Zhid Android 11 1285
32/89 5 =Y T I ADHHTEAS N, BNROERORAICHE >76DTH S,

F7=. Google Play Tld, SMS V@FEEREICEAT 2RI —TRE, BRESTSV., £RIEHBBERICEDLZEROME
BAEFIRENTEY., RYUP—DBEEHEZLTVAL, LI BET7+—LERHLTLWARWT TV IE. Google
Play " SHIBR SN BI560H 5,

3.1.2 TZEl BEZENTHE

AIEITIE Android A¥— M7 # VICBITBEEICDW TR L, CITRENLDER. DEVEEZENTREICD
WTHRERY 2, BEIEN SN EBBEICEAF., BREENMENICEHFICSR - ZF - HIRR - fERSN B & EF L,
BEEEMANICEFICARASINZIEEED. EWokBAE, 5 LABEZEENS KUBBENICERIET 2HE
TAH% TBE] EMR, FERBTAETOIAPHOZ L% TEBER] SR, HEECPIILIVITEEBRETH->TE
BTIERARV, REBECIILIVITMIIBRETADILEZBBEEIDTHS, INSHEBRAOERE K3.1.2IC577,

*1 https://support.google.com/googleplay/android-developer/answer/9047303?hl=ja&ref_topic=2364761
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0 fE 5514 B BIR

312 HE. BE. BER. BHE RSOBR

3.1.3 £ Android 7 7Y WEIMET 2 —RMAREBEARIELZEDE, UBTIZZOE%E~R—XIZ LT Android 7 7Y
ICBIF32BEONBARRET 30, YODICCOMDODRAAMEHRT 5,

! CAT—FTA bR UTONE REROY— —EFUTORE |

i s ™ b — |
: AT—hTH - Y—ri—

: H Web i

i H—Ex '

— 3G 4G/ Wi-F ] |

. y 1

3.1.3 Android 7 7Y &S 2 —MRIIALIRIE

MOERICAR— 74V EHY—NR—EBELTWS, AX— K7+ %Y —N"\—F 3GAG/Wi-Fi $ LUV V¥ —% v
FERBHLTEBRELTWS, AN—F 74 VORICIIEHROT ) BAEHLEST 2D, LBEOFRBATI 207 FYICET 3
BREEZSATSH. COETR 1207 TVICKR>TEHBALTWS, AR—h 73V D7) IRZOI—H—D1F
BEFICHES D, Y—N—ED Web —ERFLI1—HF—DBEREEPEET DL ERELTWVD, TOLDIERRA
BRICH—NR—tFa2 YT DEBMHEZEDLLAW, H—N—tF21)F(ICDVWTIE. ZOHA RXETIERI-T4%
THBHERLEEL,

LIBETIEZ DR %E> T Android 7 7V ICH 1T B ERBEHIAL TWL,
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3.1.21 XY NI —V LOE=FICLDER

AT=kFH b)) Fo O

CHEOY— —eXIUTOME |

4 A | A I :
T=hTt :
W [‘ )
Pl — — 7 %
IGMAGWHF 2 o —H L OBEHIH=E
p iy
M3.14 RYMNIT—VLDBEHZE=FINT7T)EHRET S

ARX=FN7A V7TV E21—H—DEREY —N—TEERTIHELN—BNTHD, TOLHDEREEN Y hT—7

LEBETBIEICAD, M3.14ICRTEIIC, XY MNIT—J LOEEHZE=FILEE

hOBERESR (B L

Y, BHREZEE (HSA) LEYLEDET D, FERYOY—N—IlRYTHELT, 7TYVOBEEFICREDIET

%, tHEBAMEKRK. *Y hT—7 LD

Cil—y
SN

HEHE=ZFBFY—N—tHET B,

3122 3—H—NHINAYVRAM=ILEIILIZTICLEZEBE

Market

e R=F AL

| A—t—

CHEOY— —eFIUTIOME |

AT=kF# ot Ea) T D
~
AT—FT4 Y—ri—
L] HE 7y Web
ey e H—ER

e

y

315 2—H—DBA YA LTLE>LILDZTHTT) 2HNET S

AR—NI A VRBEBEHBT TV EI—T Y MDOAFLAVARN=IT BT ETHEEILIRTESZIENZDRAD
BHTHZ, 1——DIo0UNTINIzTFT7TVEAVARMN=ILTLES>ZEEH B, MIISHTFRTLIIC. <L

DI TIRT T BEERLRE Y
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3.1.23 77 DM EBERTIRET 7 M VICL 2B

! AT=kFH4 b)) Fo O

AN—bT# s

HEOY— —eXIUTONE |

L 3oy
P aA—f—

®3.1.6 77YDHRBEA*BERTIHEI7AILHIT7TY 2KRES S

AV —%v NEICIIERPEE, 8l XELQE, RARBRIATOT7AIUDPKREBICARSINTEY, 2—H—82%Fh
S5NDT7 74 ESD A—RIZ¥F2vO—RL, AN— 74V TCHATBIHENN—BHNTHD, T/cAT—KNT$ VT
FELIA—NICHEREINZ 771V AFBATIHEE RN THD, ChLDT7 71 IILIKBERYREROT7 ST

F—TrvEshFAsn3,

ZHOLET 7MWV ENETET7 ) OBEICKEBEN DD E, BT 7A4ILICEY., TOT7 T OBREEPHAESEN
FEHINTLED, BICEMAT —IBEEFE 17 7M1 IIVEROUNBICE WTIXEIEESLAYAAZPLPT W, HET 7
AINETEAICRBEEBRALCT Y EREL. XBI7MLVOEREOENEERT %,

B 316 ICRTEDIC, RET7MIVRBHERBLRTTVICE>oTHF—TrEn2ETRABGET. WolkkAF—TrEhd
ET7T)DMEEEEBRALALRELZRD S, REENEBNICTOIRBETALLBL T, O BRREFEE2ZHM

¥ (Passive Attack) &ML,

3124 BEHDAY— N7 va1—H—ILL 2B

HEOY— —eXIUTONE |

E AT—tI#ERal) T O

i

i

: ~

! AR—bTH Y—ri—
i Web

! H—E R
i

i ERHIAT—FT4 |

] 1

| UsB A=Y=

B3.17 BEHDZAYN—KI7Av2A—HF—HIT7T)2HET S
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Android AX— 74 VOF7 FYBRRICEWTIK, —fR1—F—ICHLTT7 7)) 2R, BT 2REPEENSARICEE
HEIhhTWD, BEHEINTUVWEIHEEDHTEH, FICADB EEENZRELAT NNy JHEEL, #H#THRDER - BED
RS AEETERETHY . TOHEEICE Y Android AV— N7 4 Y21 —H—(3 OS BBi1TAY T 7 BT A%EBRICITD
ZENTE S,

B317ICRTEIIC. BEHDAY— T3 v2A—HF—IZ ADBEDT /Ny JHEAFIBLTT ) 2@ L. 7Y
NIEADIBREECHEBEICTIEALLIET R, PTIVINMBAZEEN IV —BEOLDOTHDIHEICIERE
ERLRBWA, PPV A—N—F1—H—LADRT—IHRILY—DEETHZBEICHBEERDE, TDEIICAT—
N7+ DaA—H—BENEREF - TCT7TVAHADEELZED ZEDH DI EICHEERNIBES,

3.1.25 A=K7 4 VDAL ICWEE=ZHICKL 2B

AT=FFd )T O

: REOY— it IUT O |
E AR—=kTFFDE LG
i EEHOE=T i
i w §
E . Vo m x| i
: AT—kT4 | Mg i H—si— !
E Web i
i H—EX ;
b y i

318 AX—h74VDELICVWEIEZRHIFE=ZZHLITT)2KET S

AX—hF 72 VI ZDOEFHEDR S P, Bluetooth FDEHEMBIRBEMELZEREL VI I EL S, MENICR
R=h72VDELICVIBEHZE=ZFENLREBINFBZ I EET/NTIAS AV, RBEZI—H—DNADFDN
27 —REBHLICEER LAY, B3.1.8ICRF &£ SIC, Bluetooth BIEMAEEFD 7 7V ICH L T Bluetooth T7 ¥
ALY, AR— M7 VEBREBALVIRIELEZY 5, HICAY— N7 7 VEROBRPHEIBICOWVWTIE, #EE
DEEINLAY—PF 73 VALS—THICHIRVERE LTVWREREESKDONTLESBRETHY., 7TYKE
DEETRBEISINTLEI L EHZDTEEIYVET,
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3.1.2.6 2 RBE

; AT=kFH4 b)) Fo O

HEDY— i~k TR |

i RT— T4 OEESIZLD
| EEHIE=H

Market % o Lt

— X
IGMAGIWHF 4 ko= L OBEHIH=E

ERBIAT—RT4

Use E al_ﬁ-i

K319 AX—b74Y7TVIEHRLABHBICISINATVS

319 INETHPLAEBBEZVEEEDICLARTHS, TOLIICAY—I74x V7T ERY B BRICIE
BAaREDLGHY., COFIEZOITRTEZEZHLTWREDTIERL, HADERINEICE Y. Android 7 7' #HY
ELBBICODWIEHBELD, 77V0EFa 7Rt - X273 —F 14V JICE I LTV EINVETH B, — it
HEABERRY— b 722X 2 ) TABEMERLIZRDODXEZEEAT— M7+ VOBRICDOWTHRIIDEREIREL
TWBDTBEICLTWEEEREL,

e MR9 -+ 72V &9 7Ly bNOEFHNBICBEAIZEF2 YT A4 K34 21 [B R
https://www.jssec.org/dl/guidelines_v2.pdf https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf (English)

e R%—h 72V y NT7—=0tF2Y) T4 EEAAM K1 [B—R]https://www jssec.org/dl/NetworkSecurityGuidel.
pdf

e 2R3 -+ 74O XEBENBIKCSEWTZ2 75TV KRERAA R (R — % hR]
https://www.jssec.org/dl/cloudguide2012_beta.pdf

o TMDM EA - ZBRAREF A4 K1 [B—HhR] hitps://www.jssec.org/d/MDMGuideV 1.pdf

3.1.3 EEDHE L REMRK

AETE CTHERELAEBY Android A¥— M 7 4 VICIERA BRBEINEET %, TNODOBELNS. 7TUHESI TRT
DEEXRET DI L1E. ARICH I IEBPRMUBRLEN SHABRBELH D, TD/H. Android 77 FARE
e PT7VDPBOIEEDEEEPERINDIWEL NILEHITEEE LEZBEEICH LT, BEICHT 22400 R%E
WIS 22 EMRBEICR S,

BEBORERKREZRDZ7D. 7TV TNTNOEEICOVT, TOERE - REICHT 2EMRN - HERE
BORE - AREE (FLEBEB) OHEMBEELEZRFLALT, EEZSHL. 2EBICRERRDOLNILEED
%, NN TRENDEEEZEDL D IRV, EDL DI BRREETHERODHIMELEL 8D, COPERTTIHE
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) NENZTIOFERICELET. PRAEFPHRANBREEDDIVENH B,

SELTII. KA RICBII2BEDHEFRERRDOL ANILELLITICRT,
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R3.15 BESRLREREOL AN

BESR BEDOL NI REBED L NIV

A BEMIBICH-BE. EBEAIZEADIE | Android OS DEF 2 )71 ETI A S, root
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BICERREEBEHZDED, fl) BEIHE | OHBENTHRET 2. UXZFOMERIVEE
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HEERIZT LA,

&AL BEMIBICH-BE, HBEALIIEADE | UXFOMERE X1 ) T4 2HEBL. HER
BICREMBREEEHZADDD, Bl) BEI'HK | ZBELTHERL,
BICHhoiza. HEZMEBOANFICHEEZSER
B2, HOEBERICLYFIFZOH TAN TR
LN,

AAA RICEBWIZ2EED\ERERRKIL. EAMICIKL root ERELIPEDNTWARWEF 2 774 Android IR Z7T3R & L.
Android OS DtEFa Y74 EFTINEFRALLEF 1) T4 EREEEICL TV, BHENICIE. BESFETHLAL NI
UTFOEEICH LT Android OS DEF 2 Y 74 ETILAHEEL TV Z & #F[RIC. Android OS DtEFa )71 ET
WEFRLGRERREZBELTWS,

3.1.4 VYT 1 TRIER

AHA RDODZNUBOXEICEWTEREE. [V T4 TRER] ERIB|LTWS, BIEITHRRELDICT T DK
IMEL DIEREET EICEED L NILPFREBRED L NIV EHBT L RITHIER 550,
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AAT—YDREMEDRIZTE > B BB TURDOEVWEF 27 I—T 1 VIEERTHD, 7O T LICANSINET—
FDI>L, WBEHLNEEN., BENICZOT—IDEELBRFTERETHIEDIITRT, ANT—YDORLUEBRBIVET
HB, LIF, Activity 2 7OV ZALAICRIT, Intent ZFANT—FICRITHEBEEHICLT. ADT—9DREMHER
DEYHICDWTEHRT 5,

Activity B2 (7EX o 7= Intent ICIFHEEZEIMILE T 9P EFNTWBHENENH D, WEFETOTIIHIEEL
TWRWER - EQT—9 2% W72 2&T, 77 DREBMFLEFEHKL. BRELTEALSHIOEF2) T HELEL
SEZDTHZ, A—HF—HBED—AERYBZZEERNTERSAL,

Intent |& action *° data, extras R EDT—9 THERIN DD, WBEI/FIETERT -4 IZTRTREM T RIFHIERS
BV, WEBEHHIETRELT -9 52RD I—RTR, BIROFEAERLAITNIERS AW,

2 BRILANIDEEIL, root RN BINS NI REEN S DIES, APK 87 - EIC & 2% E W o7, Android OS DEF 2 ) 74 EFILHHE
LNERETORENS S, RENMVELABETHHEERELTVWS, ZOLIRBELATFTZHICIE. AndroidOS DEF 21U F 4 EFIIE
BTELQWEDS, BS. #5t. "— ROz 7XE H—N"—FZELEEROFREBEFEDLE CESERHERE2T 5, ThidHM RXE
ICERICET R LS/ onoTirRw L., BRIORRICHEC TEAMBEEREHEERER D -OXRAM ROFRHNE L TWS, root HEREERH S
DHEP APK i - WEREDHELKBICH T 2 RENMVERIGEIE. Android Dt Y /SEZEHIELWEF 1) 7+ EFRICEHKTZ
LEBEDT B,
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(@) BB T—%k. TOVSIHIEELAEHATH> T, BEIFEEDCSHEAAICIE>TVEHN?

O BELTVWBEX, BOHLWDET—Y2ZITM>TH, TDT—9%H D A— RIBEADEEE LA WERIET
g7

RDFEILIEE URL @ Internet £ Web R—T D HTML %#EUS L. BE_ LD TextView ICKRRT 272 ITDBEALY VT
ITHDB, LHOLINICIETEEDYDH B,

Internet £® Web R— M HTML % TextView ICRR$T 2 Y2 FII3—R

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader (url.openConnection().getInputStream());
while ((read=isr.read(text)) !'= -1) {
tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { //...

(a) DER=T lurlstr B’'IE LW URL T#H 3] Z &% new URL() T MalformedURLException AAF4E LARWZ &I L YUHE
BLTW2, LALZINEFRTDTHY., urlstr I Thile/~1 XD URL AEE SN2 & Internet £D Web R—2 Tl
B, REI7 7AWV RATFLED T 74V EBWT TextView ICRRLTLED, TOTSIHEBE LEEEARIEL T
WRWes, (b) DEIRZTm7 L TV,

RISHEFTH B, (a) DERT lurlstr [XIEMRD URL TH > T, protocol I http 7z Id https ICIRES N3] Z & %M
BLTW3, ZhIZ& Y (b) DESTH url.openConnection().getlnputStream() T Internet #2EH D InputStream % ST %
ZENRIEET N B,

Internet _£® Web R— D HTML % TextView ICXRR$ %% 70— RDIBIER

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {

throw new MalformedURLException("invalid protocol);

}
isr = new InputStreamReader (url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}

} catch (MalformedURLException e) { //...

ANT—4 DRELMHEERIE Input Validation & M (EN 2 ERMAtEF2173—F 1 » JEETH %, Input Validation &\
SEEDERNDS (a) DERRDATEMITIT D) DREESNTLEVWABETHS, T—9ETOTFALICA>TELE
ETRRL, TOVZLDEDT—9% MED] EZICHENRETH I LILTEMNFTWLELWL, T URL 6

VBEZEICLTWEREERZWL,
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«IPA T&Fa7 - 70O4 53> 5] hips://www.ipa.go.jp/security/awareness/vendor/programming/index.html
« JPCERT CC Mava ¥ a2 73—7 4 ¥4 X4 % — K CERT/Oracle kiR https://www.jpcert.or.jp/java-rules/

e JPCERT CC [Java Android 7 74— 3 VBIRADIL—ILOEA | https://www.jpcert.or.jp/java-rules/android-j.
html
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REIWCTV /A —%FRAT S

Android TE Z I£ Activity ® SQLite 72 &, 54/ OV =& IlEFa ) T4 BROBEEVWIEDIH D, 5Lkt
Fal)T1AOBEANSTICHEF. A—T 4 VI LTVRERLBIEBREEDKYIATLEIZENH D, TODETIE
BREED Android DF 7/ OV —%FRT5V—VERBELLEEEERD,

4.1 Activity z15% - FIHT %
411 > 7)3—R

Activity NED XD ICFIAIN B HICEL o T Activity DMEZ 2 ) R 7 0B RBHEFENELR D, T I TiE. Activity A
EDEHICHBAINZNEWVWIERT, Activity 24 D2DY 1 FICHE L, ROFETO—IC L > TERT % Activity
NEDIYATTHZIDEHIMTE D, B, EOLDWHEFENAT MK > CEYIRBAEFERARE B720. Activity
DOHARIDREIZOVWTEADE TEHRIAT %,

( L8 )

FHIATOAEBATS

FRHESHD
FAIZHAEENS

WEMITO
FAICHAEENS

k4 h 4
Private Public Exclusive Proprietary
JE4 Bl Activity 4 Bl Activity H—pk+—8 E Activity B # IR 7 Activity

4.1.1 Activity ¥ 1 TBR7O0—

4.1.1.1 3E2F Activity =1E% - #AT 2

N Activity &, A—7 TR TOAFAINS Activity THY. £ 2L EREMEDHE L Activity TH 2,
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B—77YALITTHAINS Activity (FERF Activity) ZFIAT 28IE. 75 A%218ET 2 HRH Intent % 2 (&
BoTHAET7 ) ICIntent ZREFELTLED T &RV, 2L, Activity ZIFUH I RRICHER I % Intent &= IC
Lo THAMONDBNDH D, TD7=. Activity ICEET 2 Intent ICE Y VT 4 TREREBRMNT 2HEICIE. ZD

BRI BEOHDIE=ZFBICHAMOND I EDHRWVEDIC, BYARGEEREET Z2BENH D,
BAFICHENRE Activity 2B RIOH > F)La— K &R,
A2~ (Activity #E3) :

1. taskAffinity 27 L AL

2. launchMode %57 L 7L

3. exported="false” IC& W, BRTRAVICIHAFRBRET B

4. @A—T7F)H SO Intent TH>TH., F{5 Intent DREM%FERT S

5. A7 TVRA—T7 I THZINS, BT 4 TREREZRELTEL

Activity % IERFAEEET % ICIE. AndroidManifest.xml @ activity B3R D exported B % false EIEET 2.

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.privateactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!I-- 3R Activity -->
<I-—— *kRA VN 1% taskAffinity ZBELHRWN ——>
<I-— *kRA Y b 2% launchMode Z1EE LA\ ——>
<I-— %k R4V N 3% exported="false"lZ& Y. BATRMICIELNRERET S -——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

<I-= SUFv—DOEETDRME Activity —->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
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*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may mnot use this file except in compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

*

Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

Q@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.private_activity);

//KRRAVE 4k A=FTIDSD Intent TH>TH, 25 Intent DREMEIRAT S

/T TIVICDERR, [3.2 ANT—9DRLUERET 2] 28R,

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/XZ XA —% [%s] #%|(JEl>7=, ", param),
Toast.LENGTH_LONG) . show() ;

public void onReturnResultClick(View view) {

/) KRkBRAV S 5% FIATT7 TYIERA—T7 7Y THZID, Y oTF 1 TRIEREZRZELTEL
Intent intent = new Intent();

intent.putExtra("RESULT", "t Y I 7F 1 TER");

setResult (RESULT_OK, intent);

finish(Q);

RICIERFE Activity 2RI 200 > F)La— RK%ERT,
R4V b (Activity ZFIHT %) :
6. Activity I2#{59 % Intent IC1&. 754 FLAG_ACTIVITY_NEW_TASK %3%7%E L AL

7. B—7 7R Activity 1& 2 5 235E DR Intent THEUH T
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8. MIRLET7TVIRA—T7 TV THEHE, VT4 TRER%E putBxtra() #FESIFEICRYEEL TH LW

9. A—7 7 A Activity D5 DFERER CTH->TH, RET—YDRLMEHRT S

PrivateUserActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % X ¥ X %X %X X ¥ x x

limitations under the License.

*
N

package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.user_activity);

public void onUseActivityClick(View view) {

// KRBRAV N 6% Activity ICEET B Intent ICI&. 7 5% FLAG_ACTIVITY_NEW_ TASK %E&TE L 72\
/) RRAV N 7k B—T FYH Activity 130 T RIBEDERK Intent THUHT
Intent intent = new Intent(this, PrivateActivity.class);

/7 kRAV N 8k MAXRTTVERA—T ) THED L, vy T 1 TRERE putEztra() ZESHBEICRY
//EELTELW

intent.putExtra("PARAM", "tV ¥ F 1 TER");

startActivityForResult(intent, REQUEST_CODE) ;

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {

(continues on next page)

TR BAY N L2,6 EBFLTWBHAERVTE Intent BB CHAMONEETNAH DI LIERT 2RENH D, ML —
WTvotyvavmalnn, 4123 58BT3,
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super.onActivityResult (requestCode, resultCode, data);
if (resultCode !'= RESULT_O0K) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) kRAY N 9% A—T TR Activity hSDERBEBRTH>TH, BIET —YDREMEHERT D

/) B TIVICDEEE, 3.2 ANT—YDRLLERERT D] 2508,

Toast.makeText (this, String.format("fER [%s] 2% (T o7, ", result),
Toast.LENGTH_LONG) .show() ;

break;

4.1.1.2 /2B Activity 2% - FIET 3

NE Activity (3. TRESHO7 SV ICHBAIN S Z & & BE LK Activity TH D, YLD T7HEE L7 Intent 2%
ET D EDHIIEIEFRIVETH D, £/, 2F Activity ZFIB T 2B EICIE. #EET S Intent AYILD T T7IC
ZEIND, HEIVWERAMOND I EDHB I EITFEIBRETH S,

LURICAR Activity ZE2RI0Y >~ F)a— K&ERT,
RA 2~ (Activity #1E3) :
1. exported="true” IC&k V). BARMICRREERET %

2. %

Intent DEREMEEERT S

i

3. BREZRTIFE, VT4 TRBEREED AL

AndroidManifest.xml
<?xml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!-- R Activity —->
<I-— kRA YN 1%k ezported="true"lZ& Y., BATHICARZEST S -—>
<activity
android:name=".PublicActivity"
android:label="@string/app_name"

android:exported="true" >

<I-- ActionIBEIC K 2HEEM Intent ZRET B L DIC Intent Filter ZEEHER -->
<intent-filter>

<action android:name="org.jssec.android.activity.MY_ACTION" />

(continues on next page)
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<category android:name="android.intent.category.DEFAULT" />

</intent-filter>

</activity>
</application>
</manifest>

PublicActivity. java

/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

L O

L . T

*/

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

package org.jssec.android.activity.publicactivity;

import
import
import
import

import

public

android.app.Activity;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.Toast;

class PublicActivity extends Activity {

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.main) ;

// RKRA VN 2% 25 Intent DREM AR 2
// BB Activity THB-OFATT TUDNTIL DT THIARENENH S,
/)Y TIVICDEEE, 3.2 AAT—9DREMERRT D] 28R,
String param = getIntent().getStringExtra("PARAM");
Toast.makeText (this,
String.format("/N\T X —% [s] %#Z(}B -7, ", param),
Toast.LENGTH_LONG) .show() ;

public void onReturnResultClick(View view) {

// RRAV N 3k HERERTIBA, BV T 4 TREREEDRL
// AR Activity THEIOFATT TUDNTIL I T THDARENENH S,
// RV ZTICRESNTERBEORWERTHANITHERE LTRLTEH XL,

Intent intent = new Intent();
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intent.putExtra("RESULT", "t ¥ ¥ 7 4 7T TIEARVER");
setResult (RESULT_OK, intent);
finish();

RICAR Activity 2RI 2804 > FILd— R%ERT,

R4V b (Activity ZFIFHT %) :

4. BT 4 TRIBEBEZEEL TR SV

5. BRERITIBI5A. BMRT—ID0REMEZRRAT S

PublicUserActivity. java

/*

*
*
*
*
*
*
*
*
*
*
*
*
*

Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

try {
/) RRAYRN 4k BT TREREZEEL UIRSHRL

Intent intent = new Intent("org.jssec.android.activity.MY_ACTION");
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intent.putExtra("PARAM", "tV I T 1 TTIEARWER");
startActivityForResult (intent, REQUEST_CODE) ;

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFS Activity ARDHM SV, ", Toast.LENGTH_LONG) .show();

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

// kRAY N 5k EREZITNMDHBE, BRT—IDORLMEEHRT S
/) B TIVICDEEE, 3.2 AT —9DRLUMERERT D] 2B,
if (resultCode '= RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");
Toast.makeText (this,
String.format ("fER [%s] Z#Z(FE o7z, ", result),
Toast.LENGTH_LONG) .show() ;
break;

4.1.1.3 /A— hF—IRE Activity 562 - FIFT 3

N— K F—RE Activity (&, FEDT TVEIHSFETE S Activity TH B, N—hF—0EO7F7Y EBHTTY
DEHELTOVRATLERER L, = =7 7)) OB TR BRPEEEETIDICFIAIN S,

Activity ZF O I ERICER T % Intent [FE=FICL > THRAMONZ2BNAH B, ZD7&H. Activity IZ3EfEF % Intent
iKY YT 4 TREREBINT 2HBEICIE. TOBBRIBROHIE=ZFICHA MO ND I DRV IC, BERK
ISERET 2HELNDH D,

AT/ —= M F—BRE Activity ZEZRIOY > ) a3— RERT,

R4V N (Activity 21E3) :
1. taskAffinity Z¥§7E L &L
2. launchMode Z#57E L 78\
3. Intent Filter % E#&H ¥, exported="true” #BATRMICERET 2
4. FIATT 7Y OFERAENFTTA M) A MIBHR I TVWD I &2 HRT D
5. "= b F=TF)DSOD Intent TH>TH., Ff5 Intent DREMEHRT 3
6. "= b F—TFVICARLTEWERICRYRZEL THW

RIARN)ZANEAWET T OBRAEICDOWTIE, T4.132. FAT7 7Y 2HRT 2] 2883432 &, £/, KD
A M)RMNIIEETZHAET T OHERAE/\y ¥ 1 {EOERAEIE 15.2.1.3. 77 OHPAED /Ny > 1 {EEHET S
ikl EBRTB &,
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AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— N—=KF—MRE Activity ——>
<I-— ) RAV M 1K taskdffinity ZIEELAL -->
<I-— R4V b 2% launchMode ZIEE L AL -->

<I-— kR4 b 3k Intent Filter 2 EHRET. ezported="true"%EARMICERET S

<activity
android:name=".PartnerActivity"

android:exported="true" />

</application>
</manifest>

-—>

PartnerActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

*

*

*

*

*

*

* http://www. apache.org/licenses/LICENSE-2.0

*

*

*

*

* See the License for the specific language governing permissions and
*

limitations under the License.

*/
package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;

public class PartnerActivity extends Activity {

/) Kk 4.1.1.3 - KAV 4k RATRT T DIARENTT7A MY XA MIBEHINTWE I L EHRT D

private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
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boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN—KF—=TTY org.jssec.android.activity.partneruser DFEBAE/\v > 1{E% B
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug 7
// debug.keystore D "androiddebugkey "DIFEEAE/\v < 1{#
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255"
// keystore @ "partner key"DIEBAE/NvY > 1fE
"1FO39BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFEBRICMHDNA— N F—7 ) &8, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

/7 Kk 4.1.1.3 - RAV K 4k FIATT T OFERAENFTA M)A MIEHZINTWSEZ L 5HERT S
if (!checkPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText (this, "FIATT7 TV E/ = F+—=F 7 Tlxiw, ",
Toast.LENGTH_LONG) .show() ;
finish();

return;

/) Kk 4.1.1.3 - KAV K5k "= F=TTYMNSD Intent TH>TH., RIS Intent DREMEEIRT 2
/) Y TIVICDEEE, 3.2 ANT—9DLLEEHERT 2] #5081,
Toast.makeText (this, "/S—hF—T7 TUNST7 U2 HY", Toast.LENGTH_LONG).show();

public void onReturnResultClick(View view) {

// K 4.1.1.3 - RAV K 6%k NR=KF—=TTYICHARLTEWERICRRYEZELTEW
Intent intent = new Intent();

intent.putExtra("RESULT", "/X— hF+—7 FUICERL TLWER");

setResult (RESULT_OK, intent);

finish(Q);

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

L O R T S

http://www.apache.org/licenses/LICENSE-2.0

(continues on next page)
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Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectfic language governing permissions and

L R R

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /31 K

sha256 = sha256.toUpperCase();

if (sha2b6.replaceAll("[0-9A-F]+", "").length() !'= 0)
return false; // 0-94-F UHNDXEHLH S

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGY DEMRD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEFED/NY & 1 {BEEMRD/NY & 1{B%HET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager ® API CEIEMREIN AIRE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIHEE PkgCert DHEEAFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);
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PkgCert. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHERAIEHEHDDRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {
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return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("7%02X", b));
}

return hexadecimal.toString();

RISIN— K F—BRE Activity ZFIB T 2@DY > FII—RERT, ZZTE/NN—KF—RE Activity EFUTH T HE
=AY 5,

A2~ (Activity #FIHT %) :
7. MAKL/R— M F—RE Activity 7 7'V OFIBAZEN R 74 MY A MIBHINTWR I & 2ERT 2
8. Activity IZ3%f59 % Intent ICI&. 754 FLAG_ACTIVITY_NEW_TASK %% & L7 W
9. MAKLN— M F—RET 7V ICHT L TLWERI putExtra() ZHE D BEICRYEEFL TEW
10. BARAY Intent IC & W /8— M F—FRJE Activity #[EUH S
11. startActivityForResult() IC & W /38— b F—[RE Activity Z MU H
12. R=RF—RETFUDSDERBEB/TH > TH., 215 Intent DRLMAEHRT S

RIARMNY)RNERWET7 ) OERAEICOWTIE, T4.132. FIFATT7 7)) 2HRd 5] 28BT52 &, £/, 1KY
A RNYRMIIEBETZHMET 7Y OIEBREE/NY 2 2 EOBRAEE [52.13. 77U DIRAEZED /Ny > 2 {E5HRT 2
ikl BRI &,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.partneruser" >

<queries>
<package android:name="org.jssec.android.activity.partneractivity" />

</queries>

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

(continues on next page)
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<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>
</application>
</manifest>

PartnerUserActivity. java

/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

L O . T O

L . T

*/

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

package org.jssec.android.activity.partneruser;

import

import

import
import
import
import
import
import

import

public

org.jssec.android.shared.PkgCertWhitelists;
org.jssec.android.shared.Utils;

android.app.Activity;
android.content.ActivityNotFoundException;
android.content.Context;
android.content.Intent;

android.os.Bundle;

android.view.View;

android.widget.Toast;

class PartnerUserActivity extends Activity {

/) KkRA YN 7k FIREEA— N F—RE Adctivity 7T QFEBAEN KT A MY R MIBHINW TV I LRI S
private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {

}

boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN— N F—BRIE Activity 7 T') org.jssec.android.activity.partneractivity DIEBAZ/ Y ¥ 1% FEF
sWhitelists.add("org.jssec.android.activity.partneractivity", isdebug 7

// debug.keystore D "androiddebugkey "DEFEAE /N < 1 {B

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore D "my company key"DFEEAZ/\v P 18

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// UFRRICH D/ — ~F—IRE dctivity 7 7Y 288, ..

private static boolean checkPartner(Context context, String pkgname) {

(continues on next page)
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if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

private static final int REQUEST_CODE = 1;

/7 FIREDIR— b F—IRE Activity ICBT 2158

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.partneractivity";

private static final String TARGET_ACTIVITY =

"org.jssec.android.activity.partneractivity.PartnerActivity";

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

public void onUseActivityClick(View view) {

/) KRBRA YN 7h FIRKNA—NF—RE Activity 7 7Y DFEBAENTT7A4 MY XA MIBEHFINTWB I & 2HRT 2
if (!checkPartner(this, TARGET_PACKAGE)) {
Toast .makeText (this,
"M% Activity P FVIEERTA M) R MIEGIATWAL, ",
Toast.LENGTH_LONG) .show() ;

return;

}

try {
Intent intent = new Intent();
// KkRA UK 8K Activity ITEET B Intent ICIE, 754 FLAG_ACTIVITY_NEW TASK %R 7TE L 72
// hkRAV N 9k FIRAELENR—MF—RET7 TVICHARL TEWEREZ putEztra() ZHEIBEICRYEELTEIW
intent.putExtra("PARAM", "/S— K F—T7 T YICRRL TEWIER");
// kRA TS 10k BETRM Intent ICK YW /X— N F—[RTE Activity ZFUHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
// kRA VK 11K startdetivityForResult () IC& W/R— M F—FRTE dctivity ZIFUHT
startActivityForResult(intent, REQUEST_CODE);

}

catch (ActivityNotFoundException e) {
Toast.makeText (this,
"FIFASE Activity BNRDOM SRV, ", Toast.LENGTH_LONG) .show();

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode '= RESULT_O0K) return;

switch (requestCode) {

(continues on next page)
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case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) RRAUN 12k R—=hF—RET7 T)HSOFERBERTH>TEH. Z(E Intent DREMEHRT S
/) B TIVICDEEE, 3.2 ANT—9DLLEERERT D] 2801,
Toast.makeText (this,
String.format ("#ER Vsl #Z(FTE 57, ", result),
Toast.LENGTH_LONG) .show() ;
break;

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X ¥ X *x %

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /34 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UANDXFNH 2

(continues on next page)
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mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGT DEMRD/NY ¥ 1 EZEIGT 5
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY & 1EEEBRD/NY ¥ 1EELET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TBEEMRELH AHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& PkgCert DIiRe%=FIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
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correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // EHERAEHEHLRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256").digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.1.1.4 B#HEE Activity 5163 - FIFIT 3

HALBRE Activity |, BHUAD T FUHNSHAIND I &5 EIET D Activity TH B, BHOBHET ) TYRF
LEREER L. BT 7DD BRCHEEEETFLDICFIASIh S,

Activity Z IO HIBRICERY 5 Intent IFEFE=FICL > THRAMSONDBNDH D, D7, Activity ICIEIET 5 Intent
K Yo T 4 TRERERINT HEICIE. TORERIBROHLE=ZFICHAMOND I &DRVE DI, BEEIHH
INEERRT 2VELNDH D,

LUFICB#RE Activity 2210 > 7))L a— R &R,
AV~ (Activity #E3) :

1. B E% Signature Permission * &9 %

2. taskAffinity 257 L AL
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3. launchMode Z 87 L 72\

4. B EZ Signature Permission # BRXEE ¥ %

5. Intent Filter % EZ& 9. exported="true” ZBARMICFEET %

6. B E % Signature Permission B 7 7V ICL Y ERSINTWB I & 2R T 2
7. B 77U DS Intent TH>TH. 25 Intent DR LM EHRT 2

8. MATX7Z7FVIKBEHRHT TUTHINS, BT 1 TRIBEREERELTLL

9. APK % Export §2 & ZIZ, FIRATT7 7)) L ALCHREERTAPK 2EHRT 2

AndroidManifest.xml
<?rxml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.inhouseactivity" >

<I-- kRA U~ 1k MEER Signature Permission ZEHET > -—>
<permission
android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-- BHRE dctivity -->
<I-—— kRA VN 2% taskAffinity ZBELHRWL ——>
<I-- %EA ¥k 3%k launchMode Z]EL AL -->
<I-— kRA Vb 4k MEESR Signature Permission xBREET 2 -->
<I-— kRA VK 5K Intent Filter EHET. exported="true"%EBARMICEET D -—>
<activity
android:name=".InhouseActivity"
android:exported="true"
android:permission="org. jssec.android.activity.inhouseactivity.MY_PERMISSION" >
</activity>
</application>

</manifest>

InhouseActivity.java

/*
Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");

You may obtain a copy of the License at

*
*
*
* you may mnot use this file except in compliance with the License.
*
*
* http://www.apache.org/licenses/LICENSE-2.0

*

*

Unless required by applicable law or agreed to in writing, software
* distributed under the License ts distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and
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* limitations under the License.

*/

package org.jssec.android.activity.inhouseactivity;

import

import

import
import
import
import
import

import

public

org. jssec.android.shared.SigPerm;

org.jssec.android.shared.Utils;

android.app.Activity;
android.content.Context;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.Toast;

class InhouseActivity extends Activity {

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BHOEREED/NY & 2B
private static String sMyCertHash = null;

private static String myCertHash(Context context) {

if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DILEAE /v ¥ 1{B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"DIEFAZ/\v ¥ 1 1B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
}
return sMyCertHash;
}
@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.main) ;

// kBRAY N 6Kk MEESR Signature Permission NERT TVICKYERINTWE I L 2R T D
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JEEZ Signature Permission AABE#T7 SV ICK U EZRIhTULARL, ",
Toast.LENGTH_LONG) .show() ;
finish();

return;

/) RRA YN THh BRTTUDNSD Intent TH>TH. R1E Intent DREMEHRT

/Y TIICDERRE, [3.2 ANT—9DREM%HERT 2] 28R

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/X5A—% [%s] #%(JE>7=, ", param),
Toast.LENGTH_LONG) .show() ;

(continues on next page)
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public void onReturnResultClick(View view) {

// kRAV N 8k FATT TVIEBHT T THIHL. £ T 1 TRBEREZRELTLL
Intent intent = new Intent();

intent.putExtra("RESULT", "t Yo7 1 7TRIER");

setResult (RESULT_OK, intent);

finish();

SigPerm. java

/%

*

Copyright (C) 2012-2021 Japan Smartphone Security Association

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X % * X%

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName % EZ LT TV DNy r—IZ5WMET
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pn.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHFAEIEKEIZL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1 EEERD/NY & 1EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager ® API CEEIMRIIN AL

(continues on next page)
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return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIH&E PkgCert Z#FAL. Ny Y2 EEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X ¥ X *x %

limitations under the License.

*
N

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();

PackageInfo pkginfo =

(continues on next page)
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pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EHEAEHRDAEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 k9% APK % Export 5 & =2, FIATT 7)) ERAILHAKERT APK 2EELT 5,

™ Generate Signed APK

—

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | [ Choose existing... |
Key store password: | «r«----
Key alias: ' my company ke [ |
Keypassﬂord: [....... l

[] Remember passwords

Help |

|m|canoel_|

412 FMARTT T EEURAKERTAPK 2EL£9 5

RICBHRE Activity ZFIAT 200 Y F)a— NERT, I TIEERRE Activity 2O HE% AT 2,

R4V M (Activity ZFIFHT %) :
10. ¥ B E# Signature Permission #FHEE T %
11. #BE % Signature Permission B 7 TV ICL U ERI N TWS I L 2RI S
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12. MA%T 7 OFAENBHDIARETHD I L EHRT D

13. MAET7TVRE/HT TV THEHNE, £ YT 4 TRIER%E putExtra() ZEIHBEICRYZEELTEL W
14. BA/REY Intent 12 & W B#BRE Activity ZUH T

15. BR7 7D L OBRBEERTH > TH, 18 Intent DRLMEHRIAT S

16. APK % Export $2 & %2, %7 7 L RAUBERERTAPK 2 BL7 2

AndroidManifest.xml
<?rxml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.inhouseuser" >

<queries>
<package android:name="org.jssec.android.activity.inhouseactivity" />

</queries>

<I-- kRA VK~ 10k MEESR Signature Permission ZFHEET 2 -->
<uses-permission

android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name="org.jssec.android.activity.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseUserActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* 0% % %X %X X ¥ X %X X X ¥ %

limitations under the License.

*
N

(continues on next page)
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package org.jssec.android.activity.inhouseuser;

import org. jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class InhouseUserActivity extends Activity {

// RIA%K®D Activity 1EIR

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.inhouseactivity";

private static final String TARGET_ACTIVITY =
"org.jssec.android.activity.inhouseactivity.InhouseActivity";

// B#®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BHORED/NY ¥ 2{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MEEEAE /v > 1{#
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZ/\v > 21{E
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8S88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

// kRA VN 11 %k MEES Signature Permission NEH T TVICL W ERINTVWEZ L 52HRT S
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JEEZ Signature Permission BT 7V ICKUERINTULARL, ",

(continues on next page)
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Toast.LENGTH_LONG) .show() ;

return;

/7 kBAV N 125 FIAELET7 T OFAELIEHOIRAETH D Z & 2R T D
if (!PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText (this, "FIA%T 7Y IEB#T7 7Y TldZA W\, ", Toast.LENGTH_LONG).show();

return;

try {
Intent intent = new Intent();

/) RRAV S 13 % FIRET7TVIEEHRT T THZIZHE, VYT 1 TRERE putEztra() ZEDHBEICRY
EELTELW
intent.putExtra("PARAM", "V T 1 TIRIER");

// kRA N 14 % BARH Intent IC& W BHIRE Activity M UHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult(intent, REQUEST_CODE);

}

catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFASE Activity BARDM SV, ", Toast.LENGTH_LONG) .show();

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {

super.onActivityResult(requestCode, resultCode, data);
if (resultCode !'= RESULT_0K) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

7/ kRAV N 15Kk BRHT TN SDOREREBTH> TH, 2 Intent DRLMEHRT S

/Y TIVICDERE, [3.2 ANT—9DORLMEHRT 2] =58,

Toast.makeText (this, String.format("f&R [Vs] ZZ(FH 57, ", result),
Toast.LENGTH_LONG) .show();

break;

SigPerm. java

/*
Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License”);
You may obtain a copy of the License at

*
*
*
* you may not use this file except in compliance with the License.
*
*
*

http://www.apache.org/licenses/LICENSE-2.0

(continues on next page)
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Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectfic language governing permissions and

L R R

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName # E&H LT T )V DNRy r—IZ%WMEBT 3
PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packagelName;
// JE Signature Permission DIHFEIFKBIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED/NY & 1{BEIEBD/NY & 1{EZLET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TEZEMRIEH AIEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D{AEIL PkgCert ZHFA L., Ny Y2 EZIB L TLHEKT S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

*
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

56
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L O T

*

*

*

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHEDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {

if (data == null) return null;

(continues on next page)
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final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));

}

return hexadecimal.toString();

* R4 b 16 %k APK % Export § 2 & 22, FIALET7 ) ERLUBAREERT APK 2EELT 5,

" # Generate Signed APK |

store path: C:¥jssec¥Projects¥keystore
Key pa 1 ]

{ Create new... I I Choose existing... I

Key store password: L ....... ]
Key alias: | my oumpany;D m
Key password: [ ]
[C] Remember passwords

(oo ) IR () (]

413 HMAXTS) EURARERTAPK 2EEY 2

412 IL—IVT vy

Activity Z¥E SR, F7zI Activity IC Intent Z3EE T ZBICIEUTOIL—ILETFZ T &,

1. 77)VRTOMMEAT % Activity (FIERBIRET 5 (MA)

2. taskAffinity ZE L&V (W7R)

3. launchMode %87E L2\ (H7R)

4. Activity 123315 % Intent \2\& FLAG_ACTIVITY_NEW_TASK %% E L7V (WAZEA)

5. 218 Intent DRLM%AWRT D (WEHE)

6. B E Signature Permission \&. B 7 7)VHNEHRLLIEE2RRBELTCHAT S (WA

7. HERBEBARTIBEICIE. BREXT ) HSOBRERRRISERET 2 (BA)

8. FIASE Activity H'EITE T & 2358 1XBATRM Intent T Activity ZFIB$ % (7H)

9. FIALK Activity S DRY Intent DREMEHRT 2 (WAH)

10. 3t DRFET 7Y & BT 2B EIEFIAE Activity 5HRT 25 (WAE)

1. BEX ZRNICRBET 2158I1IC1E. ZOBEOREOREKELHERT D (BEA)

12. Yo T4 TRIBERIITEZRY ESAL (HEEE)
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41.21 77YVRTOHMERY % Activity FIFEAREET 2 (BEH)

BA—77VAISDOHFAINS Activity (FD 7 7)) 5 Intent % ZIFENBDHEN ARV, £/2Z DK DA Activity T
IEFARES Activity ZHET % Intent ZIBE LRV EHZV, ZTD &K DA Activity IFBIRMICIERARZREL. FELH
Activity &9 %,

AndroidManifest.xml
<!-- FENFA Activity -->
<I-— Kk 4.1.1.1 - R4V M 3% ezported="false"lC&W. BARMICHERFHEEZETZ ——>
<activity
android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />

BA—77VANSDHFAI NS Activity Tl Intent Filter 252 B T % & 5 REREHE L TiEA 572\, Intent Filter D%
BE, A—77Y)HNOIEAR Activity ZHUHT DE Y TH. Intent Filter MEATHUH LA ZICEHETHT T D
Activity ZIFUH LT LE D AaEES H 5. 5¥MIE. 7 RANY R b T4.1.3.1. exported 327 & intent-filter 5% & DA E
t (Activity DIHE)] 2B5RT B &,

AndroidManifest.xml (FEHELE)
<I-- FERE Activity -->
<I-— Kk 4.1.1.1 - R4V M 3% ezported="false"lC& Y. BARMICHERFHEZET D ——>
<activity
android:name=".PictureActivity"
android:label="@string/picture_name"
android:exported="false" >
<intent-filter>
<action android:name=" org.jssec.android.activity.OPEN />
</intent-filter>
</activity>

4.1.2.2 taskAffinity #35E L2V (KHA)

Android Tld. Activity ¥ 2 7IC& > TEHEIND, YR VDAL, JL— b Activity DFDT7 74 =ZF 1 ICK > TR
EIND, —ATIL— MUAD Activity ICBEL TIE, FIBT B9 RIDT 74 =T 1 EIFTIRRESI NG, Activity Dit2
BE— RICEMEIETS B, 35/ T4.1.3.4. )b— b Activity IZDWT ) 28R 32 &,

T 74 MEETIES Activity Xy 5 —V 5T T4 =T 1 &L THEHD, ZOHKR, 9227V T &ICE
DHETHNBDT. A—7FVRDOLTO Activity FRA—9 RV ICFIBT %, YR VDEYHTEEET 3ICIE,
AndroidManifest.xml ~DBRMA T 7 4 =5 1 58P, Activity ICEET 2 Intent ND 7 TR EETNIE LW, 727
L. 9RVDENYETEER LGSR}, 029X VIZET % Activity ICEE L7 Intent Z 517 TV IC& > THAH

tLARRMELD B,

Y YTF 1 TRERESTHEE Intent B & URAE Intent DRABEZAISONAWE S ICF % ICIE. AndroidManifest.xml
A ® application B3R & U activity B3R T android:taskAffinity ¥ EEEH T, T 74k (v r—YZERA—) DF XIS
ITRETH D,

PATFICIEREE Activity DYERRI & FIFEAIC S 1T % AndroidManifest.xml % R9,

AndroidManifest.xml
<l-—— Kk 4.1.1.1 - R4V N 1% taskdffinity ZIEE LRV —->
<application

(continues on next page)
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(continued from previous page)

android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<l-= Kk 4.1.1.1 - R4V b 1% taskAffinity Z_E LRV -->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-- FENF Activity ——>

<l-— Kk 4.1.1.1 - R4V M 1% taskdffinity ZIRELARL -->

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

YR ET T4 =7 1 DFEMARMESIE. [Google Android 7O 72 XV Al 2. %% W&, Google Developers API
Guide “Tasks and Back Stack™>® M8 & O [4.1.3.3. Activity ICEIE SN D Intent DEFHILY (Android 5.0 £ V) BID
N=2 3 22DWT)L T4.1.34. )b— b Activity I22WTI 28BI 22 &,

4.1.2.3 launchMode #3iEE LA\ (W4E)

Activity DB E— R & 1d. Activity U HTERIC, Activity DA Y R 9 V ZDFREMRP. ¥ R U DFHELERK % HIE
TEEODRETH D, T 74 MEEIL standard” TdH %, “standard” 52E Tld. Intent % > T Activity ZFUH T
EEIICRBICHBAVRIVREER L, § RV IEETH LA Activity BNBT 29 X 7 ICHEWV. FRICI R I DPERS
N3 EERW, YRIDPFIRICER SN S &, BUH LIC#E > 7 Intent BBID T 77 hS5HHIY TREICA D, DI
O, VYT 1 TRIERE Intent [CELIHFAICIE. Activity DEENE — RICIE standard” 2 FAVZRETH 5,

Activity D#2E)E — K i& AndroidManifest.xml P(C T android:launchMode CTBIRHIICERERBETH B H. LR DEMHIC
&Y. & Activity ICR L T android:launchMode %8R $. % T 7 4 ) hDF £ standard” & T E2RETH %,

AndroidManifest.xml
<!-- 3ERFA Activity -->
<l-- % 4.1.1.1 - R4V b 2% launchMode HIEE LA\ -->
<I-- Activity I3 launchMode Z1RER T, BT 74 DX X" standard” &2 -->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

(continues on next page)

2 ST)I, BEH. RSP, BEA. LA, WA, £, 17HZ [Google Android 7OV 5 IV U AM] (FRF— - AF4TT—F 2, 2000E7H)
*3https:/developer.android.com/guide/components/tasks-and-back-stack.html
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<!-- FENBE Activity ——>
<l-— % 4.1.1.1 - R4V~ 2% launchMode ZIEE LRV ——>
<I-— Activity IZIE launchMode ZI8EE T, EAET 74N MDE X" standard” &T2 ——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

[4.1.3.3. Activity IZ3EE SN 5 Intent DFRHELY (Android 5.0 &Y EID/N—2 3 IZDWT)L, T4.1.3.4. Jb— b Activity
ICDoWTl 28R 32 &,

4.1.2.4 Activity (Z3#{59 % Intent iC1d FLAG_ACTIVITY_NEW_TASK %&&E LA\ (7R)

Activity DFBEIE — NI startActivity() # % LM startActivityForResult() DRITRICHERT T2 Z & ATRETH Y. ¥R
IHDFIRICERSNBIFENH D, TDoH, Activity DIBEIE— RERTRICERELAWVWEI LT 2RENH B,

Activity DR E— K% ZEHE$ % IC 1. setFlags() ¥ addFlags() # AW T Intent IC7 57 %% E L. Z O Intent %
startActivity() & 7zl startActivityForResult() DB|$ & § 2, YRV EFHRICER T 52726 D 7 5 J'1& FLAG_ACTIV-
ITY_NEW_TASK T#% %, FLAG_ACTIVITY_NEW_TASK M ESI N3 &, FUH I/ Activity DY R 7B/ &
TS0V RHBZWEIT72T TS50V REICEELRBRWESIC. FIRICY R I’ EREI NS, FLAG_ACTIVITY_MULTI-
PLE_TASK & FLAG_ACTIVITY_NEW_TASK ¢ ERICERET 22 &5 TE D, TDFEICIE. IR I DD THIRER
TN, EFELDREEIRIVEERTDAREENDH D70, VYT 1 TRERERD Intent ICIEFRELAVED IS
TRETH D,

Intent MEEHI

Intent intent = new Intent();
// Kk 4.1.1.1 - KAV N 6K Activity ISERET B Intent ICIE. 759 FLAG_ACTIVITY_NEW_ TASK %F%TE L &L

intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", "tV o5 4 THRIER");

startActivityForResult (intent, REQUEST_CODE) ;

2. Activity IC3%1E9 % Intent |- FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 75 7 #BARMICRET 5 &
T, YRIDPERSNIZE L THEZORBLIHAMONABWVWEIICTEZ EEZSZDE LWL, LOLARDYL, 2OA
FEERWTHEFINE Intent DAB % 5RHIRD Z &N AIBETH D, L72h > T. FLAG_ACTIVITY_NEW_TASK Of§
Rk aRETHD,

4.1.3.1. exported &€ & intent-filter ZE DA E DL (Activity DIFE)] B LU 14.1.3.3. Activity IZEE I NS Intent
DAY (Android 5.0 L YWRID/N—2 3 VIZDWT)L, T4.1.34. Jb— K Activity IZDWT] BRI 3B &

4.1.2.5 Zf5 Intent DL LM ZHRT S5 (BR)

Activity DY A FICE > THETFIRVIZEMRZH, 215 Intent DT — 4 BT BBICIE. £ T 215 Intent DR
mu\batjntif&bab\

NB Activity IZTHEEZHEO 7 7 55 Intent 2FFENZ 728, TILD =7 DKE Intent #F T BTREMENH B, FE

AR Activity IZftRD T 7Y D5 Intent X EEZITERZ Z &3 W, LMALE—T7 7Y RO Activity BMED 7 71 H
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5% (FEY o 7= Intent DT — 4 % FEABY Activity ICERET 22 &M H B7-8H., Z/E Intent EJ\FHICKLTHBEEZT
AR50, /18— M F—[RTE Activity P B#IRE Activity I ZDHBED ) 2RI TH 27z, LY ZE Intent DRLM
RS IVENDH B,

32, AT =9 DREMEHRT 2] 28RITBIE,

4.1.2.6 M E7EH Signature Permission (&, B 7 7N ERL I L 2HALTHAT S (WE)

B#T7 7Y EIISHATE 2BHIRE Activity 2 F 2B E. B EH Signature Permission (& W) R L 22 (¥ hif
2 572V, AndroidManifest.xml T ® Permission E#. Permission E3XKEE 72} TIXREIF R +HTH B0, 52
Permission & Protection Level] @ [5.2.1.2. JRBEZFE D Signature Permission TR 7 7)) B# ¥ 5 Hi%] 75:’3?.’13’%;
&,

4.1.2.7 BRBEBEIRITIBAICIE, REXT T DS OBREBRRICER TS (BH)

Activity D% 1 FIZ& o T, setResult() AW THREREZRET IEORELRT7 ) OERENELR D, AR Activity
NMERBRERET 2156, BRRELETZTUNTLII T THEIHAREMELH Y., BREBRIBELF - TEDNILZE
RN H D, FEAR Activity ¥ BHIRE Activity DIBE &, ERIREELIZBRET Y THI-OBERBROBWVWEDHF
YOBET 2REIFRV, /X— N F—FRE Activity DIFEIFZDOHBEICMHET 2.

ZDE DI Activity D SFERBEBRZIRTIHEICIE. SBELET T H 5 DBERBEBOFRICER L 2T hEB540,

EREHRZREY 2158 DA

public void onReturnResultClick(View view) {

// Kk 4.1.1.3 - KAV KN 6%k "= =T FYICERL TEIWBRICBRYERELTELW
Intent intent = new Intent();

intent.putExtra("RESULT", "/S— M+ —7 7V ICBRL T VER");

setResult (RESULT_OK, intent);

finish();

4.1.2.8 FIFAS Activity 'EE T Z 2355 (3BARH Intent T Activity 2532 (%7H)

EERAY Intent IC& Y Activity Z#FIET % &, RIEHICED Activity I Intent H°3%45 S 1 % HMid Android OS FHICA S
TLED, LY 7IC Intent BEFEINTLED EEHRFESEL B, —F. BARE Intent IZ & Y Activity ZFl
B9 %&. FBELK Activity UA A Intent 2 FEFT 22 & IE B HBHNRETH S,

WEBAEFEZ 7T (D Activity) 21— — BRI E 4L, FIASK Activity ZRITEFISRE LZWEEERITIE.
FU% Activity IEBH SN LHBEETE S, DK DR Activity Z#FIH T 258 ICIZBARM Intent ZFIBITRETH S,

B—7 7Y A®D Activity % Bi7RH Intent THIFAT 3

Intent intent = new Intent(this, PictureActivity.class);
intent.putExtra("BARCODE", barcode);
startActivity(intent);

ftbd 7 71) DA Activity % BA7REY Intent THIFAT %
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Intent intent = new Intent();

intent.setClassName (
"org.jssec.android.activity.publicactivity",
"org.jssec.android.activity.publicactivity.PublicActivity");

startActivity(intent) ;

R LD T 7Y OAR Activity ZBA/REY Intent TRIA L723BEH. BFL Activity 2ETCT7 TUDNYIL I T7TH S
AREMEDL B B, FBERENY T —VZTRELALELTEH, BFETF)DREEINT 7Y ERALNRY F—I ZEFEDHBY
TT)THDAREMEDHDENLE, TDEIR) AT EHRLIEZWGEEIE, /I— M F—RE Activity ¥ B#RE Activity
DERZRNT I2LENH D,

[4.1.3.1. exported FRE & intent-filter %2 E DA E DT (Activity DIFE)] HBRT B &,

4.1.2.9 FIRA% Activity 55 DREY Intent DR 2 2HET 2 (BE)

Activity DY A4 FICE>TETYRVIZERZ D, RYMBEELTREL Intent OF —4% 2B K. £T2E
Intent DEREMEFER L RITHIEAR SR,

FIA% Activity B2 Activity DIFE. REFEDT T HSEREY Intent 22 (FEZ 72, IV 7 DKE Intent % 5%
ITERBETREMED D B, FIFAS Activity D' IEAR Activity DIBE. B—7 VAN SEREY Intent 2ZIFEZDTY RV 1E
BOWEDICEZDNBED, T 7Y SZIFE o7/ Intent DT — 9 ZEBHICEVEE LTEET DI D H D7D,
ZME Intent Z ERHICRETH B EEZ TIMR BV, FIASK Activity 25/3— b F—RE Activity ¥ B#BRZE Activity
DZA. TOFEDY RV TH B, P YZ(E Intent DRLMEHERT D2VENDH S,

[32. ANT =9 DLeM%ikRT2] 28RITBI &,

4.1.210 et DBET 7Y LEHET B5E IEFIA% Activity =R 5 (MR

it DEET ) EEETDHBEICIEETA M)A MK PBRAELH D, B7 TYRICHEELET 7 OFERE/NY
DanFORBLTHEL, FIALEDHBENY Va2 tRFELTVWRARAENY AN —HIT 20 %2R ITHI&T, &
DEFELT7TVICIntent ZFITT DI EEFSCIENTE S, BEFHNAREREICODVWTRY Y FILd—RKEosvay
M4.1.1.3. /8= N F—RE Activity 2% - FIFHT 2] 28RIT DI &, £/, RAMAFMICEAL TIE M4.1.3.2. #AT
7T aMERT 51 aBRT LI &,

41.211 EEZ ZRMICIRHT 258101, TOEEDOTCROREKEZHEE TS (BA)

Permission IC& W RESN TV BEREES S UOBBEEELMOT7 7Y ICTRAICIRET 2158101, REET 7)) IC
X L CE—® Permission ZEKT 270 E LT, TOREKEZHER LA TNIER S5, Android @ Permission £+ 1
D74 ETINTIR, RESNEEEICHTZTTUYDNLDEET IV ERICDOVWTOAEREELZITY. OMLKRLOE
HICEY, 77V ICRBINAEENSSICHOT TV IZ, REDOLOHICHER Permission ZERT 5 2 & Rt
NZABEMEDH D, T DI &Id Permission 2B ZEE (Redelegation) L TW3 Z & & EEMICEMARD T, Permission D
BEREBBEEMIEND, [5.2.3.4. Permission DBEZZERZE] #8RT5I &,

41.212 V274 TRERIETZEBRYZESL (HLE)

TRELZHOT 7)) EEETIIFEICREY YT 1 TRIEREZE > TEASARW, BEDT T EEETZIFEICEW
TH, BERLABAWT Y IC Intent ZFRITLTCLE-BEPE=EFICL 2 Intent DL ETHERNFRBLTLEDS Y
29D H B, [4.1.3.5. Activity FIREEOOJHAICDOWTI 28BS B &,
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YT 4 TRIEREZ Activity IOERT 2546, TORBRORHE) R EREFLATRIERSRV, 2 Activity 1I2:%
FLAEBRIEDTRET 2 EEZARITNIERSRVL, £h/— M F—RE Activity Y B#LRE Activity (2344 L 7215
HZN 5 Activity DREZICIKTF L TERKRRY R VDKM H 5, FELF Activity ICER T 2ERICE>TH. Intent D
data ICE D7 1ERIE LogCat A TIRA T 2 ) R I H'%H %, Intent D extras I& LogCat ICHAINBRVDT, £V 7«
T2 1EHIF extras TEAT B & &L\,

YT THRBRIETEZRFERLBVWEDICIXRIRETH S, ENT2HBEE. FIAL Activity JfEFETEZ S
Activity ICFRZE L. Intent D& LogCat NRE LAWK D ICEE LR IFhid 57w,

F7oo Jb— b Activity IZIEEY YT« TRIEREZE > TIRH AW, Jb— b Activity & 1E. § RV DPERS NBFICR
M I N Activity DT &ETH B, BIZIE. TV Fv—DLEEIS N Activity IFEICIL— N Activity T#H %,

Jb— K Activity ICB L CTOEMIE. T4.1.3.3. Activity I0EFE SN2 Intent DFRd+ELY (Android 5.0 & Y EID/N—2 3 (1
DWT)I T4.1.3.4. Jb— b Activity ICDWT] $8RT 22 &,

413 7 RNV K

4.1.3.1 exported % & & intent-filter X E DA EHE (Activity DIFE

ZDHA RXETIE. Activity DFRED 5 IEAF Activity, 2B Activity, 73— b F—BRE Activity. B#BRE Activity
D494 7TD Activity ICDWTREFEZREBRRTWS, &Y 1 TICHFINTWS AndroidManifest.xml @ exported &
M & intent-filler ERDMABRDOEERDRICEE D, FB D& LTWSB Activity D¥ 4 7 & exported BHES & U
intent-filter EXROFIGHNEL W & 5HRT D &,

% 4.1.1 exported B & intent-filter EXROEAEDE

exported BIEDE

true false BT
intent-filter E&N$H % | A (fERAZLE) (EFZL)
intent-filter EFARL | 2B, /A—MNF—IRE. BHRE | IELHE (ERA%L)

Activity @ exported BN EIEE TH 2IHEICE D Activity BRI I N2 HIERF & 2D ML, intent-filter DEZEDH
|ICEVREZN AHA KT Activity D exported BMEE MBIEE] ICT DI EEZIELTWS, BIRD & S %4 API
DT 74 MOBENCFHIRELZT DI EILEIFTIRETHY., exported BEDL I BEFa ) T4 LEERBREEH
THICBEMELT 2FEI’HE2DOTHNIEZNEFIAITRETHZ EEZAONDHTH S,

exported BHEDET lintent-filter EFENd % | & lexported="false”] ZFRZILIZL TWSDIE. Android DR E LI
RIFNHH Y. Intent Filter DMEE L, BHETMHT 7 D Activity ZEHTHELTLE I BELVEHET 27D THD, LU
TO2DODHIFE. ZDFRBADHDEDTH %, 414 1F. A=7F7YALS LHIEAR Activity(FZ 7)) A) AEBEEM
Intent THEUHERWEEREMEDHITH %, Intent-filter(HF action="X") EEZL TWVWZ DN, 77U A LHLAEL
DODTEHBEY DEIZEMR>TWVWS,

“ intent-filter "EZEE N TVNIEAR Activity, EES N TWARIFNIEIEART Activity & 7 %, https:/developer.android.com/guide/topics/manifest/
activity-element.html#exported A SHBD Z &,

64


https://developer.android.com/guide/topics/manifest/activity-element.html#exported
https://developer.android.com/guide/topics/manifest/activity-element.html#exported

Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2022-01-17

" ™

FFUA

S B AIntentF{# ST

Activity FFEUAHE o

Intent(“X™)
FFUC
JE4% Pl Activity A=1 FE B MIntentFE-T
exported="false” Activity ® UM T

action="X" @ Intent(“X")

Activity A—1[3IELFActivityleDT. 7
T)ADNSLMEFUH T EITTELL

L Androidii 7

414 EBLHEDH

4150, 77 AICMATTZ 7Y B THERE L intent-filter(B A action="X") #EHEL TW3HETHD, M4.15T
. 77 A DBERM Intent 23%E L CRA—7 7Y ADIERE Activity EHUHZS &2, [PFVr—a ViR
R P4 7O BRREN, 1—F—DRIRICE > TAB Activity(B-1) AU EhTLESflERLTWSS, Zh
ICEWMBTFVICRLTEY T4 TRBREEELALY., EEEHRYEEZITRSAEEENELCTLE D,

4 =
FFUA _
FEEE M IntentE{E-T Fl)5r—
Activity =R & a2 MRIR
Intent(“X") - A-1

JE4% B Activity A-1

exported="false" —

action="X"

4% MActivity B-1
exported="true"
action="X"

Bl LactionZE &L -Activity B-1H$%H 5
&, OSICEYBIRA A 7T HhRERSHN,
2 —H—MBERIZL> T BActivity
B-1AMEEh TLES

9 Androidif 3

415 BELABWEMEDH

*5 Android 8.0(API Level 26) LIEDIHRTIE [P TV —>a v ERR] §4 707 RTINS, BHh7 7)) B DL Activity(B-1) IC B E)E
BIBIEIHBEINTVWS, 2O ENBH. Intent Filter ZRDIEAR Activity ZBERE Intent IC & > TEENT 2 DIZBILETRETH B,
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Z D& SIZ, Intent Filter % A\ 723ERB Activity DFEEA Intent LU LIZ. BEREHT 7 & OEHROP W ELY %5F
LTLEIDTIT-oTUERLRY, BB, ZOEHETTY A 7TUBDAVAN—NVIBERICIKHKELAWZ &5
ALTW3,

F7z. Android 12 29 —4'v b & 9§ 2BE&. 77V IC intent-filter % {FHEF % Activity, Service. Broadcast Receiver A&
EFNTWVWBRHEAEIE. exported BHEDOBATHAESIINEELR>THY., BRLABSEIEILREFEIFTTEA>TWS,

ZDBE, YT IAN T ANICEBENRTREN, ELELRBICEIS— Xy E—UNKRTEINB,
c VZTIANITIFAINDEERX Yy E—Y

When using intent filters, please specify android:exported as well
s EWRBOIZ—Xyt—Y

Manifest merger failed : android:exported needs to be explicitly specified for <activity>. Apps targeting Android 12 and
higher are required to specify an explicit value for ‘android:exported‘ when the corresponding component has an intent filter

defined. See https://developer.android.com/guide/topics/manifest/activity-element#exported for details.

4132 MATT 7)) 2 RT3

ZZTRAN—=FMF—BRE Activity DEZICET 2 RMIERZMEHT 5, /A— M F—RE Activity (FHRT74 MY X MZE
BINERHEDT TIUDNSDTIERAEFHFAL, ZhUADT TYDNSIET IR %EESTT % Activity TH B, B
NOTTVET UV RFARNRE A D7, Signature Permission IZ & 2 FHEIFEIEFIATE RV,

BEARNLBEZ A /=N F—[RE Activity DFBTT7 TV D& =R L. K74 MY XA MIBEFZINLZTT)TH
NEH—ERE2RHET S, BEFINTVWAEVWT I THNEY—ERE2RHELAVEWVWDIEDTH S, FIET7 U D
B, AT 7 TS DHPELRB L. TOHMBEEDNY Y aEEFRTA N) A MDY D2 {EEHET S
ZETITI,

ZZTHETHhIHATT YO IGIHE] 2RBETEE, AATT7 IO IRy r—I 8] LOBTHITIEARL
MN? ERBERINAAEVENERD, LOLLNAY S —VRIIERICKEETELLHOMDT T ADEY T LHE
BThHd, MY TELAREANRIA—FIBTHBBICIEZ RV, —A. 77 O DABRETHNILETRRICHED
ZENTED, HPAEICHRT 2ERHAOREERIEETNOT TVHARBE LI F > TVLWRWED, E=FIE CAHE
RS, HEODEBELRIANLBRINTET7 SV EERTZZEETERVWASE, RI7A4 M) AMET IR EZHFTLAEV
TTYDMRAET I ERTERBLTELWD, YV TN A—RTREETAI NI RAMNDT =954 XENSLT B
BICEIBRET — 4 D SHA-256 /Ny ¥ 1 EARET B EICLTWS,

ZDFEICIRDZD DEMZENH B,
o AT T TV ICHWT startActivity() Tl&7e < startActivityForResult() %z {#F L A& (F fLid7e 5 4L
e FIATT FVICHEWT Activity AADSHUPHET Z &I TEAWL

2 OBOHIMEBEEREIIWDIFE I DEOHWNEEOKERE LTESNIHNTHZ2DT, BEICIE 1 DORLHKES
Z%, ZOHWEHEOELTT T DRy r—IZ%EFT % Activity.getCallingPackage() DHIFICL W EL TV,
Activity.getCallingPackage() I3 startActivityForResult() THEUH I NAEBEICOAMBATT TV ORNy r—I %R
M. ERRDS startActivity() THUOH I NEBZEICIE null ZRIH#kER>TWS, TDRHIITENT 2 HEE N
THATT TN, LEARYENLFTETH>7-& LTH. startActivityForResult() ZFEH R IFNIER S AL & WD FIH
MNdH 3, S 5IC startActivityForResult() 1 Activity 7 5 XA TLAMEZ W =8, FIATTIE Activity ICRES N5 & LDl
HedHh 3,

*6 Android Studio Arctic Fox 2020.3.1 THesR
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PartnerActivity. java

/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

*

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % %X %X X %X ¥ X%

limitations under the License.

*
N

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PartnerActivity extends Activity {

/) Kk 4.1.1.3 - KAV K 4k FRIBTT T OHAEN R TA MY X MIERINWTWE I E5HEAT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

// I"—NF—=T ) org.jssec.android.activity.partneruser DIEAE/\vY ¥ 1 {E% ER
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug 7
// debug.keystore D "androiddebugkey "MEFEAE/\v < 1 {B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DIEBAZ /v > 1B
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFRRICMHBDONA—NF—7 7)) 58, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.main);

(continues on next page)
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(continued from previous page)

/) Kk 4.1.1.3 - KAV N 4k FIATT7 7Y OFRBAZENRT7A M) XA MIBERINWTWE I L %HERT 2
if (!checkPartner(this, getCallingActivity().getPackageName())) {
Toast .makeText (this, "FIATT7 TV IF/X—hF+—7 71 Tl W, ",
Toast.LENGTH_LONG) .show() ;
finish();

return;

/) Kk 4.1.1.3 - KAV KN E,k IR=KF=TTYMNSD Intent TH>TH., Ff5 Intent DREMAFEIRT D
/)Y TIVCDEERE, (3.2 AAT—9DREMERRT 2] 25K,
Toast .makeText (this, "S—hNF—T7 TUHST7 I EAHY", Toast.LENGTH_LONG) .show();

public void onReturnResultClick(View view) {

// Kk 4.1.1.3 - R4V K 6%k R=rF—=TTVICHARLTEIWERICBRYIRZEL TEW
Intent intent = new Intent();

intent.putExtra("RESULT", "/X— K F—7FUIZERL TLWIER");

setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists. java

/*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

package org.jssec.android.shared;

import
import
import
import

import

import

public

android.content.pm.PackageManager;
java.util.HashMap;

java.util.Map;
android.content.Context;

android.os.Build;

static android.content.pm.PackageManager.CERT_INPUT_SHA256;

class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

(continues on next page)
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(continued from previous page)

if (
if (

sha2
if (

sha2

if (

mWhi

retu

public b
//p
Stri

//p
if (

} el

pkgname == null) return false;
sha256 == null) return false;

56 = sha2b56.replaceAll(" ", "");

sha256.length() != 64)

return false; // SHA-256 1% 32 /31 K

56 = sha256.toUpperCase();
sha256.replaceAll (" [0-9A-F]+", "").length() != 0)
return false; // 0-94-F LADXELH B

telists.put (pkgname, sha256);
rn true;
oolean test(Context ctx, String pkgname) {

kgname \ICX T DEMRD/NY ¥ 1 {BZST 2
ng correctHash = mWhitelists.get (pkgname) ;

kgname DEFRD/Ny & 1 {BEERD/NY 2 1 {EZLKT 2

Build.VERSION.SDK_INT >= 28) {

// % API Level >= 28 Tl& Package Manager ® API CTEIEMEIN FIAE

PackageManager pm = ctx.getPackageManager();

return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;

se {

// API Level < 28 DIZAE PkgCert DIEREZFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
* Copyright

Licensed
you may m

You may o

http

L R O T S

*

Unless re

* distribut

(C) 2012-2021 Japan Smartphone Security Association
under the Apache License, Version 2.0 (the "License");
ot use this file except in compliance with the License.
btain a copy of the License at

://www. apache.org/licenses/LICENSE-2.0

quired by applicable law or agreed to in writing, software
ed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the L
* limitatio

*/

package org.

import java.

import java.

tcense for the specific language governing permissions and

ns under the License.

jssec.android.shared;

security.MessageDigest;

security.NoSuchAlgorithmException;
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(continued from previous page)

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackagelInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // BHEAEIHRbDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.1.3.3 Activity ICX/EE N 3 Intent DFEAEY (Android 5.0 & WRTD/A—2 3 VICDWT)

Android 5.0(API Level 21) LABETld, getRecentTasks() B SEBTE ZFEHRN,. BDEEDIRIVBERSLVHR—LT S
D& D BEBEBRTIERVWEDICRESI N/, LA L. Android 5.0 K YBIDN—T 3 YTk, BOEHEDY 27 UHA
DEREFZAHND I EHNTE S, LUTIC Android 5.0 S WHIDON—Y 3 v TRET Z2ABBEORNT AR T 5.
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ZRAIDIV— N Activity ICEE SN/ Intent (., ¥ R VBEICEME NS, JL— b Activity & IEF RV DERELRD
Activity DZ & TH D, ¥ A VBEISBMI N7 Intent (&, ActivityManager 7 2 2 %5 2 & TEDT7 FYNSLEEHE
ICBtAHH T Z EDAIBETH B,

TTVNSYRIVBERESBRT B0 Y N A—REUTICRY, YRIVBEASRT 245HI21E. AndroidMani-
fest.xml IC GET_TASKS Permission DF|BA & ET 3,

AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.intent .maliciousactivity" >

<!-- GET_TASKS Permission Z1EET 3 -->

<uses-permission android:name="android.permission.GET_TASKS" />

<application

android:allowBackup="false"

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:theme="@style/AppTheme" >

<activity

android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

MaliciousActivity.java
/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.intent.maliciousactivity;

import java.util.List;

import java.util.Set;

import android.app.Activity;

(continues on next page)
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(continued from previous page)

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;
public class MaliciousActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.malicious_activity);

// ActivityManager ZE139 %
ActivityManager activityManager =
(ActivityManager) getSystemService(ACTIVITY_SERVICE);
/) 8 AU DEREE&H 100 ST %
List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks (100, ActivityManager.RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// b=k dctivity IEE SN Intent ZHIG L. Log ICRTT 2
Intent intent = r.baselntent;
Log.v("baseIntent", intent.toString());
Log.v(" action:", intent.getAction());
String target = intent.getDataString();
if (target !'= null) {
Log.v(" data:", intent.getDataString());
}
if (r.origActivity != null) {
Log.v(" pkg:",
r.orighctivity.getPackageName() + r.origActivity.getClassName());
}
Bundle extras = intent.getExtras();
if (extras != null) {
Set<String> keys = extras.keySet();
for(String key : keys) {
Log.v(" extras:", key + "=" + extras.get(key).toString());

ActivityManager ¥ 5 XD getRecentTasks() IC& U, EELEBRDIRIBREZMETHIENTE S, FIRIDIF
#]RIL ActivityManager.RecentTaskInfo 7 5 2D A Y 24 ¥ R I I LB A, ZFD A >V /N—ZH baselntent ICI&. ¥ R
I DI— b Activity ICEE S 7 Intent DEIIS N TWD, JL— K Activity & EF R DNER S NRFICHFOESI N
Activity TH 2 DT, Activity ZIEOHTERICIE. UTORGEEELBBLIRVE I ITEFRELRITNE RS,

o Activity MRV E MBS, 420 AFRICERSNS

e MUH I N Activity SNV V550V RHBWE T 4TI 50 REICBRICEETE9 A7 DIL— b Activity
TH?
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4.1.3.4 JL— b Activity iICDWT

Jb— b Activity &1 2V DM EAD Activity DZ ETH D, § R VDER S NIBFFICEB S N7z Activity DZ & T
Hd, EE>THLW, B T74IKMERED Activity BTV F v+ —H SBEIINBE. T D Activity (&J)L— b
Activity &7 %, Android DfE#kICE B &, Jb— b Activity ICEE SN2 Intent DRBIZERDOT TV ICL > THANS
nNaBNDH 2, T T, Jb— b Activity NV T 1 TRIEBREZEEFE LAWK D ICHEKEBL 2B ENH D, KHA R
TlE. FFUH SN Activity DIL— M ERDZDEBSCZBHICLLTO 3 8% IL—ILICIEBIT T,

* taskAffinity Z$§%E L 4L
¢ launchMode Z3E7E L 72 L
* Activity IC3%159 % Intent IC1& FLAG_ACTIVITY_NEW_TASK %% L 72 L)

BAR. Activity BSIL— R &ERBDIEED & D RIBEDEHDMIIL— I Activity ICDWTERYT 5, MUH I N7z Activity
PIV— KN ERDIHDEEICEET 2DI1F. UTICEIF2EHEBETH 3,

s MU I N3 Activity DEENIE— K
s MU I N3 Activity DY R & Z DICENRRE

F9. PUHEI NS Activity DREIE— K] ICDWTEAT %, Activity DEE)E— Nid. AndroidManifest.xml 2
android:launchMode %58 9% Z & THRETZ %, Bk LR WHFHE I standard” & A BRI B, £/, BHE—RIE
Intent ICERET 27 7L > TCHEEBARETH S, FLAG_ACTIVITY_NEW_TASK 7 5 7ld. Activity % singleTask”
E—-FTEEBSIE S,

IBEAMRDEHE— NIIROESY TH D, FFIS. Jb— b Activity & DEEBICERE YU TTEHRAT %,

standard

ZDE— RTHUHEINE Activity I FIb— b &RBZ &E AL, MUK LAIOY R VICFHIET %, £/, BUHLOEIC
Activity DA Y 2 YV ADNER SN D,

singleTop

“standard” ERABRTH DD, 72T I T30V RYRVDRAIEICKRTINTULS Activity ZEEIT 2B, 1 VRS
VANERENRVWE WD RHER B,

singleTask

Activity @7 7 4 Z7 1 DB > TRIBT 29 RV DRE B, Activity DT 74 =274 E—BIT 29 RIDBNY I3
DY RHBIZWETAT IOV RICEELRBRWSEEICIE. § X 0D Activity DA Y RI VR EEHICHRICER SN S,
BET2HBEICRFEELEEmI AW, FIETIE, BEIS N Activity DA Y AF YV RUFI— b ERR B,

singlelnstance

“singleTask” A& TH 2D, ROKTRAL D, FMICERSI NI R VITIE, Ib— b Activity DADFIBTE SR TH
%, LED>T. TOE— RTREISINE Activity DA Y 2RI VY RIEEICIL— b THZ, I TEEHFBVERDIE. M
UHEIN D Activity DT 74 =74 CELCEZRDOI RV DBICHEEL TVWBREBEATH>TEH, MUHIND Activity
EZRVICEEND Activity DV SRENRBZBETH D, TOHAEIE. FRICIRIDNERSIND,
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M E& Y, 7singleTask” £ 7= (& singlelnstance” THEENE 117z Activity IZI— MNCRZAREELH B Z DD D D, 77
DOREMERRT 27HICIE. ThOHDE—RTEBILABAWVE D ICLARITHIERSRL,

RIS, TR I NS Activity DY R0 & FDREIREE] ICDWTEHBAT %, & A, Activity »standard” €— K T
UHEINE LTE, Z0D Activity B'FIE T 29 X7 DIREEICK > TIL— b Activity &R 2BEDH 2,

flE LT, MUPHEINDB Activity DI RIDBRICNANY V7S50 RTREEILTWEIEEEEZ 5, BEERDIDIE. Z0D
¥ 29D Activity 41 ¥ R4 >~ ZHsinglelnstance” THREEI L TW2HBETH 5, “standard” THUH N7z Activity D7
T4 =T 49 RV ERALE S BFIC. BEED singlelnstance” @ Activity DHIRICK U, FRY A I/ DBER SN2, =
L. ZNETND Activity DI Z ZEZHRALHBEIE. YR VIFERSINT., 1 Y RIVRZBEOEOHFFEINS, W
FTHICL A, MU Iz Activity I&)L— b Activity IZ72 %,

BEDE ST, JIb— b Activity AR OE I N2 FERERTRHORBICKET 2L EERTHD, 7TIVEREORIC
(&, 7standard” E— KT Activity #FUHE T LI ICTRITRETH S,

FEAFE Activity ICEE SN Intent AT Y D SFTmAMSN BBl & LT, FEAR Activity DIEUH LI Activity
% singlelnstance” €E— R CRE T 2B EOY Y TN IA—REZUTICRT, 2OH Y FILI— RTIE FEQR Activity
Hstandard” E— K TR SN B A, FUH LA Activity @ singlelnstance” E— R DFAEICE Y. FEAR Activity &7
RYZIDIL— b Activity &> TLE D, OB FEAR Activity ICEEI N2 YT 1 TRIEWITY XV BREICE
kI ndH. FROTTI)DSHEAMY ATEETH D, Wb, HOH LA Activity, FERF Activity EEICR—DT 7 «
ZT1%EFD,

AndroidManifest.xml (FFH#EEE)
<?rxml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— Jb— N Activity DBBIE— R%” singleInstance” &§25 -->
A= TPIAZTARREET, 7TTVORvr—I£ETD ——>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singleInstance"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<I-— FERF Activity -—>

<I-- BEIE—R%E” standard” &% -->

<= TIAZTARBREES, 7TV r—I8ET2 -—>

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>
</manifest>
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JE/NBE Activity (&, ZE L7 Intent I L THRZBRIT DA TH S,

PrivateActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X %X X ¥ x %X * *x

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.private_activity);

// A5 Intent DREMEHRT 2

/B TIVICDZREIE, [3.2 ANT—9D0RLMEEHDT 21 28R,

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this,
String.format("/N\T XA —% [s] #Z(FE 57, ", param),
Toast.LENGTH_LONG) .show() ;

public void onReturnResultClick(View view) {
Intent intent = new Intent();
intent.putExtra("RESULT", "t ¥ ¥ 7 1 TER");
setResult (RESULT_OK, intent);
finish();

JE/NBE Activity DFEUH LI TIE, Intent IC7 57 #REH T IC, “standard” E— K TIEAB Activity #EEIL TW 5,

PrivateUserActivity. java

/*
* Copyright (C) 2012-2021 Japan Smartphone Securtity Association
*

(continues on next page)
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(continued from previous page)

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

¥ % %X ¥ X *x x

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

*

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.user_activity);

public void onUseActivityClick(View view) {

// FERF Adctivity & "standard"E— R TRENT 5
Intent intent = new Intent();
intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", "tV ¥ T 4 TRER");

startActivityForResult(intent, REQUEST_CODE);

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data)

super.onActivityResult (requestCode, resultCode, data);
if (resultCode !'= RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) BET—Y DR ERRT S
/) Y TIVICDEEE, 3.2 ANT—9DRLE%RAT 2] 2508,
Toast .makeText (this,

String.format ("#&R [%s] ZF(FE o7, ", result),
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(continued from previous page)

Toast.LENGTH_LONG) .show() ;
break;

4.1.3.5 Activity FIFROR 7 HAICDOWT

Activity ZFIFA 9 2 BRIC ActivityManager %' Intent DA% LogCat ICHANT %, LTORAEI LogCat ICHAZIN 37
O, BT A TRBEBIPEEFNBVL D ISERITAREL,

s MRKNNv s —U4&
s MAELISREA
« Intent#setData() TE&E L 7= URI

BIZIE, A—ILEET B15E. URLICX—ILT7 RLR%ZHEEL T Intent ZF4T$ 5 & X —IL7 KL D LogCat ICHE A
NTL £ 5, Intent#putExtra() TEEE L 72 fEIE LogCat ICHA I e W o8, Extras ICEREL TESZLIICLEADNRL,

RDEDITA—IVEFET B & LogCat ITA—ILT RLANKRREINTLED

MainActivity. java
// URI & LogCat ICHAZINS
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent(Intent.ACTION_SENDTO, uri);
startActivity(intent) ;

RO & DI Extras #EAT 5 & LogCat ICA—ILT7 KL ANRRINMRLRD

MainActivity. java
// Eztra |ICFRE LTARAIE LogCat ICHAI AL
Uri uri = Uri.parse("mailto:");
Intent intent = new Intent(Intent.ACTION_SENDTO, uri);
intent.putExtra(Intent.EXTRA_EMAIL, new String[] {"test@gmail.com"});
startActivity(intent);

7272 L. ActivityManager#getRecentTasks() IC & o T Intent @ Extras D7 7Y h S EEHRH I5EHH B DT, FR
T2 &, BELLIE T4.1.2.2. taskAffinity Z38E LAV (78) 1. T4.1.2.3. launchMode %38E L7a\WN (WE)] BLT
[4.1.2.4. Activity \23559 % Intent \Z\& FLAG_ACTIVITY_NEW_TASK %% E L2V (WEA)] 28RO &,

4.1.3.6 PreferenceActivity ® Fragment Injection 3#5RIC DWW T

PreferenceActivity Z##7& L 72 7 5 X HABE Activity & 7> TW3354&. Fragment Injection”” & N ZRIBIFKET S
AEEMEIH B, I DRIEER <728 IC1E PreferenceActivity.IsValidFragment() % override L. Bl DEABETICF v ¥
¥ % Z & T Activity BB L A\ Fragment Z/HBRVWE S ICTIUENH D, (AAT—FDREMICDWVWTIE 3.2, A
NTF—9DRL2UEHRT 5] BR)

BUFIC, IsValidFragment() % override L7 Y IV &TRT, BH. V—RA—ROH#FLET > &, VT REHNEDY.
SIHDEEDEBERNIEDL > TE D AREELHZD T, FENISHKBEICRS,

*7 Fragment Injection DEEMIE LT D URL #H8RD Z & https:/securityintelligence.com/new- vulnerability-android-framework-fragment-injection/
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override L 7z isValidFragment() X% v K D4l

protected boolean isValidFragment(String fragmentName) {
// EFRALBRF DORITIEBIEIT S 2 &
return PreferenceFragmentA.class.getName().equals(fragmentName)
|| PreferenceFragmentB.class.getName().equals(fragmentName)
|| PreferenceFragmentC.class.getName().equals(fragmentName)

| | PreferenceFragmentD.class.getName().equals(fragmentName) ;

BB, 77T O targetSdkVersion B 19 LL_ET#H %354G, PreferenceActivity.isValidFragment() % override L %\ &,
Fragment A& A S N7 &R (isValidFragment() D' MEIEN/EERE) TEF 212U T 1 HAADPRELT TUDLKRT T 575,
PreferenceActivity.isValidFragment() @ override "B TH %,

41.3.7 Autofill 7L —L7—2I1C2DWT

Autofill 7 L — A7 — %1% Android 8.0(API Level 26) CEIIS Ni-ftil&#TH 3, CDEHEA%FATZIET, 21—
H—2, R2T—K, Ff. BEES. /LYY MA—RNBEREFPADINALEZILZNOEZREFELTEE, BEYKEI
BOTBFICRYHE LTT TVICEBIAT (Autofill) T 2#EEERIRT 22 &N TE S, I—HF—DANBRERRT ST
EDNTEZEHNREEATH I, HE2T7TIVDHPERINRNRT—RKP /LIy MA—RERFOEY VT 1 TRIERZM
D7 7Y (Autofill service) ICET L EBELTH Y., RYUERWICIETDICKREDIFZHRENH B,

& (BE)
2oaAviR—xVk

BITFIC, Autofil 7L —AT—2ICBEBT 22203V R—% v M OBEERT,
o Autofill OH ELRBZTTY (FIETF7TY):

— View OIFR (FF X MBS L UBEM) % Autofill service IZJE L 7= Y. Autofill service H 5 Autofill ICHERIE
WERBINEZY TS,

— Activity D2 TRTOT7 7Y HARAT 7Y &£ 4% (Foreground B¥),

— FATFTIYDEDODTARTD View ¥ Autofill DI RICAZATREM I B, View BEAL TEARMIIC Autofill DXF
KHNET BT EHARE

— Autofill #EEDF A ER—/Sv 5 —I WD Autofill service ICBRET 2 2 & & AIHE,
 Autofill service =T 2 —E X (Autofill service) :

- 77D BEINE View DIERERELRZY (A —Y—DFAHINBE). View I Autofill 2 7=H DIER
(R RKN) 27 T)ICRELEY T3,

- RERRD View I& Autofill service PRET 2 (Autofill 7L —LT—71EFT 7 4 )L b T Activity ICEEN 2
FRTO View DIFHR % Autofill service IZET ).

— 3rd Party #® Autofill service £ /EBXTE 3,

s TRIE7 7Y & TAutofill servicel &, ZREFNREL/RAv I —S (APK 774)0) THBZEH, BRvr—ITHBIEHHYES,
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- WARRICEREET S 2 EAFETI—H—IC& Y TRE] H OSBRI N7 Service DHFEMICHL D (4L
£3EZIRTEE),

— Service &', B I —H—BRARETBLEHIC/NRRAT—RAANZEICL>TAI—H—RiA2T2-HD Ul %
DI &t HRE,

Autofill 7L —A7—7DAE T O—

B 4.1.6 1 Autofill BFD Autofill BV R—x > FNEOREBIO—%RLTWS, FIAT7 7)) D View D7 # —H 2%
EEEZHIC Autoill 7L —LT—0 % LT View D1ER (EIC View OHFEGRCE < DEMN) A RE] TBERE
17z Autofill service IZE %, Autofill service (&iE S M7= &% TTIC Autofill ICHERER (&F') R M) % DB A 5HEY
HU. ZLb—L7—VIRIET S, 7L—LT7—VRMEHEY A M1 —H—(ICRRL., 23— —DBBRLET—FICLY
7 7°1) T Autofill BTHN 3,

AndroidiEmF

1. View'[54E 2. View!H5R
i FILEMIER
HIEF) iju}ogl - ‘ bl Autofill service
¢ R
3. Autofillli§ 3R

6. & iRT —=

|
|
|
|
| (3£ (2 EETER)
|
|
: (RHEUAR)

4 2V AFD T 5. R RSO ER

a—H—

4.1.6 Autofill OV R—x Y NEOLRETO—

—A. E4.1.71F Autofill IC& 21— —FT— Y REFOLE T O—%RL T3, AutofillManager#fcommit() DIETH
L% Activity D# 7 Z 2412, Autofill L7z View DIBICEENH Y, M2, Autofill 7 L—AT—IHRRY 5RFH
FA7ATICRH L TA—H =D LFE. View DER (FF R MET) A Autofil 7L—LT7—2%N LT IFRE
TEIR S 7= Autofill service ISE X 1. Autofill service A¥ View D1E#R % DB IC/RFE L CT—EDUNENRET &4 5,

AndroidiEA

1. View'l# 3 4. View|58
(F+2&T) (FFAFET)
f‘rllﬁﬁ?j’U __’ 7L/:‘5_«ujfg|_b —__+ Autefill service

2 (RAFH AT D ET 3 RTFEE]

12—+

417 1—Y—F—9REEOIVE—XY MNEIDOWE T O—
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Autofil FIR7 7V ICHF2EF2 ) 71 LOBR

MfE#EH» (BE)] OBETRLEREY Autofill 7L—LT7—2I1IC81F2EF2) T4 EFITIEH, 21— —H [BE] TL
273 Autofill service &R L. REBICEDT—9 % ED Autofill service ISEL TH L WMNBELNICHIBFTE 3 Z & &Rl
RelLTW3,

ETAHN, A—H—DD 2 W ERETHL Autofill service %3EIR L7z Y. Autofill service ISETARETHRVWEY YT 1
TREROREFEEAHFTLTCLES LY TEEAEMELH B, LUTIC. TOBEICEED BHEICODVWTERT B,

R0, 11— —7H" Autofill service Z:BIR L. REHFAYA 7OJICH LCHFALLEE. A7) TRRIhTWS
Activity ICEFEN2FRTD View DIFEIRD® Autofill service IZE D AIREEDNH S, T T T. Autofill service DIV =7
DIFE. Autofill service IC View DEHREABRA ML —IUPRETHRWVWI SV RY—ERIIRETZ2ZEOEFa ) 74
LtoM@ELrHoBEICIE. FAT T THRIBBRORRICOAN >TLED VRINEZI LN,

—7A. Autofill B, I —%—5" Autofill service & LTI Tz T7ABIRLTLEL>TWEIZE, YTz T7HEELLE
HEANALTLESHEEMELHSZ, TTT P77V T7 VDT —95FEELLEEDITIRY—EIANAANT Y DR
2HETDICERL TV AEDI>BE. BRFERPT7 ) Y—ERADEFELEFICORP>TLEDI YR INEZISND,

BB R20AVER—3xV M TEWELDIZ, Activity 2527 7)) BB EIRIIC Autofill DRI D726, Activity
ERFOT T @?NTGDFﬁﬁ%%HLEE@UZ?’&%f%b'can‘l"\"‘% HEITOMBENH D, LTI, LEBOYRVICHT
DHRERRERTHA, 313 EEQECREREK] REBLBEICLT, 7TV ITVHELRNRERFLALT, BATZZ
EHEBEOT B,

) 2% 9 %351

AHRD & D IC, Autofill 7L —LT—F TREREANICI—HY—DHEEICL >TEF2 ) F o MEEIATWS, 20D

T TTEDRRIEBRSNTWS D, View [Zx L T importantForAutofill B T no” F%18%E L T Autofill service IZ
View DEHREZES LWL DICT S (Autofill DRFEHE T Z) T& T, —HF—DEYLBRCHFTE TERA S5
& (FIL = 7% Autofill service & LTHIAAT 2 & ICREIRT 2%F) TH, LROBREBRBIT DI ENTE S,

importantForAutofill BlEl&, UTFOWTNHIDHEICEI > TIEET DI LN TE S,
e L4 77 b XML ® importantForAutofill B %#18ET %
* View#setImportantForAutofill() % MO H §

DUTICIEEARERMEERT, BETIHHEICL > THEYBREEAFDI 2 &, FIZ. "no” ZIBELHBE. IBEL K View &
Autofill DX RAICH B A, FHEE Autofill ODRRICRB I EICEFET BT E, T 74 MEIE, "auto” EH>TW3B,

¥ 1Y BRIIC Autofill BEEAFIA LIBEAY, ARKTHLLEOBREZERTERVI LS DD, [V RV ICHT BHE-2] 2EET
ZTETIDEIBBEICLERET DI ENTE D,
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+F4.1.2 Autofill DHRICHDZH

& £ & L 7= | FHD View
EHE View

”autO” EEﬂ:klO Eé}]*lo
IMPORTANT FOR_AUTOFILL_AUTO

”no” PUE )8 PUES
IMPORTANT FOR_AUTOFILL_NO

”noExcludeDescendants” TR PUEL)
IMPORTANT FOR_AUTOFILL NO_EXCLUDE_DESCENDANTS

“yes” POE PRES
IMPORTANT_FOR_AUTOFILL_YES

"yesExcludeDescendants” POE POE T
IMPORTANT _FOR_AUTOFILL_YES EXCLUDE DESCENDANTS

& 7=, AutofillManager#hasEnabledAutofillServices() Z I L T. Autofill #eEDFAZR—/\v 5 —I A D Autofill

service ICBRET B Z & HERETH %,

T, TERE] TR—/Ny 75 —YAD Autofill service ZFIAT 2 L DICREINTVWBRHEDH, Activity DE2TD
View % Autofill DR RICT 2 (EFRIC Autofill DX RICA B HM L Autofill service JREB) FEDHIERT, @EABID View

23t L T View#setImportantForAutofill() PO T Z & L ARETH 5.

DisableForOtherServiceActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either exzpress or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import android.os.Bundle;

import android.service.autofill.UserData;

10 Autofill 7L —LT—0 HRE
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(continued from previous page)

import android.app.Activity;

import android.util.Log;

import android.view.View;

import android.view.autofill.AutofillManager;
import android.widget.EditText;

import android.widget.TextView;
import org.jssec.android.autofillframework.R;

import java.util.Iterator;

import java.util.List;

public class DisableForOtherServiceActivity extends Activity {
private String TAG = "AutofillSample";

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.disable_for_other_service_activity);

mUsernameEditText = (EditText)findViewById(R.id.field_username);
mPasswordEditText = (EditText)findViewById(R.id.field_password) ;

findViewById(R.id.button_login).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

B;

findViewById(R.id.button_clear).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

ION
//ZD Activity TRET7O—T 4 V7Y —IL\—Dx % L TWARWED,
// TEHEIAH] ORIRT Autofill HEENFIRTREICARY £,

@0verride
protected void onStart() {

super.onStart() ;

@0verride
protected void onResume() {
super.onResume () ;
updateAutofillStatus();
View rootView = this.getWindow().getDecorView();
if (!mIsAutofillEnabled) {

(continues on next page)
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(continued from previous page)

//B—Ry r—JHOD dutofill service ZFIALBWEEIE. 2T D View % Adutofill DRNRMICT 3
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;
} else {
//R—RYr—I WD dutofill service ZFIAT 2HBEIE. £TD View % Autofill DXRICT S
//REED View X LT View#tsetImportantFordutofill () ZMUHT Z & HATEE
rootView.setImportantForAutofill(View.IMPORTANT FOR_AUTOFILL_AUTO);
}
testFieldClassification();
}
private void login() {
String username = mUsernameEditText.getText().toString();

String password = mPasswordEditText.getText().toString();

//View M SEG LT —8 DRLMEEHERT 5
if (!Util.validateUsername(username) || !Util.validatePassword(password)) {

/BRI —NEEY B

//Y—/"—IC username, password & i%f§

finish();

private void resetFields() {
mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

private void updateAutofillStatus() {
AutofillManager mgr = getSystemService(AutofillManager.class);

mIsAutofillEnabled = mgr.hasEnabledAutofillServices();

TextView statusView = (TextView) findViewById(R.id.label autofill_status);
String status = "H#L® autofill service A--T9";
if (mIsAutofillEnabled) {
status = "A—/N\v =Y HD autofill service KNEWTIT";
} else {
status = "A—/N\v 7 —IYHD autofill service HNENTI";
}
statusView.setText (status);
}
private void testFieldClassification() {
AutofillManager mgr = getSystemService(AutofillManager.class);
List<String> algorithms = mgr.getAvailableFieldClassificationAlgorithms();
Log.d(TAG, "algorithms num=" + algorithms.size());
Iterator it = algorithms.iterator();
while (it.hasNext()) {
Log.d(TAG, "algorithms=" + (String)it.next());
}
String defaultAlgorithm = mgr.getDefaultFieldClassificationAlgorithm();
Log.d(TAG, "default algorithms=" + defaultAlgorithm);

boolean isFieldClassificationEnabled = mgr.isFieldClassificationEnabled();
Log.d(TAG, "isFieldClassificationEnabled=" + isFieldClassificationEnabled);

(continues on next page)
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UserData userData = mgr.getUserData();
if (userData != null) {
Log.d(TAG, "userData fcAlgorithms=" +

} else

userData.getFieldClassificationAlgorithm());
{

Log.d(TAG, "userData is null");

V2T k-2

FTY)T TYRVICHT ZRE-1] 2ELEZIBETE, 22— =2 View ORHLTI70—FT 1 VY —ILN\—REER
RSET THEIAN] %BIRT % &, EHIHIC Autofill ZFIATETLE S, ZDIFE. importantForAutofill B T no”
EA5IBE LK View 2EL LT D View DIEIR DS Autofill Service IZESR Z &ICi 3,

T 27T BME-11 ICMAT, 2B—FT 4 VIV —INR—RKREDAZ1—H5 TBEIAN] 2HIKRT BT, £
SEDLIBIBETHE, FREBAVOYRIVAZLOETDZIENTES,

LTIy 70— RERT,

DisableAutofillActivity. java

/%

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

*
*
*
*
* You may obtain a copy of the License at
*
*
*
*
*

distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import
import
import
import
import
import
import

import

import

public

android.
android.
android.
android.
android.
android.
android.

android.

os.Bundle;
app.Activity;
view.ActionMode;
view.Menu;
view.Menultem;
view.SubMenu;
view.View;

widget.EditText;

org.jssec.android.autofillframework.R;

class DisableAutofillActivity extends Activity {
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private EditText mUsernameEditText;

private EditText mPasswordEditText;

private ActionMode.Callback mActionModeCallback;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.disable_autofill_activity);

mUsernameEditText = (EditText) findViewById(R.id.field_username);
mPasswordEditText = (EditText) findViewById(R.id.field_password);

findViewById(R.id.button_login).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

b;
findViewById(R.id.button_clear).setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
resetFields();

b;
mActionModeCallback = new ActionMode.Callback() {
@0verride
public boolean onCreateActionMode (ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@Override
public boolean onPrepareActionMode(ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@0verride
public boolean onActionItemClicked(ActionMode mode, Menultem item) {

return false;

@0verride
public void onDestroyActionMode (ActionMode mode) {
}

};

J/7A—=F 4 TY—=ILR—=h5 TEEIAN] 2HIKRT S

setMenu() ;

void setMenu() {
if (mActionModeCallback == null) {
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return;
}
//Activity ICEEND 2 TOREFBER TeztViewllDWTtEY T3 &
mUsernameEditText.setCustomInsertionActionModeCallback(mActionModeCallback) ;
mPasswordEditText.setCustomInsertionActionModeCallback(mActionModeCallback) ;

//Menu DIEBAK>T TEEAN] ZHIRT S
void removeAutofillFromMenu(Menu menu) {
if (menu.findItem(android.R.id.autofill) != null) {

menu.removeltem(android.R.id.autofill);

for (int i=0; i<menu.size(); i++) {
SubMenu submenu = menu.getItem(i).getSubMenu();
if (submenu != null) {

removeAutofillFromMenu (submenu) ;

private void login() {
String username = mUsernameEditText.getText().toString();
String password = mPasswordEditText.getText().toString();

//ViewNOBGLIET —Y DREMETHERT S
if (!Util.validateUsername(username) || Util.validatePassword(password)) {

/B TS —NIB%ET B

//Y—/N—IZ username, password %iEf§
finish();
private void resetFields() {

mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

V2T B R-3

Android 9.0 (API Level 28) T. IREEM & A > TW S Autofill Service DAV R—XR > D@ TH % H % AutofillMan-
ager#tgetAutofillServiceComponentName() IC& > THIZ Z &N TE D LD Il o, TNEAVWTNRY F—IHERB
L. BEDT7 7Y HEEEE LTS Autofill Service HhE I M EHMETE 3,

ZDFE. FIC T4.132. MATT7 7Y R T 5] THRARBY /Xy r—I&IEKRY ¢ LATEERZD. THDAT
SR E T 2OEERETEARV, 4132 ICBEOHIEELL. /Ny =T ZD 5 Autofill Service DFEERE % BUE L.
TNEHLDPLDETA M RAMIBRBINTVEIEDE—HITEINEINCE>TETHBETOINETHS, 2D
FEDFMICOWTIZ 4132 ICFELVWOTELE L ZSRI N,

LTFIZ. 50 LHRTA M) R MIEFHFINTULS Autofill Service BNEMICR > TWBIFEDH, Activity DETD
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View % Autofill DFHRICT 25EDH % RT,

EnableOnlyWhitelistedServiceActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ 0¥ %X %X X X ¥ X *x %

* limitations under the License.

*/
package org. jssec.android.autofillframework.autofillapp;

import android.content.ComponentName;

import android.content.Context;

import android.os.Bundle;

import android.app.Activity;

import android.view.View;

import android.view.autofill.AutofillManager;
import android.widget.EditText;

import android.widget.TextView;

import android.widget.Toast;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.autofillframework.R;

public class EnableOnlyWhitelistedServiceActivity extends Activity {

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
sWhitelists = new PkgCertWhitelists();
// 1E¥8T % Autofill Service DIFIBAZE/\v ¥ 1 {E% &R
sWhitelists.add("com.google.android.gms",

"1975B2F17177BC89A5DFF31F9E64A6CAE281A53DC1D1D59B1D147FE1C82AFA00") ;

// UTRBRICHDEFET 2 Adutofill Service & EEk. ..

}

private static boolean checkService(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@0verride
protected void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
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setContentView(R.layout.enable_only_whitelisted_service_activity);

mUsernameEditText = (EditText)findViewById(R.id.field_username);
mPasswordEditText = (EditText)findViewById(R.id.field_password);

findViewById(R.id.button_login).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

B;

findViewById(R.id.button_clear).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

B
//ZD Activity TR T O—T 4 V7Y —ILN—Dx % L TWARWED,
// TEBIANL OEIRT Autofill HEEAFIBAREIC AW £,

@0verride
protected void onStart() {
super.onStart() ;

@Override
protected void onResume() {
super . onResume () ;
updateAutofillStatus();
View rootView = this.getWindow().getDecorView();
if (!mIsAutofillEnabled) {
/) BRTARNYZARMIBHERINTWS dutofill Service ZFIALARWEEIE.
// BTD View’% Autofill DHRHMICT S
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;
} else {
/) RTARNYZRMIBFRINTWS Autofill Service ZFIAT 2HE X,
// BTD View% Autofill DHRICT D
// FEED View X LT View#tsetImportantFordutofill () ZMUHT I & HAEE
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_AUTO);

}

private void login() {
String username = mUsernameEditText.getText().toString();
String password = mPasswordEditText.getText().toString();

//ViewNSEG LT —8 DREMEEHERT S
if (!Util.validateUsername(username) || !Util.validatePassword(password)) {
/BRI S —0EET B

//Y—/"—IZ username, password & i%f§

finish();

(continues on next page)
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private void resetFields() {

mUsernameEditText.setText ("");

mPasswordEditText.setText ("");

private void updateAutofillStatus() {

AutofillManager mgr = getSystemService(AutofillManager.class);
// Android 9.0 (API Level 28) LR TIE Autofill Service DIAVHKR—RY MNEREMBTZED LD
ComponentName componentName = mgr.getAutofillServiceComponentName () ;
String componentNameString = "None';
if (componentName == null) {
mIsAutofillEnabled = false;// [%E] - [HEAAT—EZ] A 2L ICRESATWVWS
Toast.makeText (this, "BEIAANY —ER4L", Toast.LENGTH_LONG).show();
} else {
String autofillServicePackage = componentName.getPackageName() ;
//EBEDELTWS Autofill Service WMRTA MY XA MIFBHRINTWINERET S
if (checkService(this, autofillServicePackage)) {
mIsAutofillEnabled = true;
Toast.makeText (this, "fEfEL TLWHHEHEIAIHY—ERZ: " + autofillServicePackage,
Toast.LENGTH_LONG) .show() ;
} else {
Toast.makeText (this, "SR CEMVWEHEIA Y —ERZ: " + autofillServicePackage,
Toast .LENGTH_LONG) .show() ;
mIsAutofillEnabled = false; J/ENLADIZEINE Autofill Service EFIALAW
}
componentNameString =

autofillServicePackage + " / " + componentName.getClassName() ;

TextView statusView = (TextView) findViewById(R.id.label_autofill_status);
String status = "current autofill service: \n" + componentNameString;

statusView.setText (status);

AW

PkgCertWhitelists. java

/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

*

L R O

*/

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

(continues on next page)
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package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 & 32 /34 b

sha2566 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() !'= 0)
return false; // 0-94-F UHNDXELH S

mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname \(CXEY BIERD/NY ¥ 1{EZEST 2
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY & 1EEEBD/NY ¥ 1EELET 3
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEEMRFLH ATHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256);
} else {
// API Level < 28 DIFAIE PkgCert DIEE%FIRAT 3

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java

/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at
*
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L O T

*

*

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHREDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

(continues on next page)
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for (final byte b : data) {

hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.2 Broadcast #3159 % - X593

421 4> 7)a—RK

Broadcast % %159 % I |d Broadcast Receiver Z{E2 BN H 5, £D & S % Broadcast = 2159 % H I & o T, Broadcast
Receiver 1182 % 1) R 7 L@ RFHEFENARMR S, ROYIE 7 O—IZ & > TR T % Broadcast Receiver B ED & 1 7
THEINEHMTE S, BRAZIC, /A— N F—IREDEHEICHER Broadcast ZETT T DRy r—Y & 525077
) THER T 2FEMN RV, /X— ~F—BRE Broadcast Receiver Z{E2 X TERLY,

FFIRLEHT
BroadcastE X R{ETS

B FIUMSEHT
Broadcast® 2 2B TS

L 4

Private Public

Proprietary

E4MBroadcast Receiver 2 BliBroadcast Receiver B3t R EBroadcast Receiver

4.2.1 Broadcast Receiver D4 1 7&K 70—

ZF 7= Broadcast Receiver ICIEZFDEZRFEICE Y. # M Broadcast Receiver & E1# Broadcast Receiver & D 2 FE5EA H
U, TROLS LBEHOEVNGH D, YU TN IA—RETIEKEADEREFEZEBNALTVWS, Ad, EDLDABEFIC
Broadcast Z3#{E T 2 ML > TEE T 2IFROBUIARFEFEINRE S 720, EEMDOREZICOVWTEEHLE TEREA

ER:E
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% 4.2.1 Broadcast Receiver D EFH % & 1

% R
##HY Broadcast Re- | AndroidManifest.xml |C<re- _ o
e YRT LML EF I N D —E D Broadcast (AC-
ceiver ceiver>EREZFLBITHI & T ) _
5532 TION_BATTERY_CHANGED 7% &) %Z{ET&E 2L\
E&

Hndh 2,

s TXULVIEEELTHAST VA VRAM=)ILENBZET
DfE. Broadcast #Z{ETZ 3,

e 77U @ targetSDK Version #* 26 Ll E®DI54&. Android
8.0 (API level 26) LAFE DR T &, BEEH Broadcat
Receiver % 4T & 7x !

EfjfY BroadcastRe- | 7 0 4 5 A H T register-
ceiver Receiver() $ & U unregister-
Receiver() Z# MU' H § Z & I
& Y. B)HIC Broadcast Re-
ceiver & &% BEHMRIRT S

* 8B Broadcast Receiver TId %5 T & 72\ Broadcast T
ZETE S,

o Activity ARIEICH T WS HIE 7 5 Broadcast = 2§ L
oW & Broadcast &= 215 L 72\ 2 &, Broadcast D%
EeefiE % 70 7 LATHIEITE %,

» JERBAD Broadcast Receiver A 1E% Z & IE TE AL,

4.2.1.1 3E/2F Broadcast Receiver - Broadcast #2{E9% - %#/{EJ %

FE/A B Broadcast Receiver (2. E—7 7 AH 5%(E E N7z Broadcast 7217 % = {5 T & % Broadcast Receiver TdH V),
o & BLREMDE L Broadcast Receiver T#H %, EH Broadcast Receiver IR TEERT B I LIS TER WD, FE
/N Broadcast Receiver T I3 8% Broadcast Receiver 72| THEX I %,

R4 > b (Broadcast #2159 %) :
1. exported="false” IC&k V). BARMICIENFERET %
2. A—7 7)) AL 5EE S N7 Broadcast TH > TH. 215 Intent DR LM AFERT 5

3. BRERTIFEE, EETREEA—TTIRATHIHS, BT 4 TRERERELTEIW

AndroidManifest.xml
<?rxml verstion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.privatereceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- JERFA Broadcast Receiver #E&&HJ % -->
<I-— kRA YN 1% ezported="false"lZ& Y. BARMICIEAREZEST S ——>

(continues on next page)

Al o 25 LAEIE T 2 BEEM Broadcast Intent D ICIZBIABICRIRARER L DEFET 2. FMIZLLTO URL 88D Z & hitps:/developer.
android.com/guide/components/broadcast-exceptions.html
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<receiver
android:name=".PrivateReceiver"

android:exported="false" />

<activity
android:name=".PrivateSenderActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateReceiver. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

*

limitations under the License.

package org. jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class PrivateReceiver extends BroadcastReceiver {

@Override

public void onReceive(Context context, Intent intent) {

// kRA VN 2% B—T7TVADSEESI N Broadcast TH>TH, 215 Intent DELEMEMHIRT 2

/Y TIVICDEEIE, [3.2 ANT—90REEERDBT 21 258,
String param = intent.getStringExtra("PARAM");
Toast.makeText (context,
String.format(" [s] #%{EL7., ", param),
Toast.LENGTH_SHORT) .show() ;

// kR4 N 3k #ERERTHE, FETEE—T7TIVATHZHL, VT4 TREREZRELTIWN
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setResultCode (Activity .RESULT_O0K) ;
setResultData("tz ¥ 7 1 77215 from Receiver");
abortBroadcast();

JRIZIE/NB Broadcast Receiver ~ Broadcast 359 24> I O— K &R,
R4 > b (Broadcast #3%59 %) :
4. B—7 7)) W Receiver (&2 5 X8 E DBARHI Intent T Broadcast #{59 %
5. #EEEKIEA—7 7Y N Receiver TH 2720, £V T 1 TRIEREZEEFELTLL

6. E—7 7'1) A Receiver S5 DIERIBEWTH->TH, BET—YDLLMUEHIETS

PrivateSenderActivity.java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except im compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

*

Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick(View view) {

/7 kRAV N 4k BA—7T TR Receiver &V 5 AIBEDARK Intent T Broadcast %159 %

Intent intent = new Intent(this, PrivateReceiver.class);

// kRA VN 5k FEIEKXIZE—T TN Receiver TH B, By T 14 TRBHREEELTLW

intent.putExtra("PARAM", "> F 1 T7E#R from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick(View view) {
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// kRAV S 4Kk B—TFYHA Receiver &V 5 AIEEDIARE Intent T Broadcast %59 %

Intent intent = new Intent(this, PrivateReceiver.class);

// kRA VN 5k FEIEKXIZE—T TN Receiver THBD, By T14 TRIFHRAEEELTELW
intent.putExtra("PARAM", "> F 1 T/EHR from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, O, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

// hkBRAV N 6% BA—TTYH Receiver S DIEREBRTH>TH, BET—YDRLMUEEHRRT D
/B TIVICDEEE, [3.2 ANT—Y0RLUERRT 21 258,
String data = getResultData();
PrivateSenderActivity.this.logLine(
String.format ("f&R (sl #Z{E L7z ", data));

};
private TextView mLogView;

@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main);

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

4.2.1.2 /Afd Broadcast Receiver - Broadcast #2543 % - %59 %

/NBA Broadcast Receiver &, TREEZHD T 7Y H 5%/ & 17z Broadcast % 215 TZ % Broadcast Receiver TH 3, <
I 7 HEE L7z Broadcast #2{ET 52 &0 H B2 EISEEIMVES,

R4 > b (Broadcast #2159 %) :
1. exported="true” IC& V. BARMICARERET 5

2. 4

Intent DEREME%FERT S

il

3. EREZRTIBE, VT 1 TRBEREED AL

/NB8 Broadcast Receiver @Y > 7). 01— R T3 % Public Receiver (&, # B Broadcast Receiver & & U'EiAY Broadcast
Receiver O A THIEI N3,

PublicReceiver. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

(continues on next page)
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L R R T R O

*

*

*

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? "AFEIH Broadcast Receiver" : "AFAFHY Broadcast Receiver";

@0verride

public void onReceive(Context context, Intent intent) {

/7 kRA YN 2% 25 Intent DREMEHRT S
// /AB Broadcast Receiver THI-HFATT TUYNTIL I 7 THDAREENH .
/B TIVICDERIE, [3.2 ANT—90REMEERDBT 2] 258,
if (MY_BROADCAST_PUBLIC.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");

N

Toast.makeText (context,
String.format("%s:\n sl #=Z{E L7z, ", getName(), param),
Toast.LENGTH_SHORT) .show() ;

/7 RBRAV N 3Kk BRERTHE, £V T4 TREREEDRL

// 8B Broadcast Receiver TdHd71=.

// Broadcast DFEETT TYNII T 7 THDARMENDH S,

// RV TFICRBINTEREORWVERTHNISHERE L TGRLTHE LWL,
setResultCode(Activity.RESULT_0K) ;

setResultData(String.format ("> 7 4 7 TIF7RWER from %s", getName()));

abortBroadcast () ;
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£ B9 Broadcast Receiver |& AndroidManifest.xml TEZET %, & 42.1 DL DI, HERD/NN—I 3 VICKk > TEEH

Broadcst Intent DZEICHIRDHBDTERET D&,

AndroidManifest.xml
<?rxml verstion="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.publicreceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- /AFA%%M) Broadcast Receiver & d % -->
<I-— kRAV N 1%k ezported="true"lZ& Y. BATRMICARBZEST S ——>
<receiver android:name=".PublicReceiver"
android:exported="true" >
<intent-filter>

<action android:name="org.jssec.android.broadcast.MY_BROADCAST_PUBLIC" />

</intent-filter>

</receiver>

<service
android:name=".DynamicReceiverService"

android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

E)f9 Broadcast Receiver & 7’04 5 IsF T registerReceiver() # & U unregisterReceiver() #MUOH T Z & IC & W B &
BRI B, BRI VIBREICK W B BHMIR%E T 728 IC PublicReceiverActivity EIC/RY VBB L TW5, M
Broadcast Receiver 1 >~ 24 > Z I% PublicReceiverActivity & W EFHARE AR\ 728 PublicReceiverActivity M X > /38—
ZHELTRBET R I EIETERYL, ZD7& DynamicReceiverService M X > /N\—ZE# & L TEHY Broadcast Receiver
DAY REY VR %EREF I, DynamicReceiverService % PublicReceiverActivity B SRR/ 8T 5 2 & IC &k U EH

Broadcast Receiver % R #EHIIC B8k B ERIR L TW 5,

DynamicReceiverService. java
/%
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
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http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either exzpress or implied.

See the License for the spectific language governing permissions and

L O S T R R

limitations under the License.

*/
package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;

import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {

return null;

@0verride
public void onCreate() {

super.onCreate() ;

// XFAEIHY Broadcast Receiver A E§%d %
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;
IntentFilter filter = new IntentFilter();
filter.addAction(MY_BROADCAST_PUBLIC);
filter.setPriority(1); // #8 Broadcast Receiver & W EIH Broadcast Receiver ZfBEIt 2
registerReceiver (mReceiver, filter);
Toast.makeText (this,
"E# Broadcast Receiver Z#&#E L7, ",
Toast.LENGTH_SHORT) .show() ;

@0verride
public void omDestroy() {

super.onDestroy();

// NBIEIH) Broadcast Receiver % EERfRIRT %
unregisterReceiver (mReceiver);
mReceiver = null;
Toast.makeText (this,
"E)#Y Broadcast Receiver A EFEHRKEERRL7=, ",
Toast .LENGTH_SHORT) .show () ;

(continues on next page)

99




Android 7 7Y OtF 1 FHRE - X2 T7A-T A VI HAAR 2022-01-17

(continued from previous page)

PublicReceiverActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");

*
*
*
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

*

*

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;
public class PublicReceiverActivity extends Activity {

@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

startService(intent) ;

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

stopService (intent) ;

JRAIZ /N B Broadcast Receiver ~ Broadcast 3({59 54> 7L d— RA&7R9, 22 Broadcast Receiver I Broadcast % %{E
T 356, #1592 Broadcast BRIV T FICREINDIIERH DI EITEFENMRETH S,

R4 > b (Broadcast #3459 %) :
4. Ev T4 TREREEF L TERSRWL

5. EREZITIMBHE,. BRT —SDREMEHET S
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PublicSenderActivity.java

/*
*
*

*

*

* % %X %X X %X ¥ X%

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

*
N

package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org. jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public void onSendNormalClick(View view) {
/) RRAV N 4k BV T 4 TRIEREZEEL TIARLAL
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "> F 1 T TIEARWEER from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick(View view) {
/) KRBRAVN 4k VI T 4 TRIEREEE L TEAS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "E¥ > 7 1 T TIEARWEIR from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

public void onSendStickyClick(View view) {
J/RBRAVN 4k BT TRIEREZEEL TUIRS AL
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "> F 1 T TIEARWEER from Sender");
//sendStickyBroadcast XV v K& API Level 21 T deprecated &7 >7c
sendStickyBroadcast (intent) ;

public void onSendStickyOrderedClick(View view) {
/) RRAY N 4k BT 4 TRIEREZEE LTI SAL
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Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "V I 7 1 7 TIEAWER from Sender");
//sendStickyBroadcast X/ v K& APT Level 21 T deprecated &R 7c

sendStickyOrderedBroadcast (intent, mResultReceiver, null, O, null, null);

public void onRemoveStickyClick(View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
//removeStickyBroadcast X/ v R deprecated £/ >TW3B
removeStickyBroadcast (intent) ;

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

/7 hRRAV N 5k EREZITMDIGE, BRT—IORLMUEEHRT S

/Y TIICDEEE, 13.2 ANT—50RLMERRT 21 258,

String data = getResultData();

PublicSenderActivity.this.logline(String.format ("#&R [%s] #=ZFE L7, ",
data));

I
private TextView mLogView;

@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

4.2.1.3 B#[RE Broadcast Receiver - Broadcast #2159 % - %159 %

B %t fRE Broadcast Receiver I&. B#HLUAD T 7)) H 53%(E X 17z Broadcast & —t15{S L A\ Broadcast Receiver T#

%, EROBHBT T TORTLEBEBH L. BHT7 7 HRD BERCEEETLLDICFIAIN S,
R4 > b (Broadcast #2159 %) :

1. Broadcast {5 DB E Signature Permission % E& 9 %

2. ERZERADMBESR Signature Permission #F|HEE T %

3. exported="true” IZ& W, BATRANICARRET 2

4. &M Broadcast Receiver E&IC T, MBES Signature Permission ZEXKESE Y %

5. B9 Broadcast Receiver = &8k ¢ % & &, MEEH Signature Permission 2 ERKEFT 2
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6. B EZ Signature Permission BT TV ICK Y ERINTWS I L 4 HRT S

7. B#7 7Y H 5D Broadcast TH>TH, 215 Intent DR LR T 3

8. Broadcast EETTIFBHET T THEHID, V¥ T4 TRERERELTLW

9. APK % Export § % & Z(Z, Broadcast #57t7 7)) E R UBRERT APK 2ELT S

B *tFRE Broadcast Receiver D> 7). 01— K Td % ProprietaryReciver (&, ## Broadcast Receiver & & U'EI# Broad-
cast Receiver DM A TH AT 3,

InhouseReceiver. java

/%

* % % %X ¥ X %X %X X ¥ x *

*

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class InhouseReceiver extends BroadcastReceiver {

// BH® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION";

// BHOFERAZD/NY & 2{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @D "androiddebugkey"DIEEAE/\v ¥ 1 {8

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC

} else {
// keystore M "my company key"MIEEAEZE/\v > 1{E

1E29DD26 F77C8255";

sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";
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return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "BE#[REEIM Broadcast Receiver" : "H#tBREHH Broadcast Receiver";

@0verride

public void onReceive(Context context, Intent intent) {

// kBAY N 6k MEESR Signature Permission NERT TVICKYERINTWE I L 2R T D
if (!SigPerm.test(context, MY_PERMISSION, myCertHash(context))) {
Toast.makeText (context,
"B EF Signature Permission AR T FYICL Y ERINTLAWL, ",
Toast.LENGTH_LONG) .show();

return;

// kRA VKN 7Th BT TUDNSD Broadcast TH>TH., Z1E Intent ODREMEFERT S
/)Y TIVICDERE, 3.2 ANT—9DOLLUE%HERAT 5] =58,
if (MY_BROADCAST_INHOUSE.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast .makeText (context,
String.format("%s:\n [s] Z%fE L7, ", getName(), param),
Toast .LENGTH_SHORT) .show() ;

// kR4 N 8k Broadcast EETIEERT T THZIZNS, TV T4 TRIFRERZELTEW
setResultCode (Activity.RESULT_OK);
setResultData(String.format ("> ¥ 7 4 J4IEHR from %s", getName()));

abortBroadcast () ;

£ B Broadcast Receiver |& AndroidManifest.xml TEZEY %, F* 42.1 DL DI, HERD/N—I 3 VIC Kk > TEEH
Broadcst Intent DZ{EICHIRHIHZ2DTEFET S &,

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.inhousereceiver" >

<!-- %RA Y~ 1% Broadcast ZEEADMBEESR Signature Permission ZE&EYT 5 -->
<permission
android:name="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION"

android:protectionLevel="signature" />

<I-— )k RAV K~ 2k ERZEADOMEES Signature Permission ZFIAEE T2 -->
<uses-permission

android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION" />

(continues on next page)
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<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<I-— kR4~ 3k ezported="true"lZ& Y. BATRHICARFZEST S -—>
<I-— kRA VN 4Kk §H Broadcast Receiver E&ICT. MEES Signature Permission #BXEE T 2 -—>
<receiver
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiver"
android:exported="true"
android:permission="org.jssec.android.broadcast.inhousereceiver .MY_PERMISSION">
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_INHOUSE" />
</intent-filter>

</receiver>

<service
android:name="org. jssec.android.broadcast.inhousereceiver.DynamicReceiverService"

android:exported="false" />

<activity
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

Eff9 Broadcast Receiver (& 7’04 5 IsF T registerReceiver() # & U unregisterReceiver() #MUOH T Z L IC & W B &
BT 5, RY VIREICK Y BRI BEMBER%IT D 729IC ProprietaryReceiverActivity EICRY Y AFEELTW5, &
#J Broadcast Receiver 1 > X ¥ > X | ProprietaryReceiverActivity & U 77 #iE AR\ 7= 8 ProprietaryReceiverActivity
DAVN—FHHE L TREFT 5 Z & IETEARL, ZD7=8 DynamicReceiverService M X >~ /X\—Z# & L TEH Broadcast
Receiver DA ¥ R4 ¥ A % R#F S, DynamicReceiverService % ProprietaryReceiverActivity B HSFR /#7422 &
IC & V) E)HY Broadcast Receiver % E#RICE# BRI L TL 2,

InhouseReceiverActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

L R O T O O
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* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

public class InhouseReceiverActivity extends Activity {

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

startService(intent);

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent) ;

i3,

DynamicReceiverService. java

/%
*
*
*
*
*
*
*
*
*
*
*

*

*

Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Service;

import android.content.Intent;

import android.content.IntentFilter;

import android.os.IBinder;

import android.widget.Toast;
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public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {

return null;

@0verride
public void onCreate() {

super.onCreate() ;

mReceiver = new InhouseReceiver();
mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();
filter.addAction(MY_BROADCAST_INHOUSE);

filter.setPriority(1l); // &8 Broadcast Receiver & Y EIH Broadcast Receiver ZfBEIt 2

// kR4 N 5%k B Broadcast Receiver HEEkY 5 & &, MEESR Signature Permission xBREST 2

registerReceiver (mReceiver, filter,

"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION",

null);

Toast.makeText (this,
"&)H#Y Broadcast Receiver ZEFEFL7z, ",
Toast.LENGTH_SHORT) .show() ;

@Override
public void onDestroy() {
super.onDestroy() ;
unregisterReceiver (mReceiver);
mReceiver = null;
Toast.makeText (this,
"§)f) Broadcast Receiver &ZEERfERL7, ",
Toast.LENGTH_SHORT) .show() ;

SigPerm. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License”);

you may not use this file except in compliance with the License.

*
*

*

*

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0
*
*

Unless required by applicable law or agreed to in writing, software
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* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName # E&H LT TV DNy r—IZ%WMET 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packagelName;
// JE Signature Permission DFEIFKBIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY 2 1 {BEE EBD/NY 2 1 {EZHERT 2
if (Build.VERSION.SDK_INT >= 28) {
// k API Level >= 28 Tld Package Manager M API TEIEIRIIN AL
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DH&lE PkgCert ZFAL. Ny Y aEEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

/*
Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
You may obtain a copy of the License at

*
*
*
* you may not use this file except in compliance with the License.
*
*
*

http://www.apache.org/licenses/LICENSE-2.0
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*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHERIFEDLRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {

(continues on next page)
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hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 Y K9k APK % Export % & Z (2, Broadcast #{57t7 7)) LRI CBREERT APK 2ERT %,

' ™ Generate Signed APK ]
Key store path: C:¥jssec¥Projects¥keystore
[ Create new... | | Choose existing... |
Key store password: [ceaeass
Kevpassﬂord: [....... ]
[_] Remember passwords
- e

42.2 Broadcast EXETT 7 LA URRERTAPK #ELT 3

JRICE4BRE Broadcast Receiver ~ Broadcast {89 24> )L a1— K &R,
R4 > b (Broadcast #3%59 %) :
10. #ERZEA DM B ER Signature Permission = €& %
11. Broadcast {5 DB E Signature Permission ZFIFAEE 7 2
12. B E % Signature Permission ’B#7 7V ICL Y ERINTWB I & 2R T 2
13. Receiver @B T TIVRETHZINS, VT4 TREREZEEFELTELL
14. Receiver |23 H E 2 Signature Permission %= &K 9 %
15. EREZITIMBI5E,. BRT —IDREMZHERT 2

16. APK % Export § % & ZIZ. Receiver fil7 7') & A CHAFKERT APK 2ELT 2

AndroidManifest.xml
<?rml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.inhousesender" >

<queries>
<package android:name="org.jssec.android.broadcast.inhousereceiver" />

</queries>
<uses-permission android:name="android.permission.BROADCAST_STICKY"/>

<I-— Xk RAV D 10k ERSEADMEAESR Signature Permission x €&T 5 -->

<permission

(continues on next page)
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android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION"

android:protectionLevel="signature" />

<I--— %RA Yk 11 % Broadcast ZIEADMBAES Signature Permission ZFMBEEET S ——>
<uses-permission

android:name="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org. jssec.android.broadcast.inhousesender.InhouseSenderActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseSenderActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* 0% % %X ¥ X X X X X X ¥ *x

limitations under the License.

*
N

package org.jssec.android.broadcast.inhousesender;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

import android.widget.Toast;
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public class InhouseSenderActivity extends Activity {

// B#® Signature Permission
private static final String MY_PERMISSION =
"org. jssec.android.broadcast.inhousesender.MY_PERMISSION";

// BHOFEFZED/NY & 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MEEEAE /v > 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZ/\v < 21 {B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public void onSendNormalClick(View view) {

// kRA VK 12 % BMEES Signature Permission NEH T TVICL W ERINTVWEZ L &2BRT S
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"JHEEZ Signature Permission KB T FUICKYEZINLTULARWL, ",
Toast.LENGTH_LONG) .show();

return;

// kR4 KN 13%k Receiver FBHTTVRETHEZN S, BV TF1 TRIBEHREEELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM", "> F 1 T/EHR from Sender");

// kR4 VN 14 % Receiver |ICHMBAES Signature Permission *EKT %
sendBroadcast (intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION");

public void onSendOrderedClick(View view) {

// kBRAV N 12 BMEAESR Signature Permission NERT TVICEYERINTWD I L %2HRT D
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"R EEF Signature Permission ABEH T FYICL Y ERINTLAWL, ",
Toast.LENGTH_LONG) .show();

return;

// kR4 N 13% Receiver FBHTTVRETHINS, TV T1 TRIBEHREZEEFLTELL
Intent intent = new Intent(MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM", "7 4 77218 from Sender");

(continues on next page)
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// kRA VK 14 %k Receiver ICMBES Signature Permission &=EXKY %
sendOrderedBroadcast (intent,
"org.jssec.android.broadcast.inhousesender.MY_PERMISSION",

mResultReceiver, null, 0, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Override

public void onReceive(Context context, Intent intent) {

/7 RRA VN 16Kk HEREZITMBBA, BRT—IDORLMEEHRT S

/Y TIVICDEEE, 13.2 ANT—90REMERRT 21 258,

String data = getResultData();
InhouseSenderActivity.this.loglLine(String.format ("f&R sl Z#=Z{F L7z ", data));

}
private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

SigPerm. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.
*/

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

(continues on next page)
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import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName % EZ LT TV DNy r—IZ5WET 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DFEILKEIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1 BEERD/NY & 1 EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager ® API TEEIMRIIN AL
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIHHEIE PkgCert ZFA L. Ny Y2 EEIEBL TLHET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
¥
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Assoctiation

*
*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* ¥ %X ¥ X *x %

limitations under the License.

*/

package org.jssec.android.shared;

(continues on next page)
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import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // EHELEIHRbDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 > k16 % APK % Export % & Z1Z, Receiver 17 7Y & B URRER T APK 2 E£7 5,

115




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2022-01-17

" # Generate Signed APK |
Key store path: | C:¥jssec¥Projects¥keystore \
[ Create new... I | Choose existing... I
Key store password: | |
Key alias: C | my company ke; ) I_]
[C] Remember passwords
[revecs ] (R (Lnesl) [Lbee )

423 Reciver fll7 7)) tEIUBERKERTAPK 2 ELT 3

422 V—ITv 7y

Broadcast ##EZET 2ICIEUTOIL—ILEFE I &,
1. 7YV RTOHERT % Broadcast Receiver I$IERFRET 2 (WH)
2. M5 Intent DREMZHRT 25 (LH)
3. MBEH Signature Permission \&., B T7 TN EELALIE2BRAL AT 2 (KA
4. BRBEBERTHBEICIE, BEXET TUHISOBRBERFRIEEST S (BE)
5. £ T 4 TRIE®R%E Broadcast 3215 %A 1E. ZIETRER Receiver ZHIRY 2 (WZH)
6. Sticky Broadcast \ZldE2 > ¥ T 1 TIRERESHRV (BAE)
7. receiverPermission /N2 X —4% DIFEX L Ordered Broadcast \F@MEWZ &EWNH B Z &ITER (WA)
8. Broadcast Receiver 5> DBRIET —9 DREMZHRT 2 (UH)

9. EEZ ZRMICIRHT 2BEICIE. TOEEDMRDOREKELZHEEFT S (BEH)

4221 77)RATOHERAT 5 Broadcast Receiver (ZIEABRET S (WHAE)

7 7)) RTDOIHEA XN % Broadcast Receiver (ZIENBHIRET %, ThICE Y. D7 7)) HS5ERE Y Broadcast %3
HER->TLES ZEIRLCAY, PTY)OMEEAFIRSNAEY, 77T OIMEICEEAZ/LEYTEOEESIED
TZ 3,

BA—77YR»SDHFIAE NS Receiver Tl Intent Filter 5% BT 2 & 5 25%5H1E L TIXA 5740y, Intent Filter D4
BE RA—77YADIEARF Receiver #EUVHE T DE Y TH, Intent Filter BEATHEUOH Lz & ZICERHETHRT T D
/N Receiver xUOH LT LEDBELVPBFEETIHNSTH D,

AndroidManifest.xml (FEH#EEE)
<I-— BT TYICIEABIE I % Broadcast Receiver —->
<I-- 4.2.1.1 - KAV N 1: exported="false"l& Y. BARMICIEARZREST S -—>
<receiver android:name=".PrivateReceiver"
android:exported="false" >
<intent-filter>

(continues on next page)
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<action android:name="org.jssec.android.broadcast.MY_ACTION" />
</intent-filter>

</receiver>

[4.2.3.1. A L T&\ exported FTE & intent-filter 3 E DA E DY (Receiver DIFHE)] BRI B &,

4.2.2.2 ZfE Intent DRLMEHET S5 (LRA)

Broadcast Receiver D9 1 FIC& > TEF VR VIZE#RZ D, 215 Intent DT — % #IB T ZHRICIE. £§2(E Intent D
ZEMAEEALAITHIER S0,

/AFA Broadcast Receiver & RFEZHDO T 7 H 5 Intent % ZFE B 728, YLD = 7 DKE Intent % % (FEL 5 AT AL
MEhd %, FE/ARA Broadcast Receiver (D7 71) B 5 Intent % BEFEZITENS Z & IERWV, LALA—77YROAE
Component BMED 7 71) 5 5% (7B > 7= Intent DT — 4 % JE/AB Broadcast Receiver ICERZET 2 2 &0’ H 2720, 2E
Intent 2 \EEHICKRLTH 2 EEATUIR SR, BHFRE Broadcast Receiver & ZDHED Y XV THB7=H. *idY)
215 Intent DREMZHRT I2LENH D,

[32. ANT =49 DReU%iRT2] 2RI &,

4.2.2.3 B ES Signature Permission (X, B 7 7V ER LI L 2BALTHAT S (WE)

BiD7 7Y H5%EE I N7 Broadeast 72137 % Z{E L. TN LA D Broadcast & — 13215 L 7 WL E 4L BRE Broadcast
Receiver % {F 2154, JMEES Signature Permission (C & W RE LR IF 1 id A 574\, AndroidManifest.xml T® Per-
mission %, Permission BXXEEF /LT TIRHEREBITR+2TH B8, [5.2. Permission & Protection Level] @ [5.2.1.2.
WEEZED Signature Permission TE#7 7)) Ei#Ed 2751 #5R$ 25 &, F/MBEESR Signature Permission %
receiverPermission /85 X —# |37 L T Broadcast (/53 258 S ARICHER T 20ENH 5,

4.2.2.4 #ERBEBEZRITIHBEICIE, BEET TIHSOBRBEBRRRICERT 2 (WEH)

Broadcast Receiver D% 4 FIC & - T setResult() I & WIERIE®R %89 7 7 DEREHIEMR S, 226 Broadcast Receiver
DHZER. BRREZXOTTUYNTILI T THLIIREEEHY ., BREBIPBRER > TELDNIBRELH S, L
A Broadcast Receiver ¥ H*tFRE Broadcast Receiver DH& I, ERIRZELIEBHEART 7)) TH 3 - HFERIBEHROE W
EHEYDERT D2BEFAWL,

Z M & 5 IZ Broadcast Receiver H SERIEWR AR TIZEICIE, BREXT T HSORERBROTBRICEE LTRSS
fé: L\O

4225 V54 7215#R% Broadcast X153 315415, ZETREL Receiver #HIR 3% (WHAE)

Broadcast & WD ZRINKRT L DI, £H%F D Broadeast EFHEZHDO T TV ICERE—FEELLY., 913V %
BHILAYT B EABEMLTHEONAEEEATH D, TDEHEY YT 1 THIER%E Broadcast EET 3BAICIE. <
WY T TPICERENEBINAVE I REERVRAIDEL LS,

VT 4 TRIER% Broadcast %£1EY 535S, {E3 T & % Broadcast Receiver 7213 A" Z{EFRETH Y. fthd Broadcast
Receiver IEZERARETHDINENH D, FDH®D Broadcast EEAEICIKUTOLIREDLH B,

 BA’REY Intent T Broadcast £{§9 % Z & THELZEE L. BB L 72{5%8 T Z % Broadcast Receiver 72 (7 IZ Broadcast
BEITBHE, TOHEICIIRD2DODDINI—rhH B,
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— E—7 7 A Broadcast Receiver 58 T T # 1.1 Intenti#setClass(Context, Class) IC & UFEEERET 5, BiK
BARd—RiIco2WTlY Y FILa—REo > ay 142.1.1. 3eA8 Broadcast Receiver - Broadcast = 2159
%-%EETD] BBEICTEI L,

— fthad 7 7'1) d Broadcast Receiver 58 T Td 111 Intent#setClassName(String, String) IZ & W SBH A RE T % B,
Broadcast 3#{EICHEILBRE/NYy T —T D APK BLORARERZFTA MY R MNEBELTHALET T
TH? & %R L TH S Broadcast Z3XE T 5. ERRICIIEERM Intent ZFATE 2 ROAENEAMT
H5,

* receiverPermission /85 X —#4 [CIE EZ Signature Permission %187 L T Broadcast %15 L. {5¥89 % Broadcast
Receiver IZ243% Signature Permission ZFIFAEE L TH 55 Ak, EFRMNAQRI—RICDWTRY Y FILI—KEY
2 a v 14.2.1.3. B#BRE Broadcast Receiver - Broadcast %185 % - #5T5) #BEICT R &, £/2D
Broadcast 32§ HiE% R T 2 ICIXIL—IL 14.2.2.3. MBEE Signature Permission |, BRT7 T)HAEELZZ &
EREELTCHAYTS (WA BEALRFNERSAL,

4.2.2.6 Sticky Broadcast ICldtz> > 7 1 TRERESHRV  (ME)

3B E D Broadcast I&. Broadcast 32 {585 IC 2 S AT REIRREIC $H % Broadcast Receiver ICZ{SLE I N5 &. £ D Broadcast
I$3EW LT LE D, —7A Sticky Broadcast (# & U Sticky Ordered Broadcast. MATFEHR) &, ZEEBFICREREBICH D
Broadcast Receiver ICZENIBIN/BE VAT LLEICHFEL DD, D% registerReceiver() ICL W ERETE 2 &N
B THB, FEICA 7 Sticky Broadcast | removeStickyBroadcast() IC& WIEBED Y 1 IV J THIRTE 5,

Sticky Broadcast IZFEERAY Intent IC & B FERAMFIIRTH Y. receiverPermission /35 X —4 #3857 L 7= Broadcast %15 I
TERW, ZO78 Sticky Broadcast TEE L7ZIBRIETIL Iz T EUCTREBEELHOT7TYHISEBEBTETLEDS. L
el > Ty YT 1 T1RIEHR% Sticky Broadcast TEE L TIE A S AW, A, Sticky Broadcast DfF I Android 5.0
(API Level 21) ICBWTIEHEE > TV,

4.2.2.7 receiverPermission /X5 x —#% M#5E % L Ordered Broadcast [Z@EHHBWT &2 H DT &I1IFE (WE)

receiverPermission /8% X — 4 ZIFEH 7 I23#{8 S 117 Ordered Broadcast &, YLV 72 SLARRBFESHOT YN
Z{SFIBETd %, Ordered Broadcast (& Receiver ™5 DR Y 15 EZ(FERD /28, F 7 IFHEHD Receiver ICIERALIEE X
H2HICFIAIND, BEEDEL Receiver H SJIEIR Broadcast BBk S b7, BEEERS LTI TN
& #01C Broadcast % 5218 L abortBroadcast() 9 % &, ##:®D Receiver IC Broadcast AAERE S N7 2%,

4.2.2.8 Broadcast Receiver 5> DiRET—9 DLEMAHRT 2 (HHE)

HRF—4 A%V 5R L TE 7 Broadcast Receiver DY A FICE > TEF Y RVIZER B, BAMICKSELEBRT—
IHHEBETF Y THZARMEEZEL TEZRINELARIThIER SV,

IR 7T Broadcast Receiver 228 Broadcast Receiver D&, FRHEDT T HLRY T—9 5 ZIFMB7H, YU
TOWET—4 %Z TIB AN H %, 3RIETT Broadcast Receiver #'3E/2Fd Broadcast Receiver D&, A—7 77U K
NODHERT—ITHZDTYRVIFBRVWEIICEINEELED, D7 FYDHSRITER T — 9 #BBHICERST —
GELTEET DI ENHDBD, HRT I ERBEHICELTH D EEZTIAS AV, 3R{ETT Broadcast Receiver A
B 4tFRE Broadcast Receiver DiFE. TOHFBD YR I THZ7-H, PIIVERT -9 KRBT —9 THIAREEEER
LTREICWE L ATNER SR,

32 ANT—49DREM%HRT 2] 28RTDHI L,
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4229 BEZ ZRNICIRHT 2581013, TOEEDRKRDFREKELZMERFST S (BLR)

Permission ICK W RESNTWREREES SUBREEEZMOT7 ) ICTRMICIRET 2BEICE, BEET7 TV I
%t L CTRE—® Permission #EXKY 5% & LT, ZOREKEEMERLAQITNIER 54V, Android @ Permission &7 2
D74 ETINTIR, RESNEEEICHTZTTUYDNLDEET IV ERICDOVWTOAHEREELZITY. OLKRLOSH
HICEY, 77 ICRBINAEENSSICHOT TV IZ. REDOLOHICHER Permission ZERT 5 2 & Rt
NZAEELH S, TDIZ &I Permission ZBZFEL TWE I & EREMICEMARD T, Permission DB EZRHE & M
N3, 15.2.3.4. Permission DEBEZRE] 288D &,

423 7 KNV R K

4.2.3.1 /AL T&LL exported :%E & intent-filter X EDfEA S H (Receiver DIFE)

F 4.2.2 13, Receiver ZRE T2 & ZICHEAL TH KL exported B & intent-filter ERDHEAEDLEETRL TWS,
lexported="false” DD intent-filter EXH Y ] OFEAZFRMNELE L TWBRERICDOVWTIFLTTHRIAT 3,

%= 4.2.2 exported Bt & intent-filter ERDOEAEHLEDOFERATER

exported BEDE

true | false BT
intent-filter E&EA$H2 | & RAIZE | 2iF
intent-filter EFA AR\ | AT Gl =31

Receiver M exported BN EIEE T 515512 F D Receiver ARSI N 2 HIEAR & 2 B, intent-filter DEZDH
B|ICLVYRED 2. AHA K TIE Receiver @ exported BHE%E MBIRE] KT 2252 IELTVWS, AIBDL S A
APIDT 7 4L N OBENCFEIRELZT DI EILEITIRETHY ., exported BED LI AREFa ) T4 LEEREE
FRTHICEMET 2FELIHI2OTHNIEZNEZFAITRETHBZEEILND D TH S,

intent-filter & L. 5 D. exported="false” ¥ ET 3 & 2RAZILE LTWEDIE, B—7 7)) WDIEAFI Receiver
ICE T Broadcast %5 L7=2H W TH, BEHETMT 7 DB Receiver EVOH LT LEDBEDPBFEETEIH S
TH?, UTO2 2OHTEMEHMUH LI 2HFEHAT 5,

424 &, B—77F)ALS LHIFENEE Receiver(7 71) A) %#BEERH Intent THUVHERVWEELRIEDOHTH S,
Intent-filter(B & action="X") EEZEL TWZ DA, 77 A LAV ARVDOTERBEY DT ER>TWVW5S,

<12 intent-filter A’ S N T WNIEABI Receiver, EEHES N T WA T NIEIEAR Receiver & A %, https:/developer.android.com/guide/topics/
manifest/receiver-element.html#exported #SRD Z &,
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4 ™
FUA
R IntentE BT
ReceiverkBEUA T
Intent(“X")
FFUC
FE2 MReceiver A=1 M MIntentE#E-T

Receiver® U Y

exported="false”
action="X"

Intent(“X™)

e MReceiver®iF-T=-F T ) aD At
A2 A= LENTNSIBEE. A—7
TN T M #HBroadcast R {E I {THH
Do

8 AndroidisE

424 EELEMEDH

4251F, 77V AICMATT7Z 7Y B T©ERE LU intent-filter(B ™ action="X") #EHL TW3HETH D, £9. fthd
77 (77 C) HEEEM Intent T Broadcast &3%EF % DIL. FEAR Receiver(A-1) AlIZZEE LAVDTHEICEF 2
)7 4 BICIEBERBICR S ARV (HDBEDKE),

X2 T ETCHBEICARZDIE. 7Y AICKZE—T7 7Y WDIEAR Receiver DRUVHLTH B, 77 A B
289 Intent % Broadcast % &, E—7 7Y WDIELF Receiver ICMMA T, AL Intent-filter = EFH L 7= B OFDOLHH
Receiver(B-1) £ Z® Intent #ZETETCLESI NS TH D (HOKBDOEKH), 7Y ALrST7TYBICRHLTEY Y
T4 TRERERZRETITREMENSECTLE D, 7TYBHYLY 7 THNE TOFEEEY VT 1 TRIFRORHRIC
#H'B, £/, Broadcast #* Ordered Broadcast TH > 75 EIF. BERLAVERBBREZ M >TLED AL H S,
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4 N

FFIA

IS B AIntentF {E-T

ReceiverxME U T

Intent{“X™)
FC
JE4rBReceiver A-1 R MIntent®E{E-T
exported="false" Receiver®IE AT

action="X" @ Intent(“X"™)

4% MReceiver B-1
exported="true"
action="X"

Bl LactionZE #L T-ReceiverH ' FFo1=
HHOFTITIDA U A—LENT-1BA
[£. T DReceiver|ZIntent N ERE S
hd

. Androidif 7

425 BELAWVEMEDA

7272 L. Y27 LADEET % Broadcast Intent D& % 259 % BroadcastReceiver &3R4 9 23551213, lexported="false”
M D intent-filter EFTH Y] ZFATII &, 1D, ThLUADHEAEDLEIFFE>TWIFRWL, Thid, YR TLDE
f§ ¢ % Broadcast Intent (ZBJ L TId exported="false” THLZEAETH D EWVWIBRICH E DK, YRTLDERFET S
Broadcast Intent & [& U ACTION O Intent 2t 7 7)) BEE L/BE. ThEZELTLED EERLAVEMEESIE
R TaBEMENH B, INid exported="false” ZIFET DI LICL > THS I LN TE 3,

4.2.3.2 Receiver (37 7)) 2B L R W EEHFINL W

AndroidManifest.xml 128 89IC E % L 7= Broadcast Receiver (&, 41 YA M=)l LAEEIFTREMDICASBRVOTEER
PRBRETHZ, TTVE I BRET S ET, ZALUED Broadcast ERETEDLIICADH, 1 VA M—
JL1%1C Broadcast 5% M) H—IC L TAEBAZRBE I E S Z & IETE ALV, 727 L Broadcast D% (S8l T Intent I
Intent. FLAG_INCLUDE_STOPPED_PACKAGES % %% L T Broadcast %5 L7235 &1X. —EHEBLTVAVWT T
TH>THID Broadcast Z{ET B ENTE %,

4233 AL UID #2771 i 5%{E S /- Broadcast (3. 3E/AF Broadcast Receiver Tt 2{ET& 3%

BEOT7TVICAL UID #8252 &N TE S, ZDIHFE. 7= & ZIEAF Broadcast Receiver TH>TH. AL UID
DT T HSEES NI Broadeast TZELTLE D,

LhrLZhizexa) s LREBERBZZEEARW, AL UID 282773 APK 2 EEL T 2HKERN—HT B
EMMREEENTH Y., FEAR Broadcast Receiver B 2{ET B DIEE4LT 7Y A 5%E S N7z Broadcast ICBRESNZH 5
TH5,

13 Android 3.0 RETIET 7 DA ¥ X h—IL% L7721} T Receiver B EFE N3
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4.2.3.4 Broadcast D&% & 7 D

3%{§9 % Broadcast & Ordered M™% 5 THWA, Sticky B % 5 TRWHDHEAEHEICE Y 4 78D Broadcast B FET
%, Broadcast E#ERH AV v RIZIG LT, #{E9 % Broadcast DFEEHN R E 5, A dH. Sticky Broadcast D{F I Android
5.0 (APILevel 21) ICBWTIEHRE LR >TWS,

* 423 %59 % Broadcast DFEFE

Broadcast DfE$E EERAYVY R Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast | sendStickyOrderedBroadcast() | Yes Yes

FNZFN D Broadcast DFHIIRDEHY TH S,

& 4.24 %5 % Broadcast DIEFE T & D

Broadcast DFE3E Broadcast DFEFR I & DFFH
Normal Broadcast Normal Broadcast (&2 158512 =S RERIRRE I % D Broadcast Receiver (2 B 1%

SN THBYT %, Ordered Broadcast & 2744, E# D Broadcast Receiver 1A
B¥IC Broadcast % 259 2 DI TH %, $FED Permission ZFD7 Y D
BroadcastReceiver 721 (C Broadcast #Z{ES 252 & TZ %,

Ordered Broadcast Ordered Broadcast 13315 BFIC 2 {5 AT RE 7 IR R& IC & % BroadcastReceiver A¥— D
F DIEEIC Broadcast 25T 2 Z & B TH B, &V priority EHKE W
Broadcast Receiver BN ICZ{E 9 5, X T D Broadcast Receiver ICHIXETE T 3 %
H. EH D Broadcast Receiver A° abortBroadcast() =M U'H L 72354 1. Broadcast
(3EIBT %, $FED Permission #FAES L7~ 7 7 ') @ Broadcast Receiver 72
I71Z Broadcast #Z{ES#25 Z &H T& %, F7z Ordered Broadcast TIEIEETT
#* Broadcast Receiver 75 DFERIBEHREZZITMB I & TE %, SMS ZEEM
Broadcast (SMS_RECEIVED) & Ordered Broadcast DARBITH %,

Sticky Broadcast Sticky Broadcast (33X 15 IC 215 AR IRA&IC 4 % BroadcastReceiver I Egi% &
NERICHEBRT D LR ALK RATLICEYfRIT. &I registerReceiver() % M
UH L7727 7)) A Sticky Broadcast 259252 &N TE DI EWRFHTH 3,
Sticky Broadcast & Broadcast & 2744 BEIMICHER T 2 Z L IdAVD T,
Sticky Broadcast B REIZ/R > 7= & FIZ, BRMIC removeStickyBroadcast() % I
U L T Sticky Broadcast ZHiB S & 2 W EHH 5, D Broadcast & R4,
$§E D Permission % D 7 7Y @ Broadcast Receiver 72 {7 IC Broadcast % % {5
EEBZERIRTERW, Ny T ) —KELEEBHA Broadcast (ACTION_BAT-
TERY_CHANGED) |3 Sticky Broadcast D& BITH %,

Sticky Ordered Broadcast Ordered Broadcast & Sticky Broadcast D75 D 5% % # - 7= Broadcast T# %,
Sticky Broadcast & E#k. $FE D Permission % ¥ > 7 7’ ) @ Broadcast Receiver
721712 Broadcast ZZ{ESH B I & IETEAW,

Broadcast DM AIRZBVODHREAT, EREWBIZNICBEETIETRICAS,

122



Android 7 ) Ot ¥ 1 7HEt - X273

—

—TAVIHAR

2022-01-17

& 4.2.5 Broadcast D¥FEII LIRS W

Broadcast 459743k % | Normal | Ordered | Sticky Sticky Ordered

g0 Broad- Broad- Broad- Broadcast
cast cast cast

5 {5 A #5742 Broadcast Re- 0 0 - -

ceive % Permission IC & V)

HIBR Y 2

Broadcast Receiver 5 D - 0 - 0

WIBERERBT 2

Ilg & ( Broadcast Receiver - o - 0

IC Broadcast Z LB 3

BicEzfEashTws - - 0 0

Broadcast Z &5 b ZET

%

4.2.3.5 Broadcast %15 L 7=1&#»' LogCat ICH O S h 2 BEDH B

Broadcast DEZE IFEARMIC LogCat ICHA I AW, LA L. ZEM[OD Permission FRICK 2T 5 —%. EEMOD
Permission FEICE DTS5 —DERIC LogCat ICT S5 —OJ D AT S, T5—0O7IIE Broadcast TEET 2 Intent 1§
BREEFENZDT, T5—FEFFICIE Broadcast X159 2% E 1 LogCat ICRIRSINB Z &ICFRLTIEL W,

ZE{E81D Permission TEEED TS —

W/ActivityManager (266) : Permission Denial: broadcasting Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION }

from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires
org.jssec.android.permission.MY_PERMISSION due to receiver
org.jssec.android.broadcastreceiver.creating/org. jssec.android.broadcastreceiver.creating.
—CreatingType3Receiver

Z{SAD Permission FEEFD TS —

W/ActivityManager (275): Permission Denial: receiving Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION } to
org.jssec.android.broadcastreceiver.creating requires
org.jssec.android.permission.MY_PERMISSION due to sender

org.jssec.android.broadcast.sending (uid 10158)

42.3.6 F—L\EE (77)) IC¥a— b hy NEEBRETIHEOEFER

FR—LBEEICT 7)) 2REBTZHDa— M AY MRIUP Web TS50 HFDT v IX—I DLW URL ¥a—h
Ay bR T BIBE0FRRICOVTEHAT S, flE LT UTOLIBREEZEZITH D,

R—LEHE (F7Y)) ICva—bAy b EBRET S

Intent targetIntent = new Intent(this, TargetActivity.class);

// a—bMAay MEBIKIEEDIZHD Intent
Intent intent = new Intent("com.android.launcher.action.INSTALL SHORTCUT");

(continues on next page)
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(continued from previous page)

//a—RAy hDY Y TRICEEIT 2 Intent Z1BE
intent.putExtra(Intent.EXTRA_SHORTCUT_INTENT, targetIntent);

Parcelable icon = Intent.ShortcutIconResource.fromContext(context, iconResource);
intent.putExtra(Intent.EXTRA_SHORTCUT_ICON_RESOURCE, icon);
intent.putExtra(Intent.EXTRA_SHORTCUT _NAME, title);

intent.putExtra("duplicate", false);

// BroadCast #ff>T. YATFLALICYa—bAYy MEBAZKIET S

context.sendBroadcast (intent) ;

LEETEELTUVS Broadeast 1. ZIFFNF—LBE 7 T THY, "y T—IREHETDIIEHNHLVED, BR
B9 Intent (C & % 2B Receiver NDFEEER>TWB I EIERNIVETH D, DY, L£ETEE L7 Broadeast 1£v
WO L7 REDEBDTTIVNRETEZIENTE, ZORD, Intent ICEY VT 1 TRFERIESEN TV S LBERF
BMOWEIC ORI B AREMENH S, URLEZEICLZYa— Ay MEERT 23BE. URL ICREBOBERIEENTVS
ZEEHBED, FIERIBETH S,

WNEREE LTI, T4.2.1.2. /AR Broadcast Receiver - Broadcast =259 % - ZEET D] ICRBBEINTWBRAS ¥ NS
eV, EETSIntent ICEY VT 1 TRIERIZEFLAVEIICTZZENVETH B,

4.2.3.7 ACTION_CLOSE_SYSTEM_DIALOGS (DWW T

ACTION_CLOSE_SYSTEM_DIALOGS |, YRF L4 7A7HEL 5Nz &% EMKT % Broadcast Intent TH %,
£/, 77YD S Broadcast FET BRI ET. YVRATAYA 7OV EBFHLBZENTES, TD ACTION_CLOSE_SYS-
TEM_DIALOGS (. Android 12 249 —4"v b &3 %5 Androidll LIFIE 9 —4 Y hETEINTUTOREY EEALTE
ICR>TW3,

Android 11 B4 —45 v N & T 254!

ATV MERITEINT logeat ITIKRD A v £—IHRRI NS,

E ActivityTaskManager Permission Denial: \
android.intent.action.CLOSE_SYSTEM_DIALOGS broadcast from \

com.package.name requires android.permission.BROADCAST_CLOSE_SYSTEM_DIALOGS, \
dropping broadcast.

7=72L. ROBAICBWTIE, BIEHREVRATLAYAT7OT2BHLBIENTE S,
c BAMIROT—MLIC Window ZRTFLTW3

e A—H—RBMEREL, PTVIREDI—Y—T U 3 VIl L TH—ER X7/ IE Broadcast Receiver % AL L
TWw3

o A—Y Y —ERXNEMICL>TWVWDS
Android 12 9 =4y & T BI5E:

ACTION_CLOSE_SYSTEM_DIALOGS (d3E#E & otz, PTIVNRIDT7 I avEELA VTV MOBRUHELER
# % & SecurityException BAF4ET 5,

L. ROBEICEVWTE, BIEREVRATLYA 7O AL ENTE S,

e TTUDNA VAN AY MEBET AN ERITLTWSSBE

124




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2022-01-17

A—H - —EXDBMICR>TH Y., BAN—%2FALZUENHZHBEIF. Kb YIC GLOBAL_ACTION_DIS-
MISS_NOTIFICATION_SHADE 1 —#—®B7 /> a v 2 EAT %,

4.3 Content Provider #{E% - I T %

ContentResolver & SQLiteDatabase D1 ~ 4 —7 £ —XDET WS 728, Content Provider (& SQLiteDatabase & ##&(C
BRI D2 EENEVIND ZEHE WL, L LERRICIE Content Provider (&7 7Y BT —9H£BEDI V9 —7 2 — %R
ETBREIT, T REFEOHAE—IBLAW L ISEFRHIUER, EKT % Content Provider HEFTT —4 DIREFIC
SQLiteDatabase 2> 2 HTEB L. XML 771UV REDRDRERXEZFES>Z&ETES, BB, TITHBNT S
B TNA—RICBT—92RETHILEEZSIRVOT, REICHLCTENT S &,

431 > 7)La—R

Content Provider NED & S ICFIEE N B HIC & > T, Content Provider 28182 % ) R 7 0 E A EFEINELR S, K
DOHEZ O—IC & > TS % Content Provider DY A TTHZ D AHIBTE 3,

WEMSD
FAUICHMERNS

h h

Exclugive Propristary Tamporary
Private Public
A=kt—HE BHAE —
e ¥ P & 1 Pr .
W& M Cantart Frevider i MContant Frovide Content Provider Content Provider Content Provider

43.1 Content Provider ¥ 4 7HIE 70—

4.3.1.1 3E/AF Content Provider #{£% - fIHT %

FE/ABR Content Provider I, B—7 7Y R THE TN 3 Content Provider TH Y. £ o &HEEMDE L Content
Provider T# %4,

LA, FE/AFE Content Provider DREH|% =7,
R4 >k (Content Provider £ %) :
1. exported="false” IZ& V). BARMIICIHERFEBRET 5
2. A—T7TIVADSDYIITARTH>TH, NI XA—YDREMEHRT S

3. MATX T AVIRE—T7 T THEH D, VT4 TRIERERELTEW

#14 £ 72 L, Content Provider M3/ BIEEE X Android 2.2 (API Level 8) LLHT T I3 HBE L A2 LN,
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AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.privateprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<I-— kRAY N 1k exported="false"lZ& Y. BARMICIEARZET D -—>
<provider
android:name=".PrivateProvider"
android:authorities="org. jssec.android.provider.privateprovider"
android:exported="false" />
</application>
</manifest>

PrivateProvider. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www. apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class PrivateProvider extends ContentProvider {
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(continued from previous page)

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NE#td 2449 —7 1 —R%H
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;

sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);

sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE);

sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEEAETICEEMEERTHICLTWSED, query XV v RTRY Cursor ZH/IICE

private static MatrixCursor sAddressCursor =

new MatrixCursor(new String[] { "_id", "pref" });

static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&#&H&" 1);

sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =

new MatrixCursor(new String[] { "_id", "path" });
static {

sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

@0verride
public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {
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/S KRRAY N2k =T TVANMSLDY IVTRANTH>TH, RNTA—YDREMEEHERT S
// T T uri MEEDEHEBERNTH S I &%, UriMatcher#match() & switch case THEEELTW3,
// 3.2 AAT—9DREMEHET Z] #BHR,
/) KRBRAV N 3%k AT TVIEE—T7 Y THZ NS, YT 1 TREREZRZELTEWN
// 212U getType DIERMNME Y VT 1+ TREKRERF O LIEHF YR,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/S KRRAY N2k =T TVANMSDY IJIRANTH>TH, NTA—YDREMEEERT S

// ZZTlE uri NMEEDEHEEARNTH S I &%, UriMatcher#match() & switch case THEEAL TW3,
/) TDMDINT A —4 DEERIE Y Y TIVICDEE, 3.2 ADT—9DLLMEHERT 2] 288,
// KkRAY N3k FIATT7 7VIEA—T7 7V THZ ML, £V T4 TRBERZRZELTELW

// query DRERMNEY VT 1 TRERERF ONE DI NMET 7)) RE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

/S KRRAY N2k B=—T7FTVANISDY VIR NTH>TH, NTA—YDREMUEHERT S
// ZZ Tl uri NMEEDEHEARNTH DI &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDOMDINT A —4 DRESRIEY Y TIVICDEERE, 3.2 ADT—9DLLMEHIRT 2] 258,
/7 kRA VN 3k FIATT7 VIEA—T7 7V THZI IS, £V o T4 TRERERZELTELW
// Insert #ER. RBEIND DL EVIT 1 TREREF ONE D MET 7Y RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:

(continues on next page)
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return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

/) KRBRAV N 2% =T FTUVANSDY IJIRARTH>TH, NTXA—YDREMEHRT S
// ZZ Tl uri MEEDESEERNTH S I &%, UriMatcher#tmatch() & switch case CHEERL TW5,
/) TDMDIRT A= DHRIEY Y T DEERE, [3.2 ANT—9DREMERRT 2] 25K,
/) kBRAV S 3k FATT7 TYVIEA—T7 Y THZHIS, VT 1 TRERZRZELTEL
// Update SNFzL A— KRBV VT 1 TREEREZFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update SNl d— R &ERY

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

//kRAV N 2k A—FTFTIVRANPLDY VIR NTH>TH, RNIA—IDRLMUEHRT D
// Tl uri MEEDEHBEANTH 5 Z &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDIRT A= DERIEY Y TS DELR, [3.2 AANT—9YDREMERRT 2] 258K,
// kR4 VK 3k FIATT7 7YIERA—T7 7V THE B, EooTF 14 TRERERZELTELW
// Delete SNFzL A— KRBV T 1 TREEREFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Nl O— REEIRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

return 1;

(continues on next page)
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default:
throw new IllegalArgumentException("Invalid URI : " + uri);

JRIZ. e Content Provider ZFIFA 9 % Activity DBl Z R,
R4 > b (Content Provider #FIfH 3 %) :
4. A—=T7FTUVAANDY JIRANTHZHS, BT 1 TREREVIIZAMIEDHTLL

5. A=TFT)ADSDEREBRTH->TH, RET—IDREMZHRT 2

PrivateUserActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.provider.privateprovider;

import android.app.Activity;
import android.database.Cursor;
import android.net.Uri;

import android.os.Bundle;
import android.view.View;

import android.widget.TextView;
public class PrivateUserActivity extends Activity {
public void onQueryClick(View view) {
logLine(" [Queryl");

J/KRBRAVN 4k A—TTIVAAND) VIZARTHZIDS, £V oT4 TREREZV VTR NMIEDTEIW
Cursor cursor = null;
try {
cursor = getContentResolver().query(PrivateProvider.Download.CONTENT_URI,
null, null, null, null);

/) RBRAY RN 5k A—T7TYVALSOBERERTH->TEHE., BET—IDOREUEHERT S
/) Y TIVICDERE, [3.2 AAT—9DREUERERT 5] 2518,
if (cursor == null) {

(continues on next page)
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logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
}
¥
finally {
if (cursor !'= null) cursor.close();
}

public void onInsertClick(View view) {
logLine(" [Insert]");

//KRBRAVN 4k A—TTIVAANDY) VTZARNTHZ DS, £V oT74 TREHREV IV TRAMNIEDTEIWN
Uri uri = getContentResolver().insert(PrivateProvider.Download.CONTENT_URI, null);

//KRRAY KN 5k =T TVAILDERBRTH-TEH, BRET—YDREMEHERT S
/) B TIVICDZER, 3.2 AAT—9DRELMEHIET D] 28R,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Updatel");
/S KRRAVE 4k A=FTIVAANDY I IRARNTHZDD, BV VT4 TREREY VIR MIEHTEL

int count =
getContentResolver () .update(PrivateProvider.Download.CONTENT_URI, null, null, null);

7/ kRA VN 5k B—FTVADNLDERBERTHoTH, BET Y DRLMEHERT S
/Y TIVICDERE, [3.2 ANT—9DRLMEEHRAT 2] =B8R,

logLine(String.format(" Js records updated", count));

public void onDeleteClick(View view) {
logLine(" [Delete]");
/S KRBAVN 4h A—TTIVAAND) VIZARNTHZNS, £V oT4 TREHREZV VIR NMIEDTEIW

int count =
getContentResolver () .delete(PrivateProvider.Download.CONTENT_URI, null, null);

7/ KRRA VN 5k B=7TVALNLDBERERTH-oTH, RET Y DLLMEERT S

/B TIVICDEREE, [3.2 ANT—9DRLEEHDBT 2] 258K,
logLine(String.format (" Js records deleted", count));

private TextView mLogView;

(continues on next page)
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@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line);
mLogView.append("\n");

4.3.1.2 /2B Content Provider %1% - #IFH¥ 3%

/ABH Content Provider (&, RFEZHOT7 TV ICFIASI N B Z & %##8%E L /= Content Provider T#H 2%, 7514 7> M &R
ELBWZEICEY, Iz T7h 5 select) ICE>TRIFLTWET—9%REWMSN/iY, update() IC&>TF—%
EEEM|Z S5NY, insert()/delete) IC& > THDT— Y DAL T — Y DEIRE VWS> HBEZIFTEY L THITAS
N/ Z EITERNBRER,

%72, Android OS BXE Tl W B EK D /AR Content Provider 2 FIFB 9 33154, % D/2AF Content Provider 12 Y &
FLAERIVIITICVIIRARNNSA—9EZEINDIIEFHDIE. BLU. REFERT—9A5ZITNB L H
BT EIERPMBETH S, Android OS BEED Contacts ¥ MediaStore % % /2B Content Provider T$H 24, <L T
7i&F N 5 Content Provider IZA W EE L TERLY,

BAF. 2B Content Provider DE%&Hl% R,

R4 >~ ~ (Content Provider % 1£%) :
1. exported="true” IC& V), BARMICARFERET 5
2. YO ITRMRG A=Y DREMERRT D

3. VYT 4 TRERERZEL TEAS AL

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.publicprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<l-— R4V~ 1% ezported="true"lC& Y. BARMICARERET S ——>
<provider
android:name=".PublicProvider"
android:authorities="org. jssec.android.provider.publicprovider"
android:exported="true"/>
</application>

</manifest>
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PublicProvider. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R R T R O

limitations under the License.

*/

package org.jssec.android.provider.publicprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class PublicProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
public static final String CONTENT_TYPE =

"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NE#td 2449 —7 1 —R%H
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE);
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sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEFERAETICEEMEZRTIHFICLTWSED, query XV v RTIRY Cursor ZFHAIICER
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&&F" });
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

@0verride
public boolean onCreate() {

return true;

Q@0Override

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

J/RRA VRN 2k UITRAMSA—9DREMEHERT D
// ZZTIE uri NMEEDEHEEARNTH S &%, UriMatcher#match() & switch case THEEAL TW3,
/) FDOMDINS A= DEERIFY Y TIICDEBEE, 3.2 ADT—9DLLMAaHRT 2] 258,

/) KRRA VRN 3k VT4 TRERERZE L TEARSRL

// query DIERDPEV T 4 TREKEFONE I MET 7Y RE,

// VIOZTANTDT TIVRIIVI T THZARESEDNH B,

// RV TICRBINTEREORWVERTHNITHERE L TRLTH LU,
switch (sUriMatcher.match(uri)) {

(continues on next page)

134



Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2022-01-17

(continued from previous page)

case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

//KRRAY N2k UIIZRAMSA—SDREMEHET S
// T uri MEEDEEARNTH S Z &%, UriMatcher#match() & switch case THEEAL TW3,
/) TDMDINT A= DRERIEY Y TIVICDEEE, [3.2 ANT—YDREMAERT 2] 258,

/) KRBRAVEN 3k Y IT 4 TRIERERE L TEAS AW
// Insertf&ER. RBEIND DIV I T 1 TREKEFONE I NMET TV IRE,
/S VIZARTDT YNNIV T THBAENELNH S,
// RV ITICRBINTERBEORWVBERTHNISHERE L TGRLTHE LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

J/)KRKRAV N 2% YIZIRAMSXA—9DELMEEHIRT S
// T uri MEEDEERNTH S &%, UriMatcher#match() & switch case THEERAL TW3,
/) TDMDINT A — DRERIEY Y TIVICDEEE, [3.2 ANT—9DRLMAERT 2] 258,

/) RRA YN 3k YV T 4 TRERERZEL TEARSRRL
// Update SN/ A—REAEY T4 TREKREFONE D MET7 T Y RE,
/S VIZARTDT TYNRIV I 7 THDARNELNH S,
// RV TICRBINTEREORWERTHNISHERE LTGRLTHE LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update SNzl O— REERY

case DOWNLOADS_ID_CODE:

return 1;

(continues on next page)
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case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

/S KRRAY N2k UIIZRAMRSGA—SDREMEHEET S
// ZZTIE uri NMEEDHEERNTH S I &%, UriMatcher#match() & switch case THEEAL TW3,
/) TDMDINT A= DRERIEY Y TIVICDEEE, [3.2 ANT—9DREMAHRT 2] 258,

// KR4V 3k BYYT 4 TRIEHRERZEL TEAR LA
// Delete SNz A— KRBV T 1 TREEKEFRONE D MET 7 RE,
J/ VIOZANTDT TIVRIILI T THDARENENH S,
// RV TTICRBINTEREORWVERTHNISHERE LTGRLTE LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete N7l d— NE%ZIRY

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

JRIZ. 2B Content Provider ZFIF ¢ % Activity Dl =R,
R4 >~ K~ (Content Provider %A 3 %) :
4. BT 4 TRIEREY VIR MIEHTUIRSRL

5. BRT—IDRLMEEHRT D

PublicUserActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.

(continues on next page)
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You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

L R R T R O

See the License for the spectific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;
import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PublicUserActivity extends Activity {

// RIASKD Content Provider |83

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";

private interface Address {
public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

public void onQueryClick(View view) {
logLine (" [Queryl");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider M AF7E");

return;

J/RBAVN 4h EVVTATRIEREZY VTR MIEDHTERS AL

/S VIZARNEDT TYNRIV I 7 THDARMELNH S,

// RV ITFICEEENTERBEDORWERTHNIEY JTRAMIEDTH L,
Cursor cursor = null;

try {

cursor =

getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

/) RRAY N 5k ERT—IDRLEUEEDRT S
/) B TIVICDEEE, 3.2 ANDT—9DOLLE%RAT 2] 258,
if (cursor == null) {
logLine(" null cursor");
} else {

boolean moved = cursor.moveToFirst();
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while (moved) {
logLine(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
¥
¥
finally {
if (cursor '= null) cursor.close();
¥

public void onInsertClick(View view) {
logLine(" [Insert]");

if (!providerExists(Address.CONTENT_URI)) {
logline(" Content Provider A*AF7E");

return;

/S RRAVE 4k BT TRIEREY VTR MIEH TR SN

/S VIIRANEDT T)DBRIVD T THDAREMENH B,

// RIVIZTICRESNTERBORWERTHNILY VTR MIEHTEL L,
ContentValues values = new ContentValues();

values.put ("pref", "FZE");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

// kRAV N 5k BRT—IDRLMEHRT S
/T TIVICDERR, [3.2 ANT—9DRLUERET 2] 28R,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Updatel");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider A*A7E");

return;

J/RBAVN fh EVUTATRIEREY VTR MIEHTERS AL

/S VIZARNEDT YNNIV I T THDARMENH S,

// RV ITFICBEEINTERBEDORWERTHNIEY J TR MIEDTE L,
ContentValues values = new ContentValues();

values.put ("pref", "EHEA");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where,

//RRAV N 5k BRT—IDRLMEHRT D
/Y TIICDERR, [3.2 ANT—9DRLMEEET 2] =58,

logLine(String.format(" Js records updated", count));

args) ;
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public void onDeleteClick(View view) {
logLine(" [Deletel");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider M AF7E");

return;

J/RBAVN fh BT A TRIEREZY VTR MIEDHTERS AL

/S VIIZARNEDT TYNRIV I 7 THDARMEDNH S,

// RV ITFICHEEINTERBEDORWERTHNIEY J TR MIEDTH L,

int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

// RKRAV N 5k ERT—IDREMEEHERT S
/B TIVICDEEE, [3.2 ANT—9DRLEERRT 21 =58,
logLine(String.format(" 7s records deleted", count));

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
return (pi !'= null);

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line);
mLogView.append("\n");

4.3.1.3 /X— h+—PBR%E Content Provider #{£% - #IFH$ %

/8— b+ —PR7E Content Provider &, HEDT7 7Y 23 H 5FIFH TE % Content Provider TH 3, /A—hF—02DT7 S
DEBHTTIDNEELTURTLEZEBRL, N—h+—77) EORBTRD BIROHEAELTE-OICHIBEIN S,

BAUF. 78— b+ —PFR%E Content Provider DR %R,
R4 > b (Content Provider #4{E%) :
1. exported="true” IC & ¥, BARBIICAFARET %
2. A7 7 OFAEN T A4 MY R MIEHFINTWSB I L 5HERT S

3. M=K F=TTUDSDYIITRANTH>TH, NIA—SDREMEHRT D
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4. "= F=FFVICHARL TEWERICBRYRELTE W

AndroidManifest.xml
<?rxml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.partnerprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— kR4 N 1Kk exported="true"lZ& Y. ATRMICARZET S -—>
<provider
android:name="org. jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org. jssec.android.provider.partnerprovider"
android:exported="true"/>
</application>
</manifest>

PartnerProvider. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*
*
*
*
*
*
* http://www.apache.org/licenses/LICENSE-2.0
*
* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org. jssec.android.provider.partnerprovider;
import java.util.List;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.ActivityManager;
import android.app.ActivityManager.RunningAppProcessInfo;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;

import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

import android.os.Binder;

import android.os.Build;
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public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NE#td 2449 —7 1 —R%H
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE);

sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;

sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;

sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEEAETICEEMEEZRTFICLTWSED, query XV v RTRY Cursor ZHH/IICES

private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new Stringl[] { "2", "&#&H" 1);
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });

static {

sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

/7 kRA VN 2Kk MEATRT 7Y OERENFTA M)A MIBHRINTWSE I 2RI S

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

141

(continues on next page)




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR

2022-01-17

(continued from previous page)

// IN—=NF—=T ) org.jssec.android.provider.partneruser MIEBAZ/\v ¥ 1 {E% Ei%
sWhitelists.add("org.jssec.android.provider.partneruser", isdebug 7
// debug.keystore M "androiddebugkey"DFEAE /v > 1 {B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore D "partner key"MIIEAEZE/\v ¥ 18
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// LTFRBRICHD/NR— =T 7)) 2 &4%. ..
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
/7 MBI 7T DRy ir—Y 2 %G
private String getCallingPackage(Context context) {
String pkgname;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT) {
pkgname = super.getCallingPackage();
} else {
pkgname = null;
ActivityManager am =
(ActivityManager) context.getSystemService(Context.ACTIVITY_SERVICE);
List<RunningAppProcessInfo> procList = am.getRunningAppProcesses();
int callingPid = Binder.getCallingPid();
if (proclist != null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc.pkglList[proc.pkgList.length - 1];

break;

return pkgname;

@0verride
public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:

return CONTENT_ITEM_TYPE;

default:
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throw new IllegalArgumentException("Invalid URI : " + uri);

@0verride
public Cursor query(Uri uri, Stringl[] projection, String selection,
String[] selectionArgs, String sortOrder) {

// kR4 b 2% FATT ) OFAENRTA M) A MIBEHRINMTWD I L ERRT 2
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTTT” 7V Id/S—hF =T 71 TlEmmLy, ");

/) KRAVN 3,k R=hF—=FTUNSDYIVTANTH>TH, NIXA—YDLLUEHRT S
// T uri MEEDEEARNTH S I &%, UriMatcher#match() & switch case THEERAL TW3,
// 13.2 AAT—9DRLL%EHRET D] 258,

/) KRBRAUES 4k R=rF—=FFVICATRL TEWERICBRYRZEL TEW
// query DRERH/S— N F—T FYICERLTEWERNE S M2 7 7 U RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

// kR4 b 2% FATT ) OFAENRTA M) A MIBEHRINMTWD I L ERRT 2
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTTT” 7V Id/S—hF =T 71 TlEmmL, ");

J/)KRAV N3,k R=hF—=FTUNSDYIVTANTH>TH, NSXA—YDLLUEHRT S
// T uri MEEDEHEERNTH S I &%, UriMatcher#match() & switch case THEERAL TW3,
// 13.2 AAT—9DRLL%EHRET D] 258,

/) KRBRAUES 4k R=rF=FFVICATRL TEWERICBRYIRZEL TEW
// Insert #&R. REINZ IDHFNRN—N =T 7V ICHATLTLWERNE D MNET 7)) RE.
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:

(continues on next page)
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throw new IllegalArgumentException("Invalid URI : " + uri);

@0verride
public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// kR4 b 2% FATT7 7Y OFAENTTA MY RANMIERINTWD I L 2RRAT S
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTTT” 7V Id/S—hF =771 TlEmmLy, ");

/) KRA VN3, R=hF—=FTUNSDY IV TANTH>TH, NSIAXA—YDLLUEWHRT S
// T Tl uri MEEDESEENTH S I &%, UriMatcher#tmatch() & switch case CHEERAL TW5,
// 13.2 AAT—9DRLU%EHRAT D] #5081,

/) RBRAYS 4Kk R=KF—=FFYICATRL TEWERICBRY RZEL TEW
// Update SNFzL A— KRBV T 1 TREEKEFRONE D BMET 7 RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update SNl O— R &ERY

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

/7 hRBAV N 2% FART 7Y OFBASENEFTA M)A MIEHFINTWDL I E%2HRT D
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTTT7 7V Id/S—hF =T 7 TlEmL, ");

/) RRAY N3k K=" F—=TFTIVDBLDYIIARTH>TH, RS A—YDLLMEHIRT B
// 2T uri DEEDHEERTH S I &%, UriMatcher#match() & switch case THEEELTW3,
// [3.2 AAT—9DRLL%EWRT D 2#50R,

/) RRAVN 4 NR=bF—=F7FVICBARLTEWERICBYIERZELTLL
// Delete SNFZLA— RBA Y VT4 TREREF ONEINMEIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete SNl d— NE%IRY
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case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI :" + uri);

RIZ, 18— M F—PR%E Content Provider ZFIF 9 % Activity D%~ Y,

R4 > K (Content Provider ZF|FH¥ %) :

5. FA4%/S— N F—PFRE Content Provider 7 7!) OFFBAENE T A R A MIEHFINTWS I EA55ET 2

6. /8X— K+ —[RE Content Provider 7 7Y ICER L TL WERICBEY VI TR MIEHTE WL

7. /X— K+ —[R%E Content Provider 7 7Y B S DR TH->TH, BRT—IDRLMAERT

%

PartnerUserActivity. java
/%
* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");

*

you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ 0% %X %X X %X ¥ X %

limitations under the License.

*
N

package org.jssec.android.provider.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;
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import android.widget.TextView;
public class PartnerUserActivity extends Activity {

// FIFAZ%®D Content Provider &R
private static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// kRA TV~ 5% FIR%/A—NF—FRE Content Provider 7 7Y DFEBAEZEN KT A MY X MIEHRINLTWDS
/) TEETERT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// 1I’— hF—[RE Content Provider 7 7') org.jssec.android.provider.partnerprovider DFIEAE
VAN - --x
sWhitelists.add("org.jssec.android.provider.partnerprovider", isdebug 7

// debug.keystore D "androiddebugkey "DIFEAEZ /v ¥ 1 {B

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255"

// keystore M "my company key"MDIEEAZE/\Nv > 1{E

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// ATFRRICHED/N— N F—FRE Content Provider 7 7'') &%k, ..
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
// uri % AUTHORITY &¥ % Content Provider D/Nv /7 —I & %&B1F
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi =
getPackageManager () .resolveContentProvider (uri.getAuthority(), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick(View view) {
logLine (" [Query]l");

/7 kRA U 5k FIAS%/S— N —BRE Content Provider 77 MIEAZEN T T A MR MIEZFINTWD
/) TEERERT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #IMAS Content Provider 7/ VIEH T4 MR MIFFINTULAL, ");

return;

// kRA VN 6% /X—MF+—FRE Content Provider 7 7 JICEHRL TLWERICEEW Y IV TAMIEDHTELWL

Cursor cursor = null;
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try {
cursor =
getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

// kRA VN 7k "= KNF—[RE Content Provider 7 7)HLDERTH->TH, RTFT—IDLLM%E

// RT3
/) YV TIVICDEER, [3.2 AAT—9DREMEHRT 2] 251,
if (cursor == null) {

logLine(" mnull cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
}
}
finally {
if (cursor !'= null) cursor.close();
}

public void onInsertClick(View view) {
logLine (" [Insert]");

// kRA Y~ 5k FIAK%/N—KF—[RE Content Provider 7 7)) DFEFAEN R T A MY X MIEHFIhTWS
/) TEERT D
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #IMSE Content Provider 7/ VIEHE T4 MR MIEBFINTLAL, ");

return;

// kR4 b 6k /= KNF—FRE Content Provider 7 7YICBARL TLWERICRY YT RAMIEHTEL
ContentValues values = new ContentValues();

values.put("pref", "EREZ");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

// kRA VN 7k IX—NF—[RE Content Provider 7 7 HLDERTH->TH, BRT—IDELLEH%A
// HRT B
/)Y TIVICDEERE, [3.2 ANT—9DREMEHERT 2] 251K,

logLine(" wuri:" + uri);

W

public void onUpdateClick(View view) {
logLine (" [Updatel");

// kR4 N 5% FEK/A—KNF+—[RE Content Provider 7 7' MIEAEZEAHRTA4 M R MIEHFINhTWS
/) TEERERT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #A% Content Provider 77 UIEHRTA bR MIBFINTWAEWL, ");

return;
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// KkBA Vb 6%k /X—K~F—[RRE Content Provider 7 7ICBRL TEWERICRY Y VT AMIEHTELWL
ContentValues values = new ContentValues();

values.put("pref", "EEA");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

// kR4~ 7k 18— NF—[RE Content Provider 7 7)DLDERTH>TH, HRTFT—IDREM%E
// RS D

/Y TIVICDERE, [3.2 ANT—YDRLMUEHRT 2] =B8R,

logLine(String.format(" s records updated", count));

public void onDeleteClick(View view) {

logLine(" [Delete]");

/7 kRA Uk 5k FIAS/S— N —BRE Content Provider 77 MIAEAEN T T A MR MIEZFINTWD
/) TEERERT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #IMASE Content Provider 7/ VIEH T4 MR MIFEFINLTWLAL, ");

return;

// kRA VN 6%k /1A= KF—[RE Content Provider 7 7ICBRL TEWERICRY Y VT AMIEHTELWL
int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

/) kRA VN 7Tk I8S—NF+—BRE Content Provider 7 7VHLDERTH-TH., BRT—IDLLHS
// HEERT B
S/ YTV DEERE, (3.2 AAT—9DREMEHKRET 2] 2#51E,

logLine(String.format(" Ys records deleted", count));

private TextView mLogView;

@0Override

public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState)

setContentView(R.layout.main);

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line);
mLogView.append("\n");

3

PkgCertWhitelists. java
/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*
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Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

L R R T R O

*

* limitations under the License.

*/
package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /31 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F LADXELH D

mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IS BEMRD/NY ¥ 1EZEIGT 3
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEFED/NY ¥ 1B IEMRD/NY ¥ 1 {E% BT B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager ® API CTEIEIMEIN AIAE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DAL PkgCert DIEREZFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);
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PkgCert. java

/*
Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");

You may obtain a copy of the License at

*
*
*
* you may mnot use this file except in compliance with the License.
*
*
* http://www.apache.org/licenses/LICENSE-2.0

*

*

Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackagelInfo pkginfo =

pn.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // EHEREHEDDEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;
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private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("7%02X", b));
}

return hexadecimal.toString();

4.3.1.4 B#[EE Content Provider #{f% - FIH3 %

B4tBRE Content Provider I&. BHUAD T T hSHAINS I & %219 % Content Provider T#H %, EE D B4
FTTY)TYRATLAEER L, BT TN BERCEEETI-DICHAZIN S,

LUF. B#tBR%E Content Provider DREH% <7,
R4 > b (Content Provider #4{E%) :
1. ¥R B & Signature Permission % E#& Y %

2. ¥ H ¥ % Signature Permission # BXEE ¥ %

W

. exported="true” I & V). BRRMYICABERRET 2

4. B E Signature Permission B 7 FYICL W ERSNTVWR Z L 2R T S
5 BHT7TIUDSDY I IRARNTH>TH, NIA—IDREMERRT D

6. MATT7 TVIRBHT TITHEN L, BV T4 TRIEREZREL TE W

7. APK % Export §2 & ZiZ, fIRA7 7)) tALCHRXERTAPK 2EHRT 2

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.inhouseprovider">

<I-— kRA VM 1k MEESR Signature Permission x E&Hd 5 -->
<permission
android:name="org. jssec.android.provider.inhouseprovider.MY_PERMISSION"

android:protectionLevel="signature" />

<application

android:icon="@drawable/ic_launcher"
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android:label="@string/app_name" >

<I-— kRA Vb~ 2k BMEESR Signature Permission *BRKEFT 2 -->
<I-— kRA Yk 3Kk ezported="true"lZ& Y., BATRHICAREZEST S -—>

<provider

android:name="org. jssec.android.provider.inhouseprovider.InhouseProvider"

android:authorities="org. jssec.android.provider.inhouseprovider"

android:permission="org. jssec.android.provider.inhouseprovider .MY_PERMISSION"

android:exported="true"/>

</application>
</manifest>

InhouseProvider. java

/%

*

¥ 0% %X %X %X %X ¥ X ¥ x *x %

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*
N

package org. jssec.android.provider.inhouseprovider;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.content.ContentProvider;

import android.content.ContentUris;

import android.content.ContentValues;

import android.content.Context;

import android.content.UriMatcher;

import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY =
"org.jssec.android.provider.inhouseprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider N4 24 V4 —7x—RA%H

public interface Download {
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public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBAEEAETICEEMEERTHICLTWSED. query XV Y RTIRY Cursor ZEH/IICES
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&7FH&" });
sAddressCursor.addRow(new String[] { "3", "&F" });
¥
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

// B#® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider.MY_PERMISSION";

// BHOEFZD/NY & 2{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MFEEAE /Y & 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"DIEPAZE/Nv > 1 1B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";
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return sMyCertHash;

@Override
public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/7 kR4 VN 4k JREESE Signature Permission NEHT TVICKYEBRINTWVWE I L 2HERT S
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JEEEF Signature Permission N'E#T7 T UICLWEEINTULARL, ");

/) hkRAV N5k BRTTIDSDY VIR RNTH>TH, NI A—YDREUERRT 2

// T uri MEEDEHEBERNTH 2 Z &%, UriMatcher#match() & switch case THEERLTW5,
// 3.2 AAT—9DREMEHRET Z] 25K,

// kR4~ 6k FIATT7 7VIEBRT T THEI IS, B oTF 4 TRERERZELTELW

// query DFERNPBEHRT TVICHARL TEWERLNE D MFT 7Y RE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

(continues on next page)
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// KkRA VN 4k HEES Signature Permission NEH T TYICLWERINTWVWR I L 2RI 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JREEF Signature Permission N"'E#T7 T UICLUEEINTULARL, ");

/) KRBAV N 5k BRETTUDNSDY IIRARNTH>TH, NI A=Y DREMEMHIRT S
// Tl uri MEEDEHBEANTH 2 Z &%, UriMatcher#match() & switch case THEERLTW5,
/7 13.2 AAT—9DREMEHET D] 25K,
// kR4 VK 6k FIAT7 7VIEBRT T THE L, B YT 4 TRERERZELTELW
// Insert &R, RBEIND IDHFBERT TYICHARL TEWERNE I MET T Y RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// KRRA VN 4k HEESR Signature Permission NEH T TYICLWERINTWR I L 2RI 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("#HE% Signature Permission B'B# 7 7VICKUERINTULARL, ");

/) KRBAV N 5k BRTTUDNSDY VIR RNTH>TH, NI A=Y DREMEMHIRT S
// Tl uri MEEDEHBERNTH 2 Z &%, UriMatcher#match() & switch case THEERLTW5,
/7 13.2 ANT—90REUEEHAT 2] 28K,
/) KRBAV S 6% FIATT7 TYVIREBRT TYTHZ IS, EY YT 1 TIREREZRZELTEL
// Update SNFzL A— KRBV T 1 TREEEFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl d— RE%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:
return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);
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@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

/7 kBAV N 4Kk BMEER Signature Permission NERT TVICEYERINTWE I L AR T 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JREEZF Signature Permission A'E#T7 T UICLUEEINTULARL, ");

/) KRBRAV N 5k BRETTUDNSDY VIR NTH>TH, NIA—YDREMEHIET S
// 2T uri MEEDHEERNTH 2 Z &%, UriMatcher#match() & switch case THEERLTW5,
// 3.2 AAT—9DREMEHRET Z1 25K,
// kR4~ 6k FIAT7 7VIEBRT TV THE IS, B o T4 TRERERZELTELW
// Delete SNFzL A— KRBV T 1 TREEEFONE D DMET 7 RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete N7zl d— RE%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);

SigPerm. java

/%

*
*
*
*
*
*
*
*
*

L

*/

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

(continues on next page)
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import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName % EZFL1=T7 TV DNy r—IZ5WMET 5
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFAEILKEIFL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1 EBEERD/NY & 1EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEEIMRIIN AL
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& PkgCert ZFA L. /Ny Y2 {EEIEBL TLHET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L O

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

(continues on next page)
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import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEAEIHRbDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4V b7k APK % Export $2& &I, FIATT7 7Y S ELURKERTAPK 2 EXT 5,
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' ™ Generate Signed APK ]
Key store path: C:¥jssec¥Projects¥keystore
I Create new... l | Chooseexmﬁng".l

Key store password: -------
KEV pﬂssﬂord'_ | ....... I
[] Remember passwords

) R [ ] [

S L

432 FARTT T EELRAKERTAPK 2EEY 3

JRIC. B4EBRE Content Provider ZFIA 3 % Activity D& R,
R4 > bk (Content Provider #FIH 3 %) :
8. MM HE EF Signature Permission #FEE ¥ %
9. #BEES Signature Permission BT TV ICL U ERI N TWS I L 4RI S

10. #IF % Content Provider 7 7°\) OFFBAE AN B DIIAETH B I & 5 HERT S

11. B#FRE Content Provider 7 7Y ICBAR L TL WERICBRY UV VTR MIEHTE W

12. B4tPRE Content Provider 7 7Y S DFERTH > TH. HERT—9DREMEMHERT

13. APK % Export 2 & &2, FIAA%T7 7Y CELUHRERTAPK 2 EHLT

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.inhouseuser">

<queries>
<package android:name="org.jssec.android.provider.inhouseprovider" />

</queries>

<I-— kKA b 8k MEES Signature Permission ZFIAEE T 2 -—>

<uses-permission

android:name="org.jssec.android.provider.inhouseprovider .MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity

android:name="org. jssec.android.provider.inhouseuser.InhouseUserActivity"

android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
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</activity>

</application>
</manifest>

InhouseUserActivity. java

/%

*
*
*
*
*
*
*
*
*

L

Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.PkgCert;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class InhouseUserActivity extends Activity {

// FASKED Content Provider &R

private static final String AUTHORITY = "org.jssec.android.provider

private interface Address {
public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// B#®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider.MY_PERMISSION";

// BHOFEFZED/NY & 2{E
private static String sMyCertHash = null;

.inhouseprovider";
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private static String myCertHash(Context context) {
if (sMyCertHash == null) {

if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DFEEAE /Y ¥ 1 {E
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";

} else {
// keystore M "my company key"MDIEEAEZ/\v < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// BBk Content Provider /Ny 7 —I £ %G

private static String providerPkgname (Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context.getPackagelanager();
ProviderInfo pi = pm.resolveContentProvider(uri.getAuthority(), 0);
if (pi != null) pkgname = pi.packagelName;

return pkgname;

public void onQueryClick(View view) {
logLine (" [Query]");

// kR4~ 9k HMEESR Signature Permission NEH T TYICLWERINTWVWR I L 2RI 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logline(" M EEZ Signature Permission AB#H 7 FVICLWERINTULAL, ");

return;

// kR4 bk 10k FIFAS Content Provider 7 7)) DIIFAEN B DHAETH 2 I & 2R 2
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, myCertHash(this))) {

logLline(" #IFS Content Provider EBE#T 7 TlERWL, ");

return;

// kRA VN 11 % BHRE Content Provider 7 7YICBARL TLWEBRICRY U I I MIEHTEL
Cursor cursor = null;
try {
cursor =
getContentResolver() .query (Address.CONTENT_URI, null, null, null, null);

// kR4 N 12% BHIRE Content Provider 7 7UHSLDHERTH-TH, BRT—YDREMEHRT S
/) B TIVICDEEE, 3.2 ANDT—9DORLEERAT 2] 258,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logline(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));

(continues on next page)
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moved = cursor.moveToNext();

}
¥
}
finally {
if (cursor '= null) cursor.close();
}

public void onInsertClick(View view) {
logLine(" [Insert]");

/7 kBRAY N 9Kk MEESR Signature Permission NERT TVICKYERINTWE I L 2R T 2
String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logline(" M EEZ Signature Permission ABE#MT7 TV ICL Y EZBINTULAL, ");

return;

// kR4 N 10Kk FIASEL Content Provider 7 7Y OFIEAEN B DIAEZE TH 2 Z L 5 MHRT D
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLine(" #If% Content Provider IZBE4t7 7Y Tl ");

return;

// kRA VN 11 % BHIEE Content Provider 7 7VICEARL TEIWERICIRY VIV T A MIEHTELW
ContentValues values = new ContentValues();

values.put("pref", "EREZE");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

// KRA VN 12% BHIEE Content Provider 7 7D LDERTH>TH, BRT—IDLLMEHRT S
S/ YTV DEER, [3.2 AAT—9DREMERKRET 2] 2#B81E,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Updatel");

/7 kBRAY N 9Kk MEESR Signature Permission NERT TVICKYERINTWE I L 2R T 2
String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logline(" M EEZ Signature Permission AE#MT7 TV ICL Y EZBINTULAL, ");

return;

// kR4 N 10Kk FIASEL Content Provider 7 7\ OFIEAEN B DIAETH 2 L 5 MHRT D
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLine(" #FIf% Content Provider IZBE#7 7Y T, ");

return;

(continues on next page)
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// KkBA N 11k BHRIRE Content Provider 7 7VICBRL TEWERICRYW Y VT XA MIEHTELW

ContentValues values = new ContentValues();

values.put ( "pref", "B ;
String where = "_id = 7n;
String [] args = { "av 3},

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

// KkRA VN 12k BHIEE Content Provider 7 7N LDERTH->TH, BRT—IDLRLMUAHRT S

/Y TIICDERE, [3.2 ANT—9DRLMEEHRT 2] %

logLine(String.format(" Js records updated", count));

public void onDeleteClick(View view) {

logLine(" [Delete]l");

// kBRA VN 9k HMEERE Signature Permission NEH T TYICEWERINTWR I L 2MHRT 2
String correctHash = myCertHash(this);

if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logline(" M EEZ Signature Permission ABE#M 7 FVICLWERBINTULAL, ");

return;

// kR4 N 10k FBS Content Provider 7 7' MIIFAZAN B DIIBAETH B 2 & 5 HRT 3

String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {
logLine(" #M% Content Provider |FE#7 7 Tld7iaLy, ");

return;

// kR4 VN 11k BHIEE Content Provider 7 7VICERL TEWERICRY ) VTR MIEHTEW

int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

// KkRA VN 12k BHIEE Content Provider 7 7N LDERTH->TH, BRTFT—IDLRLMUAHRT S

/) FVTIVICDERE, [3.2 ANT—9DRLUEWHRT 5] &5

logLine(String.format(" Ys records deleted", count));

private TextView mLogView;

Q@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

SigPerm. java
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Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

¥ 0% %X ¥ X *x %

http://www.apache.org/licenses/LICENSE-2.0

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L O

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermlame & EELI=T7 T ) DNy r—IZ8%RET 5
PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packagelName;
// 3k Signature Permission DFEIFRKEIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED/NY & 1{BEIEBD/NY & 1{EZLLEY 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager O API TEZEMIEN ATAE
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& L PkgCert ZFAL., Ny Y1 {BEZIEBLTHET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){
return false;
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PkgCert. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHERAIEHEHDDRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {
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return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("7%02X", b));
}

return hexadecimal.toString();

* R4 b 13 % APK % Export 2 & ZIC. FIALET7 ) CAUCHERERT APK 2B/ T 2,

. ® Generate Signed APK & |
Key store path: C:¥jssec¥Projects¥keystore
Create new... . Choose existing...
Key store password: | =------
Key alias:
Key password: | .......

[_] Remember passwords

N (o [

433 FAETT) CRURARERTAPK 2EET S

4.3.1.5 —B$EF A Content Provider #1E% - fIIH T %

—BFEF A Content Provider (&, EARHIZIZIE/AFD Content Provider T#H 2 4%, FHED T 7V (% L T—HFMIZHE URL
ANDT YVt RA%FHA S % Content Provider TH %, A7 TV ABEL Intent ZRRT TV ICERT B &Ik Y.
ZOT7 TVIC—BHART 72 AERI I ND L5 IC%@>TWB, Content Provider 817 7°Y A BEBIICRD 7 TV I T
VEAFTEEZ22LH5TED L. —BRWRT I ERFAA2KROTE 77 7Y IZ Content Provider I 7 7Y A2 ENHIC
TIEAHAT 5L EHTES,

BUF. —B§EFA Content Provider DR%EH)% R,
R4 > b (Content Provider #1£%) :
1. exported="false” IC & W), —B§EFA§ % Path LA ZHLFHBRET 5
2. grant-uri-permission IC & Y. —BFEFAI S % Path 2#18ET %
3. —BRHICHFI LT TUDNSDY VIR NTH->TH, NIA—YDREUEERT D
4, —BRICEFT L7 7Y ICEARL TEWERICERYIRZEL TL WL
5. —BFMICT Y £ R & FFA$ % URI % Intent ICIEET 2

6. —BFHIICEFAI 9 % 7 U £ R#ER % Intent ICIEET 5
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7. —BMICT IR EHFT T B 77 ICEATRK Intent Z3EET B

8. —HFEFaIDERITTT 7Y IC Intent ZIRIET 3

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.temporaryprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity

android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_name"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>

<!-- —B¥EFA] Content Provider ——->

<I-— kR4 VI 1K exported="false"lC&Y, —BFAIT % Path UNEIELBFRET D -—>
<provider

android:name=".TemporaryProvider"
android:authorities="org. jssec.android.provider.temporaryprovider"
android:exported="false" >

<I-— kRA Yk 2% grant-uri-permission &Y. —BFFRAIS % Path AI§ET D -—>
<grant-uri-permission android:path="/addresses" />

</provider>

<activity
android:name=".TemporaryPassiveGrantActivity"
android:label="@string/app_name"
android:exported="true" />
</application>
</manifest>

TemporaryProvider. java

/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

*

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R S T R O
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* limitations under the License.

*/
package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY =
"org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider DRt d 24 49 —7 1 —R%NH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITIY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITIY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH);
sUriMatcher.addURI (AUTHORITIY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI (AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITIY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITIY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEEAETICEEMEERTHICLTWEED, query XV Y RTRT Cursor ZEHIICESR
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&&HF" });
sAddressCursor.addRow(new String[] { "3", "&F" });
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private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });

static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

@0verride
public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, Stringl[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) KRBAV S 3k —BHICHFALETTYUNSDY VIR NTH>TH, NIA—YDREUEHIET S
// T Tl uri MEEDEHBERNTH 2 Z &%, UriMatcher#match() & switch case THEEELTW5,
/) TDMDIRT A= DRIEY Y TIICDELR, [3.2 AAT—9YDOREMERRT 2] 28R,

/) KRBRATUS 4k —BERICHFTLAEA7 TYICHARL TEWERICERYIRZEL TEW

// query DIERDN YT 4 TREKREFONE I NMET TV IRE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

(continues on next page)
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/7 kR4 YN 3k —BERICEFRAILAEZT TYDNSLDY VIR RNTH>TH, NIA—YDRLEEZHRT S
// T T uri MEEDEHEBERNTH S I &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDIRT A — & DEERIEY Y TINICDELR, [3.2 AAT—9DOREMEKRT 2] 28R,
/) RBRAUS 4k —BRICHFTLAEA7 TYICEHARL TEWERICBRYIRZEL TEW
// Insert #ER. REIND DDI1EV YT 1 TREKREFONE I NMET TV IRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/) RBRAY S 3k —BEHICHFALET TYDNSLDY VIR NTH>TEH, NIA—YDREUEHERT D
// 22Tl uri NMEEDEHEBEANTH S I &%, UriMatcher#match() & switch case THEERLTW5,
/) TDMDINT A —4 DEERRIE Y Y TIVICDEEE, 3.2 ANDT—9DLLMEHRT 2] 228,
/7 KRRA VN 4ok —BERICEFRT L7 TYICHER L TEWERICRYIRZELTE W
// Update SNFzL A— KRBV T4 TREEEFONE I NMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update SN/zL I— R¥%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

/) RBRAY S 3k —BEHICHFALETTYDNSDY VIR NTH>TEH, NIA—YDREUEHRT D
// ZZ Tl uri NMEEDEHEARNTH DI &%, UriMatcher#match() & switch case THEELTW3,
/) TDOMDINT A —4 DEERRIEY Y TIVICDEERE, 3.2 ANT—9DLLMEHEIRT 2] 258,
/) RBRAYS 4k —BERICHETLAET TYICHATRL TEWERICERYIRZEL TEW
// Delete SNFZL A— RBA LY VT 4 TREREF ONE I NMET TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete N7zl d— RE%RT

(continues on next page)
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case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

TemporaryActiveGrantActivity. java

/*

*

* 0% %X %X %X X ¥ X %X ¥ X %

Copyright (C) 2012-2021 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

*
N

package org. jssec.android.provider.temporaryprovider;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity ICEAY 2183

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryuser";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryuser.TemporaryUserActivity";

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.active_grant) ;
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// Content Provider{ll7 7)) W EEBIMIICHD 7 TV ICT7 YV RFT 25X 55—
public void onSendClick(View view) {
try {
Intent intent = new Intent();

/) RRAU N 5k —BRNICT VA% HAY S URI & Intent ICIBET S
intent.setData(TemporaryProvider.Address.CONTENT_URI);

/) kRAV N 6% —BNICHFAIT DTV RAER%E Intent ICIBET 2
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION);

/) hRRAVN 7Th —BWICT VR EHTT 27 7Y ICBRM Intent Z%ET S
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity(intent) ;

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "User Activity BARDM 570, ", Toast.LENGTH_LONG) .show();

TemporaryPassiveGrantActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www. apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.passive_grant);

(continues on next page)
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/) —BERT VAR E RO TERLT T IC Content Provider Al 7 7)) AZFMICT 7R

public void onGrantClick(View view) {

Intent intent = new Intent();

/7 kBA Y 5k —BICT VR %&FFAY D URI % Intent ICIEET 2
intent.setData(TemporaryProvider.Address.CONTENT_URI) ;

// KBA VN 6k —BHICHFRIT 27 7 ZAER%E Intent ICIBET %
intent.setFlags(Intent.FLAG_GRANT_READ_URI_PERMISSION);

/) KRBRA VS 8k —BEHFADERTT FYIC Intent 5RIET S
setResult (Activity.RESULT_OK, intent);
finish();

public void onCloseClick(View view) {

finish();

A EEZBT—R

JRIC. —BEEFA Content Provider ZFIF 9 % Activity Dl %R,

R4 > k (Content Provider ZFIF¥ %) :

9. tV T4 TIBERE ) VTR MIEDTIALAL

10. ERT—9 DRLMEHAT S

TemporaryUserActivity.java

/*

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

L O

*

L O

*/

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

package org.jssec.android.provider.temporaryuser;

import
import
import
import
import
import
import

import

android.app.Activity;
android.content.ActivityNotFoundException;
android.content.Intent;
android.content.pm.ProviderInfo;
android.database.Cursor;

android.net.Uri;

android.os.Bundle;

android.view.View;
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import android.widget.TextView;

import android.widget.Toast;
public class TemporaryUserActivity extends Activity {

// Provider Activity ICFAY 21EHR

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryprovider.TemporaryPassiveGrantActivity";

// FA%LD Content Provider &R
private static final String AUTHORITY = "org.jssec.android.provider.temporaryprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

private static final int REQUEST_CODE = 1;
public void onQueryClick(View view) {
logLine (" [Queryl");

Cursor cursor = null;
try {
if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider MARE");

return;

/) hRRAV N 9k BT 4 TRIERE ) VTR MIEHTEALRW
/S VIOIANGEDTTYDNRIILD 2T THEARENH S,
// RV I TICRESNTERBEBORWERTHNIETY VTR MIEHTEHL L,
cursor = getContentResolver()
.query (Address.CONTENT_URI, null, null, null, null);

/) KRRAV N 10Kk BERT—9DREMEHAT S
/)Y TIVICDEEIE, 3.2 ANT—9DRLUEHAT 2] 288K,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));
moved = cursor.moveToNext();

}
} catch (SecurityException ex) {
logLine(" fil4:" + ex.getMessage());
}
finally {

(continues on next page)
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if (cursor != null) cursor.close();

/) DT TYD—BART V2 AFTEEKRL. Content Provider flI7 7 AREBMICT I L RFAEE5ADT — R
public void onGrantRequestClick(View view) {
Intent intent = new Intent();
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult(intent, REQUEST_CODE);
} catch (ActivityNotFoundException e) {
logLine("Grant MEXRICKM L £ L7, \nTemporaryProvider '1 Y A h—ILZNTWLEHHERL TSI,

=");

private boolean providerExists(Uri uri) {
ProviderInfo pi =
getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);

return (pi '= null);

private TextView mLogView;

// Content Provider {7 7\ WEEBINICZ DT ) ICT7 UV RFAAE5Z 25—

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

432 V—ILTv Y

Content Provider OE=ERICIFUTDIL —ILEFD T &,
1. 77V RTOHRERT % Content Provider |3IEARZET 2 (HH)
2. VIIRAMRGA—SDREUERRT D (BA)
3. MBES Signature Permission \&, BT TUHAERE LA L2BALTCHETS (WA
4, FEREBEBETHAICIEK. BEET7 TV HSORERBERBRITTERT 2 (BA)
5. BEAZRMICIRET 258101, ZTOBEOREDREKELHERT D (BE)
e, FARIE. UTOIL—ILEFBEIE,

6. Content Provider D¥ERT—49 DREMEWERT 5 (WHE)
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4.3.2.1 77YRHNTOMHFEHAT % Content Provider (33EAFZET D (WAE)

RA—77)ANSDHFE IS Content Provider IZtBD 7 FUMNS T IV ERATEZRENRWEIFTRL, AEES
Content Provider 4 I ME 9§27 7 A %#ZE LW &A%\, Content Provider &7 —9 HET 2HDEHEATH S
2. T N TERABERWICR>TLE S, A—7 )AL SDHFAEET NS Content Provider (& BARIICIE/NBARE
7 L. FE/ABE Content Provider & §RETH 3,

AndroidManifest.xml
<l-— % 4.3.1.1 - R4V N 1% ezported="false"ll& V). BARMICELREET D -—>
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"

android:exported="false" />

4322 VIVIZAMNIA—SDREMEHRT D (WE)

Content Provider D% 4 FICL > TEFIVRIVIZERZD, YITAMSA—Y5NEBTIEICITZ. TTZ2DRELM%E
BERLRIThIERSRW,

Content Provider D& XY v RiL SQL XDBHRER/NTA— I 5ZITMB I EE#BELLA VY —T 2 —RAICAR>TIE
WBEDD, IO ETIRBICEBREOXFNEZIFETLAITOEDTH Y. Content Provider I TIXABENAD/IS X —
INEZO6NZT—RAERELABFNIERSBVWI EISEEIBES,

B3 Content Provider & AFEZHDT7 TYNS ) VT XA N EFIFTRZ/H, IV T7ORE) VTR N&ZIFTRZA
BEMED B, FEARE Content Provider 3D 7 ) HSY VT ZA N2 EEZITRZ Z &iERV, LALEA—77TVHOA
B Activity DMbD 7 771 H 5 Z 1+ EX - 7= Intent DT — % % IE/ABH Content Provider ICERE T2 E W2 T —REEZ S
Nd7H, UIIAMNEERZGICLZETHDZ EEZTIRSRL, ZOMD Content Provider ICDWTH, ®iEW Yo
A NDOREMEHR T DVENDH D,

32 ANT—49DREM%HRT 2] 28RTDH L,

4.3.2.3 M EES Signature Permission (&, B4 7 UM ERE L2 & 2HBLTHAT S (WE)

B#7 7)) 213 SFIATE 2 BHIRE Content Provider % {F 2354, MBEEH Signature Permission (& W) R L 7l
nE% 540, AndroidManifest.xml T® Permission £, Permission EXXEE 7211 TIXRED T +DTH B 78, 5.2,
Permission & Protection Level] @ [5.2.1.2. B E&ED Signature Permission CH#T7 7 B#¥$ 2 H%| 28R 3
Z &,

4.3.24 #HERBEBREZRITIHBEICIE, BEET TIHSOBRBEBRFRIERT 2 (WEH)

query() ¥ insert() TlE) VTR MNERFTT 7V ICHERERE L T Cursor ¥ Uri NRES NS, BRERICEV VT4 7
RIEBRNEENDIHE, BELETTVHSERFRT 2N H 5, 72 update()  delete() TIEEHFH - IFHIRI N
LO—RBHPVIIRAMERTT7 TV ICERBRE L GRESND, FNICTTVERICK > TRHEF E 2 ITBIKRE
NELI—RED YT 1 TRERERF OBENH IO TERTRES,

43.25 HEEZ ZRNICIRH T B5RICIE. TOEEDERDFREKELZHIFS S (WR)

Permission IC& WIREINTWEHEREES KUMEEEAMO 7 7V ICTRIICIRE T 25E8I1CI1E. BEET7 T IC
&t L THE—® Permission #BXKT 272 E LT, ZDREKEEMER L RIFNIEASAV, Android @ Permission £ 1
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V74 ETILTR, RESNLEEICNTE2T7TUDNSDERET IV ERICDOWTOAHERER 1T, IOMLEKRLEDR
MICE Y, PTVICRESNAEENSSICMHOT VI, REDDICHER Permission ZERY 5 Z &R RS
NZAREMELH D, TDIZ &I Permission FBEZEL TWE I & EREMICEMARD T, Permission DHEEZRIE & M
IENn 3, 15.2.3.4. Permission DBZEZREZE] #5BI 52 &,

4.3.2.6 Content Provider D#ERT—9 DR LM %RT 2 (WE)

Content Provider @9 4 FIC& > TETFYRVIZERLZN, HRT—IENBIIHRICIEK, ETHERT—IDLLMARE
FLAIFNIER SRV,

FIF % Content Provider #°22# Content Provider D35&. 22F Content Provider ICR Y FEEX LTIV = PHRERFER
T—4%R%ELTL BABEMEDH B, FIFS% Content Provider A°FE/ABE Content Provider Di5&. A—7 7Y AL S
RT—9E2ZIHWMBOTY RA7@EDHVD, HRT—VEBFHFICRETH D EZEZATERLARWL, TODM®O Content
Provider ICDWTH, RRIVERT— Y DLLMEBRTI2HELH D,

[32. ANT =49 DReU%MHRT2] 28RITBI &,

4.4 Service =% - FIHT %

441 > 7)La3—R

Service NED LD ICFIAINZ ML o T, Service BM8Z 2% ) A7 P BEYABFEIFERALARR S, RO¥EZ7O—IZL 2
TYERRT % Service NEDY A TTHZHEHIBTE S, BB, ERT B Service DY 1 FIZ& o T Service #FIFT 3
BINRELRFEFZDT, FAMDODREICODVWTEEDETEHREAT %,

( mw )

FAIAMTOANRTS

THEBFD
I CFI R

FEMLD
U R IRERS

h
Private Public Exclusive Proprietary
Ak Blservice hService 1=+ —[REService B 11iETEService

4.4.1 Service ¥4 F7O&ER7O—

Service ICIZEHMDREFEDH Y. TOHEDLSEMRT B Service DY A TICE21=AEERBIRT B2 &ICR 3, TRD
WMOEBNAXETROIRESEZTHY., 5SEBRICHE L, RPOD o MIERFELREAGLEERL, TOMIZER
AL L IFREAEDETRT,

8. Service DEEFEDFHFMICDWTIE, 14.43.2. Service DEEFEIZDWT] BELUE Service ¥4 TDH VT IL

JA—R (RPTHHIONWEED) 25RIT B &,
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£ 4.4.1 Service DEREHE
o¥R FEAF Service AFA Service N—hNF—BRE B*tFR7E Service
Service

startService B o* 0 - 0
IntentService & 0 o* - 0

local bind 0 - - -

Messenger bind & 0 0 - o*

AIDL bind B¢ 0 0 o* o

LUFTIER44.1 AO*HIDHEAEDEEF>TEEX )T 1494 7D Service DH Y FIaA—RKERT,

4.4.1.1 3E/AF Service 2% - FIAT 3

FE/AFA Service &, A—7 7YV RTOHFEEI NS Service THY, o2& HLLMEDF W Service TH %,

F 7. JENE Service #FAT BICIE. VTR EIBET SR Intent ZF 2 (L33 > THEBT7 7"V IC Intent Z3EELTL

O &N,

LAF., startService UM Service #{FRA L7=H%E =T,

R4 >V b (Service 21E3) :

1. exported="false” IC& V). BARMIICIHERFRET 5

2. =77 H5®D Intent TH>TH., == Intent DESMAFHRT S

3. BREERTIGE. AR TVEE—7F)THZIZDH, VT4 TRERERELTEW

AndroidManifest.xml

<?zml wversion="1.0" encoding="utf-8"2>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.privateservice" >

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false">

<activity

android:name=".PrivateUserActivity"

android:label="@string/app_name"

android:exported="true" >

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>

<!-- ERFH Service ——>
<I-— X RA VN 1%k ezported="false"lZ& Y. BARMICIEARRZEST S -—>

<service android:name=".PrivateStartService" android:exported="false"/>

<I-- IntentService & L7 Service —-->

<!I-- FERFA Service -->
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<I-— kRA YN 1%k ezported="false"lZ& Y, BARMICHELREBZRET 2 -—>

<service android:name=".PrivatelIntentService" android:exported="false"/>

</application>

</manifest>

PrivateStartService. java

/%

* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

* % X %

L R S T O

*/

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

package org.jssec.android.service.privateservice;

import
import
import

import

public

android.app.Service;
android.content.Intent;
android.os.IBinder;

android.widget.Toast;

class PrivateStartService extends Service{

// Service NEENIT S & XIC 1 EEFREUCHEIND

@0verride

public void onCreate() {

Toast.makeText (this,
this.getClass() .getSimpleName() + " - onCreate()",
Toast.LENGTH_SHORT) .show() ;

// startService() BNEEN-BIHAZITHRUVEEIND

Q@0verride

public int onStartCommand(Intent intent, int flags, int startId) {

/) hkRA YK 2k B=7FTUDSD Intent TH>TH, ¥1E Intent DREMEHET S
/Y TIVICDERIE, [3.2 ADNT—90REMEERDBT 2] 258,
String param = intent.getStringExtra("PARAM");
Toast.makeText (this,
String.format("/N\T XA —% [s] #Z(FB 57, ", param),
Toast.LENGTH_LONG) .show();

// P—EREBATRHICKRTSES

// stopSelf ¥ stopService ZE{TLIEEICY—ER%ZERTTS

// START_NOT_STICKY |&, XEVADVRWVWET kill SNLFHICEHNICIEERLAZWV
return Service.START_NOT_STICKY;

(continues on next page)
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// Service NMET 2L ZIC 1 EEITHUHINDS
@Override
public void onDestroy() {
Toast.makeText (this,
this.getClass().getSimpleName() + " - onDestroy()",
Toast.LENGTH_SHORT) .show() ;

@Override
public IBinder onBind(Intent intent) {
// ZDH—ERIT@ENA Y R LAW

return null;

RIZIERFE Service ZFIAT % Activity D> F)La— K%&ETRT,
RA ¥ b (Service #FIFAT3) :

4. B—7 7Y Service 17 T RAIEEDBARM Intent THEVH

5. MIRET7 TVRBA—7 I THZNS, £ T4 TRIEREEEFELTHESLL

6. WRERITIRBI5A. R—7 7 ')A Service "5 DERERTH->TH, RET I DREMEHIAT S

PrivateUserActivity. java
/%
* Copyright (C) 2012-2021 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except inm compliance with the License.

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.privateservice;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class PrivateUserActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.privateservice_activity);
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// H—E XA

public void onStartServiceClick(View v) {
/7 kBAV N 4K B—TTYHA Service l& 7 5 AIBEDBATRE Intent THUHT

Intent intent = new Intent(this, PrivateStartService.class);

/) RBAV N 5k FAAETTVEE—T7TYTHEHL, £V T4 TRIEREZZEFELTELW
intent.putExtra("PARAM", "tV ¥ F 1 TRER");

startService(intent);

/) H—EREBELERY Y
public void onStopServiceClick(View v) {
doStopService();

@0verride
public void onStop(){
super.onStop() ;
// B—EZXDRRT LTWARWEEIFRT TS
doStopService();
}
// B—ERX%&EZEIET S
private void doStopService() {
/) KRAV N 4Kk B—T YA Service ld 7 7 RIBEDHERK Intent THUHT
Intent intent = new Intent(this, PrivateStartService.class);

stopService(intent) ;
// IntentService FARRS v
public void onIntentServiceClick(View v) {
/) KRBAV S 4k B—T FTYA Service |V 5 RAIGEDETRH Intent THUHT

Intent intent = new Intent(this, PrivateIntentService.class);

/) kBAV N 5k FIAET TVIEEA—T Y THZ NS, v T4 TREREZEELTELL
intent.putExtra("PARAM", "tV > F 1 TRER");

startService(intent);

4.4.1.2 /ABd Service 5153 - FIFY 3

NBR Service 1&, FEFEZHOT7 TVICHAINE Z & A#BE L Service TH 3, Y7z 7HEELAER (Intent
RE) BZRETBRIELHBIEIEENVETH S, F/. Service FEID Intent AL D T P ICZESIN B AHEMED
B 7= NF Service DEENIC IXBARE Intent ZFH L. & 5I1C Service Tld<intent-filter>EE LR WL D ICTRET

H5,

LA, IntentService B Service Z A L=HlExRT,
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RA >~ (Service H1E3) :

1. Intent Filter = E &t 9. exported="true” ZBRHICERET %
2. Z{5 Intent DRELMAHRT 2

3. BRERTIGE., BV T4 TRIEREEDRWN

AndroidManifest.xml

<?zml wversion="1.0" encoding="utf-8"2>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.publicservice" >

<!-- API 28 -->

<uses-permission android:name="android.permission.FOREGROUND_SERVICE" />

<application

android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<I-- RRHIFEML Service -->
<I-— kR4 N 1% Intent Filter xEHRE T, ezported="true"=MARMICEZET D -—>

<service android:name=".PublicStartService" android:exported="true" />

<!-- IntentService =#&E L /= Service -—>
<I-— kR4 N 1% Intent Filter xEHE Y. ezported="true"=PARMICERET D -—>

<service android:name=".PublicIntentService" android:exported="true" />

</application>

</manifest>

PublicIntentService. java

/*

*
*
*
*
*
*
*

L O R T N

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and
limitations under the License.

*/

package org.jssec.android.service.publicservice;

import android.app.IntentService;

import android.app.Notification;

import android.app.NotificationChannel;

import android.app.NotificationManager;

import android.content.Context;
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import android.content.Intent;
import android.os.Build;

import android.widget.Toast;
public class PublicIntentService extends IntentService{
public static final String INTENT_CHANNEL = "intent_channel";

Ve
* IntentService A LIFE, BIBELOAVANZ VY EZMLTHET %,
* INAEWEE. T5—ICR 5,
*/

public PublicIntentService() {

super ("CreatingTypeBService");

// Service NEENIT 2 & EICT1EAIFTEVHEND
@0verride
public void onCreate() {

super.onCreate() ;

Toast.makeText (this,
this.getClass().getSimpleName() + " - onCreate()",
Toast.LENGTH_SHORT) .show() ;

// Service TITWEWLIBEZZ DX Y v RIZEERT 2
@Override
protected void onHandleIntent(Intent intent) {
if (Build.VERSION.SDK_INT >= 26) {
Context context = getApplicationContext();
String title = context.getString(R.string.app_name);
NotificationChannel default_channel =
new NotificationChannel (INTENT_CHANNEL,"Intent Channel",
NotificationManager.IMPORTANCE_DEFAULT) ;
NotificationManager notificationManager =
(NotificationManager) this.getSystemService(Context.NOTIFICATION_SERVICE);
notificationManager.createNotificationChannel (default_channel);
Notification notification = new Notification.Builder(context, INTENT_CHANNEL)
.setContentTitle(title)
.setSmalllcon(android.R.drawable.btn_default)
.setContentText ("Intent Channel")
.setAutoCancel (true)
.setWhen(System. currentTimeMillis())
.build();
startForeground (1, notification);
}
// KkBRA VN 2% Z{E Intent DREUEMHRT D
// AR Activity THEIOFATT TUDNTIL I T THDAREMEDNH S,
/Y TIICDOERE, [3.2 ANT—SDRLUERRS 5] 28R,
String param = intent.getStringExtra("PARAM");
Toast.makeText (this,
String.format("/X\T X —% [s] %#Z(}E 57, ", param),
Toast.LENGTH_LONG) .show() ;

(continues on next page)
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// Service MR T2 & ZICTAEITHUHINDS
@Override
public void onDestroy() {
Toast.makeText (this,
this.getClass().getSimpleName() + " - onDestroy()",
Toast.LENGTH_SHORT) .show() ;

WRIC/AE Service ZFIFAT % Activity %> )L A— R &RT,
R4 > b (Service 2FIFAT 3) :

4. Service (3BAREY Intent THUHT

5. 874 TRBREEEL TEALSAWL

6. BREZ TR, BMRT—IDRLMEHRT S

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest zmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.publicserviceuser" >

<queries>
<package android:name="org.jssec.android.service.publicservice" />

</queries>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

PublicUserActivity. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

*
*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

(continues on next page)
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L R R T R O

*/

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

package org.jssec.android.service.publicserviceuser;

import
import
import
import

import

public

android.app.Activity;
android.content.Intent;
android.os.Build;
android.os.Bundle;

android.view.View;

class PublicUserActivity extends Activity {

// W% Service &R
private static final String TARGET_PACKAGE =

"org.jssec.android.service.publicservice";

private static final String TARGET_START_CLASS =

"org.jssec.android.service.publicservice.PublicStartService";

private static final String TARGET_INTENT_CLASS =

"org.jssec.android.service.publicservice.PublicIntentService";

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.publicservice_activity);

// F—EXER

public void onStartServiceClick(View v) {

Intent intent =

new Intent("org.jssec.android.service.publicservice.action.startservice");

// KkBRA VN 4k Service |$BATRM Intent THUHT
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

/) RBRAVN 5k YT 4 TRIEREEE L TUEAS AW
intent.putExtra("PARAM", "V ¥ T 1 T TIERWER") ;

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService(intent) ;
} else {

startService(intent);

/) RKRAV N 6k EREZITIRBIGE, BRT—IDORLMEHIAT 2
// BY Y TIVE startService() EF>7= Service FIFDBID A, ERBFRIEZIFTES AW

(continues on next page)
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// F—ERELERY Y
public void onStopServiceClick(View v) {
doStopService() ;

// IntentService BRMARY v

public void onIntentServiceClick(View v) {
Intent intent =

new Intent("org.jssec.android.service.publicservice.action.intentservice");

/7 kR4~ 4Kk Service l$BARI Intent THUHY
intent.setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS);

/) RRA YN Bk BV T4 TRBEREZEL TEASRRL
intent.putExtra("PARAM", "V I F 1 TTIHRWER");

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService (intent) ;
} else {

startService(intent);

@Override

public void onStop(){
super.onStop() ;
// P—EZDRRT LTWRWGEIFRT TS
doStopService() ;

/) P—ER%ELT S
private void doStopService() {
Intent intent =

new Intent("org.jssec.android.service.publicservice.action.startservice");

/7 kR4 VN 4Kk Service l$BARI Intent THUHTY
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

stopService(intent) ;

4.4.1.3 /X— M+ —BRE Service

/8— N F+—BRJE Service i&. FEDT VIO SFETE S Service TH D, N\—hF—0EFo77) g7 IUn
HELTYRTAERERL, = =77 EDOBRITHRD BERCHEAELTEOICHAIN S,

LUF. AIDL bind BY® Service =B L 7=fl&2 R,
R4 > b (Service #E3) :
1. Intent Filter % €&t 9. exported="true” % BARMICERE T %
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2. FIATT 7Y OFEHEENFTTA MY A MIEHFGINTWE I L %HRT D

3. onBind(onStartCommand,onHandleIntent) THEUH L cht/S— M F—mES HHIGITE W
4. R=KF=TTIVH5OD Intent TH>TH, 25 Intent DRELM A RT3

5 "= hF—=F7FVICHERL TEWIERICBRYIRZEL TL WL

BB KT7A MY ZRMABESTBHALET 7 OFRE/NY © 2 EQORERAERF 152.1.3. 77 OFEFAED /Ny & 11{E
=R T BHEl EBRI B L,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest zmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.partnerservice.aidl" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<!-- AIDL #®M A L7z Service -->
<I-— kA RAY N 1% Intent Filter xEHZE Y. exported="true"=BRNICEZET S -->
<service
android:name="org. jssec.android.service.partnerservice.aidl.PartnerAIDLService"
android:exported="true" />

</application>

</manifest>

SEDFITIEAIDL 771 IL%E2DERT %, 12DI&, Service B S Activity ICTF— 9 BT HDOA—ILINy 74>
4—T7x—RT., 12 Activity D5 Service ICT—F%E L., BFBREMF/IT 219 —T T —RTH>d., &b,
AIDL 7 7 1 JVICEERR T 2/ r—U &k, java 77 A IICRBRT /vy —JZERARIC. AIDL 7 71 ILEERT 3
TALIMNIBBIC—BIEIRENH D,

IPartnerAIDLServiceCallback.aidl

package org.jssec.android.service.partnerservice.aidl;

interface IPartnerAIDLServiceCallback {
/% x
* ENE DL BICHUHIND
*/
void valueChanged(String info);

IPartnerAIDLService.aidl

package org.jssec.android.service.partnerservice.aidl;
import org.jssec.android.service.partnerservice.aidl.IExclusiveAIDLServiceCallback;
interface IPartnerAIDLService {

/%%

* A—I)bN\y J &=EE5T 3
*/

(continues on next page)
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void registerCallback(IPartnerAIDLServiceCallback cb);

%k
* BREMET S
*/

String getInfo(String param);

%k
* A=y V= fRIRY 3
*/
void unregisterCallback(IPartnerAIDLServiceCallback cb);

PartnerAIDLService. java

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;

import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteCallbackList;

import android.os.RemoteException;

import android.widget.Toast;

public class PartnerAIDLService extends Service {

private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service NS4 7Y MIBRT B1E

private int mValue = O;

// kRAY K 2% FIATT 7Y OFEAENFTA M) A MIEFINTWDE I EA2ERT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
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boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN—KF—=TTFY org.jssec.android.service.partnerservice.aidluser DIEBAE/\v > 1% T
sWhitelists.add("org.jssec.android.service.partnerservice.aidluser", isdebug 7

// debug.keystore D "androiddebugkey "DIFEEAE/\v < 1{#

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255"

// keystore @ "partner key"DIEBAE/NvY > 1fE

"1FO39BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// WTFRBRICHBD/NR— =T 7Y &6k . ..

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

/A=Y D EBERT DA TV b,

// RemoteCallbackList DIRMTZ XY v RIFRAL Y RE—=TIC70>TW5,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks =
new RemoteCallbackList<>();

// A=y JIZx LT Service ST —4F % EET 576D Handler

protected static class ServiceHandler extends Handler{

private Context mContext;
private RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks;

private int mValue = O;

public ServiceHandler(Context context,
RemoteCallbackList<IPartnerAIDLServiceCallback> callback, int value){
this.mContext = context;
this.mCallbacks = callback;

this.mValue = value;

@0verride
public void handleMessage(Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCallbacks == null){
return;
}
// BRAERIRY S
// beginBroadcast () |&. getBroadcastItem() CHBHEELRIE—%ERL TV
final int N = mCallbacks.beginBroadcast();
for (int i = 0; i < N; i++) {
IPartnerAIDLServiceCallback target = mCallbacks.getBroadcastItem(i);
try {
/) KRBRAVE 5k R=rF—=TFYICARLTEWERICRYZEEFELTEW
target
.valueChanged ("/X— hF—7 7V IZBR L TL WEHR (callback from Service) No."
+ (++mValue));

(continues on next page)
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} catch (RemoteException e) {
// RemoteCallbackList BNA—JL/\y VZEBLTWBDT,
// T Tl unregeister L7g W
// RemoteCallbackList.kill() IC& > T2 THEREIND

}
// finishBroadcast () \&. beginBroadcast () & ¥ IZ7: % LR
mCallbacks.finishBroadcast();

// 10 BICHRVYIRY

sendEmptyMessageDelayed (REPORT_MSG, 10000);

break;
}
case GETINFO_MSG: {

if (mContext != null) {

Toast.makeText (mContext,
(String) msg.obj, Toast.LENGTH_LONG).show();

}
break;

}

default:
super.handlelessage (msg) ;
break;

Y // switch

protected final ServiceHandler mHandler = new ServiceHandler(this, mCallbacks, mValue) ;

// AIDL TEZELIA VS —T1—2
private final IPartnerAIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner() {
Context ctx = PartnerAIDLService.this;
if (!PartnerAIDLService
.checkPartner (ctx, Utils.getPackageNameFromUid(ctx, getCallingUid()))) {
mHandler.post(new Runnable() {
@Override
public void run() {
Toast.makeText (PartnerAIDLService.this,
CMATT T)IENR— R F =TT TIERWL, ",
Toast .LENGTH_LONG) .show() ;

B
return false;
}
return true;
}
public void registerCallback(IPartnerAIDLServiceCallback cb) {
/) KkBA VN 2% FIBTT 7 OIAENRTA MY RAMIEHRINTWS I L %HET S
if (!checkPartner()) {

return;

}
if (cb != null) mCallbacks.register(cb);

}
public String getInfo(String param) {

(continues on next page)
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/7 kRRAV N 2% FIATT 7Y OFERAEN TR 74 MY R MIEHFINWTWR I L 5HRT D
if (!checkPartner()) {
return null;
}
/) KRBAVN 4k =K F—=TTUDNSD Intent TH>TH., (5 Intent DREMEMHIRT 2
/) FVTIVICDERE, [3.2 ANT—9DRLME%EHERT 2] 2B,
Message msg = new Message();
msg.what = GETINFO_MSG;
msg.obj =
String.format (" X— Kk F =T FTUMNSDAYV Y RIETHE L, T%s] 22EFE LK, ",
param) ;

PartnerAIDLService.this.mHandler.sendMessage (msg) ;

/) KRBRAV N 5k R=rF—=FPFYICHATRL TEWERICERYIRZEL TEW
return "/S—hF—T T Y IZBIRL TEUWIER (method from Service)";

public void unregisterCallback(IPartnerAIDLServiceCallback cb) {
/) kRA Y 2% FIBTT 7 OIAENRTA MY ZAMIEHRINTWS I L %2MHERT S
if (!checkPartner()) {

return;

if (cb != null) mCallbacks.unregister(cb);
I

@0verride

public IBinder onBind(Intent intent) {
// kA~ 3% onBind(onStartCommand, onHandleIntent) TIEUH LTA/S— M F—m0E D BRI TE AW
// AIDL TEELEAY Y ROBUHLEBICF v IDPBEILRD,

return mBinder;

@0verride
public void onCreate() {
Toast.makeText (this,
this.getClass() .getSimpleName() + " - onCreate()",
Toast.LENGTH_SHORT) .show () ;

// Service NEITHDEIE., EHAKICA VAV MLEHFEZRMT 2
mHandler.sendEmptyMessage (REPORT_MSG) ;

@0verride
public void onDestroy() {
Toast.makeText (this,
this.getClass().getSimpleName() + " - onDestroy()",
Toast.LENGTH_SHORT) .show() ;

// A=y I 5L TRKRT 3
mCallbacks.kill();

(continues on next page)
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mHandler.removeMessages(REPURT_MSG);

PkgCertWhitelists. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

you may not use this file except in compliance with the License.

*
*
* Licensed under the Apache License, Version 2.0 (the "License");
*
* You may obtain a copy of the License at

*

*

http://www.apache.org/licenses/LICENSE-2.0

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

L O

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 |3 32 /31 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UHNDXELH S

mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IS BEMRD/NY ¥ 1EZEIGT 3
String correctHash = mWhitelists.get (pkgname);
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// pkgname DEFRD/NY 2 1 {BEEBD/NY 2 1{BZLLERT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API TEIEIRELH AIRE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& IE PkgCert DIse%=FIAT 3

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ 0% %X %X %X X ¥ X %X ¥ X %

limitations under the License.

*
N

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
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PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =
pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EHELEHRDAEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);
} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

RISIS— N F—FRZE Service ZF|A T % Activity D% > F)LI— R%&7RT,

RA 2 b (Service #FIFAT %) :
6. RS/ A— b+ —R7E Service 7 7' DFAENTT A M) XA MIBEHBINWTWD I L 2HRT 2
7. MBEA— M F—RET77VICHERLTEWERICRYZEEFELTEW
8. BAZRHEY Intent IC & W /X— k +—BR7E Service ZFUHT

9. R=FF—RET7 TIVHLDERBHRTH>TH. 215 Intent DRLMEFHERT S

PartnerAIDLUserActivity. java
/%
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except inm compliance with the License.

* You may obtain a copy of the License at

*
* http://www. apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,

(continues on next page)
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* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.partnerservice.aidluser;

import
import
import
import

import

import
import
import
import
import
import
import
import
import
import
import

import

public

org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService;
org.jssec.android.service.partnerservice.aidl.IPartnerAIDLServiceCallback;
org.jssec.android.service.partnerservice.aidl.R;
org.jssec.android.shared.PkgCertWhitelists;

org.jssec.android.shared.Utils;

android.app.Activity;
android.content.ComponentName;
android.content.Context;
android.content.Intent;
android.content.ServiceConnection;
android.os.Bundle;
android.os.Handler;
android.os.IBinder;
android.os.Message;
android.os.RemoteException;
android.view.View;

android.widget.Toast;

class PartnerAIDLUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

/7 kRA Yk 6Kk FIASKE/NA—MF—IRE Service 7 7 DFRENKRTA P X MIBHRINTWS I L ERRT
private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {

}

boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// I"— b F—[RE Service 7 1) org.jssec.android.service.partnerservice.aidl DFEPAZE/\v > 1{E% 5
sWhitelists.add("org.jssec.android.service.partnerservice.aidl", isdebug 7

// debug.keystore D "androiddebugkey "DEFEAE /v < 1 {B

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore M "my company key"DFERAE/\v > 1B

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA");

// UFRRICHD/A— hF—IRE Service 7 7Y = B8 ..

private static boolean checkPartner(Context context, String pkgname) {

if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

// RIAKD/IN— K F—[RE Activity ICET 2153
private static final String TARGET_PACKAGE =

"org.jssec.android.service.partnerservice.aidl";
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private static final String TARGET_CLASS =

"org. jssec.android.service.partnerservice.aidl.PartnerAIDLService";

private static class ReceiveHandler extends Handler{

private Context mContext;

public ReceiveHandler(Context context){

this.mContext = context;

@0verride
public void handleMessage(Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast.makeText (mContext, String.format("I—JL/Nv VT [Ys] #&Z{EL7, ", info),
Toast.LENGTH_SHORT) .show() ;
break;
¥
default:
super.handleMessage(msg);
break;

Y // switch

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEZ LA VI —T 1 —R, Service HLDBM%F(TE 2,
private final IPartnerAIDLServiceCallback.Stub mCallback =
new IPartnerAIDLServiceCallback.Stub() {
@Override
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage (MGS_VALUE_CHANGED, info);

mHandler.sendMessage (msg) ;
};

// AIDL TEZ LA V9 —T T —2R, Service NBHT 3,

private IPartnerAIDLService mService = null;

// Service CHERT HIFICHEITZARIT a3, bindService CRETIHRIINEICARD,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ILERI NEBEICTEEND
@0verride
public void onServiceConnected(ComponentName className, IBinder service) {

mService = IPartnerAIDLService.Stub.asInterface(service);
try{
// Service |\

mService.registerCallback(mCallback) ;

}catch(RemoteException e){

(continues on next page)
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E

// Service WEEKRT LBHE

Toast.makeText (mContext,

"Connected to service", Toast.LENGTH_SHORT) .show();

// Service "EERT LT, ARI¥avhMIiIhi=g&ICEEN S

@0verride

public void onServiceDisconnected(ComponentName className) {

Toast.makeText (mContext,

"Disconnected from service", Toast.LENGTH_SHORT) .show();

};

@0verride
public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.partnerservice_activity);

mContext = this;

// F—ERFEBRRS
public void onStartServiceClick(View v) {
// bindService #E{T9 %

doBindService();

/7 BHRIERS >~
public void onGetInfoClick(View v) {

getServiceinfo();

/) H—EREBELERY Y
public void onStopServiceClick(View v) {

doUnbindService();

@0verride
public void onDestroy() {
super.onDestroy() ;

doUnbindService();

/**
* Service IC¥ERT 2
*/
private void doBindService() {
if (!mIsBound){

// kRA Vb 6% FIRAK/IA—NF—RE Service 77 DIEBAEN KT A MY A MIEBHFINTWVWS Z & %R

if (!checkPartner(this, TARGET_PACKAGE)) {
Toast.makeText (this,
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"FIFE% Service P WIEKRTA MY R MIEFINTULRL, ",
Toast.LENGTH_LONG) .show() ;

return;

Intent intent = new Intent();

7/ KkRAY N 7k FAEA-F—RET TVICHTL TEWERICBRUZEEFELTEW
intent.putExtra("PARAM", "/N—kF—T FYICHRL TEWIER");

// kR4 b 8%k BARH Intent ICK W /N—MNF—RE Service U HT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
mIsBound = true;

%k
* Service NDIEMmE LT 5
*/
private void doUnbindService() {
if (mIsBound) {
/) BERLTWEL Y R9 D H 256 1R
if (mService != null){
try{
mService.unregisterCallback(mCallback) ;
}catch(RemoteException e){
// Service NEBKRT LTWEGE
/) YT D EMBIGEIE

unbindService (mConnection) ;
Intent intent = new Intent();

// kRA Y~ 8% BERM Intent IC& W /XN—MF—FRE Service Z#IEUHT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

stopService(intent) ;

mIsBound = false;

/**
* Service MOIFHREINET 5
*/
void getServiceinfo() {
if (mIsBound && mService != null) {

String info = null;

try {
/7 kBA VN 7k FIASENA— N F—BRET TVICHARL TEWERICBRYZEEFLTEL
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info =
mService.getInfo("/X— hF—7 7 ICBIR L T&LWEHR (method from activity)");
} catch (RemoteException e) {
e.printStackTrace();
}
/) RRAV N 9k R=FF—RETTUDLDOBEREW/TH>TEH. B8 Intent DREMEHRIAT 2
/Y TIVICDEERE, 13.2 ANT—90REMERRT 21 258K,
Toast.makeText (mContext,
String.format (" —EZNS [s] ZEIF L7, ", info),
Toast.LENGTH_SHORT) .show() ;

PkgCertWhitelists. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*
*
*
*
*
*
* http://www.apache.org/licenses/LICENSE-2.0
*
* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /34 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UADXEHLH 5

(continues on next page)
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mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGY DEMD/NY ¥ 1EZEET 5
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY & 1EEEBRD/NY ¥ 1EELET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEEMRELA THE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& PkgCert DIiRe=FIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www. apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
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if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHERAEHREHLRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256").digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.4.1.4 B#[R7E Service

BBRE Service &, BHUANDT TUHSFIHEEIND T & A2 1ET D Service TH B, EROEHET T TV AT A
R L. BT YIRS BRCHEELATI-DICHIATIN S,

LAF. Messenger bind B2 Service Zf#A L 7=fl%& =T,
A~ (Service #1E3) :
1. ¥HE & Signature Permission % &Y %
2. M HE% Signature Permission # BRXEE ¥ %
3. Intent Filter # EF&H . exported="true” #BATRMICHKRET

4. B EZ Signature Permission "B 7 FYICL W ERSINTVWR Z L 2R T S
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5. B7 U HSOD Intent THo>TH, Z{S Intent DEEM AR T
6. A7 IVIEBEET U THBEHNS, BV VT4 TREREZEZELTLIL

7. APK % Export §% & E(2, FIATT7 ) EEUHARERT APK 2BEY 2

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messenger" >

<I-- kRA Y~ 1k MEES Signature Permission &Y 5 -—>
<permission
android:name="org. jssec.android.service.inhouseservice.messenger .MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- Messenger Z=#f L% Service —->

<I-— kRA Y bk 2k MEESR Signature Permission xBREET 2 -—>

<I-— kR4~ 3% Intent Filter EHET. exported="true"%EBARMICEET D ——>

<service
android:name="org. jssec.android.service.inhouseservice.messenger.InhouseMessengerService"
android:exported="true"
android:permission="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

</application>

</manifest>

InhouseMessengerService. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www. apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ©s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

*

limitations under the License.

package org.jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import java.util.ArrayList;

import java.util.Iterator;

(continues on next page)
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import
import
import
import
import
import
import
import
import

import

public

android.
android.
android.
android.
android.
android.
android.
android.
android.

android.

app.Service;

content.Context;

content.Intent;

0s.

os

os

os.

os.

Bundle;

.Handler;
.IBinder;

os.

Message;
Messenger;
RemoteException;

widget.Toast;

class InhouseMessengerService extends Service{

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION";

// BHOEAED/NY 2 1B
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MFEEAE /Y & 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M '"my company key"DIEPAZ/Nv > 1 1B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
return sMyCertHash;

// Service DU ZA TV N (F—9%EER) 2 ANTEET S
private ArrayList<Messenger> mClients = new ArrayList<Messenger>();

/) VTAT Y IDEDT—8 %2595 & EICFIAT % Messenger
private final Messenger mMessenger = new Messenger(new ServiceSideHandler (mClients));

/) VATV MDD RITI ST Message =3 T % Handler
private static class ServiceSideHandler extends Handler{

private ArrayList<Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients){

this.mClients = clients;

@0verride
public void handleMessage(Message msg){
switch(msg.what){
case CommonValue.MSG_REGISTER_CLIENT:
/DT AT Y M SRITE S T Messenger % BN
mClients.add(msg.replyTo);

break;

(continues on next page)
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case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove (msg.replyTo);
break;

case CommonValue.MSG_SET_VALUE:
/S VTAT Y MIT—9 %%

sendMessageToClients (mClients) ;

break;
default:
super.handleMessage (msg) ;
break;
}
}
}
%k
* PJZATYMNMIT—9%%3
*/

private static void sendMessageToClients(ArrayList<Messenger> mClients){

/) KRBRAVN 6% FIATRTTVRBBHT U THI0H, Vo TF4 TREREZRELTEW
String sendValue = "tz > 7 4 772[ER (from Service)";

/) BERINTWE 547V b IEHBICEET S
// IW—TEHRT remove LTEHERTDT—HICT IV EALEZWVWDT ITterator ZFHT 2
Iterator<Messenger> ite = mClients.iterator();
while(ite.hasNext()){
try {
Message sendMsg = Message.obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();
data.putString("key", sendValue);
sendMsg.setData(data) ;

Messenger next = ite.next();

next.send(sendMsg) ;

} catch (RemoteException e) {
/) VAT Y RDBFEELABWVGEIR. YR MDOSIRYERLS

ite.remove();

@0verride
public IBinder onBind(Intent intent) {

// KkBRA VN 4k JEER Signature Permission NEM T TYICIWERINTWR I L 2MHRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"R EEF Signature Permission AEM T TV ICLWERINTLAL, ",
Toast.LENGTH_LONG) .show() ;

return null;

J/ KB4V N 5k BT TUDNSD Intent TH>TH, 218 Intent DREMEHRT S

(continues on next page)
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/S FVTIICDERE, [3.2 ANT—9DRLMEEHRET 2] 258K,

String param = intent.getStringExtra("PARAM");

Toast.makeText (this,
String.format("/N\T X —% [s] Z=Z|JH>7, ", param),
Toast.LENGTH_LONG) . show() ;

return mMessenger.getBinder();

Q@0verride
public void onCreate() {
Toast.makeText (this, "Service - onCreate()", Toast.LENGTH_SHORT).show();

@0verride
public void onDestroy() {
Toast.makeText (this, "Service - onDestroy()", Toast.LENGTH_SHORT).show();

SigPerm. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* 0% % %X ¥ X %X X X ¥ x *

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermlame & EHE LT T ) DNy r—IZ%5WET 5

(continues on next page)

205




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2022-01-17

(continued from previous page)

PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packagelName;
// JE Signature Permission DIFEIFRKEIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED/NY & 1{BEIEBD/NY & 1{EZLLET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TBEZEMREEH AIEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D{AI PkgCert ZFA L., Ny P2 EZIBL TLHEKT S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){
return false;

PkgCert. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;

(continues on next page)
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correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHEDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 b 7% APK % Export § 2 & Zi2, FIATT7 7Y R UCHEHKERT APK 2 EH&T 5,

'@ Generate Signed APK e |

Key store path: ' C:¥jssec¥Projects¥keystore

l Create new... | | Choose existing... |
Key store password: ------- |
Key alias: - ]
Key password: [ ....... ]
[C] Remember passwords

| (e ] [

442 FATT T EEUBAKERTAPK 2ELT S
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RICB#BRE Service #FIAT % Activity DY > ) a— R&TRT,
R4 > b (Service #FIFT %) :
8. JHE EF Signature Permission 2 F|EE T %
9. M B XE % Signature Permission B 7 7V ICL Y ERSINTWVWB I & 2R T 2
10. FIAK%T 7Y OMAENBHDIAETH D L 2HAT S
1. FIAETTVEBER/RT T THZN S, Vo714 TRIEREEFELTEHLL
12. BR7REY Intent IC & W B#EBRE Service ZIFUH ¢
13. B 7 TS OBERBERTH>TH. 215 Intent DRLMEHRT S

14. APK % Export 9% & ZI2. FIALET7 7 ERIUHAREERTAPK 2EELT S

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messengeruser" >

<queries>

<package android:name="org.jssec.android.service.inhouseservice.messenger" />
</queries>

<I-—— kX RA Vb 8k MEESR Signature Permission 2FIHEE T2 -—>
<uses-permission

android:name="org. jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity

android:name="org. jssec.android.service.inhouseservice.messengeruser.InhouseMessengerUserActivity

android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseMessengerUserActivity. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

*
*
* You may obtain a copy of the License at
*

(continues on next page)
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L O S T R R

*/

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

package org.jssec.android.service.inhouseservice.messengeruser;

import
import

import

import
import
import
import
import
import
import
import
import
import
import
import

import

public

org. jssec.android.shared.PkgCert;

org.jssec.android.shared.SigPerm;

org.jssec.android.shared.Utils;

android
android

android

android.
android.
android.
android.
android.
android.
android.
android.
android.

android.

.app.Activity;
.content.ComponentName;

.content.Context;

content.Intent;
content.ServiceConnection;
os.Bundle;

os.Handler;

os.IBinder;

os.Message;

os.Messenger;
os.RemoteException;
view.View;

widget.Toast;

class InhouseMessengerUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

// FAEZD Activity IER

private static final String TARGET_PACKAGE =
"org.jssec.android.service.inhouseservice.messenger";
private static final String TARGET_CLASS =

"org.jssec.android.service.inhouseservice.messenger.InhouseMessengerService";

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION";

// BHOEFZID/NY & 2{E
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {

if

(Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DFEFAE /Y ¥ 1{B

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {

// keystore M "my company key"MDIEEAZ/Nv < 1{B

sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";
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(continued from previous page)

}
return sMyCertHash;

// Service ST — 8 % RET B L EICFIAY B Messenger

private Messenger mServiceMessenger = null;

// Service LT —% %%(ET 2 & EICFATY % Messenger
private final Messenger mActivityMessenger = new Messenger(new ActivitySideHandler());

// Service B DR ITEL 57 Message = WIET % Handler
private class ActivitySideHandler extends Handler {

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
//RRAV N 13k BRT TIDSORREBRTH->TH, EORLMEHET S
/Y TIICDERE, [3.2 ANT—YDRLMEEET 2] =58,
Toast.makeText (mContext, String.format("H—EXMN5 sl #EE L7, ", info),
Toast.LENGTH_SHORT) .show() ;
break;
default:
super.handleMessage (msg) ;

// Service CHEmRYT AIFICHEIT SR 3, bindService TREET IHHRIIHNEILLRD,

private ServiceConnection mConnection = new ServiceConnection() {

// Service IS NIHZEICEIEND

@0verride

public void onServiceConnected(ComponentName className, IBinder service) {
mServiceMessenger = new Messenger(service);
Toast.makeText (mContext, "Connect to service", Toast.LENGTH_SHORT).show();

try {
// Service [CBD®D Messenger %Y
Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT);
msg.replyTo = mActivityMessenger;
mServiceMessenger.send(msg) ;
} catch (RemoteException e) {
// Service NEERT LTWIGE

// Service NEEHRT LT, ORI a v nBEICHIENS
@0verride
public void onServiceDisconnected(ComponentName className) {
mServiceMessenger = null;
Toast.makeText (mContext, "Disconnected from service", Toast.LENGTH_SHORT).show();

(continues on next page)
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(continued from previous page)

};

@Override
public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;
setContentView(R.layout.publicservice_activity);

mContext = this;

}

// H—ERRBRY Y

public void onStartServiceClick(View v) {
// bindService ®E{TY %

doBindService();

/7 ERESR Y v
public void onGetInfoClick(View v) {

getServiceinfo();

/) F—ERELERS Y
public void onStopServiceClick(View v) {

doUnbindService();

@Override
protected void omnDestroy() {
super.onDestroy() ;

doUnbindService();

%k
* Service ICHEfRd %
*/
void doBindService() {
if (!mIsBound){
// kR4 N 9Kk MEESR Signature Permission NERT TVICEYERINTWS I L 2HRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"JRE EH Signature Permission AR T TYICK Y ERINTULARWL, ",
Toast.LENGTH_LONG) .show() ;

return;

/7 kRAV N 10Kk FIALRT 7Y OEAENEHDOIAETH D Z & AHRT D
if (!PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText (this,
"FIEEY—EREBRT Y TlEARW, ",
Toast.LENGTH_LONG) .show() ;

return;

Intent intent = new Intent();

(continues on next page)
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(continued from previous page)

// hRRAV N 11 % RAET7TVEBHT TV THEHIL, Erv T 1 TRBEREZEELTELW
intent.putExtra("PARAM", "V T« TRIER) ;

// kRA U~ 12 % BARBEY Intent IC& V) BHIRE Service ZMUH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
mIsBound = true;

%k
* Service NDIEMmALIRIT 2
*/
void doUnbindService() {
if (mIsBound) {
unbindService (mConnection) ;

mIsBound = false;

/**
* Service NOIFMEIIGT 2
*/
void getServiceinfo() {
if (mServiceMessenger != null) {
try {
/) BROEEEERT S
Message msg = Message.obtain(null, CommonValue.MSG_SET_VALUE);
mServiceMessenger.send(msg) ;
} catch (RemoteException e) {
// Service NEERT LTWiGE

SigPerm. java

/*
*

*

*

*

X ¥ %X %X X %X ¥ X %

Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*
AN

(continues on next page)
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(continued from previous page)

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermlame & EHE LT T ) DNy r—IZ%5WET 5
PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFEILKEIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMFED/NY ¥ 1B IEBD/NY ¥ 1{E% BT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager ® API TEIEIRIIAN FIHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIZ&EIE PkgCert ZFMAL. /Ny Y2 EZREL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

*

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X * %

limitations under the License.

(continues on next page)
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(continued from previous page)

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEAEHRDAEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha266 = computeSha256(cert);
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();
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* KA >~k 14 % APK % Export 9% & &IZ, FALET7 7 ERIUBAREERT APK 2EET 5,

442 V—-ITv 7y

Service EERICIZFLLTDIL—

' ® Generate Signed APK ]

Key store path: [ C:¥jssec¥Projects¥keystore ]

I Create new... ‘ | Choose existing... I

Key store password: |_ ------- |

Key alias: < |m',.f oompany kei ) I ]

KEY passﬂo(d: | ....... ]
[] Remember passwords

o] I [ ] (oo |

443 FAXT T ERALRAKERTAPK 2EEY 3

WESFBI L,

1. 77YRTOIRMERT B Service I$FEARBZRET 2 (WAE)

2. RET Y DREMEHRT D (LR

3. MEBEF Signature Permission \&, BRT7 TUNEZELLIEA#HALTHAT S (BA)

4, E¥ET DY 4 IV YT T Service DIFEERBET 2L EHET D (MHE)

5. FERBEWEIRTIBAICIE, REXT T SOBRERFRICERT S (BE)

6. FIFY Service HEIE T & 3155 IEBARB Intent T Service #FIAT 2 (WE)

7. B DRFET T BT BIHEIEFIAE Service MRS 2 (WEH)

8. BEZ ZRNICRHT 215EICIE. TOEEDRRKDREKEEZHRFT S (WA)

9. BV T4 TRIERIITEBRYZESAL (HEE)

4421 77)VRATOHERAT 5 Service IFIEAFHBRET D (MEHE)

77U (F7&. AL UID)

TE %,

F4& FiF AndroidManifest.xml T Service ZE&H Y BFIC. exported B % false ICT 27217 TH %,

TOMMEFIND Service IZFENFRET %, ChICL Y, DT T HS5EEE T Intent
EZITMoTLEIZEN LAY, FTYOHEEFBAING, P7TYVOHEICEEREHITFOHRELEHBCZEN

AndroidManifest.xml

<I-- FERFA Service —-->

<l-— Kk 4.4.1.1 - R4V M 1% ezported="false"lC& Y. BARMICHERFHEZET D ——>

<service android:name=".PrivateStartService" android:exported="false"/>
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Flz, T—RARFDPEVERDNEN, B—F7FTVALPSDAFAEETNS Service TH Y, D Intent Filter 8B T 5 &£
S REREHIZ L TIE A 54\, Intent Filter DB L, F—7 7Y RDIEAR Service # U H T D Y T, Intent Filter
BHETHEUPCHELZEZICEHETMHT 7Y OLE Service EEUH L TLEDBEV’EETEIHNSOTH S,

AndroidManifest.xml (FEHEEE)
<!-- FERF Service -->
<l—— % 4.4.1.1 - R4V N 1% ezported="false"ll& V). BARMICELREET D -——>
<service android:name=".PrivateStartService" android:exported="false">
<intent-filter>
<action android:name=" org.jssec.android.service.OPEN />
</intent-filter>

</service>

[4.4.3.1. exported %7€ & intent-filter FREDHAEDLE (Service DIZFE)] BRI D &,

4422 ZET Y DRLMEHIAT D (BE)

Service ® Activity & E#kIC, 215 Intent DT — % 2B BRICIE. £ 25 Intent DREMEHB LA TNIERS
72\, Service ZFIAT 2% Service NS DRER (& LTRIELE) BHROREM WA T I2LENH D, Activity D
[4.1.2.5. 215 Intent DRLM%HRT 2 (WHE)] 14.1.2.9. FIALL Activity NS DR Y Intent DREM %IRRT 5 (b
H)l b8BT &,

Service ICEWTIL, Intent UAICE XY Y ROMUH L Message IC& 2T —9DEZERENHDH. ThETNE
BLTEEZTDRITNIERSRW,

32, ANT—49DeeMh%iHRT 2] 28RTBHI L,

4.4.2.3 M EEZ Signature Permission (3. B4 7 7UNERLALZ & 2BRBLTHATZ (ME)

B#H7 7V EFNSHATE 2 BHIRE Service =515 A. MEEH Signature Permission 1IZ & W IRE L &7 hid
72 57, AndroidManifest.xml T Permission & #. Permission EREE /T CTIXREIT+LTH B H, 5.2,
Permission & Protection Level] @ [52.1.2. JRBEZD Signature Permission TH#7 7 B# T2 H%K] #5RT 3
Z¢&,

4424 E¥$T 25494327 T Service DIEEA IRt T 2N AEHIET D (WA)

Intent /35 X — & QMR P M B EF Signature Permission DR & Wo7ctF 1Y 71 Fx v U % onCreate ICANTIE
WiFWw, ZDIEHIE, Service NEBIFICH L WEREZZ (T 7 & ZIC onCreate DUEBARBEINRWHTH S, L
7=h> T, startService I & > THIBE N3 Service ZE&K T %3551, onStartCommand (IntentService =F AT 3155
l& onHandlelntent) TH¥IE %=fThAFNILA 5%\, bindService TBIIAT % Service #RET 2 HBELRABD I EHNE
Z%®DT, onBind THIEZ LT NIELSA,

4.4.25 HERBEBREZRITIBEICIE, BEET TUHSOBRBEBRFRICERT 2 (WEH)

Service D4 1 FIZ & > THRIBHBOIREL (A—IL/Ny J DIEUH L 5P Message DEEL) 7Y DERELNER
%, BEENTII I T THZARMELERL THAICBEHRFRICHT 2REE LA HER 540,

FMIE. Activity D 4127 EREBREZBETIHBAICIE, BEET TIHLOBRBEBRFRICEET 2 (WEH)] £28RT
6 (: t o
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4.4.2.6 FIF% Service »'EE TZ %354 3B RM Intent T Service #7135 (KEAE)

RS 2R Intent 1IC & W) Service ZFIFA T % &. Intent Filter DEZEMNE UIFEICIXFEICA >~ X b—JL L 7 Service IC Intent
ANEEFESNTLED, H LEMMICE L Intent Filter 2EHR L7V T T7HEICA VA M= TN TWIZA, <L
DUz 7IC Intent MEFEINTLEW, BFEHRFEASAEL S, —A. BATRH Intent IC& Y Service ZFIAHT2 &, BELL
Service AA-A° Intent 2 Z{ET 2 Z & IF R LLBHMRETH 5,

=720, BIRERIRE RN HSD T, Activity D [4.1.2.8. FIFSE Activity 'EE T & 25 E 1EBARM Intent T Activity
=RAYS (wA) 28RITB &,

4.42.7 e DRET 7 LBET BIHEIEF A Service =R T 5 (WH)

thttDFET 7Y EEHET BIHEICIERTA M) R ML 2HBBEENHD, B7 TYRICHART 7)) OFEBAEZ /Y
anFORBFLTHEL, FIALEOHBPENY P2 tRFLTVWRHAENY AN —BIT20%5HRBIT D& T, &
DFELT7FVIC Intent ZFITT DI ARSI ENTE S, BERNAREAEICODVWTEY Y FLI—REsvay
[4.4.1.3. 78— N F—[RTE Service] #BRTB &,

4.4.2.8 BEZ ZRNICIRHT 2581013, TOEEDKRDFREKEZMEIFST S (BLR)

Permission ICK W RESNTWHBEREES SUBBEEEEZMO T 7)) ICTRMICIRET 2BEICE, BEET7 TV I
L CE—® Permission ZZERK$ 272 E LT, TOREKELHERLAFNIER S, Android ® Permission ¥ 1
JTAETILTR, RESNEEEIINTZ2T7TUDNSOEET IV ERICDVWTOHERERE1Td, IOLEKR LR
HICEY, 77 ICRBINAEENS SICHOT TV IZ, REDOLOHICHER Permission ZERT 5 2 &0 Bt
N2AEEMELH D, TDI &IE Permission #BEREL TWE Z & & REMICEMARD T, Permission DEEZEME & I
N3, 15.2.3.4. Permission DEEZERE] #8RT5 &,

4429 Vo F 4 TRIERIITEBRYZESHRL ()
TEESHOT T EEETIIEEICEEY YT 1 TRIERAZ X > TR DAL,

VYT 4 TIRER%E Service EZIFEL T 2HE. TOBROTBR) R 7 2R LAIFHIEAR 5S40, 2B Service 12
EMNLABRIIVNTRBT B EEZ R IFNERS W, F//8— M —BRE Service Y B RE Service 1234 L 72154
HZN 5 Service DREICEKEL TBHRFRY R 7DKNMNNH S,

YUY TF A TRBREITEDIRITEMLAVWEIICIXRIRNETH D, EFT2HEE. FIAK Service JEFETE S
Service ICBRTE L. 1E#RA* LogCat 2 EITIRB L AW E D ICRE L AT hida s,

443 7 KXV R K

4.4.3.1 exported %7 & intent-filter 32 E DA EHE (Service DIFE

ZDHA RXETIE. Service DFAED SIELF Service. 2B Service. 73— kF+—BR7E Service. BHLIRE Service D
4 547D Service ICDWTREFZEBRRTWVWD, &4 TICFFSIN TV S AndroidManifest.xml @ exported B4 &
intent-filter ERDIEAEHOEERDRICE &7z, FB D & LT3 Service DY A 7 & exported RIS & U intent-filter
BROF/IGHELWI EE2HRT D &,
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% 4.4.2 exported B & intent-filter ERDEHEHE

exported EEDE

true false BT
intent-filler EHEHL'H 2 | (HAZL) (EFA%LL) (EFAZLL)
intent-filter EFARL | KB A— M F—PRE. BHRE | ILH (EFRZLE)

Service M exported BHEMEIEE TH BB EICF D Service BRI N B MIEARE 425 ML, intent-filter DEZDHE
ICEWREDD, AHA KT Service D exported BiEE BIEE] ICT B EEREIELTWS, RO & 3 7% API
DT 74 MOBENCFHIRELAT DI EILEITIRETHY., exported BEDL I BEFa ) T4 LEERBREEH
THICBEMELT 2FEI’HZ2DTHNIEZNEFIAITRETHDZ EEZAONDHTH S,

(3R 4.4.2 exported B & intent-filter EZDEAEHE] IZHWT lintent-filter EEMH S| I _NT [(FEARLE)] I
LTWBDIE, BEEMA VT M&E> T Service #RIAT 5 &, ED Service B V7V MIGET 2 H%IBIETE T,
BEDH D Service NISELTLEDAREMELNHZ7-DTH %,

F 7o, Tintent-filter EFEHN'H %] & lexported="false”] ZMHAFEIEICL TWVWSDIE. Android DIRZFEVNE LT, A—7
7T ADIERE Service EMUPHE L7=DE W TH, BRHETMT 7Y O Service EMUTHE LTLE D HBENEFET 2
1-HTH B,

BAEBICIE. Android RULTO & S RiR2BVWE T 2D TT 7 FRERFICKREIVETH 5,

o BHD Service TR UAAD intent-filter % EF L 7=HE. HLICA VA M= LT 7Y RAD Service DEZEDIE
£xh3d

o B5ERMY Intent %= fF o 72355 1E. OS IC& o TEED Service "EEIMICRIEN T, BUHIN B,

LLTF®D 3 DOKT Android DIRZBWIC K 2EHERMFUHE LRI 2 2HRAT 5, M4441& A—T7 VAL
5 LMIERER Service(7 7'V A) #BEEB Intent CHUHEARWEEREEDH TH S, Intent-filter(B 7 action="X") %
EHELTWZOHN, 77) ALPVWAVOTEERY OBE ERo>TWS,

é ~
FFUA
kB MIntentZ{#E- T
Service® AT
Intent{“X"™)
L
FE4+ M Service A-1 R MIntentF{E-T

exported="false” Service ZEUHT
action="X @ Intent(“X")

Service A-1[XIF2BAService T T. 7
TUADS LU T I EIETEGL

L Androidi &

444 EELEFEOH

15 intent-filter ANEFHE S N T WNIZAR Service, EFES N TWAIFNIEIEAF Service & 425, https:/developer.android.com/guide/topics/manifest/
service-element#exported
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445 BLVH4461E. 7T AICIMATT 7Y B THRA LU intent-filter(H 7 action="X") #E&HL TW3IHET
H5,

44518, 7TV A= T7T)BOIETA VA N—ILEINIBETH S, TDHFE. 77 CHEEERM Intent 53%XET
3 &, FERFD Service(A-1) ZHUHZI E LTERKT B, —A. 77U A IKEEH Intent 2F> TEEEY ICRA—7
7Y RADIENE Service FMUPHEZDT, EFXa)F4D (XY 7HERD) @TIEEEREI 520,

4 N
FFIA
IS S A IntentFFE-T
ServiceZMEUAHT
Intent{“X™)
FIC
JE44BfService A-1 Bﬁ#ﬂﬂlntent%ﬁ‘]f
exported="false” Service #FIEUHT

action="X" @ Intent(“X"™)

4 MlService B-1

FE4rBAServiceZEFoT=-F AL KIZA

exported="true”

action="X" A= ILENT-BE X, FE2FASevice
Mintent—filterMFH DB/ ENIZAY . 448
MoOFEURE LIEZ T4,

N Androidif 7

M445 7TVA-S>TTYBDIETA VA N—ILENIHEE

4461k 7FTYB=T7T) ADIBTIYVRAM—IVENLEFETHY, EXF2 VT 1AL SHTCEENIH D, 7TV
A D EEEM Intent Z3%E L CTR—7 7Y WDIEAR Service ZUHZI ET5H, ZICA VA= LETTYBOD
ABE Activity(B-1) I UHINTLESIFERLTVWS, THICEWTTYAISTTYBICRHLTEY YT TR
BREEETIAREMNIELCTLED, PTUBITILIzT7THNE, Z0FFEYUT 1 THRIERORRICEN S,
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4 ™

FFUC
R Intent®E{E-T
Service ZIEUHT

“BlService B-1
exported="true"
action="X"

Intent("X")

F7IA
BB BIntentEF{E-T
Service XU T
Intent{“X™)
e e, 1ABAServiceE Fo1=7 FUBA I
action="%" Ab—ILEN =1 & . 2ARiSevice®
intent—filterM&MNB =Y. FFUA
MoDHEUHLT., BR>TService(B-1)
L Androidiii ZEEUHLTLES, )

446 T7TYB—-T7TY ADIETA VR M= ENiHE

ZD& SIS, Intent Filter & AW /=3E/ABE Service MEEEBY Intent MO H LI, BEHER 77 OMUPHE LYPEHER T
TYUADEY VT 4 TRIEROZEEERITZLOHICHEITIRETIEARW,

4.4.3.2 Service DEEHEICDOWVWT

Service DEREFEIISHTHY., YV TNI—RTHELAEF LY T 1 LDOIA4 TEDEESH B -OBEICHH%E
9, startService =M AT 515G & bindService ZFIA T 2H/E L ICKE L DN B D, startService & bindService D
A CHETE 3 Service 2ER T3 Z EHARETH B, Service DREFEERET 72HI1C. RO LD REHICDOWL
THREZEITS> 2 &L,

* Service ZRI7 TV ICARY 2D (Service D)

o RITHICT—HDPYEY Z4TD M (T —4% DHEEERE)
* Service ZHIEIT B0 (EEIPKRT L)

e HITOERELTEITT 2D (FOERREERE)

o B DR % RFRFICITD D (EITLIE)

ERFEODAERZDEEORBFEDATEZRICT D&, K443 DEDICAD, x FRBEFTEL S L FIREE NS
e & [FRDORMADNBERIZEERT,
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%k 4.4.3 Service DEEFEDSE
P¥R Service D/AB | T—Y DHEEZE | Service DFIfE | SOt RMEBE WATALIE
%21 (g - ¥, 7)
startService Y 0 X 0 0 X
IntentService B4 0 X X 0 X
local bind & X 0 0 X X
Messen- o 0 o o X
gerbind B4
AIDLbind & 0 0 ) 0 0

startService %!

=HEAXRHA Service TH B, Service 7 7 A %&#A L. onStartCommand TR %1T D Service DI & %3857,

M %I, Service % Intent TIEE L T startService % {FH L CTHUH T, Intent DEEFETICH LT, HBRLBLEDT—
Y EBEZERT I EIFTER WS, Broadcast RERDAEEHAEGHOE TRBETI2HNENH D, EFIRIEEMLIL.
[4.4.1.1. 3E2F8 Service 1% - FAT 2] 28RO &,

X274 LEOF v 713 onStartCommand TITOBENH BH,. EETONRNYyTF—IZPBMETERVWZH/A—K
JF—FR%E Service ICIXFATE AL,
IntentService Z!
IntentService (& Service Z#EA L THESNTWB IS ATH S, MUH LA, startService Bl & A TH 3, BED
Service (startService BY) ICHERTUTOEENH B,

* Intent MALEE L onHandlelntent T1T ), (onStartCommand (£fFE> 7 LN)

e MIAL Y RTEITEIN3B

« MEMANFa1—aVTENDS

MIBABRAL Y KOHOEUPH UIFBIEIIRSI N, Fa—a VI EICEY >—4 > v )LIC Intent (2§ 2 0B AT
bz, & Intent DATREF I NRWD, HAOBHICL > TEREOBRILO—D & L TRRNAEETH 5, Intent
DEETICH LT, BRLEDT—FYEEERT I & IETERVSH, Broadcast B ERDHEAMASHETRIRT S
DENDH D, BERBREROIT. 44.1.2. 2B Service 1% - FIAT 2] 2RO &,

X2l F 4 EDF v 71t onHandlelntent TITO MBI HZ D, RETONRN v T —IJEZPRMETERVWH/I—K
+—BR%E Service ICIXFRATE AL,

local bind #
TF7YVERLTOECRARTOHEN K O—HJL Service #RET 27-DDHE%ZIET, Binder 7 FADLRELEZI TR
HZEHL T, Service TEELAHMIE (AVyYR) 2O LTICRHTES2 L5127 3,

F Y B381lE. Service % Intent THETE L T bindService Z{FH L THU'H ¥, Service % bind § 2 HEDHTIE, &b
SUTNREETHZD, TOERATODREN® Service DRI TEARAWLZORERIIEES NS, EFRMNLEERIE,
Yy FNA—-RICEFEFNZTOY ¥ b [Service PrivateServiceLocalBindl #ZB0DZ &,
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¥ a2 YT 1 BICIEIEAR Service DARERRETH 5,
Messenger bind Z!

Messenger Dt % FIF L T Service & DEIEERIRT 2 HEEE T,

Service ZFIFAT 21D 5 H Message DiRIEF% & LT Messenger BT ZENTESH, WMATODT—IDPYERY
NHBEMNBZICRRARETH D, £/, REBIEF21—AV57EINdED. ALYy RE—JICEET 288/ H 2, &
Message DAFTRIRIF S NRWD, BEBOBEHICE > THEROBRILDO—D2 & L TERIARETH 5, FIAT A,
Service % Intent THEE L T bindService 2 L THUH T, EFMAREGIE, [4.4.1.4. BHIRTE Service]l Z5HRD
Z¢&,

t¥21Y7T4LEDF v Vi3 onBind % Message Handler TITD MEAH B M, EEFETDO/NNy F—IEZNEFETE QW
&/X— N F—BR7E Service ICIFERATE AL,

AIDL bind £

AIDL Oft# A ZFIA L T Service & DEEEEIRYT 55 E%HET, AIDLICE>TA 9 —Tx—R%ZEHL. Service
DROHEEZEAY Yy RELTRMT S, £/, AIDL TEEZELAEA VY —Tz—XAZFARITERET ST, I—-Ib
Ny 9 ERBITZIEETES, YILFRAL Y RIFEUH LIZTEERLA, BRI XA WD T Service il THIRMICE
KT I2MENDH B,

FAY BAllE. Service % Intent THEE L T bindService #FH L THUH Y., EMAXNREEFIE, 14413 /8= Kk F—
[RIE Service] &BRD I &,

X2 F4 EDOF v 7IEBHEE Service Tl onBind T, /8S— M+ —BRE Service TIE AIDL TEZE L1 V49—
TI—ADEAY Y RTITIVENH D, ANETHELIE2EF2Y T 144 TD Service ICFIHATRETH 5,

4.5 SQLite ={# 5

AXETIF SQLite AL TT—9R—RDERB L VCBEETIRICEF 1) T4 LTEREIREREFEH D, =
BERAYME T—IR—RT7AIVDT IV REOBIREEE SQLA P avIilddT duETHD, 2IT
. EBRAEIOT —IR—RT7MIVDRHAEEEHT BRT TV THETS) BT —IR—RF I TREE
# 9 Content Provider ®/8y J TV R T7 ) BETOFRAERIRET %, £/, HIBEEEY T 1 TREREHR-T
WBZEEHEELTWSH, ZITRVGAEEMT UL LOREADHEHAEEEEITEDICE I ITETIRESE
BRI E2BEHT S,

451 4> 7)) a3—R

4511 7—9R—Z DR &I

Android @7 7Y TF—49 R—2%H S 3HBE. SQLiteOpenHelper 2FRHTZH I & TT—IR—R T 7 (L OB REE
BEUT I LREOHRE HOT7 TIBRT I/ EATERWVEE) N TEZC, ZZTE. 7TVRBEFICT—9R—2
HEHR L. UL EDST—9DRE - B - BE - HIRETOBEELT T 2GS, ASHSDANITH L THRIEZR SQL
PEITINBVWESICSQLA Pz ovarviELAY Yy I a—RERT,

16 7 7 AL DEEICE L Tk, SQLiteOpenHelper DAY X b5 7 4 DE 2 BI# (name) 127 7 1 L DI/ REI/ETE S, TDsH, Bo>T
SD A— REEHEEELLBRICEIMBOT T HSORAZEENTRICAIOTERIVETH S,
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MName of User-13

45.1 Android D7 7Y TTF—9R—2%H>

P N N
1. 7= RX—2{ERKICIE SQLiteOpenHelper % AT %
2.SQLAvYxo avdEE LTAAESE SQL XICFERTBIHAICIETL—RFILSE2FAT 3

3.SQLA vz oY avORRNARKE LT TV EHICR > TANEEFTVvIT 3

SampleDbOpenHelper. java
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association
*
*

Licensed under the Apache License, Version 2.0 (the "License");

*

you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.orqg/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.sqlite;

import android.content.Context;

import android.database.SQLException;

(continues on next page)
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(continued from previous page)

import android.database.sqlite.SQLiteDatabase;
import android.database.sqlite.SQLiteOpenHelper;
import android.util.Log;

import android.widget.Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSampleDb; //EXYUIRD T —4 %N 27 —9N—2

public static SampleDbOpenHelper newHelper (Context context)
{
J/RBRAV N 1k T—IR—REMICIE SPLiteOpenHelper Z{EAT 2

return new SampleDbOpenHelper (context);

public SQLiteDatabase getDb() {

return mSampleDb;

//Writable E— KT DB %Fi <
public void openDatabaseWithHelper() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (!'mSampleDb.isReadOnly())// BRICGHAZEAETH — T ViFH
return;
mSampleDb.close();
}
mSampleDb = getlWritableDatabase(); //ZDEETH—TvENh23
} catch (SQLException e) {
[/T—IR—ABRICKBLBAEOTHD
Log.e(mContext.getClass().toString(),
mContext.getString(R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_OPEN_ERROR_MESSAGE,
Toast.LENGTH_LONG) .show() ;

//ReadOnly E— KT DB %= f<
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// BEIC ReadOnly TH— T V%%
return;
mSampleDb.close();
}
SQLiteDatabase.openDatabase (mContext.getDatabasePath(CommonData.DBFILE_NAME) .getPath(),
null, SQLiteDatabase.0OPEN_READONLY) ;
} catch (SQLException e) {
J/T— I R—ABRIZKB L BE0 A
Log.e(mContext.getClass() .toString(),
mContext.getString(R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_OPEN_ERROR_MESSAGE,
Toast.LENGTH_LONG) .show() ;

(continues on next page)
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(continued from previous page)

//Database Close
public void closeDatabase() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
mSampleDb.close();
}
} catch (SQLException e) {
J/T—IN—ABERICKB LA 0 7 A
Log.e(mContext.getClass().toString(),
mContext.getString(R.string.DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG) .show();

//Context #HATH <

private Context mContext;

//T=TIAER AT Y R
private static final String CREATE_TABLE_COMMANDS
= "CREATE TABLE " + CommonData.TABLE_NAME + " ("
"_id INTEGER PRIMARY KEY AUTOINCREMENT, "
"idno INTEGER UNIQUE, "
"name VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ") NOT NULL, "
"info VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ")"

n);n;

+ o+ o+ o+ o+

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;

mContext = context;

¥
@0verride
public void onCreate(SQLiteDatabase db) {
try {
db.execSOL(CREATE_TABLE_COMMANDS) ; //DB#5E1< > RDET
} catch (SQLException e) {
J/T—INR—ABEICKBLBEOTHD
Log.e(this.getClass().toString(),
mContext.getString(R.string.DATABASE_CREATE_ERROR_MESSAGE) ) ;
}
}
@Override

public void onUpgrade(SQLiteDatabase argO, int argl, int arg2) {
/) T=IR=—ADN=2 a3V Ty THICETSINDG, T—9BTREDNEETRT S

DataSearchTask.java(SQLite Database 7OY T ¥ b)
/*
* Copyright (C) 2012-2021 Japan Smartphone Security Association

(continues on next page)
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Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* 0% %X ¥ X %X x X%

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

*

*

*

* limitations under the License.

*/
package org.jssec.android.sqlite.task;

import org.jssec.android.sqlite.CommonData;
import org.jssec.android.sqlite.DataValidator;
import org.jssec.android.sqlite.MainActivity;

import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;
import android.os.AsyncTask;

import android.util.Log;

/TR RY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;

private SQLiteDatabase mSampleDB;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride

protected Cursor doInBackground(String... params) {

String idno = params[0];
String name = params[1];
String info = params[2];

String «cols[] = {"_id", "idno",'"name","info"};

Cursor cur;

J/IRRAV N 3k SQLAYY T a3y DRIRNARRE LTT TV EFICH > TANEEF v T2
if (!DataValidator.validateData(idno, name, info))
{

return null;

//BIBDLE null o L2 4RERT D)
if ((idno == null || idno.length() == 0) &&

(continues on next page)
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(name == null || name.length() == 0) &&
(info == null || info.length() == 0) ) {
try {
cur = mSampleDB.query(CommonData.TABLE_NAME, cols,
null, null, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

//No MEES N T Wb No THRER
if (idno != null && idno.length() > 0) {
String selectionArgs[] = {idno};

try {
/R YR 2k SQLAYY 2O Ya v ORRE LTANMEE SOLXICHERT BBEICE T L —RFL S EfE
BY%
cur =mSampleDB.query(CommonData.TABLE_NAME, cols,
"idno = 7", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}
return cur;
}
//Name BMEE SN T WS Name TRE—BRE
if (name !'= null && name.length() > 0) {
String selectionArgs[] = {name};
try {
J/RRAV RN 2% SQLAY YUY avOREE LTANESE SOL XICFERT 2HBEICIETL—ARLY & &
R9%

cur = mSampleDB.query(CommonData.TABLE_NAME, cols,
"name = 7", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

//ENLADIZBEL info = RMEICL TED —BMRER
J/ATELTEZIFR o7 info AD$ET R —7
String argString = info.replaceAll("@", "@@");
J/ABEL TR o7 infoAD TR —T
argString = argString.replaceAll("%", "@%");
J/ATE L TR o7 info AD_ETRT—7
argString = argString.replaceAll("_", "@_");
String selectionArgs[] = {argString};

(continues on next page)
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try {
S/RRAY S 2k SQLAYY T avOREE LTANEE SQLXICHERT 2BAICRTL—RRILGY & FAT 2
cur = mSampleDB.query(CommonData.TABLE_NAME, cols,
"info LIKE '%' || 7 || '}%' ESCAPE '@'",
selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur;
T
@0verride

protected void onPostExecute(Cursor resultCur) {

mActivity.updateCursor (resultCur) ;

DataValidator. java
/*
Copyright (C) 2012-2021 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ©s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.sqlite;

public class DataValidator {
J/ANNEEF VIS
/BFEFTvY
public static boolean validateNo(String idno) {
//nulls BXFIE 0K
if (idno == null || idno.length() == 0) {
return true;

//BFETHDI L aMRT D
try {
if (!idno.matches("[1-9][0-9]1*")) {
//BFUN DRI TS —
return false;
}
} catch (NullPointerException e) {

(continues on next page)
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//To—%RE L

return false;

return true;

/) XFNDORS ZRHAND

public static boolean validateLength(String str, int max_length) {
//nulls BXFIE 0K
if (str == null || str.length() == 0) {

return true;

J/XFHDREID MAXLLTTHZB Z &L %HARD
try {
if (str.length() > max_length) {
//MAX KU RWEHIT S —
return false;
}
} catch (NullPointerException e) {
/NG

return false;

return true;

/) ANNEFv Y
public static boolean validateData(String idno, String name, String info) {
if (!validateNo(idno)) {
return false;
}
if (!validateLength(name, CommonData.TEXT_DATA_LENGTH_MAX)) {
return false;
}else if (!validateLength(info, CommonData.TEXT_DATA_LENGTH_MAX)) {
return false;
}

return true;

452 )L—IVTwv Y

SQLite AR T ZRICIZLUTDIL—ILEFEB I &,
1. DB 7 71 IVDEBIGFF. 7/ ZAEEELLHRET S (HA)
2. th 77 & DB F—49 =HET BIFET Content Provider T7 9V RHIET 5 (WHAE)

3. DBREBFICHENSA =S E/IBERZTL—RAFLV I =ERATZ (WEH))
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4521 DB 771 IV DEREZ. 7V ERAEEZELKRET S (BA)

DB 774 IDT—4 Dir#EEEZIIHFAE. DB 7 7 A VDEEBAMET IV L AEDRERZAEDETCERBINIBEELRE
RTH?,

BZIE 774NV DT I ERAEEELSRELEZDEWTE, SDA—RRET I ERAEDREEITABRWGARICEEL
TWBBEICIE, HNSTET I ERATREALDB 771 IICR>TLED, /. 7FXUFTa LI MN)ICERELZSE
b, POEAEEZELCERELARAVWEERLABAWT 7R EZHFLTLEI 2 &ICARS, 22T, BEBHBAE 7 Otszé
BMEICDVWTTRIREAEZEITE. ThERRTBHODOHXRICDOWVWTEHAT %,

FTWMEBEBAE TV CRAEREICDWVWTIE. DBI7 74 (T—9) 2RETIHERNSEALDE, UTD2 REERET
DENDH D,

1. BECEIGFR

Context#getDatabasePath(String name) TES TZE % 7 7 1 L/XARIHFEIT & o TIE Context#getFilesDir TEISTZE %
TALY N DOBRRICEEY

2. TOER¥E
MODE_PRIVATE (=7 7 1 IVEEHR L7727 T DHHDT U A0EE) E— RICERET

ID2REEBTZIET, OTFTIDSTIERATERWVWDB 7 7M1 IVDEREITI I ENTE S, ThbEER
TRLEDICBUTORENETF LGNS,

1. SQLiteOpenHelper % A3 %
2. Context#openOrCreateDatabase %9 %

DB 7 7 4 ILDYERICKER L TlE. SQLiteDatabase#openOrCreateDatabase #{FA 322 &£ TE 2, LHL. DAY Y

NZ&fEfA L7358, Android A¥— k7 4 VOBBICEL > T, BT 7Y A SFHAEY AEER DB 7 7 A LHER S T
ZZEDDHO2TWVWD, TDEH, TOAY Y ROFERIGEITT, OAEE2MATRIEEHET S, LICEIF2D
DHEICDOVWT, ZNThORFEHEZLUTTHRBET 2,

SQLiteOpenHelper % FfA3 %

SQLiteOpenHelper # R 3546, AREBEHEYZL DI EEEZ7 L TH LW, SQLiteOpenHelper % k4 L 7= ¥
S2AEERL. AV NS 9DBIHIC DB O&RT (771 L&ICEDNS) *® 25EThiE, BBMICEEOEF2
D574 BHE#TDB 771 ILEERLT NS,

[4.5.1.1. 7—9N—2ADERR & 181E] ICEFMRFERAEEZRILTWADTSRI B &,

Context#fopenOrCreateDatabase % £ ¥ %
Context#openOrCreateDatabase XYy REFERALTDB OERETIHRE. 727AIWVDT IV EAEEF T a v THRE
TE2URENH Y. BARBIC MODE_PRIVATE %157

7AILOEREBICELTIZ. DB& (774 I)LAICHERASINS) OIBE% SQLiteOpenHelper & BA#kICITA 2D T, B
BICAIRDEFXF 1) TA BEUERAT T 7AIRRICT 7 AIDMERENS, L. FILRRAEEETEBDTSD

AT EE5DAY Y REZBT T TV LI FHAHBEHERESEZ SN, OTTUNSET I EANTERVWT A LI MY (Rysr—UF 1LY
FY) OB TT4L I MYUTONRZIDERBTE S,
8 (R x> MCERIEAWAY) SQLiteOpenHelper DEETIE DB OZHNICIE 7 7 A LD IR EEETESZDT, SD h— REBET /&
AEDHETERVBAONRRANBEETANINBVE S ISEFEIVETH S,
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H—RALREEEELRIBE. MODE_PRIVATE 21 8EL CEMT7 FU DS T IV EAFAEICR>TLES HEEIME
TH5,

DB Zxf L TEARMIIC 7 & £ REFAIE&E % 175 5 : MainActivity.java

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

J/T— I R— 2 DR
try {
//MODE_PRIVATE % 3% % L T DB % {EFX
db = Context.openOrCreateDatabase("Sample.db", MODE_PRIVATE, null);
} catch (SQLException e) {
J/T—IR—RBERICKBLBEO T HD
Log.e(this.getClass().toString(), getString(R.string.DATABASE_OPEN_ERROR_MESSAGE));
return;
}
/7B T OMOMEALLIE

BB, TV EREDEREIEZ MODE_PRIVATE ¢ &HH TUTD 3 #E@EHLH Y, MODE_WORLD_READABLE &
MODE_WORLD_WRITEABLE & OR JEECRIEET S &HTE S, 7272 L. MODE_PRIVATE L4 i& API Level
17 ARGl deprecated & 72> T# W, APILevel 24 UETIEEF 2 ) 71 BIANFEET S, APILevel 15 LIEETR E
TRHBATEH, BREIEIODISVTEFALAVWI EAEHL WY,

* MODE_PRIVATE 1EfX 7 7') D &5+ & & RI8E
* MODE_WORLD_READABLE #Ef7 7)) (3554 E S AR, fIEFAHAH DA

* MODE_WORLD_WRITEABLE e 7 7°V) I3 A E Z T RE. ITEZAHDH

4522 77 & DB F—4¥ % #HET 335513 Content Provider T7 7 X &lfHd 2 (%E)

o7 Y EDBT—95HEEFTEZFEE LT, DB 7 71 /L% WORLD_READABLE., WORLD_WRITABLE & L T
R L. DT TIHDNSEET I EATELLIICTEEVWIAENH S, LH L. ZOAETIEDBICP7ERTSET
7)) % DB ~NOREEFIRTEAVED, BERLABAVWEF (77Y) KT 9&25#EEIN22EEHhD, BREL
T T—YOHEBUECESSICRENELKEY., ST T7ORBRRER YT IIAREMEEEZIONS,

BEDZEDS, Android ICBEWT DB F—4 %7 7)) £ HE T %3541, Content Provider 25 Z & %58 < H &
$9 %, Content Provider #F> Z &IC& Y, DBICHT BT /R RGHEREBTEZZEWS X2 T4 DERAHLLD
XYy NI TR, DB AF—<#E% Content Provider RICERWTE R E VWS RSB ED XYy NEH B,

4.5.2.3 DB 2FFICAZENRS XA =9 ZW/IFBEIZTL—RAFILI = FEAT S (WA)

SQLA VY x> avaEHCEWVWDIEKRT, FROANESR SQL XICHMADRE L —RA RIS A FERTERETH
2, TL—RFNSEFEALE SQL DETAHZEE LTEUTD2 DDA EEEIFE I LN TE S,

1. SQLiteDatabase#compileStatement() % {8 L T SQLiteStatement = ERG$ %, % Df%. SQLiteStatement#bind-
String(). bindLong() B EEFERALTNRAIA =95 T L —RAKILYICERET S

19 MODE_WORLD_READABLE & & 1 MODE_WORLD_WRITEABLE DM & &FERICDOWTIE, [4.632. T4 L7 MN)DT7 72 AMEHRE]
5 5R

Z R
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2. SQLiteDatabese 7 5 X M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace() 7% & % U H
THBICTL—RHRIN S EFE >/ SQL X5 FHT 3

¥, SQLiteDatabase#compileStatement() % £ L CT. SELECT O~ ¥ R&E1T9 3154,

SELECT O7 Y ROFERE LTEBED 1 ER(117158) LHABISTEAL]

EWSHIRNHZDTHRIBEOSN S,

ELLDAREMEIBZETEH, TL—RFRISICEZZT—YORBRBFMICTTIVERFIHK>TFzvIshTWD
ZENEHLW, UTFT, ThENDOHEICDOWTEHREAT 3,

SQLiteDatabase#compileStatement() # A ¥ %54 :

UFOFIBETTL—RFIINT—9%ETS,

1. SQLiteDatabase#compileStatement() M L T L —RKIL ¥ & & A 72 SQL X% SQLiteStatement & L THE
j_ 6 o

2. €K L 7= SQLiteStatement # 7Y = & MIH L T. bindLong(). bindString() R ED XAV v REFERLTTL—2R
RV ICRET %,

3. SQLiteStatement 7Y 7 b execute) W ED XA YV v KIZk o T SQL RT3 %,

7L —ZFRILYERH : DatalnsertTask java (3k#)

//T—YBMY R

public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DataInsertTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride
protected Void doInBackground(String... params) {
String idno = params[0];

String name = params[1];

String info = params[2];

J/RRAVN 3Kk PA) 5= aVvERICH-TANEEZF TV ITD
if (!DataValidator.validateData(idno, name, info))
{
return null;

}
//T— % BINLE
//TU—RRIVT EERT 2
String commandString =

"INSERT INTO " + CommonData.TABLE NAME + " (idno, name, info) VALUES (7, 7, 7)";
SQLiteStatement sqlStmt = mSampleDB.compileStatement (commandString) ;
sqlStmt.bindString(1l, idno);
sqlStmt.bindString(2, name);
sqlStmt.bindString(3, info);

(continues on next page)
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try {
sqlStmt.executeInsert();
} catch (SQLException e) {
Log.e(DataInsertTask.class.toString(),
mActivity.getString(R.string.UPDATING_ERROR_MESSAGE)) ;
} finally {
sqlStmt.close();

}

return null;
}
/) ~EBBE~

HOMNULHERITTZSQLXAEA TV IV MELTERLTEENRSA—I 2L TLIDHZITTH D, RTTNENREE
LTWBDT, SQLA vz ¥arvhRETRMIEALW, /2. SQLiteStatement # 7V =7 MABFHRAT 22 & T
WIBHREZOHZIENTEDZEWVWI XYY NEH B,

SQLiteDatabase »*{Z#t 9 2 HFWEAD XY v K2R Y 51545 :
SQLiteDatabase D12t 92 DB #EXA YV v KIZIE, SQL X%EFEHTZ2HEDEZITRVWEDHH S, SQL X%=FHT
% XY v KIZ SQLiteDatabase# execSQL()/rawQuery() R EWNH Y. LLTFDOFIETEITYT %,

l. 7L—R RIS %EAT SQL X EBET %,

2. TL—RRISICEY ETET—9 % fT %,

3. SQL X & T—4 %38 E LTELTRERAXY v NEETT 5,

—7A. SQL XAFEA LAWXY v KiZik, SQLiteDatabase#insert()/update()/delete()/query()/replace() 7 EBH B, Th
LFERT2EEICIE. LTOFIETT—9%ET,

1. DBICH L THEANEHRT 2T —95H 515EIC1E. ContentValues ICEEFKT 5,
2. ContentValues #8|8& L TEL T, EUERA XY v K (LLTFTOHITIX SQLiteDatabase#finsert()) %#%E173 %,

ZIERA XV v K (SQLiteDatabase#insert()) % {EFRH 3 % 4!

private SQLiteDatabase mSampleDB;

private void addUserData(String idno, String name, String info) {

/ABDZEME (B, &) Frvy, TRT—T0E
if (!validateInsertData(idno, name, info)) {
//N) T2 avEBBLANSIIBAE, OJHEA
Log.e(this.getClass().toString(), getString(R.string.VALIDATION_ERROR_MESSAGE));

return

/BT BT — 5 DHfE

ContentValues insertValues = new ContentValues();
insertValues.put("idno", idno);
insertValues.put("name", name);

insertValues.put("info", info);

(continues on next page)
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(continued from previous page)

//Insert 1T
try {
mSampleDb. insert ("SampleTable", null, insertValues);
} catch (SQLException e) {
Log.e(this.getClass() .toString(), getString(R.string.DB_INSERT_ERROR_MESSAGE)) ;

return;

ZDFITIE, SQL O~ v K&EEES®RtE Y, SQLiteDatabase NMRHET 2HARDA Yy K&EFRALTWS, SQLOY YV
REBEZEFEALRWAED, ZOAEESQLA VI ovavDatiidiwesEi3,

453 7 RNV K

4.5.3.1 SQL XD LIKE #hZETT7 1V RA— R&FERTBRICT RS —TUB AT

LIKERREZEDTAILRA—K (%, ) 2#28TCXFNETL—RAFRISTDAHEE LTHERALKEEE, Z0FFELETA
IWRA—RELTHRET D20, BDEICIHUTENICIRY—TUNIEBAHEITHE N H D, BDERT—RELTIET7M4IL
RA—REBEEFEDOXE (% %7 ") &ELTHRVWEWGEIUTIEE S,

EROT Ry —TNEIE, UTFOH YT —RDELSICESCAPE A% FALTITD T ENTE B,

LIKE 2#f L =3BED TR 7 — T 0B DA

J/T—IRBRY Y

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSampleDB;
private ProgressDialog mProgressDialog;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride

protected Cursor doInBackground(String... params) {

String idno = params[0];
String name = params[1];
String info = params[2];

String «cols[] = {"_id", "idno",'"name","info"};
Cursor cur;
/) ~EBg~

//info BEMICLT like RE (EH—)

J/RAYV N i D4 RA—RICHE T D2XFIRIR T —T0IEY 3

String argString = info.replaceAll("e", "e@"); //ANELTEIFE o7 info DA TR —7
argString = argString.replaceAll("%", "©%"); //AAELTEIFE o7/ infoND JZTRT7—7
argString = argString.replaceAll("_", "0_"); //AAELTEIFE o7 infoRD_ =LA —7
String selectionArgs[] = {argString};

(continues on next page)

234




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2022-01-17

(continued from previous page)

try {
J/RAY N TL—RARIVYT EFERT S
cur = mSampleDB.query("SampleTable", cols,
"info LIKE '}' || 7 || '}%' ESCAPE '@'",
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast.makeText (mActivity,
R.string.SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

return null;

}

return cur;
}
@0verride

protected void onPostExecute(Cursor resultCur) {
mProgressDialog.dismiss();

mActivity.updateCursor (resultCur) ;

4532 7L —2FRIISAFERATEAVWSQL 7Y RICH L THE AL EFED

F—TIDERPEIRAREDDB A7V ) MaNENRE Lz SQL XEEITTZBE. T—TILEREDEICHLT
TL—RRNTEFSZERFTERWY, BEARMICIE. TL—RARILYDFERATERWMEICH LT, LSO ADSN={F
BEDONFNEFATBELIRT—IR—ADHREHITRE TR,

AHRCHELOHRTTL—RFNIEFEATEAWEEIE, ADEICBRABVDE D AERTHNICHERE L. RERL
BERET I ENBERERD,

EARBICIE,

l. XFINRSA—=4E LTHERT 215G, XFODIRT—T% 0 +— NLEB%EEY

2. BIENRSXA—4& LTHEAT 3158, HFUNOXFMNEAL TWRWZ & 52HRT 3

3. #BlF. AV RELTHEATSIHA. 1. A, FATEAVXFAZINTWAWI L 2H#RT 2
EEET B,

SR 2274 SQL OMUH LA (REQV T 744 FDIEY H5I)

4533 TRABICT—INR—ADESWIADMITONLR VDO DNEKREITD

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase = L T DB 014 Y 29 VY 2ZREFLELHE. £&H
S5DAYy REFMBALTH DB IGHEXTREHARETH—T >IN 5?0, £/, Context#openOrCreateDatabase.
SQLiteDatabase#openOrCreateDatabase 7% & Rk T#H 5,

Ihid, PT7VRECPEEOFRERICIVBEHET DB OFGEZESMATLED (BEMALSATLED) THEMEE
BRLTW3, BERMICIET 7Y OKREEROHETHIGTEZEEZ 6NN, 77 ORFEEERE, HAHRY L

0 getReableDatabase (& EAIIC (& getWritableDatabase TIET 2D ERMUA TV I b EBRT, T4 R I TNREDRRTEZAHAHES T
VI MEERTERVWBEICY —RAYV ) —DFATIVT I MERTEVWDIEHTH S (getWritableDatabase (E7 1 27 7L AR EDRRTIFE
TIS—&7i3),
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BEDOBVWEEEZRRT 258, T IXR—REeHHRUVEATH TV T5I T, RETPRIEOBHRILVOVTIE
77 REOALICENZIBELNHZDT, RRICIELC TR EHEDHT 2,

B{ABIC1Z. SQLiteDatabase#openDatabase I OPEN_READONLY %3 E L CTF—9R—R %54 —TVF 3,

EAMYERATCT—IR—2EF—TVT 3

/) ~Eg~

/) T=IR=—ADHE =TV (T—IR—RIIEEFEHET D)
SQLiteDatabase db
= SQLiteDatabase.openDatabase(SQLiteDatabase.getDatabasePath("Sample.db"),
null, OPEN_READONLY);

% R : https://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html -  getReadable-
Database()

4534 77 ) DEHKICE>TDB DARAT—9DRLEMEF IV ITD

SQLite IZBICBRMRT—9R—ATH'Y, DB LTInteger £ LTEEINTWVWEHTALICH L TXFRDT—4 51
THIENARETHS, DBADT—FIE, BEREZELLTOT—IDNEXDXFET—9 & LT DB HICKEMINT
W3, D7, Integer MDA Z LICH L TXFHNEDKRFE (LIKE "%123% &) %#TI I BABETH D, Fi.
VARCHAR(100) D& S ICT—9 DBRARZZB L TCEZNULORIDT—I DN ANTRETH 54, SQLite TDIE
DOHIRR (EHHMER) EFTERWL,

Z D7, SQLite ZFERTZT7 TV IE. TDL57% DB OFMHICEREL TCFHEHRT 9% DB ICBMLAVEREGLE
DLBWESIZT7 7Y DBHICR > THRT DRENH D, WUDFEE LTRD 2 20'H 5,

. 79T —9R—RIBMNT B, BEOPRIBLEDFEN—BLTWEIHERTS
2. THAR—ZADSEERG LK, T 9D BREADEPRS TRVWHIERT S
UTFTIE BIELTANED 1 LLOBFTHZ I & 2REETHI—RERT,

Bl : AAT—9D 1 ULEOBFTH B & %MHERT 5 (MainActivity.java & W) IR#)

public class MainActivity extends Activity {

/) ~Ebg~

/BN

private void addUserData(String idno, String name, String info) {
//No DF v Y
if (!validateNo(idno, CommonData.REQUEST_NEW)) {

return;

//T— % Bnane
DatalnsertTask task = new DatalnsertTask(mSampleDb, this);

task.execute(idno, name, info);

/) ~EhE~

(continues on next page)
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(continued from previous page)

private boolean validateNo(String idno, int request) {
if (idno == null || idno.length() == 0) {

if (request == CommonData.REQUEST_SEARCH) {
/R DE G RIEEZ 0K IZT %
return true;

} else {
//RBRMIBLUA DB null, BXFIEFITF—
Toast .makeText (this,

R.string.IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG) .show();

return false;

J/FETHDIEEHRT S
try {
// 1 EDE
if (!idno.matches("[1-9]1[0-9]1*")) {
//EFLADEEET S —
Toast.makeText (this,
R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG).show();
return false;
}
} catch (NullPointerException e) {
//SEIDT—ZATEH Y FEWL

return false;

return true;

/) ~EbE~

4.5.3.5 DB (#4927 —FICDVWTDEER

SQLite Tld. T—49 %7 71 ILICHERT ZIBICUTOL S BRREICA>TWS,
s BEREZECLETOT—INEXDOXFT—FELTDB 771 LRICKEIAEI NS
* DBICKHLTTF—YDHIRET>TET—YB&IE DB 7 7 1 LA SHIBRI AL (BIBRY— 275t DH)
s F—4EBHFLIIBEEL DB 7 7 A VRICEBEFIOT— I HHIBRINTE->TWVD

£o T, HIBRENA TIET ] DFRLS DB 7 7 M IVRICKE X EFDREICHR > TWBHEMENH D, ZDHFETH, &
MEICH> THEEMRL. Android DEF 1) F 1 #ENBMTHNIE, 7T ) E2ECE=FEIST—F - 771IVIC
BEET7IEREINZDEIFRV, 7L, root EEAER I NS4 E Android DREREAZFO LTI 7ML EREH
INBZAHEEEEZDE, EVRAICKERFELEZ 2T 9 MBMINTWVWEIHEEICIE. Android (RERBICFES AR
WTF—SREERET L ABITHIER S0,

INSDEHICK Y., HERD root HERAENINLIFGAETEFIDLENHDLOREERT— 4L SQLite D DB IZZ
DEERMIRETIERY, EILTEEEAT Y E4BMEI254B8L0VEEICIEESELEZT—9 58T 5. DB
2HEESET S, BREDOHEINDEERS,

ERICESIEIVERIFE, BSEICEIBORVWPI— NORFELREANEOHELZBX 2RENL VDT, RE
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RCEIRRA NI NDRERT =5 %H/HIT7 7)) ORFEICIEMARANDEHKEEEBDT 5,

BEE LT 1453.6. [B%E]SOLite T—4% RX—RA&8ESILT % (SOLCipher for Android)] I\, T—9XR—2A%BES{T 3
ATV EBNALTHL,

4.5.3.6 [5%]SALite 7— 9 X—X %8551t 9 % (SQLCipher for Android)

SQLCipher I Zetetic LLC A’F% L 7=. SQLite 7—49 XR—ADFE B4 256 Ev b AES ICK 2ESEA2RETIED
Thd, CEETEREINALSQLite ILBEZ 1 75 ) ThH V. BESILICIE OpenSSL #FH L TW3S, 7z Obj-C. Java.
Python EDSEAD APl iR TW3, BRAN—Y 3 v OfIcA —7 > Y — 2R (Community version & FE(EN T
W2) B EEL, BSD 5S4 Y A THEABMATEETH 5, Windows ¥ Linux, macOS 2 LR TSy 7+ —LICH
IBLTEY. ENMIILDEFRTIE Android Dfts, / F7/QT. 7v 7LD i0OS B ETELFERINTWS,

Z M5 Android BIC/Sy o —Y v &Nz D A SQLCipher for Android TH 2, AFEINTWVWEY—XD—RKH 5
AVRAINLTHERTZIEETESZD, aar 74— v hDF A 731 (android-database-sqlcipher-xxxx.aar) & LTH
BAEINTHY., BICHATZ2OTHNEZESOALMENTH S, Z#0D SQLite D APl D—EB% SQLCipher IZ&
HDETCERETZIET. FARBEEFERALI—FT 1 VI THESEINAEAT—IR—EFATESD LI ICHR>TWVS,
ZZTlraar 74#—<v bDZA4 T3 OFREFEICDOVWTEHEITENT .

S8R : https://www.zetetic.net/sqlcipher/
(:A0V;]

Android Studio TIFLLFDFIET SQLCipher DF A AIBEICA B,

1. 77U ®libs T 4 L ¥ b 1) IC android-database-sqlcipher-3.5.9.aar % BZ & § % (https://www.zetetic.net/sqlci-

pher/open-source/)

2. app/gradle IC{KFREfR % ECH

dependencies {

implementation 'net.zetetic:android-database-sqlcipher:3.5.9Qaar"'

3. & @ android.database.sqlite.* M A4 Y 12, net.sqlcipher.database.* % 4 >~ 7R— k9 % (android.database.Cursor
BZOEFEREALICFIATEZS)

4. T—IR—EFATZHEICTA TV 20— R -FHEL. T—9R—REF—TV I IBI/NRT— N%iE
€T

TICBIFZO—NE T—I9RX—2EFATZDOMPLLEEZITIEDTH S, HD Activity T —FX—%F|
FA9 % #0IC SQLCipherlnitializer.Initialize() % ME.3E%#E L TW 5, m#IC SQLiteDatabase.loadLibs(this) % MU L.
MHERSATZYEO0— K LI#ALELTWS, £/, SQLiteDatabase.openOrCreateDatabase() TF —49 X— R & 4 —7
VEBBIC, RRAT—R EZELTWE, T—9IR—R@FIITERLNRRAT—RER—E LTERSNEESESE A
WCHEStIN2, ZOBEERIRERDEFETFRANTERINT—IR—2%, BTHESELEEDICT ST
EETERVERTHY., T—IR—REERT 2RRT/IRAT—RER/ELRITFNIERSR,

*21 ht