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“android_securecoding” 7 # JLF DHRICIEY Y T I—RHBAEENTVET,

B Z AL, T4.1. Activity #4152 - RIS 21 @ T4.1.1.3. /18— b F—FRTE Activity %#1E% - FIET 2] ICBWTHY Y F)La—
RESRBLAEWGSRUTEIELZIW,
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android_securecoding
L Create Use Activity
L Activity PartnerActivity

BLE®D& I, 7android_securecoding” 7 # VA EEFIE, i &I TH>Fa—RpF OV b HPEEBEINAER
ERYET,

2.5.1.4 Android Studio ZE#H L7 —J AR—A%=IBET 3

A= KRAZa—FRI MYy 74302 EDS Android Studio ##2EI L £,

androidstudio

2.5.4 Android Studio %#2&13 %

8%, Xrshikyqr7osrosavz s b eF—T U LES,

® Welcome to Android Studic - m} b4

2.5.5 Android Studio ¥4 704

£z, B0V I M EFHARAATWSRIEEIE. O Window BNRREN B 78, X =1 —& VY File -> Close Project”
TRALTWSR OV M/ 0—XLET,
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® Accounthanager Authenticator [C:¥android_securecor

€ 2.5.6 File -> Close Project

2515 OV hNeAF—TU$ B
RRINTWB 44 705 D Open an existing Android Studio project” #27 Y v 7 L£ 7,

® Walcome to Android Studio _ o w

2

Android Studio

2.5.7 Open project

2516 7OV hEBIRT S

FT—Tv3B7OV I NI AN ERERLET,
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® Open File or Project X

[ ]
[
[
[
[
[
[

258 #A—Tv$37O0VxH MERR

AHAROY YT )aA—R7OY Y h&ERLTUWS Android Studio @ Gradle /8N\— 3 YA EA B15E. Gradle &
BWEIhZxd,

Building 'AccountManager Authenticator Gradle project info

Gradle: Build

2.5.9 Gradle D&E1L

BIEICHELV. “Update” %% ') v % L. Android Gradle Plugin @7 v 77— M &RIE L T 23,

# Android Gradle Plugin Update Recommended ﬂ

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we stronghy
recommend that you update the Androld Gradle plugin to version 2.1.2.

You can l2arn more about this version of the plugin from the release notee,

| Remind me later ] | Don’t remind me again for this project ‘

2.5.10 Android Gradle Plugin @7 v 77—k

LTDXyt—YHRRE N 2D T Fix Gradle wapper and re-import project Gradle setting” %= 2 ') v & L. Gradle
Wrapper DE#H %175 T I,
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Meszages Gradle Symc

o8- L
w = Failed to sync Geadle project ‘AccountManager Authenticator

. = Gradle version 2.2 is required. Curtant wersion s 2,00, 1 using the gradie wrappes, try aditing the distributionlirl in C-\andrid_sacurecodingiadd Prepristary Account ta Account Managar|Accountianager Authenticater\gr
2|3 43 © Emon Pleme fx the projact’s Gradie sttings.
5 it iple prDer A Ry DOORACE
a ==
5|10 & Lrais sagtingy
37
&
&
1
a

& £ Android Momiter [ Terminal | )0 Mesages | 5B TODG Wi Evertlog [ Gradie Cormale

2.5.11 Gradle Wrapper DB #T

2517 #A—7VORET

TRz M F—TVEIhETLET,

2512 FA—FVORT

Android Studio (&, Eclipse &I1&&W, 1207AOY 7 MR LT 120 Window TRRSNET, EH>7OV I K
EA—TVF BHBE. “File->Open..” 57 )y o4 =TV LET,
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2.5.13 File -> Open...

2.5.2 ¥ 7). 3— RENErESR A debug.keystore %3 E T %

BTN A—RIDSERLET 7Y % Android IHRP T I 2L —9 —TEESELLHICIBELNVBETY., ZDES
IZES 7/8y JRDET 7 4 )L debug keystore” % Android Studio D 7AYo MIFREL X T,
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2.5.2.1 File -> Project Structure... 27 ') v 79 3%

Ctrl+Alt+5hift+3

2

2.5.14 File -> Project Structure...

2.5.2.2 Signing ZENY %

ZH®D Modules B 57OV 9 hE%RIR L, Signing ¥ 7%RBIR%E, [+1 RV %&2IYUv oL, TT71ILbDELRET
config” %”debug” ICEE L X7,

B Project Sructure b4

2.5.15 Signing %E&MT 3

2.5.2.3 Store File & L T”debug.keystore” % #iR¥ %

2515 TRATHARLRY VA& S 1) v o L.” Store File” #5%%E L £9 ., debugkeystore (U > FII—RICH
FNTWET, (android_securecoding 7 # LY ETF)
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® Select Path ®

>
3
[3
>
»
| 2
»
2

2.5.16 “debug.keystore” %ERT

® Project Structure x

2.5.17 debug.keystore %R L 7= fER

2.5.2.4 Build Types T Signing Config %#:%&

Build Types ¥ 7' %2R L. debug EJL KD Signing Config % Singning TEHN L 7="debug” &R L. OK %0 ) v ¥
lJ i 3_0
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® Project Sructure b

2.5.18 Build Types T Signing Config % 5% E

2.5.2.5 build.gradle 7 7 1 JL CHeSR

signingConfigs IZ#1R L 7= debug.keystore D/XZAAFRIRE 1. buildTypes D debug IZ signingConfig BAFRIZINE T,

2.5.19 build.gradle 7 7 1 JL CHER
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3.1 Android 7 7)) DEF*a ) 74

VRATLARTTIVDEF 2V TAICDVWTHRETZEE, EBDEAADIL—LIT—IDH 2, FTETDYRAT LY
TTVICBWTFEIREWNRELIET 2, Ihze [EE] IR, RICZOEEEZEBVIREEZIEET D, hz (&
Bl SR, REIC TEE] % (BRI DNOTFIRODOMERERE - BT 2. COMBERE RIS,

22T MKl &l YRFLART7IVICEREXF 2 7Rt - EX2a73—FT1 VI EETIETHY., TDHARX

311 T&EE] TFEINEHR

VRTFLRTTVICEIZ TFE2RNEWHR] IS BRI & HEEl 02 020'H %, chbirThTh MNEREE] &
MHEEEE] CIES, MEWREE] Sk, FTSNEALIDISBRPEENTEZBROIETHY . TNUADAICIE
—tIBRPEENTE U ASBWERDOZI L TH D, HEEE] CRFASNAEALITIRETEIREDZETH
YU, ZRLUADANICIE—IRBTETERLRVWKEEDZ ETH S,

BUF. Android AY—h 72V /9T Ly MIBITZBREELHBEBEICEDL S RBREDLHZDEBNT %, Android
77U Android AY— R 72> /97y NaFALEVATALA.XBERTZEEZOEEDEVWELOSEICLTIEL
W, LTI, Android AN— 74>,/ 9 7Ly MEFBFL T Android AY— k7 % > LR,

3.1.1.1 Android A~¥— h 7 # VICB T D IEREE

£3.1.1B8LUTEK3.121F Android RA¥— R 7 # VICAS TWBIERO—FITHDZ, ThODIERIFRAYT—NT7 41—
HF—ICBET2EAER. TIANY—EREFLIEIEFNSICETIERICKY T -ODBENREENINVETH D,
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% 3.1.1 Android A¥— b7 # VHEET B IEHRDH

B "%

BEES AR— b7+ VEBDOERES
BEEFEE SREOBHBVCEFES

IMEI AY— N7+ DK ID

IMSI El#R22%#E ID

o —1E#R GPS. RS, MEE...
BIERTEITR WiFi 5% EfE...

Thor MER 7 HhY Y MER. FRELIER...
ATFATT—4 BE, #E. X #3..

®312 T77)HNEERTBBEHRDOHG

154k 5%

Bk A DZERR S

EX—IL7 KL R A—H—DX—=I)LT7 KL R
Web 7y o <—79 TvoR—79

Web B & & R B

hLvy— FE. ToDo, 1NV k..
Facebook SNSaAYvF>Y..

Twitter SNSarvF>Y..

#£3.1.1 DERIFEIC Android AX— R 77 VAREZFZIESD A— RICEENZBHRTH Y. X312 DIERIEEICT S
DABETZERTH D, HICK3I2DERICOVTIF, PTUNM VYA M—ILEhhiEEhdiFE, EAEARED
FRICEZ TV ZEICRBDTH S,

KIIZIFEFERD 1 FDOTY N ICEZFNZIERTHD, TOBERIIAYT— b7+ v2A—HF—|CETIERTITAL,
AR—h 7421 —HF—DHMA, KRAFICETZERTHB, 2FYRAI—FI7 3 VICIRZFOMNEETHZ1I—F—D
HR5T, IFDPDALXDIFTRESENTVWB I EIEENRES,
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#*3.1.3 ZEEEME (Contacts) D 1 DIV MYICEENZIFHRDA

154 AES

BEES BE. T8, 13, FAX. MMS...
EX—=I7RKLZR BE. t%. #5EE..

707 4 —ILEE Y LR—IVEGKR. KELER..

A VRY Y M AyEYY | AIM. MSN. Yahoo. Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting...
-\—,—

R SN AR, 4 = v )b, |IBEE. Bl4A..

=2 E., BEHS. ik, #ha B &Y.

TI—7 BRUCAY, Rk RE. BE..

vz 7HA b JOJ, 70714 —H A b K—LR—=Y FIP H—/1— BE. &...
ARk FER. EBEH. TOM...

RT3 A BEE. FH R B vx—Yv—, B1F. EEF/K. S—bF—..
SIP7 KL R BHE. tF. 20ft..

INETOHFATREILAY— M7V 21—HF—DOBEREBNLTELDY, 77V E21—H—LUADERER > TV,
311207 FTUHNBEEBLTWRERERLTHY., XELDF2ETOT LB ET—9HIICIINDE, T
A7 SALBDEEICT YA —H—DBERTHY., T—9BPREEICI—F—DERTH D, 7Y A—H—DFEHRD
FICIE. BRI A —ICHAI N RVWEREHYEBZEH. 2 LABRICOVWTIEI—HY ISR - EETER
WL BRRENNETH B,

L4 Picture Manager g{ux—h—mﬁﬁ&] E———
FJOYSh F—4

Jdata/app/com.sonydna. picturemanager.apk fdata/data/com.sonydna. picturemanager
AndroidManifest.xmi |—cache
classes.dex Javad—F (M4 | webviewCache WebViewliFrwi-a
resources.arsc MFERF DL - |
wee |-——databases
assets | label.db FTURDB
AppAbout_en.html I RILLET—4 | metadata.db
| webview.db WebViewRDB
res I webviewCache.db WebViewBl+ v w1 DB
| -
[—drawable-hdpi —files
| broken_image.png iR 7 - I | Medialist1.dat FIURF—9227 I
| |
F—layout f—liby
| about.xml L1 7 -l |
| L —shared_prefs FUIFLR
xmil com.sonydna. picturemanager_preferences.xml
setting. xml HEEDXMLI 71l

3.1.1 7TYDBATWLWBIER

Android 7 V) #EZBAEICIE M 311 DES5RT T EEIBEET BEROARLST, R3.1.1. £3.12, £3.130D
& 57 Android A¥— K 7 A VY EREPHROT TN SEBLAZBERICEL CHLBEICRETINENHZ I EICEEE
DNBEL,
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3.1.1.2 Android R ¥ — k7 # VICB T DB EE

7 3.1.4 1% Android OS 2’7 7" ICIRM T 2 HEED—BITH D, ThHLDHBENTILY T FHEICHFICFIAShTLED
EA—HY—DEELAVRENELEY, TIANY—DPERLNZREDRKENELEY T D, ZOLDBEREEE
EHRICT D LRBEEEDBEICRES N RTER SR,

#3.1.4 Android OS 2’7 7" IRt 3 B HEED —I

HERE HERE

SMS X v E—Y%%EST HHEE 7 X FIRFHEBE

BEEA T DHEE BELHEHAE

xv N7 — 0 BIEHEE BEES. BT REOHAIY B
GPS ECTIRENIE %13 D 1A SD 1— REZAH 1A

Bluetooth @{E#8E VAT LREEERRE

NFC &5 188 A 7—% DAY #eE

A vy —xv NEBFE (SIP) #EE K77 7)) BEROEISHEE

Android OS A7 7Y IR T 2 H#85ICINZ. Android 7 7Y O 7 7Y BIEIEHEE L BEEEEICEE NS, Android 77
VIZZEDT7TIVATERRL TV SIHEELMOT TUYDNSFIATELLDICIRET I ENTE, ZOLIRtHlEAET
T)EEHEETATWD, ZOMBEIRENTHZRE. Android 7 7 OREEN X2 73—F 1 v JOHBEL BV
HIZ, TTYVREBL I THAT 2HEEB > THROT TYDLHATEZLIICLTLES>TWES—EH D, O
TTUNSHATEZHREOHBRICE >TIEK, IV T7HSHHINTEIRZ Z&EH 7D, ERLETTVEG
NOFATES LD ICHENRFREIVEL LB I DD B,

AAA RIZHBIFZH > FI)a— K TlE, targetSdkVersion D APILvel #* 30 ICERESINTH Y. B2, BOF7TYVICHL
TOIT) FREBBEEZTOIYH Y TINICDVWTIE, <queries> BR TPV ERAEZEIT>TWS, Zhid Android 11 1285
32/89 5 =Y T I ADHHTEAS N, BNROERORAICHE >76DTH S,

F7=. Google Play Tld, SMS V@FEEREICEAT 2RI —TRE, BRESTSV., £RIEHBBERICEDLZEROME
BAEFIRENTEY., RYUP—DBEEHEZLTVAL, LI BET7+—LERHLTLWARWT TV IE. Google
Play " SHIBR SN BI560H 5,

3.1.2 TZEl BEZENTHE

AIEITIE Android A¥— M7 # VICBITBEEICDW TR L, CITRENLDER. DEVEEZENTREICD
WTHRERY 2, BEIEN SN EBBEICEAF., BREENMENICEHFICSR - ZF - HIRR - fERSN B & EF L,
BEEEMANICEFICARASINZIEEED. EWokBAE, 5 LABEZEENS KUBBENICERIET 2HE
TAH% TBE] EMR, FERBTAETOIAPHOZ L% TEBER] SR, HEECPIILIVITEEBRETH->TE
BTIERARV, REBECIILIVITMIIBRETADILEZBBEEIDTHS, INSHEBRAOERE K3.1.2IC577,

*1 https://support.google.com/googleplay/android-developer/answer/9047303?hl=ja&ref_topic=2364761
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3.1.23 77 DM EBERTIRET 7 M VICL 2B
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BEBORERKREZRDZ7D. 7TV TNTNOEEICOVT, TOERE - REICHT 2EMRN - HERE
BORE - AREE (FLEBEB) OHEMBEELEZRFLALT, EEZSHL. 2EBICRERRDOLNILEED
%, NN TRENDEEEZEDL D IRV, EDL DI BRREETHERODHIMELEL 8D, COPERTTIHE
RE (FI3HHEB) ELTEEEEDLD ICRWMRET I EEDIEEZOLDTH D, 7TVHAREE (£/34
) NENZTIOFERICELET. PRAEFPHRANBREEDDIVENH B,

SELTII. KA RICBII2BEDHEFRERRDOL ANILELLITICRT,
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R3.15 BESRLREREOL AN

BESR BEDOL NI REBED L NIV

A BEMIBICH-BE. EBEAIZEADIE | Android OS DEF 2 )71 ETI A S, root
BICHOPHNFLIIIRBNREEBEHA D50, | HEREZEWMLRED 5 DHEP APK O dex #B
) BEIMESICH>HE, UKEBIEEE | 22RET &V, BERKBICHLTE
W CTERCARB LN, RET D, UXZFDOMERLIWVEEF2 YT 158

R=B%T 2,

2l iva BENMEEICH>-BES. EBEAIFBADE | AndroidOS DEFa )74 EFIEFRAL., Z
BICERREEBEHZDED, fl) BEIHE | OHBENTHRET 2. UXZFOMERIVEE
ICH o356, HHMEBMORBENBIEL, BRIC | F2 VT HBRZEBET 5,
HEERIZT LA,

&AL BEMIBICH-BE, HBEALIIEADE | UXFOMERE X1 ) T4 2HEBL. HER
BICREMBREEEHZADDD, Bl) BEI'HK | ZBELTHERL,
BICHhoiza. HEZMEBOANFICHEEZSER
B2, HOEBERICLYFIFZOH TAN TR
LN,

AAA RICEBWIZ2EED\ERERRKIL. EAMICIKL root ERELIPEDNTWARWEF 2 774 Android IR Z7T3R & L.
Android OS DtEFa Y74 EFTINEFRALLEF 1) T4 EREEEICL TV, BHENICIE. BESFETHLAL NI
UTFOEEICH LT Android OS DEF 2 Y 74 ETILAHEEL TV Z & #F[RIC. Android OS DtEFa )71 ET
WEFRLGRERREZBELTWS,

3.1.4 VYT 1 TRIER

AHA RDODZNUBOXEICEWTEREE. [V T4 TRER] ERIB|LTWS, BIEITHRRELDICT T DK
IMEL DIEREET EICEED L NILPFREBRED L NIV EHBT L RITHIER 550,

32 ANT—9DREeM%EHRT S

AAT—YDREMEDRIZTE > B BB TURDOEVWEF 27 I—T 1 VIEERTHD, 7O T LICANSINET—
FDI>L, WBEHLNEEN., BENICZOT—IDEELBRFTERETHIEDIITRT, ANT—YDORLUEBRBIVET
HB, LIF, Activity 2 7OV ZALAICRIT, Intent ZFANT—FICRITHEBEEHICLT. ADT—9DREMHER
DEYHICDWTEHRT 5,

Activity B2 (7EX o 7= Intent ICIFHEEZEIMILE T 9P EFNTWBHENENH D, WEFETOTIIHIEEL
TWRWER - EQT—9 2% W72 2&T, 77 DREBMFLEFEHKL. BRELTEALSHIOEF2) T HELEL
SEZDTHZ, A—HF—HBED—AERYBZZEERNTERSAL,

Intent |& action *° data, extras R EDT—9 THERIN DD, WBEI/FIETERT -4 IZTRTREM T RIFHIERS
BV, WEBEHHIETRELT -9 52RD I—RTR, BIROFEAERLAITNIERS AW,

2 BRILANIDEEIL, root RN BINS NI REEN S DIES, APK 87 - EIC & 2% E W o7, Android OS DEF 2 ) 74 EFILHHE
LNERETORENS S, RENMVELABETHHEERELTVWS, ZOLIRBELATFTZHICIE. AndroidOS DEF 21U F 4 EFIIE
BTELQWEDS, BS. #5t. "— ROz 7XE H—N"—FZELEEROFREBEFEDLE CESERHERE2T 5, ThidHM RXE
ICERICET R LS/ onoTirRw L., BRIORRICHEC TEAMBEEREHEERER D -OXRAM ROFRHNE L TWS, root HEREERH S
DHEP APK i - WEREDHELKBICH T 2 RENMVERIGEIE. Android Dt Y /SEZEHIELWEF 1) 7+ EFRICEHKTZ
LEBEDT B,
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(@) BB T—%k. TOVSIHIEELAEHATH> T, BEIFEEDCSHEAAICIE>TVEHN?

O BELTVWBEX, BOHLWDET—Y2ZITM>TH, TDT—9%H D A— RIBEADEEE LA WERIET
g7

RDFEILIEE URL @ Internet £ Web R—T D HTML %#EUS L. BE_ LD TextView ICKRRT 272 ITDBEALY VT
ITHDB, LHOLINICIETEEDYDH B,

Internet £® Web R— M HTML % TextView ICRR$T 2 Y2 FII3—R

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader (url.openConnection().getInputStream());
while ((read=isr.read(text)) !'= -1) {
tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { //...

(a) DER=T lurlstr B’'IE LW URL T#H 3] Z &% new URL() T MalformedURLException AAF4E LARWZ &I L YUHE
BLTW2, LALZINEFRTDTHY., urlstr I Thile/~1 XD URL AEE SN2 & Internet £D Web R—2 Tl
B, REI7 7AWV RATFLED T 74V EBWT TextView ICRRLTLED, TOTSIHEBE LEEEARIEL T
WRWes, (b) DEIRZTm7 L TV,

RISHEFTH B, (a) DERT lurlstr [XIEMRD URL TH > T, protocol I http 7z Id https ICIRES N3] Z & %M
BLTW3, ZhIZ& Y (b) DESTH url.openConnection().getlnputStream() T Internet #2EH D InputStream % ST %
ZENRIEET N B,

Internet _£® Web R— D HTML % TextView ICXRR$ %% 70— RDIBIER

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {

throw new MalformedURLException("invalid protocol");

}
isr = new InputStreamReader (url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}

} catch (MalformedURLException e) { //...

ANT—4 DRELMHEERIE Input Validation & M (EN 2 ERMAtEF2173—F 1 » JEETH %, Input Validation &\
SEEDERNDS (a) DERRDATEMITIT D) DREESNTLEVWABETHS, T—9ETOTFALICA>TELE
ETRRL, TOVZLDEDT—9% MED] EZICHENRETH I LILTEMNFTWLELWL, T URL 6

VBEZEICLTWEREERZWL,
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«IPA T&Fa7 - 70O4 53> 5] hips://www.ipa.go.jp/security/awareness/vendor/programming/index.html
« JPCERT CC Mava ¥ a2 73—7 4 ¥4 X4 % — K CERT/Oracle kiR https://www.jpcert.or.jp/java-rules/

e JPCERT CC [Java Android 7 74— 3 VBIRADIL—ILOEA | https://www.jpcert.or.jp/java-rules/android-j.
html
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REIWCTV /A —%FRAT S

Android TE Z I£ Activity ® SQLite 72 &, 54/ OV =& IlEFa ) T4 BROBEEVWIEDIH D, 5Lkt
Fal)T1AOBEANSTICHEF. A—T 4 VI LTVRERLBIEBREEDKYIATLEIZENH D, TODETIE
BREED Android DF 7/ OV —%FRT5V—VERBELLEEEERD,

4.1 Activity z15% - FIHT %
411 > 7)3—R

Activity NED XD ICFIAIN B HICEL o T Activity DMEZ 2 ) R 7 0B RBHEFENELR D, T I TiE. Activity A
EDEHICHBAINZNEWVWIERT, Activity 24 D2DY 1 FICHE L, ROFETO—IC L > TERT % Activity
NEDIYATTHZIDEHIMTE D, B, EOLDWHEFENAT MK > CEYIRBAEFERARE B720. Activity
DOHARIDREIZOVWTEADE TEHRIAT %,

( L8 )

FHIATOAEBATS

FRHESHD
FAIZHAEENS

WEMITO
FAICHAEENS

k4 h 4
Private Public Exclusive Proprietary
JE4 Bl Activity 4 Bl Activity H—pk+—8 E Activity B # IR 7 Activity

4.1.1 Activity ¥ 1 TBR7O0—

4.1.1.1 3E2F Activity =1E% - #AT 2

N Activity &, A—7 TR TOAFAINS Activity THY. £ 2L EREMEDHE L Activity TH 2,
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B—77YALITTHAINS Activity (FERF Activity) ZFIAT 28IE. 75 A%218ET 2 HRH Intent % 2 (&
BoTHAET7 ) ICIntent ZREFELTLED T &RV, 2L, Activity ZIFUH I RRICHER I % Intent &= IC
Lo THAMONDBNDH D, TD7=. Activity ICEET 2 Intent ICE Y VT 4 TREREBRMNT 2HEICIE. ZD

BRI BEOHDIE=ZFBICHAMOND I EDHRWVEDIC, BYARGEEREET Z2BENH D,
BAFICHENRE Activity 2B RIOH > F)La— K &R,
A2~ (Activity #E3) :

1. taskAffinity 27 L AL

2. launchMode %57 L 7L

3. exported="false” IC& W, BRTRAVICIHAFRBRET B

4. @A—T7F)H SO Intent TH>TH., F{5 Intent DREM%FERT S

5. A7 TVRA—T7 I THZINS, BT 4 TREREZRELTEL

Activity % IERFAEEET % ICIE. AndroidManifest.xml @ activity B3R D exported B % false EIEET 2.

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.privateactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!I-- 3R Activity -->
<I-—— *kRA VN 1% taskAffinity ZBELHRWN ——>
<I-— *kRA Y b 2% launchMode Z1EE LA\ ——>
<I-— %k R4V N 3% exported="false"lZ& Y. BATRMICIELNRERET S -——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

<I-= SUFv—DOEETDRE Activity —->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association
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(continued from previous page)

*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may mnot use this file except in compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

*

Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

Q@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.private_activity);

//KRRAVE 4k A=FTIDSD Intent TH>TH, 25 Intent DREMEIRAT S

/T TIVICDERR, [3.2 ANT—9DRLUERET 2] 28R,

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/XZ XA —% [%s] #%|(JEl>7=, ", param),
Toast.LENGTH_LONG) . show() ;

public void onReturnResultClick(View view) {

/) KRkBRAV S 5% FIATT7 TYIERA—T7 7Y THZID, Y oTF 1 TRIEREZRZELTEL
Intent intent = new Intent();

intent.putExtra("RESULT", "t ¥ ¥ 7F 1 T7ER");

setResult (RESULT_OK, intent);

finish(Q);

RICIERFE Activity 2RI 200 > F)La— RK%ERT,
R4V b (Activity ZFIHT %) :
6. Activity I2#{59 % Intent IC1&. 754 FLAG_ACTIVITY_NEW_TASK %3%7%E L AL

7. B—7 7R Activity 1& 2 5 235E DR Intent THEUH T
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8. MAXT7ZTVRA—T7 Y THI2L 5, VT 1 TRIEHR% putExtra() 2F 556

9. A—7 7 A Activity D5 DFERER CTH->TH, RET—YDRLMEHRT S

ICBRUZEELTE LW

PrivateUserActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % X ¥ X %X %X X ¥ x x

limitations under the License.

*
N

package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;
@0verride
public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;

setContentView(R.layout.user_activity);

public void onUseActivityClick(View view) {

// kRAV N 6% Activity ITEET D Intent II&. 7545 FLAG_ACTIVITY_NEW_TASK %F&TE L7\

/) RRAV N 7k B—T FYH Activity 130 T RIBEDERK Intent THUHT
Intent intent = new Intent(this, PrivateActivity.class);

// kRAV N 8k FAXRTTVEA—T TV THdH 0. v T 1 TER%E putEztra() ZHESBEICRY

// EELTHLN
intent.putExtra("PARAM", "tV ¥ F 1 TER");

startActivityForResult(intent, REQUEST_CODE) ;

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {

(continues on next page)

$fRL RAY D 1L,2,6 #8FLTWEBAEBRVTIE Intent "E=ZFICHAMONZBEINNH I EITRTEUENH D, FlZIL—

WTvotyvavmalnn, 4123 58BT3,
33




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2020-11-01
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super.onActivityResult (requestCode, resultCode, data);
if (resultCode !'= RESULT_O0K) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) kRAY N 9% A—T TR Activity hSDERBEBRTH>TH, BIET —YDREMEHERT D

/) B TIVICDEEE, 3.2 ANT—YDRLLERERT D] 2508,

Toast.makeText (this, String.format("fER [%s] 2% (T o7, ", result),
Toast.LENGTH_LONG) .show() ;

break;

4.1.1.2 /2B Activity 2% - FIET 3

NE Activity (3. TRESHO7 SV ICHBAIN S Z & & BE LK Activity TH D, YLD T7HEE L7 Intent 2%
ET D EDHIIEIEFRIVETH D, £/, 2F Activity ZFIB T 2B EICIE. #EET S Intent AYILD T T7IC
ZEIND, HEIVWERAMOND I EDHB I EITFEIBRETH S,

LURICAR Activity ZE2RI0Y >~ F)a— K&ERT,
RA 2~ (Activity #1E3) :
1. exported="true” IC&k V). BARMICRREERET %

2. %

Intent DEREMEEERT S

i

3. BREZRTIFE, VT4 TRBEREED AL

AndroidManifest.xml
<?xml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— R Activity —->
<I-— kRA YN 1%k ezported="true"lZ& Y., BATHICARZEST S -—>
<activity
android:name=".PublicActivity"
android:label="@string/app_name"

android:exported="true" >

<I-- ActionIBEICK 2HEEM Intent ZRET 2L DIC Intent Filter ZEHER -->
<intent-filter>

<action android:name="org.jssec.android.activity.MY_ACTION" />

(continues on next page)
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<category android:name="android.intent.category.DEFAULT" />

</intent-filter>

</activity>
</application>
</manifest>

PublicActivity. java

/*

* Copyright (C) 2012-2019 Japan Smartphone Security Association

*

L O

L . T

*/

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

package org.jssec.android.activity.publicactivity;

import
import
import
import

import

public

android.app.Activity;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.Toast;

class PublicActivity extends Activity {

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.main) ;

// RKRA VN 2% 25 Intent DREM AR 2
// BB Activity THB-OFATT TUDNTIL DT THIARENENH S,
/)Y TIVICDEEE, 3.2 AAT—9DREMERRT D] 28R,
String param = getIntent().getStringExtra("PARAM");
Toast.makeText (this,
String.format("/N\T X —% [s] %#Z(}B -7, ", param),
Toast.LENGTH_LONG) .show() ;

public void onReturnResultClick(View view) {

// RRAV N 3k HERERTIBA, BV T 4 TREREEDRL
// AR Activity THEIOFATT TUDNTIL I T THDARENENH S,
// RV ZTICRESNTERBEORWERTHANITHERE LTRLTEH XL,

Intent intent = new Intent();
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intent.putExtra("RESULT", "t ¥ ¥ 7 4 7T TIEARVER");
setResult (RESULT_OK, intent);
finish();

RICAR Activity 2RI 2804 > FILd— R%ERT,

R4V b (Activity ZFIFHT %) :

4. BT 4 TRIBEBEZEEL TR SV

5. BRERITIBI5A. BMRT—ID0REMEZRRAT S

PublicUserActivity. java

/*

*
*
*
*
*
*
*
*
*
*
*
*
*

Copyright (C) 2012-2019 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

try {
/) RRAYRN 4k BT TREREZEEL UIRSHRL

Intent intent = new Intent("org.jssec.android.activity.MY_ACTION");
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(continued from previous page)

intent.putExtra("PARAM", "tV I T 1 TTIEARWER");
startActivityForResult (intent, REQUEST_CODE) ;

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFS Activity ARDHM SV, ", Toast.LENGTH_LONG) .show();

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

// kRAY N 5k EREZITNMDHBE, BRT—IDORLMEEHRT S
/) B TIVICDEEE, 3.2 AT —9DRLUMERERT D] 2B,
if (resultCode '= RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");
Toast.makeText (this,
String.format ("fER [%s] Z#Z(FE o7z, ", result),
Toast.LENGTH_LONG) .show() ;
break;

4.1.1.3 /A— hF—IRE Activity 562 - FIFT 3

N— K F—RE Activity (&, FEDT TVEIHSFETE S Activity TH B, N—hF—0EO7F7Y EBHTTY
DEHELTOVRATLERER L, = =7 7)) OB TR BRPEEEETIDICFIAIN S,

Activity ZF O I ERICER T % Intent [FE=FICL > THRAMONZ2BNAH B, ZD7&H. Activity IZ3EfEF % Intent
iKY YT 4 TREREBINT 2HBEICIE. TOBBRIBROHIE=ZFICHA MO ND I DRV IC, BERK
ISERET 2HELNDH D,

AT/ —= M F—BRE Activity ZEZRIOY > ) a3— RERT,

R4V N (Activity 21E3) :
1. taskAffinity Z¥§7E L &L
2. launchMode Z#57E L 78\
3. Intent Filter % E#&H ¥, exported="true” #BATRMICERET 2
4. FIATT 7Y OFERAENFTTA M) A MIBHR I TVWD I &2 HRT D
5. "= b F=TF)DSOD Intent TH>TH., Ff5 Intent DREMEHRT 3
6. "= b F—TFVICARLTEWERICRYRZEL THW

RIARN)ZANEAWET T OBRAEICDOWTIE, T4.132. FAT7 7Y 2HRT 2] 2883432 &, £/, KD
A M)RMNIIEETZHAET T OHERAE/\y ¥ 1 {EOERAEIE 15.2.1.3. 77 OHPAED /Ny > 1 {EEHET S
ikl EBRTB &,
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AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-—— N—=KF—MRE Activity ——>
<I-— ) RAV M 1K taskdffinity ZIEELAL -->
<I-- kR4 Yk 2% launchMode ZIEE LAV —->
<I-— kR4 VK 3% Intent Filter EHET. exported="true"%BARMICRET D ——>
<activity
android:name=".PartnerActivity"

android:exported="true" />

</application>
</manifest>

PartnerActivity. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www. apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PartnerActivity extends Activity {

/7 Kk 4.1.1.3 - RAV S 4k FIBTT 7Y OHAENFTA M) A MIEHFINTWSEZ L 5HERT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

(continues on next page)
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boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN—KF—=TTY org.jssec.android.activity.partneruser DFEBAE/\v > 1{E% B
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug 7
// debug.keystore D "androiddebugkey "DIFEEAE/\v < 1{#
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255"
// keystore @ "partner key"DIEBAE/NvY > 1fE
"1FO39BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFEBRICMHDNA— N F—7 ) &8, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

/7 Kk 4.1.1.3 - RAV K 4k FIATT T OFERAENFTA M)A MIEHZINTWSEZ L 5HERT S
if (!checkPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText (this, "FIATT7 TV E/ = F+—=F 7 Tlxiw, ",
Toast.LENGTH_LONG) .show() ;
finish();

return;

/) Kk 4.1.1.3 - KAV K5k "= F=TTYMNSD Intent TH>TH., RIS Intent DREMEEIRT 2
/) Y TIVICDEEE, 3.2 ANT—9DLLEEHERT 2] #5081,
Toast.makeText (this, "/S—hF—T7 TUNST7 U2 HY", Toast.LENGTH_LONG).show();

public void onReturnResultClick(View view) {

// K 4.1.1.3 - RAV K 6%k NR=KF—=TTYICHARLTEWERICRRYEZELTEW
Intent intent = new Intent();

intent.putExtra("RESULT", "/X— ~F+—7 FUICERL TLWER");

setResult (RESULT_OK, intent);

finish(Q);

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

L O R T S

http://www.apache.org/licenses/LICENSE-2.0

(continues on next page)
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Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectfic language governing permissions and

L R R

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha2566 = sha256.replaceAll (" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /31 K

sha256 = sha256.toUpperCase();

if (sha2b6.replaceAll("[0-9A-F]+", "").length() !'= 0)
return false; // 0-94-F UHNDXEHLH S

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGY DEMRD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEFED/NY & 1 {BEEMRD/NY & 1{B%HET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager ® API CEIEMREIN AIRE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIHEE PkgCert DHEEAFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);
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PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHERAIEHEHDDRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {
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return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("7%02X", b));
}

return hexadecimal.toString();

RISIN— K F—BRE Activity ZFIB T 2@DY > FII—RERT, ZZTE/NN—KF—RE Activity EFUTH T HE
=AY 5,

A2~ (Activity #FIHT %) :
7. MAKL/R— M F—RE Activity 7 7'V OFIBAZEN R 74 MY A MIBHINTWR I & 2ERT 2
8. Activity IZ3%f59 % Intent ICI&. 754 FLAG_ACTIVITY_NEW_TASK %% & L7 W
9. MAKLN— M F—RET 7V ICHT L TLWERI putExtra() ZHE D BEICRYEEFL TEW
10. BARAY Intent IC & W /8— M F—FRJE Activity #[EUH S
11. startActivityForResult() IC & W /38— b F—[RE Activity Z MU H
12. R=RF—RETFUDSDERBEB/TH > TH., 215 Intent DRLMAEHRT S

RIARMNY)RNERWET7 ) OERAEICOWTIE, T4.132. FIFATT7 7)) 2HRd 5] 28BT52 &, £/, 1KY
A RNYRMIIEBETZHMET 7Y OIEBREE/NY 2 2 EOBRAEE [52.13. 77U DIRAEZED /Ny > 2 {E5HRT 2
ikl BRI &,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.partneruser" >

<queries>
<package android:name="org.jssec.android.activity.partneractivity" />

</queries>

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

(continues on next page)
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<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>
</application>
</manifest>

PartnerUserActivity. java

/*

* Copyright (C) 2012-2019 Japan Smartphone Security Association

L O . T O

L . T

*/

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

package org.jssec.android.activity.partneruser;

import

import

import
import
import
import
import
import

import

public

org.jssec.android.shared.PkgCertWhitelists;
org.jssec.android.shared.Utils;

android.app.Activity;
android.content.ActivityNotFoundException;
android.content.Context;
android.content.Intent;

android.os.Bundle;

android.view.View;

android.widget.Toast;

class PartnerUserActivity extends Activity {

/) KkRA YN 7k FIREEA— N F—RE Adctivity 7T QFEBAEN KT A MY R MIBHINW TV I LRI S
private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {

}

boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN— N F—BRIE Activity 7 T') org.jssec.android.activity.partneractivity DIEBAZ/ Y ¥ 1% FEF
sWhitelists.add("org.jssec.android.activity.partneractivity", isdebug 7

// debug.keystore D "androiddebugkey "DEFEAE /N < 1 {B

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore D "my company key"DFEEAZ/\v P 18

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// UFRRICH D/ — ~F—IRE dctivity 7 7Y 288, ..

private static boolean checkPartner(Context context, String pkgname) {

(continues on next page)
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if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

private static final int REQUEST_CODE = 1;

/7 FIREDIR— b F—IRE Activity ICBT 2158

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.partneractivity";

private static final String TARGET_ACTIVITY =

"org.jssec.android.activity.partneractivity.PartnerActivity";

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

public void onUseActivityClick(View view) {

/) KRBRA YN 7h FIRKNA—NF—RE Activity 7 7Y DFEBAENTT7A4 MY XA MIBEHFINTWB I & 2HRT 2
if (!checkPartner(this, TARGET_PACKAGE)) {
Toast .makeText (this,
"M% Activity P FVIEERTA M) R MIEGIATWAL, ",
Toast.LENGTH_LONG) .show() ;

return;

}

try {
Intent intent = new Intent();
// KkRA UK 8K Activity ITEET B Intent ICIE, 754 FLAG_ACTIVITY_NEW TASK %R 7TE L 72
// hkRAV N 9k FIRAELENR—MF—RET7 TVICHARL TEWEREZ putEztra() ZHEIBEICRYEELTEIW
intent.putExtra("PARAM", "/S— K F—T7 T YICRRL TEWIER") ;
// kRA TS 10k BETRM Intent ICK YW /X— N F—[RTE Activity ZFUHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
// kRA VK 11K startdetivityForResult () IC& W/R— M F—FRTE dctivity ZIFUHT
startActivityForResult(intent, REQUEST_CODE);

}

catch (ActivityNotFoundException e) {
Toast.makeText (this,
"FIFASE Activity BNRDOM SRV, ", Toast.LENGTH_LONG) .show();

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode '= RESULT_O0K) return;

switch (requestCode) {

(continues on next page)
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case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) RRAUN 12k R—=hF—RET7 T)HSOFERBERTH>TEH. Z(E Intent DREMEHRT S
/) B TIVICDEEE, 3.2 ANT—9DLLEERERT D] 2801,
Toast.makeText (this,
String.format ("#ER Vsl #Z(FTE 57, ", result),
Toast.LENGTH_LONG) .show() ;
break;

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X ¥ X *x %

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /34 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UANDXFNH 2

(continues on next page)
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mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGT DEMRD/NY ¥ 1 EZEIGT 5
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY & 1EEEBRD/NY ¥ 1EELET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TBEEMRELH AHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& PkgCert DIiRe%=FIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
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correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // EHERAEHEHLRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256").digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.1.1.4 B#HEE Activity 5163 - FIFIT 3

HALBRE Activity |, BHUAD T FUHNSHAIND I &5 EIET D Activity TH B, BHOBHET ) TYRF
LEREER L. BT 7DD BRCHEEEETFLDICFIASIh S,

Activity Z IO HIBRICERY 5 Intent IFEFE=FICL > THRAMSONDBNDH D, D7, Activity ICIEIET 5 Intent
K Yo T 4 TRERERINT HEICIE. TORERIBROHLE=ZFICHAMOND I &DRVE DI, BEEIHH
INEERRT 2VELNDH D,

LUFICB#RE Activity 2210 > 7))L a— R &R,
AV~ (Activity #E3) :

1. B E% Signature Permission * &9 %

2. taskAffinity 257 L AL
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3. launchMode Z 87 L 72\

4. B EZ Signature Permission # BRXEE ¥ %

5. Intent Filter % EZ& 9. exported="true” ZBARMICFEET %

6. B E % Signature Permission B 7 7V ICL Y ERSINTWB I & 2R T 2
7. B 77U DS Intent TH>TH. 25 Intent DR LM EHRT 2

8. MATX7Z7FVIKBEHRHT TUTHINS, BT 1 TRIBEREERELTLL

9. APK % Export §2 & ZIZ, FIRATT7 7)) L ALCHREERTAPK 2EHRT 2

AndroidManifest.xml

<?rxml verston="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.inhouseactivity" >

<I-- kRA U~ 1k MEER Signature Permission ZEHET > -—>

<permission

android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION"

android:protectionLevel="signature" />

<application

android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-- BHRE dctivity -->
<I-—— kRA VN 2% taskAffinity ZBELHRWL ——>
<I-- %EA ¥k 3%k launchMode Z]EL AL -->
<I-— kRA Vb 4k MEESR Signature Permission xBREET 2 -->
<I-— kRA VK 5K Intent Filter EHET. exported="true"%EBARMICEET D -—>
<activity
android:name=".InhouseActivity"
android:exported="true"
android:permission="org. jssec.android.activity.inhouseactivity.MY_PERMISSION" >
</activity>

</application>

</manifest>

InhouseActivity.java

/%

*
*
*
*
*
*
*
*

*

Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

(continues on next page)
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* limitations under the License.

*/

package org.jssec.android.activity.inhouseactivity;

import

import

import
import
import
import
import

import

public

org. jssec.android.shared.SigPerm;

org.jssec.android.shared.Utils;

android.app.Activity;
android.content.Context;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.Toast;

class InhouseActivity extends Activity {

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BHOEREED/NY & 2B
private static String sMyCertHash = null;

private static String myCertHash(Context context) {

if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DILEAE /v ¥ 1{B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"DIEFAZ/\v ¥ 1 1B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
}
return sMyCertHash;
}
@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.main) ;

// kBRAY N 6Kk MEESR Signature Permission NERT TVICKYERINTWE I L 2R T D
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JEEZ Signature Permission AABE#T7 SV ICK U EZRIhTULARL, ",
Toast.LENGTH_LONG) .show() ;
finish();

return;

/) RRA YN THh BRTTUDNSD Intent TH>TH. R1E Intent DREMEHRT

/Y TIICDERRE, [3.2 ANT—9DREM%HERT 2] 28R

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/X5A—% [%s] #%(JE>7=, ", param),
Toast.LENGTH_LONG) .show() ;

(continues on next page)
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public void onReturnResultClick(View view) {

// kRAV N 8k FATT TVIEBHT T THIHL. £ T 1 TRBEREZRELTLL
Intent intent = new Intent();

intent.putExtra("RESULT", "t Y7 1 TRIER");

setResult (RESULT_OK, intent);

finish();

SigPerm. java

/%

*

Copyright (C) 2012-2019 Japan Smartphone Security Association

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X % * X%

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName % EZ LT TV DNy r—IZ5WMET
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pn.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHFAEIEKEIZL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1 EEERD/NY & 1EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager ® API CEEIMRIIN AL

(continues on next page)

50




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2020-11-01

(continued from previous page)

return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIH&E PkgCert Z#FAL. Ny Y2 EEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X ¥ X *x %

limitations under the License.

*
N

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();

PackageInfo pkginfo =

(continues on next page)
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pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EHEAEHRDAEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 k9% APK % Export 5 & =2, FIATT 7)) ERAILHAKERT APK 2EELT 5,

™ Generate Signed APK

—

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | [ Choose existing... |
Key store password: | «r«----
Key alias: ' my company ke [ |
Keypassﬂord: [....... l

[] Remember passwords

Help |

|m|canoel_|

412 FMARTT T EEURAKERTAPK 2EL£9 5

RICBHRE Activity ZFIAT 200 Y F)a— NERT, I TIEERRE Activity 2O HE% AT 2,

R4V M (Activity ZFIFHT %) :
10. ¥ B E# Signature Permission #FHEE T %
11. #BE % Signature Permission B 7 TV ICL U ERI N TWS I L 2RI S
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12. MA%T 7 OFAENBHDIARETHD I L EHRT D

13. MAET7TVRE/HT TV THEHNE, £ YT 4 TRIER%E putExtra() ZEIHBEICRYZEELTEL W
14. BA/REY Intent 12 & W B#BRE Activity ZUH T

15. BR7 7D L OBRBEERTH > TH, 18 Intent DRLMEHRIAT S

16. APK % Export $2 & %2, %7 7 L RAUBERERTAPK 2 BL7 2

AndroidManifest.xml
<?rxml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.inhouseuser" >

<queries>
<package android:name="org.jssec.android.activity.inhouseactivity" />

</queries>

<I-- kRA VK~ 10k MEESR Signature Permission ZFHEET 2 -->
<uses-permission

android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name="org.jssec.android.activity.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseUserActivity. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* 0% % %X %X X ¥ X %X X X ¥ %

limitations under the License.

*
N

(continues on next page)
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package org.jssec.android.activity.inhouseuser;

import org. jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class InhouseUserActivity extends Activity {

// RIA%K®D Activity 1EIR

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.inhouseactivity";

private static final String TARGET_ACTIVITY =
"org.jssec.android.activity.inhouseactivity.InhouseActivity";

// B#®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BHORED/NY ¥ 2{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MEEEAE /v > 1{#
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZ/\v > 21{E
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8S88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

// kRA VN 11 %k MEES Signature Permission NEH T TVICL W ERINTVWEZ L 52HRT S
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JEEZ Signature Permission BT 7V ICKUERINTULARL, ",

(continues on next page)
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Toast.LENGTH_LONG) .show() ;

return;

/7 kBAV N 125 FIAELET7 T OFAELIEHOIRAETH D Z & 2R T D
if (!PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText (this, "FIA%T 7Y IEB#T7 7Y TldZA W\, ", Toast.LENGTH_LONG).show();

return;

try {
Intent intent = new Intent();

/) RRAV S 13 % FIRET7TVIEEHRT T THZIZHE, VYT 1 TRERE putEztra() ZEDHBEICRY
EELTELW
intent.putExtra("PARAM", "V T 1 TIRIER");

// kRA N 14 % BARH Intent IC& W BHIRE Activity M UHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult(intent, REQUEST_CODE);

}

catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFASE Activity BARDM SV, ", Toast.LENGTH_LONG) .show();

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {

super.onActivityResult(requestCode, resultCode, data);
if (resultCode !'= RESULT_0K) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

7/ kRAV N 15Kk BRHT TN SDOREREBTH> TH, 2 Intent DRLMEHRT S

/Y TIVICDERE, [3.2 ANT—9DORLMEHRT 2] =58,

Toast.makeText (this, String.format("f&R [Vs] ZZ(FH 57, ", result),
Toast.LENGTH_LONG) .show();

break;

SigPerm. java

/*
Copyright (C) 2012-2019 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License”);
You may obtain a copy of the License at

*
*
*
* you may not use this file except in compliance with the License.
*
*
*

http://www.apache.org/licenses/LICENSE-2.0

(continues on next page)
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Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectfic language governing permissions and

L R R

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName # E&H LT T )V DNRy r—IZ%WMEBT 3
PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packagelName;
// JE Signature Permission DIHFEIFKBIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED/NY & 1{BEIEBD/NY & 1{EZLET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TEZEMRIEH AIEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D{AEIL PkgCert ZHFA L., Ny Y2 EZIB L TLHEKT S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

*
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

(continues on next page)
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L O T

*

*

*

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHEDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {

if (data == null) return null;

(continues on next page)
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final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));

}

return hexadecimal.toString();

* R4 b 16 %k APK % Export § 2 & 22, FIALET7 ) ERLUBAREERT APK 2EELT 5,

" # Generate Signed APK |

store path: C:¥jssec¥Projects¥keystore
Key pa 1 ]

{ Create new... I I Choose existing... I

Key store password: L ....... ]
Key alias: | my oumpany;D m
Key password: [ ]
[C] Remember passwords

(oo ) IR () (]

413 HMAXTS) EURARERTAPK 2EEY 2

412 IL—IVT vy

Activity Z¥E SR, F7zI Activity IC Intent Z3EE T ZBICIEUTOIL—ILETFZ T &,

1. 77)VRTOMMEAT % Activity (FIERBIRET 5 (MA)

2. taskAffinity ZE L&V (W7R)

3. launchMode %87E L2\ (H7R)

4. Activity 123315 % Intent \2\& FLAG_ACTIVITY_NEW_TASK %% E L7V (WAZEA)

5. 218 Intent DRLM%AWRT D (WEHE)

6. B E Signature Permission \&. B 7 7)VHNEHRLLIEE2RRBELTCHAT S (WA

7. HERBEBARTIBEICIE. BREXT ) HSOBRERRRISERET 2 (BA)

8. FIASE Activity H'EITE T & 2358 1XBATRM Intent T Activity ZFIB$ % (7H)

9. FIALK Activity S DRY Intent DREMEHRT 2 (WAH)

10. 3t DRFET 7Y & BT 2B EIEFIAE Activity 5HRT 25 (WAE)

1. BEX ZRNICRBET 2158I1IC1E. ZOBEOREOREKELHERT D (BEA)

12. Yo T4 TRIBERIITEZRY ESAL (HEEE)
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41.21 77YVRTOHMERY % Activity FIFEAREET 2 (BEH)

BA—77VAISDOHFAINS Activity (FD 7 7)) 5 Intent % ZIFENBDHEN ARV, £/2Z DK DA Activity T
IEFARES Activity ZHET % Intent ZIBE LRV EHZV, ZTD &K DA Activity IFBIRMICIERARZREL. FELH
Activity &9 %,

AndroidManifest.xml
<!-- FENFA Activity -->
<I-— Kk 4.1.1.1 - R4V M 3% ezported="false"lC&W. BARMICHERFHEEZETZ ——>
<activity
android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />

BA—77VANSDHFAI NS Activity Tl Intent Filter 252 B T % & 5 REREHE L TiEA 572\, Intent Filter D%
BE, A—77Y)HNOIEAR Activity ZHUHT DE Y TH. Intent Filter MEATHUH LA ZICEHETHT T D
Activity ZIFUH LT LE D AaEES H 5. 5¥MIE. 7 RANY R b T4.1.3.1. exported 327 & intent-filter 5% & DA E
t (Activity DIHE)] 2B5RT B &,

AndroidManifest.xml (FEHELE)
<I-- FERE Activity -->
<I-— Kk 4.1.1.1 - R4V M 3% ezported="false"lC &Y. BARMICHERFHEZET Z ——>
<activity
android:name=".PictureActivity"
android:label="@string/picture_name"
android:exported="false" >
<intent-filter>
<action android:name=" org.jssec.android.activity.OPEN />
</intent-filter>
</activity>

4.1.2.2 taskAffinity #35E L2V (KHA)

Android Tld. Activity ¥ 2 7IC& > TEHEIND, YR VDAL, JL— b Activity DFDT7 74 =ZF 1 ICK > TR
EIND, —ATIL— MUAD Activity ICBEL TIE, FIBT B9 RIDT 74 =T 1 EIFTIRRESI NG, Activity Dit2
BE— RICEMEIETS B, 35/ T4.1.3.4. )b— b Activity IZDWT ) 28R 32 &,

T 74 MEETIES Activity Xy 5 —V 5T T4 =T 1 &L THEHD, ZOHKR, 9227V T &ICE
DHETHNBDT. A—7FVRDOLTO Activity FRA—9 RV ICFIBT %, YR VDEYHTEEET 3ICIE,
AndroidManifest.xml ~DBRMA T 7 4 =5 1 58P, Activity ICEET 2 Intent ND 7 TR EETNIE LW, 727
L. 9RVDENYETEER LGSR}, 029X VIZET % Activity ICEE L7 Intent Z 517 TV IC& > THAH

tLARRMELD B,

Y YTF 1 TRERESTHEE Intent B & URAE Intent DRABEZAISONAWE S ICF % ICIE. AndroidManifest.xml
A ® application B3R & U activity B3R T android:taskAffinity ¥ EEEH T, T 74k (v r—YZERA—) DF XIS
ITRETH D,

PATFICIEREE Activity DYERRI & FIFEAIC S 1T % AndroidManifest.xml % R9,

AndroidManifest.xml
<l-—— Kk 4.1.1.1 - R4V N 1% taskdffinity ZIEE LRV —->
<application

(continues on next page)
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android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<l-= Kk 4.1.1.1 - R4V b 1% taskAffinity Z_E LRV -->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-- FENF Activity ——>

<l-— Kk 4.1.1.1 - R4V M 1% taskdffinity ZIRELARL -->

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

YR ET T4 =7 1 DFEMARMESIE. [Google Android 7O 72 XV Al 2. %% W&, Google Developers API
Guide “Tasks and Back Stack™>® M8 & O [4.1.3.3. Activity ICEIE SN D Intent DEFHILY (Android 5.0 £ V) BID
N=2 3 22DWT)L T4.1.34. )b— b Activity I22WTI 28BI 22 &,

4.1.2.3 launchMode #3iEE LA\ (W4E)

Activity DB E— R & 1d. Activity U HTERIC, Activity DA Y R 9 V ZDFREMRP. ¥ R U DFHELERK % HIE
TEEODRETH D, T 74 MEEIL standard” TdH %, “standard” 52E Tld. Intent % > T Activity ZFUH T
EEIICRBICHBAVRIVREER L, § RV IEETH LA Activity BNBT 29 X 7 ICHEWV. FRICI R I DPERS
N3 EERW, YRIDPFIRICER SN S &, BUH LIC#E > 7 Intent BBID T 77 hS5HHIY TREICA D, DI
O, VYT 1 TRIERE Intent [CELIHFAICIE. Activity DEENE — RICIE standard” 2 FAVZRETH 5,

Activity D#2E)E — K i& AndroidManifest.xml P(C T android:launchMode CTBIRHIICERERBETH B H. LR DEMHIC
&Y. & Activity ICR L T android:launchMode %8R $. % T 7 4 ) hDF £ standard” & T E2RETH %,

AndroidManifest.xml
<!-- 3ERF Activity -->
<l-- % 4.1.1.1 - R4V b 2% launchMode HIEE LA\ -->
<I-- Activity I3 launchMode Z1RER T, BT 74 DX ZE” standard” &2 -->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

(continues on next page)

2 ST)I, BEH. RSP, BEA. LA, WA, £, 17HZ [Google Android 7OV 5 IV U AM] (FRF— - AF4TT—F 2, 2000E7H)
*3https:/developer.android.com/guide/components/tasks-and-back-stack.html
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<!-- FENBH Activity ——>
<l-— %k 4.1.1.1 - R4V~ 2% launchMode ZIEE LR ——>
<I-— Activity IZIE launchMode ZI8EE T, EAET 74N MNDFE X" standard” &T2 ——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

[4.1.3.3. Activity IZ3EE SN 5 Intent DFRHELY (Android 5.0 &Y EID/N—2 3 IZDWT)L, T4.1.3.4. Jb— b Activity
ICDoWTl 28R 32 &,

4.1.2.4 Activity (Z3#{59 % Intent iC1d FLAG_ACTIVITY_NEW_TASK %&&E LA\ (7R)

Activity DFBEIE — NI startActivity() # % LM startActivityForResult() DRITRICHERT T2 Z & ATRETH Y. ¥R
IHDFIRICERSNBIFENH D, TDoH, Activity DIBEIE— RERTRICERELAWVWEI LT 2RENH B,

Activity DR E— K% ZEHE$ % IC 1. setFlags() ¥ addFlags() # AW T Intent IC7 57 %% E L. Z O Intent %
startActivity() & 7zl startActivityForResult() DB|$ & § 2, YRV EFHRICER T 52726 D 7 5 J'1& FLAG_ACTIV-
ITY_NEW_TASK T#% %, FLAG_ACTIVITY_NEW_TASK M ESI N3 &, FUH I/ Activity DY R 7B/ &
TS0V RHBZWEIT72T TS50V REICEELRBRWESIC. FIRICY R I’ EREI NS, FLAG_ACTIVITY_MULTI-
PLE_TASK & FLAG_ACTIVITY_NEW_TASK ¢ ERICERET 22 &5 TE D, TDFEICIE. IR I DD THIRER
TN, EFELDREEIRIVEERTDAREENDH D70, VYT 1 TRERERD Intent ICIEFRELAVED IS
TRETH D,

Intent MEEHI

Intent intent = new Intent();
// Kk 4.1.1.1 - KAV N 6K Activity ISERET B Intent ICIE. 759 FLAG_ACTIVITY_NEW_ TASK %F%TE L &L

intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", "tV o5 4 THRIBER");

startActivityForResult (intent, REQUEST_CODE) ;

2. Activity IC3%1E9 % Intent |- FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 75 7 #BARMICRET 5 &
T, YRIDPERSNIZE L THEZORBLIHAMONABWVWEIICTEZ EEZSZDE LWL, LOLARDYL, 2OA
FEERWTHEFINE Intent DAB % 5RHIRD Z &N AIBETH D, L72h > T. FLAG_ACTIVITY_NEW_TASK Of§
Rk aRETHD,

4.1.3.1. exported &€ & intent-filter ZE DA E DL (Activity DIFE)] B LU 14.1.3.3. Activity IZEE I NS Intent
DAY (Android 5.0 L YWRID/N—2 3 VIZDWT)L, T4.1.34. Jb— K Activity IZDWT] BRI 3B &

4.1.2.5 Zf5 Intent DL LM ZHRT S5 (BR)

Activity DY A FICE > THETFIRVIZEMRZH, 215 Intent DT — 4 BT BBICIE. £ T 215 Intent DR
mu\batjntif&bab\

NB Activity IZTHEEZHEO 7 7 55 Intent 2FFENZ 728, TILD =7 DKE Intent #F T BTREMENH B, FE

AR Activity IZftRD T 7Y D5 Intent X EEZITERZ Z &3 W, LMALE—T7 7Y RO Activity BMED 7 71 H
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5% (FEY o 7= Intent DT — 4 % FEABY Activity ICERET 22 &M H B7-8H., Z/E Intent EJ\FHICKLTHBEEZT
AR50, /18— M F—[RTE Activity P B#IRE Activity I ZDHBED ) 2RI TH 27z, LY ZE Intent DRLM
RS IVENDH B,

32, AT =9 DREMEHRT 2] 28RITBIE,

4.1.2.6 M E7EH Signature Permission (&, B 7 7N ERL I L 2HALTHAT S (WE)

B#T7 7Y EIISHATE 2BHIRE Activity 2 F 2B E. B EH Signature Permission (& W) R L 22 (¥ hif
2 572V, AndroidManifest.xml T ® Permission E#. Permission E3XKEE 72} TIXREIF R +HTH B0, 52
Permission & Protection Level] @ [5.2.1.2. JRBEZFE D Signature Permission TR 7 7)) B# ¥ 5 Hi%] 75:’3?.’13’%;
&,

4.1.2.7 BRBEBEIRITIBAICIE, REXT T DS OBREBRRICER TS (BH)

Activity D% 1 FIZ& o T, setResult() AW THREREZRET IEORELRT7 ) OERENELR D, AR Activity
NMERBRERET 2156, BRRELETZTUNTLII T THEIHAREMELH Y., BREBRIBELF - TEDNILZE
RN H D, FEAR Activity ¥ BHIRE Activity DIBE &, ERIREELIZBRET Y THI-OBERBROBWVWEDHF
YOBET 2REIFRV, /X— N F—FRE Activity DIFEIFZDOHBEICMHET 2.

ZDE DI Activity D SFERBEBRZIRTIHEICIE. SBELET T H 5 DBERBEBOFRICER L 2T hEB540,

EREHRZREY 2158 DA

public void onReturnResultClick(View view) {

// Kk 4.1.1.3 - KAV KN 6%k "= =T FYICERL TEIWBRICBRYERELTELW
Intent intent = new Intent();

intent.putExtra("RESULT", "/S— M+ —7 7V ICBRL T VER");

setResult (RESULT_OK, intent);

finish();

4.1.2.8 FIFAS Activity 'EE T Z 2355 (3BARH Intent T Activity 2532 (%7H)

EERAY Intent IC& Y Activity Z#FIET % &, RIEHICED Activity I Intent H°3%45 S 1 % HMid Android OS FHICA S
TLED, LY 7IC Intent BEFEINTLED EEHRFESEL B, —F. BARE Intent IZ & Y Activity ZFl
B9 %&. FBELK Activity UA A Intent 2 FEFT 22 & IE B HBHNRETH S,

WEBAEFEZ 7T (D Activity) 21— — BRI E 4L, FIASK Activity ZRITEFISRE LZWEEERITIE.
FU% Activity IEBH SN LHBEETE S, DK DR Activity Z#FIH T 258 ICIZBARM Intent ZFIBITRETH S,

B—7 7Y A®D Activity % Bi7RH Intent THIFAT 3

Intent intent = new Intent(this, PictureActivity.class);
intent.putExtra("BARCODE", barcode);
startActivity(intent);

ftbd 7 71) DA Activity % BA7REY Intent THIFAT %
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Intent intent = new Intent();

intent.setClassName (
"org.jssec.android.activity.publicactivity",
"org.jssec.android.activity.publicactivity.PublicActivity");

startActivity(intent) ;

R LD T 7Y OAR Activity ZBA/REY Intent TRIA L723BEH. BFL Activity 2ETCT7 TUDNYIL I T7TH S
AREMEDL B B, FBERENY T —VZTRELALELTEH, BFETF)DREEINT 7Y ERALNRY F—I ZEFEDHBY
TT)THDAREMEDHDENLE, TDEIR) AT EHRLIEZWGEEIE, /I— M F—RE Activity ¥ B#RE Activity
DERZRNT I2LENH D,

[4.1.3.1. exported FRE & intent-filter %2 E DA E DT (Activity DIFE)] HBRT B &,

4.1.2.9 FIRA% Activity 55 DREY Intent DR 2 2HET 2 (BE)

Activity DY A4 FICE>TETYRVIZERZ D, RYMBEELTREL Intent OF —4% 2B K. £T2E
Intent DEREMEFER L RITHIEAR SR,

FIA% Activity B2 Activity DIFE. REFEDT T HSEREY Intent 22 (FEZ 72, IV 7 DKE Intent % 5%
ITERBETREMED D B, FIFAS Activity D' IEAR Activity DIBE. B—7 VAN SEREY Intent 2ZIFEZDTY RV 1E
BOWEDICEZDNBED, T 7Y SZIFE o7/ Intent DT — 9 ZEBHICEVEE LTEET DI D H D7D,
ZME Intent Z ERHICRETH B EEZ TIMR BV, FIASK Activity 25/3— b F—RE Activity ¥ B#BRZE Activity
DZA. TOFEDY RV TH B, P YZ(E Intent DRLMEHERT D2VENDH S,

[32. ANT =9 DLeM%ikRT2] 28RITBI &,

4.1.210 et DBET 7Y LEHET B5E IEFIA% Activity =R 5 (MR

it DEET ) EEETDHBEICIEETA M)A MK PBRAELH D, B7 TYRICHEELET 7 OFERE/NY
DanFORBLTHEL, FIALEDHBENY Va2 tRFELTVWRARAENY AN —HIT 20 %2R ITHI&T, &
DEFELT7TVICIntent ZFITT DI EEFSCIENTE S, BEFHNAREREICODVWTRY Y FILd—RKEosvay
M4.1.1.3. /8= N F—RE Activity 2% - FIFHT 2] 28RIT DI &, £/, RAMAFMICEAL TIE M4.1.3.2. #AT
7T aMERT 51 aBRT LI &,

41.211 EEZ ZRMICIRHT 258101, TOEEDOTCROREKEZHEE TS (BA)

Permission IC& W RESN TV BEREES S UOBBEEELMOT7 7Y ICTRAICIRET 2158101, REET 7)) IC
X L CE—® Permission ZEKT 270 E LT, TOREKEZHER LA TNIER S5, Android @ Permission £+ 1
D74 ETINTIR, RESNEEEICHTZTTUYDNLDEET IV ERICDOVWTOAEREELZITY. OMLKRLOE
HICEY, 77V ICRBINAEENSSICHOT TV IZ, REDOLOHICHER Permission ZERT 5 2 & Rt
NZABEMEDH D, T DI &Id Permission 2B ZEE (Redelegation) L TW3 Z & & EEMICEMARD T, Permission D
BEREBBEEMIEND, [5.2.3.4. Permission DBEZZERZE] #8RT5I &,

41.212 V274 TRERIETZEBRYZESL (HLE)

TRELZHOT 7)) EEETIIFEICREY YT 1 TRIEREZE > TEASARW, BEDT T EEETZIFEICEW
TH, BERLABAWT Y IC Intent ZFRITLTCLE-BEPE=EFICL 2 Intent DL ETHERNFRBLTLEDS Y
29D H B, [4.1.3.5. Activity FIREEOOJHAICDOWTI 28BS B &,
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YT 4 TRIEREZ Activity IOERT 2546, TORBRORHE) R EREFLATRIERSRV, 2 Activity 1I2:%
FLAEBRIEDTRET 2 EEZARITNIERSRVL, £h/— M F—RE Activity Y B#LRE Activity (2344 L 7215
HZN 5 Activity DREZICIKTF L TERKRRY R VDKM H 5, FELF Activity ICER T 2ERICE>TH. Intent D
data ICE D7 1ERIE LogCat A TIRA T 2 ) R I H'%H %, Intent D extras I& LogCat ICHAINBRVDT, £V 7«
T2 1EHIF extras TEAT B & &L\,

YT THRBRIETEZRFERLBVWEDICIXRIRETH S, ENT2HBEE. FIAL Activity JfEFETEZ S
Activity ICFRZE L. Intent D& LogCat NRE LAWK D ICEE LR IFhid 57w,

F7oo Jb— b Activity IZIEEY YT« TRIEREZE > TIRH AW, Jb— b Activity & 1E. § RV DPERS NBFICR
M I N Activity DT &ETH B, BIZIE. TV Fv—DLEEIS N Activity IFEICIL— N Activity T#H %,

Jb— K Activity ICB L CTOEMIE. T4.1.3.3. Activity I0EFE SN2 Intent DFRd+ELY (Android 5.0 & Y EID/N—2 3 (1
DWT)I T4.1.3.4. Jb— b Activity ICDWT] $8RT 22 &,

413 7 RNV K

4.1.3.1 exported % & & intent-filter X E DA EHE (Activity DIFE

ZDHA RXETIE. Activity DFRED 5 IEAF Activity, 2B Activity, 73— b F—BRE Activity. B#BRE Activity
D494 7TD Activity ICDWTREFEZREBRRTWS, &Y 1 TICHFINTWS AndroidManifest.xml @ exported &
M & intent-filler ERDMABRDOEERDRICEE D, FB D& LTWSB Activity D¥ 4 7 & exported BHES & U
intent-filter EXROFIGHNEL W & 5HRT D &,

% 4.1.1 exported B & intent-filter EXROEAEDE

exported BIEDE

true false BT
intent-filter E&N$H % | A (fERAZLE) (EFZL)
intent-filter EFARL | 2B, /A—MNF—IRE. BHRE | IELHE (ERA%L)

Activity @ exported BN EIEE TH 2IHEICE D Activity BRI I N2 HIERF & 2D ML, intent-filter DEZEDH
|ICEVREZN AHA KT Activity D exported BMEE MBIEE] ICT DI EEZIELTWS, BIRD & S %4 API
DT 74 MOBENCFHIRELZT DI EILEIFTIRETHY., exported BEDL I BEFa ) T4 LEERBREEH
THICBEMELT 2FEI’HE2DOTHNIEZNEFIAITRETHZ EEZAONDHTH S,

exported BHEDET lintent-filter EFENd % | & lexported="false”] ZFRZILIZL TWSDIE. Android DR E LI
RIFNHH Y. Intent Filter DMEE L, BHETMHT 7 D Activity ZEHTHELTLE I BELVEHET 27D THD, LU
TO2DODHIFE. ZDFRBADHDEDTH %, 414 1F. A=7F7YALS LHIEAR Activity(FZ 7)) A) AEBEEM
Intent THEUHERWEEREMEDHITH %, Intent-filter(HF action="X") EEZL TWVWZ DN, 77U A LHLAEL
DODTEHBEY DEIZEMR>TWVWS,

“ intent-filter "EZEE N TVNIEAR Activity, EES N TWARIFNIEIEART Activity & 7 %, https:/developer.android.com/guide/topics/manifest/
activity-element.html#exported A SHBD Z &,
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" ™

FFUA

S B AIntentF{# ST

Activity FFEUAHE o

Intent(“X™)
FFUC
JE4% Pl Activity A=1 FE B MIntentFE-T
exported="false” Activity ® UM T

action="X" @ Intent(“X")

Activity A—1[3IELFActivityleDT. 7
T)ADNSLMEFUH T EITTELL

L Androidii 7

414 EBLHEDH

4150, 77 AICMATTZ 7Y B THERE L intent-filter(B A action="X") #EHEL TW3HETHD, M4.15T
. 77 A DBERM Intent 23%E L CRA—7 7Y ADIERE Activity EHUHZS &2, [PFVr—a ViR
R P4 7O BRREN, 1—F—DRIRICE > TAB Activity(B-1) AU EhTLESflERLTWSS, Zh
ICEWMBTFVICRLTEY T4 TRBREEELALY., EEEHRYEEZITRSAEEENELCTLE D,

4 =
FFUA _
FEEE M IntentE{E-T Fl)5r—
Activity =R & a2 MRIR
Intent(“X") - A-1

JE4% B Activity A-1

exported="false" —

action="X"

4% MActivity B-1
exported="true"
action="X"

Bl LactionZE &L -Activity B-1H$%H 5
&, OSICEYBIRA A 7T HhRERSHN,
2 —H—MBERIZL> T BActivity
B-1AMEEh TLES

9 Androidif 3

415 BELABWEMEDH

*5 Android 8.0(API Level 26) LIEDIHRTIE [P TV —>a v ERR] §4 707 RTINS, BHh7 7)) B DL Activity(B-1) IC B E)E
BIBIEIHBEINTVWS, 2O ENBH. Intent Filter ZRDIEAR Activity ZBERE Intent IC & > TEENT 2 DIZBILETRETH B,
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Z D& SIZ, Intent Filter % A\ 723ERB Activity DFEEA Intent LU LIZ. BEREHT 7 & OEHROP W ELY %5F
LTLEIDTIT>TRALRWL, B8, ZOEH|ITTY A, 77U BOA YA M—LVIBEFICIKEKELRWZ & 55
BmLTW3,

41.3.2 FATT 7)) 2 RT3

T ZTRAN— KN F—RE Activity DREZICEAT 2 AMIERE RN T 5. /S— M T —BRE Activity EFKT74 M) X MIE
BINEEHEEDTTIUDNSDTIERAEHFAL, ZRUADT TUDNSIET IR EEETT S Activity TH S, Bt
NDOT7TVET I ERFARNR %578, Signature Permission IC & 2FHEIFEIFIBTE AW,

HEARMABEZAFE. X— b F—RE Activity DFIBTT7 7Y DG TEHRL. K74 M)A MIBHEINEZTT)TH
NEY—EREZRETSZ, BRI TVWARLWT ) THNIEYT—ERZRBLABAVEVDIEDTH S, FIATT7TYD
GrthRE. MAT7 TYNROMMAEECRIFL. TOMMAEDNY V12 RT7A MY DAY V2 EELET S
ZETITS,

ZZTHhIHhIFHETT FYO MGEREE] 2MBETEE. MATTTIDO IRy sr—I4] EOERTHATIE AW
N? EEREERENEAEVINERD, LHALRAYT—VRIEERICEETEZZLHDMOT T ADKY TF LHE
BTHd, MY TELARRNRTA—FZBTHBAICIKEZ RV, —A. 77 O DABEETHNIEETHERICHED
ZENTE S, AAZICHGT 2ELADRRERIIANOT T)VRARE LA > TWAW Y, E=FHF CIIAE
RS, MAODELZRIEV’RMTE2 7TV EERTZ I TERVASE, RITA MYRAMNITIEREHFT LW
7T DHAET Y ERTERBFLTELVD, YV TN A—RTIERETA NI RARNDT =994 X &N T BT
OICEIBAZE T — 4 D SHA-256 /Ny ¥ 1 & RET B &ICLTWS,

ZDHEICITRDZDDEIME ML H B,
o FIAFTTT TV ICHWT startActivity() Tl&72 < startActivityForResult() % & L A& iF fuid7e 5 4L
o FIATT7 FVICEWVWT Activity UADSHUHT Z & IEFTEARWL

2 OHOHIMEERIIWVWHIEZ 1 DEOHINEEOBRE LTESINIHHNTHZDOT, BEICIE 1 DORALHIWEE
Z%, ZOHWEIFETHELTT ) DRy F—IZ %G T % Activity.getCallingPackage() DEIFICL WV EL TV,
Activity.getCallingPackage() & startActivityForResult() THRUH I NIBZEICOAFIATT 7)) DRy 5 —I £ %IRRT
M. BHRRDS startActivity() THUOHEINAZBEICIE null Z Rk EA>TWS, ZDRHI I TEBNT 2 HEE N
THRATT TV, RFEZARVENSFTETH /=& LTH, startActivityForResult() ZFEb R IFNIER S HALE WD FIK
M3, S 5IC startActivityForResult() 1 Activity 7 7 2T LU MMEZ 2 W&, FIATTIE Activity ICRES N5 & LDl
HEHh 3,

PartnerActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");
* you may mot use this file except im compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

(continues on next page)
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*/

package org.jssec.android.activity.partneractivity;

import

import

import
import
import
import
import

import

public

org.jssec.android.shared.PkgCertWhitelists;

org. jssec.android.shared.Utils;

android.app.Activity;
android.content.Context;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.Toast;

class PartnerActivity extends Activity {

/7 Kk 4.1.1.3 - RAY S 4k HATT 7)) OFHBEENRT7A M) A MIBERINTWE I E2HRT S
private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {

}

boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// I"—NF—=T ) org.jssec.android.activity.partneruser DIEAZ/\v ¥ 1 {E% EX
sWhitelists.add("org. jssec.android.activity.partneruser", isdebug 7
// debug.keystore D "androiddebugkey"DIEFAZE /Y & 1B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DIEBAZE/Nv ¥ 1 fE
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// WFRBRICHD /A=~ =T 7 = &6 ..

private static boolean checkPartner(Context context, String pkgname) {

if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.main) ;

/) Kk 4.1.1.3 - RAV K 4k FMBATT T OFERAENFTA M) ZAMIEZINTWEZ L 52HRT S
if (!checkPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText (this, "FIATT7 TV IE/ = F+—=T 71 Tldiw, ",
Toast.LENGTH_LONG) .show() ;
finish();

return;

/) Kk 4.1.1.3 - KAV N5k R=NF—=TT)DLD Intent TH>TH., ZfE Intent DELLMEEERT S
/B TIVICDEREE, [3.2 ANT—9DRLEEHDBT 2] 258K,
Toast.makeText (this, "X\—KhF—T7FUNST7 I EZ2HY", Toast.LENGTH_LONG) .show();

public void onReturnResultClick(View view) {

(continues on next page)
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// Kk 4.1.1.3 - RAV N6k R= F—=TTVICEARLTEWVERICRYRELTEW
Intent intent = new Intent();
intent.putExtra("RESULT", "/S— hF+—7 FUICFRL TLWIER");

setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists. java
/*

*

Copyright (C) 2012-2019 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

*

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R S T S T R

limitations under the License.

*
AN

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 13 32 /34 K

sha256 = sha256.toUpperCase();

if (sha2b6.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UHNDXENH S

mWhitelists.put (pkgname, sha256) ;
return true;
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public boolean test(Context ctx, String pkgname) {
// pkgname (XY BIERD/NY ¥ 1{EZEIST 5
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY & 1EEEBD/NY ¥ 1EELET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEEMRFLH ATHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DA |E PkgCert Dipe%=FIFAT 2
return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X %X X ¥ X %X * *x

* limitations under the License.

*/

package org. jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // @HELIETRbDEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.1.3.3 Activity (CZEE SN 5 Intent DFEAHLY (Android 5.0 &L Y EID/N—2 3 VIZDWT)

Android 5.0(API Level 21) LAB&Tld, getRecentTasks() H SEETE 21E5HRH. BOHBD YR VBERE L VE—LT S
D& D BEBRBERTIIAVWEDICRESIN/A, LHAML. Android 5.0 K WEIDO/NN—Y 3V Tld, BEoBEHDOY X7 UM
DEREFAMB I ENTE S, LUTIC Android 5.0 S UYEIDON— 3 v TRET EABBEORNB 2 MERT 5,

ZAIDIV— b Activity ICIEE SN/ Intent (&, § R VBEICEME NS, JL— b Activity & IEF XV DERELD
Activity DZ & TH B, ¥ AVBREICEBINIE 1L/ Intent |&, ActivityManager 7 S 2 %FS 2 & TEDT UM SEHE
ICERAHT ZENTETH S,

FTIVNSIYRIVBEASRT -0 TN I—REUTICRY, YRAIVBEESIRBT 57/7-0IC13. AndroidMani-
fest.xml I~ GET_TASKS Permission DA EEET %,

AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.intent.maliciousactivity" >

<!-- GET_TASKS Permission ZiEEYT % -->

<uses-permission android:name="android.permission.GET_TASKS" />

(continues on next page)
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<application

android:allowBackup="false"

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:theme="@style/AppTheme" >

<activity

android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

MaliciousActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X ¥ X ¥ x X ¥ *x

* limitations under the License.

*/
package org.jssec.android.intent.maliciousactivity;

import java.util.List;

import java.util.Set;

import android.app.Activity;

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;
public class MaliciousActivity extends Activity {

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.malicious_activity);

71

(continues on next page)




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2020-11-01

(continued from previous page)

// ActivityManager ZER189 %
ActivityManager activityManager =
(ActivityManager) getSystemService(ACTIVITY_SERVICE);
/7 F R DEREZ &R 100 HESS %
List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks (100, ActivityManager .RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Ib— N Activity ICEE I N Intent ZEYS L. Log ICRTT S
Intent intent = r.baselntent;
Log.v("baseIntent", intent.toString());
Log.v(" action:", intent.getAction());
String target = intent.getDataString();
if (target !'= null) {
Log.v(" data:", intent.getDataString());
}
if (r.origActivity != null) {
Log.v(" pkg:",
r.origActivity.getPackageName() + r.origActivity.getClassName());
}
Bundle extras = intent.getExtras();
if (extras != null) {
Set<String> keys = extras.keySet();
for(String key : keys) {
Log.v(" extras:", key + "=" + extras.get(key).toString());

ActivityManager ¥ 5 2 M getRecentTasks() IC& W, IBELHHDIRIVBREERBT DI ENTES, EYRIDIF
#R (% ActivityManager.RecentTaskInfo 7 5 A DA Y 24 ¥ ZICHEMI N B D, D A Y /N—ZH baselntent IZ &, ¥ R
I DIL— b Activity IZEE S N7z Intent BEMEI N T WS, Jb— b Activity & 39 RV DPERS MRICHEUH S iz
Activity TH B DT, Activity ZMUHIEICIE. UTOFRFEEELEM/AEIAVEIICERLARITRIERSARW,

o Activity AR EINEBRIC, 2 IDFRICERI NS

s MU I N7 Activity BNy VTS0V RHBWET 4TI Z0 Y REICBEICEET 529 X DIL— b Activity
TH?

4.1.3.4 JL— b Activity ICDWT

Jb— b Activity £ I3 ¥ 27 DM E 7D Activity DI & TH D, YR INERSNIBFICEEI S N7z Activity DZ & T
Hd. EE>THELW, A T74IREED Activity BTV F v+ —H SBEIINBE. T D Activity i&J)L— b
Activity &7 %, Android DfE#RICE B &, Jb— b Activity ISEFEEN 2 Intent DRBIFEREDT TV ICK > THAIS
nN3BNDH 2, TI T, Jb— b Activity NV O T 1 TRIEBREZEEFELAWVE D ICHEKEEB L 2UENH D, KHA R
Tld, MUHI N Activity BNIL— N ERZDEBFSCTZDICLLTD 3 8% IIL—ILIZEBIF K,

* taskAffinity Z#187%E L A& W
 JaunchMode %=3#57E L AW
* Activity I23%159 % Intent IZ1& FLAG_ACTIVITY_NEW_TASK %% 7E L 72 L
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LU, Activity B¥Ib— b ERZDIEED & S RIFED EHDICIL— b Activity ICDWTERT S, MUH I/ Activity
BIV— KN ERDIHDEEICEET 2DI1F. UTICEIF2EHBETH 3,

s UHEIND Activity DEE)E— K
s MU I N3 Activity DY R & Z DICENRRE

F9. EUHEIN S Activity DEBE— K1 ICDWTERBAT %, Activity Di#2EIE — K. AndroidManifest.xml 2
android:launchMode %5095 Z & THRETE %, Bk LA WHFEE standard” & AT b, T/, BEBE— NI
Intent ICERET 57571 L > THEEIRETH 5, FLAG_ACTIVITY_NEW_TASK 7 5 #'l&, Activity % ’singleTask”
E-RTEEBSE S,

IBEAEREHE— NIIROESY TH D, FFIC. Jb— b Activity & DEBICERE Y TTEHRAT %,
standard

ZOE— RTHRUTHE I N Activity [FIL— b ERDBZ &R BEE LAIOSY RV ICFIBY %, 7o MUHELOEIC
Activity DA VY RV ADEMEI NS,

singleTop

“standard” ERRTH 2D, 74T I 502 RYRIDRFEICKRTSNLTWD Activity 2889 2%EICIF. 1 VRS
VADNEREINBWE WD RONRL D,

singleTask

Activity (7 74 =T 1 DIBICR S TR T 29 AU DRE D, Activity DT 74 =T 4 =BT 29 RIDBNY OIS
DYRHZWET AT ISV RICEELRBRWSEICIE. 9 X758 Activity DA Y RAI VR EEHICHRICER I N D,
BET2HBEICIEEELEERI AW, FIETIE, BEIS N Activity DA Y AF YV RIFIN— b &R B,

singlelnstance

“singleTask” &Rk TH 2D, RORTEMRD, FRICEKS NI X VITIE. Ib— b Activity DADFTIEBTE 2R TH
%, Lo T, TOE—RTEBBISIN Activity DA Y RAY VY AREICIN—FTH B, TITEENIDERDIE, I
UHENS Activity B FD7 71 =274 EALBRID IR IV DBICEEL TWBRIHEETH>TH, MUHEI NS Activity
EIRVIZEEND Activity DY FRAEZDELDBETH D, ZOHFEIF. FRICIRIDNEHRIN S,

BLE& V., 7singleTask” F 7= d singlelnstance” TRE)S L7z Activity (d)b— MIRZAREMEISHZ Z a0 D, 77
DR ERRET HLHICIE. TNSDE—RTREBILAVEIICLAFTNIEGRS AL,

RIS, T I NS Activity DY 27 & FDREIREE] ICDWTEHBET %, 72& A, Activity »’standard” €— K T
UHaniE LTE, Z0D Activity 'FIE T 29 X7 DIREEIC K > TIL— b Activity &R 2 HBEDH 2,

ffle LT, BMUHEI N Activity DI RIDBUC/NY I TV RTEEILTWRHBE%.EA %, BELRZDIF. TD
9 29D Activity 1 ¥ R4 > ZHsinglelnstance” THEE) L TW 2B ETH 5, “standard” THUH S N7z Activity D7
T4 =T 49 RV ERALUE S BFIC, BEED singlelnstance” @ Activity DHIRICK U, R RV DBERSI N5, =
L. TNETNOD Activity D7 ZZEZHPALIHFEIE. YR VIBERKSINT. 41 V2RIV REBEEOEDHAFIHEI NS, L
FTHICL B, BUHI N7 Activity I&)L— ~ Activity 2725,
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BED &SI, b— b Activity AP OHE SN B FERERITRHOREBICKET 2L EERTHD, 7TVEREDORIC
(&, 7standard” E— K T Activity #FUHET LI ICTRIRZTH S,

FENF Activity ICEE I NS Intent KT T M SFHEAIMSNBH & LT, FELR Activity DU H LRI Activity
% singlelnstance” €E— R CRENT 2HBADOHY Y TN I—REUTICERT, ZOH Y FI3— KTk FEAR Activity
#standard” E— R TR S5 A, HUH LA Activity @7 singlelnstance” E— KDFAICE Y, FEAF Activity I$5
WY ZTDIL— b Activity E7>TLED, TOB FELR Activity ICEFIN DY YT 1 TRIBRITY RV BREICE
Sz id, FEOT7 )L OHmAMYARETH S, 4. O LA Activity, FERF Activity EEICA—DT7 7 14
=T1%=HD,

AndroidManifest.xml (JEHESE)
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I== Jb— b Activity DEBIE— R%” singlelnstance” &92% -->
<= TIAZTARRELES, 7TVORvr—IfKETD >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singleInstance"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-- 3R Activity -->

<I-- BE)E—N%" standard” £§5 -->

<= TIAZTAREREES, 7TV r—I£E92 -->

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>
</manifest>

JE/NBE Activity (&, ZE L7z Intent IS L THRZBRI DA TH S,

PrivateActivity. java

/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www. apache.org/licenses/LICENSE-2.0

(continues on next page)
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(continued from previous page)

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either exzpress or implied.

See the License for the specific language governing permissions and

L

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.private_activity);

// 25 Intent DREMAERT 5

/S FVTIICDERE, [3.2 ANT—9DRLM%EERET 2] 258,

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this,
String.format (/YT X —% [Ys] #%I|JH >/, ", param),
Toast.LENGTH_LONG) .show() ;

public void onReturnResultClick(View view) {
Intent intent = new Intent();
intent.putExtra("RESULT", "t ¥ ¥ 7 1 TRIER");
setResult (RESULT_OK, intent);
finish();

FENBE Activity DU LAITIE, Intent IC7 5 V& RER T IS, “standard” E— K TIEAR Activity B L TW 5,

PrivateUserActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

¥ 0% %X %X X %X ¥ X ¥ x

*

* limitations under the License.

(continues on next page)
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*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.user_activity);

public void onUseActivityClick(View view) {

// 3ERFE Activity % "standard"E— N TREIT 5
Intent intent = new Intent();
intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", "tV ¥ F 1 TREHR");

startActivityForResult (intent, REQUEST_CODE) ;

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data)

super.onActivityResult(requestCode, resultCode, data);
if (resultCode !'= RESULT_0K) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) BET—YDRELERERT S
/) B TIVICDEEE, 3.2 ANT—9YDRLEERERT D] 2508,
Toast.makeText (this,
String.format ("#ER [%s] Z#Z(FE o7z, ", result),
Toast.LENGTH_LONG) .show() ;
break;

4.1.3.5 Activity FIRROOJHEAICDOWVWT

Activity ZFFH 9 BERIC ActivityManager A Intent D& % LogCat ICHHNT %, UTFORAEIL LogCat ICHEANIN B 7

O, BT A TIRBEBRIEIFNBVE D ISERIAREL,
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s MRAERYT—U#
s MAKLISRE
« Intent#setData() TE&E L 7= URI

BIZIE, A—ILEETBHE, URIICA—IL T RLREZIBEL T Intent ZFKITT 2 E X —ILT7 KL D LogCat ICH D E
NTLZE D, Intent#putExtra() THE L /=1l LogCat ICHE DI N\, Extras ICEREL TEB LD ICLEANRL,

RDEDITA—IVEFT B & LogCat ITA—ILT RLANKRRENTLED

MainActivity. java
// URI & LogCat ICHAZINS
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent(Intent.ACTION_SENDTO, uri);
startActivity(intent) ;

RO & DI Extras AT 5 & LogCat ICA—ILT KL ANRRINMRLC RSB

MainActivity. java
// Eztra \ICFRE LT=ARAIE LogCat ICHAI AL
Uri uri = Uri.parse("mailto:");
Intent intent = new Intent(Intent.ACTION_SENDTO, uri);
intent.putExtra(Intent.EXTRA_EMAIL, new String[] {"test@gmail.com"});
startActivity(intent);

7272 L. ActivityManager#getRecentTasks() IC & o T Intent @ Extras D7 7Y H S EEFRO I5EHH B DT, FXR
TBZ &, L IE T4.1.2.2. taskAffinity H38E LAV (78) 1. T4.1.2.3. launchMode Z38E L72\WN (WE)] B&T
[4.1.2.4. Activity IZ3%518F % Intent 1213 FLAG_ACTIVITY_NEW_TASK %% E L&V (WERE)] 28RO &,

4.1.3.6 PreferenceActivity @ Fragment Injection 3f5RIC DWW T

PreferenceActivity % #k#& L 7= 7 5 R HYAR Activity &7 > TW %354, Fragment Injection™® & MHEN 2 BEENRET B
AEEMEIH B, I DRIEER <72 IC1E PreferenceActivity.IsValidFragment() % override L. BB DEEBETICF v ¥
$ % Z & T Activity BB L A\ Fragment Z/bHBRVWE S ICT IMENH D, (AAT—FDREMICDWVWTIE 3.2 A
NTF—9DR2ME%HRT 5] BR)

BUFIC, IsValidFragment() % override L7 Y IV &TRT, Ad. V—ROA—ROE#FLEITOI> &, VT REHEDY.,
BIHDEE DEBERIEDL > TED AREELH DD T, FIERBABEICA S,

override L 7z isValidFragment() X ¥/ v KDl

protected boolean isValidFragment(String fragmentName) {
// BB OIS IERRITD 2 &
return PreferenceFragmentA.class.getName().equals(fragmentName)
| | PreferenceFragmentB.class.getName().equals(fragmentName)
|| PreferenceFragmentC.class.getName() .equals(fragmentName)

| | PreferenceFragmentD.class.getName().equals(fragmentName) ;

BB, 77T Y O targetSdkVersion B 19 LLET#H %354, PreferenceActivity.isValidFragment() % override L &L &,
Fragment A& A S 72 E&RE (isValidFragment() D'MIEN/EFE) TEF 212U T FAADPREL T TR T T 57280

*6 Fragment Injection DEEMIE LT D URL #H8RD Z & https:/securityintelligence.com/new- vulnerability-android-framework-fragment-injection/
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PreferenceActivity.isValidFragment() D override AA%ETH %,

4.1.3.7 Autofil 7L —L7—2CDWT

Autofill 7 L — A7 — 7 1d Android 8.0(API Level 26) CEBMI Nt ATH B, ZOEEAEZFIETZIET. 21—
H—&, RNZRT—K, . EFEES. /LYY M A—NBERENPADSINALEZILENOEZRFLTEE, BESEI
BORICRY B LT TV ICEBAT (Autofill) T 2#EEERIRT 2N TE S, I——DANBREERT S
ENTEZEAREEATHZD, HBET7TIUDNEINRRT—RKPIL Yy MA—RBEREFOEY VT 1 TRERE M
D7 7Y (Autofill service) IZETZEERELTH Y., RMURWCIETRICKREDIFTIURENH S,

A (BEE)

2oaviR—xvk

BITFIC, Autofil 7L —ALT—JICEBT 3220V ER—% Y N OBEERT,
o Autofill DX KR ERBFTTY (FIBATTY) :

— View OIER (FF X MBS L UVBEM) % Autofill service IZJE L 7= Y. Autofill service 5 Autofill ICHERIE
HERHFshiY T35,

— Activity D2 FRTOT 7Y HFABT7 FY &£ 4% (Foreground B¥),

- A7 FYDEDOITRTOD View 1 Autofill DX RICIRDATREMEDL S D, View B THHRHIC Autofill DX
KHETBIELHARE,

— Autofill #eEDFIAER—/3v o — I AD Autofill service ICBRET 5 Z & £ AL,
* Autofill service =R T 2 —E X (Autofill service) :

- 77U BEINE View OBEREZFELREY (- —DHFTHIPBE), View IZ Autofill T3 72D DIER
(@) RARN) 27 T)ICIRELEY T3,

- RERRD View & Autofill service BRET 2 (Autofill 7L —LT—21E7T 7 #J)L KT Activity ICEF N
$RTD View DEHR % Autofill service I5ET ).

— 3rd Party ® Autofill service L EBRTE %,

— HRRICEREET D ePagETcI—Y—IC&Y [REI ORI N/ Service DAHEMICHS (T4L]
H3ZIRTEE),

— Service A%, PO A—HF—[ERARETBEDICNRAT—RANZICLE > TaA—H -5 $3-HD Ul %
¥DZ &t HhRE

Autofill 7 L —L7—2 D0EZO—
X 4.1.6 I Autofill B Autofill BEI Y R—F% Y NEDOWREBIO—%RLTWS, FIA7 7Y D View D7 +—hH %

BEA I Autoill 7L —LT—27 %N LT View OfF#R (F£IC View OB FEARCE 4~ DEM) »° FRE] TERS
N7z Autofill service I %, Autofill service |45 S 72158 % JT I Autofill ICHERER (IRFY) A M) % DB A S5EY

T TRIE7 7Y 1 & TAutofill servicel &, ZREFNREL/RAv T —S (APK 774)) THBZ D, BINRvr—ITHBIEHHYES,
78



Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2020-11-01

HU, Z2L—LT—VI0RIET 2, 7L—L7— VI MERAI AN 21— —ICRRL. 21— —2BRLAET—FICLY
7 7Y T Autofill BThh 3,

Androidim AT

1. View!|5%F 2. View'l5 ¥R
i FICETEE
FIRFTZ iju}Ogl 5 E——La" Autafill service
” L=
6. ®IRT —H 3. Autofill{F 4R

|
|
|
|
| (£ (TR
|
|
: (1238 2 1)

4 BHVAFD ET 5. A RSO EIR

a—tf—

4.1.6 Autofill FOAVR— Y NEOLE T O—

—A. H4.1.7 % Autofill IZ& BA1—H—F—YREFOULETIO—%TRLTW3, AutofillManager#commit() DU H
L Activity D# T Z22#(C. Autofill L7z View DIEICEEAH Y. HD. Autofill 7L —ALT— I HNRRY 5REFHAT
FAT7ATICH L TLA—HY—DFALFE. View DIFR (FF R MEL) 2 Autofill 7L—LT—2% N LT [&E]
TEIRSI 17z Autofill service ISE X 1. Autofill service A° View D1E#R % DB IC/RFE L CT—EDUNENRT &4 5,

Android¥EF

1. View'H $# 4. View|H5R
(T2 (FFEAFED)

;Fl“iﬁ??u __’ Tbiujfgl—ﬁ' —__+ Autefill service

2 RFEHHATOIRERT 3. FFEHT

2 —#—

417 2—¥-—-FT—SREHOIVR—V MNEOWNET O—

Autofill IR 7 7V ICB132EF21) 71 LORE

M (BE)] OEBTRLAEBEY Autofill 7L —LT7—27ICB8F2EF21 YT EFTITIR, 2—H—» [BRE] TR
273 Autofill service 23ZIR L. REBICEDT—9 % ED Autofill service IEL THE L WMNELNICHIBTTE 2 Z & &8
RBeELTWES,

ETBAD, A=Y= > MY RLTHL Autofill service 18R L7V, Autofill service ISETRETHRWVWEY VT 1
TREROREAHFTLTCLE LY THHABEELDH D, UTIC, ZOBAICEE D BBBICODOVWTERT 3,

RIFR, 1—H—71" Autofill service Z:#IR L. REFAYA T7OJICH LTCHFA LGS, AIA7 ) TRRIhTW3S
Activity ICEEN 2T RTD View DIERA® Autofill service (BB AIREMDN H D, Z T T, Autofill service BN<ILT =7
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MDIFER. Autofill service IC View DIEREHNLRA ML —VPRETRHRWISU RY—ERICRETDIHEDEF1) T4
LORENH B EICE. AT 7Y TR BRORRICOBRA>TLEDI YR IIFEZ SN S,

—7A. Autofill By, 1—4—5" Autofill service & LTIV I 7 EBIRLTLE>TWEBE, IV T7HEELLE
BEAALTLESTESLH B, TIT, PFTVRT7TYDT—95EELILEDITI RY—ERADNAAT—IDR
E2ME+HICHER L TVWAL LGS, BHRRERPT7 T Y—EXDEFELFICORA>TLEDI YVRINEILNS,
BB, 203V KR—%Y M TEWEL DI, Activity 2527 7Y BN EEIMIC Autofill DXFRICAR B 72, Activity
ERFOTT)VDTRTCORABIZLED) RV AZERB L CHEFPRELTOMENH D, LTI, LEBOYRVICHT
DHRERERTN, 1313 EEDVFELRERK] REESFICLT 7TV ICHERFKRERGFLALT, BATZCZ
EEBEIDT B,

DZ7ICx T % iER-1

ABRD K SIS, Autofill 7L —AT—J TREXVICA—H—DHEICL >TEF 1) 74 PHEESNATVDE, ZOED
7Y TTEBIRRIIRESNTWSAH, View I8 L T importantForAutofill BT no” % 18E L T Autofill service I
View OEHRZEIARWVWEDICT S (Autofill DRFHET2) & T, A—HF—DEUAEBRPHFT 2 TERD S5
& (XILD = 7% Autofill service & LTHIAT 2L S ICBIRT 2%) TH, LROBREBR I e’ TES,

importantForAutofill Blld. UTOWTNADAEICL > TIEET S &N TE S,
e L4 77 b XML ® importantForAutofill Bt %#18ET %
* View#setImportantForAutofill() %M H ¢
UTFICHEETRGMEZTR T, HEIDHEICK > TEYREZFED 2 &, FIC, "no” ZEE L7HA. FBE LK View &

Autofill DRI B D, FHIE Autofill DRRICARB ZEIEFET DI E, T 7 4J)0 MBI, Tauto” &> TW5S,

=412 Autofill DXRICH S H

[l 8 ® L 7 | FHD View
EHE View
?auto” EEI BEp

IMPORTANT_FOR_AUTOFILL_AUTO

”no” PUE D) PUE
IMPORTANT _FOR_AUTOFILL_NO

“noExcludeDescendants” TR A TR
IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS

”yes” xF % xF %
IMPORTANT_FOR_AUTOFILL_YES

“yesExcludeDescendants” PO RS
IMPORTANT_FOR_AUTOFILL_YES_EXCLUDE_DESCENDANTS

B 21— BENIC Autofill BEEFIALABARY, FERTHLLEOBREERTERVI LA BB, (VR ICHT BRE-2) £EET
ZTETIDEIBBEICLERET DI ENTE D,
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% 7=. AutofillManager#hasEnabledAutofillServices() Z#F L T. Autofill #eEDFIBAEZRA— /Sy 5 — I A D Autofill
service ICBRET B Z & EAEETH B,

TS, TERE] TR—/Ny 75 —YAD Autofill service ZFIFAT 2L DICRESINTVWBHEDH, Activity DETD
View % Autofill DFRICT B (EMRIC Autofill DIFR IZ7: B AL Autofill service JRE) BEDHI%=RT., BERID View
23t L T Viewd#setImportantForAutofill() 2T Z & L ARETH 5.

DisableForOtherServiceActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* 0% %X %X %X %X ¥ X ¥ x *x %

limitations under the License.

*
N

package org. jssec.android.autofillframework.autofillapp;

import android.os.Bundle;

import android.service.autofill.UserData;
import android.app.Activity;

import android.util.Log;

import android.view.View;

import android.view.autofill.AutofillManager;
import android.widget.EditText;

import android.widget.TextView;

import org.jssec.android.autofillframework.R;

import java.util.Iterator;

import java.util.List;

public class DisableForOtherServiceActivity extends Activity {
private String TAG = "AutofillSample";

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.disable_for_other_service_activity);

mUsernameEditText = (EditText)findViewById(R.id.field_username);
mPasswordEditText = (EditText)findViewById(R.id.field_password) ;

(continues on next page)

0 Autofill 7 L—LT—0HRE
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(continued from previous page)

findViewById(R.id.button_login).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

B;

findViewById(R.id.button_clear).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

ION
//ZD Activity TR T7O—T 4 V7Y —IL\—Dx % L TWARWED,
// TEBIAN] OEIRT Autofill HEEAFIBAREICAW £,

@0verride

protected void onStart() {

super.onStart() ;

Q@Override

protected void onResume() {

}

super.onResume () ;

updateAutofillStatus();

View rootView = this.getWindow().getDecorView();

if (!mIsAutofillEnabled) {
//B—Ryr—JHD Autofill service EFIALMWEEIE, 2TD View % Autofill DHRMZT 3
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;

} else {
//RA— Ry r—I WO dutofill service ZFIAT 2HBEIE. £2TD View % Autofill DXERICT 3
//RED View ¥ LT View#tsetImportantFordutofill () ZMFUHT Z & HATEE
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_AUTO);

}

testFieldClassification();

private void login() {

String username = mUsernameEditText.getText().toString();

String password = mPasswordEditText.getText().toString();

//View M SEG LT —8 DRLMEEHERT 5

if (!Util.validateUsername(username) || !Util.validatePassword(password)) {
/BRI S —NB%E T %

//Y—/"—IC username, password &i%f§

finish();

private void resetFields() {

mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

(continues on next page)
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(continued from previous page)

private void updateAutofillStatus() {
AutofillManager mgr = getSystemService(AutofillManager.class);

mIsAutofillEnabled = mgr.hasEnabledAutofillServices();

TextView statusView = (TextView) findViewById(R.id.label autofill_status);
String status = "EH#tD autofill service A--TY";
if (mIsAutofillEnabled) {
status = "A—/N\v 7 —IYHD autofill service KNEWTIT";
} else {
status = "A—/\v T —IJHD autofill service HNENTI";
}
statusView.setText (status);
}
private void testFieldClassification() {
AutofillManager mgr = getSystemService(AutofillManager.class);
List<String> algorithms = mgr.getAvailableFieldClassificationAlgorithms();
Log.d(TAG, "algorithms num=" + algorithms.size());
Iterator it = algorithms.iterator();
while (it.hasNext()) {
Log.d(TAG, "algorithms=" + (String)it.next());
}
String defaultAlgorithm = mgr.getDefaultFieldClassificationAlgorithm();
Log.d(TAG, "default algorithms=" + defaultAlgorithm);

boolean isFieldClassificationEnabled = mgr.isFieldClassificationEnabled();

Log.d(TAG, "isFieldClassificationEnabled=" + isFieldClassificationEnabled);

UserData userData = mgr.getUserData();
if (userData != null) {
Log.d(TAG, "userData fcAlgorithms=" +
userData.getFieldClassificationAlgorithm());
} else {
Log.d(TAG, "userData is null");

27T B afR-2

T7YT )27 T B0E-1] #ELEBETE, 21— =D View DRIELTI7O0—FT 4 VIV —IbNN—REREK
TIET TEHEIAN] 2BIRT 5 &, BHIMIC Autofill #FIHTETLE S, ZDHA. importantForAutofill Bt T no”
LHIEE L7 View A EL L TD View DIEER D Autofill Service IESD Z &ICH B,

[) 27120 B™E-1] ICMAT, 720—F4 VY —=INR—BEDA=a—n5 [BEIAN] 2HKRTEIET, L
EDEIRBETEH., BRBAVDOY RV ALOETEIENTE S,

UTFIcH Yy Id—RERT,

DisableAutofillActivity. java
/*

(continues on next page)
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Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

¥ % %X ¥ X *x x

http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import android.os.Bundle;
import android.app.Activity;
import android.view.ActionMode;
import android.view.Menu;
import android.view.Menultem;
import android.view.SubMenu;
import android.view.View;

import android.widget.EditText;

import org.jssec.android.autofillframework.R;

public class DisableAutofillActivity extends Activity {

private EditText mUsernameEditText;
private EditText mPasswordEditText;

private ActionMode.Callback mActionModeCallback;

@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.disable_autofill_activity);

mUsernameEditText (EditText) findViewById(R.id.field_username);

(EditText) findViewById(R.id.field_password);

mPasswordEditText

findViewById(R.id.button_login).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

b
findViewById(R.id.button_clear).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

B;
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mActionModeCallback = new ActionMode.Callback() {
@0verride
public boolean onCreateActionMode(ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@Override
public boolean onPrepareActionMode(ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@0verride
public boolean onActionItemClicked(ActionMode mode, Menultem item) {

return false;

@0verride
public void onDestroyActionMode (ActionMode mode) {
}

I

J/7A—=F 4 TY—=ILR—=hn5 TEEIAN] 2HIKRT S

setMenu() ;

void setMenu() {
if (mActionModeCallback == null) {
return;
}
//Activity ICEEND L TCOREFBER TextViewllDWTtEY T2 &
mUsernameEditText.setCustomInsertionActionModeCallback(mActionModeCallback) ;
mPasswordEditText.setCustomInsertionActionModeCallback (mActionModeCallback) ;

//Menu DIEEZK>T TEHEIAA] ZHIBRT S
void removeAutofillFromMenu(Menu menu) {
if (menu.findItem(android.R.id.autofill) != null) {
menu.removeltem(android.R.id.autofill);

for (int i=0; i<menu.size(); i++) {
SubMenu submenu = menu.getItem(i).getSubMenu();
if (submenu != null) {
removeAutofillFromMenu (submenu) ;

private void login() {
String username = mUsernameEditText.getText().toString();
String password = mPasswordEditText.getText().toString();

//View D SEG LT — 89 DREMEHERT S
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if (!Util.validateUsername(username) || Util.validatePassword(password)) {
/ABEYR TS —NIB%ET B
//Y—/N—IZ username, password %iEf§
finish();
private void resetFields() {

mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

V2T B xfR-3

Android 9.0 (API Level 28) T, IREEM & A > TW S Autofill Service DAV R—R > MDA TH % H % AutofillMan-
ager#tgetAutofillServiceComponentName() IC& > THIZ I ENTED LD ICh o>, TNEAVWTNRY T —IZERB

L.

BEO7 7 BMEFEEBLVLT WS Autofill Service hhE D N EMEETE 3,

ZDFE, I T4.132. FAT7 7 22T 5] THRRABY Ry r—I&ZIERY T LHATRERD, THhOAT
BuHERE T 5DIFHETE RV, 4132 [ZBEOFIERALL. Ny =TI 8D 5 Autofill Service DFEAZ ZBNE L.
TNEHLDPLDETA M ZAMIBRINTVEIEDE—HITEINEINCE>TETHRETOINETHS, 2D
FEOFMICOWTIE 4132 ICFELVWOTELELZSRI N,

LTFIZ. 5 LOHERTA M) R MIEHFINTULS Autofill Service BNEMICR > TWBIFEDH, Activity DETD
View % Autofill DX RICT BI5EDOH % TRT,

EnableOnlyWhitelistedServiceActivity. java

/%
*
*
*
*
*
*
*
*
*
*
*

*

*

Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import android.content.ComponentName;

import android.content.Context;

import android.os.Bundle;

import android.app.Activity;
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import android.view.View;

import android.view.autofill.AutofillManager;
import android.widget.EditText;

import android.widget.TextView;

import android.widget.Toast;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.autofillframework.R;

public class EnableOnlyWhitelistedServiceActivity extends Activity {

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
sWhitelists = new PkgCertWhitelists();
// 8T B Autofill Service DIIFAE/NvY ¥ 1{E% &R
sWhitelists.add("com.google.android.gms",

"1975B2F17177BC89A5DFF31F9E64A6CAE281A53DC1D1D59B1D147FE1C82AFA00") ;

// LTFERICHDIERET 5 Autofill Service ZFEk. ..

}

private static boolean checkService(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.enable_only_whitelisted_service_activity);

mUsernameEditText = (EditText)findViewById(R.id.field_username);
mPasswordEditText = (EditText)findViewById(R.id.field_password) ;

findViewById(R.id.button_login).setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
login();

B;

findViewById(R.id.button_clear).setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

s
//ZD Activity TR 7 A—T 4 V7Y —I)LA—DRIG%E L TWRW8,
// TEBEIAAL DFEIRT Autofill #aeNFIARIBEICAY £ 7,

@0verride

protected void onStart() {

(continues on next page)
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super.onStart () ;

@Override
protected void onResume() {
super . onResume () ;
updateAutofillStatus();
View rootView = this.getWindow() .getDecorView();
if (!mIsAutofillEnabled) {
/) RTARNYZARMIBHRINTWS dutofill Service ZFIALARWEEIL.
// BTD View’% Autofill DHRHMICT S
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;
} else {
/) RTARNYZRMIBRINTWS Autofill Service ZFIAT 2HEIE.
// BTD View% Autofill DHRICT S
// BED ViewlIH LT View#setImportantFordutofill () #PUHT I & HHHE
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_AUTO);

}
private void login() {
String username = mUsernameEditText.getText().toString();

String password = mPasswordEditText.getText().toString();

//View D OEIG LT —9 DR A AT 5
if (!Util.validateUsername (username) || !Util.validatePassword(password)) {

//ERTS—0EET S

//Y—/N—IZ username, password %iEf§

finish();

private void resetFields() {
mUsernameEditText.setText ("");

mPasswordEditText.setText ("");

private void updateAutofillStatus() {
AutofillManager mgr = getSystemService(AutofillManager.class);
// Android 9.0 (API Level 28) B&ETIE Autofill Service MAVKR—RY MEREZEBTEZ LI
ComponentName componentName = mgr.getAutofillServiceComponentName() ;
String componentNameString = "None';
if (componentName == null) {
mIsAutofillEnabled = false;// [E&%E] - TEEBANY—EZR] »' [l IREShATWS
Toast.makeText (this, "BHEIANHY —E 7% L", Toast.LENGTH_LONG).show();
} else {
String autofillServicePackage = componentName.getPackageName() ;
// EBDELTWDS Autofill Service WERTA MR MIBEHRINTVWEILNEZRET S
if (checkService(this, autofillServicePackage)) {
mIsAutofillEnabled = true;
Toast.makeText (this, "fEfEL CTWAHHEHEIAIHY —ERZ: " + autofillServicePackage,
Toast.LENGTH_LONG) .show() ;
} else {
Toast.makeText (this, "SR CEAVWHEIAN Y —ERZ: " + autofillServicePackage,

(continues on next page)
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Toast .LENGTH_LONG) .show() ;
mIsAutofillEnabled = false; J/ENLUADIZEIE Autofill Service EFIALAW
}
componentNameString =

autofillServicePackage + " / " + componentName.getClassName() ;

TextView statusView = (TextView) findViewById(R.id.label autofill_status);
String status = "current autofill service: \n" + componentNameString;
statusView.setText (status);

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ % %X %X %X %X ¥ X ¥ X *x %

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 1% 32 /34 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UADXEHLH B

(continues on next page)
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mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGT DEMRD/NY ¥ 1 EZEIGT 5
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY & 1EEEBRD/NY ¥ 1EELET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TBEEMRELH AHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& PkgCert DIiRe%=FIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
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correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // EHERAEHEHLRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256").digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.2 Broadcast {59 % - X595

421 > 7)La3—R

Broadcast % 532159 % IC{& Broadcast Receiver ZE2 HEAH 5, £¥D K 5 % Broadcast %= F{EF % HIZ & o T, Broadcast
Receiver 2182 % 1) 2 7 P EAMEFRARLR S, ROHE 7 O—IC& > TR T % Broadcast Receiver B8ED 4 1 7
THH>3D%ELMTESD, BRI, N— N F—REDEEICHVNER Broadcast EETT7 TV DN =S 252 EQT7 S

) CHEERT BFEA AWz, /83— M F—FR%E Broadcast Receiver #E5EIETE AL,
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FTHURLZHT
BroadcastE X R{ETS

BHTFIIMENT
Broadcast® Z 2(ET S

W
Private Public Proprietary
e+ M Broadeast Recaiver 4 MBroadcast Receiver B [REBroadeast Recaiver

4.2.1 Broadcast Receiver D% 1 &R 70—

ZF 7= Broadcast Receiver ICI&FDEZRFEICE Y. # M Broadcast Receiver & Ef Broadcast Receiver & D 2 F&EL H
U, TROLILBEBOEWHLH D, VTN IA—RATIHHEADRESEEBNMLTWS, 4B, EDLSBBFIC
Broadcast 359 2 MK > TEET 2 IFEHROBUIARFEFEIRE S0, EEAUDOREZICOVWTEEHLE TERHA
ER-H

% 4.2.1 Broadcast Receiver D EFHF % & 158

EENE EK
# MY Broadcast Re- | AndroidManifest.xml (Z<re- _ o
L e YRATFT LD HEFE TN D —E D Broadcast (AC-
ceiver ceiver>EBEFR AT BH & T . B
—— TION_BATTERY_CHANGED 7 &) % Z{ETE 2Ll
E

HWHH B,
TZUDHEEE L THST VA VA M= ENBET
M. Broadcast #Z{ETZ 3,

7 7Y @ targetSDK Version A* 26 L E D54, Android
8.0 (API level 26) LA D kK Tl&. HEERBY Broadcat
Receiver % &4 T & 7 Lv10

L]

EfY Broadcast Re- | 70 4 5 L B T register-
ceiver Receiver() # & U' unregister-
Receiver() Z# MU H$ Z & I
& Y. EIBYIC Broadcast Re-
ceiver = Bk /B HRRIRT 5

 F#HY Broadcast Receiver Tl 5 {5 T & 72 L) Broadcast T
HRETE S,

Activity A BT ICH T W2 AR 7 13 Broadcast = 215 L
TeWig &, Broadcast =218 L 7=\ a2 &, Broadcast D5
EraeiifE s 700 5 L THIEITE %,

* JENFD Broadcast Receiver Z{F2 Z & ETE ALY,

4.2.1.1 3E/2F Broadcast Receiver - Broadcast =29 3% - %59 3

JE/A B Broadcast Receiver (2. BE—7 7)) WA 53%E(E X 17z Broadcast 7217 % 215 T & % Broadcast Receiver TH V.
o & HERLMDE W Broadcast Receiver T#H %, EIfY Broadcast Receiver #3EABCERT Z 2 & I3 TERVWZD, 3

0o 257 LIS T BB EE Broadcast Intent OIS IZBIABICFIAAIRERE DL EET 5. HMIEZUTO URL 258D Z & hitps://developer.
android.com/guide/components/broadcast-exceptions.html
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/2B Broadcast Receiver T3 # ) Broadcast Receiver 7213 THER I h 3,
RA >~ b (Broadcast #2153 %) :
1. exported="false” IC& W, BARBIICIEARFZRET 3
2. AB—7 7Y AHSEE SN/ Broadcast TH> TH. {5 Intent DREMEFHRT 2

3. EREZRTIBEE, FETRA—TTIRATHIHS, Er T4 TRERERELTLIW

AndroidManifest.xml
<?rxml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.privatereceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- JENBE Broadcast Receiver ®E&HT % -->
<I-— kRA YN 1%k ezported="false"lZ& Y. BARMICEARBZEST S ——>
<receiver

android:name=".PrivateReceiver"

android:exported="false" />

<activity
android:name=".PrivateSenderActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateReceiver. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X ¥ X X X X ¥ x *

limitations under the License.

*
N

(continues on next page)

93




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR

2020-11-01

(continued from previous page)

package org.jssec.android.broadcast.privatereceiver;

import
import
import
import

import

public

android.app.Activity;
android.content.BroadcastReceiver;
android.content.Context;
android.content.Intent;

android.widget.Toast;

class PrivateReceiver extends BroadcastReceiver {

@0verride

public void onReceive(Context context, Intent intent) {

// kRA VN 2% B—T7TYVALLSEESINT Broadcast TH>TH, %15 Intent DELMEHIRET S

/B TIVICDEREIE, [3.2 ANT—90RLEERDBT 21 258,
String param = intent.getStringExtra("PARAM");
Toast.makeText (context,
String.format(" [s] #Z{EL7., ", param),
Toast.LENGTH_SHORT) .show() ;

// kR4 b 3k #ERERTHE, FETREE—TTIVATHZHL, trv T4 TREREZRELTIW

setResultCode (Activity.RESULT_OK) ;
setResultData("tz> > 7 1 JAfE#H from Receiver");

abortBroadcast () ;

JRICIEZABR Broadcast Receiver / Broadcast {53 54 I d1—R&ERT,

R4 >~ (Broadcast %59 %) :

4.

5. EEELIZE—7 7Y A Receiver THB7=8., BT 4 THRIBHREEEFELTELL

F—7 7'1) A Receiver &7 5 R¥5E DBARH Intent T Broadcast %53 %

R—7 71 A Receiver 5> DIERIBEBTH>TH, BET—YDLLMEMHIETS

PrivateSenderActivity. java

/%

*
*
*
*
*
*
*
*
*
*
*
* See
*

*/

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

the License for the specific language governing permissions and

limitations under the License.

package org.jssec.android.broadcast.privatereceiver;
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import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PrivateSenderActivity extends Activity {

public void onSendNormalClick(View view) {
// kBRAV S 4%k B—T FYH Receiver &V 5 AIEEDBRH Intent T Broadcast %5 2
Intent intent = new Intent(this, PrivateReceiver.class);

// KkBRA N 5k FEEKIZE—T T A Receiver TH DD, BT 14 TRBHRAEZELTLW
intent.putExtra("PARAM", "> > F 1 J7fE#HR from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick(View view) {
// KkRAV S 4Kk B—T FYH Receiver &V 5 AIBEDHTRY Intent T Broadcast %59 2
Intent intent = new Intent(this, PrivateReceiver.class);

// RBA N 5k FEEKIZE—T T A Receiver THB7=, BT 14 TRBEREZELTLW
intent.putExtra("PARAM", "t > F 1 J7fEHR from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, O, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

// kR4 b 6k A—T )N Receiver S DIFERBEB/TH>TH, ZET—YOREMEHRIDT S
/B TIVICDERE, [3.2 ANT—90REUERRT 21 258,
String data = getResultData();
PrivateSenderActivity.this.logLine(
String.format ("#ER [%s] Z#Z{E L7, ", data));

};
private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n");
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4.2.1.2 /AB Broadcast Receiver - Broadcast =9 3% - %59 3%

/NBA Broadcast Receiver &, TREEZHD T 7Y H 5%/ E 17z Broadcast % 215 TZ % Broadcast Receiver TH 3, <
IV T 7 HEE L7z Broadcast #2{ET 52 & H B EITEFEIVET,

R4 > b (Broadcast #2159 %) :
1. exported="true” IZ& Y. BATRMICARERET

2. %

Intent DREM%FERT S

Jillll

3. EREZRTIBE, VI T 1 TRBEREED AL

/B8 Broadcast Receiver M1 > 7 )L O — K T# % Public Receiver I&. #B Broadcast Receiver & & U BN Broadcast
Receiver DA THIAI N 5,

PublicReceiver. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

*
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? "AFBIH Broadcast Receiver" : "/AF#H Broadcast Receiver";

@0Override

public void onReceive(Context context, Intent intent) {

// KRRA VN 2% ZE Intent DREMZHRAT S
// B Broadcast Receiver THZ=HDFBTT TUNTIL I 7 THBAREMELH S,
S/ YTV DEERE, (3.2 AAT—9YDREMERRT 2] 25K,

(continues on next page)

96




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2020-11-01

(continued from previous page)

if (MY_BROADCAST_PUBLIC.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText (context,
String.format("%s:\n [s] Z%fE L7, ", getName(), param),
Toast .LENGTH_SHORT) . show () ;

/7 RBAV N 3Kk BREBRTHE, VYT 14 TREBEREEDRL

// ‘AF Broadcast Receiver C#H 7=,

// Broadcast DFEETT TYMNTI I T7THDARMENH S,

// RV T7ICRBEINTEREORWVERTHNIEHERE LTRLTHE LWL,
setResultCode (Activity.RESULT_0K);

setResultData(String.format ("2 ¥ 7 4 7 TIEAWIER from %s", getName()));

abortBroadcast() ;

# B Broadcast Receiver |& AndroidManifestxml TEEHEYT %, &K 42.1 DK DI, wWERD/N—2 3 VICKk > THEHW
Broadcst Intent DZEICHIRAHBDTERTE I &,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.publicreceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- /NBA##M Broadcast Receiver Z#EHT D -->
<I-— kR4 N 1% exported="true"lZ& Y. BARMICARRZET S -—>
<receiver android:name=".PublicReceiver"
android:exported="true" >
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_PUBLIC" />
</intent-filter>

</receiver>

<service
android:name=".DynamicReceiverService"

android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

97




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2020-11-01

&) Broadcast Receiver & 7’04 5 Isf T registerReceiver() # & U unregisterReceiver() #MUOH T Z & IC & W B &
BRI T B, NI VIBREICK W EBEBHEMIER%E 1T 728 IC PublicReceiverActivity EIC/RY VBB L TW5, M
Broadcast Receiver 1 ~ 2 4  Z (& PublicReceiverActivity & ¥ £ FHIFE A R\ 7= PublicReceiverActivity D X > /X —
ZHELTRBIT R I EIETERY, ZD7& DynamicReceiverService M X > /N —ZE# & L TEHY Broadcast Receiver
DAY REY YR %EREF S, DynamicReceiverService % PublicReceiverActivity B SRR/ 8T 5 2 & IC &k Y EH
Broadcast Receiver % B#&RYIC &8 BIRMER L TW 3,

DynamicReceiverService. java
/%
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www. apache.org/licenses/LICENSE-2.0

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L I R

limitations under the License.

*/
package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;

import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {

return null;

@0verride
public void onCreate() {

super.onCreate();

// NFENH) Broadcast Receiver &% d %

mReceiver = new PublicReceiver();

mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();

filter.addAction(MY_BROADCAST_PUBLIC);

filter.setPriority(l); // ¥ Broadcast Receiver & Y EIH Broadcast Receiver LIt 2

registerReceiver (mReceiver, filter);

(continues on next page)
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Toast.makeText (this,
"#)f) Broadcast Receiver &L 7=, ",
Toast.LENGTH_SHORT) .show() ;

@0verride
public void onDestroy() {

super.onDestroy() ;

// NFEIH Broadcast Receiver %= EiRfEMRT %
unregisterReceiver (mReceiver);
mReceiver = null;
Toast.makeText (this,
"EI#) Broadcast Receiver &AM L7, ",
Toast.LENGTH_SHORT) .show() ;

PublicReceiverActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X %X X ¥ X %X * *x

* limitations under the License.

*/

package org. jssec.android.broadcast.publicreceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class PublicReceiverActivity extends Activity {

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.main);

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

startService(intent);
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(continued from previous page)

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

stopService (intent) ;

JRIC/ABA Broadcast Receiver ~ Broadcast 359 2% > 7L d— KA, 2K Broadcast Receiver IC Broadcast % 3%{5
T 254, #1595 Broadcast B’V T FICREINDI I EDH DI EISEFENVETH S,

R4 > b (Broadcast #3459 %) :
4. BT 4 TRIEREEE L TEAS AL

5. BRERITIMB5A. BRT—YDRLM2HRAT S

PublicSenderActivity.java
/%
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public void onSendNormalClick(View view) {
/) KRBRAVN 4k VI T 4 TRIEREZEE L TEARS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "V I F 4 T TIEARWER from Sender");
sendBroadcast (intent) ;

(continues on next page)
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public void onSendOrderedClick(View view) {
J/RBAVN 4k BT TRIEREZELTUERS AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "V ¥ F 1 T TIE/MRWEIR from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, O, null, null);

public void onSendStickyClick(View view) {
/) RBAVN 4k BV OT 4 TRIEREZEE L TEAS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "EY ¥ F 1 T TIEAWEER from Sender");
//sendStickyBroadcast * Y v Nl& APT Level 21 T deprecated &7 > 7
sendStickyBroadcast (intent) ;

public void onSendStickyOrderedClick(View view) {
/) KRBRAVN 4k 2V OT 4 TRIEREEE L TUEAS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "t > F 1 T TIEAWEER from Sender");
//sendStickyBroadcast * Y v Nl& APT Level 21 T deprecated &7k o7z

sendStickyOrderedBroadcast (intent, mResultReceiver, null, O, null, null);

public void onRemoveStickyClick(View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
//removeStickyBroadcast X/ v R(& deprecated &7%>TW53

removeStickyBroadcast (intent) ;

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

/7 kRAY N 5k EREZITIZIHE, BRT—IDORLMEERT D

/Y TIVICDEERE, 13.2 ANT—90REMERRT 21 258K,

String data = getResultData();

PublicSenderActivity.this.loglLine(String.format ("5 [%s] Z#ZE L7 ",
data));

};
private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n");
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4.2.1.3 B#[EE Broadcast Receiver - Broadcast #5943 - %59 %

B %t RE Broadcast Receiver I&. B#LUAD T 7 1) H 53%(E X 17z Broadcast & —t5{S L A\ Broadcast Receiver T#
%3, BHOBHETTYTYATLAEEBR L, BT 7DD BERCEEETI-OICHAIN S,

R4 > b (Broadcast #2159 %) :
1. Broadcast 25 DB E Signature Permission % E& Y %
2. #ERZERDOMEESE Signature Permission #FIHES T %
3. exported="true” I & W, BATRANICARBET B
4. #H Broadcast Receiver B IC T, MBEES Signature Permission = BXXEF T %
5. B89 Broadcast Receiver Z &8} % & &, B FES Signature Permission # BEXKEE 9 %
6. B E Signature Permission "B 7 TV ICKYERINTWS I L 2 HRT S
7. BT 7 55D Broadcast TH > TH. {5 Intent DREM A HRT 2
8. Broadcast EETIF BT FY THBE NS, BV T 1 TRBERERELTLL
9. APK % Export § % & Z(Z, Broadcast #5757 7)) LRI UBRERT APK 2 ELT S

B #tBR % Broadcast Receiver @4 > 7). O — K T# % ProprietaryReciver I&. #H Broadcast Receiver & & U'#1#J Broad-
cast Receiver DA TFIFAE N 3,

InhouseReceiver. java
/%
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except inm compliance with the License.

* You may obtain a copy of the License at

*

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

O R S

limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class InhouseReceiver extends BroadcastReceiver {

(continues on next page)
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// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION";

// BROIEFFED/NY & 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "DFERAE /Y > 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZE/Nv < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName() {
return isDynamic 7 "E#PREEIH Broadcast Receiver" : "EHBREEFHH Broadcast Receiver";

@0verride

public void onReceive(Context context, Intent intent) {

// kRA VN 6Kk MEESR Signature Permission NERT TVICEYERINTWE I L AR T 2
if (!SigPerm.test(context, MY_PERMISSION, myCertHash(context))) {
Toast.makeText (context,
"R EF Signature Permission AEMT FVICL Y EEZEINTLAWL, ",
Toast .LENGTH_LONG) .show() ;

return;

/7 kRA Y~ 7h BT TUDSD Broadcast TH>TEH., F(E Intent DEEM AR 2
/) Y TIVICDERE, 3.2 ANT—90LLEEHERT 2] 258,
if (MY_BROADCAST_INHOUSE.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText (context,
String.format("%s:\n [s] Z%fE L7, ", getName(), param),
Toast.LENGTH_SHORT) .show() ;

// kR4 b 8%k Broadcast RETIEBRT 7Y THZDD, VT4 TRIERERELTELWL
setResultCode (Activity.RESULT_0K);
setResultData(String.format ("t 7 4 77215 from %s", getName()));

abortBroadcast () ;

£ Broadcast Receiver I& AndroidManifestxml TEET %, x 42.1 DL DI, WHRDN—=I 3 VIC& > THEY
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Broadcst Intent DZEICHIRAHBDTEET DI &,

AndroidManifest.xml
<?rxml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.inhousereceiver" >

<!-- kR4 Y~ 1% Broadcast ZEEADMEESE Signature Permission ZE&ET 5 -->
<permission
android:name="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION"

android:protectionLevel="signature" />

<I-—— X RAV b 2Kk ERZEADMBEES Signature Permission 2FIAEE T2 ——>
<uses-permission

android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<I-— kRA VK 3%k ezported="true"lC& Y., BARMICARREST D ——>
<I-- kR4 b 4k §B Broadcast Receiver E&EIC T, MEESR Signature Permission #EXREEY 2 -->
<receiver
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiver"
android:exported="true"
android:permission="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION">
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_INHOUSE" />
</intent-filter>
</receiver>

<service
android:name="org.jssec.android.broadcast.inhousereceiver.DynamicReceiverService"

android:exported="false" />

<activity
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

&)f Broadcast Receiver (& 7 04 5 IsHi T registerReceiver() # & U unregisterReceiver() MU T Z & IS & W B &
BEEMRT B, Ry VIBREICK WU BER BEERIR%EITD 28I ProprietaryReceiverActivity LIC/RY VY EBE L TW3, B
#J Broadcast Receiver €1 > X ¥ > Z |& ProprietaryReceiverActivity & Y £ HiE AR\ 78 ProprietaryReceiverActivity
DAVN—FEHE LTRET 2 Z EIETERLY, ZD7® DynamicReceiverService D X ¥ /N—Z# & L THIH Broadcast
Receiver DA ¥ 24 ¥ A % {RF & . DynamicReceiverService % ProprietaryReceiverActivity D SFR T3 &
IZ & Y B89 Broadcast Receiver % BRI E Sk EERMEIR L TW 5,
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InhouseReceiverActivity. java

*

* % %X %X X %X ¥ X%

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

*
N

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

public class InhouseReceiverActivity extends Activity {

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.main);

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

startService(intent);

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent);

3

DynamicReceiverService. java

/*

*

¥ % %X %X %X %X ¥ X x *x *x

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and
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* limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import
import
import
import

import

public

android.app.Service;
android.content.Intent;
android.content.IntentFilter;
android.os.IBinder;

android.widget.Toast;

class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =

"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@0verride

public IBinder onBind(Intent intent) {

return null;

Q@Override

public void onCreate() {

super.onCreate() ;

mReceiver = new InhouseReceiver();
mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();
filter.addAction(MY_BROADCAST_INHOUSE) ;

filter.setPriority(1); // #M Broadcast Receiver & Y EIH Broadcast Receiver Bkt 2

// kRA VN 5% BB Broadcast Receiver &8k d 5 & &, MBEESR Signature Permission 2 BREZTT 2

registerReceiver (mReceiver, filter,

"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION",

null);

Toast.makeText (this,

"Ehf) Broadcast Receiver Z&EfHL 7=, ",

Toast.LENGTH_SHORT) .show();

@0verride

public void onDestroy() {

super.onDestroy () ;
unregisterReceiver (mReceiver);
mReceiver = null;
Toast.makeText (this,

"Bjf) Broadcast Receiver & EHFMIMRL 7=, ",

Toast.LENGTH_SHORT) .show() ;
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SigPerm. java

/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

*

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % %X %X X %X ¥ X%

limitations under the License.

*
N

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName A EZE LT TV DNy r—IZ5MWMET 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFEIFKEIRL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED/NY & 1 {BEIEBD/NY ¥ 1{EZLHET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager ® API CHEEMRIIN AL
return pm.hasSigningCertificate(pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIHFHEIE PkgCert Z#FA L. /Ny Y2 EEREBL TLHET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;
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PkgCert. java

/%
*

*

*

* ¥ %X %X % x

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and
ltmitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // BHEAFIHRbHDAWL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

(continues on next page)
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return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("7%02X", b));
}

return hexadecimal.toString();

* R4 > k9% APK % Export % & £, Broadcast #55t7 7Y &R UHARKREHET APK 2 ELT 5,

' #® Generate Signed APK ==
Key store path: C:¥jssec¥Projects¥keystore
Create new... || Choose existing... |
Key store password: |----:-- !
Key alias:
Key password: | .......

[_] Remember passwords

I (o) [ ]

42.2 Broadcast EETT Y LA UCHKERTAPK 2 ELT 3

JRICB4BRE Broadcast Receiver ~ Broadcast #5924 > )L O— K& 7R,
R4 > b (Broadcast #3%(59 %) :
10. ERZEADMBES Signature Permission = E&Y %
11. Broadcast Z{S A DI E EZ Signature Permission 2#FIAEE ¥ %
12. B E% Signature Permission "B 7 7V ICK Y ERZBSINTWB I & 2RI 2
13. Receiver FEHT TYRETH I MH, BV T4 TREREEEFELTHL WL
14. Receiver ICIRE EF Signature Permission &K ¥ %
15. EREZITMBHBA, BRT—IOREMEHDRT 2

16. APK % Export % & Z(Z, Receiver fI7 7Y &R URHHKERT APK 2 EHLT 2

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest zmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.inhousesender" >

(continues on next page)
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<queries>
<package android:name="org.jssec.android.broadcast.inhousereceiver" />

</queries>
<uses-permission android:name="android.permission.BROADCAST_STICKY"/>

<I-— )kRA VK~ 10k ERZEADOMEESR Signature Permission E&EY 5 -->
<permission
android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION"

android:protectionLevel="signature" />

<!-— %kRA VN 11 % Broadcast ZIEFADMBEES Signature Permission ZF|AEET S ——>
<uses-permission

android:name="org. jssec.android.broadcast.inhousereceiver .MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org. jssec.android.broadcast.inhousesender.InhouseSenderActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseSenderActivity. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
http://www.apache.org/licenses/LICENSE-2.0

*
*

*

*

* You may obtain a copy of the License at

*

*

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

*

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousesender;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

(continues on next page)
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import
import
import
import
import
import

import

public

android.

android.

android

android.
android.
android.

android.

content.BroadcastReceiver;

content.Context;

.content.Intent;

os.Bundle;
view.View;
widget.TextView;
widget.Toast;

class InhouseSenderActivity extends Activity {

// B#® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.broadcast.inhousesender.MY_PERMISSION";

// BHOERAED/NY 2 1B
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DFIEAE /Y ¥ 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZ/Nv < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public void onSendNormalClick(View view) {

// KkBRA TN 12% JREES Signature Permission NEM T TVICEIWERINTVWR I EAHRT S
if (1SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"JRE EF Signature Permission AEMT FYICL Y EEZINTLAWL, ",
Toast.LENGTH_LONG) .show () ;

return;

// kBRA VN 13K Receiver BT TVRETHIH L, BV T4 TRBEREZEFELTELW
Intent intent = new Intent (MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM", "> F 1 J/RER from Sender");

// kR4 N 14k Receiver ICHMBES Signature Permission = ERT %
sendBroadcast (intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION");

public void onSendOrderedClick(View view) {

// kRA VN 12 HBESR Signature Permission NERT TVICLYERINTWE I L %2R T D
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,

(continues on next page)
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"JHEEZ Signature Permission KB T FUICKYERZINLTULARWL, ",
Toast .LENGTH_LONG) .show () ;

return;

// kR4 KN 13k Receiver FEHTTVRETHEZNS, BT 1 TRIBEREEELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM", "> F 1 T7RfEHR from Sender");

// kRA VN 14 % Receiver ICBEESR Signature Permission ZEKYT %
sendOrderedBroadcast (intent,
"org.jssec.android.broadcast.inhousesender.MY_PERMISSION",

mResultReceiver, null, O, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

/7 kRA VN 156Kk HEREZITMBIBA, BRT—IDREMEHDRT S

/Y TIICDEERE, [3.2 ANT—90RLMERRT 21 258,

String data = getResultData();

InhouseSenderActivity.this.loglLine(String.format ("f&R Vsl #Z{F L7 ", data));

I
private TextView mLogView;

@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

SigPerm. java

/%

*

¥ % %X %X %X %X ¥ X ¥ %

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

(continues on next page)
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* See the License for the specific language governing permissions and
* limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName # E&H LT TV DRy r—IUZ%WMEBT 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packagelName;
// 3E Signature Permission DIFEIFKBIKRL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY ¥ 2{EEEBED/NY ¥ 1{EEZHET B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEIEZIRIIN AL
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DH&IE PkgCert ZFAL. Ny Y2 EEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

L S T T R

Unless required by applicable law or agreed to in writing, software

(continues on next page)
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* distributed under the License ©s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // @BHERIEEDALRL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
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return hexadecimal.toString();

* R4 > k16 % APK % Export % & ZIZ, Receiver fll7 7Y ¢ E UFRER T APK 2 ELT 5,

' ® Generate Signed APK ]

Key store path: ' C:¥jssec¥Projects¥keystore

I Create new... | | Choose existing... |
Key store password: ------- _'
Key alias: II"- ]
Key password: [ ....... ]
[_] Remember passwords

o) S () [

423 Reciver fll7 7Y LR LRAKERT APK 2EEY 3

422 V—ITv Y

Broadcast ZERET 2ICIEUTOIL—ILEFEB I &,
1. 77N TOAERT % Broadcast Receiver |3IERFEZRET 2 (WEH)
2. ZM5 Intent DREMEHRT 2 (WH)
3. B ES Signature Permission \&, BT TUNAEERE LI EABALTHETZ (WAE)
4. BREBERTHEICIE., BEXT TUHISOBRBERFRITEEST S (BE)
5. YT 4 T1ER% Broadcast E£1E Y 235613, ZIEFBEA Receiver ZHIRT 2 (7R)
6. Sticky Broadcast \ZldE > ¥ T 1 TERESHHRV (BAE)
7. receiverPermission /N2 X —% DIBEX L Ordered Broadcast \F@M2WZ EWH B Z &ITER (WA)
8. Broadcast Receiver "5 DRIET —9 DRLM AR T 2 (WH)

9. EEZ ZRMICIRHT 2BEICIE. TOEEDMKRDREKELZMEEFT S (BEH)

4221 77)RATOHERAT 5 Broadcast Receiver (ZIEABRET S (WHAE)

7 7Y N TOMER S S Broadcast Receiver IZIENFRET 5, Thick ., 7 71 HhS5ERE J Broadcast % %
TR->TLES ZEIRLCAY, 7Y OMEEAFIRSNAY, 77T OIMEICEEAE/RLAEYTEIOERHRSCIED
T&3%,

A—7 7))L SDHFIEI NS Receiver Tl Intent Filter Z25¥ BT 5 & 5 A05&5HE L TidA 574\, Intent Filter D14
BE BA—77YADIAR Receiver EMEUPHTDE Y TH. Intent Filter REATHEVPHLAZEZICEHETHT T D
/NG Receiver s O LT LEDIBELNBEETIHNSTH D,
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AndroidManifest.xml (FEH#EEE)
<I-- HET7 TV ICIEABIE T B Broadcast Receiver —-->
<l-- 4.2.1.1 - R4V M 1: exported="false"lC& Y. BARMICIELFRERZRET D -—>
<receiver android:name=".PrivateReceiver"
android:exported="false" >
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_ACTION" />
</intent-filter>

</receiver>

[42.3.1. A L T& W exported 38E & intent-filter 3 E DA E D (Receiver DIFHE)] BBRT DI &,

4.2.2.2 ZfE Intent DXL %% MHET S (WE)

Broadcast Receiver D49 1 FIC& > TEFY RV IEEAZ D, Z{E Intent DF— % Z 0BT ZRICIE. F 3218 Intent D
ZEMEREELAIThIERS AW,

/ABA Broadcast Receiver & RFELZHDT7 7 55 Intent 2FZ(FE D7, IV 7 DKE Intent % 5% | EL 2 ATHE
A3 B, FE/NF Broadcast Receiver &t 7 7' A 5 Intent A BEFEFITED Z & EARV, LALA—77)AORE
Component BMED 7 7'1) H 5% (FEX > 7= Intent DT — 4 % IE/AF Broadcast Receiver ICERiET 2 2 & H D70, ZfF
Intent &% BRKEICRELTH D EEATIR SRV, BEPRE Broadcast Receiver & Z DHBEDY RV TH B 72D, iEY)
215 Intent DREMZHRT 2LENDH B,

|—32 ljj?\_’y@ﬁé"‘i%ﬁg;ua-éj %@‘E’i?é Z to

4.2.2.3 M B 7EF Signature Permission (&, B 7 7N ERL I L 2HALTHAT S (WE)

B#D7 7Y H5%EE S N7 Broadeast 7213 &2 Z{F L. TN LA D Broadcast & —t132 15 L % W\ B4t BRE Broadcast
Receiver = E 23546, B EH Signature Permission IC & Y R L A&7 1 id 7% 5720\, AndroidManifest.xml T® Per-
mission £%. Permission ZBXRE S/ CTIIREDR+2TH 278, [5.2. Permission & Protection Level] @ [5.2.1.2.
B EZED Signature Permission TE#7 7)) E#d 2 5% #5RT 22 &, FMBEESR Signature Permission %
receiverPermission /835 X —# [Z3§%E L T Broadcast #5925 A ARICHR T 2LENH 5,

4.2.2.4 HFRBEBEZRTIBEICIE, BEET TIHSOBRBEB/RICERT 2 (WEH)

Broadcast Receiver D% 4 FIC &k 5 T setResult() IC & WIERIFR%E:RT 7 7)) DEREHIEMR S, 226 Broadcast Receiver
DHZEIE. BRBEEEOTTINIILI 7 THIAREMEEH Y., BREBIVBEEF > THELONIBRELH D, FEL
f Broadcast Receiver > B+t BRE Broadcast Receiver DB &3, ERIRZELIGBHEFKT 7)) TH 2 -HOBRIBEHROE W
EHFEYDERT DREIXLL,

Z M & S IZ Broadcast Receiver  SERBER AR TIHBEICIE, RELXLT TV HSOBERBEROFTHICEE LR ITNhIERS
U,

4225 V574 J12E#R% Broadcast X159 254815, Z{ETHEL Receiver 2HIR 32 (WHAE)

Broadcast & WD ZRINRT &SI, £H %D Broadcast lEFRFEZHOT T ICBERE—FEELEY., 913V 0%
BHILAYTBIEABERLTEONIEEATH D, TDRHEY YT 1 THIERAE Broadcast EET 3BAICIEK. <
Y T TICERENEBEINAVE I FEREVRIIBREE LS,
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VT 4 7108 % Broadcast 15T 2354, {SFE T & % Broadcast Receiver 72 (3 AN 2{ERBETH Y. i Broadcast
Receiver I3 ZIERARETHDIVELH D, ZD/HD Broadcast FEEHTEICITUTOL S BEDLH B,

 BA/RMY Intent T Broadcast {59 % Z & TREEEE L. EE L 7={EFE T Z % Broadcast Receiver 72 (7 |Z Broadcast
HRITDHE. TOFEICIKRD 2 DDINI—VhH B,

— A—7 7"') A Broadcast Receiver 38 T T 1u1E Intent#setClass(Context, Class) IC & WIEEERET 5, EiF
B d—RICcoWTikY >y FIa—Rtes >3y T42.1.1. 3E2B Broadcast Receiver - Broadcast % 2189
%-%EETD] BBEICTEI L,

— ftsdD 7 7'1) D Broadcast Receiver 58 T Td 111 Intent#setClassName(String, String) IZ & W 5BE % RET 5 A%,
Broadcast £ {EICEILBIE/Ny 7 —I D APK BLORREERE TV NI RN ERALTHILET S
TH5I & %MHE L TH S Broadcast X159 %, EIRICIZEEEE Intent ZFIATE 2 RDAENEAMT
Hb,

* receiverPermission /8% X —#4 [ B E & Signature Permission % 1§ 7% L T Broadcast %15 L. {S¥89 % Broadcast
Receiver IZ243% Signature Permission ZF|FAEE L TH 55 Ak, EFRMNAQRI—RICODWTEY Y FILd—KEs
v a v 14.2.1.3. B#RE Broadcast Receiver - Broadcast % 2155 % - #5T 5] #BEICT R &, £/2D
Broadcast 32§ A5 %R T 2 ICIEIL—IL T4.2.2.3. MBE Signature Permission |&. BT7 TI)HAEHRELZZ &
EREBLTCHAT2 (WA SERALAThERSRN,

4.2.2.6 Sticky Broadcast ICldtz> 5 1 TRERESHRVL (BE)

JBE @ Broadcast &, Broadcast {505 IC Z{SAIREIRARIC 8 B Broadcast Receiver ICZEME S 3 &, F D Broadcast
ld3EW LT LED, —7 Sticky Broadcast (# & U Sticky Ordered Broadcast, LA TFEH) &, EERBICZEREICHS
Broadcast Receiver ICZENIBIN/BE VAT LLEICFEL DD, D% registerReceiver() ICK W EZETE R &N
B THB, FEICA o7z Sticky Broadcast & removeStickyBroadcast() IC & WIEBD Y 1 IV I THIRTE %,

Sticky Broadcast (3 BEEH Intent IC & 2 HEANFIHRTH Y. receiverPermission /85 X — 4 %357 L 7= Broadcast %1813
TERW, ZO7 Sticky Broadcast TEE L7ZEBIITINL Iz 72 EUCTREBEELHOT7TYHISEBETETLED. L
> Ty YT 1 TRIEHR% Sticky Broadcast TEE L TIE A S AW, Ad, Sticky Broadcast D f 1 Android 5.0
(API Level 21) ICEWTIEHELR>TWS,

4.2.2.7 receiverPermission /X5 x —4% M#gE % L Ordered Broadcast IZ@EHHBWT &EAH DT &ICFE (WAE)

receiverPermission /X5 X — 4 Z3§EH 912325 S vz Ordered Broadcast 1&. YLV T 72 SLARBESHOT TN
Z{ESHRET#H %, Ordered Broadcast (& Receiver 15 DR W [EHR % ZITE D /o8d, 7 IZHEHD Receiver ICIRRLE % S
H2HICFIAIND, BEEDEL Receiver 5 SJEIR Broadcast Bl SN d 7. BEEEZES LIV TH
& #0IC Broadcast % 5218 L abortBroadcast() 9 % &, ##:®D Receiver IC Broadcast A ERE =< 2%,

4.2.2.8 Broadcast Receiver 5> DiR{ET—49 DEEM MRS 2 (HHE)

HRT— 4 %% IR L TE 7/ Broadcast Receiver DY A TICE > TETFY R VIEELR DD, EXMICIEZELEBRT —
IHHEBET Y THEZARMEEEZEREREL TEDICWNE L AIThIER S0,

MRS 7T Broadcast Receiver #°/2B8 Broadcast Receiver DIF&. FRFEDT TIUMNSLRY T—9 &2 ZIFWMB7H, TV T
TOKRET—4 %2 (TR D AREM M H B, IRIETT Broadcast Receiver A°JE/2BH Broadcast Receiver D&, B—7 7Y KA
NODERT—ITHZDTYRVIFBVWEIICEINEEDN, D7 TYHSRITR /2T — 9 2 BBHNICERT —
GELTEET DI ENH D7D, BRT—IEBRHFICRETH 2 EEZTIR SRR, 3RIETT Broadcast Receiver A
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Bt fRE Broadcast Receiver DIZE. ZOHBDY R I THZ70, PRUBRT—IHIRET—9 THIITHEEEAERE
L TREIAE L BITHIER S AV,

32, ANT—49DREM%HRT 2] 28RTBHI L,

4229 BEZ ZRNICIRHT 2BEICIE. TOEEDRKRDFREKELZMEIFST S (LRA)

Permission IC& W RESN TV IBEREES S UOBBEEELMOT7 7V ICTRAICIRET 2158101, RBEET 7)) IC
¥ L CE—® Permission Z8KT 270 & LT, ZOREKEZHR LA FNIER S50, Android D Permission ¥ 1
V74 ETLNTR. RESNLEEICNTZ2T7T)DNODOERT VERICDOVWTOAEREEEZITI. DK LEDR
HICKY, 7X)ICRBINAEENSSICHOT TV IC, REDOLOHICHER Permission ZERT 5 2 & Bt
NZEEEMELH D, TDI &I Permission ZBEHFEL TWE I & EREMICEMARD T, Permission DB EZERHIE & M
lENn 3, 15.2.3.4. Permission DEEZERME] 288D &,

423 7 RNV Z K

4.2.3.1 AL T&LL exported ;27%E & intent-filter 52 E DA EHE (Receiver DIFE

%z 4.2.2 1%, Receiver 2R T2 & ZICHERAL TH LW exported BIE L intent-filter EXRDEAEDHLEERL TWS,
lexported="false” D intent-filter E&FxH Y | DEAZFRAUNEILEE LTWBERICDWTIFUTTHRAT 2,

%422 exported Bt & intent-filter BEROEHE DL EDOFERAR

exported EEDE

true | false BT
intent-filter E&EA$H 2 | & RAIZE | 2iF
intent-filter EFA AR\ | A El) =]

Receiver D exported BHEMRIEE TH 25 ICZ D Receiver AR I N2 HIENBI & 42 2 HME. intent-filter DEZDH
BICKYRE D KA A RTIE Receiver D exported BiEE BISE] ICT 22 & A2BIELTVWS, BIBOL DA
APIDT 7 4L hOBENCFEIREZT DI EILEITIRETHY., exported BED LI BEFa ) T4 LEERERE
HEATRIICEMET 2FEAHI2OTHNIEZNEZFRATRETHDEEALND-HTH 5,

intent-filter % E# L. M D. exported="false” ZIEE T 5 T & #RAZEILE L TWBDIE, BA—7 71 ADIE/BFE Receiver
ICHEF T Broadcast #%E L7226 W TH, ERETMHT 7Y DARK Receiver FMUVELTLESBELNEET EHH
TH?, UFD2 DOMTEREAMUE LRI 2% FAHAT 3,

424 1%, B—=7FTYVAD>S LHIEAR Receiver(7 71 A) %EEEH Intent THRUOHBLWERELIEDH TH S,
Intent-filter(B & action="X") ZEHZEL TWZDH, 77 A LHAVARVWDOTERBEY DFE ER>TWVW5S,

“I1 intent-filter A E & S T WNIL A Receiver, EHES T WA T NILIEARED Receiver & %2 %, https://developer.android.com/guide/topics/
manifest/receiver-element.html#exported #SRD Z &,
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4 ™

FTUA
B intemt T BT
Receiverk B AT

Intent(“X"™)

B SIntent: #E->T
ReceiverE U T

JE2 BReceiver A-1
exported="falzse”
action="X%"

Intent(“X™)

FEMReceiverE =7 ) aD#HHt
A A F—=ILERTNLIBEIE. A—7
)N TODHBroadcastiZ R EN{THA
So

8 AndroidisE

424 EERLEMEDH

4251, 77 AICIMATT7 7Y B THRE LU intent-filter(B ™ action="X") #EHL TW3IHETH >, 9. fthd
77U (77 C) HEEEM Intent T Broadcast &3%EF % DiL. FEAR Receiver(A-1) AlIEZZEE LAVDTHEICEF 2
)7 4 BICIXRBIREICA S R W (DB EDKE),

X2 T ETCHEICRZDIE. 77 AICKZE—7 7Y WDOIEAR Receiver DMUHLTH B, 77 A B
289 Intent % Broadcast % &, E—7 7Y WDIELF Receiver ICMA T, AL Intent-filter = EFH L 7= B OFDOLFH
Receiver(B-1) 6 Z® Intent 2 ZETETCLEINLTH S (HDOKFBDOKRE), 77) AnSTFTT) BICHLTEY Y
T4 TREREZETITEMENELTLED, PHUBATLIzT7THNE, TRFEFEEY VT 1 THRBERDFTRIC
%H'B, F£7. Broadcast #* Ordered Broadcast TH > 75 EIE. BERLAVERBBREZ M >TLED AL H 5,
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4 N

FFIA

BB AIntentF ST

Receiverx MU

Intent(“X™)
F77C
JE4: BReceiver A-1 R Intent®x{E-T
exported="false" Receiver®IE U T

action="X" @ Intent(“X™)

4 BMReceiver B-1
exported="true"”
action="X"

B LactionZ FE # L 1-ReceiverH FFo1=
HHOFTITUNA U A—LENT-1BE
[Z. TR TDReceiver|ZIntent N ELE &
had

. Androidif 7

425 BEILABWEMEDH

=72 L. ¥ 27 LADEET % Broadcast Intent D&% 259 % BroadcastReceiver %3249 23551213, lexported="false”
M D intent-filter EFH Y] ZFATII &, B2, ThUADHEAEDLEIFE>TWIFRWL, Thid, YR TLDNE
f§ ¢ % Broadcast Intent IZB L TId exported="false” THLZEAETH D EWVWIERICH E DK, YRTLDNERFETS
Broadcast Intent & & U ACTION O Intent 27 7' B EE LB E. ThEZELTLED EBHLARVEMEAESIE
TN H DD, INid exported="false” ZIBET DI LICL > THS I LN TE S,

4.2.3.2 Receiver (37 7) #EEIL W EEHF IR W

AndroidManifest.xml IZ 8% B9IC E % L 7= Broadcast Receiver 1&. 41 YA M =)L LAEEFTREMICASBRVOTEER
PRBRETHZ ', TTYVE I BRET S ET, ZALUED Broadcast ERETEDLIICADH, 1 VA M—
JL1%1C Broadcast & MY A—ICL TREBAEHIE S Z £ IETERL, 727 L Broadcast ®# {5 {8 T Intent I
Intent. FLAG_INCLUDE_STOPPED_PACKAGES % %7 L T Broadcast 5 L /=35 &1&. —EsHEEBLTWVWAVWT T
TH>THID Broadcast xZ{ET B &N TZ %,

4.2.3.3 AL UID #2277 i 5% {E S 17z Broadcast (3. 3E/AB Broadcast Receiver Tt 2{ET& 3%

BEOT7TVICAL UID 2852 &NTE S, ZDIHFA. 7= & ZIEAF Broadcast Receiver TH>TH. AL UID
DT T HSEES NI Broadcast TZELTLE D,

LhrLZhidexa) T LREBERZZEEARW, AL UID 2827713 APK 2EL T 2HKEREN—HT B
EMMREEENTH Y., FEABH Broadcast Receiver BZ{ET B2 DIEE# T 7Y 5 5%/E S 17z Broadcast ICRESNZ M5
TH3,

12 Android 3.0 RETIET 7 DA ¥ X h—IL% L7713 T Receiver AEHE NS
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4.2.3.4 Broadcast D&% & 7 D4

3%{§9 % Broadcast (& Ordered M™% 5 THAWD, Sticky 5% 5 TRWADEAEHEICE Y 4 FEHE D Broadcast B EFET
%, Broadcast EfERA XV v RIZIGL T, #{§9 % Broadcast DFEFEM?RE 5, Ad. Sticky Broadcast DfFEFId Android
5.0 (APILevel 21) ICBWTIEHRE LR >TWS,

*x 423 %59 % Broadcast DFEFE

Broadcast DFE% EERAAV YR Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast | sendStickyOrderedBroadcast() | Yes Yes

ZFNZFN D Broadcast DEFHIIRDEH Y TH 5,

& 4.24 3*{ET % Broadcast DFEE T & D

Broadcast DFE3E Broadcast DFE$R I & D
Normal Broadcast Normal Broadcast (&% {585 IC ST RERIRREZ % D Broadcast Receiver (2B 1%

SN THBT %, Ordered Broadcast & 2744, E# D Broadcast Receiver 1A
B¥IC Broadcast % 2{59 2 DO FHTH %, 1 FED Permission ZFD7 Y D
BroadcastReceiver 7217 IC Broadcast #Z{ES €52 & TE %,

Ordered Broadcast Ordered Broadcast (%15 IC 321 AT RE WK A& IC % % BroadcastReceiver A*— D
F DIEFEIC Broadcast 2 Z{ET 2 Z & HEHBTH D, &V priority EHKE W
Broadcast Receiver B ICZ{ET 5, X TD Broadcast Receiver ICEEXETE T 9 %
H. ®AH D Broadcast Receiver A° abortBroadcast() M U'H L 72354 C. Broadcast
IEHRT B, FFED Permission ZFAESF L 727 7' @ Broadcast Receiver 72
I71Z Broadcast #Z{ES#25 2 & T& %, F7z Ordered Broadcast TIFEETT
* Broadcast Receiver 75 DIEREHREZFZITIMB I &L TEZ %, SMS ZERA
Broadcast (SMS_RECEIVED) & Ordered Broadcast DXFRFITH %,

Sticky Broadcast Sticky Broadcast 133X {5 BFIC ZEATRE R IRRE IC % B BroadcastReceiver (D% &
NERICERBRT 2 Z 3R RTLICEY KlF. RIS registerReceiver() % [F
UH L7277 A Sticky Broadcast 259252 &N TE DI EHWRFHTH 3,
Sticky Broadcast (& th @ Broadcast & 27 Y BEIMICHERT 2 2 &£ IER WD T,
Sticky Broadcast B REIZAR > 7= & FIZ, BIRMIC removeStickyBroadcast() % I
U L T Sticky Broadcast ZHiB S & 2 W EHH 5, D Broadcast & R4,
¥ E D Permission % ¥ 2 7 7°') @ Broadcast Receiver 72 (4 IC Broadcast % % {5
IEBZZEIFTERWY, Ny T —REEZE @A Broadcast (ACTION_BAT-
TERY_CHANGED) & Sticky Broadcast DIXZFRBITH 5,

Sticky Ordered Broadcast Ordered Broadcast & Sticky Broadcast D75 D54 % # - 7= Broadcast T# %,
Sticky Broadcast & E#k. $FE D Permission % ¥ > 7 7 1) @ Broadcast Receiver
721F 12 Broadcast ZZ{ESH B & IETEAW,

Broadcast DFFHMAIRZBEVDHREAT, EREZWBIENICBEET I ETRICAS,
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% 4.2.5 Broadcast DM IRDEW

Broadcast D45#97%4:#&k% | Normal | Ordered | Sticky Sticky Ordered

FELN Broad- Broad- Broad- Broadcast
cast cast cast

%% {5 A #5 7 Broadcast Re- 0 0 - -

ceive % Permission IC & V)

HIBRY 2

Broadcast Receiver H* 5 D - 0 - 0

WIBERZIRGT 2

Ilg # I Broadcast Receiver - 0 - 0

IC Broadcast Z LB 3

BicxffshTws - - 0 0

Broadcast Z &M b ZET

%

4.2.3.5 Broadcast i%{5 L 7=1&#»' LogCat ICH O S h 2 BEDNH B

Broadcast DEZFIFEARRIC LogCat ICHEAS AW, LHL. ZE/OD Permission FRICK 2T 5 —%. EEFAMOD
Permission RFEICE DTS5 —DERIC LogCat ICT S —OJ M AT S, T5—0O7ICIE Broadcast TEET 2 Intent 15
BREEFINZDT, T5—FHEFFICIE Broadcast =59 2% A & LogCat ICRREINB I &ICFRLTIEL WL,

(581D Permission TEBED TS —

W/ActivityManager (266) : Permission Denial: broadcasting Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION }

from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires
org.jssec.android.permission.MY_PERMISSION due to receiver
org.jssec.android.broadcastreceiver.creating/org. jssec.android.broadcastreceiver.creating.

—CreatingType3Receiver

Z{SAD Permission FEEFD TS —

W/ActivityManager (275): Permission Denial: receiving Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION } to
org.jssec.android.broadcastreceiver.creating requires
org.jssec.android.permission.MY_PERMISSION due to sender

org.jssec.android.broadcast.sending (uid 10158)

423.6 F—LEE (77)) IC¥a— b hy MEEBRET ZHEDEFER

R—LBEEICT ) 2BEBTZHDa— R AY MRIUP Web T30 HFDTvIX—IDEIWURL ¥a— b
Hy bR T BBE0FIRRICOVTHEAT S, fle LT UTOLSIBREEZEZITH S,

FA—LBE (77Y) IL¥a—bAy MEERET S

Intent targetIntent = new Intent(this, TargetActivity.class);

// a—bMAay MERIKIEDZHD Intent
Intent intent = new Intent("com.android.launcher.action.INSTALL SHORTCUT");

(continues on next page)
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(continued from previous page)

//a—hAy hDY Y TRICEEIT 2 Intent Z1BE
intent.putExtra(Intent.EXTRA_SHORTCUT_INTENT, targetIntent);

Parcelable icon = Intent.ShortcutIconResource.fromContext(context, iconResource);
intent.putExtra(Intent.EXTRA_SHORTCUT_ICON_RESOURCE, icon);
intent.putExtra(Intent.EXTRA_SHORTCUT_NAME, title);

intent.putExtra("duplicate", false);

// BroadCast Zff>T, YATALIZYa—hhy MEREWKEET S

context.sendBroadcast (intent) ;

LEETEELTVLS Broadeast 1. ZIFFNF—LBET7Z T THY, Ry T—IREHETIIEHNHLVED, BR
B9 Intent I & % AFF Receiver NDEF LR > TWB I EIERNMMVETH D, 2F Y., LFETESE L7 Broadeast (£v
WOz T7EEDIERDT T I)DNRETEIENTE, ZTOLD, Intent ICEY VT 1 TREFERIFESEN TV L BERFK
BMOWEIC ORI B AREMENH S, URL Z#EICLZYa— by MEERT 23BA. URL ICREBOBRIEENTVS
lEEHBRH, BITFENMVLETH S,

WEAEE LTI, T4.2.1.2. A8 Broadcast Receiver - Broadcast =59 % + EET 5] ICBHINTWBERA Y M
W, EETBIntent ICEY VT 1 TRIEBRIZEFAVEIICTZZENVETH B,

4.3 Content Provider #{E% - I ¢ %

ContentResolver & SQLiteDatabase D1 ~ 4 —7 £ —XHET WS 728, Content Provider (& SQLiteDatabase & Z#&(C
BRI D2 EEEVINZ ZEHE WL, L LERRICIE Content Provider 17 Y ET— 9 H£BEDA 9 —7 2 — %
ETBREIT, T—9REFEOHAE—IBLAWT L ISEFRHIUER, EKT % Content Provider NEFTT —4 DIREFIC
SQLiteDatabase 2> 2 & HTEB L. XML 771UV REDRDRERXEZFES> Z&ETE S, BB, TITHBNT S
B TINIA—RICRT 9 E2RETILEEZZFTLVDOT, BEICHLCTEMT 32 &,

431 > 7 )La—R

Content Provider N ED & S ICFRIEE N B M IC & > T, Content Provider 28382 % ) R 7 0 E A EFENER B, K
DOHEZ O—IC& > TS % Content Provider DY A TTHZ D AL TE 3,
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Mo

R —E2IERRTS

FHESMD
FUIsHAEENS

k4 ¥
. i Exglugive Propristary Temparary
Private Public
A—pr—MlE BHEAE —
5 P 4 ovider
42 BiCantant Provider £MContent Pr Content Provider Content Provider Content Provider

43.1 Content Provider ¥ 4 7H¥IE 7 O—

4.3.1.1 3E/\FH Content Provider %1% - fIFHT %

FE/AB Content Provider I&. E—7 7Y R F THEE 3 Content Provider TH Y. o2& EHERXEMHDF L Content
Provider T# %13,

BAF. 3E/2F Content Provider D44 % 7R 9,
R4 >k (Content Provider %1E3) :
1. exported="false” IC&k V). BARMIICIENFEZRET %
2. BA—F7TIVANLDY IVIRANTH>TH, RIA—IDREMERAT D

3. MATXRT FVRA—T 7Y THZNL, £ oT4 TRIERERZEL TN

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.privateprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<I-— X RA Y N 1%k exported="false"lZ& Y. BARMICIEARZRET S -—>

(continues on next page)

*13 =72 L. Content Provider MIE/ABIEREIL Android 2.2 (API Level 8) LABT TIZHEAE L 2Ly,
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(continued from previous page)

<provider
android:name=".PrivateProvider"
android:authorities="org. jssec.android.provider.privateprovider"
android:exported="false" />
</application>
</manifest>

PrivateProvider. java
/*

* Copyright (C) 2012-2019 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

*

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R T

limitations under the License.

*/

package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";
public static final String CONTENT_TYPE =

"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NE#td 2449 —7 1 —R% A
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

(continues on next page)
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// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH);
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEEAETICEEMEERTHICLTWEED. query AV v RTRT Cursor ZEFIICES
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "Jbi&EE" });
sAddressCursor.addRow(new String[] { "2", "&&H" });
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

Q@0verride
public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

/) hkRAV N 2k A—=FFTIVRANPLDY VIR NTH>TEH. NIA—IDREMEHRT D
// ZZ Tl uri MEEDESEERNTH S I &%, UriMatcher#tmatch() & switch case CHEERAL TW5,
// 3.2 AAT—9DREMEHRET S 25K,
// kR4 YK 3k FIATT7 7YIERA—T7 7V THI ML, B oTF 4 TRERERZELTELW
// 122U getType DIERMNEV VT 1 TRAEKREZR O LIEHF Y AL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

(continues on next page)
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(continued from previous page)

@0verride
public Cursor query(Uri uri, Stringl[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) hkRAV N 2k A—TFTTIRANPSDY VIR NTH>TH, RNIA—YDRLMUEEWHRT D

// T uri MEEDEHBEANTH 2 Z &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDIRT A= DEERIEY Y TIICDELR, [3.2 AAT—9YDOREMERRT 2] 28R,
// kR4 K 3k FIATT7 7YIERA—T7 7V THB L, B oT 4 TREBERERZELTELW

// query DIERDN YT 4 TREKREFONE I NMET TV IRE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

/KR RAY RN 2k B=—T7TVAIMSD) VIR NTH>TH, NTA—YDREMEEHERT S
// ZZTIE uri MEEDEHEBRATH S Z &%, UriMatcher#match() & switch case THEEELTW3,
/) EDRDINT A= QIERIF T Y TIVICDEER, [3.2 ANT—9DRLMUEHET 2] 28R,
//kRAVE 3k FATTTVERA—T ) THEHL, ErvoT 1 THRERERELTL L
// Insert #&R. HBEIND DIV I T 1+ TRERERFONE D NMIT 7Y RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/KR RAY RN 2k =T TVANISDY VIR NTH>TH, NTA—YDREMEEHERT S

// ZZ Tl uri NMEEDEHEARNTH D I &%, UriMatcher#match() & switch case THEERLTW3,
/) TDMDIRT A= DHERIEH Y T DEEE, [3.2 ANT—9DORLMERRT D] 258,
// kR4 K 3k FIATT7 7VIERA—T7 7V THE IS, £ oT4 TREREZRELTELW

// Update SNl A—REA YO T4 TREKREFONE D MET7 T Y RE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

(continues on next page)
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(continued from previous page)

return 5;

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

// update SNz dA— NEERT

throw new IllegalArgumentException("Invalid URI : " + uri);

return 1;
default:
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

// kR4 N 2k A=TTIVANLDY

JIRARTH>TH, NIA—YDREMETERT 2

// T uri NMEEDEERTH B I &%, UriMatcher#match() & switch case THEEALTW3,

/) TDMDINT A= DRERIEH Y TIVICDEEIE, [3.2 ANT—9DREM AR
/7 kRAV L 3k MBATT 7Y IEE—T

// Delete SNl d—RKR#HPEVY T 1
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10;

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI :

I3 %
TNVTHEDE, BT 4 TRIFERERELTEW
TRERAEFONE I NMIT TV IRE,

// delete SNl d— N#&ERT

"+ uri);

08

Zhivno

JRIZ. 3EZ3F Content Provider ZFIFA 9 % Activity Dl % RT

R4 >~ K~ (Content Provider 2FH T %) :
4. A—T7TVRNDY I ITRARNTHZ D5,

5 B—77)VANLDRERERTH>TH.

LUV TF 4 TREREYIIAMIEHTELL

T—YDREMEHRT D

21&

PrivateUserActivity. java

/%

* Copyright (C) 2012-2019 Japan Smartphone Security Association

*

128

(continues on next page)




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR

(continued from previous page)

L R R T R O

*

*

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.privateprovider;

import android.app.Activity;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PrivateUserActivity extends Activity {

public void onQueryClick(View view) {
logLine (" [Query]");

J/KRRAVN 4k B=TTIVARAANDY) VIZARTHEIID, BV VT4 TREREV IJIZAMIEDTEW
Cursor cursor = null;
try {
cursor = getContentResolver().query(PrivateProvider.Download.CONTENT_URI,
null, null, null, null);

/) KRRAV N 5k A—T7TIVANSDERBERTH>TH, BET—YDOREMEHERT D
/) B TIVICDEEE, 3.2 ANT—9DLLLEERERT D] 250,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));
moved = cursor.moveToNext();

}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick(View view) {

(continues on next page)
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(continued from previous page)

logLine(" [Insert]");

J/KRRAVN 4k B—=TTIRAAND) VIZARTHEIID, BV YT 4 TREREY IJIZAMIEDTEW
Uri uri = getContentResolver().insert(PrivateProvider.Download.CONTENT_URI, null);

//KRBAV N 5k AB—T7TYAISOERBERTH>TH, BET—IYDREMEHIET S
/) B TINCDEER, 3.2 AAT—9DRLMEHIET 2] 28R,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Updatel");

/) KBRAVN 4k =T TYVAANDY IIZARTHZNS, V¥ T 1 TRIEFEREY VI MIEHTEW
int count =
getContentResolver () .update (PrivateProvider.Download.CONTENT_URI, null, null, null);

//KRRAY N5k B—T7TVAILOERBERTHo-TH, RIET—YDREMEHERT S
/Y TIVICDERE, [3.2 AANT—9DREMEERT D] 25K,

logLine(String.format(" Js records updated", count));

public void onDeleteClick(View view) {
logLine(" [Deletel");

J/KRRAVN 4k B—=TTIVRAAND) VIZARTHEIID, BV VT4 THREREY IJIAMIEDTEW
int count =
getContentResolver () .delete(PrivateProvider.Download.CONTENT_URI, null, null);

/) KRKBRAV N 5k AB—T7TYAISOERBERTH>TH, BET—IYDREMAEHIET S
/) YTV DEER, (3.2 AAT—9DREMEHKRET 2] 2581,

logLine(String.format(" Ys records deleted", count));

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main);
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;
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4.3.1.2 /2B Content Provider #1/% - #IFH¥ 3%

/ABH Content Provider (&, RFEZHOT TV ICFIAI NS Z & %##8%E L /= Content Provider TH b, 7514 7> M %&[R
ELWZEIL&Y, T zT7h 5 select) ICE>TREFLTWET—9 %REmMSNiY, update() IC&>TF—%
EEEHRZOSNLY., insert()/delete() ICE > THBDT—IDBEARLT —YDHIRE WS T-IEBAZIF /LY L THRIAZ
N/ EITERNBER,

£ 7. Android OS BXE Tl W B EK D2 Content Provider #FIH 4 %354, % DR Content Provider IZf% Y &
FLAERIVIITICVIIRARNNSA—95ZEINDIEFHDIE. BLU. REERT—9A5ZITWME LD
DT EICERIBETH S, Android OS BEED Contacts ¥ MediaStore % % /A5 Content Provider TH 24, <L T
7 i&F N 5 Content Provider IZA W B E L TERLY,

BT, 2B Content Provider DE%&Hl %R T,

R4 >~ K~ (Content Provider % {£%) :
1. exported="true” IC& U, BARBICAFARET 5
2. YOIZRMRSG A=Y DREMERIRT D

3. BV YT 4 TRERERZE L TEAS AL

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.publicprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— kR4 YN 1% exported="true"lZ& Y. BARMICAREZET S --—>
<provider
android:name=".PublicProvider"
android:authorities="org. jssec.android.provider.publicprovider"
android:exported="true"/>
</application>

</manifest>

PublicProvider. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

¥ 0% X %X X %X X X ¥ x

*

* limitations under the License.

*/
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package org.jssec.android.provider.publicprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;
public class PublicProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
public static final String CONTENT_TYPE =

"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NMEMT 24 V4 —7 1 —R&RH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH);
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEFEAETICEEEZRTHICL TWDD, query XV v RTIRY Cursor #BRIICESR
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "Jbi&EE" });
sAddressCursor.addRow(new String[] { "2", "&&H" });
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
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static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

@0verride
public boolean onCreate() {

return true;

Q@0Override

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Cursor query(Uri uri, Stringl[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) KRKBRAV N 2% YIIRAMRSA—YDEEMEEHRT S
// T uri MEEDEERNTH S I &%, UriMatcher#match() & switch case THEERAL TW3,
/) TDMDINT A= DRERIEH Y TIVICDEEE, [3.2 ANT—9DRLMAHRT 2] 288,

/) hkRA YN 3k YV T 4 TRIERERZEL TEASRL

// query DIERDN Y VT4 TREKREFONE I NMET TV IRE,

/S VIZARTDT TYNRIV I 7 THDAREDLH S,

// RV T7ICRBEINTEREORWVERTHNIEHERE LTRLTHE LWL,
switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

(continues on next page)
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/) KBRAV N2k YIIRAMRS A=Y DEEMEEHRT S
// T uri NMEEDEERNTH S I &%, UriMatcher#match() & switch case THEERALTW3,
/) TDMDINT A= DRERIEH Y TIVICDEEE, [3.2 AANT—9DRLMAHRT 2] 28R,

/) RRA YN 3k EYYT 4 TRERERZEL TEASRL
// Insert$5R. RBEIND IDHFEV VT 1 TREKEZFONE I MET TV IRE,
/S VIZARTOT TYNRIVI T T THDARMELH S,
// RV T7ICHBEINTEREORWVERTHNIEHERE LTRLTH LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/) KRAU N2k YIIRAMRS A=Y DELMEEHRT S
// ZZTIE uri MEEDEHNTH 2 I &%, UriMatcher#match() & switch case CHEEAL TW5,
/) FDMDINT A= DRESRIEYT Y TIVICDEERE, 3.2 ADT—9DLLMaHRT 2] #5808,

/S RRAVE 3k EYYT 1 TRRIERERE L TdR S0
// Update SNl A— RENE YO T 1 TREKREZF ONE D MNET TV RE,
//VITANTOT T)NRILD 7 THIARENH B,
// RV TICBBINTEHEREORAWERTHNIEHERE L TRLTH LU,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update SNl O— REAERY

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

/S RRAV N2k UITRAMRIA—SDREMEETERT D
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// T uri NMEEDEERNTH S I &%, UriMatcher#match() & switch case THEERALTW3,
/) TDMDIRT A — DHERIEH Y T D ELR, [3.2 AAT—9DOREMEHRT 2] 28R,

/) RRA VN 3k YV T 4 TRERERZEL TEASRL
// Delete SNl A— REMA YO TF 1 TREKREZFONE D MNET7 TV REE,
/S VIZARNTDT TYNRIVI 7 THDAREDLH S,
// RV TICHBINTEREOAWVERTHNISHERE L TRLTH LU,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete Nl d— REAEIRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

JRIZ. 2B Content Provider ZFIFA Y % Activity Dfl %R,
R4 > bk (Content Provider #FIFH 3 %) :
4. EV T4 TREREY VTR MIEH TR RSN

5 BRT—IDRLMEHERT D

PublicUserActivity.java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;

(continues on next page)
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import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PublicUserActivity extends Activity {

// FASKED Content Provider &Ik

private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";

private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

public void onQueryClick(View view) {
logLine (" [Query]");

if (!providerExists(Address.CONTENT_URI)) {
logline(" Content Provider A*A7E");

return;

J/RRAV N 4k BT TRIERE) VTR MIEHTIEALEW
/NI ZARNEDT YNNIV T T THBAEENELNH 5,

// RV TICRESNTERBEDORWERTHNILY VTR MIEHTEL L,
Cursor cursor = null;

try {

cursor =

getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

// hRRAV N 5k ERT—YDRLUERRET D
/Y TIICDEERE, 13.2 ANT—90REMERRT 21 258,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLline(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick(View view) {
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logLine(" [Insert]");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider MAF7E");

return;

/O KRBAV N 4k VO T 4 TREREZ) VT RAMIBOTERS AL

/S VIZARNGEDT TYNRIV I 7 THDARMEDLH S,

// RV ZTICRE SN TERBORWERTHNILY VTR MIEDHTEL L,
ContentValues values = new ContentValues();

values.put ("pref", "EREZ");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

7/ RRA VN 5k FERT—IDRLMEHERT S
/Y TICDEEE, [3.2 ANT—9DRLMEERET 2] =B8R,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Updatel");

if (!providerExists(Address.CONTENT_URI)) {
logline(" Content Provider A"A7E");

return;

J/RBAVN fKh BT A TRIEREY VTR MIEHTEHRS AV

/) VIOTANEDT TN DT THZARESEDH S,

// RV ZTICHMEBEINTEMBOLAWERTHNIEY VTAMIEHTE L,

ContentValues values = new ContentValues();

values.put("pref", "ERA");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

7/ RRA VN 5k FERT—IDRLMEHERT 2
/) FVTIVICDERE, [3.2 ANT—YDRLMEHAT 5] =58,

logLine(String.format(" 7s records updated", count));

public void onDeleteClick(View view) {
logLine (" [Delete]");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider A"A7E");

return;

J/RRAVN 4k BT A TRIEREY VTR MIEHTIMRS AL

/) VIOTANEDT T)RIINI T THZARESEDNH S,

// RV TICRESNTERBEDORWERTHNILY VTR MIEHTE LW,

int count = getContentResolver().delete(Address.CONTENT_URI, null, null);
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// kRAV N 5k BRT—IDRLMEEHRT D
/Y TIVICDZREE, [3.2 ANT—9DREMEHBT 2] 25K,

logLine(String.format(" %s records deleted", count));

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager () .resolveContentProvider (uri.getAuthority(), 0);

return (pi != null);

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main);

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n");

4.3.1.3 /X— h +—PBR%E Content Provider #{E% - }IFH ¥ %

/X— ~F+—PFR%E Content Provider &, ¥ED7 7Y 723 H SFIBATZ % Content Provider TH %, /S—hF—0EDT7 S
DEBHTTYNEELTVRATLEERL, A= F+—7 7Y EOBTIRD BERPIEEETFEI-DICFBEINS,

AR, /¥—= b+ —PBR%E Content Provider D% % R,
R4 > b (Content Provider %/ %) :
1. exported="true” IC& V). BARMICRARERET %
2. MAXT 7Y OFEFAEN T TA YA MIBEHFINTWE I L 52ERT
3.NR= =T TIVDED)IVTRAMTH>TH, NIA—YDREMEZIET S

4. K=+ F—=T7F7VICEATRL TEWBRICBYIRZELTE W

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.partnerprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— X R4V N 1% exported="true"lC&Y) . BARMICAREZRET S ——>
<provider
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android:name="org. jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org. jssec.android.provider.partnerprovider"
android:exported="true"/>
</application>
</manifest>

PartnerProvider. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.partnerprovider;

import java.util.List;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.ActivityManager;
import android.app.ActivityManager.RunningAppProcessInfo;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;

import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

import android.os.Binder;

import android.os.Build;

public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NME#td 54 V49 —7 11— %A
public interface Download {

public static final String PATH = "downloads";
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public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEFERETICEEMEZRTHICL TWDED, query XV Y RTIRY Cursor ZEH/IICESR
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "JtiEE" });
sAddressCursor.addRow(new String[] { "2", "&&HF" });
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

// kRAV N 2% FIATT 7Y OEAENFRTA M) A MIEFINTWE I EA2HKRT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

// "= KF—=TF T org.jssec.android.provider.partneruser MIEBAE/\Y ¥ 1 {BE% E
sWhitelists.add("org. jssec.android.provider.partneruser", isdebug 7
// debug.keystore D "androiddebugkey "DIEFAEZ /Y > 1@
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DFEBAE/\Nv > afE
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFRRICHD A=~ F—7 ) &%, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
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return sWhitelists.test(context, pkgname);
}
// MBTT ) Oy r—o &% 0E
private String getCallingPackage(Context context) {
String pkgname;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT) {
pkgname = super.getCallingPackage();
} else {
pkgname = null;
ActivityManager am =
(ActivityManager) context.getSystemService(Context.ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am.getRunningAppProcesses();
int callingPid = Binder.getCallingPid();
if (proclist != null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc.pkgList[proc.pkgList.length - 1];

break;

return pkgname;

@0verride
public boolean onCreate() {

return true;

Q@0verride

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/7 kRAV N 2% FIATT 7Y OFEAELN T4 M)A MIEHFRINTWS I L EHRT S
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTT” 7V Id/X—rF—T 7 TlE@L, ");
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/) KRRA YN 3k =" F—=TFTIVBSLDYIVIZARNTH>TH, NI A—YDLLMEEWRT S
// T uri NMEEDEERNTH S I &%, UriMatcher#match() & switch case THEERALTW3,
// 13.2 AAT—9DRLU%aWRET 5] 5288,

/) RBRAVN 4 NR=bF—F7TVICBARLTEWERICBYIRZELTLL
// query DFERMNN— M F—F7 FVICETRLTEWERNED BMET 7Y RE,
switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

/) RRAV S 2% FIATT7 7Y OHBAENFT7A MY R MIEHFRINTVWE I L 52HRT S
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTT7 7V Id/X—rF =T 7 TlERL, ");

/) KRRA VRN 3k =" F=TFTTIVDBSLDYIVIZIARNTH>TH, NS A—YDLLMEEWRT S
// T uri MEEDEERNTH S I &%, UriMatcher#match() & switch case THEERALTW3,
// 13.2 AAT—9DRLU%aWRET 5] 588,

/) RBRAVN 4 NR=bF—F7TVICBARLTEWERICBYIRZELTLL
// InsertfER. RBEIND IDHR— b F—FTVICBHATRL TEWERIE D DMET T ) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/7 hRRAV N 2% FIATT 7Y OFAENFTA M) ZAMIEHZINTWE I E%HERT D
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTT” 7V d/X—hF =T 7 TlERL, ");
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J/KRRA YR 3Kk "= =T TIUDBSLDYIIARTH>TH, RS A—YDLLMEEWRT S
// T uri NMEEDEERNTH S I &%, UriMatcher#match() & switch case THEEAL TW3,
// 13.2 AAT—9DRLL%EMAET 2] 5258,

/) KRBAVN 4k NR=rF—=T7FTVICEATRL TEWERICBRYIRZEL TEW
// Update SNFzL A— KRBV T 1 TREEEFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update SNl a— R#EAERY

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

/7 kRAV N 2% FIATT 7Y OFERAELN R 74 M ZAMIEHFINTWR I L 5MHRT S
if (!checkPartner (getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTTT 7V Id/8—hF =77 1) Tld7aw, ");

/) KRBAVN 3K,k R= =T FTUDLEDYIITRANTH>TEHE, RIA—YDREUEHRT S
// T uri MEEDEERNTH S I &%, UriMatcher#match() & switch case THEERAL TW3,
// 13.2 AAT—9DRLL%EHRET D] 258,

/) KRBRAVES 4k R=rF—=FFVICFHATRL TEWERICBRYRZEL TEW
// Delete SNFzL A— KRBV T 1 TREEEFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete Nl O— REAEIRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);
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JRIC, 78— b F—FR7E Content Provider 2FIf 3 % Activity D% RY,

R4 > bk (Content Provider #FIH 3 %) :

5. #A%%/S— h F—FRE Content Provider 7 7'1) @

6. /83— M F+—FR%E Content Provider 7 7 ICBR L TEXWERICBEW VIV TR MIEHTL W

SERAENR 74 M) A MIBERINTWE I =BT 2

7. /18— M+ —PBRE Content Provider 7 7 h S OERTH->TH, BRT—IYDLSMAHET S

PartnerUserActivity. java

/%

Licensed under the Apache License,

You may obtain a copy of the License at

Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Version 2.0 (the "License");

you may not use this file except in compliance with the License.

http://www. apache.org/licenses/LICENSE-2.0

* limitations under the License.

*/

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

package org.jssec.android.provider.partneruser;

import

import

import
import
import
import
import
import
import
import

import

public

org.jssec.android.shared.PkgCertWhitelists;

org.jssec.android.shared.Utils;

android.app.Activity;
android.content.ContentValues;
android.content.Context;
android.content.pm.ProviderInfo;
android.database.Cursor;
android.net.Uri;
android.os.Bundle;
android.view.View;

android.widget.TextView;

class PartnerUserActivity extends Activity {

// FIES%ED Content Provider &R

private static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";

private interface Address {

public static final String PATH = "addresses';

public static final Uri CONTENT_URI
Uri.parse("content://" + AUTHORITY + "/" + PATH);
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// kRAY KN 5% FIRA%/A—KNF—[RE Content Provider 7 7\ DFERENTT A MY XA MIBHFINLTWDS
/) T EERERT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN— K F—BRJE Content Provider 7 7') org.jssec.android.provider.partnerprovider DIIRAE
/7Ny D BB
sWhitelists.add("org.jssec.android.provider.partnerprovider", isdebug 7

// debug.keystore D "androiddebugkey"DIEFAE/N\Y > 2@

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore D "my company key"DFEEAZ/\v P 18

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA");

// LLFRBRICHD/S— hF—RE Content Provider 7 7' &k, ..
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
// uri % AUTHORITY &§ % Content Provider D/N\v i — I L% G
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi =
getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick(View view) {
logLine (" [Queryl");

// kR4~ 5k FIA%/S—KF—RE Content Provider 7 7Y MIEBAEZEN KT A M) A MIEHFEINTWS
/) ZEERERRT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #IFASE Content Provider 7 VIEHE T4 MR MIFEFINTLAL, ");

return;

// kRAV N 6%k /18— KNF—FRE Content Provider 7 7YICBARL TLWEBRICRY Y I IAMIEDHTEL
Cursor cursor = null;
try {
cursor =
getContentResolver() .query (Address.CONTENT_URI, null, null, null, null);

// kRA VN 7Tk 8= KNF—[RE Content Provider 7 T HMOLDERTH->TH, BRT—IDLRLMH%E

// RIS
/) YV TIVICDERRE, [3.2 AAT—9DREMERERT 5] 251,
if (cursor == null) {

logLine(" null cursor");
} else {

boolean moved = cursor.moveToFirst();
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while (moved) {
logLline(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
¥
¥
finally {
if (cursor '= null) cursor.close();
¥

public void onInsertClick(View view) {
logLine(" [Insert]");

// kBRAV N 5% FIAKL/N—NF—RE Content Provider 7 7)) MFBAZENFTA MY R MIBEHFINTWDS
/) TEEFERT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #IMASE Content Provider 7 VIEH T4 MR MIFFINTULAL, ");

return;

/) kRA VN 6% /I8—hF+—BRE Content Provider 7 7VICEHRL TLWERICEEY Y IV TR MIEHTLWL
ContentValues values = new ContentValues();

values.put ("pref", "FZE");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

/) kRA VN 7Tk I8S—NF+—BRE Content Provider 7 7VHLDERTH-TH., BRT—IDLLHS
// HEERT B
S/ YTV DEERE, (3.2 AAT—9DREMEHKRET 2] 2#51E,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine(" [Updatel");

// kBRAV S 5%k FIA%L/A—KNF—[RE Content Provider 7 7 \) DFIBAEZENE T4 b U A MIBHFINTWS
/) TEETERT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #M% Content Provider 7 7V IEFHR7T4 M) R MIEFINTLAL, ");

return;

// kRAV N 6%k /18— KNF—FRE Content Provider 7 7YICBRL TLWERICRY YV I XMIEDHTEL
ContentValues values = new ContentValues();

values.put ("pref", "EREA");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

/) kRA VN 7Tk IR—NF—FRE Content Provider 7 7 UHLDERTH->TH, BRT—IDRLEU%
// RIS
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/Y TIVICDERE, [3.2 ANT—9DREMEZHERT 2] =B,
logLine(String.format(" Js records updated", count));

public void onDeleteClick(View view) {
logLine(" [Deletel");

// kR4~ 5k FIRE%/S—KF—RE Content Provider 7 7Y MIEBAZEN KT A M) A MIEHFEINTWS
/) ZEERERRT B
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logline(" #HM% Content Provider 7 7 IEHR7T4 M) R MIEFINTULAL, ");

return;

// kRAV N 6%k /18— hNF—IRE Content Provider 7 7UICHRL TIWERICEEW YV TRAMIEDHTLIW
int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

/) RkRA VN 7Th 18— N F—BRE Content Provider 7 7D LDERTH-TE. HRT—IDLLHA
// WIS
/)Y TIVICDERIE, 13.2 AWT—9DRLUEERRT 2] 258K,

logLine(String.format (" Js records deleted", count));

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

PkgCertWhitelists. java

/*
*

*

*

¥ % %X %X %X %X ¥ X * %

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

(continues on next page)

147




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR

2020-11-01

(continued from previous page)

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;

import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha2566 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 % 32 /31 b

sha256 = sha256.toUpperCase();

if (sha2b6.replaceAll("[0-9A-F]+", "").length() !'= 0)
return false; // 0-94-F UHNDXELH S

mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname ICWIGY BEMBD/NY ¥ 1EZEIET %
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY & 1EEEBD/NY ¥ 1EELET 3
if (Build.VERSION.SDK_INT >= 28) {

// % API Level >= 28 Tld Package Manager M API TEEMRELH ATHE

PackageManager pm = ctx.getPackageManager();

return pm.hasSigningCertificate (pkgname,

Utils.hex2Bytes(correctHash),

CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIFEE PkgCert DHBEEFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java

/*

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.
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L O T

*

*

*

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHEDOAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
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if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));

}

return hexadecimal.toString();

4.3.1.4 B#[EE Content Provider #{£% - fIHT %

B %1 RE Content Provider &, B#tUHADT7 T SFAINSZ Z & %E1EF % Content Provider ThH %, EHOBEHE
TTYVTYRATLAEEBR L, BT 7 IR BEROEEETI-OICHAIN S,

LUF. BE#%tBRE Content Provider DR%&H| %R,
R4 > b (Content Provider #41E%) :
1. ¥&E &% Signature Permission # &Y %
2. ¥ B X% Signature Permission # BXKEE ¥ %
3. exported="true” IZ& V. BRENICABERET 2
4. B E Signature Permission "B 7 FYICL W ERSINTVWE Z L RT3
5 BHT7TIDSDY I IRRTH>TEH, NIA—IDREMERRT D
6. MATT7 TVIRBH®HT TITHEN L, BT 4 TRIEREZREL TE W

7. APK % Export §2 & =i, FIRAT7 7)) tALCHRERTAPK 2BHT 2

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.inhouseprovider">

<I-—- kR4 b 1k MEESE Signature Permission &€& 5 -->
<permission
android:name="org. jssec.android.provider.inhouseprovider.MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— kRA Yk 2k BMEESR Signature Permission *BREFT 2 -—>

<I-— kR4 Yk 3k ezported="true"lZ& Y., BARMICARZET S -—>

<provider
android:name="org. jssec.android.provider.inhouseprovider.InhouseProvider"
android:authorities="org. jssec.android.provider.inhouseprovider"
android:permission="org. jssec.android.provider.inhouseprovider .MY_PERMISSION"
android:exported="true"/>

</application>
</manifest>
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*

* % %X %X X %X ¥ X%

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*
N

package org.jssec.android.provider.inhouseprovider;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.content.ContentProvider;

import android.content.ContentUris;

import android.content.ContentValues;

import android.content.Context;

import android.content.UriMatcher;

import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY =
"org.jssec.android.provider.inhouseprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NMEMT 24 V49 —7 1 —R%&RH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;

(continues on next page)
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private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBAEEAETICEEMEERTHICLTWEED. query AV v RTRT Cursor ZEFIICES
private static MatrixCursor sAddressCursor =
new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&&H" });
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

// B# D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider.MY_PERMISSION";

// BHOERAED/NY ¥ 28
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MFERAE /Y > 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZ/\v ¥ 21 {B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
}
return sMyCertHash;
}
@0verride

public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
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return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/7 hRBRAY N 4Kk BMEESR Signature Permission WERT TVICKYERINTWD I L 2R T 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JREEZS Signature Permission AE# T T UICLUEFEINTULARL, ");

//RRAY N5k BRTTUDNSD)IIRANTH>TH, NIA—YDREMEERT D

// 2T uri NMEEDEHEBERTH S I &%, UriMatcher#match() & switch case THEEELTW3,
// 3.2 AAT—9DREMZRET D1 25K,

// kR4 6% FATT TVEBBHRHT T THZHIL, Er T4 TRERERELTEWL

// query DFERNPBRT TV ICHARL TEWERNE DI ™MET 7Y RE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

/7 kRAY N 4Kk BMEESR Signature Permission NERT TVICKYERINTWD I L 2R T 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JREEZS Signature Permission A"E# T T VICLUEZREINTULARL, ");

//RRAV N5k BRTTIUDNSD) VIR NTH>TH, NIA—YDREMEERT
// ZZ Tl uri NEEDEHEARNTH D I &%, UriMatcher#match() & switch case THEEELTW3,
// 3.2 AAT—9DREM%ZRAT D1 25K,
//KkRAV KN 6k FIAT7 7VIEBEBRT TV THE IS, £ T4 TREREZRELTELW
// Insert f&ER. RBEIND IDHBERT TVICETL TEWERNE DI MET TV IRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);
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case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/7 kBAY N 4Kk BMEESR Signature Permission NERT TVICKYERINTWD I L 2HRT D
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JHEEZS Signature Permission F'E#T7 T VICLUEREINTULARL, ");

//hkRAY N5k BRTZTUDNSDYIIRANTHLTH, NI A—YDREMEERT S
// ZZ Tl uri NMEEDEHEARNTH D I &%, UriMatcher#match() & switch case THEEELTW3,
// 13.2 AAT—9DRLLEHRT D] #50,
// kR4 VN 6k FIAT7 7VIEB®T TV THE IS, £V o T4 TRBERERZELTELW
// Update SNTcLA— RNV VT4 TRERERFONE D NMIT T IRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl I— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

// KRRA VN 4k JREER Signature Permission NEM T TYICEWERINTWR I L 2MHRT 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JiHJEH Signature Permission A"E# 7 FVICLUERINTULARL, ");

//KRRAY N5k BRTZTIUDNSDY VIR NTHLTH, NI A—YDREMEERT S

// 2T uri NMEEDEBERTH S I &%, UriMatcher#match() & switch case THEEELTW3,
// 3.2 AAT—9DREMZHRAT D] 25K,

//KhkRAV N 6k FIAT7 7VIEB®T TV THZ IS, £V T4 TRBEREZRZELTELW

// Delete SNFZLA— KRBV VT4 TREREF ONE I NMET TV RE,

switch (sUriMatcher.match(uri)) {
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case DOWNLOADS_CODE:
return 10; // delete&N/=L d— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

SigPerm. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X %X X ¥ X %X * *x

* limitations under the License.

*/
package org. jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermlame & EHE LT T ) DNy r—IZ%5ET 3
PackageManager pm = ctx.getPackageManager();

PermissionInfo pi =

(continues on next page)
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pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packagelName;
// JE Signature Permission DIZEIFRKBIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY L 1{EEERD/NY ¥ 1EZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TEZEMRIEH AIEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DHZ&IE PkgCert ZFAL. Ny Y aEEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

(continues on next page)
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHEDOAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

*RA4 Y hT7% APK % Export $2 & &2, A7 7Y EELURAREERT APK 2EBLT 5,

' ® Generate Signed APK [

Key store path: ' C:¥jssec¥Projects¥keystore

I Create new... l | Chocaeexﬁﬁng".l
Key store password: l ....... :
Key alias: 1"‘!!!!!!!!!!!...’ "..]
Key password: [ ....... 'I
[_] Remember passwords

[ [
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R4 >~ K~ (Content Provider #FA$ %) :
8. #H EF Signature Permission 2 FHES ¥ %
9. B EZ Signature Permission "B 7 TV ICKYERINTWS I L 2 HRAT S
10. FIF% Content Provider 7 7°) OFEBAEN B DEAZETH D Z & 2RI 2
11. B#tBRE Content Provider 7 7'V ICHR L TL WERICIRY Y VTR MIEBHTEL W
12. B#BRE Content Provider 7 7Y B S DFERTH > TH, BRT -9 DRLMEMHAT S

13. APK % Export ¥ & ZIC, FAKXET7 ) CtALCHRKEERTAPK 2BRT 2

AndroidManifest.xml
<?rxml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.inhouseuser">

<queries>
<package android:name="org.jssec.android.provider.inhouseprovider" />

</queries>

<I-- kRA Y~ 8k MEESR Signature Permission ZF|HEET 2 -->
<uses-permission

android:name="org. jssec.android.provider.inhouseprovider .MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name="org.jssec.android.provider.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseUserActivity. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.

*
*

*

*

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0
*
*

Unless required by applicable law or agreed to in writing, software

*

distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

(continues on next page)
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*/

package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.PkgCert;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class InhouseUserActivity extends Activity {

// FIAS%E®D Content Provider |§%R
private static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// B#® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider.MY_PERMISSION";

// BROFIEFFED/NY & 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "DFERAE /Y > 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZE/Nv < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// FF% Content Provider D/\v 7 —I f %S

private static String providerPkgname(Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context.getPackageManager();
ProviderInfo pi = pm.resolveContentProvider(uri.getAuthority(), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

(continues on next page)
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public void onQueryClick(View view) {
logLine (" [Queryl");

// KkBA VS 9k JEES Signature Permission NEH T TYICEWERZRINTWE I E5MHRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" ¥MEEZ Signature Permission AR T TV ICLWERINLTULARWL, ");

return;

// kR4 N 10K FIFASL Content Provider 77\ DFIEAZE N B DIPAETH D L EMHRT 2
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, myCertHash(this))) {

logLine(" #HM% Content Provider FBE4T7 7Y TlEAL, ");

return;

/7 kBRAV N 11 BRIRE Content Provider 7 7V ICBRL TLWERICRY VIV T A MIEDTEW
Cursor cursor = null;
try {
cursor =
getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

// kR4 N 12% BHIRE Content Provider 7 YN LDHERTH->TH, HRT—YDLREMEHERT S
/Y TICDERR, [3.2 ANT—9DREMEHRET 2] 258K,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" 7%d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
¥
¥
finally {
if (cursor !'= null) cursor.close();
}

public void onInsertClick(View view) {
logLine(" [Insert]");

// kBA VN 9k HEER Signature Permission NEM T TYICLWERINTWR I L 2R 2
String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" JHEEZ Signature Permission BB 7 FYICLUERINLTULARL, ");

return;

(continues on next page)
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// kRA VN 10Kk FIASE Content Provider 77\ DIIFAENBHDIPAEZETH 2 I L MR D
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLine(" #IMS Content Provider (EBE#T 7 Tldw, ");

return;

// kR4 VN 11k BHRE Content Provider 7 7YICBARL CTLWERICRY VI TZX MIEHTEL
ContentValues values = new ContentValues();

values.put("pref", "EREZ");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

// KRA VN 12 BHIEE Content Provider 7 7D LDERTH->TH, BRT—IDLLMEHRT S
/)Y TIVICDEERE, [3.2 ANT—9DREMEHERT 2] 251K,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Updatel");

// KkBRA VN 9k HMEER Signature Permission NEH T TYICLWERINTWR I L 2HRT 2
String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" JHEEZ Signature Permission "EH 7 FYICLUERINLTULARL, ");

return;

// kRA VN 10Kk FIASE Content Provider 77\ DIIFAEN B DIPAEZETH 2 I L 4RI D
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLline(" #IMS Content Provider EBE#T 7 Tldw, ");

return;

// kR4 VN 11k BHRE Content Provider 7 7YICBARL TLWERICRY VI TZX MIEDHTEL
ContentValues values = new ContentValues();

values.put ("pref", "EREZ");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

// KRA VN 12 BHIEE Content Provider 77D LDERTH->TH, BRT—IDLLMEHRT S
/)Y TIVICDEERE, [3.2 ANT—9DREMEHERT 2] 2#58R,

logLine(String.format(" 7s records updated", count));
public void onDeleteClick(View view) {
logLine(" [Delete]l");
// KkRA Y~ 9k HEER Signature Permission NEH T TYICLWERINTWVWR I L 2R T 2
String correctHash = myCertHash(this);

if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {
logline(" M EEZ Signature Permission AB#H 7 FVICLWERINTULAL, ");

(continues on next page)
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return;

// kR4 b 10k FIFAS Content Provider 7 7)) DIIFAEN BH DIAAETH D I & 2R 2
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLline(" #IFS Content Provider EE#T 7)) TlERWL, ");

return;

// kBRA TN 11 %k BHRE Content Provider 7 7UICHARLTEWERICEY Y I IZAMIEHTEW
int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

// kBRAV N 12 BRIRE Content Provider 7 TUDNLDIERTH>TH, HERT—YDREMEKRT D
/B TIVICDEREIE, [3.2 ANT—90RLEERDBT 21 258,
logLine(String.format(" s records deleted", count));

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

SigPerm. java

/*
Copyright (C) 2012-2019 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
You may obtain a copy of the License at

*
*
*
* you may not use this file except in compliance with the License.
*
*
*

http://www.apache.org/licenses/LICENSE-2.0

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

L O

limitations under the License.

*/

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

(continues on next page)
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import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermName A EZ LT TV DRy r—IZ5WMET 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFAEILKEIFZ L
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1 BEERD/NY & 1 EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager ® API TEIEIMRIIN AL
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DiHFHIE PkgCert ZFA L., /Ny Y2 {EERBL TLET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*

* Copyright (C) 2012-2019 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
*

You may obtain a copy of the License at

*

*

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

L R . T

limitations under the License.

*/

package org.jssec.android.shared;

(continues on next page)
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import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackagelInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEAEIHRDAWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("7%02X", b));
}

return hexadecimal.toString();

* R4 b 13 % APK % Export % & Z(2, FIA%ET7 ) CALUBARERT APK 2 BLT 5,
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. ® Generate Signed APK ﬁ ‘
Key store path: C:¥jssec¥Projects¥keystore
Create new... || Choose existing... |
Key store password: |----:-- !
Key alias:
Key password: | .......

[] Remember passwords

I o] [ ]

433 FAXT T ERALRAKERTAPK 2EEY

4.3.1.5 —B5EFa Content Provider #{£% - fIH 3 %

—BFEF AT Content Provider &, EARMICIEIEARID Content Provider TH 2 H%. FED T 7V I L T—EMICHEE URI
ANDT R %FFEF % Content Provider T#H 5, FHBRT TV AIEE L7 Intent ZR/RT7 SV ICERNT I &L Y,
ZDRTTVIC—BEHNLRT 72 AERI I ND &L S22 >TWB, Content Provider ] 7 7° Y A BEBIICHRD 7 T V) IC T
VERAHFNEEZ22EEHTED L, —RMNRT I RFAE2KROTE 727 7Y IZ Content Provider I 7 7Y HASZENHIC
TV ERAFAAE5Z5IEEHTES,

BAUF. —B§EFA Content Provider DR % =7,
R4 > b (Content Provider #4{E%) :
1. exported="false” IC & V). —BFEFAI ¢ % Path LIS ZFERNFRET S
2. grant-uri-permission IC& U, —BFEFR 9 % Path Z18ET %
3. —BFHIICEFRI LT TUDSDY VTR N TH->TH, NIA—YDREMEIERT D
4. —REICEFA L7 TV ICHAT L TE WERICBRYVIRZEL TL W
5. —BFMICT V£ R % H T % URI % Intent ICIEET 2
6. —BSMICEFAI S % 7 U L AHEMR % Intent ICIEET S
7. —BEMICT VR &S5 7 7 ICBATRE Intent £3XET S

8. —BFEIDERITT7 7Y IC Intent ZIRIET B

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.temporaryprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".TemporaryActiveGrantActivity"

android:label="@string/app_name"

(continues on next page)
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android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-— —B¥EFH Content Provider -->
<I-- kKA VK 1%k ezported="false"lo& Y, —BFFFAIS % Path UNEFERFEBZRET 2D -—>
<provider
android:name=".TemporaryProvider"
android:authorities="org. jssec.android.provider.temporaryprovider"
android:exported="false" >

<I-- X RA Y b 2% grant-uri-permission &Y. —BFFAIS % Path AI§ET D -->
<grant-uri-permission android:path="/addresses" />

</provider>

<activity
android:name=".TemporaryPassiveGrantActivity"
android:label="@string/app_name"

android:exported="true" />

</application>

</manifest>

TemporaryProvider. java

/%

*
*
*
*
*
*
*
*
*
*
*
*
*

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;

import android.content.ContentUris;

import android.content.ContentValues;

import android.content.UriMatcher;

import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class TemporaryProvider extends ContentProvider {

166
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public static final String AUTHORITIY =
"org. jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org. jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NE#td 2449 —7 1 —R%H
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITIY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITIY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITIY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI (AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITIY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI (AUTHORITIY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEFERAETICEEEEZRTFICLTWSD, query XV v RTIRY Cursor ZHB/IICER
private static MatrixCursor sAddressCursor =

new MatrixCursor(new String[] { "_id", "pref" });

static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new Stringl[] { "2", "&#&H&" 1);

sAddressCursor.addRow(new String[] { "3", "&F" });
¥
private static MatrixCursor sDownloadCursor =
new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

@0verride
public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

(continues on next page)
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switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) KRBRAY S 3k —BENICHFALETTYDNSDY VIR NTH>TEH, NIA—YDREUEHERT D
// ZZ Tl uri NMEEDEHEARNTH DI &%, UriMatcher#match() & switch case THEEELTW3,
/) TDOMDINT A —4 DEERRIEY Y TIVICDZEERE, 3.2 ANT—9DLLMEHERT 2] 288,

/) RRAYS 4k —BERICHETLAET FYICHATRL TEWERICERYIRZEL TEW

// query DIERDPEV O T 4 TREKEFONE I MET 7Y RE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

/) RBRAV S 3k —BHNICHFALETTYNSDY VIR NTH>TH, RNIA—YDREUEHRT D
// T TR uri DMEEDEHEANTH S Z &%, UriMatcher#match() & switch case CTHERLTW5,
/) EDMDINZ A= DHRITY Y TIVICDEER, 3.2 ANT—YDRLMEHERT 2] 258,
/) KRBRAUS 4k —BERICHETLAEAT TYICHATRL TEWERICERYIRZEL TEW
// Insert &R, RBEIND IDH VI T 1 TREKEZFONE I NMET TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

(continues on next page)
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@0verride
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

/) KRBAV S 3k —BHICHFALETTUNSDY VIR NTH>TEH, NIA—YDREUEHIRT S
// Tl uri MEEDEHEBERNTH 2 Z &%, UriMatcher#match() & switch case THEEELTW5,
/) TDMDINT A= DRIEY Y T DELR, [3.2 AAT—9YDOREMERRT 2] 28R,
/) KRBRAUS 4k —BERICHFTLAT TYICHARL TEWERICERYIRZEL TEW
// Update SNFzL A— KRBV T 1 TREEEFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update SN/l I— R¥%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

/) KRBAV S 3k —BHICHFALETTYUNSDY VIR NTH>TH, NIA—YDREUEHIET S
// T Tl uri MEEDEHBERNTH 2 Z &%, UriMatcher#match() & switch case THEEELTW5,
/) TDMDIRT A= DRIEY Y TIICDELR, [3.2 AAT—9YDOREMERRT 2] 28R,
/) KRBRATUS 4k —BERICHFTLAEA7 TYICHARL TEWERICERYIRZEL TEW
// Delete SNFzL A— KRBV T 1 TREEEFONE D DMET 7)) RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete SN/l d— K %RT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

(continues on next page)
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TemporaryActiveGrantActivity. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

*

* limitations under the License.

*/
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class TemporaryActiveGrantActivity extends Activity {

// User Activity ICAY 2183

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryuser";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryuser.TemporaryUserActivity";

@0Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.active_grant);

// Content Provider{ll7 7)) B EEBIMICHED T TV ICT U RAHFAT 252257 —R
public void onSendClick(View view) {
try {
Intent intent = new Intent();

/7 kRA VN 5k —BMICT VL R%FTT S URI % Intent ICIEET S
intent.setData(TemporaryProvider.Address.CONTENT_URI);

/) RRAY N 6k —BENICHRT 27V ZRERE Intent ICIBET 2
intent.setFlags(Intent.FLAG_GRANT_READ_URI_PERMISSION);

J/RRAVN Tk —BWICT O EREFAT BT T ICHHREN Intent 235159 %
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intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity(intent);

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "User Activity AARDM 570\, ", Toast.LENGTH_LONG).show();

TemporaryPassiveGrantActivity.java

/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

*

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L R T S T R

limitations under the License.

*
AN

package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.passive_grant);

/) —BRRT IR AHFAEROTERLT T YIC Content Provider |7 TUNZBMNICT VEAHFATAE5Z 57—
public void onGrantClick(View view) {

Intent intent = new Intent();

/) hRRA YN 5k —BEMICT 7 EREHT T2 URT % Intent ICIEET
intent.setData(TemporaryProvider.Address.CONTENT _URI) ;

/7 hRBRAV N 65 —BENICEFRIT 27 U Z AHER% Intent ICIBET 2
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION);

/7 kIRA Y b 8k —BRFAIDERTTY 7IC Intent ZiRIET 2
setResult (Activity.RESULT_OK, intent);
finish();

(continues on next page)
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public void onCloseClick(View view) {
finish();

JRIC. —BFEFA Content Provider ZFIFA ¥ % Activity Dl %R,
R4 > b (Content Provider Z#FIH 3 %) :
9. BV T4 TRIEHRE ) VTR MIED TR S AL

10. ERT—9 DRLEEHRT S

TemporaryUserActivity. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*
*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.provider.temporaryuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

import android.widget.Toast;
public class TemporaryUserActivity extends Activity {

// Provider Activity ICEAY 218k

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY =
"org.jssec.android.provider.temporaryprovider.TemporaryPassiveGrantActivity";

// FIAS%®D Content Provider &%k
private static final String AUTHORITY = "org.jssec.android.provider.temporaryprovider";

private interface Address {

(continues on next page)
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public static final String PATH = "addresses';
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

private static final int REQUEST_CODE = 1;
public void onQueryClick(View view) {
logLine (" [Queryl");
Cursor cursor = null;
try {
if (!providerExists(Address.CONTENT_URI)) {

loglLine(" Content Provider M ANE");

return;

J/KRRAY N 9k BT 4 TRBHREY VITARNIEDTIERLRW

/) VOIANEDT FYDBTIND 2T THDAREED D B,

// RV ITICREENTEREDRWERTH T I TR MIEDTE L,

cursor = getContentResolver ()

.query(Address.CONTENT_URI, null, null, null, null);

/) KRRAY N 10Kk FERT—SDREMEHERT B

/S YV TICDERE, [3.2 ANT—9DREMEHRET 2] =58,

if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s",
cursor.getInt(0),
cursor.getString(1)));

moved = cursor.moveToNext();

}
} catch (SecurityException ex) {

logLine(" fil4:" + ex.getMessage());

}
finally {

if (cursor !'= null) cursor.close();
}

/) DT T)DN—BENRT IV ERHFATEERL, Content Provider ll7 7 HNZEMICT V AT A2E5X25—2R

public void onGrantRequestClick(View view) {
Intent intent = new Intent();
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {

logLine("Grant MEXRICKRM L £ L7, \nTemporaryProvider ' Y A h—ILZNTWLEHHERL TLZE L,

<4>");
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private boolean providerExists(Uri uri) {
ProviderInfo pi =
getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);

return (pi != null);

private TextView mLogView;

// Content Provider |7 7V ANEEBINICZ DT TSV ICT VLA A 252 27—
@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main);
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line);
mLogView.append("\n");

432 )L—IVTwv Y

Content Provider ORERFICIFUT DI —ILEFZ T &,
1. 77YRTOHRERT % Content Provider |3IEARZET 2 (HH)
2. YO TRMRSGA—YDREMEHERT D (WE)
3. MBEH Signature Permission \&., B T7 TINEELALIE2BRA L THAT S (KA
4. BRBEBERTHBEICIE, BEETTUDISOBRBERFRIEEST S (BE)
5. BEAZZRNICIRHBT 2BEICIE. TOEEORROREKELHIET D (BE)
o, FAAAE LTOL—=ILETFEH T &,

6. Content Provider DIERT—4 DLW HET 2 (KAE)

4.3.2.1 7 7YRHNTOIHERAT % Content Provider I33EAFEET S (WE)

A—77)VAMSDHFIE TN 2 Content Provider (D7 FU DS T VA TEZRELNRBRWVWEIF TR, BEEES
Content Provider #IWE T 27 722 52EEBLARWVWI & H% W, Content Provider 17— 49 H£E T 2HDOTHEATH S
e, 772 M TRABBRWICASTLE S, A—7 7Y AL SDHFIFA SN2 Content Provider (&BARMICIEAFIER
7E L. 3E/ABE Content Provider & §RETH %,

AndroidManifest.xml
<l-— % 4.3.1.1 - R4V M 1% ezported="false"ll& V). BARMICELREET D -——>

<provider

(continues on next page)
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android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"

android:exported="false" />

4322 VIVITRAMNRSA—IDLEMEZHERT S (WH)

Content Provider @4 4 FIC& > TEFYRVIZEARZD, VITAMSA—9ENBTZRICIE. FTTORLME
FLRRTHIER SN,

Content Provider D& XY v RiZ SQL XDOEREBEZR/NFA— Y EZITRMBZ I EE2BELLA VY —T7 2 — IR > Tk
W2H500D, THEADLETIRBEICEEROXFENAZITETEZIFOEDTH Y., Content Provider | TIFHEENAD/INS X —
INEZONZT—RERELRITNIERSBVWZ SISEEIBES,

2B Content Provider IZFHELSHDT T)VDL) VTR MNaZITWMBH, YV 7OREY VTR M 45Z(TESH
BEMED D B, FE/ABH Content Provider &7 Y HSY VT A NEEBEZITRZ Z &RV, LALA—7FTVAROA
B Activity HMED 7 7Y H 53 IFER o 7= Intent DT — 4 % FE/AB Content Provider ICERET 2 & Wo e F—REEZ S
N37H. VITIRAMNEBEBICRETHDEEZTEARSRV, ZOMD Content Provider IZDWTH, ®iEW )/
ANDREMEHERT D2VENDH B,

[32. ANT =49 DLeU%iHRT2] 28RITBI &,

4.3.2.3 M B 7EF Signature Permission (¥, B 7 7V LNER LI L 2HALTHAT S (WE)

B4 7 7 2130 5FFHETE % B#RE Content Provider % {E %354, B EH Signature Permission IZ & Y {R5& L 7% 173
niE% 540, AndroidManifest.xml T® Permission £2. Permission EXXREE 721 TILFEIS R+ TH B8, 5.2,
Permission & Protection Levell @ 15.2.1.2. B E&D Signature Permission TE#T7 7Y EiE T 2 HE] 25R$ 2
Z¢&,

4.3.2.4 BERBEB/EIRITIBAICIE. BREXT TV DS OBREBRRRICERT S (MH)

query() ¥ insert() TIEJ 7 TR MERTT7 7V ICKHERER E L T Cursor ¥ Uri MRESI N D, BRERICEV VT4 T
RIEBRNEENDIHE, BEXT T)HSERFRET 2TEEMENH 5, F7- update() ¥ delete() TIFBF /= IFBIRS 1
LO—REBD) VTR MNERTT7 TV ICHERBRE L TRESND, FNICTFYVHERICE > TREHEIFHIBRS
NELI—REPEY VT 1 TREBEERER DBANH IO TIERTRES,

4.3.25 BEZZRNICIRHY 21581018, TOEEDRDFREKELZMERFT S (BLR)

Permission IC& W RESNTVWIBEREES S OBEZEELMBOT7 TV ICTRUICIRET 215810, BEET7 TV IC
% L CRE—® Permission ZEXKY 574 E LT, ZOREAKEEHERLRITNIER S50, Android @ Permission ¥ 2
VT4 ETILTR. RESNLEEICNTE2T7TUDNSOERET IV ERICDOVWTOHERER 1T, IOMLEKRLEDR
HICEY, 77 ICRBINAEENS SICHDOT TV IZ, REDOLOHICUER Permission ZBRT 5 2 & Bt
NZAREMELH D, TDIZ &I Permission FBEZEL TWE Z & EREMNICEMARD T, Permission DEEZRIE & M
N3, 15.2.3.4. Permission DBZEZREE] #5BI22 &,
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4.3.2.6 Content Provider D#ERT—9 DLLM5#HIRAT 2 (WA)

Content Provider ®% 4 FIC& > TETFY RVIZELZN, HRT—9 0BT IHRICIEK, ETHERT—IDLEMEERE
ELARFhIERS AW,

FI A % Content Provider 22 Content Provider D&, AF Content Provider ICE WU FE L7 7 = 7 HREHER
T—4%ER%ELTL 284D H 5., FIASL Content Provider 2°3E/AFF Content Provider D&, B—7 7 ) AH S
RT—9%5ZITWMBZOTY RV EDRBVH, BRT—IE2BREICRETH D EEZATEIARSRL, ZDMD Content
Provider ICDWTH, RPRVFERT Y DORLEMEHRT I2MNELH D,

32. AAT—9 DLEeMaMHRT 2] #8832 &,
4.4 Service %1% - FIBY 3%

441 > 7)3—R

Service NED L D ICFIBAINZ ML o T, Service BM8Z 2 ) R 7 P BEYARBHEFEILEL S, RO¥ETZ7AOA—ICEL >
THYER T % Service NEDI A1 TTHZ I EHMTE S, 0B, EKT % Service DY 1 FIZ& o T Service #FIFHT 3
BIORELREFZDT, ARAOEREICOVWVTEEDLE TERIAT %,

C s )

Yes Mo

FAUAMTOAFRTS

THESHOD
ICFI RS

FEMLD
2 LIRS

h 4
Private Public Exclusive Propristary
AFifservice hfiService }i—t#—REService B #hREService

4.4.1 Service ¥4 7DER7O—

Service ICIZEMDEREFEDH Y., TOHEDLSIEMRT % Service DY A FICE212AEERBIRT B &ICR 3, TKRD
HMOBEBBHIAXETROIREREZTHY, SEBEICHELE, PO o IIRBARELEAEGHLEERL, ZOMITEIR
AEgEs LSRR EDETRT,

8. Service DREFFDHMICDWTIE, [4.4.3.2. Service DEERKIZDOWT] BLUVE Service 1 TDH > TIL
d— R (RETHOMWEE D) 2B8BIT 32 &,
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£ 4.4.1 Service DRESE
o¥R FEF Service AF Service N—K~F—BRE B4tFR7E Service
Service

startService B o* 0 - 0
IntentService & 0 o* - 0

local bind ¢ 0 - - -

Messenger bind ! 0 0 - o*

AIDL bind B¢ 0 0 o* 0

LTFTIE R 441 AO*EIDHEAEDEEF>TEEX 2 )T 149414 7D Service DH Y FILaA—RKERT,

4.4.1.1 3E/AF Service 2% - FIHT 3

FE/AFA Service &, A—7 7YV RTOHFEEI NS Service THY, o2& HLLMEDE W Service TH %,

F7=. JENF Service #FAT BICIE. 7 TR %=BET SR Intent Z{F 2 (L33 > THEBT7 7Y IC Intent Z3EELTL

T &NV,

LAF. startService B2®M Service #FRA L7=H %R,

R4 > b (Service 21E3) :

1. exported="false” IC& V). BARMIICIERFERET 5

2. A—7 7 HSD Intent TH>TH., Z{E Intent DEESMAFHRT S

3. BREERTIHEE. WAXRT7 TVRE—7F7)THZHH, VT4 TRERERELTEW

AndroidManifest.xml

<?zml wversion="1.0" encoding="utf-8"2>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.privateservice" >

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false">

<activity

android:name=".PrivateUserActivity"

android:label="@string/app_name"

android:exported="true" >

<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER"
</intent-filter>

</activity>

<!-- JERF Service ——>
<I-— X RA YN 1% exported="false"lZ& Y. BATRMICIENRERET S -—>

<service android:name=".PrivateStartService" android:exported="false"/>

<I-- IntentService & L7 Service —-->
<I-- FERFA Service —-->

/>
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<I-— kRA VK 1%k ezported="false"lZ& Y, BARMICHELRERET S -—>

<service android:name=".PrivatelIntentService" android:exported="false"/>

</application>

</manifest>

PrivateStartService. java

/%

Copyright (C) 2012-2019 Japan Smartphone Security Association

you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*
*
* Licensed under the Apache License, Version 2.0 (the "License");
*
*
*

* ¥ %X ¥ %X *x %

*/

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

package org.jssec.android.service.privateservice;

import android.app.Service;

import android.content.Intent;

import android.os.IBinder;

import android.widget.Toast;

public class PrivateStartService extends Service{

// Service NEEIT 2 & ZIC1EEZTHUHEINS
@Override
public void onCreate() {
Toast.makeText (this,
this.getClass() .getSimpleName() + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;

// startService() NEENABRAZITROEINS
@0verride
public int onStartCommand(Intent intent, int flags, int startId) {
/) hkRA VKN 2k B=7FTUDSD Intent TH>TH, ¥1E Intent DREMEHRT S
/) Y TIVICDEEE, 3.2 ANT—9DOLLEsHERT 2] #5081,
String param = intent.getStringExtra("PARAM");
Toast.makeText (this,
String.format ("/N\T XA —% [}s] Z%(FH >/, ", param),
Toast.LENGTH_LONG) .show();

// P—EREBATRMICKRTSES

// stopSelf ¥ stopService ZE{TLIEEICY—ER%ZKRTTS

// START_NOT_STICKY |&. XEVADVRWVWET kill SNLGFEICEHNICIEERLAWL
return Service.START_NOT_STICKY;

(continues on next page)
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// Service MET I & ZICTRILZITHUHEIND
@Override
public void onDestroy() {
Toast.makeText (this,
this.getClass() .getSimpleName() + " - onDestroy()",
Toast .LENGTH_SHORT) .show () ;

@0verride
public IBinder onBind(Intent intent) {
/7 ZDY—ERITIENA Vv R LW

return null;

WRICIE/NBE Service #FIFAT % Activity DY > FILaA— R &R,
RA >~ b (Service #FIFAT3) :
4. A—7 7Y A Service I 7 T AIEEDARY Intent THEUHT

5. MIRET7 TVRA—7FTITHZDS, £ T4 TREREEELTHELL

6. EWREZITEZIHE. AE—7 71 A Service S DIFERFBEHRTH-o>TH, BET—IDLLMUAHRT S

PrivateUserActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

¥ ¥ %X %X %X %X ¥ x *x %

limitations under the License.
*/

package org.jssec.android.service.privateservice;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class PrivateUserActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.privateservice_activity);
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// Y —E REAA

public void onStartServiceClick(View v) {
/7 RBRAV N 4K B—TTYHA Service ld 7 5 AIBEDBATRH Intent THEUHT

Intent intent = new Intent(this, PrivateStartService.class);

//RBAV N 5 FAETTVEE—T7TYTHEHL, £V T1 TRIEREZZEFELTELW
intent.putExtra("PARAM", "V F 4 TIER) ;

startService(intent);

// F—ERELERY Y
public void onStopServiceClick(View v) {
doStopService();

@0verride
public void onStop(){
super.onStop() ;
// P—EZDRT LTWARWEEIFRT TS
doStopService();
}
// P—ER%&EILET B
private void doStopService() {
/) RRAV S 4Kk B—T YA Service ld Y 7 RIBEDHERH Intent THUHT
Intent intent = new Intent(this, PrivateStartService.class);

stopService(intent);
// IntentService BIAKR S v
public void onIntentServiceClick(View v) {
/7 hRBRAV N 4K B—TTYHA Service ld 7 5 AIBEDBATRH Intent THEUHT

Intent intent = new Intent(this, PrivateIntentService.class);

/) KRBRAV S 5k FHIAETTVIEA—T7 Y THZ IS, YT TREREZEELTELL
intent.putExtra("PARAM", "tV I 7 4 TIRER");

startService(intent);

4.4.1.2 /ABd Service 1% - FIFY %

NBE Service 1&, NFEZHOT7 TVICHAINE 2 & A#BE L7 Service TH 3, W7z 7HEELAER (Intent
BE) BZETBIELHBIEITEENVETH S, F/. Service FBEID Intent AT T P ICZESIN B AHEMED
» B 7T-H N Service DFBENIC IXBARHY Intent 2 L. & 5I(C Service Tld<intent-filter>2#EE LWL D ICTRET
H5,

LA, IntentService B Service ZERAL=HlExRT,
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A~ (Service #1E3) :
1. Intent Filter %= €&t §. exported="true” & BARMICRET %
2. %15 Intent DEEMEMHRT 2

3. BREBRTIBEE. BV T4 TREREEDRW

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.publicservice" >

<!-- API 28 -->

<uses-permission android:name="android.permission.FOREGROUND_SERVICE" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >
<I-- ZBLIFENL Service ——>
<I-— kRAY N 1% Intent Filter xEHEE Y. exported="true"=MHRNICEZET S -->
<service android:name=".PublicStartService" android:exported="true" />
<!-- IntentService Z##& L 7= Service -->
<I-— kR4 N 1% Intent Filter xEHE Y. ezported="true"=MARMICEZET D ——>
<service android:name=".PublicIntentService" android:exported="true" />

</application>

</manifest>

PublicIntentService. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License ts distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
*

See the License for the specific language governing permissions and
* limitations under the License.
*/

package org.jssec.android.service.publicservice;

import android.app.IntentService;
import android.app.Notification;
import android.app.NotificationChannel;
import android.app.NotificationManager;

import android.content.Context;
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import android.content.Intent;
import android.os.Build;

import android.widget.Toast;
public class PublicIntentService extends IntentService{
public static final String INTENT_CHANNEL = "intent_channel";

%k
* IntentService ZMALHA. BIBNB|LOIVA NS V9 2UTHET .
* INHEWEA, T7—ICR 5,
*/

public PublicIntentService() {

super ("CreatingTypeBService");

// Service NEEIT 2 EEIC 1AL IFTEVHEND
@0verride
public void onCreate() {

super.onCreate() ;

Toast.makeText (this,
this.getClass().getSimpleName() + " - onCreate()",
Toast.LENGTH_SHORT) .show() ;

// Service TTWEWLIBEZZ DXV v RIZEERT 2
@Override
protected void onHandleIntent(Intent intent) {
if (Build.VERSION.SDK_INT >= 26) {
Context context = getApplicationContext();
String title = context.getString(R.string.app_name);
NotificationChannel default_channel =
new NotificationChannel (INTENT_CHANNEL,"Intent Channel",
NotificationManager.IMPORTANCE_DEFAULT) ;
NotificationManager notificationManager =
(NotificationManager) this.getSystemService(Context.NOTIFICATION_SERVICE);
notificationManager.createNotificationChannel (default_channel);
Notification notification = new Notification.Builder(context, INTENT_CHANNEL)
.setContentTitle(title)
.setSmalllcon(android.R.drawable.btn_default)
.setContentText ("Intent Channel")
.setAutoCancel (true)
.setWhen(System. currentTimeMillis())
.build();
startForeground (1, notification);
}
// KkBRA VN 2% Z{S Intent DREUEMHERT D
// AR Activity THEIOFATT TUDNTNL I T THIAREMENH S,
/Y TIVICDERE, [3.2 ANT—YDRLMEERET 2] =58,
String param = intent.getStringExtra("PARAM");
Toast.makeText (this,
String.format("/XT XA —% [s] =#Z(FE 57, ", param),
Toast.LENGTH_LONG) .show() ;

(continues on next page)
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// Service T I & ZICTREILZITEVEIND
@0Override
public void onDestroy() {
Toast.makeText (this,
this.getClass() .getSimpleName() + " - onDestroy()",
Toast .LENGTH_SHORT) .show() ;

MRICAE Service ZFIFAT % Activity D> )L A— R %&RT,
R4V b (Service ZFIFAT 3) :

4. Service (3BARBY Intent THUHT

5. 874 TRBREEEL TERLSAWL

6. EREZITIMBHE, BRT —IDRLMEHET S

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.publicserviceuser" >

<queries>
<package android:name="org.jssec.android.service.publicservice" />

</queries>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

PublicUserActivity. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

(continues on next page)
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http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

* 0% %X ¥ X %X x X%

limitations under the License.
*/

package org.jssec.android.service.publicserviceuser;

import android.app.Activity;
import android.content.Intent;
import android.os.Build;
import android.os.Bundle;

import android.view.View;
public class PublicUserActivity extends Activity {

// RIS Service B3R

private static final String TARGET_PACKAGE =
"org.jssec.android.service.publicservice";

private static final String TARGET_START_CLASS =
"org.jssec.android.service.publicservice.PublicStartService";

private static final String TARGET_INTENT_CLASS =

"org.jssec.android.service.publicservice.PublicIntentService";

@Override
public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.publicservice_activity);

// F—E R

public void onStartServiceClick(View v) {

Intent intent =

new Intent("org.jssec.android.service.publicservice.action.startservice");

// kRA VN 4k Service |$BATRM Intent THUHT
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

/) RBRAVEN 5k VYT 4 TRIEREZEE L TUEAS AW
intent.putExtra("PARAM", "V T 1 T TIERWIER");

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService(intent) ;
} else {

startService(intent);

/) RKRAV S 6k EREZITRBIGE, BRT—IDOREMEERT 2
// KY Y TIVE startService() EfF>7- Service FIADHID A, HRIFRIEZIFTES AW

(continues on next page)
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// F—ERELERY Y
public void onStopServiceClick(View v) {
doStopService() ;

// IntentService FAIARY v

public void onIntentServiceClick(View v) {
Intent intent =

new Intent("org.jssec.android.service.publicservice.action.intentservice");

/7 kR4 VKN 4Kk Service l$BARI Intent THUHTY
intent.setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS);

//RBAVN 5k BV VT4 TRIEREZEEL TUERSAL
intent.putExtra("PARAM", "V T 1 T TIERWER") ;

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService (intent) ;
} else {

startService(intent);

@0verride

public void onStop(){
super.onStop() ;
// —EZDRT LTWRWGEIFKRT TS
doStopService() ;

/) P—ER%EILT S
private void doStopService() {
Intent intent =

new Intent("org.jssec.android.service.publicservice.action.startservice");

/7 kR4 VKN 4Kk Service l$BARI Intent THUHY
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

stopService(intent) ;

4.4.1.3 /X\— h+—BRE Service

/IN— N F+—BRJE Service &, HEDT VI SFETE S Service TH D, /N\—hF—0EFo7F) g7 Un
HELTYRTLAEERL, X— =77 EDBETHRD BERCHEAELTEOHICHAIN S,

LAF. AIDL bind B2 Service ={#A L 7=fl&2 =T,
RA 2 b (Service #1E5) :
1. Intent Filter % €&t 9. exported="true” % BARMICERET B
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2. FIATT 7Y OFEHEENFTTA MY R MIEHFINTWS I L %HERT D

3. onBind(onStartCommand,onHandleIntent) THEUH L ch/S— M F—HES HHIGITE W
4. "= F=FF)D5OD Intent TH>TH, Zf5 Intent DRLMUEFHERT 5

50 "=hF=F7FVICHARL TEWERICBRYIRZEL TE L

BB K74 MY ZRMIABESTBHALET T OFHBRE/NY & 2 EQORERFERF [52.1.3. 77 OFEAED /Y & 1{E
ZHEER T Bk BRI B L,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.partnerservice.aidl" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">

<!-- AIDL #FMM L7 Service -->
<I-—— kR4 VK 1% Intent Filter EHBET. exported="true"%BARMICERET D ——>
<service
android:name="org. jssec.android.service.partnerservice.aidl.PartnerAIDLService"
android:exported="true" />

</application>

</manifest>

SEDFITIE AIDL 771 IL%E22ERT B, 1 DId, Service B S Activity ICTF— 4 &#EFTHDIA—ILN\y T4V
Y—T71x—RT, £ 12 Activity B 5 Service ICT—9 5B L. BHREMBT 24 V9 —T7x1—ATH 3, BB,
AIDL 7 7 1 JVICEERR T B/ r—U &k, java 77 A IR T /vy —JZEEARKIC. AIDL 7 71 ILEERT 3
TALIMNIBBIL—BIEIBRENH D,

IPartnerAIDLServiceCallback.aidl

package org.jssec.android.service.partnerservice.aidl;

interface IPartnerAIDLServiceCallback {
/% x
* ENEDLSBEICHUHINDS
*/
void valueChanged(String info);

IPartnerAIDLService.aidl

package org.jssec.android.service.partnerservice.aidl;
import org.jssec.android.service.partnerservice.aidl.IExclusiveAIDLServiceCallback;
interface IPartnerAIDLService {

VLS

* A=)\ V= FH%T S
*/

(continues on next page)
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void registerCallback(IPartnerAIDLServiceCallback cb);

J**
* BERERET S
*/
String getInfo(String param);

/*x
* A=)y V= fIRY 3
*/
void unregisterCallback(IPartnerAIDLServiceCallback cb);

PartnerAIDLService. java

/*

*

¥ % %X %X %X %X ¥ X ¥ X *x %

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;

import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteCallbackList;

import android.os.RemoteException;

import android.widget.Toast;

public class PartnerAIDLService extends Service {

private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service bV T4 7Y MIBRT B1E

private int mValue = O;

/7 kRAV N 2% FIATT 7Y OFERAENFTA M)A MIEFINTWD I EA2HERT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
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boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

/) IN—NF—=TF T org.jssec.android.service.partnerservice.aidluser DIEBAE/NY ¥ 1{B% ER
sWhitelists.add("org.jssec.android.service.partnerservice.aidluser", isdebug 7

// debug.keystore D "androiddebugkey "DIFEAE/\v & 1{&

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255"

// keystore @ "partner key"DIEBAE/\vY > a{E

"1FO39BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// WFRBRICHD /A= =T 7 254%. ..

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

/A=Y D EBERT DT TIT I N,

// RemoteCallbackList DRHTZ AV Y RIZRAL Y NE—TIZR>TWS,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks =
new RemoteCallbackList<>();

// A=y JICx LT Service ST —F 5 EET 576D Handler

protected static class ServiceHandler extends Handler{

private Context mContext;
private RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks;

private int mValue = O;

public ServiceHandler(Context context,
RemoteCallbackList<IPartnerAIDLServiceCallback> callback, int value){
this.mContext = context;
this.mCallbacks = callback;

this.mValue = value;

@0verride
public void handleMessage(Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCallbacks == null){
return;
}
// BRZFRKT 5
// beginBroadcast () |&. getBroadcastItem() CHBHEELZIE—%EER LTV
final int N = mCallbacks.beginBroadcast();
for (int i = 0; i < N; i++) {
IPartnerAIDLServiceCallback target = mCallbacks.getBroadcastItem(i);
try {
/) KBRAY M 5k R=rF—=FFYICARL TEWERICBRYZEEFLTEIW
target
.valueChanged ("/{— hF—7 7V IZBR L TL LWEHR (callback from Service) No."
+ (++mValue));

(continues on next page)

188




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2020-11-01

(continued from previous page)

} catch (RemoteException e) {
// RemoteCallbackList AA—IL/N\y JEEELTWBEDT,
// T Tl unregeister L7g W
// RemoteCallbackList.kill() ICk > TE2THRIND

}
// finishBroadcast () |&. beginBroadcast () &¥FIZ7R % AIE
mCallbacks.finishBroadcast();

// 10WBICKERYIRT

sendEmptyMessageDelayed (REPORT_MSG, 10000);

break;
}
case GETINFO_MSG: {

if (mContext != null) {

Toast.makeText (mContext,
(String) msg.obj, Toast.LENGTH_LONG).show();

}
break;

}

default:
super.handleMessage (msg) ;
break;

Y} // switch

protected final ServiceHandler mHandler = new ServiceHandler(this, mCallbacks, mValue);

// AIDL TEZELIA VI —TT—2R
private final IPartnerAIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner() {
Context ctx = PartnerAIDLService.this;
if (!PartnerAIDLService
.checkPartner(ctx, Utils.getPackageNameFromUid(ctx, getCallingUid()))) {
mHandler.post(new Runnable() {
@Override
public void run() {
Toast.makeText (PartnerAIDLService.this,
"FIRTT TV IRBNR— N F=T T TR RN, ",
Toast.LENGTH_LONG) . show() ;

B

return false;
}
return true;

}
public void registerCallback(IPartnerAIDLServiceCallback cb) {
7/ KRRAY S 2% FATT T OFBRENRTA YR MIEFINTWE I L ZHET S
if (!checkPartner()) {
return;

}
if (cb != null) mCallbacks.register(cb);

}
public String getInfo(String param) {

(continues on next page)
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/7 kRAV N 2% FATT 7T QFAENKTA M) ZAMIBEFINTVWE I L 2HAT 2
if (!checkPartner()) {
return null;
}
/) KRBAVN 4k K=K F—=FTUDNSD Intent TH>TH, Zf5 Intent DREMEMHIRT 2
/S FVTIVICDERE, [3.2 ANT—9DRLMUERRET 2] B8R,
Message msg = new Message();
msg.what = GETINFO_MSG;
msg.obj =
String.format("/X—hF =T FUDNSDA Yy RETFHL, M%s] 2ZEFE L. ",
param) ;

PartnerAIDLService.this.mHandler.sendMessage (msg) ;

/) KRRA VN E,k R=hF—=FFVICARLTEIWERICBBYBEELTEWL
return "/N—hF—T T IZBRL TLWIER (method from Service)";

public void unregisterCallback(IPartnerAIDLServiceCallback cb) {
/) KkRA V2% FIBTT 7 OIAENRTA MY RAMIEHRINTWS I L% HET S
if (!checkPartner()) {

return;

if (cb != null) mCallbacks.unregister(cb);
I

@0verride

public IBinder onBind(Intent intent) {
// kB4~ 3% onBind(onStartCommand, onHandleIntent) TIEUH LTA/S— M F—mE D DB TE AW
// AIDL TEHELEXY Y NKOFUHLEBICFT v IDREICRD,

return mBinder;

@Override
public void onCreate() {
Toast.makeText (this,
this.getClass() .getSimpleName() + " - onCreate()",
Toast.LENGTH_SHORT) .show () ;

// Service WERITHDEIE., EBHANICA VAV MLERFEZRMT 2
mHandler.sendEmptyMessage (REPORT_MSG) ;

@0verride
public void onDestroy() {
Toast.makeText (this,
this.getClass().getSimpleName() + " - onDestroy()",
Toast.LENGTH_SHORT) .show() ;

// A=y U 5L THRIRT S
mCallbacks.kill();

(continues on next page)
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mHandler.removeMessages(REPORT_MSG);

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

L O

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 13 32 /31 K

sha256 = sha256.toUpperCase();

if (sha2b6.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UADXEHLH B

mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IS BEMD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname);
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// pkgname DEFED/NY ¥ 1{BEERD/NY ¥ 1{BZHEKT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager D API TEIEIRELH AIRE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIFHIE PkgCert DIEEEFIRAT 3

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

*

limitations under the License.

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
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PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =
pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BEHELEHRDLAEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {
return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

RITIS— N F—FRE Service ZFIFAT % Activity DY > FILI— R%ERT,

RA 2 b (Service #FIFAT %) :
6. FIASK/S— b F—[RE Service 7 7Y OFEAFEN R T4 M) R MIBERINTVWD I L 5HRT D
7. MAZNR= M F—RET7TVICHARL TEIWERICBYZEEFELTEL
8. BAZRAY Intent IC & W /X— h F—BR7E Service = U HT

9. R=FF—RET7 TIHLDERBHRTH>TH. 215 Intent DRLMEFHERT S

PartnerAIDLUserActivity. java
/%
* Copyright (C) 2012-2019 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

*

(continues on next page)
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* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.partnerservice.aidluser;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLServiceCallback;
import org.jssec.android.service.partnerservice.aidl.R;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

// kRA Vb 6%k FIRK/I—NF—RE Service 77T DIEBAZEN KT A MY A MIBFEINTWSEZ

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

EETERT D

// IN— KN F—BRE Service 7 1) org.jssec.android.service.partnerservice.aidl DIEEAZ/N\vY ¥ 1{E%FEF

sWhitelists.add("org. jssec.android.service.partnerservice.aidl", isdebug 7
// debug.keystore D "androiddebugkey "DIEFAEZE/N\Y > 2@
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "my company key"DFEBAE/\v > 1{E
"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// UFRRICHD/A— ~F—IRE Service 7 7 = Bk, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

// RIAKD/IN— K F—[RE Activity ICEAT 3153k
private static final String TARGET_PACKAGE =

"org.jssec.android.service.partnerservice.aidl";
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private static final String TARGET_CLASS =

"org. jssec.android.service.partnerservice.aidl.PartnerAIDLService";

private static class ReceiveHandler extends Handler{

private Context mContext;

public ReceiveHandler(Context context){

this.mContext = context;

@0verride
public void handleMessage(Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast.makeText (mContext, String.format("I—JL/Nv VT [s] #&Z{EL7., ", info),
Toast .LENGTH_SHORT) .show() ;
break;
}
default:
super.handleMessage (msg) ;
break;

Y} // switch

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEZ LA V9 —T 1 —R, Service S DBHI %= ZITES,
private final IPartnerAIDLServiceCallback.Stub mCallback =
new IPartnerAIDLServiceCallback.Stub() {
@0verride
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage (MGS_VALUE_CHANGED, info);

mHandler.sendMessage (msg) ;
};

// AIDL TEZLzA V9 —T 1—2R, Service NBHT 3,
private IPartnerAIDLService mService = null;

// Service CERT ZEICFHETZIRI T3V, bindService TRET ZIFEIIMVEICR S,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ILERINEBEICTEEND
@0verride
public void onServiceConnected(ComponentName className, IBinder service) {

mService = IPartnerAIDLService.Stub.asInterface(service);
try{
// Service |\ZHEfR

mService.registerCallback(mCallback) ;

}catch(RemoteException e){

(continues on next page)
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ERS)

// Service WEEKRT LHE

Toast.makeText (mContext,

"Connected to service", Toast.LENGTH_SHORT) .show();

// Service NEERT LT, IXxI I arvMIishizaIilidiins

@0verride

public void onServiceDisconnected(ComponentName className) {

Toast.makeText (mContext,

"Disconnected from service", Toast.LENGTH_SHORT) .show();

};

@0verride
public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;

setContentView(R.layout.partnerservice_activity);

mContext = this;

// Y—ERBEBRRY v
public void onStartServiceClick(View v) {
// bindService ®E{T9 %

doBindService();

// BEREGR Y »
public void onGetInfoClick(View v) {

getServiceinfo();

/) H—EREBLERY Y
public void onStopServiceClick(View v) {

doUnbindService();

@0verride
public void onDestroy() {
super.onDestroy() ;

doUnbindService();

/**
* Service ICIERT 2
*/
private void doBindService() {
if (!mIsBound){

// kRA Vb 6% FIRAK/IS—MF—RE Service 77 DIEBAEN KT A MY A MIEBHFINTWVWS Z & 55D

if (!checkPartner(this, TARGET_PACKAGE)) {
Toast.makeText (this,
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"FIFE% Service P VIEHRTA MY R MIEFINTULARL, ",
Toast.LENGTH_LONG) .show() ;

return;

Intent intent = new Intent();

/7 kBA VN 7k FIREN— M F—BRET 7V ICHRL TEWERICRYZEELTEW
intent.putExtra("PARAM", "/N—kF—T FYICHTRL TEWIER");

// kRA Y~ 8% BERM Intent IC& W /X—MF—FRE Service Z#IEUH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);

mIsBound = true;

VAL
* Service NDEMEIMIT 2
*/
private void doUnbindService() {
if (mIsBound) {
/7 BFERLTWEL Y RY D H BI56 ISR
if (mService != null){
try{
mService.unregisterCallback(mCallback) ;
}catch(RemoteException e){
// Service NEEBRT LTWIGE
/) Y TNIC D ERBIZEF

unbindService (mConnection) ;
Intent intent = new Intent();

// kRA Y~ 8% BERM Intent IC& W /N—MF—FRE Service Z#IEUH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

stopService(intent) ;

mIsBound = false;

/**
* Service MOIFHREZET 5
*/
void getServiceinfo() {
if (mIsBound && mService != null) {

String info = null;

try {
/7 kBAY N 7k FIAKENA— M F—BRET TVICHARL TEWERICRYZEFLTELL
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info =
mService.getInfo("/{—hF—7 7 IR L TLUWEHR (method from activity)");
} catch (RemoteException e) {
e.printStackTrace();
}
//RRAV N 9k R=FF—RETTIDLDOBEREW/TH > TEH. ZE Intent DREMEHRT 2
/Y TIICDEERE, 13.2 ANT—Y0REMERRT 21 258,
Toast.makeText (mContext,
String.format (" —EZANS [s] ZEIF L7, ", info),
Toast .LENGTH_SHORT) .show() ;

PkgCertWhitelists. java
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

*

limitations under the License.

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64)
return false; // SHA-256 13 32 /34 K

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0)
return false; // 0-94-F UHNDXELH D

(continues on next page)
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mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGY DEMRD/NY ¥ 1EZEIGT 3
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY & 1EEEBD/NY ¥ 1EELET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEEMRFLH ATHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIZ&EIE PkgCert DISREZFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Securtity Association

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* 0% % %X ¥ X %X %X X ¥ x *

limitations under the License.

*
N

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
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if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; // EHEREHEDHLL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256").digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.4.1.4 B [R7E Service

B RE Service 1. BHUAD T Y HLSFEEINZ Z &5EIET 3 Service THh b, EHOEHRT TYTYRTF A
R L., BT USRS BRC#EELATI-DICHIATIN S,

LAF. Messenger bind B4 Service Zf#A L7=fl&Z =T,
A2~ (Service #1E3) :
1. ¥2E &% Signature Permission # &Y %
2. ¥ H E% Signature Permission # BXKEE ¥ %
3. Intent Filter % E& 3. exported="true” & BARHICERET

4. B E Signature Permission "B 7 FYICL W ERSINTVWE Z & RT3
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5. B7 U HSOD Intent THo>TH, Z{S Intent DEREM AR T S
6. MATTZ IVIEBEET U THEHNS, BV VT4 TREREZEELTLIL

7. APK % Export §% & E (2, FIAT7 ) EEUHERERT APK 2EBEY 2

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messenger" >

<I--— kRA U~ 1k MEER Signature Permission & E&EY > -—>
<permission
android:name="org. jssec.android.service.inhouseservice.messenger .MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- Messenger Z=#f L% Service —->

<I-— kRA Vb 2k MEESR Signature Permission xBEREET T2 -->

<I-— kR4 K 3% Intent Filter EHET. exported="true"%BARMICRET D ——>

<service
android:name="org. jssec.android.service.inhouseservice.messenger.InhouseMessengerService"
android:exported="true"
android:permission="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

</application>

</manifest>

InhouseMessengerService. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either exzpress or implied.

See the License for the specific language governing permissions and

* 0% % %X %X X X X X * X ¥ x

limitations under the License.

*
N

package org.jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import java.util.ArrayList;

import java.util.Iterator;

(continues on next page)
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import
import
import
import
import
import
import
import
import

import

public

android.
android.
android.
android
android.
android.
android.
android.
android.

android.

app.Service;
content.Context;

content.Intent;

.0s.Bundle;

os.Handler;
os.IBinder;
os.Message;
os.Messenger;
os.RemoteException;

widget.Toast;

class InhouseMessengerService extends Service{

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION";

// BHOERED/NY 2 1 fE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore D "androiddebugkey "MEEEAZE /v & 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"DIEPAZ/Nv > 1 1B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// Service DU ZA TN (F—9%EEX) ) ANTEET S
private ArrayList<Messenger> mClients = new ArrayList<Messenger>();

/) VTZATY MDD T—8%Z5T 2L EICFIAT 5 Messenger
private final Messenger mMessenger = new Messenger(new ServiceSideHandler (mClients));

/) VATV MO BRITI ST Message =T % Handler
private static class ServiceSideHandler extends Handler{

private ArrayList<Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients){

this.mClients = clients;

@0verride
public void handleMessage(Message msg){
switch(msg.what){
case CommonValue.MSG_REGISTER_CLIENT:
/) VTAT Y NS FRITE D fc Messenger % 3B1N
mClients.add(msg.replyTo);

break;
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case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove (msg.replyTo) ;
break;

case CommonValue.MSG_SET_VALUE:
/S DTAT Y NMLT—9%5%%
sendMessageToClients (mClients) ;

break;
default:
super.handleMessage (msg) ;
break;
}
}
}
%k
* ATV MNMIT—9%%3
*/

private static void sendMessageToClients(ArrayList<Messenger> mClients){

7/ KkRA VN 6k MIBRT 7VIRBRBHT TUTHZNE, By T4 TRBERERELTEN
String sendValue = "t~ ¥ 7 4 77215, (from Service)";

/) BERINTWE 47V b, IEEICEET S
// W—TEART remove LTEETDT—FICT IV EZALIEWDT Iterator ZFIAT 2
Iterator<Messenger> ite = mClients.iterator();
while(ite.hasNext()){
try {
Message sendMsg = Message.obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();
data.putString("key", sendValue);
sendMsg.setData(data) ;

Messenger next = ite.next();

next.send(sendMsg) ;

} catch (RemoteException e) {
/) VAT Y RDFEELABWEEIE. YR MMSERY RS

ite.remove();

@0verride

public IBinder onBind(Intent intent) {

// KRBRA VN 4k HEERE Signature Permission NER T TYICEWERINTWR I L 2HRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"JREE Signature Permission EM T TYICLUERI N TULARL, ",
Toast.LENGTH_LONG) .show() ;

return null;

J/ KRRAV N 5k BT TUDNSD Intent TH>TH, 215 Intent DREMAEERT 2

(continues on next page)
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/B YTICOEER, 13.2 ANT—9DREWEHERT 2] 28R,

String param = intent.getStringExtra("PARAM");

Toast.makeText (this,
String.format("/N\T X —% [s] Z#Z|FH>7, ", param),
Toast.LENGTH_LONG) .show() ;

return mMessenger.getBinder();

@0verride
public void onCreate() {
Toast.makeText (this, "Service - onCreate()", Toast.LENGTH_SHORT).show();

@0verride
public void onDestroy() {
Toast.makeText (this, "Service - onDestroy()", Toast.LENGTH_SHORT).show();

SigPerm. java
/*
Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

*

*

*

*

*

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or tmplied.
* See the License for the specific language governing permissions and

*

limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermlame & EHE LT T ) DNy r—IZ%ET 5
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PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packagelName;
// 3k Signature Permission DIFEIFKBIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1{EEERD/NY ¥ 1EZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TBEZMREEH AIEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIB&EIE PkgCert ZFIAL. /Ny Y 1EEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X ¥ X %X %X X ¥ x *x

limitations under the License.

*
N

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
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correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackagelInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEREHEHLL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 b 7% APK % Export 2 & Z12, FIAT7 7YY ERUCHEKERT APK 2 EHLT %,

" # Generate Signed APK =23

Key store path: ' C:¥jssec¥Projects¥keystore

{ Create new... | | Choose existing... |
Key store password: _'
Key alias: I ]
Keypassﬂord: [....... ]
[C] Remember passwords

I [ [

442 FATT T EEUBAKERTAPK 2ELT S
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RICBE#BRE Service #FIAT % Activity DY > ) a— R&RT,
RA > b (Service #FIFT %) :
8. JHE EF Signature Permission 2 F|HEE T %
9. B E % Signature Permission ’B# 7 7V ICK Y ERSINTWB I & 2R T 2
10. FIA%T 7 OMAENBHOIAETH D I L EHAT S
1. MAETTVRE/RT TV THENE, By T4 TRIEREEBLTELW
12. BR7REY Intent IC & W B#EBRE Service ZIFUH ¢
13. BRT7 T HSOFERBERTH>TH. 21 Intent DRLMEHRT S

14. APK % Export 9% & ZIZ, FIALET7 7Y ERUHAREERTAPK 2EELT S

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messengeruser" >

<queries>
<package android:name="org.jssec.android.service.inhouseservice.messenger" />
</queries>

<I-— )k R4V~ 8k MEER Signature Permission ZHAEET 2 -—>
<uses-permission

android:name="org. jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity

android:name="org. jssec.android.service.inhouseservice.messengeruser.InhouseMessengerUserActivity

android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseMessengerUserActivity. java
* Copyright (C) 2012-2019 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.

*
*
* You may obtain a copy of the License at
*

(continues on next page)
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http://www. apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the spectific language governing permissions and

* % % X ¥ x X%

limitations under the License.

*/
package org.jssec.android.service.inhouseservice.messengeruser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;
public class InhouseMessengerUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

// FAKZD Activity IER

private static final String TARGET_PACKAGE =
"org.jssec.android.service.inhouseservice.messenger";

private static final String TARGET_CLASS =

"org.jssec.android.service.inhouseservice.messenger.InhouseMessengerService";

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION";

// BHOERAED/NY 2 1fE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DIEFAZE /v ¥ 1 1B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZ/Nv < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";
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}
return sMyCertHash;

// Service T —48%%ET DL EICFIAT S Messenger

private Messenger mServiceMessenger = null;

// Service LT —49 %#%(ET % & EICFIAT % Messenger
private final Messenger mActivityMessenger = new Messenger(new ActivitySideHandler());

// Service B DRITEL > 7% Message = WIEY % Handler
private class ActivitySideHandler extends Handler {

@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
//RRAV N 13k BRT TUDSORRERTH->TH, EORLMEEHET S
/B TIVICDEEE, [3.2 ANT—9DRLEERRT 21 258,
Toast.makeText(mContext, String.format("tH—EZXMNS sl #EE L7, ", info),
Toast.LENGTH_SHORT) .show() ;
break;
default:

super.handleMessage (msg) ;

// Service MR HEFICHIET SRV 3, bindService TRET ZIZEIIVEICRS,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ICEMINIHZEICEIEND

@0verride

public void onServiceConnected(ComponentName className, IBinder service) {
mServiceMessenger = new Messenger(service);
Toast.makeText (mContext, "Connect to service", Toast.LENGTH_SHORT).show();

try {
// Service [CEBD®D Messenger %Y
Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT);
msg.replyTo = mActivityMessenger;
mServiceMessenger.send(msg) ;
} catch (RemoteException e) {
// Service NEEKRT LTWIgE

// Service NEEHRT LT, ORI a v InBEICHIENS
@0verride
public void onServiceDisconnected(ComponentName className) {
mServiceMessenger = null;
Toast.makeText (mContext, "Disconnected from service", Toast.LENGTH_SHORT).show();

(continues on next page)
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(continued from previous page)

};

@Override
public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState) ;
setContentView(R.layout.publicservice_activity);

mContext = this;

}

// Y—ERBBRRY v

public void onStartServiceClick(View v) {
// bindService RT3
doBindService();

/7 EREISHRY v
public void onGetInfoClick(View v) {

getServiceinfo();

/) F—EREBLERS
public void onStopServiceClick(View v) {

doUnbindService();

@Override

protected void omnDestroy() {
super.onDestroy() ;
doUnbindService() ;

J**
* Service ICHEfRd %
*/
void doBindService() {
if (!mIsBound){
// kR4 N 9Kk MEESR Signature Permission NERT TVICEYERINTWE I L 2HRT D
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this,
"JREEH Signature Permission AR T TYICK Y ERINTULARWL, ",
Toast.LENGTH_LONG) .show();

return;

/7 kRAV N 10Kk FIALET 7Y QRSN EHDIAETH D & AR T D
if (!PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText (this,
"FIELEY—ERIEERT Y TlEARW, ",
Toast.LENGTH_LONG) .show() ;

return;

Intent intent = new Intent();

(continues on next page)
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(continued from previous page)

/) kRA VN 11 % FIAET7TTVIRARET T THZHE, VT4 TRIBREZEELTHLL
intent.putExtra("PARAM", "V T« TRIER") ;

// kRA VN 12% BARBEY Intent IC& Y BHIRE Service ZMUH 9
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
mIsBound = true;

VLT
* Service ND¥EMmMELIRIT 5
*/
void doUnbindService() {
if (mIsBound) {
unbindService (mConnection) ;

mIsBound = false;

VAL
* Service NOIFREIIGT 2
*/
void getServiceinfo() {
if (mServiceMessenger != null) {
try {
/) BROREEERT S
Message msg = Message.obtain(null, CommonValue.MSG_SET_VALUE);
mServiceMessenger.send(msg) ;
} catch (RemoteException e) {
// Service BNRERT LTWIHE

SigPerm. java

/*
*
*

*

*

* % %X %X X %X ¥ %

Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

*
AN

(continues on next page)
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(continued from previous page)

package org. jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{
// sigPermlame & EHE LT T ) DNRNy r—IZ%WGT 5

PackageManager pm = ctx.getPackageManager();

PermissionInfo pi
pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DIFHEIZKREIZL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED /Ny ¥ 1 {BEIEBD/NY ¥ 1{E% BT B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API TEIEIRIIAN FIHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes(correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIZ&EIE PkgCert ZFMAL. /Ny Y 2EZREL THERT S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e){

return false;

PkgCert. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

*
* Licensed under the Apache License, Version 2.0 (the "License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

(continues on next page)
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(continued from previous page)

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHELEHRbDEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha266 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();
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* R4 >k 14 % APK % Export §% & ZiC, FA%LT7 7Y LR URAREERT APK 2ELT 2,

' ® Generate Signed APK ||

Key store path: [ C:¥jssec¥Projects¥keystore ]

[ Create new... I | Choose existing... I

Key store password: |_ ------- |

Key alias: C | my company kei ) I ]

Kevpassﬂm‘d: |....... ]
[C] Remember passwords

o) (e ] [ ]

443 FAXT T ERURAKERTAPK 2EEY 3

442 V—-ITv 7y

Service REFFICIILLTDOIN—ILEFEH T &,
1. 77V RTOHMERT 3 Service FIFLBRET 2 (WHE)
2. RET—IDRLMEHRET D (WE)
3. B ES Signature Permission |&. B 7 TYNERLZZ 2R L THRATSZ (WA
4. BT D594 IV T Service DHREEIRMT 2D EHET S (WE)
5. BRERAERTHZSICE, BREET TS OBRBERRBICERT S (BA)
6. FIR% Service BEE T & 5358 (LBBRB Intent T Service =FIAT 2 (W7H)
7. M DFET T BT 2HEEFIAL Service =HRT D (WE)
8. EEAZZRMICEMT 2BEICIE. TOEBEDORROREKELHTET S (WAE)

9. BV T4 TRIERIITEBMRYZES AL (HLE)

4421 77)VATOHERAT 5 Service [FIEAFHBRETZ (MEA)

7FYR (X7 AL UID) TOAMERAI NS Service I EIERFRET 5, ThicL Y. D7 7Y HSEREE T Intent
EZITMoTLEIZEN LAY, PTYOHEEFBAINE, 7T7YVOHEICEEREHTHEOHREEHBCZEN
T&3,

F4& FiF AndroidManifest.xml T Service ZE % T BFRIC. exported B % false ICT 27217 TH .

AndroidManifest.xml
<I-- FERFA Service -->
<l-— Kk 4.4.1.1 - R4V M 1% ezported="false"lZ&Y . BARMICHERFHEZET D ——>

<service android:name=".PrivateStartService" android:exported="false"/>
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Flz. =RV EVERDNEN, B—F7FTVALSDOAFAEETN S Service TH Y, 5D Intent Filter BT 5 &£
S REREHIZ L TIEA 542\, Intent Filter DB L, E—7 7Y RDIEAR Service #UHE T D+ Y T, Intent Filter
BETHEUHELZEZICEHETMHT 7Y OLE Service EEUH LT LEDIBEV’EETEIHNSTH S,

AndroidManifest.xml (FEHESE)
<!-- FERFH Service -->
<l-— % 4.4.1.1 - R4V N 1% ezported="false"lZ& V). BARMICHELRERET D -—>
<service android:name=".PrivateStartService" android:exported="false">
<intent-filter>
<action android:name=" org.jssec.android.service.0PEN />
</intent-filter>

</service>

[4.4.3.1. exported 7 & intent-filter FZFE DA EDYE (Service DIHE)l BBRT B &,

4422 ZET—YDOREMERET D (BA)

Service ® Activity & R#RIC. 215 Intent D7 — 4 2B T ZFRICIE. £T (5 Intent DREM LR L AT NIEARS
W, Service ZFIFAY 215 Service MO DIER (& LTEELE) BHRORLUEEHRT 2UENH S, Activity D
[4.1.2.5. 25 Intent DRLM%HRT 2D (WA 14.1.2.9. FIALK Activity NS DR Y Intent DREM %IRRT 5 (b
Al BRI L,

Service ICEWTIL, Intent UAICE XY v ROMUH L Message IC& 2T —9DEZERENH D0, ThENE
BLTEEEZTODRITNERSRW,

32, ANT—49DREM%HRT 2] 28RTBI L,

4.4.2.3 MEES Signature Permission (3. B 7 7UNERELZ & 2BALTHATSZ (ME)

B#H7 7V EFNSFATE 2 BHIRE Service 535 A. MEEH Signature Permission 1IZ & W IRFE L & iF hid
72 572\, AndroidManifest.xml T® Permission . Permission EXREE X1} TIXREI T +DTH 720D, 152
Permission & Protection Level] ® [52.1.2. B EZE D Signature Permission TR 7 7 )BT 2 /5%l #B5RT 3
Z¢&,

4424 E¥$T 5494307 T Service DIEEA IRt T 2N EHIET D (WA)

Intent /35 X — 4 QR P MM B EF Signature Permission DR & Wo/ctF 1Y 71 Fx v ¥ % onCreate ICANTIE
WiFw, ZDIEHIE, Service NEBFICH L WEREZZ (T & ZIC onCreate DUIEARFEINRWEHTH S, L
7D > T, startService I & > THRIBE N3 Service ZEE T 5155 (%, onStartCommand (IntentService ZFIA T 5158
l& onHandlelntent) THIE %={Th AT HILA 5%\, bindService TRIIAT % Service #RET 2 HBELRABD I EHNE
Z%DT, onBind THIEZ LT NIELSA,

4.4.25 HERBEBEZRTIBEICIE, BEET TIHSOBRBEBRTRIERT 2 (WEH)

Service DY 1 FIT& > THRBBDIRESSL (A—IL/Ny JDIFUVH LI Message Di%EfE%k) 77 OEREHNER
%, REENTINDIT7 THZAREMEDSERL THAICERRRICH T 2EEEZ LA ITFHIER S,

I, Activity D [4.1.27. fERBWEBTIHEICIE, BEXT TI)HSOBRBWFRIERT 2 (BR)] 28RT
5 Z t o
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4.4.2.6 FIF% Service »'EE TZ %354 13BRM Intent T Service #FIFHd % (%HAE)

RS 2XAY Intent IC & Y Service ZFIA T % &. Intent Filter DEZEME UIFEICIXFEICA >~ X b —JL L 7= Service IC Intent
AEFINTLES.  LEMMICAL Intent Filter 2R L ATV T THEICA VA M—ILENTWERIGE, <L
D T 7IC Intent AEF SN TLFW, BRFENAEL S, —FA. BASRH Intent IC& VW Service 2FIFAT 2 &, #BELE
Service LIA-#° Intent #Z{ET 5 Z & 137 LEEMER L TH 5,

L. BIRERTRERNHZD T, Activity D 4.1.2.8. FIFLE Activity B'EE T E 235 & (EBARM Intent T Activity
ZFEYT2 (kA 28RT22 &,

4.42.7 e DRET T LBET BIHEIEFAS Service =R T 5 (WH)

LD ET T EEETIIFAICIET 74 M) A ML 2BBAEENH D, BT7 TVRNICHALT 7Y OFERAE /Y
DanFORBLTEL, ARAEOHBAENY Va2 RRBLTWRAMAENY a2l —BRIT 20 2RI DT, &
WFELT7TVICIntent 2RITT DI LA IENTE S, BEFRNARERERCODVWTRY Y FILd—RKEsvay
[4.4.1.3. /18— M F—[RE Servicel] 28RT 22 &,

4.4.2.8 BEZZRNICIRHT 258ICIE. TOEEDRDFREKELZMERFT S (BLR)

Permission IC& W IRESNTVWIEREES S UOBBEEELZMOT7 7V ICTRAICIRET 2158101, REET 7)) IC
f L CRE—® Permission ZZE3RK$ 270 E LT, TOREKELHERLAFNIER S, Android @ Permission ¥ 1
VT4 ETILTR. RESNEEEIINTET7TUDNSOEET IV EZRICDOVWTOHERER 1T, IOEKRLEDR
MICEY, 77 ICRBINAEEN S SICHOT TV IZ. REDOLOHICVHER Permission ZERT 5 2 & Bt
N2IREMENH D, DT &IE Permission ZBHFFEL TWVWD Z & & REMICEMAD T, Permission DB RRERIRE & T
N3, 15.23.4. Permission DEBEZEZERBE] #8RIT 2 &,

4429 o T4 TREBERIITEZRYZESAR W ()
TEESHOT T EETBIEAICIEEY YT 1 TRIERAZE > TR S AL,

VYT 1 TIRER%E Service EZIFEL T 2HE. TOBROBHR) R 7 E2REFT LARIFHIEARSAL, 2B Service 12
ENMNLABERIIVNTRBET R EEZ R IFNIERS W, F//8— M F—BRE Service Y HRE Service 12354 L 7= 1&4R
HZN 5 Service DEREICEKEL TBEHRFRY RVDKNNH %,

YUY TF A TRBREITEDIRITEMLAVWEIICIXRIRNETH D, £ 2HEE. FIAK Service JEFETE S
Service ICBRTE L. 1E#R A LogCat 2 EITIRB L AW E D ICRE L A hida s,

443 7 K/XV R K

4.4.3.1 exported %7 & intent-filter 32 E DA EHE (Service DIFE

ZDHAA RXETIE, Service DFAEM 5IENE Service. AF Service, /8— b+ —[RE Service. B#FRE Service D
4 9414 7D Service ICDWTREAEZEBRTWVWD, &4 41 TICFFINTL S AndroidManifest.xml @ exported B4 &
intent-filter ERDIEAEHOEERDRICE &7z, FB D & LT3 Service DY 1 7 & exported RIS & U intent-filter
BROF/IGNHELWI EE5HRT D &,
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% 4.4.2 exported B & intent-filter ERDEHEHE

exported EEDE

true false BIEEE
intent-filter E&EN'$H 2 | (HFAZL) (ERAZL) (fEFRZELE)
intent-filter EFARL | KB, X—MF—PRE. BHIRE | FLH (fEFRELE)

Service M exported BHEMNEIEE TH BB EICF D Service BRI N B NN E 425 ML, intent-filter DEZDEE
ICEWREZ M RHA RTIE Service D exported BiE%E MBIEEI ICTHIEERIELTWS, AIRO & 574 API
DT 74 NOBENCFHIRELAT DI EIGEBITDIRETHY., exported BEDL I REFa ) T4 LEERBREEH
THICBEMMELT 2FEL’HE2OTHNIEZNEFIAITRETHDEEZONZDTH 5,

(3 4.4.2 exported B & intent-filter EZ DA EHE] IZHBWT lintent-filter EEMNH S| #I_NT [(FEARLE)] I
LTWBDIE, RS V7> M&fE> T Service ZRIAT 5 &, ED Service B VTV MIRBET 2D EIBETET,
BEDHD Service M'ISELTLEDAEEELNHZ7-DTH %,

F 7z, Tintent-filter EFEH 35| & lexported="false”] ZFERAZEILICL TWVWSHDIE, Android DIRZEWVNE LT, B—7
7Y ADIERE Service EMUPHE L7=DEW TH, BEETMT 7Y O Service EMTHE L TLE DHBENEFET 2
-HTH B,

BAEBICIE. Android RULTD & S RiRZ2BVWET D TT 7Y FZERFICKRE VI VETH 2,

o BHD Service TR UHAAED intent-filter % EHF L7256, HLICA VA M= LET T RAD Service DEREIE
£xhd

o BEERMY Intent %= fF o 72358 1E. OS IC& o> TEED Service EBIMIRIEN T, HUHIN B,

LUFD 3 DOET Android DIRZEBEWICL 2EHEHMUE LARI 2EHA%5RBAT %, 4441F BA—=77TYRAM
5 LAIENEE Service(7 71 A) #BEEE Intent CHUHEAWEEREEDOHI TH S, Intent-filter(EF action="X") %
EHELTWZOHN, 77) ALIVWAVOTEERY OBEER>TWS,

" \
FFUA
FE SR IntentZEF T
Service®E AT
Intent{“X")
FFcC
FE4sMService A-1 EEMIntentF{E-T

exported="false" Service ZEUHT
action="X @ Intent(“X")

Service A-1[XIF2BAService T T. 7
TUAGS LU ZEITTEGRL

L Androidii &

444 EELEEOH

“14 intent-filter HEFHEE N TVHILAR Service. E&HI N T WA NIEIEAR Service & 4 %, https://developer.android.com/guide/topics/manifest/
service-element#exported
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445 B LV H4461E. 7T AICIMATT 7Y B THRA L intent-filter(H 7 action="X") #E&HL TW3IHET
H5,

4451k, 77V A-T7TYBDIETA VAN =—LINEFETHD, TDHBE. 77 CHHEERH Intent 23X T
% &, FEARD Service(A-1) EMUPHZFH> & LTERKRT 2, —A. 77U A KR Intent %2 F > TERBEY ICA—7
7Y ADIENE Service FMUPHEZDT, EFXa)F4 D (FILYz7HERD) @TIEEEREI SRV,

4 N
FFIA
IS S AIntentFF-T
ServiceZM U HT
Intent{“X™)
F7C
JE4sBService A-1 Bﬁ;ﬁﬂqlntentﬁ'ﬁﬂf
exported="false” Service ZIEUHT

action="X" @ Intent(“X"™)

4 MService B-1

FE4rBAServiceZEFoT=-F A SEIZA

exported="true”

etion="X" VA= ILENT-BE X, FE2FASevice
Mintent—filterMH DB/ ENIZAY . 548D
hoDFEURE LIEZ T,

N Androidif 7

445 7TV A—->TT)BODIETA VA MN=ILENLIGE

4461k 7FTYB=T7T) ADIBTIVRAMN—IVENEFBETHY., EF1V T 1AL SHTCEENH D, 7TV
A D EEEM Intent %325 L CR—7 7Y WDIEAR Service ZMUHZI & 5D, £ICA VA =L LETTY)BOD
ABE ActivityB-1) P UVHINRTLESIFERLTVWS, THICEUTTY ALGSTTY BICHLTEY YT TR
BRAEEETIAREMNIELCTLES, PTUBITILIzT7THNE, Z0FFEYUT 1 THRIERORRICEN S,
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4 ™

FFUC
EERIntentZE{E-T
Service ZIEUHT

BService B-1
exported="true"
action="X"

Intent("X")

FFUA
B2 fIntentEF{E-T
Service XU T

Intent{“X™)

FE44MService A=1 . . . : el
exported="false” A BfAServiceZFo>T-77BH kIS

action="X" Rf‘—lbéﬂttﬂﬁ‘li, 'ﬂ'BﬁSeviceﬂ)
intent—filter DA DB ENIZHEY ., FTUA
NoDHFEUSHELT, #8282 TService(B-1)
#HFUHLTLES,

N Androidif 7

446 7TYB—-T7TY ADIETA VR M= ENiBE

ZD&H IS, Intent Filter & AW /=3E/ABE Service MEEEBY Intent MU H LI, BEHER 77 OMUPHE LYPERER T
TIVADEY T 4 TREBROZEERBITZEHICEITIRETIEAL,

4.4.3.2 Service DEEHEICDOWVWT

Service DEREFEIFZHTHY., YV TINIA—RTHELAEF LY T LDIA4 TEDEESHZ-OBEICHH%E
9, startService =¥ T 515G & bindService ZFIA T 2HE L ICKE L DN B D, startService & bindService D
A CHATE S Service 2ER T2 Z & HARETH 5, Service DREFEERET B72HI1C. ROL DI REHICDOWL
THREZEITS> 2 &L,

e Service R T7 FVICABT BH (Service DAF)
o RITHICT—YDPYRY ETID (T —Y DHEZERE)

 Service 2#lfE T 2h (BEICKRT L)

M7AtRE LTEITY 2D (FOEREBEE)
o BEDWIEZRBFICITD D (WLFTLIE)

EEFEDDEERADREDERDATRZRICT D E, K443 DEDICRD, x FRBATELIE L BRSNS
e & SR DORMADBERIZEERT,
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& 4.4.3 Service DREFEDDE

par| Service D/AB | T—Y DIEEZE | Service DFIfE | SOt RMEREE WATALIE
%21 (G2 - ¥, 7)

startService Y 0 X ) 0 X
IntentService B¢ 0 X X ) X
local bind X o 0 X X
Messen- o o o 0 X
gerbind B4

AIDLbind & 0 0 0 0 0

startService %

=BHEAKRHA Service TH B, Service 7 7 A %&#A L. onStartCommand TR %1T D Service DI & %357,

FIFE$ 2{l%. Service % Intent THETE L T startService % {FH L THEU'H . Intent DFEETTICH LT, BRAEDT—
YEBEFZERT I EIFTER WS, Broadcast RERDHEAHMAEGHOETRRT2HENH B, EFENRIEALIL.
[4.4.1.1. 3E0F3 Service #1E% - FIAT %] 28RO &,

X274 LEOF v 713 onStartCommand TITOBENH EH, EETONRNYy TF—IZDPBMETERVWEZH/A— K
+—RR%E Service ICIXFATE AL,
IntentService £!
IntentService I& Service ##EA L TELONTWBE IS RATH %, MUH L AL startService Bl & B TH %, BED
Service (startService BY) ICHERTUT DN H B,

* Intent MALFE (L onHandleIntent T1T ), (onStartCommand (£{fE1> 7 LN)

e BIRLw RTEITIND

« MEBMAFa1—aVTEND

WIBABRAL Y KOZOMEUH UIFBIEISRSI N, Fa—a Vv I#EICEY >—4 > v IUIC Intent (2§ 2 0EATT
bz, & Intent DWTREFE I hRWD, BAODBHICL > TEREOBRLO—D & L TRRNAEETH 5, Intent
DEETICH LT, BRLEDT—FYEEERT I & IETERVDH, Broadcast B ERDHEAMASHETRIRT S
BENH D, BHRHLERAIL. T4.4.1.2. AF Service 1% - FIAT 2] 28RO &,

X2l F 4 EDF v 7t onHandlelntent TITO MBI HZ D, RETONRN v TF—IJEZPWMETERVWEZH/I—K
+—FR%E Service ICIXFERATE AL,

local bind
TFYVERLTOECRARNTOHEN K O—HJL Service %K% T 27HDHE%EIET, Binder 7 ZADSRELEZI TR
ZEZFZH LT, Service TEELMEE (XYY R) 2RV LTICBHTE R LDICT 3,

MAT 2RI&. Service % Intent TIEZE L T bindService ZFH L THEU'H$, Service % bind § 2 AEDHTIE, &H
DUTIWBEETH BN, BITOERATOERP Service DARENATERVWLZHARIIBEESI NG, EENLEERIL.
Yy FNA—-RICEFEFNZTOY ¥ b [Service PrivateServiceLocalBind] #ZBDZ &,
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¥ 271 BICIEIEAR Service DAERERETH %,
Messenger bind Z!

Messenger D % FIF L T Service & DEEERIRT 2 HE%EE T,

Service ZFIFAT 21D 5 H Message DiRIE% & LT Messenger 2T Z &N TES7H. MATDT—9DPYEY
PHEBMNBZICRRAETH D, £/, REBIEF21—A VTSN dED. ALYy RE—TJICEET2RE#8,AH 2, &
Message DAFTRIRIF S NARWD, BEBOBHICE > TREEROBRILO—D2 & L TRRDARETH 2. FAT BRI,
Service % Intent T L T bindService Z A L THUHY, BARNAREFIZ. T44.1.4. BHIRE Servicel ZS5RD
Z¢&,

X2V 74 LEDF v id onBind % Message Handler TITD MEAH B M, EEFETO/NN v F—IEZNEETE QW
&/X— N F—FR7E Service ICIFERATE AL,

AIDL bind !

AIDL Ot#A %R L T Service & DEEEZRIRYT 2 AE%2HET. AIDLICE>TA 9 —T7 2 —R%EEHL. Service
DROHBEEEAY Yy FELTRMT S5, £/, AIDLTEZELAEA VY —Tz—RZFARITER TSI LT, I—-I
Ny P ERBTDIEHETES, YILFAL Y REUH LIKATEERE D, HHMbALIRIZ S A WD T Service I THARMICE
ETI2NENDH B,

FMAY BI&. Service % Intent THEE L T bindService #{FMH L THUHT, EMFEMNLREREMIE, (4413 /S—~F—
[RIE Service] BRD I &,

X254 EDF vy 7IEBHIEE Service Tl onBind T, /8S— b+ —BRE Service TIX AIDL TEZE L1 V49—
TI—ZADEAY Y RTITIVERH D, ANXETHELIE2EF2Y T 1494 TD Service ICFIHARETH 5,

4.5 SQLite #{# 5

AXETIF SQLite AL TT—9R—RDERB S CBREETIRICEF 1) T4 LTEREIREREFEH D,
BRIV ME T—IR=RT74IVDT IV AEQDFENRBREE SQLA VI I P avIc/TIRETHD, I T
. BEBRAEIOT —IR—RT7MVDRAEEEHT BRT TV THETS) BT —IR—RF I I TREBE
# 9 Content Provider D/8y VTV R T7 ) BETOFERAERIRET S, £/, HIBEEV T 1 TREREHR-T
WBZEEHEELTWSH., ZI2TRVGEEMT L LOREADHEAHAEEEEITEDICE I ITETIRES
BRI E2B8HT 3,

451 4> 7)a3—RK

4511 F—9R—XDIER & 1&1F

Android @7 7Y TTF—49 R—2%H S B A, SQLiteOpenHelper 2FRAT B2 & TTF—IR—R T 7 (L DB REE
BEUT I LREDERE HOT7 TIBNTI/EATERVEE) K TEZD, ZZTE. 7TYRBEFICT—9R—2
HEHRL. UL EDST—9DRE - B - BE - HIRETOBEELT T ZFIC, AEHSDADITH L THRIER SQL
NEITINBVWEDICSQLA Pz varvELAY Yy I a—RERT,

A5 77 LI OEEICEL TIE SQLiteOpenHelper DAY X k57 4 DFE 2 5I#K (name) 17 7 1 LD /RZEIBETE B, TDdH, o T
SD #— REBEFEELEZBSICRBOT ) HSOFHAEEHLTRICRDIOTERENVETH 3,
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Name of User-13

45.1 Android D7 7)) TF—49R—2%H D

i I N

1. 7= R—2{EMIZIE SQLiteOpenHelper %= EA T %
2.SQLA VYo avdREE LTANESE SQL XICFERTBIFAICIETL—RAFILSE2RAT S

3.SQLA vz oY avRRNARKE LT TV EHICH S TANEEFIVvIT S

SampleDbOpenHelper. java

/%

* % %

*

*

Copyright (C) 2012-2019 Japan Smartphone Security Assoctiation

Licensed under the Apache License, Version 2.0 (the "License");
you may mnot use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.orqg/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.sqlite;

import android.content.Context;

import android.database.SQLException;

(continues on next page)
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(continued from previous page)

import android.database.sqlite.SQLiteDatabase;
import android.database.sqlite.SQLiteOpenHelper;
import android.util.Log;

import android.widget.Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSampleDb; //HIWIRD T —4 Zi&INT 27 —9N—2

public static SampleDbOpenHelper newHelper (Context context)
{
J/RBRAY N 1Hh T—IR—REMICIE SPLiteOpenHelper Z{EAT %

return new SampleDbOpenHelper (context);

public SQLiteDatabase getDb() {

return mSampleDb;

//Writable E— KT DB %&Fi <
public void openDatabaseWithHelper() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (!'mSampleDb.isReadOnly())// BRICGHAZE AT — T ViFH
return;
mSampleDb.close();
}
mSampleDb = getWritableDatabase(); //ZDEETH—TvEh2d
} catch (SQLException e) {
[/T—IR—ABRICKBLBAEOTHD
Log.e(mContext.getClass().toString(),
mContext.getString(R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_OPEN_ERROR_MESSAGE,
Toast.LENGTH_LONG) .show () ;

//ReadOnly E— KT DB %= f<
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// BEIC ReadOnly TH— 7V ikd%
return;
mSampleDb.close();
}
SQLiteDatabase.openDatabase (mContext.getDatabasePath(CommonData.DBFILE_NAME) .getPath(),
null, SQLiteDatabase.0OPEN_READONLY) ;
} catch (SQLException e) {
S/T—IR—ZBRICKBLFBEOTHEN
Log.e(mContext.getClass() .toString(),
mContext.getString(R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_OPEN_ERROR_MESSAGE,
Toast .LENGTH_LONG) .show() ;

(continues on next page)
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(continued from previous page)

//Database Close
public void closeDatabase() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
mSampleDb.close();
}
} catch (SQLException e) {
S/T—IR—ZBEICKB LB EA TS
Log.e(mContext.getClass().toString(),
mContext.getString(R.string.DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG) .show();

//Context = HATH

private Context mContext;

//T—TIAERAT Y R
private static final String CREATE_TABLE_COMMANDS
= "CREATE TABLE " + CommonData.TABLE_NAME + " ("
"_id INTEGER PRIMARY KEY AUTOINCREMENT, "
"idno INTEGER UNIQUE, "
"name VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ") NOT NULL, "
"info VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ")"

u);n;

+ o+ o+ o+ o+

public SampleDbOpenHelper(Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION);

mContext = context;

}
@0verride
public void onCreate(SQLiteDatabase db) {
try {
db.execSOL(CREATE_TABLE_COMMANDS); //DB#5E1< > RDET
} catch (SQLException e) {
J/T—IR—ABRICKBLIBAOTHD
Log.e(this.getClass().toString(),
mContext.getString(R.string.DATABASE_CREATE_ERROR_MESSAGE)) ;
}
}
@Override

public void onUpgrade(SQLiteDatabase argO, int argl, int arg2) {
/) T=IR=ZADN=I 3V Ty THICETEINDG, T—9BITREOLEETRY 2

DataSearchTask.java(SQLite Database ZOY T K)
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

(continues on next page)
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(continued from previous page)

L R R T R O

*

*

*

*

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the spectific language governing permissions and

limitations under the License.

*/

package org.jssec.android.sqlite.task;

import org.jssec.android.sqlite.CommonData;

import org.jssec.android.sqlite.DataValidator;

import org.jssec.android.sqlite.MainActivity;

import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;

import android.os.AsyncTask;

import android.util.Log;

/T YRR A

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;

private SQLiteDatabase mSampleDB;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

Q@0Override

protected Cursor doInBackground(String... params) {

String idno = params[0];
String name = params[1];
String info = params[2];

String «cols[] = {"_id", "idno",'"name","info"};

Cursor cur;

J/RBRAVN 3k SQLAVYY TV a Y DRRMNANEE LTT7 TYEHICHK > TANELF v 7T 5
if (!DataValidator.validateData(idno, name, info))
{

return null;

//BIEDERE null 2o 52 HRET S)
if ((idno == null || idno.length() == 0) &&

(continues on next page)
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(continued from previous page)

(name == null || name.length() == 0) &&
(info == null || info.length() == 0) ) {
try {
cur = mSampleDB.query(CommonData.TABLE_NAME, cols,
null, null, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

//No MEEES N T W25 No THRER
if (idno != null && idno.length() > 0) {
String selectionArgs[] = {idno};

try {
//RBA VR 2k SQLAYY oY avORRE LTANMEE SOLXICHERT BBEICE T L —RFIL S &
BY%
cur =mSampleDB.query(CommonData.TABLE_NAME, cols,
"idno = 7", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}
return cur;
}
//Name BEESINT WS Name TRE—BRE
if (name != null && name.length() > 0) {
String selectionArgs[] = {namel};
try {
J/RRAY R 2% SQLA VYT a3y ONKE LTANEE SQLXICERY BB TL—RRILY % &
A9 %

cur = mSampleDB.query(CommonData.TABLE_NAME, cols,
"name = 7", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

J/ENLADIZEIF info ZRMICL TR —BRER
J/ANTELTEIF o7 info ADSET R —T
String argString = info.replaceAll("@", "@@");
J/ABEL TR o7 infoAD 5T R —T
argString = argString.replaceAll("%", "@%");
J/ANTEL TR o7 info AD_ET R —7
argString = argString.replaceAll("_", "@_");
String selectionArgs[] = {argString};

(continues on next page)
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try {

J/RBRAV N 2% SLA VY T avDNERE LTAAESR SIL XIFERT ZHBICIETL—RAKRILY 5 FERT 2

cur = mSampleDB.query(CommonData.TABLE_NAME, cols,
"info LIKE '%' || 7 || '%' ESCAPE 'e@'",
selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;

return null;

}

return cur;
¥
@0verride

protected void onPostExecute(Cursor resultCur) {

mActivity.updateCursor (resultCur) ;

DataValidator. java
/*
* Copyright (C) 2012-2019 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

* % % %X ¥ X ¥ x X ¥ *x

* limitations under the License.

*/

package org.jssec.android.sqlite;

public class DataValidator {
J/ANNEEF YIS
/BFEFTvY
public static boolean validateNo(String idno) {
//null, BXFIE 0K
if (idno == null || idno.length() == 0) {

return true;

//FETHD I & aMRT
try {
if (!idno.matches("[1-9][0-9]1*")) {
//BFUNDREIE TS —
return false;
}
} catch (NullPointerException e) {

227
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//To—%RE L

return false;

return true;

/) XFINDORS NS

public static boolean validateLength(String str, int max_length) {
//null, BXFIE 0K
if (str == null || str.length() == 0) {

return true;

J/XPINDRED MAXAFTHD I E&/AND
try {
if (str.length() > max_length) {
//MAX KU RWEHET S —
return false;
}
} catch (NullPointerException e) {
/NG

return false;

return true;

/) ANAEFTv Y
public static boolean validateData(String idno, String name, String info) {
if (!validateNo(idno)) {
return false;
¥
if (!validatelLength(name, CommonData.TEXT_DATA_LENGTH_MAX)) {
return false;
}else if (!validateLength(info, CommonData.TEXT_DATA_LENGTH_MAX)) {
return false;
¥

return true;

452 IL—IVTwvY

SQLite A AT 2EICHUTOL—LETZ 2 &,
1. DB 7 71 IVDEBIFAF. 7/ ZRAEEELLKRET S (WA)
2. th 77 & DB F—49 =HET BIFAEE Content Provider T7 VL REIET 5 (WHE)

3. DBRFBFICHENSA =S E/IBERZTL—RAFLVI=ERATS (BEH))
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4521 DB 7 71 VDB EGAT. 77 EAEAELCKET S (WHE)

DB 774 IDT—4% Dir#EEEZIIHFE. DB 7 7 M VDBEEBAMET IV EAEDRERZADETCERINIEELRE
RTHb,

BIZIE, 27ANDT I ERELZELSERELEZDEYTE, SDA—RAET IV EAEDREEITA B WIGAICEE L
TUWRHBAICIE, #EDPSTET I ERARERDB 774 IICHR>TLE D, £/. 7TYT4 LI NI ICBELESE
H, TV EREEZELSCRELAVWEBRLABAWT VR ZHFLTLES Z&ICRD, 22 TR, BBEBRET OtlffE
BREICDWTHFINEREZEFE. ThERBRTDLODOFEICDVWTEHRAT 5,

FIHREBIBAE TV EAEREICOWTIE. DB 774 (T—%) 5 RETI2EAaNSEZDE, UTD2 R5EET
IRERH B,

1. ECEISAR

Context#getDatabasePath(String name) THE TE % 7 7 4 L/XARIHFEIC & 5 TIE ContextitgetFilesDir THETZE %
TALI KN OBAICEREYT S

2. PO LR
MODE_PRIVATE (=7 7 1 VEER L7277 DHHBT V2 A0EE) E— RICERET

ID2REEBTZIET, OTFTIDNSTIERATERWVWDB 77 M IVDEREITI I ENTE S, TNLEER
TRLDICBUTORENETF LGNS,

1. SQLiteOpenHelper % A3 %
2. Context#openOrCreateDatabase %9 %

DB 7 7 1 JLDERRICER L Tid. SQLiteDatabase#topenOrCreateDatabase Z #4352 & T&E %, LHML, TDAYV Y
REMEALASE, Android A — b7 4+ VOMBICK > Tk, D77 A SFARY TEE% DB 7 7 1 LHMER S T
ZEDDHO2TWVWD, ZTDEH, ZOAY Y NOFERIEEITT, hOAEE2MEATRIEEHET L, LICEFL2D
DFEZEICDVWT, ZRETNOREHEZ LT THRIAT %,

SQLiteOpenHelper %= FH¥ %

SQLiteOpenHelper # R 31546, ARBEHEVZL DI EEEZ L TH LW, SQLiteOpenHelper % k4 L 7= ¥
S2AEERL. AV NS 7 9DBIHUC DB O&RT (77 L&ICEDNS) 7 25EThiE, BBMICEEOEFa
D574 BHE#IT DB 771 ILEERLT NS,

[4.5.1.1. 7—9N—2ADER & 181E] ICEFMRFERAEERLTWADTESRI B &,

Contextf#fopenOrCreateDatabase % £ ¥ %
Context#openOrCreateDatabase XYy REFERALTDB OERETIHBE. 77AIWVDT IV 2REEF T2 a3V TRE
TE2HENH Y., BIREYIC MODE_PRIVATE %357

7AIOEREBICELTIEZ. DBE (77M4I)LAICHERASINS) OFE% SQLiteOpenHelper & A#kICITA 2D T, BE
MICAIRDEF 12 T A BEHEBLZT T 7AINNRRICT 7AILDERES NS, 1KLL, ZILRREB/ETEBDTSD

O LHEEDXY Y REFRYT BT TV EIIRAZEERESAON, OTTUNSETIEANTERWT A LI MY (Rysy—YF4L 0
M) O TF4L I NJUTDRRABBTE 3,
AT (REFa A v MCERIEAWA) SQLiteOpenHelper DEE TIE DB DZRIICIE 7 7 A LD 7V EZEETEBDT, SDH—RAEET I+
ZHEDERETERWEMONRZARHETANINABVWK D ISEEIBETH 3.
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H— KRR EEEELRIBE. MODE_PRIVATE 21 8EL CEMT7 FU DS T I/ EATAEICKR>TLES LHEEIME
TH5,

DB (Zxt L TERRBIIC 7 & & RAFFRIERE £ 17 D il : MainActivity.java

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState) ;

setContentView(R.layout.main);

J/T =9 R— 2D
try {
//MODE_PRIVATE % 3% % L T DB % {EFX
db = Context.openOrCreateDatabase("Sample.db", MODE_PRIVATE, null);
} catch (SQLException e) {
J/T—IR—ZAEEICKRLIGEOTES
Log.e(this.getClass() .toString(), getString(R.string.DATABASE_OPEN_ERROR_MESSAGE));
return;
}
/7B DM DOFIER LR

BB, TV EIREDERTEIZ MODE_PRIVATE ¢ &HH TUTD 3 #E@EHIH Y, MODE_WORLD_READABLE &
MODE_WORLD_WRITEABLE & OR JEECRFIEET S & HTE S, 7272 L. MODE_PRIVATE L4 i& API Level
17 LABE Tl deprecated & 72> T&H W, APILevel 24 LI TIEEF a1 ) T 1 HIADFKLET 5, APILevel 15 LA TR &
TRHIHBATEH, BEIEIODIZVTEFERLAVWI EAEH LV,

* MODE_PRIVATE {Ef 7 7'V) D H 5+ & & AT RE
* MODE_WORLD_READABLE {7 7'V) (35 H# & E AlRE. fRIEFAIAHDH

* MODE_WORLD_WRITEABLE {67 7°V) I3 A E Z W EE. ITEZAHDH

4522 777 & DB F—49 = HET 335513 Content Provider T7 7 X &lfHd 2 (%E)

thd7 )& DB FT—95H£ETZFEE LT, DB 7 71 L% WORLD_READABLE., WORLD_WRITABLE & L T
BB L. DT TIHDSEET I EATELLIICTEEVWIAENH S, LH L. ZOAETIEDBICPZ7ERTSET
7)) % DB ~NDREEFIRTEAVED, BRLABAVWEF (7)) KTF—9525#»EEINDLEHD, BREL
T T—YOHEBRECESSICRENIELKEY., IV T7ORBRRER YT IEARERMELEEZILNS,

BDEDZ EHDS, Android ICEWT DB F—49 %7 7)) EHE T 335 E(1E. Content Provider #fF5 Z & &< &
$9 %, Content Provider > Z &IC& Y, DBICHT 37 /R RGHEREBTESZEWS X)) T4 DEAILLD
Xy NI TR, DB ¥ —<#iE% Content Provider RICERWTE R E VWS RSB XYy NEH B,

4.5.2.3 DB BFFICAZENRS XA =9 ZR/IBERZTL—RAFRILI = FERT S (WA)

SQLA Yz avaECEVWIEKRT, EFROANES SQL XICHAADEIE T L —RA KIS A FERTEIRETH
3, PL—RFBINIHFEALEZ SQL DERITAZELTEIUTD 2 DOAEEHBITE I ENTE S,

1. SQLiteDatabase#compileStatement() % {8 L T SQLiteStatement = IRF ¢ %, % Df%. SQLiteStatement#bind-
String(). bindLong() R EAFRALTNRAT A= 5T L —RA RIS ICERET S

*18 MODE_WORLD_READABLE & & 1 MODE_WORLD_WRITEABLE DM & &FERICDOWTIE, [4.632. T4 L7 MN)DT7 72 AMEHRE]
55

20
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2. SQLiteDatabese 7 7 XA M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace() 7% & % FFU'H
THBICTL—RHRIN I EFE >/ SQL XA FHT S

¥, SQLiteDatabase#compileStatement() % £ L CT. SELECT O~ ¥ R%&RT9 3154,

SELECT O7 Y ROFERE LTEBED 1 ER(117158) LHABISTERL]

EWSHIRNHZDTHRIBEON S,

ELLDAREFEIBZETEH. TL—RFILSICEZZT—YORBRBAMTTIVERHIHK>TFzvIShTWD
ZENEHLW, UTFT, ThENDHEICDWTEHREAT 2,

SQLiteDatabasef#tcompileStatement() # R ¥ %354 :

UTFOFIBETTL—RAFRILINT—F%ET,

1. SQLiteDatabase#compileStatement() M L T L —RKI ¥ % & A 72 SQL X% SQLiteStatement & L THE
3_ % o

2. {Em L 7= SQLiteStatement # 7Y = & MZH L T. bindLong(). bindString() R ED XY v REFERLTTL—2R
TRV ICERET %,

3. SQLiteStatement 7 7 h®D execute) L ED XA YV v KIZL o T SQL RT3 %,

7L —ZFRILYERH : DatalnsertTask java ($k#)

//T—YBMY R

public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DataInsertTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride
protected Void doInBackground(String... params) {
String idno = params[0];

String name = params[1];

String info = params[2];

J/RRAVN 3Kk PA) =2 aVvERICH--TANEEZF TV ITD
if (!DataValidator.validateData(idno, name, info))
{
return null;

}
/T — % BINLE
//TL—RRIVT EERT 2
String commandString =

"INSERT INTO " + CommonData.TABLE_NAME + " (idno, name, info) VALUES (7, 7, 7)";
SQLiteStatement sqlStmt = mSampleDB.compileStatement (commandString) ;
sqlStmt.bindString(1l, idno);
sqlStmt.bindString(2, name);
sqlStmt.bindString(3, info);

(continues on next page)
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(continued from previous page)

try {
sqlStmt.executelnsert();
} catch (SQLException e) {
Log.e(DatalnsertTask.class.toString(),
mActivity.getString(R.string.UPDATING_ERROR_MESSAGE));
} finally {
sqlStmt.close();

¥

return null;
}
/) ~Erg~

HONMLDOERITITZISQLXEF TV I ME LTHERLTBENRSA—IELUTIEHIHTH D, RTTNELNEE
LTWBDT, SQLA vz ¥arvhRET RMIE4HW, /2. SQLiteStatement # 7V ¥ MABFRAT 22 & T
MIBMEAEZHDIEDNTEDZEWVWIAY Yy NEDH D,

SQLiteDatabase »*{Z{t 9 2 FWEAD XY v K2R Y 51545 :
SQLiteDatabase A*#2#t 9 % DB ##/EX YV v RICIE, SQL X ZEATEEHEDEZEI TRVWEDAH S, SQL XzFERY
% XY v KIZ SQLiteDatabase# execSQL()/rawQuery() R EWNH Y. LLTFOFIETEITT %,

1. 7UL—RFNEIEEAT SQL XERARET %,

2. TL—RFRISICEYETET—9 % fT %,

3. SQL X & T—4 %38 E LTELTRERAXY v NEETT 5,

—7A. SQL X %A LAWXY v RiZik, SQLiteDatabase#insert()/update()/delete()/query()/replace() 72 EBH B, Th
L&EFERT2EAICIE. UTOFIETT—9%ET,

1. DB ICH L THEA/BEFH 557 —9hH 25E1C1E,. ContentValues ICEERT 5,
2. ContentValues #5|#& L TEL T, BUERAAY v R (LUTOHITIX SQLiteDatabase#insert()) %* %179 %,

ZAIEA XY v K (SQLiteDatabase#insert()) % {# ¥ %l

private SQLiteDatabase mSampleDB;

private void addUserData(String idno, String name, String info) {

/ABDZHME (B, ) Fzv o, TRT—T0E
if (!validateInsertData(idno, name, info)) {
//N) F=2avaEBR LAl EE. OJHA
Log.e(this.getClass().toString(), getString(R.string.VALIDATION_ERROR_MESSAGE));

return

/BT BT —9 D

ContentValues insertValues = new ContentValues();
insertValues.put("idno", idno);
insertValues.put("name", name);

insertValues.put("info", info);

(continues on next page)
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(continued from previous page)

//Insert 1T
try {
mSampleDb. insert ("SampleTable", null, insertValues);
} catch (SQLException e) {
Log.e(this.getClass() .toString(), getString(R.string.DB_INSERT_ERROR_MESSAGE)) ;

return;

ZDFITIE, SQL O~ v K&EEESRtE 9. SQLiteDatabase BRI 2HAFDAY v REFERLTWS, SQL IV
REBEZEFEALRVWED, ZOAEESQLA Y Iz ovavpRtiidinnwesEi 3,

453 7 RNV R b

4.5.3.1 SQL XD LIKE #hZETT7 1V RA— R&FERTBICT Ry —TUBAES

LIKEREZEDTAIRKRA—K (%, ) 2EOCXFNETL—RAKRILIYDADEE LTHEARALEIEE., TOFEFELETA4
IWRA—RELTHRET D20, BDEICIHUTENICI Ry —TUEBABEIHVRE H D, BDERTF—RELTIET7MIL
RA—REBEDXE (% %) ELTRVWAEWGENHTIEE S,

EROI Ry —TNEIE, UTFOHY YT aA—RDELSICESCAPE A% FALTITY T ENTE S,

LIKE ZFIA L =3BAD TR 7 — T 0B DA

S/T—IRBRYRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSampleDB;
private ProgressDialog mProgressDialog;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride

protected Cursor doInBackground(String... params) {

String idno = params[0];
String name = params[1];
String info = params[2];

String «cols[] = {"_id", "idno",'"name","info"};
Cursor cur;
/) ~EBg~

//info BEMICLT like RE (B9 —3)

J/RAYV N i T4 RA—RICHEE T EXFIRIR T —T0IES 3

String argString = info.replaceAll("@", "e@"); //ANELTEIFE o7 info DA TAT—7
argString = argString.replaceAll("%", "©%"); //AAE L TEIFE S/ infoND JZTRT7—7
argString = argString.replaceAll("_", "0_"); //AAELTEIFE S/ infoRD_&ETAT—7
String selectionArgs[] = {argString};

(continues on next page)
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(continued from previous page)

try {
J/RAV N TL—=RKRNSEFERT S
cur = mSampleDB.query("SampleTable", cols,
"info LIKE '%' || 7 || '}%' ESCAPE '@'",
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast.makeText (mActivity,
R.string.SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

return null;

}

return cur;
}
@0Override

protected void onPostExecute(Cursor resultCur) {
mProgressDialog.dismiss();

mActivity.updateCursor (resultCur) ;

4532 7L —2FRIIVSAFEETEAVWSQAL 7Y RIZH L THE AL AEFED

F—TIDERPEIRAREDDB A7V ) MEMENRE Lz SQL XEEITTZBE. T—TILEREDEICTLT
TU—RRINTEFESIZERFTERY, BERMICIE. TL—RARIVYDOFERATERWMEICH LT, LS ADSN{F
BEONFINAEFATBLORT —IR—ADHREHITRE TR,

AFCHEELEDHIRTT L — ARSI EHFRTERWGEIE. ANEICBRNMEVDE D HAERTENICHESEL. REANL
BABT CEDNNEERD,
- N:

l. XFINRS A= LTHERT 258, XFDIRT—TX U +— NLEB%EEY

2. BENRSA—4 & LTHEAT 3158, HFUNADOXFNMEAL TVWRWZ & 5HRT 2

3.HBIF. Ay RELTHEAYTZHBE. 1. IKMA, FATELVXFNIEETNTWRW L %2HRT S
EEET %,

SR 2274 SQL OMUH LA (REQY T 744 FOEY A5

45.3.3 FHEICT—IR—ADEZBID’TONABWVEZOHDHEREITD

SQLiteOpenHelper#getReadableDatabase, getWritableDatabase = L T DB 014 Y 249 Vv 2 ZRELLIHFE. &b
S5DAY Yy REFBALTE DB EGHEXARARETH—T I N5, £/, ContextopenOrCreateDatabase.
SQLiteDatabase#openOrCreateDatabase 7% & £ Rk TH %,

IhiE, PT7VRECPEZEOFERICEIVEHE T DB OFEEEESMATLED (BEMALATLED) THEHEER
TRLTW3, BERMICIET 7Y OHKREEROHETHIGTEZEEZ LN, 77 ORFEEERE, HAHRY L

9 getReableDatabase (& E A IC L getWritableDatabase TIET 2D ERMLA TV T b EBRT, T4 RI TNBREDRRTEEZAHARES T
VIV PEERTERAVWBEICY) —RAV ) —DFATIVT I MERTEVDIEHRTH S (getWritableDatabase IE7 1 29 7L EDRRTIFE
TIS—&713),
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DEDBVWEEEZRRT 258, T—IXR—ReHIRMUVEATH -T2V T5I T, RETPRIEOBRILOVTIE
77 REOELICENZIBENHDZDT, WRICHE L TRE 2857 2,

B{ABICIZ. SQLiteDatabase#openDatabase I OPEN_READONLY %3 §E L CTF—9R—R &5 A—TVF 3,

HAMVERATT —IR—REA—TVT3

/) ~EB~

S T—IR=ADA =TV (T—IR—RBEREHETS)
SQLiteDatabase db
= SQLiteDatabase.openDatabase (SQLiteDatabase.getDatabasePath("Sample.db"),
null, OPEN_READONLY);

% R : https://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html -  getReadable-
Database()

453.4 77)DEHICIE>TDBODABAT—9DRYEAFIvITS

SQLite I FBUCBRRT—IRXR—XTHY. DB LTlInteger & LTEESINTWVWER AT LICH L TXFRDT—4 %1
THIENTRETHD, DBADT—FE, BEREZELLTOT—IDNEXDXFET—9 & LT DB HICKEMINT
W3, D7, Integer MDA Z LICH L TXFHEDKRFE (LIKE "%I123% 2E) %7 I L BHABETH D, Fi,
VARCHAR(100) D& S ICT—9 DBRARZEZBLTCEZNULORIDT—IDNANTETH 4L, SQLite TDIE
DFIRR (EHEmER) BHBAFTE AL,

Z D7, SQLite ZERTZT7 TV IE, TDL57% DB OFMHICEREL TCFHERT 9% DB ICBMLAVEREGLE
DLBWESIZT7 7Y DBHICH > THRT DRENH D, WUDFEE LTRD 2 20'H 5,

. 79T —9R—RIBMNT B, BEORIBLEDFEN—BLTWEIHERT S
2. THAR—ZADSEERMG LK, T 9D BREADEPRS TRWHIERT S
UTFTIE, BIELTANED 1 LEOBFTHZ I & 2REETHI—RERT,

Bl : AAT—9D 1 LULEOBFTH B & %MHERT 5 (MainActivity.java & W) IR#)

public class MainActivity extends Activity {

/) ~E~

//ABINNE

private void addUserData(String idno, String name, String info) {
//No DF vy
if (!validateNo(idno, CommonData.REQUEST_NEW)) {

return;

//7— % B
DataInsertTask task = new DatalnsertTask(mSampleDb, this);

task.execute(idno, name, info);

/) ~EhE~

(continues on next page)
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(continued from previous page)

private boolean validateNo(String idno, int request) {
if (idno == null || idno.length() == 0) {

if (request == CommonData.REQUEST_SEARCH) {
/RO I RIEEZ 0K IZT %
return true;

} else {
//ARRLIBLA DB null, BXFIFITS—
Toast.makeText (this,

R.string.IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG) .show();

return false;

J/FETHDIEEHERBT S
try {
// 1 EDE
if (!idno.matches("[1-9][0-9]1*")) {
//EFLADEEIET S —
Toast.makeText (this,
R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG).show();
return false;
}
} catch (NullPointerException e) {
//SEDT—XTIEH Y B

return false;

return true;

/) ~EhE~

4.5.3.5 DB ICH#IT 2T — 2 ICDVWTOER

SQLite TlE. T—9 %57 7 A IVICHEINT ZBRICLUTO & S AREICHR>TW S,
s BERAETLTDT— IV EXDXFET—YELTDB 774 LAICHEHREIND
*DBICRLTT—YDHIRAEIT>TET—YBEIE DB 7 7 4 ILDSHIBRES AW (BT — 2 DM < D)
s T—YEBEHLEBEE DB 7 7 M ILRICIEEFIIOT— Y HHIBRINTHE-o-TWS

£o T, BRI TIET ] DIFHRLS DB 7 7 M IVRICEKE L EFDREICHR > TWBHREMENH D, CDHFETHE, &
MEICH> THEEMBL. Android DEF 1) F 1 BENBMTHNE., 7TV EECE=ENIST—4F - 771V
BEET7IEREINZDEIFRV, 2720, root HEEAEREI N 574 E Android DREEEAZFO LTI 71 IILEREH
INZAHEEEZDE, EVRAICKERFELZEZ 2T -9 MBMINTWVWEIHEICIE. Android (RERBICFES R
WTF—SRELRET L BTN SN,

INSDEHICK Y., HERD root ERAENINLIFETEFIDENHDLOREERT— 4L SQLite D DB IZF
DEEBHITANETIERL, EILTHEEERT Y52 RMEIT 2 52EBRVERICIEIESELAT—9%2KHT 5. DB
2RERESIET S, REOREIBEER D,

ERICESIEIVELRZE, BSEICEIBORVPI— NORFELREANEOHELZBZ 2REN L VDT, RE
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RCEVRRA VNI NDODRERT =5 %W/MIT7 7)) ORFEICIEMRANDEHKEEEBDT 5,

5EZ& LT 14536, [5E]SQOLite T—48 NX—R %8S % (SOLCipher for Android)] 1=, T—9 XR—A%ESLT 3
ZATIVEBNALTEL,

4.5.3.6 [5%]SQLite 7 —9 X—2 5K S{t$ % (SQLCipher for Android)

SQLCipher & Zetetic LLC A°F% L 7=. SQLite T—49 XR—ADFEBEM A 256 B b AES ICK BESEA2RETIED
Thd, CEETREINALSQLite IEAEZ A 73 TH V. BESIEIZIE OpenSSL AL TW3, F7z Obj-C. Java,
Python EDOSEAD APl iR TWS, BRA/N—Y 3 v OfticA —7 > Y — 2R (Community version &M (EN T
W2)HEEL, BSD 5S4 Y A THEAMATEETH B, Windows ¥ Linux, macOS 2 EELAR TSy M7+ —LICH
IHBLTEY., ENCMIILDOHEFRTIE Android Dfts, / F7/QT. 7 v FILDi0OS R ETHEL FRINTWS,

Z M5 Android BIC/Sy o —Y v & DA SQLCipher for Android T$H %, AFINTWVWEY—XO—KH5
AVRANLTHERTZIEETESZD, aar 74— v DT A 731 (android-database-sqlcipher-xxxx.aar) & LTH
BEIhTsY, BICHAT20THNEIELOANERNTH S, @ED SQLite ® API d—i% SQLCipher 124
DETEETZ2ET, ARBEFBEERALCLI—T1 VI THBBEINET—IR—EFIATEZLIICA>TVS,
ZZTlRaar 74—y hDSATZ)DRAAEICOVWTHEICHENT 5,

S8 : https://www.zetetic.net/sqglcipher/
:40V;]

Android Studio TIZLLFDFIET SQLCipher DF AH AIBEICA B,

1. 77Y®libs T 4 L ¥ b ) IC android-database-sqlcipher-3.5.9.aar % B2 & § % (https://www.zetetic.net/sqlci-

pher/open-source/)

2. app/gradle IZ{KFREfR % 5B H

dependencies {

implementation 'net.zetetic:android-database-sqlcipher:3.5.9Qaar’

3. & @ android.database.sglite.* M A4 Y 12, net.sqlcipher.database.* % 1 >~ 7R— k3 % (android.database.Cursor
FZDOEFFEREALLICFIATZS)

4. T—IR—REFATZHEICTA TSV 20— R -FHLL. T—9R—REF—TV T IBI/NRT—N%iE
€T

TICBFa—NE T—I9R—2EFATZDOMNPLLEEZITIEDTH S, HD Activity BT —FX—%F|
FA9 % #0IC SQLCipherlnitializer.Initialize() % MFE.3E % 8E L TW 5, :=H0IC SQLiteDatabase.loadLibs(this) % MO L.
MHERSATZYAO0— KN LI#LE L TWS, £/, SQLiteDatabase.openOrCreateDatabase() TF —9 X—R & 4 —7
VEBBIC, RRAT—REELTWE, T—9R—R@FIITERLNRRAT—RER— & LTERSNBESEE A
WTHEStIN2, COBEEREIRERDEFETFRANTERINT—IR—2%, BTESELEEDICT S
EFTERVATHY, T—IR—REFRTIHATNRRAT—REEELRFNIERSRW,

20 https://github.com/sqlcipher/android-database-sqlcipher
2 ZZTxxxx BIATFYVDON—YavEST, FRERERROBH/N—Ya V@359 THS, UTFTRIONA-—YVavaBELTRHL
W3,
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package android.jssec.org.s