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android_securecoding
L Create Use Activity
L Activity PartnerActivity

BLE®D& I, 7android_securecoding” 7 # VA EEFIE, i &I TH>Fa—RpF OV b HPEEBEINAER
ERYET,

2.5.1.4 Android Studio ZE#H L7 —J AR—A%=IBET 3

A= KRAZa—FRI MYy 74302 EDS Android Studio ##2EI L £,

androidstudio

2.5.4 Android Studio %#2&13 %

8%, Xrshikyqr7osrosavz s b eF—T U LES,

® Welcome to Android Studic - m} b4

2.5.5 Android Studio ¥4 704

£z, B0V I M EFHARAATWSRIEEIE. O Window BNRREN B 78, X =1 —& VY File -> Close Project”
TRALTWSR OV M/ 0—XLET,
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® Accounthanager Authenticator [C:¥android_securecor

€ 2.5.6 File -> Close Project

2515 OV hNeAF—TU$ B
RRINTWB 44 705 D Open an existing Android Studio project” #27 Y v 7 L£ 7,

® Walcome to Android Studio _ o w

2

Android Studio

2.5.7 Open project

2516 7OV hEBIRT S

FT—Tv3B7OV I NI AN ERERLET,
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® Open File or Project X
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[
[
[
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258 #A—Tv$37O0VxH MERR

AHAROY YT )aA—R7OY Y h&ERLTUWS Android Studio @ Gradle /8N\— 3 YA EA B15E. Gradle &
BWEIhZxd,

Building 'AccountManager Authenticator Gradle project info

Gradle: Build

2.5.9 Gradle D&E1L

BIEICHELV. “Update” %% ') v % L. Android Gradle Plugin @7 v 77— M &RIE L T 23,

# Android Gradle Plugin Update Recommended ﬂ

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we stronghy
recommend that you update the Androld Gradle plugin to version 2.1.2.

You can l2arn more about this version of the plugin from the release notee,

| Remind me later ] | Don’t remind me again for this project ‘

2.5.10 Android Gradle Plugin @7 v 77—k

LTDXyt—YHRRE N 2D T Fix Gradle wapper and re-import project Gradle setting” %= 2 ') v & L. Gradle
Wrapper DE#H %175 T I,
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Meszages Gradle Symc

o8- L
w = Failed to sync Geadle project ‘AccountManager Authenticator

. = Gradle version 2.2 is required. Curtant wersion s 2,00, 1 using the gradie wrappes, try aditing the distributionlirl in C-\andrid_sacurecodingiadd Prepristary Account ta Account Managar|Accountianager Authenticater\gr
2|3 43 © Emon Pleme fx the projact’s Gradie sttings.
5 it iple prDer A Ry DOORACE
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5|10 & Lrais sagtingy
37
&
&
1
a

& £ Android Momiter [ Terminal | )0 Mesages | 5B TODG Wi Evertlog [ Gradie Cormale

2.5.11 Gradle Wrapper DB #T

2517 #A—7VORET

TRz M F—TVEIhETLET,

2512 FA—FVORT

Android Studio (&, Eclipse &I1&&W, 1207AOY 7 MR LT 120 Window TRRSNET, EH>7OV I K
EA—TVF BHBE. “File->Open..” 57 )y o4 =TV LET,
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2.5.13 File -> Open...

2.5.2 ¥ 7). 3— RENErESR A debug.keystore %3 E T %

BTN A—RIDSERLET 7Y % Android IHRP T I 2L —9 —TEESELLHICIBELNVBETY., ZDES
IZES 7/8y JRDET 7 4 )L debug keystore” % Android Studio D 7AYo MIFREL X T,
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2.5.2.1 File -> Project Structure... 27 ') v 79 3%

Ctrl+Alt+5hift+3

2

2.5.14 File -> Project Structure...

2.5.2.2 Signing ZENY %

ZH®D Modules B 57OV 9 hE%RIR L, Signing ¥ 7%RBIR%E, [+1 RV %&2IYUv oL, TT71ILbDELRET
config” %”debug” ICEE L X7,

B Project Sructure b4

2.5.15 Signing %E&MT 3

2.5.2.3 Store File & L T”debug.keystore” % #iR¥ %

2515 TRATHARLRY VA& S 1) v o L.” Store File” #5%%E L £9 ., debugkeystore (U > FII—RICH
FNTWET, (android_securecoding 7 # LY ETF)
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® Select Path ®

>
3
[3
>
»
| 2
»
2

2.5.16 “debug.keystore” %ERT

® Project Structure x

2.5.17 debug.keystore %R L 7= fER

2.5.2.4 Build Types T Signing Config %#:%&

Build Types ¥ 7' %2R L. debug EJL KD Signing Config % Singning TEHN L 7="debug” &R L. OK %0 ) v ¥
lJ i 3_0
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® Project Sructure b

2.5.18 Build Types T Signing Config % 5% E

2.5.2.5 build.gradle 7 7 1 JL CHeSR

signingConfigs IZ#1R L 7= debug.keystore D/XZAAFRIRE 1. buildTypes D debug IZ signingConfig BAFRIZINE T,

2.5.19 build.gradle 7 7 1 JL CHER
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3.1 Android 7 7)) DEF*a ) 74

VRATLARTTIVDEF 2V TAICDVWTHRETZEE, EBDEAADIL—LIT—IDH 2, FTETDYRAT LY
TTVICBWTFEIREWNRELIET 2, Ihze [EE] IR, RICZOEEEZEBVIREEZIEET D, hz (&
Bl SR, REIC TEE] % (BRI DNOTFIRODOMERERE - BT 2. COMBERE RIS,

22T MKl &l YRFLART7IVICEREXF 2 7Rt - EX2a73—FT1 VI EETIETHY., TDHARX

311 T&EE] TFEINEHR

VRTFLRTTVICEIZ TFE2RNEWHR] IS BRI & HEEl 02 020'H %, chbirThTh MNEREE] &
MHEEEE] CIES, MEWREE] Sk, FTSNEALIDISBRPEENTEZBROIETHY . TNUADAICIE
—tIBRPEENTE U ASBWERDOZI L TH D, HEEE] CRFASNAEALITIRETEIREDZETH
YU, ZRLUADANICIE—IRBTETERLRVWKEEDZ ETH S,

BUF. Android AY—h 72V /9T Ly MIBITZBREELHBEBEICEDL S RBREDLHZDEBNT %, Android
77U Android AY— R 72> /97y NaFALEVATALA.XBERTZEEZOEEDEVWELOSEICLTIEL
W, LTI, Android AN— 74>,/ 9 7Ly MEFBFL T Android AY— k7 % > LR,

3.1.1.1 Android A~¥— h 7 # VICB T D IEREE

£3.1.1B8LUTEK3.121F Android RA¥— R 7 # VICAS TWBIERO—FITHDZ, ThODIERIFRAYT—NT7 41—
HF—ICBET2EAER. TIANY—EREFLIEIEFNSICETIERICKY T -ODBENREENINVETH D,
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% 3.1.1: Android A¥— k7 # Y HBEIET B FHRDHI

154 wE

BEES AX— N7+ VBEHBDERES
BEEFEE SREOHBCEFES
IMEI AX— K7+ VDR ID
IMSI Cl#R22##& ID

4 —iER GPS. HiES. IEE...
EIERTEER WiFi % E1E...

THY Y MER

BRET AV v MER. FREALER...

ATFATT—%

BH., @, 5%, &5..

F3.1.2: 7T DEEY B1ERDH

154k 5%

EFER HMADERSE

EX—IL7 KL R A—HY—DA—=ILT KL R
Web 7'y o <—2 Tvow—9

Web & &R HEREE

HL vy — FE. ToDo, 1V k..
Facebook SNSavF>vv

Twitter SNSavF>vv

% 3.1.1 OERIEEIC Android AX— M7 7 VAEF/IESD h— RICEZFNZBERTHY ., K312 DBERITEICT S
DHABEETZERTH D, FICKR3I2DEWRICOVWTIE, PFTUDRNA VR M=ILZhniddhz e, EAEARED

FRICEZTW ZEICRBDTH B,

KII3IXEFERD 1 HFOTY M ICEEFNZERTHD, COBRIFAT— b7+ 21— —ICETIBERTIEARL,
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HELT, EIPDODALDBERESENTWVWBR I EICEEIVET,
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#*3.1.3 ZEEEME (Contacts) D 1 DIV MYICEENZIFHRDA

154 AES

BEES BE. T8, 13, FAX. MMS...
EX—=I7RKLZR BE. t%. #5EE..

707 4 —ILEE Y LR—IVEGKR. KELER..

A VRY Y M AyEYY | AIM. MSN. Yahoo. Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting...
-\—,—

R SN AR, 4 = v )b, |IBEE. Bl4A..

=2 E., BEHS. ik, #ha B &Y.

TI—7 BRUCAY, Rk RE. BE..
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ARk FER. EBEH. TOM...

RT3 A BEE. FH R B vx—Yv—, B1F. EEF/K. S—bF—..
SIP7 KL R BHE. tF. 20ft..

INETOHFATREILAY— M7V 21—HF—DOBEREBNLTELDY, 77V E21—H—LUADERER > TV,
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A7 SALBDEEICT YA —H—DBERTHY., T—9BPREEICI—F—DERTH D, 7Y A—H—DFEHRD
FICIE. BRI A —ICHAI N RVWEREHYEBZEH. 2 LABRICOVWTIEI—HY ISR - EETER
WL BRRENNETH B,

L4 Picture Manager g{ux—h—mﬁﬁ&] E———
FJOYSh F—4

Jdata/app/com.sonydna. picturemanager.apk fdata/data/com.sonydna. picturemanager
AndroidManifest.xmi |—cache
classes.dex Javad—F (M4 | webviewCache WebViewliFrwi-a
resources.arsc MFERF DL - |
wee |-——databases
assets | label.db FTURDB
AppAbout_en.html I RILLET—4 | metadata.db
| webview.db WebViewRDB
res I webviewCache.db WebViewBl+ v w1 DB
| -
[—drawable-hdpi —files
| broken_image.png iR 7 - I | Medialist1.dat FIURF—9227 I
| |
F—layout f—liby
| about.xml L1 7 -l |
| L —shared_prefs FUIFLR
xmil com.sonydna. picturemanager_preferences.xml
setting. xml HEEDXMLI 71l

3.1.1 7TYDBATWLWBIER

Android 7 V) #EZBAEICIE M 311 DES5RT T EEIBEET BEROARLST, R3.1.1. £3.12, £3.130D
& 57 Android A¥— K 7 A VY EREPHROT TN SEBLAZBERICEL CHLBEICRETINENHZ I EICEEE
DNBEL,
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3.1.1.2 Android R ¥ — k7 # VICB T DB EE

7 3.1.4 1% Android OS 2’7 7" ICIRM T 2 HEED—BITH D, ThHLDHBENTILY T FHEICHFICFIAShTLED
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TTUNSHATEZHREOHBRICE >TIEK, IV T7HSHHINTEIRZ Z&EH 7D, ERLETTVEG
NOFATES LD ICHENRFREIVEL LB I DD B,

3.1.2 TZEI HBEZENITHE

AIEITId Android AX— M7 # VICHBIFDEEICODVWTHHR L, I TRENSOER. DFVEELBNTHEICD
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312 HE. BE. BER. BHE RSOBR

3.1.3 £ Android 7 7Y WEIMET 2 —RMAREBEARIELZEDE, UBTIZZOE%E~R—XIZ LT Android 7 7Y
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3.1.3 Android 7 7Y &S 2 —MRIIALIRIE

MOERICAR— 74V EHY—NR—EBELTWS, AX— K7+ %Y —N"\—F 3GAG/Wi-Fi $ LUV V¥ —% v
FERBHLTEBRELTWS, AN—F 74 VORICIIEHROT ) BAEHLEST 2D, LBEOFRBATI 207 FYICET 3
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3.1.23 77 DM EBERTIRET 7 M VICL 2B
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F3.1.5: BEDFERERKDOL NI

BESR BEDOL NI REBEDL NIV

STvAS BEMIBICH - BE. MBELIZEADIE | Android OS DEF 21 Y F 1 ETI%ES, root
BICHOMHNELIIIRBNREEBEHA D50, | HEREZERMLRED S DHEP APK O dex #B
) BEIMESICHo-HEE, UKEBIEEE2 | 22RET Vo7, BERKEBICHLTE

METELRLLARBLANIL, RE€T 5, UXFOMERIVE X2 )T 15
REEBET S,
AR {iL BEIMEEICH 72154, HBE/IZEADE | AndroidOS DEFa1)F 4 EFTIVEFAL. Z

BILERRHEEHAZDED, H) BEIKE | OHENTRET 5. UX FomBERLVEE
ICH o 7356, HEEBOMBENBEL. FRIC | F2 VT BRRZEBET S,

HEERIEFTLANIL,
&1z EEMBEICH>7IFA, BRI BEADE | UXFOMBREEF1 U714 ZHEL, thER

BICRENRBHEBEHZDED. Hl) BEIHR | ZBELTHERL,
BLH o156, SFHMEBONBICHEEZSA
S50 HOBERICLYFBEDOMTANTRER
L~b,

AHA RICHBI2EEDEEREREIZ. EEXBICIE root ERAEDLN TULWAWEF 2774 Android IFRZFIIR & L.
Android OS Dt F a1 U T4 ETINEFRALAEF 1Y T HEREEZEICLTVWS, EFNICIE. BESETHAMALNIL
UTOEEICH LT Android OS DtEFa ) 74 ETILHHEEL TWS Z & %H{RIC. AndroidOS DEFa Y71 ET
W ER L RERREZBEL TV S,

314 v 71 TinER

AHA RDODZNUBOXEICEWTEREE. [V T4 TRIER] ERB|LTWS, BIEITHRRELDICT T DK
SELXDBEREETEICEED L NP RERED LN EHET LR ITHIERS AW,

32 ANT—9DReM%HRT S

AAT—YDREMEDRIZE > BB TURDOEVEF 27 I—T 1 VIEERTHZ, 7OT T LICAANINET—
SDIE, WBEHLNEEN., BENICZOT—YDEEBRFTETHIEDIITRT,. ANT—YDRLUERBIVET
Hb, LIF. Activity 2 7OJ ZLICRIT, Intent ZFANT—FICRITEBEEHICLT. ADT—9DREMRER
DIEYHFICDWTHRET B,

Activity B (7EX o 7= Intent ICITHEZEIMILE TIPS ENTWBHENENH D, WEFETOTSIHIEEL
TUVWAWER - BEOT—9 2% UHIF22&T. 7T OBRBMELFEHKL. BRELTASHIDEF2Y T HEEEL
SEZDTHD, A—HF—HHBHEDOD—AERYBZZEETNTERSAL,

Intent |& action *° data, extras R EDT—9 THERIN DD, WEBEIHIETRELRT -4 IZTRTREMA T RIFNIERS
BV, HEENEIMEERERT—9 %/ D I— KTk, BFOROFEEZERLATNIERS AL,

1 BRILANIDEEIL, root RN BINS NIREEN S DIES, APK 87 - EIC & 2% E W o7, Android OS DEF 2 ) 74 EFILHE
LNERETORENS S, RENMVELABETHHEERELTVWS, ZOLIRBELATFTZHICIE. AndroidOS DEF 21U F 4 EFIIE
BATERWoH, S, 85, N— ROz T7XE. V—N"—ZELREEROFEEEFEDE TCESERMBEERE AT 5, TNIEHM KRXE
ICERICEF DL SR/ oo TRV L, BERORRICE C CERBHEEREHIER DDA LM NOXRHA & L TWS, root HERERH, S
DHEP APK i - WEREDHELKBICH T 2 RENMVERIGEIE. Android Dt Y /SEZEHIELWEF 1) 7+ EFRICEHKTZ
LEBEDT B,
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(@) BB T—%k. TOVSIHIEELAEHATH> T, BEIFEEDCSHEAAICIE>TVEHN?

O BELTVWBEX, BOHLWDET—Y2ZITM>TH, TDT—9%H D A— RIBEADEEE LA WERIET
g7

RDFEILIEE URL @ Internet £ Web R—T D HTML %#EUS L. BE_ LD TextView ICKRRT 272 ITDBEALY VT
ITHDB, LHOLINICIETEEDYDH B,

Internet £® Web R— M HTML % TextView ICRR$T 2 Y2 FII3—R

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader (url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { //...

(a) DER=T lurlstr B’'IE LW URL T#H 3] Z &% new URL() T MalformedURLException AAF4E LARWZ &I L YUHE
BLTW2, LALZINEFRTDTHY., urlstr I Thile/~1 XD URL AEE SN2 & Internet £D Web R—2 Tl
B, REI7 7AWV RATFLED T 74V EBWT TextView ICRRLTLED, TOTSIHEBE LEEEARIEL T
WRWes, (b) DEIRZTm7 L TV,

RISHEFTH B, (a) DERT lurlstr [XIEMRD URL TH > T, protocol I http 7z Id https ICIRES N3] Z & %M
BLTW3, ZhIZ& Y (b) DESTH url.openConnection().getlnputStream() T Internet #2EH D InputStream % ST %
ZENRIEET N B,

Internet _£® Web R— D HTML % TextView ICXRR$ %% 70— RDIBIER

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {

throw new MalformedURLException("invalid protocol");

}
isr = new InputStreamReader (url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}

} catch (MalformedURLException e) { //...

ANT—4 DRELMHEERIE Input Validation & M (EN 2 ERMAtEF2173—F 1 » JEETH %, Input Validation &\
SEEDERNDS (a) DERRDATEMITIT D) DREESNTLEVWABETHS, T—9ETOTFALICA>TELE
ETRRL, TOVZLDEDT—9% MED] EZICHENRETH I LILTEMNFTWLELWL, T URL 6

VBEZEICLTWEREERZWL,
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«IPA T&Fa7 - 70O4 53> 5] hips://www.ipa.go.jp/security/awareness/vendor/programming/index.html
« JPCERT CC Mava ¥ a2 73—7 4 ¥4 X4 % — K CERT/Oracle kiR https://www.jpcert.or.jp/java-rules/

e JPCERT CC [Java Android 7 74— 3 VBIRADIL—ILOEA | https://www.jpcert.or.jp/java-rules/android-j.
html
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Android TE Z I£ Activity ® SQLite 72 &, 54/ OV =& IlEFa ) T4 BROBEEVWIEDIH D, 5Lkt
Fal)T1AOBEANSTICHEF. A—T 4 VI LTVRERLBIEBREEDKYIATLEIZENH D, TODETIE
BREED Android DF 7/ OV —%FRT5V—VERBELLEEEERD,

4.1 Activity z15% - FIHT %
411 > 7)3—R

Activity NED XD ICFIAIN B HICEL o T Activity DMEZ 2 ) R 7 0B RBHEFENELR D, T I TiE. Activity A
EDEHICHBAINZNEWVWIERT, Activity 24 D2DY 1 FICHE L, ROFETO—IC L > TERT % Activity
NEDIYATTHZIDEHIMTE D, B, EOLDWHEFENAT MK > CEYIRBAEFERARE B720. Activity
DOHARIDREIZOVWTEADE TEHRIAT %,

( L8 )

FHIATOAEBATS

FRHESHD
FAIZHAEENS

WEMITO
FAICHAEENS

k4 h 4
Private Public Exclusive Proprietary
JE4 Bl Activity 4 Bl Activity H—pk+—8 E Activity B # IR 7 Activity

4.1.1 Activity ¥ 1 TBR7O0—

4.1.1.1 3E2F Activity =1E% - #AT 2

N Activity &, A—7 TR TOAFAINS Activity THY. £ 2L EREMEDHE L Activity TH 2,
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B—77YALITTHAINS Activity (FERF Activity) ZFIAT 28IE. 75 A%218ET 2 HRH Intent % 2 (&
BoTHAET7 ) ICIntent ZREFELTLED T &RV, 2L, Activity ZIFUH I RRICHER I % Intent &= IC
Lo THAMONDBENAH D, D7, Activity IEFET S Intent ICEY O T 4 TRIFWRERNT 2BEICIE. ZD
BRIBEOHZE=ZFBILGAFPMONZZEDRVELDIC, BURRISEEET 2HELDH 5,

BAFICHENRE Activity 2B RIOH > F)La— K &R,
A2~ (Activity #E3) :
1. taskAffinity 27 L AL
2. launchMode %57 L 7L
3. exported="false” IC& W, BRTRAVICIHAFRBRET B
4. @A—T7F)H SO Intent TH>TH., F{5 Intent DREM%FERT S
5 AT 7 TVRA—T7 ) THENS, £V IT 1 TRIERERZELTEWL

Activity % IERFAEEET % ICIE. AndroidManifest.xml @ activity B3R D exported B % false EIEET 2.

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.privateactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!-- FENF Activity ——>
<I—— Kk RA VM 1Kk taskAffinity ZIELRL -->
<I-= *RA Yk 2% launchMode ZEE LRV —->
<I-— kR4 VN 3% exported="false"lIC&k Y. BARMICIENRBREST S ——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

<I-= SUFv—DLEET BN Activity —->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateActivity. java

package org.jssec.android.activity.privateactivity;

(continues on next page)
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(continued from previous page)

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.private_activity) ;

/) KRBAVN fHh A—=TTIVDSD Intent TH>TH., ZiS Intent DREMEERT D

/B TIVICDEREIE, [3.2 ANT—90RLEERDBT 21 258,

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/3TX—% [s] #%I|fH o7z, ", param), Toast.LENGTH_LONG).
—show();

}
public void onReturnResultClick(View view) {

//KRBRAV N 5k FIARTTVRE—T7FTYTH20H, £y TFq TREREZRELTEW
Intent intent = new Intent();

intent.putExtra("RESULT", "t ¥ ¥ F « J72ER");

setResult (RESULT_OK, intent);

finish();

RICIHEAF Activity ZFAT 2@l0Y >~ F)La1— KERT,
AV~ (Activity #FIHT %) :
6. Activity I23%f§9 % Intent IC1&. 7 5% FLAG_ACTIVITY_NEW_TASK % &% L &\
7. A—7 7Y A Activity 1£7 T RI8E DBARM Intent THEOH T
8. MAXT TVERE—T7FUTHZI S, £V F 14 THER% putExtra() A HEICRYEE L THLW!

9. A—7 71 A Activity D' 5 DFERIER TH->TH, RET— I DRLMEHRT S

PrivateUserActivity. java

package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;

public class PrivateUserActivity extends Activity {

(continues on next page)

L BAY R 1L2,6 EBFLTVSRHBAERVTE Intent AB=BLHAMONEETNA DD I LIERT 2RENH D, ML —
WTvotyvavmalnn, 4123 58RTB2 L,
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(continued from previous page)

private static final int REQUEST_CODE = 1;

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.user_activity);

public void onUseActivityClick(View view) {

// hkRA VN 6Kk Activity IEET B Intent ICI&. 754 FLAG_ACTIVITY_NEW_ TASK %E%7E L7\
/7 RRAY N 7Hh B—TTYVA dctivity &0 5 RIBEDBATRK Intent THRUHT
Intent intent = new Intent(this, PrivateActivity.class);

/) kR4S 8k FIAET TVIEA—T7FYTHZNS, 2V T 1 TRRERE putEztra() ZEIBEICRYZEEL
TH&Wn
intent.putExtra("PARAM", "tV I F 1 TRER");

startActivityForResult (intent, REQUEST_CODE) ;

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode '= RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) RRAY S 9k A—T7 YA Activity hSDFERIBFBRTH-TH, FET—YDLLMARERT S

/) YTV DEER, (3.2 AAT—9DREMEHRT 5] 251,

Toast.makeText (this, String.format("f&5R [%s] ZF(FEl o7, ", result), Toast.LENGTH_LONG) .
<show();

break;

4.1.1.2 /2B Activity %% - FIFBT %

AR Activity 1Z. THEZHO7 TV ICFIAS N2 Z & %18E L7 Activity TH B, TILD = 7H%EE L7 Intent 2%
BT22EDHBIEICEFENVETHD, /o, 2B Activity ZFAT 2HEICIE. #EET 2 Intent KTILT T T I
ZEINDE, HEIVWEHFEFPMONZIEDHBIEITEFENMBETH D,

LAFICRFE Activity 242l > 72— R%&ERY,
A 2~ (Activity #1E3) :
1. exported="true” IC& V), BARBIICNFRET %
2. %18 Intent DRLM%AHEERT S

3. ERERTIHBE, VT 1 TRBEREED AL
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AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!--— RF Activity ——>
<I-- kR4 VN 1Kk exported="true"l& Y. BATRMICARRET S -—>
<activity
android:name=".PublicActivity"
android:label="@string/app_name"

android:exported="true" >

<I-- Action IEEIC K BEERE Intent 2RI 2L DIC Intent Filter ZEH ——>
<intent-filter>
<action android:name="org.jssec.android.activity.MY_ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
</application>
</manifest>

PublicActivity. java

package org.jssec.android.activity.publicactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PublicActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

// KRBRAV N 2% {5 Intent DREUAHRT S

// BB Activity THEIEHHMATT TUDHNTIL I T THEAREENH B,

/) HYTIVICDERE, 3.2 AWT—9DREUERRT 2] 28R,

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/3TX—% [s] #%I|}H o7z, ", param), Toast.LENGTH_LONG).
—show();

}
public void onReturnResultClick(View view) {

//kRAV N 3k BERERTIBA, EYOT 4 TRBEREEDRWV
// AR Activity THEOFATT TYDNTIL I T THEAREMEDNH S,

(continues on next page)
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(continued from previous page)

// RV TICRESNTERBEORWERTHNITHERE LTRLTE LWL,

Intent intent = new Intent();
intent.putExtra("RESULT", "t ¥ 74 7 TIEARWER");
setResult (RESULT_OK, intent);

finish();

RIS Activity ZFIB I 28l0Y > 7)La— K &R,
A2~ (Activity #FIHT %) :
4. BT 4 TRIEREEE L TEAS AW

5. ERERTIMBIGE. BRT —S0REMEHET S

PublicUserActivity. java

package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

try {
/S RBRAV S 4k BV VT4 TREREZEL LIRS AN
Intent intent = new Intent("org.jssec.android.activity.MY_ACTION");
intent.putExtra("PARAM", "tV I F 4 TTIEARWER");
startActivityForResult (intent, REQUEST_CODE);

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFAS Activity NRDOM SRV, ", Toast.LENGTH_LONG)

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);

/) kIRA VN 5k EREZRITRZIHE. BRT—IDOREMEEHET S
/S FVTIICDERE, [3.2 ANT—9DRLMEEHERT 2] 25K,

.show () ;
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(continued from previous page)

if (resultCode != RESULT_0K) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");
Toast.makeText (this, String.format("#&5R [%s] ZF(FHl o7, ", result), Toast.LENGTH_LONG) .
<show();

break;

4.1.1.3 /X— M F—[RE Activity Z1% - FIF¥ 5

IN— M F—RTE Activity &, BHEDT7 FYLRIFIHSFHEATE S Activity TH B, A—hF—DEO7T)eBRT7TTY
NEELTYRTLERBRL, N— b =77 DB THR D BRPHEAEEATL-OICFHATNS,

Activity Z IO HSBRICERY 5 Intent FFE=FICL > THRAMSNDBNDH D, TD7=. Activity IZIEIET S Intent
Kty YT 4 TRIFRERNT 25EICIE. TOBBRIBROHZFE=FICHAMOND I &DRWVE DI, BEEHRH
INEERET 2VELNDH D,

LAFIC/R—= M F—FRE Activity ZEZRI0H > FII1— RERT,

R4V b (Activity 21E3) :
1. taskAffinity Z#§7E L 7L
2. launchMode %5 L 720y
3. Intent Filter % E&t 9. exported="true” ZBARMICRET
4. FATT 7)) OFBAEN R TA MY A MIEHRINTWE I L2 HRT S
5 8=hF—=F7FYDSD Intent TH>TH. 25 Intent DRLM%FERT S
6. "= b F—=TFVICARLTEWERICERYIRZEL THW

RI2AR)RANERAWET T ORBEFEICDOWTIE, T4.132. FIBT7 7Y RT3 25B432&, £/, F7
A MY RMIIBETZHREET 7Y OFEAEZ/N\Y 2 2 EOER AL [52.13. 77U DFAEZED /Ny ¥ 1 {EZHERT 2
Hikl #BRT B &,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I—— IN—NF—BRE Activity ——>

<l-— kiRA U~ 1% taskAffinity HIELRL -->

<l-- kR4 b 2% launchMode ZIEE LR\ ——>

<l-- kR4 Yk 3%k Intent Filter 5EHHE T, exported="true"5BARMICEET Z -—>

(continues on next page)
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(continued from previous page)

<activity
android:name=".PartnerActivity"

android:exported="true" />

</application>
</manifest>

PartnerActivity. java

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PartnerActivity extends Activity {

/7 RRAV N 4 FIATT 7Y OFERAENFTA M) A MIEHFINTWDE I EA2HERT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

// "= NF—=T ) org.jssec.android.activity.partneruser MDIEAZ/\v ¥ 1{E% E%
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug 7
// debug.keystore @ "androiddebugkey"DIEFAE/\v ¥ 1{B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DFIRAZE/\v > afE
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// WFRBRICHD /A= =T 7Y = &6 . ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

/7 hRBRAVN 4K FIATTTY OFEBRAEN TR TA4 MY A MIEHFRINTWS I L ERRT D

if (!checkPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText (this, "FATT 7V /= hF+—7 7 TIEAL, ", Toast.LENGTH_LONG).show();
finish();

return;

(continues on next page)
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(continued from previous page)

/) KRRAYN 5,k R=hF—=FFYDED Intent TH>TH., FfE Intent DR EHRT S
/) B TIVICDZER, 3.2 AAT—9DREMEHAET D] 28R,
Toast.makeText (this, "/S—hF—T TUMNST7 I EAHY", Toast.LENGTH_LONG) .show();

public void onReturnResultClick(View view) {

/) KhkRA YN 6k = F—=FTVICHARLTEWERICBYIRZELTE W
Intent intent = new Intent();

intent.putExtra("RESULT", "/X—hF+—F7 FUICBRL TLWER");
setResult (RESULT_OK, intent);

finish(Q);

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha266 = sha256.replaceAll (" ", "");

if (sha256.length() != 64) return false; // SHA-256 % 3234

sha256 = sha256.toUpperCase() ;

if (sha256.replaceAll("[0-9A-F]+", "").length() !'= 0) return false; // 0-94-F UADIF1H 3

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname |G DEMRD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEMED/NY & 1 {BEEMRD/NY & 1{B%HET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager O API THEZERIIN THE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate(pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256);
} else {
// API Level < 28 DIFEE PkgCert DHBEEFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

(continues on next page)
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(continued from previous page)

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int i = 0; i1 < lemn; i += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; /7 BEEBLERDAW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null,;

(continues on next page)
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(continued from previous page)

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

RIC/IR— N F—FRE Activity ZFIAT 2RO H Y F)La— RERT, I TRER/S—MF—BRE Activity O H A%
=AY %,

R4V b (Activity ZFIHT %) -
7. MAL/R— M F—RE Activity 7 7'V OFIBAZEN R T7M4 P A MIBHINTWR I L 2ERT 2
8. Activity IZ3%2f59 % Intent ICI&. 754 FLAG_ACTIVITY_NEW_TASK %% & L 72w
9. FMIA%N—NF—BRET 7Y ICHT L TK WERIZ putExtra() ZFE S HBEICRYZEEFELTEIW
10. B7REY Intent IZ & YW /38— N F—PRE Activity ZFFUH
11. startActivityForResult() IZ & W /38— b F—[RE Activity MU H
12. R=RF—RET7FUDSDOFERBEB/TH>TH., 215 Intent DRLMEAEHRT S

RI7ARN)RANERAWET ) OBBEAEICDOWTIE, T4.132. FIBTT7 ) 2R 2] 25B432 &, £/-. F7
AMNY)RMNIIEETBHAET 7Y OHERAE/NY ¥ 1 EOWEAEIT [5.2.1.3. 77 QHRAED/N\Y ¥ 1{E-HET S
ikl BRI &,

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.partneruser" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>
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PartnerUserActivity. java

package org.jssec.android.activity.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class PartnerUserActivity extends Activity {

/7 kR4S 7 FIRAZNR— N F—RE Activity 7 7Y OFEAEN R T4 MY A MIEHFINTVWE I LR T S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

// IN—NF—[RE Adctivity 7 7') org.jssec.android.activity.partneractivity DFEBAE/ Ny ¥ 1 {E% &%
sWhitelists.add("org. jssec.android.activity.partneractivity", isdebug 7

// debug.keystore @ "androiddebugkey"DIIEAE/\v ¥ 118

"OEFB7236 328348A9 89718BAD DF57F544 DS5CCB4AE BODB34BC 1E29DD26 F77C8255"

// keystore M "my company key"DIEFAZ/Nv > 1 1B

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// UTFRBRICHD/R— b+ —IRE dctivity 77 2 EER. ..
}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname) ;

private static final int REQUEST_CODE = 1;

// FIR%ED/N— M F—RE Activity ICBY 2158

private static final String TARGET_PACKAGE = 'org.jssec.android.activity.partneractivity";

private static final String TARGET_ACTIVITY = "org.jssec.android.activity.partneractivity.
—PartnerActivity";

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

/) KkRA YN 7k FIRAK/NA—KNF—[RE Activity 7 7Y OFEBAEN T T4 MY A MIBEHFINTWDR I L 2HRT 2
if (!checkPartner (this, TARGET_PACKAGE)) {
Toast.makeText (this, "FIFS Activity 7 FVIEHRT74 M) R MIEHFINTUWARL, ", Toast.LENGTH_
< LONG) .show() ;

return;

(continues on next page)
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(continued from previous page)

try {

Intent intent = new Intent();
// KRA VN 8%k Activity \EIET B Intent (W&, 754 FLAG_ACTIVITY NEW_ TASK % %7 L 72\

7/ kRAY N 9k FALNR—FF—RET TVICHTL TEWERE putEstra ) ZEIHAICRYEEFL TV
intent.putExtra("PARAM", "/N—kF—T FUICHRL TEWIER");

// kRAY N 10Kk BIRE Intent IC& W/X— N F—[RE Activity ZMUHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);

// hkRA VN 11 % startActivityForResult() IC& W /A= M F—BRE Activity ZMUHT
startActivityForResult (intent, REQUEST_CODE) ;

}

catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFS Activity ARDM SV, ", Toast.LENGTH_LONG) .show();

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode '= RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) RRAV N 12 R=hF—RET7 TV SOFERBERTH->TH, ZfE Intent DREMEHRT S
/) B TIVICDEEE, 3.2 ANT—9DRLEERERT D] 2508,
Toast.makeText (this,

String.format ("#&R Vsl #Z(FE 57, ", result), Toast.LENGTH_LONG).show();
break;

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

(continues on next page)
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(continued from previous page)

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll (" ", "");

if (sha256.length() != 64) return false; // SHA-256 1% 32 /X4 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() '= 0) return false; // 0-94-F UADXFELH 3

mWhitelists.put (pkgname, sha256);

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IS BEMRD/NY ¥ 1EZEIGT 3
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEFED/NY ¥ 1B IEMRD/NY ¥ 1 E% BT B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager ® API CTEIEMEIN AL
PackageManager pm = ctx.getPackageManager() ;
return pm.hasSigningCertificate (pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIZ&EIE PkgCert DIREZFIMAT 2

return PkgCert.test(ctx, pkgname, correctHash);

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int i = 0; i < len; i += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

(continues on next page)
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(continued from previous page)

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BHELRIERDEW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("%02X", b));
}

return hexadecimal.toString();

4.1.1.4 B#HBRE Activity 5163 - FIFIT 3

HBRE Activity I, BRHUADT FU DL SHBAIND I &5 ZEIET B Activity TH B, BHOBHET ) TY T
LEEER L. BT ) HR BRCHEEELTFIDICFIASIh S,

Activity Z IO HTBRICERY 5 Intent (FFE=FICL > THRAMSNDBNDDH D, TD7=. Activity ICIEIET S Intent
Kty YT 4 TRIFRERNT 2HEICIE. TOBHRIBROHZFE=FICHAMOND I &DRWVE DI, BEEDHH
INEERET 2RELNDH D,

UFICB#RE Activity 22 RI0Y > 72— R &R,
R4V b (Activity 21E3) :

1. B E% Signature Permission = &9 %

2. taskAffinity Z#§7E L 2L
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3.

launchMode %387 L 7\

. B E% Signature Permission # EXRES 9 %

. Intent Filter % EZ&t 9. exported="true” ZBARMICFEET 3

. ¥EES Signature Permission B’B# 7 TV ICK W ERINTWE Z L #ERT S
. B#H7Z 7Y DS Intent TH>TH. 5 Intent ODREME AT S
CHATTIVRERT TITHIEDS, B I T4 TRIBERERELTLW

CHMBATT T ERURAREERT APK 2E£9 2

Androi
<?zml

<manif

dManifest.xml
version="1.0" encoding="utf-8"2?>

est xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.inhouseactivity" >

<!

-— kR RA VK~ 1%k MEES Signature Permission EHYT D -—>

<permission

android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION"

android:protectionLevel="signature" />

<application

android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!-- BHRE dctivity -->
<I-— kRA Vb 2% taskAffinity ZIE LRV -——>
<I-- *RA Y b 3% launchMode ZIEE LA —->
<l-— ) RA VK 4* MEER Signature Permission *BEREET 2 -->
<l--— *RA VU~ 5% Intent Filter EHET. exported="true"ZBARMICERET D -->
<activity
android:name=".InhouseActivity"
android:exported="true"
android:permission="org.jssec.android.activity.inhouseactivity.MY_PERMISSION" >

</activity>

</application>

</mani

fest>

Inhous

eActivity. java

package org. jssec.android.activity.inhouseactivity;

import

import

import
import
import
import
import

import

public

org.jssec.android.shared.SigPerm;

org. jssec.android.shared.Utils;

android.app.Activity;
android.content.Context;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.Toast;

class InhouseActivity extends Activity {

(continues on next page)
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(continued from previous page)

// B#® Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.activity.inhouseactivity.MY_PERMISSION

".
"y

// BHOFEFZFD/NY 2 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MEEEAE /v > 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZ/\v ¥ 1 {B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
}
return sMyCertHash;
}
@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

// kRA VN 6%k HMEESR Signature Permission NEH T TYICLIWERINTWR I L 2HRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JREEZ Signature Permission N"ERT T VICL W EREINTULARL, ", Toast.
< LENGTH_LONG) .show() ;
finish();

return;

// RKRAY N 7h BRTTUDSD Intent TH>TH., ZiE Intent DRELUEERT S

/) Y TIVICDEEE, 3.2 ANT—9DLLtsHRT 2] #2501

String param = getIntent().getStringExtra("PARAM");

Toast.makeText (this, String.format("/XZ XA —% [%s] #%|(JEl o7z, ", param), Toast.LENGTH_LONG) .

—show();

}
public void onReturnResultClick(View view) {

/) KRkBRAV S 8k FATT7 TYIEERT Y THZ IS, Er o T 1 TRIERZRZELTEL
Intent intent = new Intent();

intent.putExtra("RESULT", "t ¥ ¥ F 1 7RER") ;

setResult (RESULT_OK, intent);

finish();

SigPerm. java

package org.jssec.android.shared;

import android.content.Context;

(continues on next page)
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(continued from previous page)

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermName % EZ LT TV DNy r—IZ5WMET 53
PackageManager pm = ctx.getPackageManager() ;
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFAEILKEIFZ L
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1 BEERD/NY & 1 EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager ® API TEIEIMRIIN AL
return pm.hasSigningCertificate (pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
—SHA256) ;
} else {
// API Level < 28 D& PkgCert ZFA L. /Ny Y2 {EEIEBL TLHET S
return correctHash.equals(PkgCert.hash(ctx, pkgname)) ;
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

package org. jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

(continues on next page)
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(continued from previous page)

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; /7 BEEBLIE R DN
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null,;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 k9% APK % Export 5 & =2, FIATT 7)) ERAILHAKERT APK 2EELT 5,

' #® Generate Signed APK |
Key store path: ' Ci¥jssec¥Projects¥keystore
[ Create new... | | Choose existing... |
Key store password: _'
Kevpassﬂord: [....... ]
[_] Remember passwords
] R (e ] [

412 FARTT Y ERAURAKERTAPK 2ELY 3

RICBHRE Activity ZFIB T 200~ F)a— NE2RT, I TIEBRRE Activity 2V H T HE%HRAT 2,

R4V N (Activity ZFIFH$ %) :
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10. ¥ B E % Signature Permission #F|HEE T %

11. #BE % Signature Permission B 7 TV ICL W ERSI N TWE I L 2RI

12. %

IA%T 7 OFAENBHDIIAETH S I L= HRT D

13. MIAET7 TV IEERT U THE 0D, 2T 1 TRIER% putExtra) 2F S BEICRYZEELTHLL

14. BA7REY Intent IC & U BRRTE Activity ZIFOH S

15. B7 U D SDOEREBRTH>TH., Z{E Intent DERLMAFETRT S

16. FIAET7 7)) ERALRAKEERTAPK 2ELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.inhouseuser" >

<I-— kRA Vb 10k MEESR Signature Permission F|AEE T2 -—>

<uses-permission

android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION" />

<application

android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name="org.jssec.android.activity.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>
</manifest>

InhouseUserActivity. java

package org.jssec.android.activity.inhouseuser;

import
import

import

import
import
import
import
import
import

import

public

org. jssec.android.shared.PkgCert;
org.jssec.android.shared.SigPerm;

org.jssec.android.shared.Utils;

android.app.Activity;
android.content.ActivityNotFoundException;
android.content.Context;
android.content.Intent;

android.os.Bundle;

android.view.View;

android.widget.Toast;

class InhouseUserActivity extends Activity {
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(continued from previous page)

// FIRSED Activity B3R
private static final String TARGET_PACKAGE = '"org.jssec.android.activity.inhouseactivity";
private static final String TARGET_ACTIVITY = "org.jssec.android.activity.inhouseactivity.

—InhouseActivity";

// B D Signature Permission
private static final String MY_PERMISSION = '"org.jssec.android.activity.inhouseactivity.MY_PERMISSION

"n.
"y

// BHOFERZED/NY & 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @D "androiddebugkey "MEEEAE /v & 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZ/\v < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
return sMyCertHash;

private static final int REQUEST_CODE = 1;

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

public void onUseActivityClick(View view) {

// kBRA TN 11 % MEES Signature Permission NEH T TVICEIWERINTVWE I L AHRT S
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "MHEEZ Signature Permission AR T FVICK W ERZRINTULARL, ", Toast.
—LENGTH_LONG) . show () ;

return;

/) RBRAV N 12% FIAET 7Y OEHAENEHOARETCH D I L 2HERT 2
if (!PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText (this, "FALT7 TV IEBE4T 7Y TlEA W, ", Toast.LENGTH_LONG) .show();

return;

try {
Intent intent = new Intent();

/) RRAV KN 13 % FRETTVIEEHRHT T THZIH L, VT 1 TRIERE putEztra() ZEDHBEICRY
EELTEHELWL
intent.putExtra("PARAM", "tV T 4 TRIER) ;

(continues on next page)
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(continued from previous page)

/7 kRA N 14 % BARE) Intent IC& W BHIRE Activity EHUHET
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;

}

catch (ActivityNotFoundException e) {
Toast.makeText (this, "FIFS Activity ARDM SV, ", Toast.LENGTH_LONG) .show();

Q@0Override

public void onActivityResult(int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);
if (resultCode !'= RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

//RBRAVN 156k BRT T SOFERBEHRTH>TH, 25 Intent DRLMEEHIRET S

/) YV TIVICDERRE, [3.2 AAT—YDREMERERT 5] 251,

Toast.makeText (this, String.format("f&R [%s] Z#Z(FEl o7z, ", result), Toast.LENGTH_LONG).
—show();

break;

SigPerm. java

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermName % EZ LT TV DRy r—IZ5WMET 5

PackageManager pm = ctx.getPackageManager() ;

PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// 3k Signature Permission DFAILKEIZ L

if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;

// pkgname DEFRD/NY & 1 EBEERD/NY & 1EEZLET S

if (Build.VERSION.SDK_INT >= 28) {

(continues on next page)
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(continued from previous page)

// % API Level >= 28 TId Package Manager M API TBEIEMIIMN FIBE
return pm.hasSigningCertificate(pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
—+SHA256) ;

} else {
// API Level < 28 DIFHE PkgCert ZFAL. Ny Y1 {BEEZIBLTHET S
return correctHash.equals(PkgCert.hash(ctx, pkgname)) ;

}

} catch (NameNotFoundException e){

return false;

PkgCert. java
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BRELRFRDARW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

(continues on next page)
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(continued from previous page)

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

* R4~ b 16 %k APK % Export 9% & Z (2, #A%ET7 ) ERALURARERT APK 2EELT 5,

' #® Generate Signed APK ||

Key store path: ‘ C:¥jssec¥Projects¥keystore J

l Create new... ‘ I Choose existing... I

Key store password: L -------

l
Key alias: | my company !-:; > lj

Kev passﬂwd: | ....... ]
[C] Remember passwords

) I (o] [ ]

413 FEKXTT)ERUCHARERTAPK 2EELY S

412 L—ILTv Y

Activity = {E BB, F7=13 Activity IC Intent ZXE T 2EITIFUTDIL—ILESFE T &,
1. 77VRTORHMERT B Activity IEFEARFRTET 2 (MA)
2. taskAffinity Z3E L&\ (WIR)
3. launchMode % 187E L7\ (H7R)
4. Activity 123215 % Intent |2\& FLAG_ACTIVITY_NEW_TASK %% L7 (WAZA)
5. %18 Intent DRLM%EHRT D (WEHE)
6. B EZ Signature Permission &, BT TIVHNER LI 2R L THAYTS (WA
7. BRBEBRERTIBEICIE. BREET7 TN SORRERFRIEIET 2 (BA)
8. R Activity DEIE T & 2158 1$BATRM Intent T Activity ZFIT 2 (WAE)
9. MRS Activity ™S DERY Intent DELMEEERT 2 (WAE)
10. B3t DIFET 7Y & BT 2B EIEFIAL Activity 2HRT 25 (WAH)

11. EEZ ZRNICIRHET 2B8ICIE. TOEEDMRDOREKELZMEET S (BEHE)
53




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2018-09-01

12. £V F 4 THRIERIETEZRYES AL (H2E)

4.1.21 77YVHRTOHMERY 3 Activity FIELAREET 2 (BEH)

BE—77VANSDOHFAINS Activity (&D 7 7)) 5 Intent % ZIFENBHEAN ARV, £/ DK DA Activity T
FARES Activity ZIHET 5 Intent ZTBE LRV EDZ WV, D& DA Activity [FBIRMICIERAREREL. FELH
Activity &9 %,

AndroidManifest.xml
<I-- FERE Activity -->
<I-— kRA YK 3%k ezported="false"lZ& Y, BARMICIHELRERET D -—>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

BA—7 VAN SDAHFAI NS Activity Tl Intent Filter #5¥ B ¥ % & 5 REREHE L TiEA 572\, Intent Filter D%
BE, A—77)NOEAH Activity ZIHUHT DY TH, Intent Filter METHUH LA ZICEHETHT7 T D
Activity ZIFUH LT LED AaEES H D, FEMIE. 7 RANY R b T4.1.3.1. exported 327 & intent-filter 3% DA E
 (Activity DI5E)] 2BRTB I &,

AndroidManifest.xml (FEHELE)
<!-- FERE Activity —->
<I--— kRA YK 3% ezported="false"lZ& Y, BARMICHELRERET 2 -—>
<activity
android:name=".PictureActivity"
android:label="@string/picture_name"
android:exported="false" >
<intent-filter>
<action android:name=" org.jssec.android.activity.OPEN />
</intent-filter>
</activity>

4.1.2.2 taskAffinity #15E L2V (ZE)

Android Tld. Activity 139 2 7IC& > TEEIND, YRV DARNE. JL— b Activity DFDT7 74 =714 IC& > TR
EIND, —ATIL— MUAD Activity ICBEL TIE, FIBT B9 RIDT 74 =T 4 EIFTIRRESI NG, Activity Dit2
BE— RICEEET B, 35 T4.1.3.4. )b— b Activity IZDWT ) #8RBT 32 &,

T 74 MNERETIES Activity NNy 5 —V 85T T4 =T 1 &L THEHED, ZOHKR. 9277V T &ICE
WHETHNBOT, A—7FVRDOETO Activity FRA—9 RV ICFIET %, YR VDB HTEZEET 3ICIE,
AndroidManifest.xml ~DBRMAR T 7 4 =5 1 58P, Activity IC#EET 2 Intent ~ND 7 TR EEATHIE LW, 727
L. 9RVDENYETEERELEIGER}. 029X VIZET % Activity ICEE L7 Intent 2517 7V IC& > THRAH
T2 RN DH B,

YT 1 TRERESTEE Intent B & URAE Intent DRBEZAISNAWE S ICF B2k, AndroidManifest.xml
A ® application B & U activity B3R T android:taskAffinity ZIEER T, T 74k (v r—YZERA—) DEFIC
IRETH D,

LURIZ3EABE Activity OEREI & FIFAIIC 13 % AndroidManifest.xml % 7R ¥,
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AndroidManifest.xml
<I-— *kRA YN 1% taskAffinity ZIBELHRWN -—>
<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I—— kRA VM 1K taskAffinity ZIE LRV -——>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-- 3R Activity -->

<l-— )k RA VK 1% taskdffinity ZIE LAV -->

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

YAV ET T4 =5 14 DEMBERSIZ. TGoogle Android 7O 45 X Y F Al 2, %% W&, Google Developers API
Guide “Tasks and Back Stack™*® Df#5ts & U [4.1.3.3. Activity IZEE S N3 Intent DFHELY (Android 5.0 & V) EID
N—=2 3 2I2DWT) L T4.1.3.4. )b— b Activity IZDWT ) BRI &,

4.1.2.3 launchMode #$E LA (KHE)

Activity DB E— R & &, Activity ZFFHTERIC, Activity DA Y 29V RDOFIRERP. ¥ X OFHER % HlfE
TEODRETH D, T 74V MEEIL standard” TdH 2, “standard” 5ZE Tld. Intent % {FE > T Activity #MHUH T
EEIICRBICHRAVRIVREER L, § RV IFHETH LA Activity BB T 29 A VIRV, FIRICY R I DPERS
N3 &iFBW, YRIDFRICERSIND & BT LICE> 7 Intent HABIDT T M SFHARY AIREICIR D, DT
O, VYT 1 TRIER% Intent ICELIFEICIE. Activity DEEENE — RIZId standard” =AW RETH 3,

Activity D#2E)E — K& AndroidManifest.xml AZ T android:launchMode THATRMIICER ERATEETH 2 A, LR DEHIC
&Y. & Activity ICR L T android:launchMode %8R . %2 T 7 4 hDE £ standard” & T B2RETH 3,

AndroidManifest.xml
<I—= *RA Yk 2% Activity ICIE launchMode ZIEE T, BT 74 bDEFX” standard’ &5 -—>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

(continues on next page)

2 ST)I. BEH. RREF. BEA. WA, WM. £, 1MHE [Google Android 7O/ S5 IV JAM] (FRF— - AF4T7T—0 2R, 200957 B)
*3_https://developer.android.com/guide/components/tasks-and-back-stack.html
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(continued from previous page)

<!-- FENB Activity ——>
<I-— kRA VK~ 2% Adctivity IZId launchMode ZIBEE . BT 74 I NDEFE" standard” &2 -->
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />

</application>

[4.1.3.3. Activity IZ3EE SN 5 Intent DEFRHELY (Android 5.0 £V EID/N—2 3 IZDWT)L, 14.1.3.4. Jb— b Activity
ICDoWTl 28R 32 &,

4.1.2.4 Activity IC3%{59 % Intent IC/& FLAG_ACTIVITY_NEW_TASK Z&&E L&\ (R)

Activity DF2EIE— KNI startActivity() 3 % LM startActivityForResult() DRITIFICHER T2 &N ARETHY . ¥R
IFRICERSINDHEDH D, TDH, Activity DEENE— RERITRHICEBLBRWVWKL I ICT IHENH B,

Activity OB E— K %#ZEHE$ % IC Ik, setFlags() ¥ addFlags() # W T Intent IC7 57 %% E L. Z O Intent %
startActivity() £ 7= (& startActivityForResult() D818 & § %, 9 RV EFHBFICER T 57-HDD 7 5 &'1d FLAG_ACTIV-
ITY_NEW_TASK T# %, FLAG_ACTIVITY_NEW_TASK H#':#fE SN 3 &, HMUHI N Activity DI R T ANy &
T2V RHIZWNETAT I IO RECHEELBRWEEIC, FRICIRIDPERSIND, FLAG_ACTIVITY_MULTI-
PLE_TASK (& FLAG_ACTIVITY_NEW_TASK ¢t REBICERET S 2B TE D, ZDHBEICIE. IR I THIRER
INd, EELDREHLIRIEERT AU HZ72D. VYT 1 TIREHRERD Intent ITIFFRELRVK D IC
ITRETH B,

Intent MEEHI

Intent intent = new Intent();
// KBRA VS 6% Activity \SEET B Intent \IE. 754 FLAG_ACTIVITY NEW_TASK % 5%TE L 72\

intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", "t ¥ ¥ F 1 TER");

startActivityForResult (intent, REQUEST_CODE) ;

BB, Activity IZ#E1E 9 % Intent IC FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 7 5 ¥ % B RMICERET 2 2 &
T, YRAIVDPERSINIZE LTEZOHRBLIHEAMONRVELDIICTEZ EEZ 2B LRV, LALADKS, 2DA
FEEAWTEHERFEINL Intent DABT%EFHAID Z ENARETH D, L72H > T, FLAG_ACTIVITY_NEW_TASK ODff
FRILE#T2ERETH 2,

4.1.3.1. exported 2TE & intent-filter 5XE DA E DT (Activity DIFE)] B LU 14.1.3.3. Activity IZEE SN B Intent
DEFRHEY (Android 5.0 L WEID/N—2 3 2 IZDWT)L, T4.1.34. )Jb— b Activity ICDWT] $8RBT B2 &,

4.1.25 ZfE Intent DL LMEHET S5 (LRA)

Activity DA FICE > TEHEF YRV IERAZ D, Zf5 Intent DT — 49 2B T ZRICIE. F T Z(E Intent DL D% FE
RLAFhERSRWL,

NFE Activity IETREESEHDT 7)) H 5 Intent = ZFER B 72, YILD 7 OKE Intent % F (FEND ATEEENH D, I
NBE Activity IZftRD T 7Y A5 Intent X EEZIFERZ Z & dRW, LALE—7 7Y RADAE Activity 2D 7 71 H
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Z(7HL o 7z Intent DT — 4 % JEAFI Activity ICERET B 2 E D H 76, Z1E Intent E|EHICELETHBEEAT
AR50, /=N F—[RE Activity Y B#RE Activity I ZDHBED ) R I TH 23728, ¥idY ZE Intent DRLM
EHERTDIVENDH D,

32, AT =9 DREMEHRT 2] 28RITBIE,

4.1.2.6 ME7EH Signature Permission (&, B 7 7N ERL I L 2HALTHAT S (WE)

B#7 7Y EIISHATE 2BHIRE Activity = E 2B E. B EH Signature Permission (& W) {R5# L 22 (¥ hif
R 572V, AndroidManifest.xml T ® Permission E#. Permission B3KEE 72} TIXREIF R +DTH B0, 5.2
Permission & Protection Level] @ [5.2.1.2. JRBEEFED Signature Permission TR 7 ) B#¥$ 2 H%k| 28R 3
&,

4.1.2.7 BRBEBEIRIIBAICIE. REXT T DS OBREBRFRICER TS (BH)

Activity D% 4 FI2& 5T, setResult() &= AW THRBERZIRET 2EORZESLT 7Y OERAENEMRD, AF Activity
MERBRERET 218G, BRRELETZTUNTLII T THLIHREMELNHY., BREBIBEL2FH - TEDNLZE
MDD D, FEAR Activity ¥ B IRE Activity DIBE L. HRIREEXIZBRT Y THI-OERBROBVWEDHF
YiOBET 2REIFRRV, /X— N F—RE Activity DIFEIEZDOHBEICAHET 2.

ZDEDIT Activity D SFERBEBRZRTIHEICIE, SBELET T H 5 DERBEBROFRICER L BT HERS54H0,

ERERZREY 2158 DA

public void onReturnResultClick(View view) {

/) KRRAY KN 6k N—hF—TFTVICHARLTEWERICBYRZELTEW
Intent intent = new Intent();

intent.putExtra("RESULT", "/XS— KM+ —F7 7 JICBRL TEWVER") ;
setResult (RESULT_OK, intent);

finish();

4.1.2.8 FIFAs Activity 'EE T % 2355 (3R Intent T Activity 2592 (%7E)

BB Intent IC& Y Activity ZFIE T % &, RIEHICED Activity I Intent H°3%(5 S 1L % HMid Android OS FHICA S
TLED, LIV 7IC Intent BEFEINTLED &IEHRFEDSNEL B, —F. AR Intent IZ & W Activity ZFl
Hd2%&. 8E LK Activity LA A Intent 25T 2% Z & A EBNZETH B,

WEBAEFEZ 7T (D Activity) 21— — BRI E 4L, FIASK Activity ZRTEFISRE LZWEEERITIE.
MRS Activity IEH SN LCHHETE S, ZDL DR Activity 2FA T ZIBEICIZEARE Intent 2FBIRETH 5,

B—7 7Y A®D Activity % BB7RH Intent THIAT 3

Intent intent = new Intent(this, PictureActivity.class);
intent.putExtra("BARCODE", barcode) ;
startActivity(intent);

b 7 71) DA Activity % BA7RE Intent THIFAS %
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Intent intent = new Intent();

intent.setClassName (
"org.jssec.android.activity.publicactivity",
"org.jssec.android.activity.publicactivity.PublicActivity");

startActivity(intent) ;

R LD 7 7Y OB Activity ZBA/REY Intent TRIA L 723BEH. BFL Activity 2ETT7 TUDNIIL I T TH S
AEEMNH D, BEENYT—VEATRELELELTE, BFET TINREAYT T ERMLNRY F—Y B2 5/HDEM
TT)THDARMEDNHDNLE, TDLIR) AT EHRLIEWSEEIE, /I— M —RE Activity ¥ B#RE Activity
DERZRNT I2LENH D,

[4.1.3.1. exported FRX7E & intent-filter 2 E DA E DY (Activity DIFHE)] HBRT B &,

4.1.2.9 TR Activity 55 DREY Intent DR 2 2R T2 (¥EH)

Activity DY 4 FICE>TETYRVIZERZ D, RYMBELTREL Intent OF — % 2B ZRICIE. £T2E
Intent DREM AR L RITNIER SN,

FIA% Activity 2R Activity DIFE. RFEDT TYHSEREY Intent 2 (FE D72, IV 7 DKE Intent % 5%
ITERBDETREMEL D B, FIFAS Activity H'IEAR Activity DIBE. B—7 TVAHNSEREY Intent 2ZIFEEDTY RV 1E
BWEDICEZDNBEDN, HOT7 FUDNSZIFE o7 Intent DT — 9 AEBHICRYEE LTEETZ 2D H D70,
218 Intent ZERHICRETH B & EZ TIMR BV, FIASKE Activity 2°/3— b F—RE Activity » B#RZE Activity
DIZA. TOFEDY RV TH B, P YZE Intent DRLMEERT D2BENDH S,

32 ANT =9 DReM%HAT2) 28R &,

4.1.210 et DRET 7Y LEHET B5E ISR A% Activity 2R 5 (BWH)

At DRET T EBET DIHRICIET T4 N ZAMNILIBRAEDNH D, BT TVRICHAKLT 7Y OFERE/ Y
a1 FORFBLTEL, MAZDIEHENY V2 ERFLTWRAHENY V2RI 2N EHRT B E T, &
WDEFELT7TVIC Intent RKITT DI LA I ENTE S, BEFRNARREAERICODVWTEY Y FILa—REsvay
[4.1.1.3. /N—= N F—BRTE Activity 2153 - FIFAT 2] 28RT BT &, F, RMBQFMICEL T M14.1.3.2. #AT
7T arERT 51 ABRT DB &,

4.1.211 EEZZRMICIRHT 258101, TOEEOTEROREKEZHEE TS (BA)

Permission IC& W RESN TV I BEHREES S UOBBEEELMOT7 7V ICTRAICIRHET 2158101, RBEET 7)) IC
%t L CRE—® Permission #EXRY 5% & LT, ZOREKEEHMERLQITNIER 540, Android @ Permission &3 2
VT4 ETILNTIE, RESNALBEICHTIZTTINSOEET IV ERICDVWTOHEREEEZITI, JOLAKRLEDE
HICEY, PTVICBRBEINEELSSICMBOT T)IC, REDLDICHER Permission ZERY 5 Z &R IR
NZABEMEDH D, T DI &Id Permission B ZEE (Redelegation) L TW3 Z & & EEMICEMARD T, Permission D
BEREZFBEEMIEND, [5.2.3.4. Permission DBEZZERZE] #B8RT5I &,

41.212 BV o7 4 TRIERIETEZRYESGV (HEEE)

TREZHOT7T) EEETIBARICIIEY YT A TRBREZE > TRAESRW, BEDOT7 ) EEETZHBAICEN
TH, BERLABAWT Y IC Intent ZRITLTCLE>BEPE=FICL 2 Intent DERELETHERNTBLTLEDS Y
29D H B, [4.1.3.5. Activity FIREEOOJHAICOWTI #8BI BT &,

58




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2018-09-01

YT 4 TRIERE Activity ICET 2548, TORBRORHE) R ERE LRFNIER SRV, 2 Activity 12:%
FLAEBRIEHTRET D EZARITNIERSRV, £Hh/— M F—RE Activity Y B#RE Activity (234 L 72 1ER
HZN 5 Activity DREZICIKE L TERRRY R 7OKRNH B, FIERF Activity I1IOERT 2BHRICE> TH. Intent D
data ICE D72 1EHRIL LogCat A TIRA T 2 1) R I H%H %, Intent D extras i LogCat ICHAINBRVDT, £V o7«
T2 1EHIF extras TEAT B & &L\,

YT TRBRETEZRFEMLBVWEDICIXRIRETH S, ENT2HBEE. FIAKL Activity 3EFETZ S
Activity ICFRE L. Intent DI1E#RA® LogCat NRE LAWK D ICEE L AR IFhid e 57w,

F7z. Jb— b Activity IZIEEY YT 1 TRIEREZZE > TEAS AW, Jb— b Activity &1d. 9 RIDPER S NZBFICK
MU SN Activity DZ ETH D, BIZIE TVFr—DrSEEIS N7 Activity IZEICIL— b Activity T#H 2,

Jb— K Activity (CBE L CTOEMRIE. T4.1.3.3. Activity I\O3EE S NS Intent DFRAHELY) (Android 5.0 & V) EID/N—2 3 >
DWT)I T4.1.3.4. Jb— b Activity ICDWT] $ B8R 22 &,

41.3 7 KNV R K

4.1.3.1 exported 5% E & intent-filter X E DA EHE (Activity DIFE

ZDHAA RXETIE, Activity DFRED S5IEAF Activity, 2B Activity, /S— b F—[RE Activity, B#BRE Activity
D4 4947TD Activity ICDWTREFEERRTVWD, &Y 1 TICHFINTWS AndroidManifest.xml @ exported /&
M & intent-filler ERDMABAHOEERDRICEE D, FB D& L TWSB Activity D¥ 14 7 & exported BHES & U
intent-filter EXROFIGHNEL W & 2RI B &,

F 4.1.1 exported B & intent-filter ERDIAEDHE

exported BIED&E

true false BT
intent-filter E&N$H % | A (fERAZLE) (HFZELE)
intent-filter EFAR L | 2B, A— M F—IRE. BHIRE | IELHE (ER%L)

Activity @ exported BHENEIEE TH BIBEICZF D Activity BNRRINZDIEAR E B L. intent-filter DEFZRDH
|ICLVYREDN AH A RTIE Activity D exported BMEE MBISE] ICT DI EZIELTWS, RO & S 4 API
DT 74 NOBENCFHIRELAT DI EIGEITIIRETHY., exported BED LI REFa ) T4 LEERBREEH
THICEWET 2FEIHE2OTHNIEZNEFIAITRETHBZEEZIOLNDLHTH S,

exported BHEDIET lintent-filter EZA 3 %1 & lexported="false”| A FAEIEIC L TWB DX, Android DIRDEWIC
RIFNDH Y. Intent Filter DME L, BRHETMHT 7Y D Activity EHUTHELTLEIBELVEHET 27D THD, LU
TD2DODHIE. ZDFHRADEHDEDTH %, 4.1.41& A—T7TIVADLS LHIEAR Activity(7 7Y A) #EERH
Intent THEUCHERWEEBREEDHI TH %, Intent-filter(HH action="X") EEZL TWVWZDH., 77U A LHLAREL
DOTEEEY DENE &> TW5,

“ intent-filter AEH S NTVNIERE Activity, EFES W TWARIFTNILIERR Activity & % %, https:/developer.android.com/guide/topics/manifest/
activity-element.html#exported = SRD Z &,
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é ~

FFUA

B ERMIntentE{E-T

Activity =R o
Intent(“X™)

gl
FE4r Pl Activity A=1 BB Intent - T
exported="false” Activity UM T

action="X @ Intent(“X")

Activity A-113IEL2BActivityldD T, 7
TADNGLHOMFUH T ZEETELL

Androidi

414 EBLEEDH

4154k 77 AIKMATTZ 7)) B THERA L intent-filter(BH action="X") &L TW\2HBAETH S, M4.15T
&, 77 A DBEEM Intent Z3EE L CA—7 7Y ADIEAR Activity EFVOHZI &2 (7)) 5—>avnE
RI 4700 PREEIN, I—HF—DFRICE > TR Activity(B-1) AEUTHINWTLESFflERLTWS, ZhiC
FUMBTT)ICRLTEY YT« TREREEELLZY. EREHRYEEZZITRZAREEIECTLED,

4 N

FTIA _

BB AIntentF ST FI) 55—

Activity IR U L MER
Intent(“X") o A-1

JE42> Bl Activity A-1 m
exported="false" ~

action="X"

4B Activity B-1
exported="true"”
action="X"

B LactionZ E &L 7-Activity B-1H$% 5
E.OSICEYBIRA A 7T AR TRESN,
A—H—0RIRIZL-> T B Activity
B-1AMEIEh TLES

N Androidif 7

415 BELABWEMEDH

ZD & IC. Intent Filter & A W=IERF Activity DFEEH Intent U L IE, BEREHT 7)) & OBHROPWERY % 57F
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LTLESDTITORETIE AW, BB, TOEEREITTY A, 7Y BDA VA MN—IVEFRICIHIKREFELEWT & &R
FELTW3,

4132 FIARTT 7 =R S

Z ZTI/NN— M F—BRE Activity DRZRICE T 2 MIEHREMHRT 5, /S— M F—[RE Activity K74 MY X MZE
BEINERFEDT TINSDT IV RAEZHFAL. TNUADT FIDSIET IR %EEETT % Activity TH B, BRLL
NOTTVET I ERAFARREM B 728, Signature Permission - & 2 HHFEIEFIETE R W,

BERNREZAIE. =N F—[RE Activity DFBTT7 7V OETTEHRE L. K74 M) A MIEFINLZTT)TH
hEH—ERE2RHTE, BEHFEINTVWAREVWT I THNEY —EREZRHBELAVEVWDIHEDTH B, FIBT7 VD
BxhRiE, AT T7 7Y DEDIBEELNEL., TOHMHAEDONY Va1 EEFTTANIRANDNY Y 1{EELEET S
ZETETI,

ZZTHTHhIHATT SO MBIRE] 2BBETEE, AAT7 VO Ry r—I &) EORBRTHATIEAL
N? ERBERENEZADBVWENERD, LALAY S —VRRBERICIEETEZ OO T T)ADHY §F LI
BTH?D, RYTELTRRNAIA—SRBETERBAICEZ LV, —H. 77 ORDIERAETHNISHTTHERICED
ZENTED, SAZICHLT 2ELAORREREIANOT T)RRE LA > TWaLs, B=FEHIFE LIRAE
RS, MEDBERIALRITETTYEERT DI L@ TERVWASE, RT7A4A M)A MNITI/EREHFT LW
TTYDMRAET — YA ERFLTELWD, YV TN IA—RTRHFETA M) RAMNDT—9H A NS T 5%
OHICEERAE T — 9 D SHA-256 Ny 2 1B RIFT B &ICLTWD,

ZOHEICITRD ZDDEIEENH B,
o MAFTT FVICHEWT startActivity() Tl&72 < startActivityForResult() % {# R L7 iF fLif7e 540
o FIATT FVICEWT Activity UADSIEUHT I & IETEARL

2 OBOHIMWEREIEVWDIE I DEDOHNBEOKERE LTEINIFNTHZDOT, BEICIE 1 DORLCHWES
Z%, ZOHBEHETELITT ) DRy F—IZ%MFT % Activity.getCallingPackage() DEIFICL UV EL TV,
Activity.getCallingPackage() 14 startActivityForResult) CHEUH I NEBEICOAKMATT VDO 5 —IZ %R
M. BERRRHAS startActivity() THUHE I NAZBEICIE ull ZRIEHEAR>TWS, ZOLHIITHBNT B AEIE N
THRATT TN, REZARVENLPFTETH 72 LTH. startActivityForResult() ZFb i iFidi S50 e WS FIH
B#H B, & 5IC startActivityForResult() (& Activity 7 7 2 TLMEZ AW, FIATTIE Activity ICRES NS & WDl
HWEH 2,

PartnerActivity. java

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PartnerActivity extends Activity {

/7 kBAV N 4k MATT T OEAENTFTA M) ZAMNMIBEHRINTVWS I EEHRT 2

(continues on next page)
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private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// IN=KF—=TTVY org.jssec.android.activity.partneruser DFERAE/\v > 1{E% &%
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug 7
// debug.keystore @ "androiddebugkey "MEEEAE /v > 1 (B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DiERAZE /v > afE
"1FO39BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFRBRICHD A= F—T7 ) &%, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

/7 kRAV N 4k FIATT T QFEAENTTA M) RAMIERINTVWD I L 2HRT D

if (!checkPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText (this, "FIATT7 7Y IE/X\— b F+—=T7 7)) TlE#A\L, ", Toast.LENGTH_LONG).show();
finish();

return;

/) KBRAY N 5k =K F—=FTYUMNSD Intent TH>TH., {5 Intent DREMAEHIRT S
/) YTV DEER, (3.2 AAT—9DREMEHKRET 2] 2581,
Toast.makeText (this, "/S—hF—T TUMNST7 I HY", Toast.LENGTH_LONG) .show();

public void onReturnResultClick(View view) {

/) hkRA YN 6k NR—=hF—=FTVICHARLTEWERICBYIRZELTEWL
Intent intent = new Intent();

intent.putExtra("RESULT", "/X—hF—F7 FYICERL TLWER");
setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

(continues on next page)
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import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64) return false; // SHA-256 1% 32 /X1 b

sha256 = sha256.toUpperCase() ;

if (sha256.replaceAll("[0-9A-F]+", "").length() !'= 0) return false; // 0-94-F UADXFNH 5

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IS BEMD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEED/NY 2 1 {BEERD/NY 2 1{BE KT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TIlJ Package Manager D API TEREIREEN FIRE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIZEE PkgCert DIEREAFIAT 2
return PkgCert.test(ctx, pkgname, correctHash);

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int i = 0; i < len; i += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;
import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

(continues on next page)
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import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EEEBLIEIR DN
Signature sig = pkginfo.signatures[0];
bytel[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {
return null,;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("7%02X", b));
}

return hexadecimal.toString();

4.1.3.3 Activity ICiXES 1 % Intent DFEAEY (Android 5.0 & WREID/N—2 3 /IZDWT)

Android 5.0(API Level 21) LAFETld, getRecentTasks() N SEETZ 21EHRH. BOEBOD IR VERB L UVE—LT S
DD &S REBRBERTIERVEDICEES NS, LAL. Android 5.0 S UBIDNR—Y 3 U Tlk, BOBEEDY R I UM
DEREFAHND I ENTE S, LUTIC Android 5.0 S WHION—Y 3 v TRET Z2RBMBEORNBT AR T 5.

ZRAIDIV— N Activity ICEE S/ Intent (., ¥ R VBEICEME NS, JL— b Activity & IFF RV DERELRD
Activity DZ & TH D, 9 RAVBEEICBMI N7 Intent (&, ActivityManager 7 2 2% E> 2 & TEDT7FY NS EHE
ICEHAHHT ZEDARETH B,
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FTTIVDNSIYRIVBEEASRT -0 Y I I—REUTICRY, YRAIVBEASBT 57/7-0IC13. AndroidMani-
fest.xml I~ GET_TASKS Permission DA EEET %,

AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.intent.maliciousactivity" >

<!-- GET_TASKS Permission #1§EdT % -->

<uses-permission android:name="android.permission.GET_TASKS" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

MaliciousActivity. java

package org.jssec.android.intent.maliciousactivity;

import java.util.List;

import java.util.Set;

import android.app.Activity;

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;
public class MaliciousActivity extends Activity {

Q@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.malicious_activity);

// ActivityManager ZEST %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE);
/)8R0 DEE=ERH 100 HIEY %
List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks (100, ActivityManager.RECENT_WITH_EXCLUDED) ;

for (ActivityManager.RecentTaskInfo r : list) {

// =K Activity IEE SN Intent ZEIS L. Log ICRTT 2

Intent intent = r.baselntent;

(continues on next page)
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Log.v("baseIntent", intent.toString());
Log.v(" action:", intent.getAction());
Log.v(" data:", intent.getDataString());
if (r.origActivity != null) {

Log.v(" pkg:", r.origActivity.getPackageName() + r.origActivity.getClassName());
}
Bundle extras = intent.getExtras();
if (extras != null) {

Set<String> keys = extras.keySet();

for(String key : keys) {

Log.v(" extras:", key + "=" + extras.get(key).toString());

ActivityManager 7 5 2 D getRecentTasks() IC& Y, EEELBHDIRIVBREMBIZIENTE S, BEIRIDIF
#]I& ActivityManager.RecentTaskInfo 7 5 2D A Y R4 ¥ RICHEIMI N Z A, ZFD XA >V /N—ZH baselntent ICI&. ¥ R
I DIL— b Activity ICEE S 7 Intent BEMENT WS, Jb— b Activity &3 RV NMER S NRICIFEUH S
Activity TH B DT, Activity ZHOHTERICIE, UTORKEEZEESBHBALIRVED ITERLABTIE RSN,

o Activity AIEUH E NABIC, 420 A FHRICERENS

s UH I N Activity B’NNY V550V RHBWET7 4TI REICBRICEETE9 XAV DIL— b Activity
TH?

4.1.3.4 JL— b Activity ICDWT

JL— K Activity &IE9 RV DEREM D Activity DI & TH D, YRAINERSINBFICEEI I N Activity DZ & T
Hd EE>TELV, BIZIE. T T4 KEED Activity BT YV F v —HmSBEIS MBS, ZOD Activity (d)L— b
Activity &7 %, Android OE#ICE B &, Jb— b Activity ICEE SN 3 Intent DRBIFEZEDT TV ICL > THAIS
haBnsH2d, I T, Jb— b Activity NV T 1 TRIBEREZEELBRVWE D ICHKREBLD2LELH D, XA K
Tld, MUHI N Activity BIL— R ERBDEBCTHICLLTD 3 & IL—ILIcBif 7,

o taskAffinity Z#§%E L 7L
* launchMode =357 L %2 W
* Activity IC3#{§9 % Intent I 1& FLAG_ACTIVITY_NEW_TASK %% L 7w

BUF. Activity BIL— M ERZDIEED K S BIBED EHDITIL— b Activity ICDWTERT 5, MUH I/ Activity
MIL— N ERDIDDFREICEAZET 2D, LLTFICEIT2IEETH 2,

s MUH I N3 Activity DEEIE— N
s UHIND Activity DY R T & Z DREEIREE

F9. MEUHEEIN D Activity DEBE— K] ICDWTERBAT %, Activity DEEIE— Kid. AndroidManifest.xml 2
android:launchMode %259 25 Z & THRETE %, ik LA WGEE I standard” & A I N D, £z, BEBE—NIZ
Intent ICEEET 27 T VICE > THEFAH TH 5, FLAG_ACTIVITY_NEW_TASK 7 5 7'1&. Activity % ”singleTask”
TE-RTEFBIE S,
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IBEAREDEHE— RNIIROESY TH B, FFIS. Jb— b Activity & DEEBEICERE Y TTERAT %,
standard

ZDE— RTHUOHEINE Activity I FIb— b &ERBZ &EARL, BUOELAIOY R VICFIET %, £/, BUHLOEIC
Activity DA VY 2 YV ADNER SN B,

singleTop

“standard” ERRTHBD. 747079V R RVDRAEICKTINTWS Activity ZEENT 2HEICIE. 1 V2%
VANERENRVWE WD RHER B,

singleTask

Activity I 7 7 1 =T 1 DIEICHKE > TRRB T 29 R IR E D, Activity DT 741 =T 41 E—BIT29RIDBNv 055
DY RHBIZWETAT IOV RICEELRBRWGEEICIE. § X 0D Activity DA Y RI VR EEHICHIRICER SN S,
BET2HBEICRIEELEERI AW, FIETIE, BEIS N Activity DA Y AF YV RUFI— b &R B,

singlelnstance

“singleTask” A TH 2D, ROKTRAL S, FHMICERSI NI R TITIE, Ib— b Activity DADFIBTE SR TH
3, LEN>T. ZOE—RTREIS /- Activity DA Y RIV AEEICI— N THD, TITEENIBELRDIZ. T
UHEIND Activity B FDT7 71 =274 CALBRIO YR IVDBEICEEL TWBRIBEETH>TH, MUHI NS Activity
EZRVICEEND Activity DV SRENRLZBETH D, TOHAIE. FRICHIRIDNEHRSIND,

BLE& V., 7singleTask” % 7= (& singlelnstance” TREN S 117z Activity (&)V— MIRZAREMELSHZ 20D, 77
DR ERRET ZHICIE. ThOSOE—RTREEILAVL D ICLAFNIERS AW,

RIS, T I NS Activity DY 27 & FDRBEIREE] ICDWTEHBET %, 72& A, Activity #standard” € — K T
UHENiE LTE, Z0D Activity 'FIET 29 X7 DIREEICK > TIL— b Activity &R 2 BEDH 2,

Bl LT, MUPHEINDB Activity DI RIDBRICNANY V750 RTREAILTWEIHEEEZ D, BEERDIDIE. Z0D
4 29D Activity 1 ~ R4 >~ ZHsinglelnstance” THEE) L TW 2B ETH 5, “standard” THUH S N7z Activity D7
T4 ZT 49 RV ERUE - BFIC, BEFE D singlelnstance” D Activity DFIRICE Y. FRI R I BERSI NS, =
L. ThEID Activity DV S REHRELCHBEIE. YRVBERINT, 1 V2RIV REBHFEOEOLFIAIN S, W
FTHICL A, MU Iz Activity i&)L— b Activity 1272 %,

BED &SI, Jb— b Activity AP OE I N B FERERITRHORBICKET 2L EERTHD, 7TIVEREORIC
(&, 7standard” E— KT Activity # U HT LD ICTRIRETH 5,

FEAFE Activity ICEE SN 3 Intent M7 Y D oFTmAMSNBHlE LT, FEAR Activity DIEUH LI Activity
% ”singlelnstance” €E— R CRET 2B EOY Y TN IA—REUTICRT, 2OH Y FILI— RTIE QR Activity
Hstandard” E— R TR I N B A, FEUH LI Activity D7 singlelnstance” E— K DEMEFIC & W, FEAFE Activity (ZHT
WY ZIDIL— b Activity &> TLE D, OB FEAR Activity ICEFESN 2 Y T4 TRIERITY XV BREICE
Handizd, FEOT7T)HOHAMY TRETH D, 4. FFOH LA Activity, FERF Activity EEICA—DT7 7 14
=T4ERD,
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AndroidManifest.xml (3EH#EE)
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I—— Jb— b Activity DREIE— R%” singlelnstance” &9 23 —->
<= TFIAZTARBREET, 7TVORv -V E£ETD >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singleInstance"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!-- FERF Activity ——>

<!-- BEE—R%” standard” £92 -—>

<= TI7AZTARREES. 7TVORv5r—I8£ETD ——>

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>
</manifest>

JENEA Activity (&, S L7z Intent I L TIERZIRTDHTH 5,

PrivateActivity. java

package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.private_activity);

// %18 Intent DREM%FERT 2
/Y TIVICDERIE, [3.2 ANT—90REMERDRBT 21 258,
String param = getIntent().getStringExtra("PARAM") ;

Toast.makeText (this, String.format("/3TX—% [s] #=I|}H o7z, ", param), Toast.LENGTH_LONG).
show () ;

W

(continues on next page)
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public void onReturnResultClick(View view) {
Intent intent = new Intent();
intent.putExtra ("RESULT", "t ¥ 7 1 7TRIER");
setResult (RESULT_OK, intent);
finish();

FENBE Activity DU H LAITIE, Intent IC7 5V & RER T IS, “standard” E— R TIEAR Activity B L TW 5,

PrivateUserActivity. java

package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.user_activity);

public void onUseActivityClick(View view) {

// FERF Activity & "standard"E— N TEET 3
Intent intent = new Intent();
intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", "t ¥ > 7 1 TRER");

startActivityForResult (intent, REQUEST_CODE) ;

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);
if (resultCode !'= RESULT_0K) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/) BET I DRLM LIRS B
/Y TIVICDERE, [3.2 ANT—9DORLMEHRT 21 =58,

Toast.makeText (this, String.format("#&R [Ys] Z#%(FH o7, ", result), Toast.LENGTH_LONG).

—show();
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(continued from previous page)

break;

4.1.3.5 Activity FIFRFOR T HAIZDOWT

Activity = FIFA 9 %BEIC ActivityManager A° Intent DA % LogCat ICHAT %, LLTFTORAEIL LogCat ICHAI N B 7
O, EUIT A TRERFEFNAVE D ISERTREL,

s MAERYT—U#
s ALY T RE
* Intent#setData() TE&E L 7= URI

BIZIE, A—ILEET B1HE. URLICX—ILT7 RLR%ZHEL T Intent ZF4T9 5 & A —ILT7 KL XD LogCat ICHEHE
NTL %D, Intent#putExtra() TEEE L 72 {EIE LogCat ICHA I e W /=8, Extras ICEREL TEDLIICLEADNRL,

RDEDITA—ILEEFET B & LogCat ITA—ILT RLANKRRENTLED

MainActivity. java
// URIE LogCat ICHAIEIN 3
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent(Intent.ACTION_SENDTO, uri);
startActivity(intent) ;

RO & DI Extras #EHT 5 & LogCat ICA—ILT KL ANRRINMRLRD

MainActivity. java
// Extra \IZERE LIZHBIE LogCat ICHAI 7R W
Uri uri = Uri.parse("mailto:");
Intent intent = new Intent(Intent.ACTION_SENDTO, uri);
intent.putExtra(Intent.EXTRA_EMAIL, new String[] {"test@gmail.com"});
startActivity(intent);

7272 L. ActivityManager#getRecentTasks() I & o T Intent O Extras 2fthD 7 7 ) H S EEFDH ZBEHEZD T, B
TBZ &, BELLIE T4.1.2.2. taskAffinity 38E LAV (7A) 1. T4.1.2.3. launchMode %I8E L72\WN (WE)] LTV
[4.1.2.4. Activity \Z3E(89 % Intent \2\& FLAG_ACTIVITY_NEW_TASK %% E L7\ (W7E)] 28ROz &,

4.1.3.6 PreferenceActivity @ Fragment Injection 3f5RICD WL T

PreferenceActivity Z & L 72 7 5 X HVABE Activity & 7> TW 3354, Fragment Injection™ & N ZRIEAIFKET S
AREMEN D B, T DRIEAE B < 72821 PreferenceActivity IsValidFragment() % override L. B DEEFENICF v ¥
¥ % Z & T Activity BAEE L A&\ Fragment Z/bDBRVWE S ICTI2MENH D, (AAT—FDREMICDWVWTIE 3.2, A
NTF—9 DELM%HRT 5] BR)

BUFIC, IsValidFragment() % override L7=H Y IV &TRT, &H. V—RA—ROH#FLETI> &, VT REHNEDY.
SIHDEEDEBRHERNIEDL > TE D AREELH DD T, BENISHKBREICR S,

*5 Fragment Injection DEEHIZ LT D URL #H8RD Z & https:/securityintelligence.com/new- vulnerability-android-framework-fragment-injection/
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override U 7z isValidFragment() X% v KDl

protected boolean isValidFragment (String fragmentName) {
/7 LR DORINIEBIEIT S 2 &
return PreferenceFragmentA.class.getName().equals(fragmentName)
| | PreferenceFragmentB.class.getName().equals(fragmentName)
| | PreferenceFragmentC.class.getName () .equals(fragmentName)

| | PreferenceFragmentD.class.getName () .equals(fragmentName) ;

BB, 7T YO targetSdkVersion B 19 LL_ETdh %35, PreferenceActivity.isValidFragment() % override L A\ &,
Fragment B 3@ A S 72 E&RE (isValidFragment() D' MEIEN/EERE) TEF 212U T 1 HADPRELT TYDKRT T 575,
PreferenceActivity.isValidFragment() @ override »*ETH %,

41.3.7 Autofill 7L —L7—2I1C2DWT

Autofill 7 L — A7 — 7 1% Android 8.0(API Level 26) CEIIS Ni-ftilHTH B, CDEHEA%FATZIET, 21—
-2, R2RT—K, Ff. BEES. /LYY MA—NBEREFPADSINALEZILZNOEZREFELTEE, BEYKEI
BOBFICERYHE LT TV ICEBIAT (Autofill) T 2#EEARIRT 2N TE S, I—HF—DANBRERRT ST
ENTEZEHNREEATHZD. HE2T7TIVHPERINRNRT—RKP /LIy PA—RERFOEY VT 1 TRIERZ M
D7 7Y (Autofill service) ICET L EBELTHY., BYEWICIETDICK[EDIFIHENH B,

& (BE)
2O VEKR—%V K

UTFIC, Autofill 7L —AT—JIC&EBTZ220AVE—2Y N OBEATRT,
o Autofill OH ERBZTTY) FIBEF7TY):

— View DIER (FF X B LUVEM) % Autofill service IZiE L7z Y. Autofill service 75 Autofill IC L EBAIF
WERBEINEY T3,

— Activity 22 TRTOT7 7Y HPRAT FY £ 4% (Foreground B),

— FMATTYDEDOITARTD View H° Autofill D RICAZATEEM I D B, View BEAL TEARMIC Autofill DxF
KAETDZELEHEE,

— Autofill #EEDFAER—/Sv 5 — I WD Autofill service ICPRET 2 T & & AHE,
* Autofill service =M 2 —E X (Autofill service) :

- 77D BEINE View DERERELRZY (A —Y—DFFATHINBE). View I Autofill § % 7=H DIER
(U RKN) 27 T)ICIRELEY T3,

- RERRD View & Autofill service BNRET 2 (Autofill 7L —LT—271E7T 7 #J)L M T Activity ICEFEN
FARTD View DIEHR% Autofill service IZE ).,

— 3rd Party #® Autofill service £ /ERXTE %,

% TFIA7 Y] & TAutofill servicel &, ZNEFNEL/RAv T —S (APK 774)0) THBZEH, BIRvr—STHBIEHHYES,
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- WARICEREET S 2 ENATETI—H—IC&Y MRE] H OSBRI/ Service DHEMICAL D (T7RL]
£3EIRTEE),

- Service &', /D A —H—1BERERET DDICNRRAT—RAANFICE > TCa—H—-8RiE%2T272HD Ul %
RHOZ&bHHE,

Autofill 7 L —L7—2 7 DNET O—

B 4.1.6 (& Autofill BFD Autofill B VK-> NEORBIO—%RLTWS, FIFT7 ) D View D7 # —H 2%
EEEZHIC Autoill 7L —LT—7 % LT View O1EHR (EIC View OFHFERCE < DEMN) A RE] TERE
17z Autofill service IZiE %, Autofill service (&I = N7z fE#HR % oI Autofill ICHERER (IRFH') X ~) % DB H5HY
HU. ZLb—LT—2I0RIET S, 7L—L7—VREBEH) A M e1—H—ITRRL, 2—Y—DBRLET—FICLY
7 7)) T Autofill BXTHN B,

Androidig 7R

1. View'54E 2. View'!H5R
T ICEIEER : FiZEIER
FIRT ) [ £E. jbqugI_? : il Autofill service
3. Autofilli& 37

6. ®IRT —=

(123 AR)

4 BH)A D RT 5. RIS EIR

a—H—

4.1.6 Autofill OV R—% Y NEOLRETO—

—A. E4.1.71F Autofill IC& 21— —FT— S REFOLE T O—%R L TLW3, AutofillManager#fcommit() DIETH
L% Activity D# T Z 2412, Autofill L7z View DIBICEEAH Y, DD, Autofill 7 L—AT—IHRRY R7FHT
FA4T7ATICH LTI -2 A LIIFE. View DER (FFRFET) ° Autofill 7L —LT7—0 %N LT IRE]
TEIR S 17 Autofill service ICE XN, Autofill service A° View D1E#R% DB IC/RFE L T—EDUNENRET &4 5,

Android¥EFR

1. View' & 4. View|HER
(FF+2ZL) (FFAFET)
?Hﬁﬁ??"J __’ 7L/;‘3_‘ujfg|_-p —__+ Autefill service

2 RFH AT DET 3 RTFEH

12—+

417 1—Y—F—YREKFOIVR—XV NEOLET O—
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Autofill FIR7 7V ICHF2EF2 ) 71 LOBR

ME#A (BE)] OBETHRLEBEY Autofill 7L —LT—2I1IC81F3%EXx2UF4EFITIR, 21— —» [BE] TK
273 Autofill service 2 ZIR L. RERICEDT—49 % £ D Autofill service ICEL TH I WHELNICHBTTE B Z & &/
RBelLTWE,

ETAHN, A=Y= >2HWERETH L Autofill service #3EIR L7= Y. Autofill service ISEITARETHRVWEY YT 1
TRIEROREEZHFALTCLES Y TEEEEDLH D, UTIC, ZOBEICEEIZHBICODVWTERT S,

R85, 1—H —71" Autofill service Z:BIR L. REHFAYA 707 ICH LCHFALLEE. AIE7 ) TRRINTWS

Act1v1ty ICEFENZTRTD View DIFIRD Autofill service IZE D AIBEMEDNH B, I T T. Autofill service BX<ILT =7
ZE X, Autofill service IC View DIEHREZNELRA ML —IPRETRVWI SV R —ERIREFT2EOEX 1) T4

LoRELRHoBEICIE. AT T THROBBRORRICOAN >TLESI VRINEZI LN,

—7. Autofill Bf, T —H—»% Autofill service & LTI Tz 7 ABIRLTLE->TWEBE, SILTz7HZEELLE
HEANALTLESATEEMELH S, TTT 7TV T7 VDT —95FEELLEEDITI RY—EIANAANT Y DR
2METDICHRELTVWADI - HIBE. BREECT7 7Y/ H—ERDELEFIC DA’ >TLESI YRIDEZ LGNS,

BB 220V ER—%V M TEWEELDIZ, Activity 2527 7)) BB EIRIIC Autofill DRI D726, Activity
ERFOT T @3”*1@%%%‘1iﬁﬂ@'}177&%f§ L CREREIPCEEETOVENH B, UTFIC. EREOYRIICHT
DHERERTA, 1313 EENEERERE] RELBHFICLT, 7T IIVHERWKRERFTLALT, BATSZ
EEBEISOT B,

) 2% 9 %3 sR-1

BHRD &L DT, Autofill 7L —AT—I TREFAWICA—H—DHEEBIC L >TEF 1) T4 PMERINTVWS, ZTDESD

T TTEDRRIEBRSNTUWS D, View [ZF L T importantForAutofill B T no” F %187 L T Autofill service IZ
View DEHREZESAWVWEDIICT S (Autofill DRFEHA LT Z) T& T, 2A—H—DNEYLBRCEHETE TERD S5
A& (R 7% Autofill service & LTHIAAT 2 LD ICEIRT 2F) TH, LRBOBREBRIT DI LN TE S,

importantForAutofill BlEld, UTFOWTNHIDHEICEI > TIEET DI EHNTE S,
e L4 77 b XML @ importantForAutofill Bt %#18ET %
* View#setImportantForAutofill() % MU H

LTICIEEATRRMEETRT, BETIHHEICL > THEYBEEFI 2 &, FIZ. "no” ZIBELHBE. IBEL K View &
Autofill DX RN ICI B D, FHIZ Autofill DRRICHB I EIEET DI E, T 74/ MBI, Yauto” &> TW3B,

T A—H—HAERMIC Autofill EEEFIALABEARL. ARNKTEHLLOBREOBTE RV ENH S, VR VICHT 205E-2] 2EHET
2ZETIDEIBRBEICERIETEIENTE S,
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& 4.1.2 Autofill DIRICA B H
5 & L 7= | FHOD View
[l EHE .
View
*8 %8
"auto” IMPORTANT_FOR_AUTOFILL_AUTO BR BH
"no” IMPORTANT_FOR_AUTOFILL_NO xR R
xF RN
"noExcludeDescendants” IMPORTANT_FOR_AUTOFILL_NO_EX- 5% ®
CLUDE_DESCENDANTS
"yes” IMPORTANT_FOR_AUTOFILL_YES K% R
"yesExcludeDescendants” IMPORTANT_FOR_AUTOFILL_YES_EX- H® b
CLUDE_DESCENDANTS

£ 7=. AutofillManager#hasEnabledAutofillServices() % # A L T. Autofill #8EDFIBERE—/Xv 7 — I RO Autofill
service ICBRET B Z &L HABETH B,

T, TE&E] TR—/Ny 75 —YAD Autofill service ZFIAT 2 LD ICRESINTVWBHEDH#, Activity DETD
View % Autofill DFRICT B (EEIC Autofill DI R IZ7: B AL Autofill service JRE) BEDHI%ERT, BERID View
IZ%F L T View#setImportantForAutofill() PO $ 2 & H HEETH %,

DisableForOtherServiceActivity. java

package org.jssec.android.autofillframework.autofillapp;

import android.os.Bundle;

import
import
import

import

android.support.v7.app.AppCompatActivity;
android.view.View;
android.view.autofill.AutofillManager;
android.widget.EditText;

import android.widget.TextView;

import org.jssec.android.autofillframework.R;

public class DisableForOtherServiceActivity extends AppCompatActivity {

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.disable_for_other_service_activity);

(continues on next page)
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(continued from previous page)

mUsernameEditText = (EditText)findViewById(R.id.field_username) ;
mPasswordEditText = (EditText)findViewById(R.id.field_password) ;

findViewById(R.id.button_login).setOnClickListener (new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

B;

findViewById(R.id.button_clear).setOnClickListener (new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

B;
//ZD Activity TR T O—T 4 V7Y —ILA—Dx % L TWARWED,
// TEBIAAN] DEIRT Autofill HEEAFIBAAREICA W £,

@0verride

protected void onStart() {

super.onStart () ;

@0verride

protected void onResume() {

}

super . onResume () ;
updateAutofillStatus();

if (!mIsAutofillEnabled) {
View rootView = this.getWindow() .getDecorView() ;
J/R— R r—J WD dutofill service ZFIALARWERIE. £2TD View % Autofill DRRHMHIZT S
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;
} else {
/M=y r—JRD Autofill service ZFAT 25EI1E. 2TD View % Autofill DFRRICT S
//REED View I3 LT View#tsetImportantFordutofill () ZMUHY Z & HATEE
View rootView = this.getWindow() .getDecorView();
rootView.setImportantForAutofill (View.IMPORTANT _FOR_AUTOFILL_AUTO) ;

private void login() {

String username = mUsernameEditText.getText().toString();

String password = mPasswordEditText.getText().toString();

//ViewhSEG LT —9 DRLMEHRT 2

if (!Util.validateUsername(username) || !Util.validatePassword(password)) {
/BN TSR % T

//F—/\—IZ username, password % k{5

finish();

(continues on next page)
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(continued from previous page)

private void resetFields() {
mUsernameEditText.setText ("");

mPasswordEditText.setText ("");

private void updateAutofillStatus() {
AutofillManager mgr = getSystemService(AutofillManager.class);

mIsAutofillEnabled = mgr.hasEnabledAutofillServices();

TextView statusView = (TextView) findViewById(R.id.label autofill_status);
String status = "E#® autofill service A*--T9¥";
if (mIsAutofillEnabled) {
status = "E—/Yv S —TU D autofill service NEMTY";
} else {
status = "E—/3v T —IJ D autofill service NEIMTY";

}
statusView.setText (status) ;
}
}
)R 7I1x 9 % 55R-2

TFIVTT)ZVICRT 20%E-1] ZHELAEFZETHE, 22— =D View DRELTI7O0—T 14 VIV =N —"REER
TSHET TBEIAN] %FIRT 5 &, &HIRIC Autofill ZFIFHTETLEX D, TDHA. importantForAutofill BT no”
EA5IBE LK View 222 T D View DIEIRH® Autofill Service ICES Z &I 5,

M) 2712/ T 2WE-1] ICIAT, 2A—FT4 VIV —IbN—HBEDXAZa—H5 THEIAN] 2HIKRTZZET, £
BDOLOIBIBETEH, BFERRAVOY RV ELORT B EHNTE S,

LTI Y- RERT,

DisableAutofillActivity. java

package org.jssec.android.autofillframework.autofillapp;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.ActionMode;

import android.view.Menu;

import android.view.Menultem;

import android.view.SubMenu;

import android.view.View;

import android.widget.EditText;

import org.jssec.android.autofillframework.R;

public class DisableAutofillActivity extends AppCompatActivity {
private EditText mUsernameEditText;
private EditText mPasswordEditText;

private ActionMode.Callback mActionModeCallback;

@Override

(continues on next page)
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protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.disable_autofill_activity);
mUsernameEditText = (EditText) findViewById(R.id.field_username);
mPasswordEditText = (EditText) findViewById(R.id.field password) ;

findViewById(R.id.button_login) .setOnClickListener (new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

B;

findViewById(R.id.button_clear).setOnClickListener (new View.OnClickListener() {
@0verride
public void onClick(View v) {
resetFields();

B

mActionModeCallback = new ActionMode.Callback() {
@0verride
public boolean onCreateActionMode(ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@0verride
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@0verride
public boolean onActionItemClicked(ActionMode mode, Menultem item) {

return false;

@0verride
public void onDestroyActionMode (ActionMode mode) {
}

};

J/7BA—=T AT —=IbR=n5 TEEIAA] %HIRYT S

setMenu() ;

void setMenu() {
if (mActionModeCallback == null) {
return;
}
//Activity ICEEND L TOMEARER TextView lCDWTEY hT BT &
mUsernameEditText.setCustomInsertionActionModeCallback (mActionModeCallback) ;
mPasswordEditText.setCustomInsertionActionModeCallback (mActionModeCallback) ;
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//Menu DIEE=K>T TEBEAN] %HIFRT B
void removeAutofillFromMenu(Menu menu) {
if (menu.findItem(android.R.id.autofill) != null) {

menu.removeltem(android.R.id.autofill);

for (int i=0; i<menu.size(); i++) {
SubMenu submenu = menu.getItem(i).getSubMenu();
if (submenu !'= null) {

removeAutofillFromMenu (submenu) ;

private void login() {
String username = mUsernameEditText.getText().toString();
String password = mPasswordEditText.getText().toString();

//ViewMSEG LT — 89 DRLMEEHERT S
if (!Util.validateUsername(username) || Util.validatePassword(password)) {
/BRI S —IR%E T 5

//Y—/"—IZ username, password %iEf§
finish();
private void resetFields() {

mUsernameEditText.setText ("");

mPasswordEditText.setText ("");

DZ7ICxd B 45R-3

Android 9.0 (API Level 28) T, IRTEAR & 4 > TW 3 Autofill Service DAV R—x Y KD A TH % H % AutofillMan-
ager#tgetAutofillServiceComponentName() IC& > THIZ Z &N TE D LD ICR o7z, ThERAWTINY ST —YUZZ B

L. BEOT7 7Y HMEEEELTLS Autofill Service M™NE D W EEERTE 3,

ZOFE, KIC 14132 AT T7 7)) 21839 5] THRRABY Ry r—IZERY §ELITERALD, ThDOHT
BtHERE T 2DIEMRETE AV, 4132, ICEBHEOAERA L., Ny Ir—I&Zh 5 Autofill Service DEEAE %= EF L.
FNEHOLDOLHTETA MY RAMIBHEINTVWEZEDE—HRTINEINMNIEL>TETEREITORETHD, 2D

FEOFHFMICOWTIZ 4132 ICFLVLWOTELLZSRI L,

UTFIZ. H5HBLHFRTA M) X MIEFKINTULS Autofill Service NERICR > TWBIFEDH, Activity DETD

View % Autofill DXRICT 3585 DH%ERT,

EnableOnlyWhitelistedServiceActivity. java

package org.jssec.android.autofillframework.autofillapp;

78

(continues on next page)




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2018-09-01

(continued from previous page)

import
import
import
import
import
import
import
import

import

import

import

public

android.content.ComponentName;
android.content.Context;
android.os.Bundle;
android.app.Activity;
android.view.View;
android.view.autofill.AutofillManager;
android.widget.EditText;
android.widget.TextView;

android.widget.Toast;

org.jssec.android.shared.PkgCertWhitelists;

org.jssec.android.autofillframework.R;

class EnableOnlyWhitelistedServiceActivity extends Activity {

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {

}

isdebug = Utils.isDebuggable (context);

sWhitelists = new PkgCertWhitelists();

// 8T B Autofill Service DIIFAE/N\v ¥ 1{B% FE%

sWhitelists.add("org. jssec.android.autofillframework.autofillservice", isdebug 7
// debug.keystore D "androiddebugkey"DFEEAE /Y > 1 {8
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DFIRAZE/\v I a8
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// FRRICHDIEFET 5 Adutofill Service ZEERT 2

// :

private static boolean checkService(Context context, String pkgname) {

if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname) ;

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

Q@0Override

protected void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;

setContentView(R.layout.enable_only_whitelisted_service_activity);

mUsernameEditText = (EditText)findViewById(R.id.field_username);
mPasswordEditText = (EditText)findViewById(R.id.field_password) ;

findViewById(R.id.button_login).setOnClickListener (new View.OnClickListener() {
@0verride
public void onClick(View v) {
login();

b;
findViewById(R.id.button_clear).setOnClickListener (new View.OnClickListener() {
@0verride

public void onClick(View v) {

(continues on next page)

79




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2018-09-01

(continued from previous page)

resetFields();

B
//ZD Activity TRETZO—T 4 V7Y —ILNA—DORIGE%E L TWRWEDH,
// TEBIATL OBIRT Autofill HEENFIAATREIC A S

@0verride
protected void onStart() {

super.onStart() ;

@0verride

protected void onResume() {
super . onResume () ;
updateAutofillStatus();

if (!mIsAutofillEnabled) {
View rootView = this.getWindow() .getDecorView() ;
// RTAR)AMIEFREINTWDS Autofill Service TRWZAIE, £TD View% Autofill DNRHMHICT 2
rootView.setImportantForAutofill (View.IMPORTANT _FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;
} else {
/) BRTARYZMIBHRINTWS dutofill Service DFHIE. 2TD View% Autofill DRRICT S
// FEED View IR L T Viewt#tsetImportantFordutofill () ZM U Z & & AHE
View rootView = this.getWindow() .getDecorView();
rootView.setImportantForAutofill(View.IMPORTANT _FOR_AUTOFILL_AUTO) ;

}
private void login() {
String username = mUsernameEditText.getText().toString() ;

String password = mPasswordEditText.getText().toString() ;

//View M SEB LT —9 DREMZRT 2
if (!Util.validateUsername (username) || !Util.validatePassword(password)) {

/BRI S—NE%E T 3

//Y—/N—IZ username, password %iEf§

finish();

private void resetFields() {
mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

private void updateAutofillStatus() {
AutofillManager mgr = getSystemService(AutofillManager.class);
// Android 9.0 (API Level 28) L&ETIE Autofill Service MAVKR—RY MEREIBTEZ LI o7
ComponentName componentName = mgr.getAutofillServiceComponentName () ;
String componentNameString = "None";
if (componentName == null) {
mIsAutofillEnabled = false;// [ZE| - HEAAOY—EZR] A [4L] ICEESNTWS
Toast .makeText (this, "BEIAAHY—E R L", Toast.LENGTH_LONG).show();

(continues on next page)
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} else {
String autofillServicePackage = componentName.getPackageName () ;
// EBDELTWS Autofill Service BNET4 MR MNIEZFRINTWEILERET S
if (checkService(this, autofillServicePackage)) {
mIsAutofillEnabled = true;
Toast.makeText (this, "[EFEL CTW2HEANT—EZ: " + autofillServicePackage, Toast.
<LENGTH_LONG) .show () ;
} else {
Toast.makeText (this, "[EFTZMRVWHEIANY —ERZ: " + autofillServicePackage, Toast.
—LENGTH_LONG) . show () ;
mIsAutofillEnabled = false; J/ENLUADIZEIE Autofill Service ZFIALAW
Y

componentNameString = autofillServicePackage + " / " + componentName.getClassName();

TextView statusView = (TextView) findViewById(R.id.label_autofill_status);
String status = "current autofill service: \n" + componentNameString;

statusView.setText (status);

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64) return false; // SHA-256 1% 32 /X1 b

sha256 = sha256.toUpperCase() ;

if (sha256.replaceAll("[0-9A-F]+", "").length() '= 0) return false; // 0-94-F UANDXFENH 3

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IS BEMRD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEFED/NY ¥ 1B IEED/NY ¥ 1 {E% BT B

(continues on next page)
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if (Build.VERSION.SDK_INT >= 28) {

// % API Level >= 28 Tl& Package Manager M API TEIEIRELH AIAE

PackageManager pm = ctx.getPackageManager () ;

return pm.hasSigningCertificate(pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256) ;
} else {

// API Level < 28 D& IE PkgCert DpE%=FIAT 3

return PkgCert.test(ctx, pkgname, correctHash);

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (dint i = 0; i < len; i += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BEEBLER DA
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

(continues on next page)

82




Android 7 ) QX1 7E5F - X2 7 I—TFT 14 VT HA KR

2018-09-01

(continued from previous page)

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("7%02X", b));
}

return hexadecimal.toString();

4.2 Broadcast {59 % - X595

421 > 7F)L3—R

Broadcast % 3159 % IC|d Broadcast Receiver Z{E 2 ENH B, £ D & 5 7 Broadcast & Z{§9 % M IZ & > T, Broadcast
Receiver D82 % 1) R U LB RBAEF AR S, ROFIE 7 O—IC & > TR Y % Broadcast Receiver B’ ED ¥ 1 7
THEIDEHIEITE D, BRI;I, /S— M F—[REDEHICHER Broadcast EETT ) DNy r—V &5 ZE[T T
|) THERT 2FEA W, /I— K~ F—FR7E Broadcast Receiver Z{E2HIF TE LN,

FAIRLEHT
BroadeastE 2 RIET S

BHTFTIUMETT
Broadcast® X 2ET 5

W
Private Public Proprietary
4 MBroadeast Receiver ‘it BBroadcast Receiver B# R EBroadcast Receiver

4.2.1 Broadcast Receiver D% 4 7&K 70—

ZF 7= Broadcast Receiver IC I3 FDEEHEICK Y. &M Broadcast Receiver & EY Broadcast Receiver & D 2 A H
U, TROLS LBEHOEWDH D, YU TN IA—RBETIEEADEELAEZEBNALTVWS, b, DL D REFIC
Broadcast Z3#ET 2 MK > TEET 2 HFHROBUAFEFEIRESZ LD, EEADOREIIODVWTHAELE TEHRHA

ER
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£ 4.2.1: Broadcast Receiver D EFE A% &

EEAE LS

#09 Broadcast Re- | AndroidManifest.xml | <re-

ceiver ceiver>BR%EZHERT 2 & T c VAT LMNLERF I N B —E D Broadcast (AC-
E&HET D TION_BATTERY_CHANGED # &) %#Z{ETZ Wl

WHH B,

s 7TIVNYIEEEHLTHALT VA VAM—ILENEZET
M. Broadcast #Z{ETZE 3,

o 77 ® targetSDK Version #* 26 LLEDHE. Android
8.0 (API level 26) LA D kR Tl&. HEERBY Broadcat
Receiver % &4 T &2\

&M BroadcastRe- | 7 0 ¥ 5 A B T register-

ceiver Receiver() # & U8 unregister- o B Broadcast Receiver TI&5={E T £ 74\ Broadcast T
Receiver() &) #JIZ Broadcast HFRETE S,
Receiver % & &% / & &% R bR e Activity ANETEIC H T W % #7214 Broadcast & %215 L
£ oW & Broadcast &= Z{§ L 7=\ 72 & Broadcast D%

EFREEAR %2 0 U A THIEITZE %,
o 3E/ABHI®D Broadcast Receiver 243 Z &L TE AL,

4.2.1.1 3E/2F Broadcast Receiver - Broadcast #={E93% - %#/EJ 3

JE/AFA Broadcast Receiver (&, F— 7 7' AH 53%E S 17z Broadcast 7217 % {5 T & % Broadcast Receiver TH U,
H o & HRLMDE W Broadcast Receiver T %, EIfY Broadcast Receiver Z3EABITEERT D2 &3 TEAVWD, 3
/N Broadcast Receiver T I3 8% Broadcast Receiver 72| THEX I N %,

R4 >~ ~ (Broadcast #2159 %) :
1. exported="false” IC & V). BARBIICIEABZRET 2
2. @A—7 7 WH 5EE X7z Broadcast TH > TH. 2{5 Intent DREM AR T S

3. BREERTIFE., ZETEE—T7FTIVRATHZIHH., EYo T4 TREREREL TLL

AndroidManifest.xml
<?xml verston="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.privatereceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

(continues on next page)

¥ U 2T LAEIET B BEEM Broadeast Intent DF ICIEFIABICFIRTAEER L DEEET %, FHMIELTO URL 2#8BDZ &
https://developer.android.com/guide/components/broadcast-exceptions.html
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<!-- JERF Broadcast Receiver #E®&HJI %> -->
<I--= kRA VKN 1%k ezported="false"lL& Y, BARMICHERFEREST S -—>
<receiver

android:name=".PrivateReceiver"

android:exported="false" />

<activity
android:name=".PrivateSenderActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

PrivateReceiver. java

package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class PrivateReceiver extends BroadcastReceiver {

@0verride

public void onReceive(Context context, Intent intent) {

/) kRAV N 2% B—T7FYANSEEI NI Broadcast TH>TH, 25 Intent DRLM%FIRT 3
/T TICDERE, [3.2 ANT—9DRLMEEERET 2] 258,
String param = intent.getStringExtra("PARAM") ;
Toast .makeText (context,
String.format (" [s| Z%{5L7, ", param),
Toast .LENGTH_SHORT) . show() ;

/) hkRA VK 3k BETRE—TTIVATHEZLS, BT 1 TRIBERERELTEL
setResultCode (Activity.RESULT_O0K) ;
setResultData("tz v ¥ 5 4 77215 from Receiver");

abortBroadcast () ;

JRIZIEZNBE Broadcast Receiver ~ Broadcast {59 24> I d— R &R,

R4 > b (Broadcast #3#E9 %) :
4. B—7 7"') W Receiver (&7 5 X5 E DBARHI Intent T Broadcast i£59 %
5. #EHKIEA—7 7Y N Receiver TH 272, £V T 1 TRIEREZEEFELTELL
6. B—7 7') A Receiver 05 DIERIEWRTH>TH, ZIET -V DRLMEHIAT 2
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PrivateSenderActivity.java

package org.jssec.android.broadcast.privatereceiver;

import
import
import
import
import
import

import

public

android.app.Activity;
android.content.BroadcastReceiver;
android.content.Context;
android.content.Intent;
android.os.Bundle;
android.view.View;

android.widget.TextView;

class PrivateSenderActivity extends Activity {

public void onSendNormalClick(View view) {

/7 kBAV N 4Kk BA—T TYA Receiver &V 5 RIBEDBARK Intent T Broadcast %59 %

Intent intent = new Intent(this, PrivateReceiver.class);

/) KRRA VN 5k EERIEE—T 7Y A Receiver TH D, £V T4 TREREEEFELTLW
intent.putExtra("PARAM", "> F 1 J7fE#HR from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick(View view) {

// kRAV S 4Kk B—TFYH Receiver &V 2 AIBEDITRE Intent T Broadcast %59 3

Intent intent = new Intent(this, PrivateReceiver.class);

// KkRA VN 5K EEFRIEA—T 7KW Receiver THB7=H, TV T 1 TRIEREZEEFELTLL
intent.putExtra("PARAM", "> F 1 T/RER from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, O, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {

};

@0verride

public void onReceive(Context context, Intent intent) {

// hkRAY N 6%k A—T 7Y Receiver h5DIERERTH->TH, ZIET—YDRLUERRET S
/Y TIICDEERE, 13.2 ANT—Y0REMERRT 21 258,
String data = getResultData();
PrivateSenderActivity.this.logLine(
String.format ("fER [%s] Z#Z{F L7, ", data));

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {

mLogView.append(line) ;
mLogView.append("\n") ;

(continues on next page)
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4.2.1.2 /2B Broadcast Receiver - Broadcast #=1£3% - %59 3%

/3B Broadcast Receiver (&, TREEZHD T 7Y H 5%/ S 117z Broadcast % 215 TZ % Broadcast Receiver TH 3, <
I T 7 HEE L7 Broadcast #R{ET 2 &EDH B EISFENMVESR,

R4 ¥ K~ (Broadcast %59 %) :
1. exported="true” (& V). BARMICARFEET %
2. %18 Intent DRLM%HERT S
3. BREERTIHBE., BV VT4 TREREEDHRW

/2 B8 Broadcast Receiver @4 > 7 )L 30— K T# % Public Receiver I&. #B Broadcast Receiver & & U BN Broadcast
Receiver DA THIAI N 5,

PublicReceiver. java

package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? "AFBIH Broadcast Receiver" : "/AFAF#HY Broadcast Receiver";

@0verride

public void onReceive(Context context, Intent intent) {

// hkRA VN 2k ZE Intent ODREMZHERT S
// 2F8 Broadcast Receiver THZDOFATT FUNTILT 7 THBAREMEDLH B,
/) Y TIVICDZEE, 13.2 ANT—YDORLM%EHRAT 2] 258,
if (MY_BROADCAST_PUBLIC.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText (context,
String.format("%s:\n [%s] Z#%fE L7, ", getName(), param),
Toast.LENGTH_SHORT) . show () ;

//RBAV N 3Kk BREBTHE, £V VT4 TREBEREEDRL

// /2B Broadcast Receiver C#H 7=,

// Broadcast DFEETT TYMNTI I 7 THDARMENH S,

// RV T7ICRBINTEREDRWVERTHNIEHERE LTRLTHE LWL,

(continues on next page)
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setResultCode (Activity.RESULT_OK) ;
setResultData(String.format ("> ¥ 7 4 7 TIERWIER from %s", getName()));
abortBroadcast () ;

£ B9 Broadcast Receiver |& AndroidManifest.xml TEZET %, * 42.1 DL DI, HERD/NAN—I 3 VIC Kk > TEEH
Broadcst Intent DZEICHIRHIHZ2DTEFET S &,

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.publicreceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- NFAFHM Broadcast Receiver ZE&HT 5 -—>
<l-— kR4 VN 1% exported="true"ll& V). BARKICARMBZRET S ——>
<receiver android:name=".PublicReceiver"
android:exported="true" >
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_PUBLIC" />
</intent-filter>

</receiver>

<service
android:name=".DynamicReceiverService"

android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

&9 Broadcast Receiver (£ 7’04 5 IsF T registerReceiver() $ & U unregisterReceiver() #MUOH T Z & IC & W B &
BRI T B, RY VIBREICK W BEBEMIER%E T 72 IC PublicReceiverActivity EIC/RY VBB L TW5, M
Broadcast Receiver 1 ~ 2 4 Z (& PublicReceiverActivity & ¥ £FHIFE A &\ 7= & PublicReceiverActivity D X > /X —
ERELTREETZZEIETERLY, ZD78 DynamicReceiverService M X > /N—Z# & L TEIM Broadcast Receiver
DAV REY VR %EREF S, DynamicReceiverService % PublicReceiverActivity B SRR/ T 325 2 & IC & UEH
Broadcast Receiver % B#EHIC B4R, BERMR L TW 5,
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DynamicReceiverService. java

package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;

import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast.MY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {

return null;

@0verride
public void onCreate() {

super.onCreate() ;

// NEFAENHY Broadcast Receiver A &E§%9 %
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;
IntentFilter filter = new IntentFilter();
filter.addAction(MY_BROADCAST_PUBLIC) ;
filter.setPriority(1); // ##) Broadcast Receiver &Y BIH) Broadcast Receiver ZBEIt5
registerReceiver (mReceiver, filter);
Toast .makeText (this,
"EJ#Y Broadcast Receiver %#&HL 7=, ",
Toast.LENGTH_SHORT) . show() ;

@0verride
public void onDestroy() {

super.onDestroy () ;

// NFEIH) Broadcast Receiver % EXfEMRT %
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast.makeText (this,
"E)#) Broadcast Receiver %= EHFMEMARL7, ",
Toast .LENGTH_SHORT) . show() ;

PublicReceiverActivity. java

package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.Intent;

(continues on next page)

89




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2018-09-01

(continued from previous page)

import android.os.Bundle;

import android.view.View;

public class PublicReceiverActivity extends Activity {

@0Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

startService(intent) ;

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

stopService(intent) ;

YR IZ/23B8 Broadcast Receiver ~~ Broadcast 3X{23 2%~ 7L O— R%&RY$, 2B Broadcast Receiver I Broadcast % 3%/{E
I 3546, #1595 Broadcast BRIV T FICREINBZIIEDNH DI EITEFENMVETH B,

R4 >~ ~ (Broadcast #3i%{59 %) :
4. BV T4 TIHRBEHREEEL TIRSAW

5. BREZ TR, BRT—IDRLMEHAT D

PublicSenderActivity. java

package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org. jssec.android.broadcast.MY_BROADCAST_PUBLIC";

public void onSendNormalClick(View view) {
/) KRBRAVN 4k YT TRIEREZEEL TEAS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "V > F 1 T TIERWEIR from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick(View view) {

(continues on next page)
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J/RBAVN fh BV VT4 TRIEREZELTUERS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "V ¥ F 1 T TIERWEIR from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, O, null, null);

public void onSendStickyClick(View view) {
/S RRAY N 4k BYOT 4 TRIEREZEEL TIR LA
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "V > F 1 T TIE/RWER from Sender");
//sendStickyBroadcast * Y v Nl& API Level 21 T deprecated &7&> 7
sendStickyBroadcast (intent) ;

public void onSendStickyOrderedClick(View view) {
/) KRBRAVN 4k VI T 4 TRIEREEE L TEAS AW
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", "> F 1 T TIE/RWEIR from Sender");
//sendStickyBroadcast * Y v Nl& APT Level 21 T deprecated &7 > 7z

sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

public void onRemoveStickyClick(View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC);
//removeStickyBroadcast X/ v R(E deprecated &7%>TW3

removeStickyBroadcast (intent) ;

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

/7 RRAV N 5Kk EREZITIZHE, BRT—IDORLMLEERT D
/Y TIVICDERRE, 13.2 ANT—90REMERRT 21 258K,
String data = getResultData();
PublicSenderActivity.this.logLine(

String.format ("#&R Vsl Z#ZfE L7, ", data));

};
private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;
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4.2.1.3 B#[EE Broadcast Receiver - Broadcast #5943 - %59 %

B %t RE Broadcast Receiver I&. B#LUAD T 7 1) H 53%(E X 17z Broadcast & —t5{S L A\ Broadcast Receiver T#
%3, BHOBHETTYTYATLAEEBR L, BT 7DD BERCEEETI-OICHAIN S,

R4 > b (Broadcast #2159 %) :
1. Broadcast 25 DB E Signature Permission % E& Y %
2. #ERZERDOMEESE Signature Permission #FIHES T %
3. exported="true” I & W, BATRANICARBET B
4. #H Broadcast Receiver B IC T, MBEES Signature Permission = BXXEF T %
5. B89 Broadcast Receiver Z E4%9 % & £, JMEES Signature Permission ZEXKEFT %
6. B E Signature Permission "B 7 TV ICKYERINTWS I L 2 HRT S
7. BT 7 55D Broadcast TH > TH. {5 Intent DREM A HRT 2
8. Broadcast EETIF BT FY THBE NS, BV T 1 TRBERERELTLL
9. Broadcast ({8757 7Y E A UK ERT APK 2 EELT 2

B #tBR % Broadcast Receiver @4 > 7). O — K T# % ProprietaryReciver I&. #H Broadcast Receiver & & U'#1#J Broad-
cast Receiver DA TFIFAE N 3,

InhouseReceiver. java

package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;
public class InhouseReceiver extends BroadcastReceiver {

// B#®D Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast.inhousereceiver.MY_
—PERMISSION";

// BHORAED/NY ¥ 2@
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MFEEAE /v & 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255";
} else {
// keystore D "my company key"MDIIBAEZ/\v L 1B
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8S88B D7B3A7C2 42E142CA";

(continues on next page)
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return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org. jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "E#t[REEIN Broadcast Receiver" : "HFIREHH Broadcast Receiver";

@0verride

public void onReceive(Context context, Intent intent) {

// kBRAV N 6Kk MEESR Signature Permission NERT TVICKYERINTWD I L 2R T 2
if (!SigPerm.test(context, MY_PERMISSION, myCertHash(context))) {
Toast.makeText (context, "JREEZ Signature Permission "EHT7 FYICL Y ERINTULARWL, ",
—Toast.LENGTH_LONG) .show () ;

return;

// kRA VKN 7Th BT TUDSD Broadcast TH>TH. Z(E Intent DREMEFERT 2
/) Y TIVICDERE, 13.2 AWT—9DRLUEARRT 2] 258K,
if (MY_BROADCAST_INHOUSE.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText (context,
String.format("%s:\n sl Z%{E L7, ", getName(), param),
Toast.LENGTH_SHORT) .show() ;

//RRAY b 8k EETFART TV THZHN S, £V T4 TRERERELTEW
setResultCode (Activity.RESULT_O0K) ;
setResultData(String.format ("t 7 « J72EHR from %s", getName()));

abortBroadcast () ;

£ 1 Broadcast Receiver |& AndroidManifest.xml TEZET %, &k 421 DL DI, HERD/NAN—U 3 VIZK > THEEHW
Broadcst Intent DZ{EICHIRHIHZDTEFET S &,

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.inhousereceiver" >

<I-- % R4V kN 1% Broadcast ZIEADMBEES Signature Permission ZEHY 5 -->
<permission
android:name="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION"

android:protectionLevel="signature" />

<I-— X RAV b 2Kk ERZEADMBEES Signature Permission 2FIAEE T2 >
<uses-permission
android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION" />

(continues on next page)
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<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<I-- kR4 VN 3%k exported="true"ll& V). BARMICARMRZRET S -—>
<I-- % RA VN 4K BB Broadcast Receiver E&EICT. MEER Signature Permission #BRKEET 2 -->
<receiver
android:name="org.jssec.android.broadcast.inhousereceiver.InhouseReceiver"
android:exported="true"
android:permission="org. jssec.android.broadcast.inhousereceiver .MY_PERMISSION">
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_INHOUSE" />
</intent-filter>
</receiver>

<service
android:name="org. jssec.android.broadcast.inhousereceiver.DynamicReceiverService"
android:exported="false" />

<activity
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

E)f9 Broadcast Receiver (& 7’04 5 IsF T registerReceiver() $ & U unregisterReceiver() #MUOH T Z & IC & W B &
BHEMRT B, Ry VIBREICK Y B BBERR%E1TD 20| ProprietaryReceiverActivity LIC/RY YV ZBEE L TW3, B
#J Broadcast Receiver 1 > X 4 > Z (& ProprietaryReceiverActivity & Y 77 #iE AR\ 7= 8 ProprietaryReceiverActivity
DAVN—FHHE L TREFT 5 2 &IETEARL, ZD7=8 DynamicReceiverService M X >~ /X\—Z# & L TEH Broadcast
Receiver DA ¥ R4 ¥ A% RF S . DynamicReceiverService % ProprietaryReceiverActivity B SHR /T35 2 &
IC & V) BB Broadcast Receiver % E#RICE 3 EERMER L TUL 2,

InhouseReceiverActivity. java

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class InhouseReceiverActivity extends Activity {
@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

(continues on next page)
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public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

startService(intent) ;

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);

stopService(intent) ;

DynamicReceiverService. java

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Service;

import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {

return null;

@0verride
public void onCreate() {

super.onCreate() ;

mReceiver = new InhouseReceiver();

mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();

filter.addAction(MY_BROADCAST_INHOUSE) ;

filter.setPriority(1); // #®) Broadcast Receiver &Y BIH) Broadcast Receiver ZBEIt5

// kRA VN 5% BB Broadcast Receiver &8k d 5 & &, MBEESR Signature Permission ZBREZTT 2
registerReceiver (mReceiver, filter, "org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION",
—null);

Toast .makeText (this,

"Efif) Broadcast Receiver &Rl 7z, ",
Toast.LENGTH_SHORT) . show() ;

@0verride

(continues on next page)
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public void onDestroy() {
super.onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast.makeText (this,
"EJ#Y Broadcast Receiver % EHREEMRL7, ",
Toast .LENGTH_SHORT) .show () ;

SigPerm. java

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermName # E&H LT TV DNy r—IZ%WMET 3
PackageManager pm = ctx.getPackageManager() ;
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packagelName;
// JE Signature Permission DIFEIFKEIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY ¥ 2{EEERD/NY ¥ 1{EZ BT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEIEZIRIIN AL
return pm.hasSigningCertificate(pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
—+SHA256) ;
} else {
// API Level < 28 DH&E PkgCert Z#FAL. Ny Y aEEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname)) ;
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

(continues on next page)
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(continued from previous page)

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager() ;
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EEEBLEIR DN
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("7%02X", b));
}

return hexadecimal.toString();

* R4 >~ b 9% APK % Export § % & ZIZ, Broadcast 25T 7 7)) A URREET APK 2 ELT 5,
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' ® Generate Signed APK

i

Key store path:

[ C:¥jssec¥Projects¥keystore

|

[ Create new... I | Choose existing... I

Key store password: |_ -------

Key alias: C | my company ke; ) I ]
Key password: |.."... ]
[C] Remember passwords

) R [ (e

42.2 Broadcast EETT T LA UCHRERTAPK #ELT 3

JRIC B #FRE Broadcast Receiver ~ Broadcast #5954 I d—RKR%&RT,

R4~k (Broadcast 3% %) :

10. #ERZEMADOIMEEZ Signature Permission % E&H 9 %

11. Broadcast 215 DB EE Signature Permission ZFIFEE T 2

12. B E % Signature Permission ’E#HT7 TYICL U ERINTWE I L 2 HRT S

13. Receiver BT TVRETHEZ IS, VT4 TREBREEELTEHELL

14. Receiver IZIE EF Signature Permission 2 &K 9 %

15. ERERITMBHE. BRT—IDRLMEHET 2

16. Receiver 177 7)) E A UK EHE T APK 2 ELT 3

AndroidManifest.xml

<?zml wversion="1.0" encoding="utf-8"2>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.inhousesender" >

<uses-permission android:name="android.permission.BROADCAST_STICKY" />

<I-—— Xk RAV K 10k HEREEADMEESR Signature Permission Z EHT 2 -—>

<permission

android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION"

android:protectionLevel="signature" />

<I-= %A ¥ b 11k Broadcast ZIEADIMBES Signature Permission FAEET S -->

<uses-permission

android:name="org. jssec.android.broadcast.inhousereceiver .MY_PERMISSION" />

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false" >

<activity

android:name="org. jssec.android.broadcast.inhousesender.InhouseSenderActivity"

98

(continues on next page)




Android 7 7Y Ot ¥ a2 7HKE - EXaTFI—FT AV IAAR 2018-09-01

(continued from previous page)

android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseSenderActivity. java

package org.jssec.android.broadcast.inhousesender;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

import android.widget.Toast;
public class InhouseSenderActivity extends Activity {

// B#® Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast.inhousesender.MY_PERMISSION

".
"y

// BROFIEFZED/NY 2 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "DFERAE /Y > 1 {8
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MIEEAZE/Nv < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public void onSendNormalClick(View view) {

// kRA VN 12 % MEES Signature Permission NEH T TVICL W ERINTVWEZ L a2HRT S
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JMEEZ Signature Permission AAB#T7 7V ICK W ERINTULARL, ", Toast.
< LENGTH_LONG) .show () ;

(continues on next page)
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return;

// kR4~ 13%k Receiver FBEATTVRETHEZN S, BV FT1 TRIBEHRERELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent.putExtra("PARAM", "> F 1 T7E#HR from Sender");

// kRA VN 14 % Receiver ICHBEESR Signature Permission ZEKRYT %
sendBroadcast (intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION");

public void onSendOrderedClick(View view) {

// kBRAV N 12 BMEAESR Signature Permission NERT TVICEYERINTWD I L %2HRT D
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JEEZ Signature Permission BT FVICK W ERZRINTULARL, ", Toast.
—LENGTH_LONG) . show () ;

return;

// kR4 VKN 13% Receiver FBHTTVRETHIND, BT 1 TRIBEHREZEEFELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent.putExtra("PARAM", "> > F 1 J7EHR from Sender");

// kRA VN 14 %k Receiver IIJREAES Signature Permission ZBKT 3
sendOrderedBroadcast (intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION",

mResultReceiver, null, O, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@0verride

public void onReceive(Context context, Intent intent) {

/7 kRA VN 15Kk EREZITIMDBAE, BRT —IDORLMEEERT S

/Y TIICDEERE, 13.2 ANT—90REMERRT 21 258,

String data = getResultData();
InhouseSenderActivity.this.logline(String.format ("#ER [%s] #Z{E L7/, ", data));

};

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main);

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;
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SigPerm. java

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermName # E&H LT TV DRy r—IZ%5WMEBT 3
PackageManager pm = ctx.getPackageManager() ;
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DIFEIFKBIRL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY ¥ 2{EEEED/NY ¥ 1{EEZHLET B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TEIEIRIIAN FIRE
return pm.hasSigningCertificate(pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
—SHA256) ;
} else {
// API Level < 28 D& PkgCert ZFA L., /Ny Y2 {EERE L TLEKT S
return correctHash.equals(PkgCert.hash(ctx, pkgname)) ;
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {
public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;

correctHash = correctHash.replaceAll(" ", "");

(continues on next page)
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(continued from previous page)

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; /7 BEEBLER DA
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null,;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

* B 4> b 16 k APK % Export §% & ZIiZ, Receiver 17 7Y &R CHARERT APK 2 EBHT 5,

' ™ Generate Signed APK =23
Key store path: ?C:‘#jssackprojects*keystore
{ Create new... | | Choose existing... I
Key store password:
Kevpassﬂord: |....... I
[C] Remember passwords
o) R (et ] [ ]
S— L

423 Reciver fll7 7)) tEIUBERKERTAPK 2ELT 2
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422 )L—IVTwv Y

Broadcast ##ZET 2BICIIUTOIL—ILEFEH I &,
1. 77Y)VRTOAERT % Broadcast Receiver |3IERFHEZRET 2 (WHEH)
2. %15 Intent DREMZHRT 25 (WH)
3. MBEH Signature Permission (&, BRT7 TUNEELALI 2R L THAT S (KA
4. BRBEBRERT G 3. REZRT T DL OBRBEBFRICERT S (BER)
5. Ev 7 4 TRIE®R%E Broadcast (189 %A1, ZISTTRER Receiver = HIRY 2 (WZH)
6. Sticky Broadcast \21&2 > 27 4 TIRBEHRESHR W (WAE)
7. receiverPermission /X2 * —4 MDIBE: L Ordered Broadcast \$BMRWZ E0H 2 2 &ITER (WE)
8. Broadcast Receiver B> DIRIET —4 DREM AR T 2 (WH)

9. EEEZ ZRMICIRET 2/BEICIE. TOEEDORROREKELZMRTT S (BE)

4221 77)VRTOMEAT % Broadcast Receiver I3IEARBZRET 2 (WHE)

7Y R TOMER XN B Broadcast Receiver IXIERFRET %, chick W, o7 7Y HS5EMEHE T Broadcast %5
TER>TLES T ENRLCAY, P DOMEEEFIBSINEY, PT)OMEICEEAZLEYTEIOERBESZEN
TZ 5,

A—7 7Y 5DHFIAI NS Receiver Tl Intent Filter X BT 5 & 5 AE%EHIZ L TiEA 574\, Intent Filter DM
BE, A—77YRNDIAE Receiver ZIEVHTDEY TH, Intent Filter BEATHEUPHLAE ESICERETHT YD
/NBA Receiver #l UM LT LEIBEDNBEET 305 TH S,

AndroidManifest.xml (FEHELE)

<I-— HET7 T YICIEABE I B Broadcast Receiver ——>

<I-— RA YN 1: exzported= “false” &£$2 -->

<receiver android:name=".PrivateReceiver"
android:exported="false" >
<intent-filter>

<action android:name="org.jssec.android.broadcast.MY_ACTION" />

</intent-filter>

</receiver>

14.23.1. A L T& W exported 38FE & intent-filter SRE DA E DT (Receiver DIFHE)] LEBRT B &,

4.2.2.2 5 Intent DX LM EHRTZ (WAE)

Broadcast Receiver D9 1 FIC& > TEF VR VIZE#RZ D, 215 Intent DT — 4% #IB T ZHRICIE. £§2(E Intent D
REMEBER L ARThIER SRV,

/AFA Broadcast Receiver & RNFELZHDO T 7 H 5 Intent % Z1FE B 728, YILD = 7 DKE Intent % 5% (FEL 5 AT AL
M DH B, FEAFI Broadcast Receiver [ZhD 7 7)) i 5 Intent Z EEZ TS Z &AWV, LALA—7 7Y ADOLFE
Component BMED 7 71) 5 5% (7L > 7= Intent DT — 4 % JE/2B Broadcast Receiver ICERZET 2 2 &b’ H 27280, 2
Intent # WMEHICKRLTH 2 EEATUIAR SR, BHFRE Broadcast Receiver & ZDHED Y XV TH B 7. *idY)
215 Intent DREMZHRT I2LENH D,
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32, ANT—49DREM%MHRT 2] 28RTBHI L,

4.2.2.3 B ES Signature Permission (. B 7 UL ER LI L 2BALTHAT S (WE)

BHitD 7 7Y H 5 EE I N7z Broadeast 7217 2 ZE L. Z N LS D Broadcast & —t15 {5 L A& LB R E Broadcast
Receiver % {E 3154, JMEEH Signature Permission (C & YR L 2 IF 1 iE A 574 L, AndroidManifest.xml T® Per-
mission EE&. Permission BXXRE ST TIIREDN T+ TH B/, [5.2. Permission & Protection Level] @ 15.2.1.2.
MEESZED Signature Permission TE#T 7)) BT 2 /%] #5RT 22 &, F-MBEESR Signature Permission %
receiverPermission /87 X —# (3% L T Broadcast #5925 E HAMRICHER T 2LELNH 5,

4224 BREBERIBAICIE, REXT T DS OBREBFRICER TS (WH)

Broadcast Receiver D% 4 FIC & - T setResult() I & W IERIFHR %89 7 7 DEREHIEMR S, 226 Broadcast Receiver
DZER. BRREZXOTTUNTILI T THLIUREEEHY ., BREBRIPBRER > TELDNIBRELH S, L
A Broadcast Receiver %> H#tPRE Broadcast Receiver DH &I, ERIRZELIZBHEART 7)) TH 3 - HOBRIBEHROE W
HHEYOERT IHEIER,

Z M & 5 IZ Broadcast Receiver H SERIEWR A IRTIZHICIE, BRELT T HSOBERBIROBRICEEE L ThIERS
fat L\Q

4225 V54 72158 % Broadcast 253 3354 (1E. ZETHEL Receiver ##IR 32 (WHAE)

Broadcast & WD ZRINRT L DI, £H%F D Broadcast EFRBEEZHOT TV ICERE—FEELLY., 913V %
BHILAZY TR E2EHLTEONAAEATH S, TDRHDEY VT 1 T4IEIR%E Broadcast XET 1A ICIE. ¥
IO T T7ICEREREINAVE D AFERVRESINMVEEA D,

VT 4 TRIER% Broadcast %£1EY BB E. {E3E T & % Broadcast Receiver 7213 B2 {EFRETH . fthd Broadcast
Receiver IEZEARARETHDIUNENH D, FD/-H®D Broadcast EEHERICIFUTOLIREDHDH B,

 BA’REY Intent T Broadcast £{59 % Z & THELZEE L. BB L 7={5%8 T Z % Broadcast Receiver 72 (7 IZ Broadcast
BEITEHE, TOFEICIERD 2 DDNRY—2BH B,

— BE—7 7"') A Broadcast Receiver 58 T T & 111 Intent#setClass(Context, Class) IC & WIBEERET %, EF
BAad—RicowWTiky >y FIa—Reo > ay 142.1.1. 328 Broadcast Receiver - Broadcast % 2159
% *XETZ] 2BEICTBRIE,

— fthad 77 7'1) ® Broadcast Receiver 58 T T 111E Intent#setClassName(String, String) - & W 3B & RET % A%,
Broadcast B#{EICHKIEBE/Ny T —T D APK BELZOREREREFITA MY MNEBRELTHILET Y
TH?Z &%=MHBLTHMNS Broadcast ZiXFT %, EBRICIZHEEY Intent ZFIATEZ 2 ROAENEANT
H5,

* receiverPermission /8% X —#% [ B E & Signature Permission %187 L T Broadcast 3%/S L. {5389 % Broadcast
Receiver IZ 245X Signature Permission ZFIFAEE L TH 55 Ak, EFMARI—RICODVWTEY Y FILd—KEs
a3y 142.1.3. B#RE Broadcast Receiver - Broadcast =259 % - #5951 #85EILT BRI &, 2D
Broadcast #{E /5% R T 21213 —IV 14223, B ES Signature Permission |&. B 7 TUHNEZRLZZ &
EHALTHATSZ (ME)] HEBERALBRTIERSRL,
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4.2.2.6 Sticky Broadcast ICldtz> > 7 1 TRERESHRV  (ME)

3BE D Broadcast I&. Broadcast 32 {85 IC 2 S ATREIRREIC 5 % Broadcast Receiver ICZ{ELIE I N5 &, £ D Broadcast
lE3Em LT L&D, —7 Sticky Broadcast (# & U Sticky Ordered Broadcast, LA TFEH) &, EERICZEREICHS
Broadcast Receiver ICZEMLBINZRE I AT ALALICEELD DI, D% registerReceiver() ICK U RIETEZ I &N
B THD, FEIZHR > 7 Sticky Broadcast (& removeStickyBroadcast() IC& WERD Y 1 I > J THIBRTZ %,

Sticky Broadcast IZFEEE] Intent IC & B EAMRIIRTH Y. receiverPermission /35 X — 4 %35 7E L 7= Broadcast %15 [
TERW, ZO78H Sticky Broadcast TEE L7ZBRIITIL IV 72 EUCTREBEELHOT7TYHMISEETETLEDS. L
> Ty YT 1 T1RIEHR% Sticky Broadcast TEE L TIEAS AW, Ad. Sticky Broadcast DI Android 5.0
(API Level 21) ICBWTIEHEE > TV,

4.2.2.7 receiverPermission /X5 X —4 ®igE %4 L Ordered Broadcast (ZEHN 2V EDH BT EIFE (ME)

receiverPermission /35 X —#4 % 3§EH ' I2%(S S 117z Ordered Broadcast (&, YLV 72 SOREELZHOT7 TN
Z{SFIBE T3 %, Ordered Broadcast I& Receiver 15 DR Y 5= 2 (FER D /=6, F7IZHEED Receiver ICJERULIE % X
H2EDICHAINS, BEEDEL Receiver 5 5B R Broadcast BB I N 570, BEEEES LTI T7H
& #0IC Broadcast % 5215 L abortBroadcast() 9 % &, #%#:®D Receiver IC Broadcast A ERE e < 72 %,

4.2.2.8 Broadcast Receiver "5 DiRIET —9 DL LM %R T 2 (WE)

HERF— 4 A%V 5R LT X7 Broadcast Receiver D9 A FTICE > TEF Y R VIZER B, BAMICEZELEBRT—
IHHBT—YTHDIAREEZERL TERICNE L AITIIER S0,

IR{Z 7T Broadcast Receiver 228 Broadcast Receiver D&, FREDT T MNSLRY T—9 & FZIFTWMB7H, I
TOWET—4 %Z T B AN H %, 3RIETT Broadcast Receiver H'3E/2FF Broadcast Receiver D&, A—7 77U K
NODERT—ITHZDTYRVIFBRVWEIICEIANEED, D7 FYH SRR o7 — 9 #BBHNICERT —
GELTEET DI ENH D7D, BRT—IEBRXHFICRETH D EEZATIR SRR, 3RIETT Broadcast Receiver A
B 4tFRE Broadcast Receiver DiFE. TOHRBDY R I THZ7-H, PIIUKRT—9HL KRBT —9 THIAREEEER
LTREICWE L ATNER SR,

32, ANT—4DREM%HRT 2] 28RTDH L,

4.2.2.9 BEZ ZRNICIRHT 258013, TOEEDRRDREKELZMERFT S (BLRA)

Permission IC& W RESN TV IBEREES S UOBBEEELMOT7 7Y ICTRAICIRET 2158101, REET T IC
X L CE—® Permission Z&KT 270 E LT, TOREKEZHERLAQFNIER S, Android D Permission £+ 1
D74 ETINTIE, RESNLEEEICHTET7TUDNSOERET IV ERICDVWTOHEREEE1TH, TOHKRLOK
HICKY, PTAVICRBINAEENSSICHOT TV IZ. REDOLOHICHER Permission ZERT 5 Z &R Bt
NZAEEMENH D, DI &I Permission ZBEREL TWD I & EREMICEMARD T, Permission DB ZREREE & W
iENn 3, 15.2.3.4. Permission DBZEZERE] 288D &,

423 7RKNVZ K

4.2.3.1 {#MA L T&\ exported 2 E & intent-filter 22 E D& A&t (Receiver DIFE)

£ 422 1%, Receiver #RET 2 & ZITHERA L TH LW exported Bl E intent-filter EXRDMAEHLEERL TV,
lexported="false” H 2 intent-filter EFXH Y 1 OEAZRANZEILLE L TWBERICDWTIFLLTTERIAT %,
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%422 exported B & intent-filter BEROEHEHEDOFERATE

exported EEDE

true | false \BIEE
intent-filter EZEN$H 2 | A [RAIZELE | 2iE
intent-filter EFA 2L | A ) =g

Receiver @ exported BHEDIRIEE TH 2B HICE D Receiver ARSI N2 D IELFE & 422 DME. intent-filter DEZDH
BICKYRE DI KA A RTIE Receiver D exported BiEE [BISE] ICT 22 & 2BIELTVWS, BIBOL DA
APIDT 7 4L hOBENCFEIREZT DI EILEITEIRETHY., exported BED LI BEFa ) T4 LEERERE
ERATMICEMET 2FELIHI2OTHNIEZTNEZFAITRETHDEEZIOLND D TH S,

intent-filter &% L. H D, exported="false” #I8EE T2 Z & ZRREZEILE LTWB DL B—7 7)) WDIELBE Receiver
ICM I+ T Broadcast Z#E L7225 U TH, BERFETMT7 T DM Receiver EHUHE LT LE DI BENFEETZHH
Thd, UTD2 2OHTEREAMUH LARI 2HFEHAT 5,

424 1%, B—=7FTYVADS LHIEAR Receiver(7 71 A) %EEEH Intent THRUOHBALWERERLIHEDH TH B,
Intent-filter(BF action="X") #EFEL TWLWBDN, 7T A LDOPVWARVWDTEREY DEIZER>TWS,

-

FFUA
B R IntentE T
ReceiverZ BRI T

Intent(“X"™)

e MReceiver A=1
exported="false"”
action="X"

A FMReceiverE > T=F 7 AD A AL
A A= LENTSIBEE. A—7
7)) N TOHABroadeastiZ REMNiThh
Do

{ Androidii =

ntentZ BT
Wil Eﬂ?'ﬂ- H '1"

Intent(™X™)

~

424 EBLEEDH

4251F, 77 AICMATT7 7Y B THRE LU intent-filter(B ™ action="X") #E&HEL TWBIHETH5, £J. D
7 7)) (77 C) hEEEM Intent T Broadcast %3159 % DIk, FEAF Receiver(A-1) lIZZEE LBV THICEF2

)7 4 BICIERBEIREICA S AW (R BB DK,

<10 jintent-filter A E S N T WHLIEAF Receiver, EEHES N T WA NIEIEAR Receiver & A %, hitps:/developer.android.com/guide/topics/

manifest/receiver-element.html#exported #SRD Z &,
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X2V TF EATHBEICRZDIE. 7Y AILLZRA—T7 7 ADIERE Receiver DRV L TH B, 77U A DS
ZR#Y Intent % Broadcast $ 2 &, E—7 71 AWDIEARFI Receiver ICHZ T, B U Intent-filter % EFH L 7= B OF DM
Receiver(B-1) 5% D Intent #FETETCLEIHNSTH S (HOKBOXKH), 77U AHLSTTYBICHLTEYY
T4 TIRBEREEETIAREUENECTLED. TTUBHIILYI 7 THNE. ZOFEXEEY VT 1 TRIFHROFTRIC
®H %, F7=. Broadcast #* Ordered Broadcast T#H > 7235515, BRI LRWVERBEREZZ TR >TLE > TS H 5,

4 N
FIA
FE S A IntentFFE-T
Receiver®IRE AT
Intent{“X™)
F77Uc
JE4r BReceiver A-1 i BB Intent®F{E-T

exported="false” ReceiverZ UM T
RS intent("X")

4% MReceiver B-1
exported="true”

"

B actionZE &L T=ReceiverH FF-1=
HHOTTIDNA VA= ILENT-1BE
[£. T DReceiver|ZIntent N ERE S
hd

action="X

. Androidif 7

425 EELRBRVEHEDH

=2 L. Y 2T LDIEET % Broadcast Intent D&% FZ1{5 9 % BroadcastReceiver =259 23551213, lexported="false”
A D intent-filter EFEH Y] ZFEAT 2 &, HD. ThUADBEAELEEFE>TWIFRWL, IhE YR TLNE
&9 % Broadcast Intent IZB L TId exported="false” THZEAETHD EWVWIBRICH E DK, YRATLADERFET S
Broadcast Intent &[F U ACTION @ Intent 22 77 7')) AEEFE L 72BE. ThaZELTLED CEHLARVWEIHEEE|E
R TABEMENH DD, TNk exported="false” ZI/FET DI LICL > THS Z &N TE 3,

4.2.3.2 Receiver (37 7)) 2B L W EEHF IR W

AndroidManifest.xml (ZE#BYIC E & L 7= Broadcast Receiver (&, 41 YV A M —JL LT TRAMICASDVWDTER
PRETHZ!, TTVAE 1 ORET 2 & T, TNEUKEOD Broadcast A Z{ETE 2L DICM27D, 1 VA M—
JU1%1C Broadcast 5% M) H—IC L TABAZRBEB I EZ 2 & IETERL, 77 L Broadcast M % {5 18l T Intent I
Intent. FLAG_INCLUDE_STOPPED_PACKAGES % 5% L T Broadcast {5 L 235 &1&. —EHEBLTWRWT Y
TH>THID Broadcast 25T B LN TZ %,

11 Android 3.0 RETIET 7 DA ¥ X h—IL% L7721} T Receiver B EFE N3
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4233 EILC UID #2277 » 5%E S /- Broadcast (3. 3£/ Broadcast Receiver Tt Z{ET& %

BEOT7TVICAL UID 28252 TE S, ZDIFA. 7= & ZIEAF Broadcast Receiver TH>TH. EL UID
DT T D SEESNT- Broadeast TZELTLE D,

LharLZhizexa) T LREBEERZZEEEARW, AL UID 282773 APK 2EL T 2HKEREN—HT B
EMMREEENTH Y., FEARE Broadcast Receiver BZ{E T 2 DIEBE4 T 7Y 5 5%/ & 17z Broadcast ICRESNZ M5
TH5,

4.2.3.4 Broadcast DFEFE & DI

3%f§9 % Broadcast I& Ordered D% D TRRUWA, Sticky D% D THRULHDHEAEDLEIC LY 4 D Broadcast HAFHEY
%, Broadcast S AV v RIZIK U T, %57 % Broadcast DFEFEARE 5, 708, Sticky Broadcast DfF L Android
5.0 (APILevel 21) ICEWVWTIHHRLL>TWS,

% 4.2.3 3%{E9 % Broadcast DIEE

Broadcast DF&E%E EEAAYV YR Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast | sendStickyOrderedBroadcast() | Yes Yes

ZFNF1 D Broadcast DRFHUIIRD EH V) TH 5,

£ 4.2.4: %15 % Broadcast DIEFE T & DIFH

Broadcast DFE4E Broadcast DF&¥E T & DR
Normal Broadcast Normal Broadcast (& 3X15 8 IC 215 AT BE/R KRR (C 45 % Broadcast Receiver (CBEi%
INTHKT %, Ordered Broadcast & 2724, #E %D Broadcast Receiver A'[HE
B¥IC Broadcast #2159 2 DM TH %, HED Permission ZFDT7 Y D
BroadcastReceiver 7217 (C Broadcast #Z{E3 #3526 TE %,
Ordered Broadcast Ordered Broadcast (3351585 I1C 2 {5 AT 8E AR A& IC # % BroadcastReceiver A — D
T DOIEHEIC Broadcast % Z{ET 25 Z & FHTH B, & Y priority EHAKE W
Broadcast Receiver BN &ICZET 5, T D Broadcast Receiver ICEEET T 9%
HN. B D Broadcast Receiver A abortBroadcast() MU' L 7=3%& IC. Broadcast
EHIB T 2. FREED Permission ZFIFAEE L7 7 7Y @ Broadcast Receiver 72
I71Z Broadcast ZZ{EE 32 &6 TE 3, F7/: Ordered Broadcast TILE{ETT
A* Broadcast Receiver B 5 D#ERIFHREZITMB I & TE %, SMS ZEEH
Broadcast (SMS_RECEIVED) & Ordered Broadcast DXERBITH 5,
RDR—J <
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K424 -FIDR—IUDSDE

Sticky Broadcast

Sticky Broadcast I& X5 IC ZE AT REAIRREIC H B BroadcastReceiver 1 Hgi%E &
NERBICHERBT 2 Z BT RATLICEY KT, %IC registerReceiver() % [
UH L7277 B Sticky Broadcast 253252 &N TE DI ENRFHTH 3,
Sticky Broadcast (&t D Broadcast & 27 Y BEIMICER T 2 2 & IR WD T,
Sticky Broadcast B’ AE I/ 5 7= & FIZ, BIRMIIC removeStickyBroadcast() % I
U'H L T Sticky Broadcast & EiB S 8 2 M ENH 5, D Broadcast & R4,
$FE D Permission %2 7 7 ') @ Broadcast Receiver 72 17 IC Broadcast % 1§
IEBZZEETERYL, Ny 7Y —REZHEBHN Broadcast (ACTION_BAT-
TERY_CHANGED) & Sticky Broadcast DRARBITH %,

Sticky Ordered Broadcast

Ordered Broadcast & Sticky Broadcast D75 D5 % #f - 7= Broadcast T# %,
Sticky Broadcast & @4k, $FE D Permission % ¥ 2 7 7 ') @ Broadcast Receiver
721312 Broadcast ZZ{ES 5 Z & IETE R,

Broadcast D4 HEMARIRZBEVDRAT, LRAVBIEMICERIETZ - TFTRICARS,

% 4.2.5: Broadcast DML IRZ &\

Broadcast D4F#HI7%43#E% | Normal | Ordered | Sticky Sticky Ordered

£ Broad- Broad- Broad- Broadcast
cast cast cast

% {§ A 86 72 Broadcast Re- 0 ) - -

ceive % Permission IC & ¥

HIRRY B

Broadcast Receiver 7 5 @ - o - 0

WIBERZIRIST 2

JlE Z (= Broadcast Receiver - o - 0

IC Broadcast Z LR xH %

BicxEffIahTws - - 0 0

Broadcast Z#& M5 ZET

%

4.2.3.5 Broadcast %5 L 7215 »° LogCat iCctH A= 2 BEDH S

Broadcast DEZEIFEARMIC LogCat ICHEAI AW, LAL. ZE/OD Permission FRICK 2T 57—, #EEHMOD
Permission ARICK 2 TS5 —DEIC LogCat ICT S —OJAHAEIN S, T5—0O7%ICIE Broadcast Ti%{59 % Intent &
BWEFENDDT, T5—FHERFICIE Broadeast EE T 53551 LogCat ICRIEINZ Z & ITERELTIEL L,

(S8l Permission FERD TS —

W/ActivityManager (266) : Permission Denial: broadcasting Intent {

act=org. jssec.android.broadcastreceiver.creating.action.MY_ACTION }

from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires
org.jssec.android.permission.MY_PERMISSION due to receiver
org.jssec.android.broadcastreceiver.creating/org. jssec.android.broadcastreceiver.creating.

—CreatingType3Receiver

Z{S{8]MD Permission NERD T S —
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W/ActivityManager (275) : Permission Denial: receiving Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION } to
org.jssec.android.broadcastreceiver.creating requires
org.jssec.android.permission.MY_PERMISSION due to sender

org.jssec.android.broadcast.sending (uid 10158)

42.3.6 F—L@EE (77Y)) IZ¥a— b hy NEEBRET 2HEOEER

R—LBEEICT ) 2RET272DDa—MAY MRYYP Web T739HDT v II—UDLH% URL 3 — b
Hhy bR T 25E0FRRICDOVTEHAT S, flE LT, UTOLSIBEREEZEZ TH 5,

FR—LE®E (7)) IK¥a—hay baRET S

Intent targetIntent = new Intent(this, TargetActivity.class);

// a—RAy MEBRIKEEDHD Intent
Intent intent = new Intent("com.android.launcher.action.INSTALL SHORTCUT");

//va—hhy hDYy THICEET S Intent #I5TE
intent.putExtra(Intent.EXTRA_SHORTCUT_INTENT, targetIntent);

Parcelable icon = Intent.ShortcutIconResource.fromContext(context, iconResource);
intent.putExtra(Intent.EXTRA_SHORTCUT_ICON_RESOURCE, icon);

intent .putExtra(Intent .EXTRA_SHORTCUT_NAME, title);

intent.putExtra("duplicate", false);

// BroadCast =ff>T, YATALICVa—bMhy MERZIKFET %

context.sendBroadcast (intent) ;

LETEE LTV Broadeast 1. RIIFNHR—LBET7Z TV THY., Ny T—VRZEHETIIENHLVED, BR
# Intent IC & %22 Receiver NDEF LR > TWB I EICERNIBETH S, DF Y. LFETEE L7 Broadeast &<
WO TREDEEEDT TYNRETEIENTE, ZDEH, Intent ICEY VT 1 TREBAEENTWVWS LBRR
HMOWEICDORA SRS H D, URLEZEICLEZYa—bAy MEERT 354, URL ICHBEOBHRIASENTWVS
ZEEHBD. FIERNIRETH S,

WERAEE LTI, T4.2.1.2. 2B Broadcast Receiver - Broadcast %2159 % - EET 51 ICRBEHINTWBERA Y MC
W, EETD Intent ICEY VT 1 TREBPEEFRVELIICTEIENBETH S,

4.3 Content Provider #{£% - I3 3%

ContentResolver & SQLiteDatabase DA ~ ¥ —7 = — X MMEUT W3 7=&. Content Provider & SQLiteDatabase & B 1C
BERAHZEEEVINDEZ EHEL, L LEKICIE Content Provider 17 VBT —9HBEDA V49— —R %
ET2REIT. T REFEOHRE—IBDLAWNT & ITEFBENABETR, fERRT % Content Provider NERTT — 4 DREIC
SQLiteDatabase #{F>5 2 & HTEB L. XML 7 7ML AR EDRDRERLA2FESIILETES, BB, TITBNTS
HBrTNA-RICRT—Y2RETINEBEZSEZLVDT, REIKISCTEMT S &,

431 > 7F)a3—R

Content Provider D & S ICFIBA I 5 M IC K o T, Content Provider B8 2 3 1) R 7 @I A EFERIERD, R

DHE7A—IZ& > TR T % Content Provider "EDY 1 T THEIIEHIBTE 3,
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Yas Mo
REHH—EAEBETS
THEEND
FUCHAERNE
h h 4
. i Exglugive Propristary Temparary
Private Public
=t tr—RE BHEE —
74 BContent Provider 4 MContent Provider Cortent Provider GContent Provider GContent Provider

4.3.1 Content Provider ¥ 4 7H¥IE7 O—

4.3.1.1 3E/AF Content Provider #{£% - fIHT %

JE/2 B Content Provider &, B—7 7Y W72 13 THIA TN % Content Provider TdH V)

Provider T% % "%,
BAF. 3E/2F Content Provider D %6 % R 7,
R4 >~ (Content Provider % {E3) :
1. exported="false” IC&k V). BARMIICIENFERET %
2. BA—F7TIVANLDY VIZANTH>TH, RIA—SDREMERAT D

3. AT T FAVIRE—T7 T THENS, EVIT 4 TRIERERZELTELW

b2 EEREMDE WV Content

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.privateprovider">

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>
</activity>

<I-— *kRA VN 1Kk exported="false"lZ& Y. BATRMICIEABRET S -—>

*12 f=#2 L. Content Provider MIE/ABIERE L Android 2.2 (API Level 8) LABT TIZHEAE L 2L,
111
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<provider
android:name=".PrivateProvider"
android:authorities="org. jssec.android.provider.privateprovider"
android:exported="false" />
</application>
</manifest>

PrivateProvider. java

package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;

import android.net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider NMEHtd 24 V49 —7 11— %A
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEEAETICEEMEERTHICLTWEED. query AV v RTRY Cursor ZERIICES

private static MatrixCursor sAddressCursor = new MatrixCursor(new Stringl[] { "_id", "pref" 1});
static {

sAddressCursor.addRow(new String[] { "1", "Jbi&EE" });

sAddressCursor.addRow(new String[] { "2", "&&H" });

sAddressCursor.addRow(new String[] { "3", "&F" });

(continues on next page)
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}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@0verride

public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

/) KRBRAV N 2%k =T FTUVANSDY IIARTH>TH, NTA—YDREMEHRT 2
// 2Tl uri NMEEDEHEBERNTH 2 Z &%, UriMatcher#match() & switch case THEERLTW5,
// 13.2 AAT—9DRLL%EHRT 5] #58,
// kR4 YK 3k FIATT7 7VIERA—T7 7V THE ML, BT 4 TREREZRZELTELW
// T=72U getType DHERDN YT 4 TREREF DI LIEHE Y AL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
Y
@0verride

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/S KRRA YN 2k B=—7FTVANISDY VIR NTH>TH, NTA—YDREMEHRT S

// 2Tl uri MEEDEHBEARNTH 5 Z &%, UriMatcher#match() & switch case THEEELTW5,
/) TDMDIRT A= DHRIEY Y T DEERE, [3.2 ANT—9DREMERRT 2] 25K,
// kR4 YK 3%k FIATT7 7VIERA—T7 7V THE ML, B oT4 TRERERZELTELW

// query DERDN YT 4 TREKREFONE D NMET TV IRE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

(continues on next page)
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Q@Override

public Uri insert(Uri uri, ContentValues values) {

//KRBAV N 2% =T FTUVANSLDY IJIZARTH>TH, NTA—YDREMEHRT S
// T uri MEEDEHEBERNTH 2 Z &%, UriMatcher#match() & switch case THEERLTW3,
/) TDMDIRT A= DRERIEY Y TIICDELR, [3.2 AAT—YDOREMERRT 2] 28R,
// kR4 K3k FIATT7 7YIERA—T7 7TV THBI IS, B oTF 4 TRERERZELTELW
// Insertf5R. REIND DLV T 1 TREKEZFONE I MET T RE,
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

/KR RAY N2k AB=—TTVANLSLDY IJTRANTH>TH, RNTIA—YDREMEEHERT S
// ZZTE uris MEEDEHEBERNTH S I &%, UriMatcher#match() & switch case THEEELTW3,
/) EDMDIRT A= DEHERIEY Y TIVICDEER, 3.2 ANT—YDRLEUEHRT 2] 28R,
/7 kRAVE 3Kk FATTTVEE—T ) THZH5, Er T4 TRBEREREL TV
// Update SNl A— RENE YO T 1 TREKREZF ONE D MNET TV RE,
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl I— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, Stringl[] selectionArgs) {

/) KBAV N 2%k A=TTVAHLSDY IVTANTH>TH, RSIA—YDLEUEHERT S
// ZZTIE uri MEEDEHNTH S I &%, UriMatcher#match() & switch case CHESAL TW3,

(continues on next page)
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/) EDRDINZ A= DHERIE Y Y TIVICDEER, [3.2 ANT—9DRLMEEHET 2] 258K,
//kRAVE 3k MATTTVERA—T ) THEHE, ErvoTq THRERERELTLL
// Delete SNFzLA— REA Y VT4 TREREZF ONE I MNIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete 7=l dA— R %RT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI: " + uri);

JRIC. 3EZAFE Content Provider ZFIFA 9 % Activity Dl & RY,

R4 > bk (Content Provider #FIFH T 3) :

4. =T TUVRAAD) JIZARNTHZIDD, BT 4 TRIEREY IVTANMIEDTLW

5 B—T7TVAISLDRERERTHo-TH, BET—IDLRLMUERRT D

PrivateUserActivity. java

package org.jssec.android.provider.privateprovider;

import
import
import
import
import

import

public

android.app.Activity;
android.database.Cursor;
android.net.Uri;
android.os.Bundle;
android.view.View;

android.widget.TextView;

class PrivateUserActivity extends Activity {

public void onQueryClick(View view) {

logLine (" [Query]");

/) KBRAVN 4k =T TIVAANDY IIZARTHZNS, €V T1 TRIEFEHREY VI MIEHTEW
Cursor cursor = null;
try {
cursor = getContentResolver () .query(
PrivateProvider.Download.CONTENT_URI, null, null, null, null);

/) KRRAV N 5k A—TTVANSDBERBRTH>TH, ZET Y DOREMEEERT D
/) YV TIVICDERRE, [3.2 AAT—YDREMERERT 5] 251,
if (cursor == null) {

logLine(" null cursor");

(continues on next page)
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} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine (String.format (" Jd, %s", cursor.getInt(0), cursor.getString(1)));

moved = cursor.moveToNext();

¥
}
}
finally {
if (cursor '= null) cursor.close();
}

public void onInsertClick(View view) {
logLine (" [Insert]");

/) KBRAYEN 4k =T FTIVAANDY IIZARTHZNS, 2T 1 TRFEREY VTR MIEHTEIW
Uri uri = getContentResolver().insert(PrivateProvider.Download.CONTENT_URI, null);

//KRRAY N5k =T TVALLDERBERTH-oTH, RET—YDREMEHERT S
/Y TIVICDERE, [3.2 ANT—9DREMEERT D] 25K,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {

logLine (" [Updatel");

//KRBRAVN 4k B—TTUVAANDY IIZARTHZ NS, VYT 1 TRIEREY VI MIEHTEN
int count = getContentResolver () .update(PrivateProvider.Download.CONTENT_URI, null, null, null);

7/ kRA VN 5k B—TFTVADLDERBERTH-oTH, ZRET Y DORLMEEHRRT D
/Y TIVICDERE, [3.2 ANT—9DRLUERRAT 2] B8R,

logLine(String.format(" Ys records updated", count));
public void onDeleteClick(View view) {
logLine (" [Delete]l");
/) KRAV N 4k A=TFTTIRANDV I TRARNTHZDD, BV T4 TRIERE ) VTRAMIEHTLWN
int count = getContentResolver().delete(
PrivateProvider.Download.CONTENT_URI, null, null);
//RkRAVE 5k A—F7TIVALLDHERBRTH>TH, BET—IDLREMEHEDRT S
/Y TICOEERE, [3.2 ANT—9DRLUERRS 2] 25K,
logLine (String.format(" Ys records deleted", count));

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {

(continues on next page)
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super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

4.3.1.2 /AF Content Provider 2% - #IFH$ 3%

/AB3 Content Provider &, FEFELZHDO 7 7Y ICFIBHEN B Z & 5487 L 7= Content Provider TH b, 7547V h%&[R
ELBWZEICEY, Tz T7Hh5 select() ICE>TRELTWET—9&REMSN Y. update() ICL>TT—%4
EEXFH|ZS5N7-Y., insert()/delete() ICL > THADT—Y DIBART—YDHIRE VWS T-HBAEZIF/-Y L THIAS

NG LIEFRDBER,

F7=. Android OS EEE Tl W B ER DA Content Provider Z#FIH ¥ 3154, % DA Content Provider (ZBX Y 3%
FLAENILIZITICY VIR SA—YBEZEINZIED’HBIE, BLV, WBHRT—9EZITMBI 0D
B2 EICEERNNETH S, Android OS BEE D Contacts ¥ MediaStore & £ /A Content Provider TH % h, ¥ILD T

713 Z M 5 Content Provider ICBR W FE L TERLY,
LA, /3B Content Provider DREHI% R T,
R4 > b (Content Provider #4{E%) :
1. exported="true” IC & ¥, BARBIICAFARET %
2. VIIRMRGA—SDRELMERT S

3. VYT 4 TRIERAERZE L TS AL

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.publicprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— *kRA YN 1Kk exported="true"lZ& Y. BATRMICARRET S -—>
<provider
android:name=".PublicProvider"
android:authorities="org. jssec.android.provider.publicprovider"
android:exported="true"/>
</application>

</manifest>

PublicProvider. java

package org.jssec.android.provider.publicprovider;
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import
import
import
import
import
import

import

public

android.content.ContentProvider;
android.content.ContentUris;
android.content.ContentValues;
android.content.UriMatcher;
android.database.Cursor;
android.database.MatrixCursor;

android.net.Uri;

class PublicProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.publicprovider";

public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";

public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider WMt 24 V¥ —7 z—X &M

public interface Download {

}

public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

public interface Address {

public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;

static {

sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;

sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEERAETICEEMEERTHICLTWEED. query AV v RTRT Cursor ZEFIICES

private static MatrixCursor sAddressCursor = new MatrixCursor(new Stringl[] { "_id", "pref" 1});
static {

sAddressCursor.addRow(new String[] { "1", "JbiEE" });

sAddressCursor.addRow(new String[] { "2", "&&H" });

sAddressCursor.addRow(new String[] { "3", "&F" });

}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {

return true;
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@0verride
public String getType(Uri uri) {
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/S KRRAY N2k UIIZRAMISA—SDREMEEHEET S

// 2T uri NMEEDEBERATH S I &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDINT A —4 DEERRIE Y Y TIVICDEEE, 3.2 ANDT—9DLLMEHERT 2] 288,
/) RRAVEN 3k YT 4 TRIEREREL TEAS AW

// query DIERDPEY DT 4 TREKEFONE I NMET 7Y RE,

// VIOTANTDT TI)RIIND T T THZARESEDLH B,

// RV TICRBINTEREORAWERTHNIHERE L TRLTH &L,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

/) KRBRAV R 2% YIIZIZARMNSGA—YDREMEHDRT 2
// ZZ Tl uri NMEEDEHEARNTH D I &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDIRT A= DHERIEH Y T DEEE, [3.2 ANT—9DREMERRT 2] 258,
/) RRA VKN 3k I T 4 TREBERERZE L TEARSRL
// InsertfER. RBEIND DIV I T 1 TREKREFONE I NMELT T IRE,
// VIOZTANTDT TIVRIIND T THZARESEDLH S,
// RV ITICRBINTERBEORWVBERTHNISHERE L TGRLTHE LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);
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case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

J/KRRAY N2k UIIZRAMRSGA—SDREMEHET S
// 2Tl uri MEEDEHEBERNTH 5 Z &%, UriMatcher#match() & switch case THEEELTW5,
/) TDMDIRT A= DHRIEH Y TIICDEE, [3.2 ANT—YDREMERRT D] 258,
/) RRA YN 3k YV T 4 TRERERZE L TEARSRRL
// Update SN A—RENEY O T4 TREKREF ONE D MET TV RE,
/) VIOZTANTDT TI)RIILI T THDARESEDNH B,
// RV TPICRBINTEREORWVERTHNISHERE LTGRLTHE LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update SN/zL d— R¥%ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

J/KRRAY N2k UIIZRAMRSGA—SDREMEHET S
// ZZTIE uri MEEDESEENTH S I &%, UriMatcher#tmatch() & switch case CHEERAL TW5,
/) TDMDIRT A= DHRRIEH Y TIICDEER, [3.2 ANT—YDREMERRT 2] 258,
/) RRA YN 3k YT 4 TRERERZE L TEARSRRL
// Delete SNFzL A— RBA Y VT4 TREREZF ONEINMEIT TV RE,
J/) VIOZANTDT TI)RIII T THLARESENH S,
// RV TPICRBINTEREORWVERTHNISHERE L TGRLTHE LWL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // deletedh7=L d— R#AEIRT

case DOWNLOADS_ID_CODE:

return 1;
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case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

JRIZ. 2B Content Provider ZFIFA 9 % Activity Dl =R,

R4 >~ b (Content Provider Z#fH ¥ %) :

4. BV TF A TRIEREV VIR MIEDTIER S

5. BRT—IDRLMEHRT D

PublicUserActivity. java

package org.jssec.android.provider.publicuser;

import
import
import
import
import
import
import

import

public

android.app.Activity;
android.content.ContentValues;
android.content.pm.ProviderInfo;
android.database.Cursor;
android.net.Uri;
android.os.Bundle;
android.view.View;

android.widget.TextView;

class PublicUserActivity extends Activity {

// FIAZ%®D Content Provider &R
private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";

private interface Address {

public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

public void onQueryClick(View view) {

logLine (" [Query]");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider MATE");

return;

/) RkEAVN 4k BT A TRIEREY VTR MIEDTIRASAL
/) VIIANEDT TYBRTILY T ThHBTEMD D B,
// T T TICBEBENTEBEDRVERTHNIEY S TR MCBHTEEL W,

Cursor cursor = null;
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try {
cursor = getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

/) KkRAV N 5k BRT—IDREMEHRT S
/) B TIVICDEERE, 3.2 ANT—9DRLEARERT D] 25018,
if (cursor == null) {
logLine(" mnull cursor");
} else {
boolean moved = cursor.moveToFirst();

while (moved) {
logLine(String.format (" %d, %s", cursor.getInt(0), cursor.getString(1)));

moved = cursor.moveToNext();

}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick(View view) {
logLine (" [Insert]");

if (!providerExists(Address.CONTENT_URI)) {
logline(" Content Provider A"F7E");

return;

J/RBAVN fh BT TRIEREY VTR MIEHTERS AW
//VITANEDT T) NIV 7 THIARENH B,

// RV I TICRESNTERBORWERTHNILY VTR MIEHTEL L,
ContentValues values = new ContentValues();

values.put ("pref", "ERREAL");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

7/ RBA VN 5k FERT—IDRLMEHERT B
/Y TIVICDERE, [3.2 ANT—YDRLUEHRAT 2] =58,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {
logLine (" [Update]l");

if (!providerExists(Address.CONTENT_URI)) {
logline(" Content Provider A*A7E");

return;

/) RRAYV R fhk BV YT TREREY VIR NCEDTER SR
/) VOTRNEDT TYUBRILI T T THETREMEDH B,
/R TTICBRBISNTEEBOAWVERTHNIEY F TR MIBHTE L,

ContentValues values = new ContentValues();
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values.put ("pref", "FRZRE");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

7/ RRA VN 5k FERT—IDRLMEERERT B
/Y TIVICDERE, [3.2 ANT—9DRLMEEHERT 2] 2B,
logLine(String.format (" Js records updated", count));

public void onDeleteClick(View view) {
logLine (" [Delete]l");

if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider MATE");

return;

/) RBRAVS 4k VI T 4 TRIEREY VIAMIEHTUERSRWL

J/ VIOZTANEDT TR T T THDARESEDNH S,

// RV FICMBINTHEBREDORWERTHNIE) VTRAMIEHTHLL,

int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

/) KRAV N 5k ERT—YDERLMEERRT S
/)Y TIVICDERE, [3.2 ANT—9DREMEERT D] =B,
logLine(String.format (" Js records deleted", count));

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager () .resolveContentProvider (uri.getAuthority(), 0);

return (pi !'= null);

private TextView mLogView;

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview);
private void logLine(String line) {

mLogView.append(line) ;
mLogView.append("\n");

4.3.1.3 /X— ~h+—BRE Content Provider 1% - #|H¥ 3%

/X— ~F+—PFRE Content Provider 2, #¥ED7 7Y 23 H SFIBATZE % Content Provider TH %, /S—hF—EDT7 S
DEBRTTUDNEEL TV RATLEEBR L, N—hF—77) EORETRS BRPHEEETFILHICHIBEINS,
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BAF. 78— b+ —PR%E Content Provider DR%EH % R,

R4 > b (Content Provider %2 %) :
1. exported="true” IZ& Y. BARMIICRBERET
2. MATXT 7Y OFEAEN T TA MY A MNIBEHFINTWR I L 2HRT 2
3.NR=RNF=TTIVDEDYIIRAMTH>TH, NIA—IDREMEHRT S

4. "= F=FFVICARL TEWERICBRYRZELTE W

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.partnerprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— *kRA VN 1K ezxported="true"l& Y. BATRMICARRET S -—>
<provider
android:name="org. jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org. jssec.android.provider.partnerprovider"
android:exported="true"/>
</application>
</manifest>

PartnerProvider. java

package org.jssec.android.provider.partnerprovider;

import java.util.List;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.ActivityManager;
import android.app.ActivityManager.RunningAppProcessInfo;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;

import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

import android.os.Binder;

import android.os.Build;
public class PartnerProvider extends ContentProvider {
public static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";

public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";
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// Content Provider ME#td 254 V9 —7 1 —R %R
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBAEEAETICEEMEERTHICLTWSED, query XV v RTRY Cursor ZHH/IICES

private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&F&" });
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}

// hkRA VN 2% FIATT 7Y OIEAENFTTA MY R MIEHRINTWS I L 2BRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context) ;

sWhitelists = new PkgCertWhitelists();

// = KF—=TF T org.jssec.android.provider.partneruser MIEBAE/ Y > 1 {E% Bk
sWhitelists.add("org.jssec.android.provider.partneruser", isdebug 7
// debug.keystore @ "androiddebugkey"DFIEAE /Y > 1{E
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore M "partner key"DFEFAE /v L 1{E
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// WFRRICHD /= =T 7Y = &6 ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
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return sWhitelists.test(context, pkgname);
}
// AT T7 ) ORy r—o %045
private String getCallingPackage(Context context) {
String pkgname;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT) {
pkgname = super.getCallingPackage();
} else {
pkgname = null;
ActivityManager am = (ActivityManager) context.getSystemService(Context.ACTIVITY_SERVICE);
List<RunningAppProcessInfo> procList = am.getRunningAppProcesses();
int callingPid = Binder.getCallingPid();
if (proclList != null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc.pkgList[proc.pkgList.length - 1];

break;

return pkgname;

Q@0Override
public boolean onCreate() {

return true;

@0verride
public String getType(Uri uri) {
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/7 KkBA V2% FIBTT 7 DIAENRTA MY ZAMIEHRINTWE I L %2MHEBT S
if (!checkPartner(getContext(), getCallingPackage (getContext()))) {
throw new SecurityException("FIFTT7 7V d/X—hF =T 7 TlE@L, ");
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//KhRRAY N3,k "= NF—=TFTTIVHBLDYIVIZARTH>TH, RNTIA—YDLLMEEZHERT 2

// T T uri MEEDEHEBERATH 2 Z &%, UriMatcher#match() & switch case THEEELTW3,
/7 3.2 AAT—9DREMEHET Z1 28R,

/) KRBAUS 4k NR=rF=FFTVICEATRL TEWERICBRYIRZEL TEW

// query DIERDN— M F—T FTVIZHARLTEWERNED NMET TV REE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

/7 kRAV N 2% FIATT 7Y OFEAELN T4 MY ZAMIEHFRINTWS I L 5HRT S
if (!checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("FIFTT” 7V d/X\—hF =TT TlE7mL, ");

//KRRAYRN 3Kk R=hF—=TFTTIUHBLDYIVZARTH>TH, RNIA—YDLLMEEHERT 2
// ZZTlE uri NMEEDEREARNTH S I &%, UriMatcher#match() & switch case THEEAL TW3,
/7 13.2 ANT—90REUEHRT 2] 28K,
/) KRBAUS 4k NR=rF=F7FTVICEATRL TEWERICBRYIRZEL TEW
// Insert f&R. RBEIND IDH/I— =7 TVICHATRL TEIWERNE D DMET TV IRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/7 kRAV N 2% FIATXT 7Y OFEAEN T T4 MY ZAMIEHFRINTWS I L EHRRT D
if (!checkPartner (getContext(), getCallingPackage (getContext()))) {
throw new SecurityException("FIFTT” 7V Id/X—hF =TT TlE7mL, ");

/) KBAU N3,k R=hF—=TFFTUNSDYIVITANTH>TH, NS A—YDLLUEEHERT S
// ZZTIE uri MEEDEENTH S I &%, UriMatcher#match() & switch case CHESRAL TW5,
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/7 13.2 ANT—9DRLMEEHAT 2] 258K,
/) KRAY N 4k R=bhF=FFVICHARLTLIWERICRYIRZELTE WL
// Update SNizL A— KRBV T4 TREEEFRFONE D NMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update N7zl I— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

/7 kRA Vb 2% FATT T QIEAENTTA M) RAMIERINTVWD I L AERT
if (!checkPartner(getContext(), getCallingPackage (getContext()))) {
throw new SecurityException("FIFTT7 7V d/X—rF =TT TlERL, ");

/S KRRAY N3k "= F—=TFTIVHBLDYIVZZARTH>TH, RNIA—YDLLMEEZHERT 2
// T T uri MEEDEHEBERNTH S Z &%, UriMatcher#match() & switch case THEEELTW3,
/7 3.2 AAT—9DREMEHET Z] 25K,
/) RRAVE 4k R=bF=FT)ICHAFLTLWERICBYIREL TEW
// Delete SNFzL A— KRBV T4 TREEEFRFONE D DMET T RE,
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete N7/l dA— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI :" + uri);

RIZ. 78— M F—[R%E Content Provider ZFf 9 2% Activity Dl %Y,
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R4 >~ K~ (Content Provider #FH 3 %) :
5. FIA4/S— N F—PFR%E Content Provider 7 7!) OFEBAEN T T4 M) A MIEHFINTWS I E55EET 2
6. /38— hF—[R7E Content Provider 7 7V ICEATRL CTE WERICRY VI T XA MIEDHTE L

7. 18— N+ —[R7E Content Provider 7 7 B S DR TH>TH., BRT—IDRLMEAHEET S

PartnerUserActivity. java

package org.jssec.android.provider.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PartnerUserActivity extends Activity {

// FIAZ%®D Content Provider &R
private static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";
private interface Address {

public static final String PATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

// kRAY b 5% FIAK/R—NF—[RE Content Provider 7 7\ DFEBAEN R T4 MY A MIEHFINTWD I &R
EX
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

// 1IX— b F—[RE Content Provider 7 7') org.jssec.android.provider.partnerprovider MFEBAE/\v P 1

sWhitelists.add("org. jssec.android.provider.partnerprovider", isdebug 7
// debug.keystore @ "androiddebugkey"DIIEAZ/\v ¥ 118
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255"
// keystore M "my company key"DIEFAZ/\v ¥ 1 1B
"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// UTREKICHD/S— ~F—[RE Content Provider 7 7\) % Bk, ..

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname) ;

}

// wri % AUTHORITY &9 % Content Provider D/\w/r—I £ %NS

private String providerPkgname (Uri uri) {

String pkgname = null;

(continues on next page)
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ProviderInfo pi = getPackageManager ().resolveContentProvider (uri.getAuthority(), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick(View view) {
logLine (" [Queryl");

// kBRA TS 5% FIR%/A— N F—[RE Content Provider 7 7\ DFEBAEZEN KT A MY A MIBEHFINTWEIE%E
RT3
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" #HM% Content Provider 7 7V IEFHRT4 M) R MIEFINTLAL, ");

return;

// kRAV N 6%k /18— KNF—FRTE Content Provider 7 7ICHRL TLIWERICEEW Y VTR MIEDHTEIW
Cursor cursor = null;

try {
cursor = getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

// kRA VN 7Tk "= KNF—IRE Content Provider 7T )HMLDERTH>TH, BRT—YDRLM AR

ER3)
/) F Y TIVICDERE, 3.2 ANT—9DRLUEAHRAT 2] 258,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format (" Yd, %s", cursor.getInt(0), cursor.getString(1)));
moved = cursor.moveToNext();
}
}
}
finally {
if (cursor '= null) cursor.close();
}
}

public void onInsertClick(View view) {

logLine (" [Insert]");

// kRA b 5 FEKL/A—KNF—RE Content Provider 77 ) DIEBAZEN KT A MY A MIBHFINTWSI &%

RT3
if (!checkPartner(this, providerPkgname(Address.CONTENT_URI))) {
logLine(" #FIf% Content Provider 7 7UIEE74 MY R MIBHFINTWLAWL, ");

return;

/) kRA VN 6% /I8—hF+—BRE Content Provider 7 7VICEHRL TLWERICEEY Y VTR MIEHTLWL
ContentValues values = new ContentValues();

values.put ("pref", "FRZEAL");
Uri uri = getContentResolver () .insert(Address.CONTENT_URI, values);

(continues on next page)
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// kRA YN 7Tk IX—NF—FRE Content Provider 7 7UMNSDERTH->TH, BRT—YDLRLUEHERT S

/Y TIVICDZREE, [3.2 ANT—9DREEEHBT 2] 25K,

logLine(" wuri:" + uri);

public void onUpdateClick(View view) {

WRT 3

logLine (" [Updatel");

// kRA VN 5% FIRK/A—KNF—IRE Content Provider 77 MIEBAZEN KT A M A MIBFINTWEI &%

if (!checkPartner(this, providerPkgname (Address.CONTENT_URI))) {
logline(" #HM% Content Provider 7 7V IEHR7T4 M) R MIEFINTULARL, ");
return;

// kRAV N 6%k /18— hNF—FRTE Content Provider 7 7UICHRL TLIWERICEEW U I TR MIEDTLIW
ContentValues values = new ContentValues();

values.put ("pref", "HRZR#");

String where = "_id = 7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

// KBA VN 7Tk IR"—KNF—[RE Content Provider 7 7UNLDERTH->TH, HRT—IDLRLUL%EHERT S

/Y TIVICDERE, [3.2 ANT—9DREMEZERT 2] 258K,
logLine(String.format (" Js records updated", count));

public void onDeleteClick(View view) {

R

logLine (" [Deletel");

// KkRA VN 5% FIRKE/—KF—IRE Content Provider 77 MIBAZENKRTA M A MIBFINTWSEI &%

if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {
logLine(" #/M% Content Provider 77 UIEHET 4 bR MIEHFIhTULARL, ");

return;

// kRAV N 6%k /18— hNF—FRE Content Provider 7 7UICHRL TIWERICEEW U I TR MIEDTEW
int count = getContentResolver().delete(Address.CONTENT_URI, null, null);

// kBRA VN 7THhk "= KF—[RTE Content Provider 7 7)DNOLDERTH->TH, BRT—IDLRLUAEWHRT S

/Y TIICDERE, [3.2 ANT—YDRLM%EHET 2] =B8R,
logLine(String.format (" 7s records deleted", count));

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

(continues on next page)
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private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

if (sha256.length() != 64) return false; // SHA-256 1% 32/X1 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0) return false; // 0-94-F LIANDXFNH %

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname \IZWIGY BEMRD/NY ¥ 1EZEIET %
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEBED/NY & 1EEEBD/NY ¥ 1EELET 3
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEEMRFLH ATHE
PackageManager pm = ctx.getPackageManager();
return pm.hasSigningCertificate (pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D& |E PkgCert DIEE%FIRAT 5

return PkgCert.test(ctx, pkgname, correctHash);

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];

for (dint i = 0; i < len; i += 2) {

(continues on next page)
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datal[i / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; /) BRELERDEW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {

(continues on next page)
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hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

4.3.1.4 B#[EE Content Provider #{£% - fIHT %

B RE Content Provider (&, B#UADT TU N SFEEINSZ Z & %2%1EF 3 Content Provider TH 5, EHDBELE
TTYVTYRATLAEEBR L, BT 7 IR BRCEEETI-OICHAIN S,

LUF. B#tBRE Content Provider D REH| %R,
R4 > b (Content Provider %2/ %) :
1. ¥2 B & Signature Permission # E#&¥ %

2. M B %E% Signature Permission #EXEE T %

hed

exported="true” I & Y. BARMICARRES 2

N

. B EF Signature Permission BAB# 7 7V ICK W ERINTVWS I & 2 HERT 2

9,1

CBHTTIDNSDYIIZARTH>TEH, NIA—IDREMEHRT D

[*)}

CHMATTTVRBERTTITHIDS, BT 4 TRIERERELTEW

)

HMART Y ERURREERT APK 2EET 2

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.inhouseprovider">

<I-— kRA VN 1k MEESE Signature Permission ZEHYT 5 -—>
<permission
android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<I-— kR4~ 2k MEER Signature Permission aBXREET 2 -—>

<l-— kRA YUK~ 3% ezported="true"ll& Y. BRMICAREZET D ——>

<provider
android:name="org. jssec.android.provider.inhouseprovider.InhouseProvider"
android:authorities="org. jssec.android.provider.inhouseprovider"
android:permission="org.jssec.android.provider.inhouseprovider.MY_PERMISSION"
android:exported="true"/>

</application>
</manifest>
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InhouseProvider. java

package org.jssec.android.provider.inhouseprovider;

import

import

import
import
import
import
import
import
import

import

public

org. jssec.android.shared.SigPerm;

org. jssec.android.shared.Utils;

android.
android.
android.
android.
android.
android.
android.

android.

content.ContentProvider;
content.ContentUris;
content.ContentValues;
content.Context;
content.UriMatcher;
database.Cursor;
database.MatrixCursor;

net.Uri;

class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";

public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";

public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider WMRtd 24 49 —7 1 —R %N
public interface Download {

}

public
public

static final String PATH = "downloads";
static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

public interface Address {

public
public

static final String PATH = "addresses';
static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private
private
private
private

private

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;

sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

static final int DOWNLOADS_CODE = 1;
static final int DOWNLOADS_ID_CODE = 2;
static final int ADDRESSES_CODE = 3;
static final int ADDRESSES_ID_CODE = 4;
static UriMatcher sUriMatcher;

// DBAEEAETICEEMEERTHICLTWDED. query XV Y RTRT Cursor ZHHIICES

private static MatrixCursor sAddressCursor = new MatrixCursor(mew String[] { "_id", "pref" });
static {

sAddressCursor.addRow(new String[] { "1", "dbiEE" });

sAddressCursor.addRow(new String[] { "2", "&#&H&" });

}

sAddressCursor.addRow(new String[] { "3", "&F" });

private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" 1});
static {

sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
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// B D Signature Permission
private static final String MY_PERMISSION = '"org.jssec.android.provider.inhouseprovider.MY_PERMISSION

".
"y

// BHOEFZED/NY 2 2{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @D "androiddebugkey "MEEEAE /v > 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZ/Nv ¥ 21{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}
}
return sMyCertHash;
}
Q@0Override

public boolean onCreate() {

return true;

@Override

public String getType(Uri uri) {

switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Cursor query(Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

// KRBRA VN 4k HEER Signature Permission NEM T TYICLIWERINTWR I L 2MHRT 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JiHEH Signature Permission AABE# 7 FVICLUERINTULARL, ");

/) KR4V N5k BETTUNSDY) VT ARNTH>TH, NI A—YDEELMEHIRET S
// ZZTIE uri MEEDEHNTH S I &%, UriMatcher#match() & switch case CHESAL TW3,

(continues on next page)
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/7 13.2 ANT—90REUEHRT 2] 28K,

//kRAVE 6k FATTTYVEBHRHT T THZHL, v T TRERERELTLL
// query DERMNERT TVICHARL TEWEBRNE S MET TV REE,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

// KRRA VN 4k HEERE Signature Permission NEHR T TYICLWERINTWR I L 2MHRT 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JHEH Signature Permission NE# 7 FVICLUERINTULARL, ");

//KRRAY N5k BRTTIUDNSD) VIR NTHOTEH, NIA—YDRENEERT S
// ZZTlE uri MEEDESEEARNTH S I &%, UriMatcher#match() & switch case THEEAL TW3,
// 3.2 AAT—9DREMZHRET 21 25K,
7/ kBA VN 6% FIATT 7VIRBHT T THZ0E, Br T4 TRBRERZELTLL
// Insertf&R. HEEIND DDHPERET TVICERLTEWERNE D DMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// KRRA VN 4k HEERE Signature Permission NEH T TYICLWERINTWR I L 2R 2
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JHE# Signature Permission "E# 7 FVICLUERINTULARL, ");

/) KRBRAV N5k BT TUNLD) IITRARNTH>TH, NI A—YDERLEEHIAET D
// ZZTIE uri MEEDEHFENTH S I &%, UriMatcher#match() & switch case CHESRAL TW5,
// 13.2 AAT—9DRELEWRT 5] 2508,
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/7 kRA VN 6% FIATT TVRBRT Y THZ DS, troT4 TRBERERELTEL
// Update SNFzL A— KRBV T4 TREEEFRFONE D DMET T RE,
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl I— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

// KRRA VN 4k HREER Signature Permission NEM T TYICLIWERINTWR I L 2HRT 2
if (!SigPerm.test(getContext (), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException("JREEF Signature Permission NEAT T UICLWEEINTULARL, ");

//KRRAY N5k BRTTIUDNSD) VIR MNTH>TH, NIA—YDREMEERT S
// T T uri NMEEDHEBERNTH S I &%, UriMatcher#match() & switch case THEEELTW3,
// 3.2 AAT—9DREMEHET Z] 5BHR,
/) RBAV S 6% FRIATT7 TVIRERT Y THZ NS, Er ¥ T 1 TRBERERZELTEWN
// Delete SNfcL A— KDALY VT4 TREKREZFONE I MIT T RE,
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete N7/l d— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI : " + uri);

SigPerm. java

package org.jssec.android.shared;

(continues on next page)
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermlame & BHE LT T ) DNy r—IZ%5WET 3
PackageManager pm = ctx.getPackageManager() ;
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFEILKEIZL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFD/NY & 1 BEERD/NY & 1EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TEBZEMRILH AIBE
return pm.hasSigningCertificate (pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
<SHA256) ;
} else {
// API Level < 28 D& PkgCert ZFA L. /Ny Y2 EEIBL TLET S
return correctHash.equals(PkgCert.hash(ctx, pkgname)) ;
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

(continues on next page)
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BEEBLER DA
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

*RAYhT7% APK % Export $2 & &2, A7 7Y EELURAREERT APK 2ELT 5,

' ® Generate Signed APK ]
Key store path: ' Ci¥jssec¥Projects¥keystore
{ Create new... | | Choose existing... |
Key store password:
Kevpassﬂord: |....... I
[C] Remember passwords
o] I o) [ ]

432 FARTT 7Y ERURAKERTAPK 2ELY 3

WRIZ, B#tBRFE Content Provider ZFIF 4 % Activity Dl %R,
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R4 >~ K~ (Content Provider #FH 3 %) :
8. JH EF Signature Permission 2 FEES 9 %
9. B EZ Signature Permission B 7 TYICLK U ERINTWE I L 2 HRAT S
10. #F% Content Provider 7 7°!) DFEBAEN B DFEAZETH 2 Z & 2RI 2
11. B#tBRE Content Provider 7 7V ICBIR L TL WEIRICIRY Y VTR MIEHTE W
12. B#BRE Content Provider 7 7Y BN S DFERTH > TH, BRT -9 DRLMEHRT S

13. FIAET77) ERALRAREERTAPK 2ELT D

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.inhouseuser">

<I-— kRA Yk 8k MEESR Signature Permission 2FIFHES$ 2 -->
<uses-permission

android:name="org. jssec.android.provider.inhouseprovider.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name="org.jssec.android.provider.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseUserActivity. java

package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.PkgCert;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

(continues on next page)
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public class InhouseUserActivity extends Activity {

// FIAZ%®D Content Provider &R
private static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
private interface Address {

public static final String PATH = "addresses';

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

// B#t®D Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.provider.inhouseprovider.MY_PERMISSION

n.
"y

// BHOFERZED/NY & 1{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @D "androiddebugkey "MEEEAE /v & 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZ/Nv ¥ a1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// FIFSE Content Provider M/Nvy i —I &% G

private static String providerPkgname(Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context.getPackageManager () ;
ProviderInfo pi = pm.resolveContentProvider (uri.getAuthority(), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;

public void onQueryClick(View view) {
logLine (" [Query]");

/7 kBRAY N 9Kk MEESR Signature Permission NERT TVICKYERINTWE I L 2R T 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logline(" M HEEZ Signature Permission AE#T7 TV ICL Y EZINTULAL, ");

return;

// kBRA VN 10Kk FIASEL Content Provider 77\ OFIEAENBHDIAEZETH 2 I L 5 MHRT D
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, myCertHash(this))) {

logline(" #HM% Content Provider [FBE#T7 7Y TlE%WL, ");

return;

// KkBRA UM 11k BHRE Content Provider 7 7VICBIRL TEWERICERY Y VT AMIEHTELWL

(continues on next page)
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Cursor cursor = null;
try {
cursor = getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

// kRAV N 12k BRIRE Content Provider 7 TUDNLDHERTH>TH, BRT—IDREMERRT D
/Y TIICDERRE, 13.2 ANT—90REMERRT 21 258K,
if (cursor == null) {

logLine(" null cursor");
} else {

boolean moved = cursor.moveToFirst();

while (moved) {

logLine(String.format (" 7%d, %s", cursor.getInt(0), cursor.getString(1)));

moved = cursor.moveToNext();

}
}
}
finally {
if (cursor !'= null) cursor.close();
}

public void onInsertClick(View view) {
logLine (" [Insert]");

// kR4~ 9k HMEESR Signature Permission NEH T TYICLWERINTWVWR I L 2RI 2
String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" JHEEZ Signature Permission "E# 7 FYICLUERINLTULARL, ");

return;

// kR4 Yk 10k FIFAS Content Provider 7 7)) DIIFAENBH DHAETH 2 I & 2HRT 2
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLine(" #IMSE Content Provider BT 7Y TiEARL, ");

return;

// kRA VN 11k BHRE Content Provider 7 7YICBARL TLWEBRICRY U I IXMIEDHTEL
ContentValues values = new ContentValues();

values.put ("pref", "ERFEAL");

Uri uri = getContentResolver().insert(Address.CONTENT_URI, values);

// kBRAV N 12 BRIRE Content Provider 7 7UDLDERTH>TH, #HRT—YDREMEHERT D
/S FYTICDERE, [3.2 ANT—YDRLM%EERET 2] 258,
logLine(" wuri:" + uri);

public void onUpdateClick(View view) {

logLine (" [Updatel");

// kR4~ 9k HMEESR Signature Permission NEH T TYICLWERINTWVWR I L 2RI 2

(continues on next page)
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String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {
logLine(" #MEEZ Signature Permission AEH 7 TV ICLWERINLTWLARWL, ");

return;

// kRA N 10k FIES% Content Provider 77\ DIIBAENBHADIIBAETHD I & 2T
String pkgname = providerPkgname(this, Address.CONTENT_URI) ;
if (!PkgCert.test(this, pkgname, correctHash)) {

logLine(" #IMSE Content Provider BT 7Y TRV, ");

return;

// kRA VN 11 % BHERE Content Provider 7 7YICBRL TLWEBRICRY U/ I MIEHTEL
ContentValues values = new ContentValues();

values.put ("pref", "ERFEAL");

String where = "_id = ?7";

String[] args = { "4" };

int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

// kRA VN 12% BHIEE Content Provider 77D LDERTH->TH, BRT—IYDLLMEHRT S
/) Y TIVICDERE, 13.2 AWT—9DRLUEAHRT 21 258K,

logLine(String.format (" Js records updated", count));

public void onDeleteClick(View view) {
logLine (" [Deletel");

/7 kRAV N 9Kk MBEER Signature Permission WEHRT TVICKYERINTWE I L AHRT 2
String correctHash = myCertHash(this);
if (!SigPerm.test(this, MY_PERMISSION, correctHash)) {

logline(" M HEJEZ Signature Permission AE# T FVICL Y EZEINTULAL, ");

return;

// kRA N 10k FIEY% Content Provider 77\ DIIBAENBHADIIBAETHD I & 2 HERT
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (!PkgCert.test(this, pkgname, correctHash)) {

logLine(" #M% Content Provider FBE#T7 7Y TldiL, ");

return;
// kRAV N 11 BHRIBE Content Provider 7 7UICBIRL TLWERICEY VI T A MIEHTEW
int count = getContentResolver().delete(Address.CONTENT_URI, null, null);
// kRA b 12k BHIRE Content Provider 7 TUNLDERTH->TH, BRT—IDRLMUAEHERT S

/)Y TIVICDERE, [3.2 AANT—9YDREMEERT D] 2#5HR,

logLine (String.format(" Ys records deleted", count));

private TextView mLogView;

Q@0verride

(continues on next page)
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public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

SigPerm. java

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermName # €& LT TV DRy r—IZ%WMEBT 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packagelName;
// 3E Signature Permission DIFEIFKBIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY ¥ A{EEEED/NY ¥ 1{EZLHLET B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tld Package Manager M API TEIEIRIIN AL
return pm.hasSigningCertificate(pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
~+SHA256) ;
} else {
// API Level < 28 DH&IE PkgCert ZFAL. Ny Y aEEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
¥
} catch (NameNotFoundException e){

return false;

PkgCert . java

package org.jssec.android.shared;

import java.security.MessageDigest;

(continues on next page)

145




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2018-09-01

(continued from previous page)

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager() ;
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // EEEBLIEIR DG
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha266 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("7%02X", b));
}

return hexadecimal.toString();

* R4 b 13 % APK % Export % & ZI(2, FIA%T7 ) CALRARERT APK 2 BLT 5,
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. ® Generate Signed APK ﬁ ‘
Key store path: C:¥jssec¥Projects¥keystore
Create new... || Choose existing... |
Key store password: |----:-- !
Key alias:
Key password: | .......

[] Remember passwords

I o] [ ]

433 FAXT T ERALRAKERTAPK 2EEY

4.3.1.5 —B5EFa Content Provider #{£% - fIH 3 %

—BFEF AT Content Provider &, EARMICIEIEARID Content Provider TH 2 H%. FED T 7V I L T—EMICHEE URI
ANDT R %FFEF % Content Provider T#H 5, FHBRT TV AIEE L7 Intent ZR/RT7 SV ICERNT I &L Y,
ZDRTTVIC—BEHNLRT 72 AERI I ND &L S22 >TWB, Content Provider ] 7 7° Y A BEBIICHRD 7 T V) IC T
VERAHFNEEZ22EEHTED L, —RMNRT I RFAE2KROTE 727 7Y IZ Content Provider I 7 7Y HASZENHIC
TV ERAFAAE5Z5IEEHTES,

BAUF. —B§EFA Content Provider DR % =7,
R4 > b (Content Provider #4{E%) :
1. exported="false” IC & V). —BFEFAI ¢ % Path LIS ZFERNFRET S
2. grant-uri-permission IC& U, —BFEFR 9 % Path Z18ET %
3. —BFHIICEFRI LT TUDSDY VTR N TH->TH, NIA—YDREMEIERT D
4. —REICEFA L7 TV ICHAT L TE WERICBRYVIRZEL TL W
5. —BFMICT V£ R % H T % URI % Intent ICIEET 2
6. —BSMICEFAI S % 7 U L AHEMR % Intent ICIEET S
7. —BEMICT VR &S5 7 7 ICBATRE Intent £3XET S

8. —BFEIDERITT7 7Y IC Intent ZIRIET B

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.temporaryprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_name"

(continues on next page)
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android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-— —BFEFH] Content Provider —-->
<I--= kRA VK~ 1%k ezported="false"lC& VW, —BFEFAI Y % Path UNEZFERFERET 2D -—>
<provider
android:name=".TemporaryProvider"
android:authorities="org. jssec.android.provider.temporaryprovider"
android:exported="false" >

<I-- Xk RA Yk 2% grant-uri-permission &Y. —B§FAIS % Path ZIEET D -—>
<grant-uri-permission android:path="/addresses" />

</provider>

<activity
android:name=".TemporaryPassiveGrantActivity"
android:label="@string/app_name"

android:exported="true" />

</application>
</manifest>

TemporaryProvider. java

package org.jssec.android.provider.temporaryprovider;

import
import
import
import
import
import

import

public

android.content.ContentProvider;
android.content.ContentUris;
android.content.ContentValues;
android.content.UriMatcher;
android.database.Cursor;
android.database.MatrixCursor;

android.net.Uri;

class TemporaryProvider extends ContentProvider {

public static final String AUTHORITIY = "org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider NE#td 2449 —7 1 —R%H
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITIY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITIY + "/" + PATH);

// UriMatcher

(continues on next page)
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private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITIY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITIY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITIY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEFEAETICEEEZRTHICL TWDED, query XV v RTIRT Cursor #BRIICESR

private static MatrixCursor sAddressCursor = new MatrixCursor(mew Stringl[] { "_id", "pref" 1});
static {
sAddressCursor.addRow(new String[] { "1", "dbiEE" });
sAddressCursor.addRow(new String[] { "2", "&#&H&" 1);
sAddressCursor.addRow(new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {

return true;

@0verride

public String getType(Uri uri) {

switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

(continues on next page)
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/) hkRA YN 3k —BERICEFRILAEZT TYDNSDY VIR RNTH>TH, NIA—YDRELEEZHRT S
// T uri MEEDEHEBERNTH 2 Z &%, UriMatcher#match() & switch case THEEELTW3,
/) TDMDIRT A — DERIEH Y TINICDELR, [3.2 AAT—9DOREMEHRT 2] 28R,

/) RBRAVS 4k —BRICHFTLAEA7 TYICHARL TEWERICBRYIRZEL TEW

/) query DRERH LY ST 4 THEKRERDOHNE > BMET 7 U RS,

switch (sUriMatcher .match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_ CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public Uri insert(Uri uri, ContentValues values) {

/) RBRAY S 3k —BEHICHFALET TYDNSLDY VIR NTH>TEH, NIAXA—YDREUEHRT D
// ZZTlE uri NMEEDEHEEARNTH S I &%, UriMatcher#match() & switch case THEEAL TW3,
/) TDMDINT A= DRERIEH Y TIVICDEEE, [3.2 ANT—9DREMARIRT 2] 258,
/7 RRA VN 4k —BRICEHFT LT 7V ICHRL TEWBRICIRYIRZEL TE W
// Insert #&R, REIND DYV T4 TREREFONE DI NMET TV RE,
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
}
@0verride

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

/) RBRAV S 3k —BENICHFALETTYDNSDY VIR NTH>TEH, NIA—YDREUEHRT D
// 2Tl uri MEEDEHEBEANTH 2 I &%, UriMatcher#match() & switch case THEERLTW5,
/) TDMDIRT A= DERIEH Y TIICDEEE, [3.2 ANT—YDREMERRT D] 258,
/) RBRATVS 4k —BERICHETLAET TYICHATRL TEWERICERYIRZEL TEW
// Update SNFzL A— KRBV T 1 TREEEFEONE D DMET 7 RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update N7zl I— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

(continues on next page)
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case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;
default:
throw new IllegalArgumentException("Invalid URI : " + uri);
}
Y
@0verride

public int delete(Uri uri, String selection, String[] selectionArgs) {

/) KRBRAY S 3k —BENICHFALETTYUDNSDY VIR NTH>TEH, NIA—YDREUEHRT D
// 2Tl uri MEEDEHEBERNTH 2 Z &%, UriMatcher#match() & switch case THEERLTW5,
/) TDMDIRT A= DHBRIEH Y T DEEE, [3.2 ANT—YDOREMERRT 2] =5,
/7 RRAY N 4 —BEICEFRILAT TYICHARL TEWERICRYIRZEL TEW
// Delete SNFzL A— RBD Y VT4 TREKREFONE I NMET TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete &N/l dI— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI :" + uri);

TemporaryActiveGrantActivity. java

package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class TemporaryActiveGrantActivity extends Activity {

// User Activity ICAY 2183k
private static final String TARGET_PACKAGE = ‘'"org.jssec.android.provider.temporaryuser";
private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryuser.

—TemporaryUserActivity";

(continues on next page)
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@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.active_grant);

// Content Provider{ll7 7)) B EEBIMICHED T TV ICT U RAFAT 252257 —R
public void onSendClick(View view) {
try {
Intent intent = new Intent();

/7 kRA VN 5k —BMICT VL R%EFTT S URI % Intent ICIEET S
intent.setData(TemporaryProvider.Address.CONTENT _URI) ;

/) RRAV S 6k —BNICHFRIT 27V ZRERE Intent ICIBET 2
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION) ;

/) RBRAYR Th —BRNICT VRIS 27 7Y ICBHTRMN Intent Z3#ET 3
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity(intent);

} catch (ActivityNotFoundException e) {
Toast.makeText (this, "User Activity BARDM 574U, ", Toast.LENGTH_LONG) .show();

TemporaryPassiveGrantActivity. java

package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.passive_grant) ;

/) BT IV RFR 2RO TERLT T I Content Provider flI7 7 AREMNCT VL RFT 25257 —2
public void onGrantClick(View view) {

Intent intent = new Intent();

/7 hkRA VN 5k —BEMICT VL REFHFTT S URI % Intent ICIBET S
intent.setData(TemporaryProvider.Address.CONTENT _URI) ;

/) RBRAY S 6%k —BENICHRTET7 I ZRAERE Intent ICIEET S
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION);

/7 kRA VN 8k —BEHFADERTT 7V IC Intent #iRIET S

(continues on next page)
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setResult (Activity.RESULT_OK, intent);
finish();

public void onCloseClick(View view) {

finish();

JRIC. —BFEF A Content Provider ZFIF ¥ % Activity Dl & RY,

R4 > ~ (Content Provider %3 %) :

9. BV I T4 TREREY VT AMIED TS WL

10. BRT—9DLLMEHIETS

TemporaryUserActivity. java

package org.jssec.android.provider.temporaryuser;

import
import
import
import
import
import
import
import
import

import

public

android.app.Activity;
android.content.ActivityNotFoundException;
android.content.Intent;
android.content.pm.ProviderInfo;
android.database.Cursor;

android.net.Uri;

android.os.Bundle;

android.view.View;
android.widget.TextView;

android.widget.Toast;

class TemporaryUserActivity extends Activity {

// Provider Activity ICEAY 218
private static final String TARGET_PACKAGE = ‘'"org.jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryprovider.

—TemporaryPassiveGrantActivity";

// FASKED Content Provider &R

private static final String AUTHORITY = "org.jssec.android.provider.temporaryprovider";

private interface Address {

public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

private static final int REQUEST_CODE = 1;

public void onQueryClick(View view) {

logLine (" [Queryl");

Cursor cursor = null;
try {
if (!providerExists(Address.CONTENT_URI)) {
logline(" Content Provider M A{E");

(continues on next page)

153




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2018-09-01

(continued from previous page)

return;

/) hRRAVEN 9k BT 4 TRIERE Y VTR MIEHTE RSN

/S VOIANEDT TRV D T THEARENH S,

// RIVIITICBREINTEREORWERTHNIEY VTR MIEDHTE L,

cursor = getContentResolver () .query(Address.CONTENT_URI, null, null, null, null);

/) kRAV N 10Kk ERT—9DRLEUEHIAT S
/) B TIVICDEEE, 3.2 ANT—YDRLLERERT D] 2508,
if (cursor == null) {
logLine(" null cursor");
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format (" 7%d, %s", cursor.getInt(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
} catch (SecurityException ex) {
logLine(" fil4:" + ex.getMessage());

}
finally {

if (cursor !'= null) cursor.close();
}

/) DT T) D= T V2 RFTEER L. Content Provider {7 7)) WNZEMICT V ERFATE25Z2 27 —2R
public void onGrantRequestClick(View view) {
Intent intent = new Intent();
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
logLine("Grant MEXRICKM L £ L7, \nTemporaryProvider '1 YA h—ILSNTWLEHHRL TLZE L,

")

private boolean providerExists(Uri uri) {

ProviderInfo pi = getPackageManager () .resolveContentProvider (uri.getAuthority(), 0);

return (pi != null);

private TextView mLogView;

// Content Provider |7 7\) HEEEBNICC DT TVICT IV RFTEE5Z2257—2R
@0verride
public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;

setContentView(R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview);

(continues on next page)
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private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n") ;

432 IV—ILTv Y

Content Provider ORERICIFUTDIL—ILEFBZ &,
1. 77YVRTORERT % Content Provider \$IFARKET 2 (WE)
2. YIIRMRGA—YDREM %IRRT D (WEA)
3. B ES Signature Permission |&, B 7 TUYHNEHRLZZ 2R L THRAT S (LA
4. BREBERTHAICK. BEEXT7 UL SORERBERFRICEET S (BWA)
5. BEAZRMICEHBT 2BEICIE. TOEEOREOREKELMERETZ (WA
7o, FARE. UTOL—ILETFEH I &,

6. Content Provider DIERT—49 DREMEWERT 5 (WAE)

4.3.21 77)VRTOMEAT % Content Provider (ZIEARZRET 2 (WHAH)

BE—77)AMSDAHFIAI NS Content Provider &b 7 FUYDNS T IV A TEZMENBRVWEIF TR, BEEED
Content Provider 4B 3§57 7 A 2ZE LRV &A%\, Content Provider &7 —9 HET2HDEHEATH S
2. 774N M TRABBRWVICASTLE D, A—7 YA SDHFIFA I N5 Content Provider ($BARMICIEAFIER
% L. FE/ABE Content Provider & §RETH %,

AndroidManifest.xml
<I-- kR4 b 1% exported="false"lC& Y., BARKICIENBRET S -—>
<provider
android:name=".PrivateProvider"
android:authorities="org. jssec.android.provider.privateprovider"

android:exported="false" />

4322 VIVIZAMNSIA-—SDREMEHZET S (WER)

Content Provider D% A FICL > TEFIVRVIZERZD, UITRAMSA—9ENEBTBRICIZ. TTZ0LLMHsE
AL RFNIER S0,

Content Provider D& XY v RiZ SQL XDOERBEZR/NTA— 95 Z MBI EE2BELLAVI—T T —RICK->TIE
WBEDOD, THADETIZBEICEZRDOXENEZIFESTEITOEDTH Y., Content Provider | TIZHEEHD/NT A —
INEZONZT—RERELRITNIERSBWZ EISEEIBRELR,

/2B Content Provider ZFHESHOT F)VHL) VTR M aZITWMB7H, YLDV T7OREY VTR M52 (FEZH
BEMED D B, FELNBE Content Provider (ZBD 7 7Y MHY VTR A EEZITINS Z &3V, LALA—77)ROA
B Activity HMED 7 7Y H 532 (FER - 7= Intent DT — 4 % FE/NB Content Provider ICERET 2 & W r—REEZ S
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Nza7eH, VIIRAMNEFEICRETH S EEZTER SRV, ZOMD Content Provider IC2WTH, ®iEW Y /T
A NDREMEERT I2BELDH B,

32, ANT—49DREM%HRT 2] 28RTBHI L,

4.3.2.3 BT Signature Permission (3. B 7 7UNERZLLZ & 2BABLTHATZ (ME)

B#7 7 7213 D 5 ETE % B#RE Content Provider % {F %354, REEF Signature Permission IC & U {R5& L7217
N4 54\, AndroidManifest.xml T® Permission EF. Permission EXREE T TIIREIR+HTH B8, [5.2.
Permission & Protection Level] @ [5.2.1.2. B E&HD Signature Permission TR T7 7 B# T2 H%kl 28R 3
&,

4.3.24 BFRBEBEZRTIBAICIE, BEET TIHSOBRBEB/RICERT 2 (WEH)

query() ¥ insert() TlE) 7 TR MNERTT7 7Y ICKHERER E L T Cursor ¥ Uri ’RESI N2, BRERICEV VT4 7
RIEBRNEENDIHE, BEET VL SERFRT 2N H 5, 7 update() ¥ delete() TIFBF = IFHIRS
FELO—REBAY VTR MNERT7 ) ICHERBERE L GRES NS, FNICT ) HERICK > TRIEBEF X IFHIBRS
NELI—RED Y VT 1 TREREF OBENHIDTIEIRTARES,

4.3.25 BEZZRNICIRHY 2581013, TOEEDRKRDFREKELZMERFT S (BLR)

Permission IC& W RESN TV EREES S UOBBEEELMOT7 TV ICTRAICIRET 215810, REET T IC
%t L CRE—® Permission #EXRY 57 & LT, ZOREKEEMERLQITNIER 540, Android @ Permission &7 2
JTAETILTR, RESNEEEIINTZT7TUDNSOERET IV EZRICDOVWTOHERERE1TI, I OEKRLEDR
MICEY, 77V ICRBINAEENSSICHOT TV IZ. REDOLOHICHER Permission ZERT 5 2 &2 Bt
NEZAREMEDH D, DI &I Permission FHFEZEL TWEH I & EREMICEMAD T, Permission DEHEERIE & W
N3, 15.2.3.4. Permission DEEZEZERBE] #8RT2I &,

4.3.2.6 Content Provider D#ERT—9 DL LM %22 (WE)

Content Provider D% 1 FIC& > TEFYRVIZELR DN, BRT—IENBITIHRICIEK, ETHERT—IDLLMEAEME
BLARTNIER SRV,

FIF S Content Provider /28 Content Provider D35&. 2B Content Provider ICR W FEEX LTIV = 7HKREFER
F—4%IR%ELTL 2A8EMEDH B, FIFAS% Content Provider A°FE/ABH Content Provider D&, A—7 7 U AL S
RTF—9EZITMBDOTY RVRBLRVH, BERT I EBRHICRETHD EEZTRIRLEW, ZODHD Content
Provider ICDWTH, R VERT—YDREMAERT IHNELH D,

32 ANT—49DREM%HRT 2] 28RTDHI L,

4.4 Service =135 - BT %

441 4> 7)a3—R

Service N ED L I ICFIASINZ NI E 2T, Service N EZ 3 ) R LEIAPHEFRIAELS, ROHEIO—ICEL >
TYERRT % Service NEDY A TTHBEHEHITE S, BB, ERT % Service DY 1 FIZ & o T Service #FIFT 3
BIORELREFZOT, ARAOREICOVWTEEDLE TEREAT %,
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(o )

Mo
FAIATOAIIRTS

THESRD
I CFI R

FEMLD
U R IRERS

 J
Private Public Exclusive Proprietary
A Flservice ffService M=+ —REService B EREService
4.4.1 Service ¥4 TOER7O—

Service ICIZEHMDEREFEDH Y. TOHELSEMRT B Service DY A TICE21=AEERBIRT B &ICHR 3, TRD
WMOEBNAXETROIRESETHY., 5SEBRICHE L, RPO o MIERFEREAGLEERL,. TOMIZER
AEgES L ITR#ARHEDERT,

28, Service DEEFEDFHFMICDWTIE, 14.43.2. Service DEEFEIZDWT] 8LV Service ¥4 TDH > T
J— R (RETHHIDHWEHD) 28BT 2 &,

£ 4.4.1 Service DREFE
par| FE/ B8 Service AFA Service IN—NF—BRE B BRE Service
Service
startService B4 o* 0 - 0
IntentService & 0 o* - 0
Messenger bind ! 0 0 - o*
AIDL bind 2 0 0 o* 0

LUTTIER441 PONOEAEDEEF>TEEX2 YT 14494 7D Service DY) a1—RKEFRT,

4.4.1.1 3E/AF Service 2% - FIAT 3
FE/NBE Service 1. A—T7 7Y ARATOAFIAIND Service THY., Ho2EEHELXRLHEDE W Service TH B,

F7=. IELE Service #FIET BICIE. 7 TR EIBET ZBRM Intent Z{FZ LR > THE 7 7 IC Intent ZEELTL
5T EDRL,

BUF. startService B Service % EF L 72l % R,
R4 b (Service 21E3) :
1. exported="false” IC& V. BARMIICIHERFHBRET 5
2. A—7F)HSD Intent TH>TH., Zf5 Intent DREMAFERT S

3. BREBRTIHEE. A7 TVRE—7F)THZH O, v oT 1 TRBERERELTEW
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AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.privateservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!-- JEANBH Service -->
<I-— *kRA YN 1Kk exported="false"lZ& V. BARMICIEABRET S -—>

<service android:name=".PrivateStartService" android:exported="false"/>
<I-- IntentService % & L 7= Service -->

<!-- JERFA Service —-->

<I--— kRA VKN 1%k ezported="false"lL& Y., BARMICERFEREST S -—>
<service android:name=".PrivatelntentService" android:exported="false"/>

</application>

</manifest>

PrivateStartService. java

package org.jssec.android.service.privateservice;

import android.app.Service;
import android.content.Intent;
import android.os.IBinder;

import android.widget.Toast;

public class PrivateStartService extends Service{
// Service NEEENT % & FIC 1B IFHFUHEIND
@0verride
public void onCreate() {
Toast .makeText (this, this.getClass().getSimpleName() + " - onCreate()", Toast.LENGTH_SHORT).
—show();

}

// startService() MMEENEHAEZ TRUOHEIN S
@0verride
public int onStartCommand(Intent intent, int flags, int startId) {
//KRRAV N 2k A=FTIUDSD Intent TH>TH, BiE Intent DREMEIRAT S
/Y TIICDERE, [3.2 ANT—9DRLUERRAT 2] 28R,
String param = intent.getStringExtra("PARAM") ;
Toast.makeText (this, String.format("/3TX—% [Js] Z%I|FH >/, ", param), Toast.LENGTH_LONG).

(continues on next page)
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(continued from previous page)

// T—ERFHARICKRTSES

// stopSelf X stopService ZER{TLILEZICH—EREZKRTTS

// START NOT_STICKY |&., XEUANDVRWVWET kill SNEGEICEFMNICIEERLAEWL
return Service.START_NOT_STICKY;

// Service T I 2 & ZICTEILITHUEIND
@0verride
public void onDestroy() {
Toast.makeText (this, this.getClass().getSimpleName() + " - onDestroy()", Toast.LENGTH_SHORT) .
—show();

}

@Override
public IBinder onBind(Intent intent) {
/7 ZDY—ERITIENA Y R LW

return null;

RICIERFE Service ZFIAT 2 Activity DY > FILD— K%&TRT,
R4 >~ b (Service FIFAT 3) :
4. @—7 7)) A Service &7 T RIEEDBHRA Intent THUHT
5. AT TVRE—T7 ) THZINS, BT TIREREEELTHLL

6. BWREZITEZIHAE. AB—7 71 A Service S DERBEBRTH->TH, BET—IDLLMAHRT S

PrivateUserActivity. java

package org.jssec.android.service.privateservice;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;
public class PrivateUserActivity extends Activity {

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.privateservice_activity);

// F—EXRR

public void onStartServiceClick(View v) {
/) KRAY S 4Kk BA—T7FYA Service ld Y 7 RIBEDHSRH Intent THEUHT

Intent intent = new Intent(this, PrivateStartService.class);

//KkBAV N 5k FRAETTVEE—T7 TV THEHLE, EVIT1 TRIEREZELTCELW
intent.putExtra("PARAM", "tV ¥ F 1 TER");

(continues on next page)
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(continued from previous page)

startService(intent) ;

/) F—ERELERY Y
public void onStopServiceClick(View v) {

doStopService() ;

@0verride

public void onStop(){

super.onStop() ;
/) F—EZRDRT LTWARWERIIRTTS
doStopService() ;

}

/) B—ER%EELT S

private void doStopService() {

/) kRAY N 4k A—TTVNA Service &9 5 AIEEDATH Intent THUHT

Intent intent

= new Intent(this, PrivateStartService.class);

stopService(intent) ;

// IntentService BARARY v

public void onIntentServiceClick(View v) {

/7 kRA VN 4k B—T7 T VA Service ld Y 5 RAIBEDARM Intent THUHT

Intent intent

= new Intent(this, PrivateIntentService.class);

/) RRAY R 5k FIBRET TYIERA—T7 T THZMNSH, Vo T1 TRBEREZZEEFELTELL
intent.putExtra("PARAM", "tV I 7 1 TRRIER");

startService(intent) ;

4.4.1.2 /A9 Service 1% - FIFY 3

/NBE Service &, TREESZHOT7 TVICFIAINBE Z & %#3E L7 Service TH B, VI T 7HEELER (Intent
RE) ARETBIEDHBIEISTFENVETH S, £7-. A8 Service ZFIAT BICiE. EET 215 (Intent 7 &)
PRIV ITFICREINDZIEDRH DI EITEFRENVDETH S,

LA, IntentService B Service #{FA L=Hl%E R,

R4 N (Service #1E3) :

1. exported="true” IC& V). BARMIICRFERET 5

2. Z{5 Intent DL AERET S

3. EREZRTIBE, VT 1 TRBEREED AL

AndroidManifest.xml

<?zml wversion="1.0" encoding="utf-8"2?>
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(continued from previous page)

<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.publicservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<I-- RHIFENL Service ——>
<I-— kRA VN 1Kk ezported="true"lZ& Y., BATRKICARZREST 2 -—>
<service android:name=".PublicStartService" android:exported="true">
<intent-filter>
<action android:name="org.jssec.android.service.publicservice.action.startservice" />
</intent-filter>
</service>

<!-- IntentService Z#A& L7z Service -->
<I-— *kRA YN 1Kk exported="true"lZ& Y. BATRMICARZRET S -—>
<service android:name=".PublicIntentService" android:exported="true">
<intent-filter>
<action android:name="org.jssec.android.service.publicservice.action.intentservice" />
</intent-filter>
</service>

</application>

</manifest>

PublicIntentService. java

package org. jssec.android.service.publicservice;

import android.app.IntentService;
import android.content.Intent;

import android.widget.Toast;

public class PublicIntentService extends IntentService{

VLT
* IntentService A L7IFE., BIBMELOAVANS VY EZLTHET %,
* INHEWEA, T7—ICR 5,
*/

public PublicIntentService() {

super ("CreatingTypeBService") ;

// Service WBEIY 2 & ZIC1EILITHUETND
@0verride
public void onCreate() {

super.onCreate() ;

Toast.makeText (this, this.getClass().getSimpleName() + " - onCreate()", Toast.LENGTH_SHORT).
—show() ;

}

(continues on next page)
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// Service TTWIWLIBEZZ DXV v RIZEERT 2

@Override

protected void onHandleIntent(Intent intent) {
/7 kRAV N 2K 25 Intent DRLMEHRT S
// AR Activity THB-OFATT TUNTL I T THZARENENH S,
/Y TIVICDERIE, [3.2 ADNT—90REMERRT 2] 258K,
String param = intent.getStringExtra("PARAM");

Toast.makeText (this, String.format("/XZXA—% [%s] #%|(JEl>7=, ", param), Toast.LENGTH_LONG) .

—show();

}

// Service NRT 92 EZICT AL IFTREVEIND
@0verride

public void onDestroy() {

Toast.makeText (this, this.getClass().getSimpleName() + " - onDestroy()", Toast.LENGTH_SHORT) .

—show();

}

RICAFE Service ZFIAT % Activity DY > )L I— K &R,
RA >~ (Service #FABT3) :
4. BT 4 THRBEREEE L TUIHRS AW

5. BRERITIMB5A. BMRT—IDRLM2HRT S

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.publicserviceuser" >

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false" >

<activity
android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

</intent-filter>
</activity>

</application>

</manifest>

<category android:name="android.intent.category.LAUNCHER" />

PublicUserActivity.java
package org.jssec.android.service.publicserviceuser;
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(continued from previous page)

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;
public class PublicUserActivity extends Activity {

// IR Service B8R

private static final String TARGET_PACKAGE = "org.jssec.android.service.publicservice";

private static final String TARGET_START_CLASS = "org.jssec.android.service.publicservice.
—PublicStartService";

private static final String TARGET_INTENT_CLASS = "org.jssec.android.service.publicservice.
—PublicIntentService";

@0verride
public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView(R.layout.publicservice_activity);
// H—E X EatA
public void onStartServiceClick(View v) {

Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

// RS Service EIETZ 3158 LBARM Intent T Service #FET %
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

/) KRRAY N 4k BV T 4 TRIEREZEE LTI SAL
intent.putExtra("PARAM", "V F 1 T TIERWER") ;

startService(intent) ;

/) RBRAV D 5k EREZITRBIGE, BRT—IDRL2MAHERT 2
/) AU YT startService() EfFE o7z Service FIADHID A, HERIERIEZITES AW
¥

/) H—EREBELERY Y
public void onStopServiceClick(View v) {
doStopService() ;

// IntentService FAIARY v

public void onIntentServiceClick(View v) {

Intent intent = new Intent("org.jssec.android.service.publicservice.action.intentservice");

// FIA% Service NEETE 3155 X8R Intent T Service #FIFT %
intent.setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS);

J/RBRAVN 4k BT TRIEREZEE L TIMRS AL
intent.putExtra("PARAM", "V ¥ F 1 T TIERWER") ;

startService(intent) ;

(continues on next page)
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(continued from previous page)

@Override

public void onStop(){
super.onStop() ;
/) P—EZRT L TUVWARWGEIFRTT S
doStopService() ;

/S P—ER%EELET S
private void doStopService() {

Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

// FIA%E Service HNEE TE 3155 X8RN Intent T Service #FIFT %
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

stopService(intent) ;

4.4.1.3 /X\— N +—BRE Service

IR— N F+—BR%E Service I&. BEDT7 TY R IIHSFETE S Service TH 5B, NA—hF—DEOF7TYVEEHTTUN
BELTURATLEERL. N—h =7 7)) EOBTHRD ERPEEETE-HICFIAEINS,

LAF. AIDL bind B4 Service ZfEFA L 7=l % RT,
RA > b (Service #1E3) :
1. Intent Filter % €&t 9. exported="true” % B/RMICEEE T 2
2. MIATT 7Y OFBAEN KT A4 MY R MCEEFINTWE I L ABRT S
3. onBind(onStartCommand,onHandleIntent) THEUH LT H/X— M F+—HE D MBI TE AW
4. R=rF—=TFUDSOD Intent TH>TH., Z{5 Intent DRLME% RT3
5 = b F—=TFVICEARLTEWERICERYIRZEL THW

BB, RIANYRMIEETZHALT 7Y OFFBEE/NNY ¥ 1 {EOMRAEE 152.1.3. 77 QFFBEED/Nv ¥ 1@
=WERT ALl BRI B &,

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.partnerservice.aidl" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<!-- AIDL ##M A L7z Service -->
<l-- *RA YV~ 1% Intent Filter EHET. exported="true"ZBARMICEZET D -->

(continues on next page)
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<service

android:name="org. jssec.android.service.partnerservice.aidl.PartnerAIDLService"

android:exported="true" />

</application>

</manifest>

SEDOBITIE AIDL 7 7 1)L % 2 D/ERT %, 1 DId. Service M5 Activity ICT— 4 ZEFT/-HDA—I/R\v IV
#—T7x—RT. £ 12DI& Activity B 5 Service ICT—9%E L. BHREMBIT 21 V9 —T7x—RATH3, &b,
AIDL 7 7 A IS5 3 /8w 5 — &%, java 7 7 A LSRR 2/8y r—S & E RIS, AIDL 7 7 4 LA RS 3

TALINIBBIC—BIEIUELH D,

IPartnerAIDLServiceCallback.aidl

package org.jssec.android.service.partnerservice.aidl;

interface IPartnerAIDLServiceCallback {
Ve
* ELNEDL o BFICHUHIND
*/

void valueChanged(String info);

IPartnerAIDLService.aidl

package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.service.partnerservice.aidl.IExclusiveAIDLServiceCallback;

interface IPartnerAIDLService {

/**
* D=\ U =EHET
*/
void registerCallback(IPartnerAIDLServiceCallback cb);

VAL
* [EREMET 2
*/
String getInfo(String param);

VL3S
* A—)L\y U5 RIRT 3
*/
void unregisterCallback(IPartnerAIDLServiceCallback cb);

PartnerAIDLService. java

package org. jssec.android.service.partnerservice.aidl;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;
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(continued from previous page)

import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteCallbackList;
import android.os.RemoteException;

import android.widget.Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service b4 7Y MIBRT 1E

private int mValue = O;

/7 kBA VN 2%k FATT 7 OHMBAENTTA M) RAMIBHERINTWE I E2HET S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

// "= hF—=T Y org.jssec.android.service.partnerservice.aidluser DFEAE/N\Y > 1 {E% B
sWhitelists.add("org.jssec.android.service.partnerservice.aidluser", isdebug 7

// debug.keystore @ "androiddebugkey"DIEEAZ/\v ¥ 1 1B

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore M "partner key"DIIFAZ /v L 1{B

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// WFRBRICHD /A= N =T 7)) 258k, ..

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname) ;

/A=Wy VEBETDZFTILI N,

// RemoteCallbackList DRI EAV Y NFRAL Y RE—TIZR8>TW5,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks =
new RemoteCallbackList<>();

// A=y I LT Service ST —4F BEIET 570D Handler

protected static class ServiceHandler extends Handler{

private Context mContext;
private RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks;

private int mValue = O;

public ServiceHandler(Context context, RemoteCallbackList<IPartnerAIDLServiceCallback> callback,,
—int value){
this.mContext = context;
this.mCallbacks = callback;

this.mValue = value;

(continues on next page)
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@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCallbacks == null){
return;
¥
// BRZRIRT 2%
// beginBroadcast () |&. getBroadcastItem() TEVSHAIAEARIE—%{EK L TW3
final int N = mCallbacks.beginBroadcast();
for (int i = 0; i < N; i++) {
IPartnerAIDLServiceCallback target = mCallbacks.getBroadcastItem(i);
try {
/) RBRAYN 5k N=rF—F7FVICEATRLTLWERICRYZEELTLL
target.valueChanged ("/3— h+—7 7V IZBTR L TL WEHR (callback from Service),

—No." + (++mValue));

} catch (RemoteException e) {
// RemoteCallbackList NNA— /Ny JZBEELTWBDT, I ITIE unregeister LA
// RemoteCallbackList.kill() &k > CRTHRMEND

}
// finishBroadcast () |&. beginBroadcast () &XFIT7%: % MIE
mCallbacks.finishBroadcast();

// 10 WRICERYIRY

sendEmptyMessageDelayed (REPORT_MSG, 10000) ;

break;
}
case GETINFO_MSG: {

if (mContext != null) {

Toast .makeText (mContext,
(String) msg.obj, Toast.LENGTH_LONG).show();

¥
break;
}
default:
super.handleMessage (msg) ;
break;
} // switch

protected final ServiceHandler mHandler = new ServiceHandler(this, mCallbacks, mValue);

// AIDL TEZLIA VY —T71—2
private final IPartnerAIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner() {
Context ctx = PartnerAIDLService.this;
if (!PartnerAIDLService.checkPartner(ctx, Utils.getPackageNameFromUid(ctx,,
—getCallingUid()))) {
mHandler.post (new Runnable() {
@Override
public void run() {
Toast .makeText (PartnerAIDLService.this, "FIFATT7 FUIE/\—hF—7 7 Tldiaw, ",

—Toast.LENGTH_LONG) . show(); (continues on next page)
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B;
return false;
}

return true;
}
public void registerCallback(IPartnerAIDLServiceCallback cb) {
// hRA VN 2% FIATT 7Y OFEAENFTTA MY R MIEHFINTWS I & 2HRT S
if (!checkPartner()) {

return;

}
if (cb != null) mCallbacks.register(cb);

}
public String getInfo(String param) {

/) RBRAV S 2% FIRT7 7Y QHRAENFTA M)A MIEHFRINTVWEZ L 5HRT
if (!checkPartner()) {
return null;
}
/) KBRAYN 4Kk R=KF=FFTYNSD Intent TH>TH., S Intent DREUEHERT D
/) B TIVICDEERE, 3.2 ANDT—9DORLEERAT D] 258,
Message msg = new Message();
msg.what = GETINFO_MSG;
msg.obj = String.format("/\—hF—=FTUDNSLDAY Y RIFEUOH L, sl #ZE L7, ", param);

PartnerAIDLService.this.mHandler.sendMessage (msg) ;

/) KRRA VKN 5,k R=bF—=TTVICEARLTEWERICEY RELTEL W
return "/S— M F—T7 TV IZBRL TEWIEER (method from Service)";

public void unregisterCallback(IPartnerAIDLServiceCallback cb) {
/7 kBRA YN 2Kk MBTT 7Y OIEREENFTA M) ZAMIBRINTVWDE I L ERABT S
if (!checkPartner()) {

return;

if (cb != null) mCallbacks.unregister(cb);
};

@Override

public IBinder onBind(Intent intent) {
// kR4 K 3%k onBind THUH LTA/R— R F—HEIDHBITE AL
// AIDL TEHERLEXV Y ROFTHLEBICF v 7DVBEICRS,

return mBinder;

@0verride
public void onCreate() {
Toast.makeText (this, this.getClass().getSimpleName() + " - onCreate()", Toast.LENGTH_SHORT).

<show();

// Service NEITHDMEIZ, EHNICA VU AV NLEBFZRMT S
mHandler . sendEmptyMessage (REPORT_MSG) ;

(continues on next page)
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@0Override
public void onDestroy() {
Toast.makeText (this, this.getClass().getSimpleName() + " - onDestroy()", Toast.LENGTH_SHORT) .

—show();

// A=y U =2 THRKRT
mCallbacks.kill();

mHandler.removeMessages (REPORT_MSG) ;

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll (" ", "");

if (sha256.length() != 64) return false; // SHA-256 1% 32 /34

sha256 = sha256.toUpperCase() ;

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0) return false; // 0-94-F LUANADXFENH %

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname |G BEMD/NY ¥ 1EZEIGT 3
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEFED/NY & 1 {BEIEMRD/NY ¥ 1E% KT B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager ® API CTEIEIMEINAIRE
PackageManager pm = ctx.getPackageManager() ;
return pm.hasSigningCertificate(pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256);
} else {
// API Level < 28 DIFAHE PkgCert DIEEAFIAT 2

(continues on next page)
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return PkgCert.test(ctx, pkgname, correctHash);

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int i = 0; i < len; i += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname)) ;

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BEEBLIERDAW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

(continues on next page)
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return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

RIC/IN— N F—PBRTE Service ZFAT % Activity DY > FI)aA— R%&RT,

RA > b (Service #FIFAT %) :
6. FIASK/X— b F—[RE Service 7 7Y DFEAEN R T A M) A MIBRINTWB I L %MHRT S
7. MAENA— M F—BRET7 7VICHARLTEWERICRYZEEFELTEWL
8. BR/RAY Intent (& Y /S— b F—PBRE Service MU H T

9. R=FF—BRET7 TIHLDERBEHRTH>TH. %5 Intent DRLMEHRT S

PartnerAIDLUserActivity. java

package org.jssec.android.service.partnerservice.aidluser;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLServiceCallback;
import org.jssec.android.service.partnerservice.aidl.R;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;

import android.os.Bundle;

import android.os.Handler;
import android.os.IBinder;
import android.os.Message;
import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

(continues on next page)
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/7 kRA 6k FIRSG/A— b F—RE Service 7 7)) DFEBABN R TA M) A MIBHREINTWEI L 2BRAT 2
private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context) ;
sWhitelists = new PkgCertWhitelists();

// "=~ F—[RE Service 7 1) org.jssec.android.service.partnerservice.aidl DFPAE/NY > 1{E%EHK
sWhitelists.add("org. jssec.android.service.partnerservice.aidl", isdebug 7

// debug.keystore @ "androiddebugkey "MEEEAE /v > 1 (B

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore M "my company key"MIEEAEZ/\v ¥ 1{B

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

// UFRRICHD/A— ~F—RE Service 7 7Y = B8k ..

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname) ;

// MIRED/IN— N F—RE Activity ICEAT 2158
private static final String TARGET_PACKAGE = ‘'"org.jssec.android.service.partnerservice.aidl";
private static final String TARGET_CLASS = "org.jssec.android.service.partnerservice.aidl.

—PartnerAIDLService";

private static class ReceiveHandler extends Handler{

private Context mContext;

public ReceiveHandler (Context context){

this.mContext = context;

@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast.makeText (mContext, String.format("JI—JL/\v ¥ T [Ys] #={E L7, ", info), Toast.
—LENGTH_SHORT) . show () ;
break;
}
default:
super.handleMessage (msg) ;
break;
Y // switch

private final ReceiveHandler mHandler = new ReceiveHandler(this);

// AIDL TEZE LA V9 —T 2 —2R, Service L DB A= Z (TS,

(continues on next page)
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private final IPartnerAIDLServiceCallback.Stub mCallback =
new IPartnerAIDLServiceCallback.Stub() {
@0verride
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage (MGS_VALUE_CHANGED, info);

mHandler . sendMessage (msg) ;

};

// AIDL TEZE LA VY —T 1 —2R, Service NBHIT 5,

private IPartnerAIDLService mService = null;

// Service CIERT ZEICFHETZIRI T3V, bindService TRET ZIFAIIMVEICR S,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ICEmINLBEIIRIEN D
@0verride
public void onServiceConnected(ComponentName className, IBinder service) {

mService = IPartnerAIDLService.Stub.asInterface(service);

try{
// Service \(Z#&#5%
mService.registerCallback(mCallback) ;

}catch(RemoteException e){
// Service NEBKRT LIiFE

Toast.makeText (mContext, "Connected to service", Toast.LENGTH_SHORT).show();

// Service NEEKRT LT, AxI ¥ arvstlishiigaIcgiEng
@0verride
public void onServiceDisconnected(ComponentName className) {
Toast.makeText (mContext, "Disconnected from service", Toast.LENGTH_SHORT) .show() ;

};

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.partnerservice_activity);
mContext = this;

/) B—ERBRRY v

public void onStartServiceClick(View v) {

// bindService ®ER{T9 %

doBindService();

// BRI HS ~
public void onGetInfoClick(View v) {

(continues on next page)
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getServiceinfo();

// F—ERELERY Y
public void onStopServiceClick(View v) {
doUnbindService() ;

@Override

public void onDestroy() {
super.onDestroy () ;
doUnbindService() ;

%k
* Service ICIEKT 2
*/
private void doBindService() {
if (!mIsBound){
// kRA Vb 6% FIRK/ISA—NF—RE Service 77 DIEBAEN KT A MY R MIBHFINTWVWS Z & &SR
ER3)
if (!checkPartner(this, TARGET_PACKAGE)) {
Toast.makeText (this, "FAASE Service 7TV IFHR T4 M) X MIEHFINTWAL, ", Toast.LENGTH_
—LONG) . show () ;

return;

Intent intent = new Intent();

// kRA VN 7k FAZNR—bF—BRE7FVICHARLTELWERICRYZEELTLW
intent.putExtra("PARAM", "/S—hF—7 7 JICBIRL T WER") ;

// kRA Y~ 8% BERM Intent IC& W /X— M F—FRE Service #IEUHT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE) ;

mIsBound = true;

%k
* Service ~NDIEMmE LIRS 5
*/
private void doUnbindService() {
if (mIsBound) {
// BERLTWEL Y R9 D H 35615
if (mService != null){
try{
mService.unregisterCallback(mCallback) ;
}catch(RemoteException e){
// Service NEBKRT LTWEEGE
/) YT D EMBIGEIE

(continues on next page)
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unbindService (mConnection) ;
Intent intent = new Intent();

// kR4 N 8% BARE Intent IC& VW /X— N F—[RE Service ZIFUH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

stopService (intent) ;

mIsBound = false;

%k
* Service MLIFEREZEET 5
*/
void getServiceinfo() {
if (mIsBound && mService != null) {

String info = null;

try {
/) KkBRA YN 7k FIAZNA—RF—RET7 FYICHATLTEWERICRYZEEFELTEW
info = mService.getInfo("/{—hF—7 FVIZERL TLUWEHR (method from activity)");
} catch (RemoteException e) {
e.printStackTrace() ;
}
/) KRBRAVEN 9k R=hF—RET7T)DSDBERBEHRTH>TH, 215 Intent DRLMEEHRT S
/) Y TIVICDEEE, 3.2 AAT—9DLEUEHRT 2] 288,
Toast.makeText (mContext, String.format("H#—EZMNS [)s] ZHE L7, ", info), Toast.LENGTH_
—SHORT) .show() ;
}

PkgCertWhitelists. java

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "");

(continues on next page)
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if (sha256.length() != 64) return false; // SHA-256 & 32/84 b
sha256 = sha256.toUpperCase() ;

if (sha256.replaceAll("[0-9A-F]+", "").length() != 0) return false; // 0-94-F LINDXFNH 2

mWhitelists.put (pkgname, sha256) ;

return true;

public boolean test(Context ctx, String pkgname) {
// pkgname IZWIGY DEMRD/NY ¥ 1EZEIET 3
String correctHash = mWhitelists.get (pkgname) ;
android.util.Log.d("Partner", "hash=" + correctHash);
// pkgname DEFED/NY & 1 {BEEMRD/NY & 1{B%HET
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager O API CHEZERIIN THE

PackageManager pm = ctx.getPackageManager() ;

return pm.hasSigningCertificate(pkgname, hex2Bytes(correctHash), CERT_INPUT_SHA256);

} else {
// API Level < 28 DIHEE PkgCert DIEEEFIAT 2

return PkgCert.test(ctx, pkgname, correctHash);

private byte[] hex2Bytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (int 1 = 0; i < len; i += 2) {
datali / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackagelInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BRELEI RGN
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null,;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

4.4.1.4 5+ [R*E Service

BHHRE Service I&, BHEUHNDT TYHSFBENDZ &5 1ET 3 Service ThHh b, BHOBHET Y TYRAT A
R L. BT )RS BRC#EEEATI-DICHIATINS,

LA, Messenger bind B Service &M L 7=fl%R7,
A2~ (Service #1E3) :
1. B EF Signature Permission # €& %
2. ¥ B E % Signature Permission # B RXKEE ¥ %
3. Intent Filter # E&H T ¥, exported="true” % BARHICERET
4. B EZ Signature Permission "B 7 FYICE W ERINTVWR Z L 5MHRT S
5. 877D S5D Intent TH>TH. 215 Intent DRLMEHRT S
6. MIAT7 TVIRBERHT TV THIHS, £V T 1 TRIERERELTEIW
7. MATT 7YY EEUCHEKEERTAPK 2 EELT 2
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AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messenger" >

<I-— kX RAV N 1k MEES Signature Permission A E®HY 5 -—>
<permission
android:name="org.jssec.android.service.inhouseservice.messenger .MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- Messenger =FfA L7 Service —->
<I-— kRA Vb 2k MEESR Signature Permission *BREFT 2 -->
<I-— kRA VK 3% Intent Filter EHBET. exported="true"%BARMICKRET D ——>
<service
android:name="org.jssec.android.service.inhouseservice.messenger.InhouseMessengerService"
android:exported="true"
android:permission="org. jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

</application>

</manifest>

InhouseMessengerService. java

package org. jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import java.util.ArrayList;

import java.util.Iterator;

import android.app.Service;

import android.content.Context;
import android.content.Intent;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;

import android.widget.Toast;

public class InhouseMessengerService extends Service{

// B#®D Signature Permission

private static final String MY_PERMISSION = "org.jssec.android.service.inhouseservice.messenger.MY_
—PERMISSION";

// BHOERED/NY & 28

private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {

(continues on next page)
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if (Utils.isDebuggable(context)) {

// debug.keystore @D "androiddebugkey "DIEEAE/\Y ¥ 118

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {

// keystore M "my company key"MIEEAEZE/Nv > 1{E

sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// Service DI ZA TV N (F—9%EK) #) A NTEET S

private ArrayList<Messenger> mClients = new ArrayList<Messenger>();

/) VTATYIDODT—8 %2595 & EICFIAY 5 Messenger

private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients));

/) DZAT Y DO RITER o7 Message = IE T % Handler

private static class ServiceSideHandler extends Handler{
private ArrayList<Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients){

this.mClients = clients;

@0verride

public void handleMessage(Message msg){

switch(msg.what){

case CommonValue.MSG_REGISTER_CLIENT:
/DA T Y M SRITE D Tc Messenger % BN
mClients.add(msg.replyTo) ;
break;

case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove (msg.replyTo) ;
break;

case CommonValue.MSG_SET_VALUE:
/S VTAT Y NIT—9%%3

sendMessageToClients (mClients);

break;
default:
super .handleMessage (msg) ;
break;
}
}
}
VAL
* PIATYMIT—9%%%
*/

private static void sendMessageToClients(ArrayList<Messenger> mClients){

/) kBRAV N 6% FIATT7 TYIBERT TYTHZ NS, Er o T4 TRBERZRZELTEIL
String sendValue = "tV 7 4 J72IEHR (from Service)";

(continues on next page)
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/BESNTWE IS4 T7 Y b IREICERET S
// W—TEHPT remove LTHELTDT—FICTIEALZWDT Iterator ZFAT 2
Iterator<Messenger> ite = mClients.iterator();
while(ite.hasNext()){
try {
Message sendMsg = Message.obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();
data.putString("key", sendValue);
sendMsg.setData(data) ;

Messenger next = ite.next();

next.send(sendMsg) ;

} catch (RemoteException e) {
/) DTATY RDAFELABWEEIE. YR MDSERYERL

ite.remove();

@Override
public IBinder onBind(Intent intent) {

// kRA VN 4k HREESR Signature Permission NEHM T TYICLIWERINTWR I L 2HRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JREEZ Signature Permission N"ERT T VICL W EREINTULARL, ", Toast.
< LENGTH_LONG) .show() ;

return null;

// hkRA VKN 5k BRHTTUDNSD Intent TH>TH, FE Intent DREMEHRT S

/) YV TIVICDEEE, 3.2 AAT—9DLEUEHRT 2] 2R,

String param = intent.getStringExtra("PARAM");

Toast.makeText (this, String.format("/XZXA—% [%s] #%|(JEl>7=, ", param), Toast.LENGTH_LONG) .

—show();

return mMessenger.getBinder();

@0verride
public void onCreate() {
Toast.makeText (this, "Service - onCreate()", Toast.LENGTH_SHORT).show();

@0verride
public void onDestroy() {
Toast.makeText (this, "Service - onDestroy()", Toast.LENGTH_SHORT).show();

SigPerm. java

package org.jssec.android.shared;

(continues on next page)
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermlame & BHE LT T ) DNy r—IZ%5WET 3
PackageManager pm = ctx.getPackageManager() ;
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3k Signature Permission DFEILKEIZL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFD/NY & 1 BEERD/NY & 1EEZLET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager M API TEBZEMRILH AIBE
return pm.hasSigningCertificate (pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
<SHA256) ;
} else {
// API Level < 28 D& PkgCert ZFA L. /Ny Y2 EEIBL TLET S
return correctHash.equals(PkgCert.hash(ctx, pkgname)) ;
}
} catch (NameNotFoundException e){

return false;

PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname));

(continues on next page)
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(continued from previous page)

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; // BEEBLER DA
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert) ;
return byte2hex(sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 k7% APK % Export 5 & ZIC, FIATT 7)) ERAILHAKERT APK 2ELT 5,

' ® Generate Signed APK ]
Key store path: ' Ci¥jssec¥Projects¥keystore
{ Create new... | | Choose existing... |
Key store password:
Kevpassﬂord: |....... I
[C] Remember passwords
o] I o) [ ]

442 FABARTT 7Y ERURAKERTAPK 2ELY 3

RICB#BRRE Service ZFIAT % Activity DY > I O— R&RT,
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R4 > b (Service #FIAT ) :
8. JH EF Signature Permission 2 FEES 9 %
9. B EZ Signature Permission B 7 TYICLK U ERINTWE I L 2 HRAT S
10. MA%T 7Y OFAENBHDARETHD L BRI
1. MAET77VREB/HT TV THEINE, 2V oT4 TRIEREEEFELTELW
12. BA7REY Intent IC & Y BHRE Service ZMFUH T
13. BR7 T DL OBERBEERTH>TH, 15 Intent DRLMEHIAT S

14. FIALET77) ERUAZEERT APK BRI S

AndroidManifest.xml
<?rml verstion="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messengeruser" >

<I-— kR4~ 8k MEES Signature Permission 2FHAEE T2 -—>
<uses-permission

android:name="org. jssec.android.service.inhouseservice.messenger .MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.service.inhouseservice.messengeruser.
—InhouseMessengerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseMessengerUserActivity. java

package org.jssec.android.service.inhouseservice.messengeruser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;

import android.os.Bundle;

(continues on next page)
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(continued from previous page)

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;
public class InhouseMessengerUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

// FIA%KD Activity IEIR
private static final String TARGET_PACKAGE = 'org.jssec.android.service.inhouseservice.messenger";
private static final String TARGET_CLASS = "org.jssec.android.service.inhouseservice.messenger.

—InhouseMessengerService";

// B#® Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.service.inhouseservice.messenger.MY_
—PERMISSION";

// BHOFERAED /Y ¥ 18
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey"DIEEAZ/\v ¥ 1 1B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M "my company key"MDIEEAZ/Nv < 1{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// Service b T—48%Z(ET DL EICFIAY S Messenger

private Messenger mServiceMessenger = null;

// Service LT —4% %%ET 5 & EICFIAY % Messenger

private final Messenger mActivityMessenger = new Messenger(new ActivitySideHandler());

// Service BDXRITEL o7 Message =IEY % Handler

private class ActivitySideHandler extends Handler {

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
/7 KRRAV N 13k BRTZ TIDSORBREBRTH-TH, EORELMEHRT D
/Y TIVICDEREE, [3.2 ANT—90REMEHRBT 21 258,
Toast.makeText (mContext, String.format("H#—EZXMNS [)s] ZEE L7/, ", info),

(continues on next page)
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(continued from previous page)

Toast .LENGTH_SHORT) .show() ;
break;
default:

super .handleMessage (msg) ;

// Service EHEHRTHEFICHETEIRI T 3V, bindService TRETZHEIIVLEICR D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ICEHmINLBEICEIEND

@0verride

public void onServiceConnected(ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service);
Toast.makeText (mContext, "Connect to service", Toast.LENGTH_SHORT).show();

try {
// Service [CEX®D Messenger &Y
Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT) ;

msg.replyTo = mActivityMessenger;
mServiceMessenger.send (msg) ;

} catch (RemoteException e) {
// Service NEBKRT LTWEIHFE

// Service NEERT LT, IxI T a vl hiizailidiins
@0verride
public void onServiceDisconnected(ComponentName className) {
mServiceMessenger = null;
Toast.makeText (mContext, "Disconnected from service", Toast.LENGTH_SHORT) .show() ;

};

@0verride
public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView(R.layout.publicservice_activity);

mContext = this;

}

// Y—ERRBARY >

public void onStartServiceClick(View v) {
// bindService X{T$ 3

doBindService() ;

/7 ERESR Y v
public void onGetInfoClick(View v) {

getServiceinfo();

(continues on next page)
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(continued from previous page)

/S Y—EREBLERS Y
public void onStopServiceClick(View v) {

doUnbindService() ;

@0Override
protected void onDestroy() {
super .onDestroy () ;

doUnbindService() ;

%k
* Service ICHERT 2
*/
void doBindService() {
if (!mIsBound){
// kRAY N 9Kk MERESR Signature Permission NERT TVICEYERINTWS I L %2HRT 2
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText (this, "JREEZ Signature Permission BT FVICKWEZRINTULARWL, ",
—Toast.LENGTH_LONG) .show() ;

return;

// kR4 N 10k FIAETT) OFIAENBHDIRETHZ I & 2HERT S
if (!PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText (this, "FALY—EXIZBE#T 7' Tld7ZA W, ", Toast.LENGTH_LONG) .show();

return;

Intent intent = new Intent();

/7 hRRAV N 11 % RAET7TVEBHT TV THIHL, £ T 1 TRBEREZZEELTELW
intent.putExtra("PARAM", "tV > 7 4 TIRER");

// kRA Vb 12% BARM Intent IC& W BHIRE Service #MUH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
mIsBound = true;

%k
* Service NDIEMmE LIRS 5
*/
void doUnbindService() {
if (mIsBound) {
unbindService (mConnection) ;

mIsBound = false;

/% x
* Service MOIFHREZERET S

(continues on next page)

186




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2018-09-01

(continued from previous page)

*/
void getServiceinfo() {
if (mServiceMessenger != null) {
try {

// BROEEEEKRT S
Message msg = Message.obtain(null, CommonValue.MSG_SET_VALUE);
mServiceMessenger.send (msg) ;
} catch (RemoteException e) {
// Service NEERT LTWIGE

SigPerm. java

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
try{

// sigPermlame = EHR LT T ) DNy r—I %553 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi = pm.getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packagelName;
// 3E Signature Permission DIFEIFRKBIRL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEMED/NY & 1{BEEBD/NY & 1{EZLET 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 TId Package Manager ® API TBEZMREEH AIEE
return pm.hasSigningCertificate (pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_
—SHA256) ;
} else {
// API Level < 28 DHZ&EIE PkgCert ZFAL. /Ny Y2 EEZRBL THET S
return correctHash.equals(PkgCert.hash(ctx, pkgname));
¥
} catch (NameNotFoundException e){

return false;
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PkgCert. java

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, pkgname)) ;

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures.length != 1) return null; /) BRELIRDEW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha266 = computeSha256(cert) ;
return byte2hex(sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256(bytel[] data) {
try {
return MessageDigest.getInstance("SHA-256") .digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex(bytel[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%02X", b));
}

return hexadecimal.toString();

* R4 b 14 % APK % Export % & Z (2, FIA%ET7 ) CRALUBARERT APK 2 ELT 5,
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' ™ Generate Signed APK ]
Key store path: ' C:¥jssec¥Projects¥keystore
I Create new... | | Choose existing... |
Key store password: | «s-e--
KEV pﬂssﬂm‘d: | ....... I
[] Remember passwords
o) D (e ] [ ]

443 FAXT T ERALRAKERTAPK 2EE9 3

442 V—-ITv o

Service RERFICIIUTOIN—ILZEFBH I &,
1. 77VRTOHRERAT 3 Service FIFABZRET 2 (WH)
2. BET I DREMERRT D (WE)
3. MBES Signature Permission \&. B 7 7VAEHRLI L 2ALTHREYT S (BAE)
4. BEEST DY 143U T Service DIREERIET 20 EHET 2 (MAH)
5. BREBERTHZSICIE. BREET TN SOBRBERRRICERT S (BA)
6. FIF% Service BEIE T & 535 E (LBRB Intent T Service =FIAT 2 (W7H)
7. M DFET T & EHET ZHEIFIAL Service xRS S  (WE)
8. EEAZZRMICRHMT 2BEICIE. TOEEDORROREKELZHTEST S (WAE)

9. BV T4 TRIERIZITEBRYZESAL (HEE)

4421 77YVHRTOHERT % Service FIEAFRET 2 (WE)

77UA (£, RAL UID) TOHMEA SN S Service FIERFERET 2, ZhICL Y, D7 7)) M SEEE T Intent
ERITMoTLED &Y, PP OMELZFIAZING, 77 DEBFICEEEZ S LTEOREEHC &N
TE %,

F4& Fid AndroidManifest.xml T Service ZE& 9 DFIC, exported B % false ICT 27217 TH %,

AndroidManifest.xml
<!-- FERFE Service -->
<I-— kRA YN 1%k ezported="false"lZ& Y, BARMICHELRERET 2 -—>

<service android:name=".PrivateStartService" android:exported="false"/>

T, F—REVHVERDNEN, A—T7FTYRISDOHFEETNS Service TH Y. 5D Intent Filter BT 5 &
S REREHIZ L TIE A 54\, Intent Filter DME L, E—7 7Y RDIEAR Service #U'HE T D+ Y T, Intent Filter
BETHEUCHELZEEICEHETMHT 7Y OLE Service EEUH LT LEDIBEAV’EETEIHNSTH S,
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AndroidManifest.xml (3EH#EE)
<!-- IERFH Service —->
<I-— kRA VN 1%k ezported="false"lZ& Y., BARKICEARZEST S -—>
<service android:name=".PrivateStartService" android:exported="false">
<intent-filter>
<action android:name=" org.jssec.android.service.OPEN />
</intent-filter>

</service>

[4.4.3.1. exported R & intent-filter FRHE DA E DY (Service DIFE)] BBRT D &,

4422 ZET—HIDREMEERT D (BER)

Service ® Activity & BE#kIC. 215 Intent DT — % 2B BRICIE. £ (5 Intent DREM LA LA TNIERS
2\, Service ZFH Y 2lE Service NS DIER (& LTEFELE) BHRORLMEZHRATI2HVENH B, Activity D
[4.1.2.5. 315 Intent DREM%HERT 2 (WA)] [4.1.2.9. FIALKL Activity NS DR Y Intent DREM%HERT 5 (b
A 8RB &,

Service ICBWTIE, Intent AAICE XY v KOO L Message Ick 2T — 9 DEZERENHB-H. TNRENE
BELTEREEZTOARIFNIERS ARV,

32, AT -9 DReM%kAT 2] 28R &,

4.4.2.3 ¥ B EZ Signature Permission (X, B 7 UMW ER LA L 2BALTCHATSZ (WA

B#H77VEFHSFIATE 2BHRE Service E2HE. MEES Signature Permission I & W {RE L2 hid
572\, AndroidManifest.xml T® Permission E£#. Permission EXXEE 71} CIIREN TR+ THB7EH. 52
Permission & Protection Level] @ [5.2.1.2. B E&HD Signature Permission TR T7 7 B#¥ T2 H%k| #8RT 3
&,

4424 E¥92914 I T Service DIEEA IR T I AHIET D (WAE)

Intent /35 X — 4 QR P M E EF Signature Permission DR & Wo7tzF 1Y F 1 F v ¥ % onCreate ICANTIE
Wit W, ZOEMIE, Service ANEBEIFICH L WER%EF(F7- & FIZ onCreate DALBEAEBEINBR WD TH B, L
=D > T, startService I & > THIAE N3 Service ZEE ¥ 5155 (&, onStartCommand (IntentService ZFIFA ¥ 515

I& onHandleIntent) THIE % 1ThH 7R FNIL7R 54\, bindService THIIAT % Service #RET 25 LEBKD I EHE
Z3®DT, onBind THIEZR LARIFHIERSARL,

4425 EREHREZRTBEICIE, BREETTIYDISORBRBERFRITERT S (WE)

Service ¥ 1 FI & > THRIBFBBRDIRZEL (A—IL/Ny U DIEVH L %P Message DEEEL) 7Y DEREHINER
%, REENTILIITTHDAMREMEELERL THAICBERFRICHT 2EESE LAaThidAsiwn,

FEMIE. Activity @ [4.1.2.7. #EREHREETIHFEICIE, BREET TIHSOBRBERFBCERET 2 (BE)I 25RT
52 &,
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4.4.2.6 FIF% Service »'EE TZ %354 3B RM Intent T Service #7135 (KEAE)

RS 2R Intent 1IC & W) Service ZFIFA T % &. Intent Filter DEZEMNE UIFEICIXFEICA >~ X b—JL L 7 Service IC Intent
ANEEFESNTLED, H LEMMICE L Intent Filter 2EHR L7V T T7HEICA VA M= TN TWIZA, <L
DUz 7IC Intent MEFEINTLEW, BFEHRFEASAEL S, —A. BATRH Intent IC& Y Service ZFIAHT2 &, BELL
Service AA-A° Intent 2 Z{ET 2 Z & IF R LLBHMRETH 5,

=720, BIRERIRE RN HSD T, Activity D [4.1.2.8. FIFSE Activity 'EE T & 25 E 1EBARM Intent T Activity
=RAYS (wA) 28RITB &,

4.42.7 e DRET 7 LBET BIHEIEF A Service =R T 5 (WH)

thttDFET 7Y EEHET BIHEICIERTA M) R ML 2HBBEENHD, B7 TYRICHART 7)) OFEBAEZ /Y
anFORBFLTHEL, FIALEOHBPENY P2 tRFLTVWRHAENY AN —BIT20%5HRBIT D& T, &
DFELT7FVIC Intent ZFITT DI ARSI ENTE S, BERNAREAEICODVWTEY Y FLI—REsvay
[4.4.1.3. 78— N F—[RTE Service] #BRTB &,

4.4.2.8 BEZ ZRNICIRHT 2581013, TOEEDKRDFREKEZMEIFST S (BLR)

Permission ICK W RESNTWHBEREES SUBBEEEEZMO T 7)) ICTRMICIRET 2BEICE, BEET7 TV I
L CE—® Permission ZZERK$ 272 E LT, TOREKELHERLAFNIER S, Android ® Permission ¥ 1
JTAETILTR, RESNEEEIINTZ2T7TUDNSOEET IV ERICDVWTOHERERE1Td, IOLEKR LR
HICEY, 77 ICRBINAEENS SICHOT TV IZ, REDOLOHICHER Permission ZERT 5 2 &0 Bt
N2AEEMELH D, TDI &IE Permission #BEREL TWE Z & & REMICEMARD T, Permission DEEZEME & I
N3, 15.2.3.4. Permission DEEZERE] #8RT5 &,

4429 Vo F 4 TRIERIITEBRYZESHRL ()
TEESHOT T EEETIIEEICEEY YT 1 TRIERAZ X > TR DAL,

VYT 4 TIRER%E Service EZIFEL T 2HE. TOBROTBR) R 7 2R LAIFHIEAR 5S40, 2B Service 12
EMNLABRIIVNTRBT B EEZ R IFNERS W, F//8— M —BRE Service Y B RE Service 1234 L 72154
HZN 5 Service DREICEKEL TBHRFRY R 7DKNMNNH S,

YUY TF A TRBREITEDIRITEMLAVWEIICIXRIRNETH D, EFT2HEE. FIAK Service JEFETE S
Service ICBRTE L. 1E#RA* LogCat 2 EITIRB L AW E D ICRE L AT hida s,

443 7 KXV R K

4.4.3.1 exported %7 & intent-filter 32 E DA EHE (Service DIFE

ZDHA RXETIE. Service DFAED SIELF Service. 2B Service. 73— kF+—BR7E Service. BHLIRE Service D
4 547D Service ICDWTREFZEBRRTWVWD, &4 TICFFSIN TV S AndroidManifest.xml @ exported B4 &
intent-filter ERDIEAEHOEERDRICE &7z, FB D & LT3 Service DY A 7 & exported RIS & U intent-filter
BROF/IGHELWI EE2HRT D &,
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% 4.4.2 exported B & intent-filter ERDEHEHE

exported EEDE

true false BT
intent-filter E&EHN'H % | AH (EFA%LL) (EFAZLL)
intent-filter EFARL | KB A— M F—PRE. BHRE | ILH (EFRZLE)

Service M exported BHEMNRIEE TH 2B EICE D Service KNRFASI N B MIEAFE B 0ME, intent-filter DEZRDEE
ICEYUREZH. RHA RTIE Service D exported BiE%E TEIEE] ICT 22 & EZEIELTWS, BIRD & 54 API
DT 74 NOBENCFHIREEAT DI EILEITIRETHY., exported BED LI BREFa2) T4 LEERBEEH
THICEMET 2FE’HZ2OTHNIEZNEFIAITRETHDEEZONDHTH D,

lintent-filter EFM % %1 & lexported="false”] ZHAEILICLTWLWSDIE, Android DIRZEWE LT, A—T7 YR
DIEAR Service #M U LAD2H Y TEH, BRETMT 7)) O Service EMUH L TLE D BENFET 20T
H>,

BAFBICIE. Android RULTD & D RiR2BVWE T 5D TT 7Y BRERFICRE DIV ETH 2,

o HH D Service TR LA D intent-filter & EF L 72IFE. FICA VA M= LET T HAD Service DEEDIE
£xh3d

o BEEREY Intent A {F o 7235 &1L, OS IC&K o TEHD Service ABEEIMICREIEN T, MUOHEIND,

LUF® 3 DOET Android DIRZBWVICL 2EHETSNUTE LRI 24EA %A 5, 444 B—=T7TVAM
5 LHIERE Service(7 7'V A) Z#BEEB Intent CHUHEARWEEREEDOH TH %, Intent-filter(B 7 action="X") %
EHZLTVWRON, 77 A LDPVWAVDOTERBEY OBZE A>TV,

r ~

FFUA

B EE MIntentE{E-T

ServiceX U HT
Intent(“X™)

FFc
JE4BService A-1 R MIntentF{E-T
exported="false" Service ZMEUFHT

action="X"

@ Intent(“X")

Service A-11%3JE42 BService™s M T, 7
TUANS LU I EETELDL

L Androidi &

444 EBLEMEDOH

445 LV H 4461 77V AIKMATT 7Y B THAE L intent-filter(B & action="X") #E&H L TW2HET
H5,

“13 intent-filter AEZE S N TVNIEAR Service, EHESNTUWARIFNILIERF Service &7 %,
https://developer.android.com/guide/topics/manifest/service-element#exported
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4451k, 77YVASTTYBODIETA VAN —ILEINEIFGETHZ, ZDFE. 77 CHHERM Intent %3%ET
&, IEARD Service(A-1) EHEUHZES & LTERKT 3, —A. 77U A IZBEERH Intent % F> TEREY ICE—7
7Y ADIENE Service FMUPHEZDT, EFaF4D (XY 7HERD) @TIEEEREI 520,

4 N
FIA
IS B AIntentF {E-T
Service® U HT
Intent{“X™)
FC
JE4rBAService A-1 R RIntentZE{E-T
exported="false” Service #FIEUHT
action=X @ Intent(“X™)

e

4rBService B-1 , -

. FE4rBAServiceZE o= )AL KIZA
exported- true URAR—LEh -8 &1, FE4 BSevice
Mintent—Ffilter DA DB FHIZAY . 750
MheOERHLIESZ T,

action="X"

N Androidif 7

445 7TYVA->TT)BODIETA VA MN=—ILENLIGEE

M4461E. PT7YUB= 7T ADBTA VA M—ILEINEBETHY, EFa2 )T @I SHTHEIH B, 7Y
A HEEEM Intent Z3EE L CTRA—7 7Y WDIENE Service EIFVHZES & D, LICA VA=W LETTYB®D
ANBE ActivityB-1) I UTHINTLESIFERLTVWS, THICEWTTYAISTTY BICRHLTEY YT+ TR
BIRAEZETITRMENELCTLED, PTYBATILI 7 THNE. Z0FFEVUT 1 TRBROBRICEL S,
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4 ™

FFUC
R Intent®E{E-T
Service ZIEUHT

“BlService B-1
exported="true"
action="X"

Intent("X")

F7IA
BB BIntentEF{E-T
Service XU T
Intent{“X™)
e e, 1ABAServiceE Fo1=7 FUBA I
action="%" Ab—ILEN =1 & . 2ARiSevice®
intent—filterM&MNB =Y. FFUA
MoDHEUHLT., BR>TService(B-1)
L Androidiii ZEEUHLTLES, )

446 T7TYB—-T7TY ADIETA VR M= ENiHE

ZD& SIS, Intent Filter & AW /=3E/ABE Service MEEEBY Intent MO H LI, BEHER 77 OMUPHE LYPEHER T
TYUADEY VT 4 TRIEROZEEERITZLOHICHEITIRETIEARW,

4.4.3.2 Service DEEHEICDOWVWT

Service DEREFEIISHTHY., YV TNI—RTHELAEF LY T 1 LDOIA4 TEDEESH B -OBEICHH%E
9, startService =M AT 515G & bindService ZFIA T 2H/E L ICKE L DN B D, startService & bindService D
A CHETE 3 Service 2ER T3 Z EHARETH B, Service DREFEERET 72HI1C. RO LD REHICDOWL
THREZEITS> 2 &L,

* Service ZRI7 TV ICARY 2D (Service D)

o RITHICT—HDPYEY Z4TD M (T —4% DHEEERE)
* Service ZHIEIT B0 (EEIPKRT L)

e HITOERELTEITT 2D (FOERREERE)

o B DR % RFRFICITD D (EITLIE)

ERFEODAERZDEEORBFEDATEZRICT D&, K443 DEDICAD, x FRBEFTEL S L FIREE NS
e & [FRDORMADNBERIZEERT,

194



Android 7 7Y Ot F 1 7RE - X2 TIA-FT AV IHAR 2018-09-01
3 4.4.3: Service DREHEDDEE
pag| Service D/AB | T—Y DHEEZE | Service DFIfE | Ot RMEBEE 47038
%21 (G2 - #7)

startService B o X 0 o X
IntentService & o X X o X

localbind & X 0 0 X X

Messen- o 0 0 o X

gerbind &

AIDLbind & 0 0 ) 0 0

startService %!

&HEAKRHA Service TH B, Service 7 7 A %&#A&A L. onStartCommand TRIE%1T D Service DI & %387,

FIF$ 2%, Service % Intent THETE L T startService % L THEUH 9, Intent DEETICR LT, ERAEDT—
Y EBEHZERT I EIFTER WS, Broadcast RERDHEZEHAEHLETERETI2HNENH D, EFBRIEMIL.
(4.4.1.1. 3ENBE Service =13 - FIFET 2] 28RO &,

X274 LEOF v 713 onStartCommand TITOMBENH ZH. EETONRYyTr—IZPBRMETERVWZH/A— K
+—BR%E Service ICIXFRATE AL,

IntentService &

IntentService I& Service Z#EA L TELNTWBE IS A TH 3, MUH L AL startService Bl & A% TH %, BED
Service (startService #1) ICHERTUTDEFEI’DH 3,

« Intent M4LIE (L onHandlelntent T1T5, (onStartCommand (X {FE1 7 \Y)
e BIZL Y RTERITEINS
« MEBMANFa1—aVTEND

EBABRAL Y ROZHMEUHE LIEEIEISREI N, Fa1—a YV TH#BICEY >—4 > > v )UIC Intent ICX T 2 LIEHTT
bz, & Intent DIITREBIFINARVD, BEDOEHICE > TETREDBERIED—D & L GERDAEETH %, Intent
DEETICH LT, BRALEDT—FYEEHZDRT I EIETERVWAH, Broadcast R ERDAZEHAEGHETRET S
WENH D, BEEMAEERIE. [4.4.1.2. AF Service k% - FIA$ %] #BRDZ &,

X2l F 4 EDF v Vit onHandlelntent TITO MBI H B D, RETONRN v TF—IJEZARMETERVWZH/I—K
+—PBRE Service ICIXFARATE AL,

local bind #

FTFYVERBLTOCARTDHEN K O—HJL Service #RET 270D AEAIET, Binder 7 T AMNSRELEZI TR
AEHL T, Service TEELLME (AVy R) 2IEUHLTICIE#HTEZSZ LDICT 5,

F BT BH1lE. Service % Intent THEE L T bindService %#{FH L THU'H ¥, Service % bind § 2 HEDOHTIL, &b
SUTINREETH BN, BTOERXTOEEP Service DA TERWEZOHARIIBESI NS, EFRMARIEEGIL,
Yy FINA—RICEFNZ 7OV Y b [Service PrivateServiceLocalBind] #ZB0DZ &,
2T 1 BICILIEART Service DAHRERRETH S,
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Messenger bind Z!

Messenger DfH#E A% FIF L T Service & DEHE A RITT 2 HE%IET.

Service ZFIFAT 2 IH 5 H Message DIRIEFH & LT Messenger 2T ZENTESHHD, WATOT—FDPYEY
NHEMNBRZICRRARETH S, £z, REBIEF21—A VTSN dEHD. ALYy RE—JICEET 288/ H 2, &
Message DIAFTRIRIF S NRWD, BEOBEHICE > TRHEROBRILO—D & L TRERRIARETH S, FIAT A,
Service % Intent T E L T bindService 2 L THEUH Y, BEAMNAREREFIZ, T4.4.1.4. BHIRE Servicel ZSRD
Z¢&,

TXal) 74 LEDF v 713 onBind ¥ Message Handler TITI MEBENH B D, EETDO/NNy F—J BB TERVE
H/8— ~h F—BR%E Service ICIFERATE AL,

AIDL bind 2!

AIDL Ot#A % FFA L T Service & DEEEZRIRT 2AE%51ET. AIDLICE>TI V9 —T 2 —REEHL. Service
DOFOMEEEAY Y RELTRHET 5, £/, AIDL TEZELEA VI —Tz—R%&FARITERT S 2&T, O—Ib
Ny 9 %5RRTZIEETES, YILFRL Y RIFUH LIZTRERL A, BRI XA WD T Service il CEIRMICE
RIDLENDH D,

FIA$ 2%, Service % Intent THEE L T bindService Z{FH L THUHT, EFEMAREEMIL. 14413, N—KF—
[RE Service] #LZRD I &,

X254 EDF vy VIEBHEE Service Tl onBind T, /8— M+ —BRE Service TIE AIDL TEZE L1 V49—
TI—RADEAYY RTITOIBERH D, AXETHELLEX1) T 194 T D Service ICHAATETH %,

4.5 SQLite #{#5

ANXETIF SQLite AL TT— I R—RDERB L VCBEETIRICEF 1) T4 LTEREIREREFEH D, =
BRAVME T—IR—RT7AIVDT I EREOBENREEE SQLA P72 avIildddRETHD, T
. BEBASISOT—IR—RT7MIVDHRHAEEEHT BRT TV THETZ) BT —IR—RBF I TREE
#9 Content Provider D/8y J TV R T7 7 ) BETOFRAERIRET S, £/, HIBEEEY T 1 TREREHR-T
WBZEERELTWVWRD, TITRWEAEMT7 YN SOBENDHHEZ LB ITHHDICEIITESFINES
BRI E2BEDHT S,

451 4> 7)3—R

4511 F—9R—XDIER & 1B1E

Android D7 7)) TF—49 R—2 %/ S HA. SQLiteOpenHelper #FHT 2 & TT—IR—R 7 7 1 L DBEREE
BLUT IV EREDRE HOTTIVLBT I/ EATERVERE) HTESZ, 2ZTRE ZTYVRBERICT—9R—2
ZER L. Ul EDST—9 DR - B - EF - BIRETOEELT 7Y 26, AEWHSDAHICK L THREAR SQL
NEITEINBVWESICSQLA vz o varviELAY Y I a—RERT,

14 7y LIV OEBICE L Tk, SQLiteOpenHelper DAY X b5 7 4 M 2 BI# (name) 127 7 1 L DI /KREI/ETE S, TDsH. B>T
SD A— REEHEEELLBRICEIMBOT T HSORAZEENTRICAIOTERIVETH S,
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MName of User-13

45.1 Android D7 7Y TTF—9R—2%H>

P N N
1. 7= RX—2{ERKICIE SQLiteOpenHelper % AT %
2.SQLAvYxo avdEE LTAAESE SQL XICFERTBIHAICIETL—RFILSE2FAT 3

3.SQLA vz oY avORRNARKE LT TV EHICR > TANEEFTVvIT 3

SampleDbOpenHelper. java

package org.jssec.android.sqlite;

import android.content.Context;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;
import android.database.sqlite.SQLiteOpenHelper;
import android.util.Log;

import android.widget.Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSampleDb; J/BVIRD T— Y HEINT 2T — I R—2

public static SampleDbOpenHelper newHelper (Context context)
{
//hkRA VN 1% DBYERKICIE SQLiteOpenHelper Z{EMAT %

return new SampleDbOpenHelper (context);

public SQLiteDatabase getDb() {
return mSampleDb;

(continues on next page)
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(continued from previous page)

//Writable E— N T DB &R <
public void openDatabaseWithHelper() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (!mSampleDb.isReadOnly())// BRICFHAEEARETT —TViFEH
return;
mSampleDb.close();
}
mSampleDb = getWritableDatabase(); //ZDE[ETAH—TvENnd
} catch (SQLException e) {
J/T—IR—2ABRICKB LA 0 7 HA
Log.e(mContext.getClass() .toString(), mContext.getString(R.string.DATABASE_OPEN_ERROR_
—MESSAGE)) ;
Toast.makeText (mContext, R.string.DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

//ReadOnly E— R T DB &<
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// BEIC ReadOnly TH—TVikH
return;
mSampleDb.close() ;
}
SQLiteDatabase.openDatabase (mContext.getDatabasePath (CommonData.DBFILE_NAME) .getPath(), null,
— SQLiteDatabase.0OPEN_READONLY) ;
} catch (SQLException e) {
J/T—IR—AEEICKBL-BEOTHEA
Log.e(mContext.getClass() .toString(), mContext.getString(R.string.DATABASE_OPEN_ERROR_
—MESSAGE)) ;
Toast .makeText (mContext, R.string.DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show() ;

//Database Close
public void closeDatabase() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
mSampleDb.close();
}
} catch (SQLException e) {
J/T—IR—ZBEICRBLBER T HA
Log.e(mContext.getClass() .toString(), mContext.getString(R.string.DATABASE_CLOSE_ERROR_
< MESSAGE)) ;
Toast.makeText (mContext, R.string.DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG) .show();

//Context ZERATH K
private Context mContext;

//T—7IERAT VR

(continues on next page)
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(continued from previous page)

private static final String CREATE_TABLE_COMMANDS
= "CREATE TABLE " + CommonData.TABLE_NAME + " ("
"_id INTEGER PRIMARY KEY AUTOINCREMENT, "
"idno INTEGER UNIQUE, "
"name VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ") NOT NULL, "
"info VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ")"

n);u;

+ o+ o+ 4+ o+

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
mContext = context;

@0verride
public void onCreate(SQLiteDatabase db) {
try {
db.execSOL (CREATE_TABLE_COMMANDS) ; //DBHEEE0~ > RDZEAT
} catch (SQLException e) {
J/T—IR—ZBRICKBLZEOTHEN
Log.e(this.getClass() .toString(), mContext.getString(R.string.DATABASE_CREATE_ERROR_
—MESSAGE)) ;
}

@Override
public void onUpgrade(SQLiteDatabase argO, int argl, int arg2) {
S T=IR=ZADN—=2 3Ty THICETINDG, T—9BITREDLEERERT B

DataSearchTask.java(SQLite Database OY T ¥ k)
package org. jssec.android.sqlite.task;

import org.jssec.android.sqlite.CommonData;
import org.jssec.android.sqlite.DataValidator;
import org.jssec.android.sqlite.MainActivity;

import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;
import android.os.AsyncTask;

import android.util.Log;

J/T—IRBRYRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;

private SQLiteDatabase mSampleDB;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
db;

mActivity = activity;

mSampleDB

(continues on next page)

199




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2018-09-01

(continued from previous page)

@0verride

protected Cursor doInBackground(String... params) {

String idno = params[0];
String name = params[1];
String info = params[2];

String cols[] = {"_id", "idno","name","info"};
Cursor cur;

J/RBRAYEN 3Kk PTVERICR--TAAEEF TV ITD
if (!DataValidator.validateData(idno, name, info))
{

return null;

/BB null o L2 HRERT D)
if ((idno == null || idno.length() == 0) &&
(name == null || name.length() == 0) &&
(info == null || info.length() == 0) ) {
try {
cur = mSampleDB.query(CommonData.TABLE_NAME, cols, null, null, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string.SEARCHING_ERROR_
—MESSAGE) ) ;
return null;
}

return cur;

//No MEE SN T W5 No THREE
if (idno != null && idno.length() > 0) {
String selectionArgs[] = {idno};

try {
J/RBRAV N 2% TUL—RARIVYEFERT S
cur = mSampleDB.query(CommonData.TABLE_NAME, cols, "idno = 7", selectionArgs, null, null,

< null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string.SEARCHING_ERROR_
—MESSAGE)) ;
return null;
}
return cur;
}

//Name BMEEINT WS Name TRE—BHRE
if (name != null && name.length() > 0) {
String selectionArgs[] = {name};
try {
J/ARRA VN 2% FL—RRILSTEFRTS
cur = mSampleDB.query(CommonData.TABLE_NAME, cols, "name = 7", selectionArgs, null, null,
— null);
} catch (SQLException e) {

(continues on next page)
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(continued from previous page)

Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string.SEARCHING_ERROR_

<»MESSAGE) ) ;
return null;
}

return cur;

J/ENLADIFEIL info & HRMFIC L TERD —BiRsR

String argString = info.replaceAll("@", "@@"); //ANE L TZEIFE 7 info AD$%E TR —7
argString = argString.replaceAll("%", "@}"); //ANELTEIFE 7 infoAD [ & TRr—7
argString = argString.replaceAll("_", "0_"); //ANELTEIFE >/ infoND_%ETAT—7

String selectionArgs[] = {argString};

try {
J/RRAVE 2% TU—RFINSEFERT S

cur = mSampleDB.query(CommonData.TABLE_NAME, cols, "info LIKE '}’

—selectionArgs, null, null, null);
} catch (SQLException e) {

'%' ESCAPE '@'",,

Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string.SEARCHING_ERROR_

<MESSAGE) ) ;
return null;
}

return cur;

@0verride
protected void onPostExecute(Cursor resultCur) {

mActivity.updateCursor (resultCur) ;

DataValidator. java

package org.jssec.android.sqlite;

public class DataValidator {
J/ANNEEFTY TS
/BFEFIVY
public static boolean validateNo(String idno) {
//null, XTI 0K
if (idno == null || idno.length() == 0) {

return true;

//FETHDI L aMRT D
try {
if (!idno.matches("[1-9][0-9]1*")) {
//BZUADBEIE TS —
return false;
}
} catch (NullPointerException e) {
//To—%BRE L

return false;
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(continued from previous page)

return true;

/) XFHIDRE ZHAND

public static boolean validateLength(String str, int max_length) {
//null, XTI 0K
if (str == null || str.length() == 0) {

return true;

J/ILFENORID MAXLLTCHB Z & Z/AND
try {
if (str.length() > max_length) {
J/MAX LU RWEHET S —
return false;
}
} catch (NullPointerException e) {
/NG

return false;

return true;

/) ANAEFv Y
public static boolean validateData(String idno, String name, String info) {
if (!validateNo(idno)) {
return false;
}
if (!validateLength(name, CommonData.TEXT_DATA_LENGTH_MAX)) {
return false;
}else if (!validateLength(info, CommonData.TEXT_DATA_LENGTH_MAX)) {
return false;
}

return true;

452 IV—ITv Y

SQLite #FERAT BEICIILLTDIL—ILEFB I &,
1. DB 7 7M1 IVOEEGZF. 7OV CREAELKKRET S (WA
2. th 77 & DB F—49 2HET BIFE T Content Provider T7 V7 REIET 5 (WHAE)

3. DBRFBFICHENSA =S E/IBERZTL—RAFLV I =EATZ (BEH))

4521 DB 771 IV DEREZM. 7V EAEEZELKKRET S (LA

DB 774 DT—8Dx#EEEZIBE. DB 77 M IV DEREBHBAMET VL RAEODREZEDETERIRIEELE
%T“% %)O
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BIZIE, 274D T7 IV ERAEEELKERELEZDEYTH, SDA—RARET IV EREDRELZTARWVIGAHICEEL
TWBIBEICIE. #ENSOTET IV ERTHEADB 774 IR >TLED, £k 7TV T4 LI NI ICERBLAEBE
H, TOEREEZELSRELAVWERBRLABAWT VERZFLTLED 2 LIRS, 22 TR, BEBMET Ot’foE
BEICDVWTTFIRER[EETER, ThEeRRTBLODHEICDWTEHRAT 2,

FPTRBIBRAET I EREREICDOWVWTIZ. DB 774 (F—%) 2RETIBEANSEZIDE, UTD2 852EHkT
ZURENDH B,

1. ECESPr

Contexti#getDatabasePath(String name) TERGTZE % 7 7 4 L /XA PIHFEIC & o Tl ContexttgetFilesDir TERFTE %
TALY N OBAFICEREY 2

2. 7O RHIE
MODE_PRIVATE (=7 7 A V&R LT T DHAHD T IV EATTRE) E—RICHKRET S

CD2HAEEMTBIET. MOTTIYDSTIERATELRWDB 77 M IVDERETIZENTED, TNLAEE
TEHEDICIEUTOREENEFSNS,

1. SQLiteOpenHelper % ¥ %
2. Context#openOrCreateDatabase % i $ %

DB 7 7 1 JLDERRICER L TiE., SQLiteDatabase#openOrCreateDatabase #3252 & HTE 3, LML, TDXYV Y
R&EFERLAHAE. Android AY— M7 4 Y OBEBICL > TE, D7 7Y HS5HEAHEY TJEEAR DB 7 7 1 LAMER S T
2ZEDDHOTWVWD, ZDH, TDAY Y ROFERIEEITT, OAEE2MATZ & EHETE, LICBFRL2D
DFERICDWVWT, TNTNOHHAE LT THIAT %,

SQLiteOpenHelper %= #H3 3%

SQLiteOpenHelper # {3 2384, BAREIEIHEVZ< DI EH2EZ 2 TH LV, SQLiteOpenHelper %Rk4E L 722
S2EERL. IYZANZ 2 5DBIEIC DB OERT (77 M LAICEDNS) 10 2iEEThIE. BBMNICEEZOEFX2
V74 BEH%E#TDB 771 EERL TS 3,

[45.1.1. 7= N—2DEREEE] ICBERNRERAEEZRLTWEDOTERYTZZ L,
Context#openOrCreateDatabase % £ ¥ %
Context#openOrCreateDatabase XYy RaERALTDB OEREITOHBE. 77MAIVDT7 IV ERtEEF T2 a v THRE

TERENHY. BARMIC MODE_PRIVATE #315E

T77AIVDEEICEALTIE. DB& (774ILEICHERAIN D) DIEE% SQLiteOpenHelper & FFRICITA 2 DT, BED
BICEHRDEX 1Y T4 BRHERBET 77 ANNRRCT 7 A UVDMERE NS, 72720, TR RAEBEETESDTSD
H— R E%EIBELEZHBS. MODE_PRIVATE 2 E L CHEMT7 TUNS T I ERAAEICHE >TLES LOEENBE
TH5,

DB (Cxt L TEARBIIC 7 & & RAFFRIERE %17 D Bl : MainActivity.java

A LBEEDAY Y REFRYTET TV EIIRAZEERESAON, MOTTUNSITIEANTERWT AL I MY (Rysy—YF4L 20
FY) OB TF4L I MJUTORIDPBRBTE 3,
#16 (R X v MIERIEAWA) SQLiteOpenHelper DEE TIE DB DZRIICIE 7 7 A LD 7R EZEETEBZDT, SDA—RAEET I+
ZHEDERETERWEMONRZARHETANINABVWK D ISEEIBETH 3.
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public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.main);

/T = N— 2 DIEEE
try {
//MODE_PRIVATE %37 L C DB %= {ERX
db = Context.openOrCreateDatabase("Sample.db",
MODE_PRIVATE, null);
} catch (SQLException e) {
//T—IR—ZABRICKB LA 0THA
Log.e(this.getClass () .toString(), getString(R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
return;
}
/7B Z D DFIHALILE

BB, TV EIREDEREIE MODE_PRIVATE ¢ &HHE TLUTD 3 #@EHLH Y, MODE_WORLD_READABLE &
MODE_WORLD_WRITEABLE & OR JEECRFIEET S & HTE S, 7272 L. MODE_PRIVATE L4 i& API Level
17 LABE Tl deprecated & 72> T&H W, APILevel 24 LI TIEEF 21 ) T 1 HIADFKET 5, APILevel 15 LA TR &
TRIHBATEH, BEIERIODISVTEFERALAVWIEAEX LW,

e MODE_PRIVATE {Ef 7 7'V) D H 5+ & & AT RE
* MODE_WORLD_READABLE {7 7' ) (35w H# & E AlRE. fRIEFAIAHDH

* MODE_WORLD_WRITEABLE e 7 V) I3 A#E E FRE. ITEZAHDH

4522 777 & DB F—4¥ = #HET 335413 Content Provider T7 7 R &IfHT 2 (%E)

thd7 )& DB FT—49%5£ETZFEE LT, DB 7 71 L% WORLD_READABLE, WORLD_WRITABLE & L T
BB L. DT TIDSEET I EATELLIICTEEVWIAENH D, LH L. ZOAETIEDBICP7ERTSET
71) % DB ~NOREEFIRTEAVED, BERLABAVWEF (77Y) KF—9525s#EEIND2LEHD, BREL
T T—YOHEBRECEASSICRENIELKY., ST T7ORBRRER > TIEARERLELEZILONS,

UEDZEHAS, Android ICEWT DB 7—9 %D 7 7)) & H£ET %5 E k. Content Provider %5 Z & %38 < HE
$9 %, Content Provider #F> Z &IC& Y, DBICHT AT/ RGHEREBTZZ2EWS X)) T4 DEAILLD
XYy NI TR, DB 2F —<#Ei% Content Provider RICERRWTE B E WSRO X )y hNEH B,

4.5.2.3 DB B{FRFICAIZE/NS XA =9 ER/IBERTL ARG 2 ERATZ  (BR)

SQLA Y92 avERCEVWIERT, FEOANESE SQL XICHMATKIE T L —RARILI 5 HERTZRETH
3, PL—RFBINIHFERALEZ SQL DERITAZELTEIUTD 2 DOAEEBITE I ENTE S,

1. SQLiteDatabase#compileStatement() % {8 L T SQLiteStatement = IREF ¢ %, % Df%. SQLiteStatement#bind-
String(). bindLong() R EAFRAL TR A= 5T L —RA RIS ICERET S

2. SQLiteDatabese 7 5 X D execSQL(). insert(). update(). delete(). query(). rawQuery(). replace() 7 & &MU H
FTBRICTL—RFRIIN Y E=F -7 SQL XA FEHT

*I7 MODE_WORLD_READABLE & & 0 MODE_WORLD_WRITEABLE DB & FESICDWTIE, [4.632. T4 L2 MN)DT7 7t RERE]
55
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¥, SQLiteDatabase#compileStatement() % £ L CT. SELECT O~ ¥ R&ET9 3154,

[SELECT OV RDFERE LTEBED I ERXR (1T 15E) LHAEBTEARW]

EWHHIRELHBZDOTHERNIELONS,

EEL5D0AREFEIFBAETE., TL—RAFRIYICEZDT—YORBREEFICT TV EH®HICK>TFzvIThTWS
ZENEFLWL, UTFT, TNFIRDAERICDOWTERRAT %,

SQLiteDatabase#fcompileStatement() #{FH ¥ 2154 :

UTFOFIETTL—RAEINIAT—YEETS,

1. SQLiteDatabase#compileStatement() #FH L T L —RKI ¥ & & A7 SQL X% SQLiteStatement & L THE
¥ 5,

2. € L 7= SQLiteStatement # 7'Y £ & MZH L T. bindLong(). bindString() &ED A Y v KEFRLTTL—2R
FILTIRET %,

3. SQLiteStatement = 7Y ¥ kM execute() RED A Y v RIZL > T SQL #FE17¥ %,

TL—R RIS ERH : DatalnsertTask.java (¥r#)

//T—8BME RV
public class DatalnsertTask extends AsyncTask<String, Void, Void> {

private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DataInsertTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride
protected Void doInBackground(String... params) {
String idno = params[0];

String name = params[1];

String info = params[2];

J/RBRAVRN 3 )k PTNVr—ya VBRI TANEETF IV ITS
if (!DataValidator.validateData(idno, name, info))
{
return null;
}
//7— 4% BINALE
//TV—RFINY EERT D
String commandString = "INSERT INTO " + CommonData.TABLE_NAME + " (idno, name, info) VALUES (7, 7
YORN
SQLiteStatement sqlStmt = mSampleDB.compileStatement (commandString) ;
sqlStmt.bindString(1l, idno);
sqlStmt.bindString(2, name);
sqlStmt.bindString(3, info);
try {
sqlStmt.executelnsert();
} catch (SQLException e) {
Log.e(DataInsertTask.class.toString(), mActivity.getString(R.string.UPDATING_ERROR_MESSAGE)) ;

(continues on next page)
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} finally {
sqlStmt.close();
}
return null;
}
/) ~Alg~

HONLDOERITIDSQLXEF TV I ME LTHERLTEBENRSA—IELUTIEHDIHTHD, RITTNELNEE
LTWBDT, SQLA vz varvhRET r4MIE48 0, /2. SQLiteStatement 7 7V 7 hABFRAT S & T
NIBMEEZHDBIENTEZEWVWIAY Y bNEDH B,

SQLiteDatabase M1t 3 2 RUEADA VY RE®EAT 2548 :
SQLiteDatabase A2t 9 % DB #B/EAXA Vv RIZIE, SQL X AFEHAT 25D EEFDI TRVWEDHH S, SQL XA FAHT
% XY v KIZ SQLiteDatabase# execSQL()/rawQuery() R ENH Y. LLTFOFIETRITT %,

. 7UL—RFNIEEAT SQL XERAET %,

2. TL—RFRISICEIYETET— 9 kBT %,

3. SQLXET—4 %518 LTELTREBAA Y Yy NERITT 5,

—7A. SQL XAFA LAWXY v RiZik, SQLiteDatabase#insert()/update()/delete()/query()/replace() 72 EBH B, I
LEFERTZHAICIE. ULTOFIETT—9%ET,

1. DBICXH LTHANEHT 2T —90H 55EICI1E. ContentValues ICEERT 5,
2. ContentValues #8|8 & L TEL T, EUERAXY v K (LLTOHITIx SQLiteDatabase#insert()) %#%E173 %,

ZHIBFE XY v K (SQLiteDatabase#insert()) % &3 24l

private SQLiteDatabase mSampleDB;
private void addUserData(String idno, String name, String info) {

/ABDZEME (B, &FH) Frvy, TRAT—70E
if (!validateInsertData(idno, name, info)) {
/N TF=avEBRBLRN oGS, BTHED
Log.e(this.getClass() .toString(), getString(R.string.VALIDATION_ERROR_MESSAGE));

return

/BT 2T — 48 D¥ElE

ContentValues insertValues = new ContentValues();
insertValues.put("idno", idno);

insertValues.put ("name", name);

insertValues.put ("info", info);

//Insert 1T
try {
mSampleDb. insert ("SampleTable", null, insertValues);
} catch (SQLException e) {
Log.e(this.getClass().toString(), getString(R.string.DB_INSERT_ERROR_MESSAGE));

(continues on next page)
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return;

ZDFITIE, SQL O~ v KR&EEESRtE Y. SQLiteDatabase BRI 2B AEADAY v R&EFERLTWS, SQL IV YV
RAEBEFRALAWEZD, COAEESQLA VY7 arvoathizhnweEsz %,

453 7 RNV b

4.5.3.1 SQL X® LIKE ZBETT7 A I RA— REFER T 2RICTR 7 — 0B EHES

LIKEREZEDTAILRA—K (%. ) 28T XFENETL—RAFRISTDAHEE LTHEALKEEE, Z0FFELETA
IRA—RELTHEET 27, BDEICIHCTERICIRAY—TUNEBABIVENH D, BERT—RELTIETAIL
RA—REZBEDXE ("% %7 ") & LTHRWVWEWGEELIYTIEE S,

EFEOTRT—T0BIE, LTOH Y FII— KDL DICESCAPE A% FHALTITY I ENTE %,

LIKE #FI L7358 DT A — TUIEDH

//T—8REBY XY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSampleDB;
private ProgressDialog mProgressDialog;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;

mActivity = activity;

@0verride

protected Cursor doInBackground(String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

String «cols[] = {"_id", "idno",'"name","info"};
Cursor cur;
/) ~EBg~

//info EERMICLT like R (BH—)

J/RAVN i TAI R A= RNICHEE S ZXFIRTRT —T0ET %

String argString = info.replaceAll("e", "e@"); //ANELTEIFE o7 info HDeE TR —7
argString = argString.replaceAll("%", "©%"); //AA& L TEIFE o7/ infoND JETR7—7
argString = argString.replaceAll("_", "@_"); //ANELTEIFE o7 infoRD_ TR —7
String selectionArgs[] = {argString};

try {
J/RAVEN  TL—RAKRINY EFERT S
cur = mSampleDB.query("SampleTable", cols, "info LIKE '}' || 7 || 'J' ESCAPE '@'",

selectionArgs, null, null, null);
} catch (SQLException e) {

(continues on next page)
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Toast.makeText (mActivity, R.string.SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) .show();

return null;

}

return cur;
}
@0verride

protected void onPostExecute(Cursor resultCur) {
mProgressDialog.dismiss() ;

mActivity.updateCursor (resultCur) ;

4532 L —RAFIISEFATEAWSAL 7Y RICH L THBAAEFED

F—TIDERPEIRAEEDDB A7V ) NaNENRE Lz SQL XAEEITTZHBE. T—TILEREDEICHLT
TL—RRINTEFESIZEWRFTERY, BERMICIEK. TL—RARILIDOFERATERWMEICHT LT, ABHLAOAHNEIN={F
EDONFINEFATELIART—IR—ADBREHITRETARL,

AHRCHELOHRTT L —RFN I EFEATERWEEIE. ADEICBRABVDNE D AERTHNCHERE L. DERL
BERYT I ENBEREERD,

EARBICIE,

l. XFHNRSA—4E LTHERT 258, XFODIRT—TX U +— NUEBAEEY

2. BENRSA—4 & LTHEAYT 2158, HFLUNOXFEMNEAL TVWRWI & 52HRT 3

3. #BlF. AV RELTHEATSZIHA. 1. A, FATEAVXFAZENTVWAWI L =2#BT 2
EEET B,

SRR (2274 SQL OFUH LA (ReBY T 7% MOEY HRIf

45.3.3 FHEICT—IR—ADEZEZNITONABWVZHOHDONEEITD

SQLiteOpenHelper#getReadableDatabase, getWritableDatabase #{#fH LT DB 04 Y R9 VA =BMBLEBE. &b
S5DXYVy REFMALTH DB IFAEETRHARETAH—T V& 38, F£7. Context#openOrCreateDatabase.
SQLiteDatabase#openOrCreateDatabase 7 &% Rk T#H %,

Ihid, 7T BEPREOFREARICLVERE T DB OFEAEEMATLED (BEHMALNTLED) TaENEEE

KLTW3, EERMICIET ) OD{iﬁ&%ﬁo)?@'éiﬂﬁ'@%é&%i Shah, 77 OMBEREERE, FHIRY LH

M%@@v% EERET HIHE —IR—REFIDVERATE—TFV$22&T, REPRIEOERIEOVTIE
T REDOELICEIZIGENHDIDT, WRICISL THRE%2 58D T 5,

B{XHICIZ. SQLiteDatabase#openDatabase I~ OPEN_READONLY % E L CF—9R—R &4 —T VT 3,

FAMVERATT —IN—REF—TVT5

8 getReableDatabase I&EAHY I E getWritableDatabase THBT 2D ERALA TV TV b BT, T4 RV 7B EDRRTCEEZ AR THESL 7
VIV PEERTERAVWBEICY) —RAV ) —DFATIVT I MERTEVDIEHRTH S (getWritableDatabase IE7 1 29 7L EDRRTIFE
TIS—&713),
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/) ~EhE~

/) T=IR=ADF =T (F—IR=RIIEREHET D)
SQLiteDatabase db
= SQLiteDatabase.openDatabase (SQLiteDatabase.getDatabasePath("Sample.db"), null, OPEN_
—READONLY) ;

% B : https://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html - getReadable-
Database()

4534 77 DEHICHE>TDBOAEAT Y DREMEF IV ITS

SQLite IZBICBRLT —IR—XTHY, DB ETInteger & LTEESNTWVWBR AT ALICH L TXERDT—4 %
TEHZENARETH D, DBRODT—F I, BERESETCETOT—IDEXDOXFET—4 & LT DB RICHEHINT
W5, T, Integer MDA S AICH L TXFHEOME (LIKE %123% 5 E) %175 ELAMETH D, .
VARCHAR(100) D& S ICT—9 DEAREZZR L TEZFNULORIDT—I DB ANTRETH 4L, SQLite TODE
DFIRR (EEHMHER) FEFTE AL,

ZD7=H. SQLite ZFERAT 27 VI, TDL57 DB OFMHICEEL TFHEDRT—9 % DB ICHRMLAVERELE
DLRBRWEDIZT T OBHICHE > THAT 2RENH D, FUDHEE LTIRD 2 28H 3,

l. 79T —9R—REMNT DM, BEPRIBLEDFHEN—BLTWEIERT S
2. THIR—ZADSEERMG LK. T—9 D BEADOEPRS TRVWHAERT S
UTFTIE BlELTANED 1 LEOBFTHB I E2REETHI—RERT,

Bl: AAT—90 1 ULLOBFETH S Z & %MHERT 5 (MainActivity.java & ¥ ##:)

public class MainActivity extends Activity {

/) ~EBR~

//B NN

private void addUserData(String idno, String name, String info) {
//No DF T v Y
if (!validateNo(idno, CommonData.REQUEST_NEW)) {

return;

//T— % B
DatalnsertTask task = new DataInsertTask(mSampleDb, this) ;
task.execute(idno, name, info);

/) ~E~

private boolean validateNo(String idno, int request) {
if (idno == null || idno.length() == 0) {
if (request == CommonData.REQUEST_SEARCH) {
//RBELEB OB IIRIEEE 0KICT S
return true;
} else {
//RFRAIBLIA DBFIE null, EXFIEITS—

(continues on next page)
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Toast.makeText (this, R.string.IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG).show();

return false;

J/BFTHBIEaMHRT S
try {
// 1 EDE
if (!idno.matches("[1-9]1[0-9]1%")) {
//BFELUHNOBIET S —
Toast.makeText (this, R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG) .show();
return false;
}
} catch (NullPointerException e) {
//5E0r—2TEHYEFRW

return false;

return true;

/) ~Ebg~

4.5.3.5 DB IZH#1T 2T — 9 ICDVWTDER

SQLite Tld. T—49 %7 71 JLICHEMT ZIBICUTOL S BRREICA->TWS,
s BERAEVRETOT—IDEXDXFT—9ELTDB 771 ILRICKEMEI NS
e DBICRLTT—YDHIREZIT>TEHET—YBEIEDB 7 74 LD SHIBREI AW (Bl —2DME < D)
s T—Y9EBHLEBEE DB 7 7 M IRICIEEFOT Y HHIRENTHE-o-TWS

£ o T, Hlkkaniz X OBWHA DB 7 7 M VALK T FFDOREICHR>TVWE ARSI HZ, ZDFETH, K
XEICRE S THEEREL. Android DEF a2 Y 7 BESBMTHNE, 7TV E2ECE=ENST—F - 7714 IC
BET7IJERINZOBEIEARV, 272 L. root R ZEI I N 54 E Android DIREREEZTILO LTI 7ML EIREY
SNDAREMEEAD L. EVRRICKEAFELEEZ DT —IDBHS N TLWSIHBAICIE. Android REMBICTES A
WTF— S RELBRE L ABITHIER S0,

INSOEHICEY., HARD root ERIEMINIBETEFIVNENH D LI REELT— 41k SQLite D DB IZF
DEEBHITARETIERL, EILTHEEERT YA BRMEI25EBLRVEEICIIESIELAET—9%%K#HT 5. DB
2HEESLT 2. REOTEIREER S,

ERICESEIDELRIZGE, BSEICEIBORVWPI— FORFRLREEANEDOHE ZBZ 2REHNZ VDT, REF
RCEIVRRA VNI NDRERT =Y 2H/HIT7 7)) ORFEICIEMARANDEHKEZEEBDT 5,

BEE LT 14536, [5E]SOLite T—49 N—A&BESLT % (SOLCipher for Android)] 1=, T—9 R—A%ESET 3
SATI)EBNALTEL,
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4.5.3.6 [5#]SQLite 7 —¥ R—2X #8519 % (SQLCipher for Android)

SQLCipher & Zetetic LLC A’F% L 7=, SQLite 7—49 XR—ADFEBEM A 256 B b AES ICK BESEA2RETIED
THd, CEERTREINL SQLie IERZ A 7T THY. BESILICIE OpenSSL A L TW3S, F7 Obj-C. Java.
Python EDOSEAD APl iR TWS, BRE/NA—Y 3 v OftiIcA—7 > Y — R AR (Community version & ME(EN T
W3)HMFEIEL, BSD 24 2V XA CEBFAIERBEETH 5, Windows ¥ Linux. macOS R E#L LTIy M7 3 —AICx
IHBLTHEY., ENCMILDHEFRTIE Android Dfth, / F7/QT. 7 v FILDi0OS R ETEL FRINTWS,

Z M5 Android BIC/Sy o —Y v & i@ A SQLCipher for Android T$H %Y, AFINTWVWEY—XO—KH5
AVRANLTHERTZIEETESZD, aar 74— v DS 4 731 (android-database-sqlcipher-xxxx.aar) & LTH
BAEINTHY., BICHATZ2OTHNEZESOALMENTH S, 2D SQLite D APl D—EB% SQLCipher IZ&
HODETEETZIET. AREIBEERALI—T 41 VI TCHBEEINAET—IR—EFHATEDLIICR>TVS,
ZZTldaar 74—y DA TZ ) OFBEAEICOVWTHBICENT 5,

£88 : https://www.zetetic.net/sqlcipher/
:dAVz]

Android Studio TIZLLFDFIET SQLCipher DF A AIBEICA B,

1. 77Y®libs T 4 L ¥ b 1) IC android-database-sqlcipher-3.5.9.aar % B2 & § % (https://www.zetetic.net/sqlci-

pher/open-source/)

2. app/gradle IZ{KFREFR % SEH

dependencies {

implementation 'net.zetetic:android-database-sqlcipher:3.5.90Qaar"'

3. & D android.database.sqlite.* MM Y IZ, net.sglcipher.database.* % 4 7R — b 3 % (android.database.Cursor
BZDOEFFERRLLICFIATZS)

4. F=IR—EFAETIICTA TV EO0—R - kL., T—9IR—REF—TVFTBERICNRAT—R%iE
ET 3

TICBFZO—NE T—I9XR—REFATZDOMNPLLEEITIEDTH S, HD Activity BT —FX—%F|
FA9 % #01IC SQLCipherlnitializer.Initialize() % MFE.3E % 8E L TW 5, :=HIC SQLiteDatabase.loadLibs(this) % MO L.
WERSA4T7Z)%O0—RNL#HHEL TWS, 7. SQLiteDatabase.openOrCreateDatabase() TF— 49 XN—R &4 —7
VEIBIC, RRAT—RKR EELTWE, T—9IR—R@FIITERLNRRAT—RER—E LTERSNESEE A
WTHEStEEINhD, ZOBEFETRERDIIETFRANTEREINT—IR—2%, BTESELEZEDICTSZ
ERTERVRTHY., T—IR—REERTBEAT/RRT—RERELRITNIER SRV,

package android.jssec.org.samplesqlcipher;

import android.content.Context;
// BED android.database.sqlite.* OMHYIZ, net.sqlcipher.database.* AV R—KT 3

(continues on next page)

19 https://github.com/sqlcipher/android-database-sqlcipher
W ZITxxxx @IATIVDNA—YavEST, FRERERROBRHN—Yav@359ThHs, UTTRION—YavaBELTRHL
W3,
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import net.sqlcipher.database.SQLiteDatabase;

import java.io.File;

public class SQLCipherInitializer {
static SQLiteDatabase Initialize(Context ctx, String dbName, String password) {
// DB AFBT ZRICHERSA T AO0—NL#EELET S
SQLiteDatabase.loadLibs (ctx) ;
/Ry T=IIl0—AINDDBATA LI MNIIZT—IR=T 74V EEKRT 2
File databaseFile = ctx.getDatabasePath(dbName) ;
// DB A —TVFBRICESILADRRT—REIEET S

return SQLiteDatabase.openOrCreateDatabase(databaseFile, password, null);

1% SQLiteDatabase.openOrCreateDatabase() & Fi W\ /=5l Td % H'. SQLiteOpenHelper#getWritableDatabase() % SQLi-
teOpenHelper#getReadableDatabase() APl B EFICA>TH Y, BIBMELTNRRAT—REET I ENTESRLDICAST
W3, WTNDBEE/NRT—RICnull #IBELEBEET —IR—RIIESEINTEED SQLite T —9 XR—AHE
mEhs,

ZDIEFMEETRNEHE LT, Context#openOrCreateDatabase() BNMEZ BV & TH B, TDHT—IR—AT 7
IIVDRETE—RERELLEYRYyT—IVDO—ALTA LI M)ICT—IR—AEERT B 5BEITII &
TE AV, # o T SQLiteDatabase.openOrCreateDatabase() TTF — 9 RXR—R&EK T 2B EIE. RERLEDFID L S I
getDatabasePath) IC& WBEBDNNY 5 —Y DT —IR—ZBT A LI MNICT—IR—REERT B EHHRINS,
—7 SQLiteOpenHelper DAY X M504 D APLICIFEEIEZ# <. Th%ERAW 3 & android.database.sqlite. SQLiteOpen-
Helper & @E#kIC/NRy 57— DO—AIT4 LI MYRICT—IR—ZADBER I N5,

46 7714 %HKD

Android DtEF 2 ) T4 REBBICK S & 771 VIIEREZKBIEXIE—BHREFE (Frv> 1) $5EMICOAFAL.
FRAFERRICT Z2RETHD, 7T VEOBERKIBE I 7 AV EEET7 I ERAIEZ20TIEHAL, 771 ILADOERE
Content Provider % Service & Wo> 77 7Y BHE#EDHHEAICE > TRIBRTBERETH B, TNICKUYTFTYRBDT I+
AHIEHERIRTE B,

SD h— REDHIEET /NA RETDRBRT IV ZAFEHLTER WD, BEDKEZER I 7ML EEK D HEPLRDHZAT
(PC R E)ANDEROBEIEMNAE, BMELED LTERELRBEOHIFEREZRET H2RETH D, ERANICHAEBEIE
TNRAREICEEY T4 TREBREEALE 774V ERBLTEALSRV, $LEY YT 1 TAEREABERET N
AZ2LEDT77ANVICRFELAFNIERSBRVEEIIBSEEORNRIBEICARSZA, T TEERLAWL,

461 7)) 3—R

AIRDESICT 7AIVERAEARICT E2RETHD, LHALADNLIEZIERFBICL>T, T TVICT 71
HEERAZEIEIRELZEHD, X1V T A OBEENSDELAET 7/ ILOBEELESE £4.6.1 ICRT, 77
L IVDBWIBFAPHT TIADT IV AHFTDEAELEICLY 4BED T 71 IIVICDELTWS, UETIEZDT 7
ANDBEIT I Y T OA—RERLUBBEEMA TV,
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K461 EX2 VT A BRICLD T 71 IVDDEE LLE
T7AINDRE |7 TUANDT | BIIGAT BE
9t REFAT
FERABET 7ML 2L TT)F4L Y
N s PTTVATDHHRAEXTE S,
s EUVT A TRIERERD ZENTES,
« J7AINIREAZDIA TIZTBRE,
SAEY AR T | FRARY 7TY)T4 LY
714 MR e th 7 T BLV I —EL A AARE,
o TXUARICAE (BE) ARERERERD.
HAEENET | FEARY-EERA | FTTVTa4LY
74 H NUR% T Y B LAY -t HAEETEE
e XA YFADEEANSET TR DOEEN,S
HERITEITERE,
NEEE 7 714 | mHARY -EZRA | SDA—KAEED
|7 HH NERECIRERE e POUEAEMIAY hA—ILATEARL,
T T A —ICLDTFAINDHEAEE -
HIRRAVE IC AT RE,
s FRIKMNERNMREICTIRE,
o BB EDAKER T 7ML ERDI ZENTE S,

4.6.1.1 ERRAT 7ML ERD

BA—7 7 )VHATOAHAIEEINZI V7ML ERIBETHY., REBI7AIVDEVATH D, 7 71IVICHEINT S
BRI AETENEINMCEDL ST, TEBLEF I 7AIVIZHEARDRETEREL, 7 7)) EDORELRBROP Y E
Y 128D Android M{E## (Content Provider, Service) ZF#AL TITH T & AR & T 3,

b R D N

1. 7740, 7754 LI N)RICERT S

2. Z77ANDT I EREE, DT TVHAHEATERVWLIICTIAR—FE—RIZTS

3. BV VT4 TRBREBRMT B2 ENTED

4. 77 AT S (i) BRI L TE,. ZOAFEICEHDSTHRRDLE M AHIRT

PrivateFileActivity. java

package org.jssec.android.file.privatefile;

import
import
import
import

import

java.io.File;

java.io.FileInputStream;

java.io.FileOutputStream;

java.io.IOException;

java.io.FileNotFoundException;

(continues on next page)
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(continued from previous page)

import android.app.Activity;
import android.os.Bundle;
import android.view.View;

import android.widget.TextView;
public class PrivateFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";

@0verride
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.file);

mFileView = (TextView) findViewById(R.id.file_view);

/**
* 774V DOVERNRILE
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
/S RBAV N 1k TrANE TTIT4L I MNYRICERT S
/) RRAY N 2k T7A4INVDT IV EZREE, OT7TI)VHFATERVEIICTZAR—MNE—NIZT S
fos = openFileOutput (FILE_NAME, MODE_PRIVATE);

7/ KRRAV N3k BT 4 TRERERMT B ENTES
7/ RRAY N 4k T ANICHERT BERICH L TR, TOAFECED S THRORLEERRT 5
/) FY TN EEIB, (3.2 ANTF -5 OREMERRT 5] EBH.

fos.urite(new String("t Y7 4 TRIER (File Activity)\n").getBytes());
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view);
} catch (I0Exception e) {
android.util.Log.e("PrivateFileActivity", "7 7 A ILDEMICKBLELE");
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {
android.util.Log.e("PrivateFileActivity", "7 7 /IO TICKRBLELAE");

finish();

/K
* 77 AIDFEHIAH IR

(continues on next page)
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(continued from previous page)

*
* Oparam view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
fis = openFileInput (FILE_NAME);

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view);
} catch (IOException e) {
android.util.Log.e("PrivateFileActivity", "7 7 4 L OFHAICKBLE LA ;
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e("PrivateFileActivity", "7 7 AL DR TICKELELE");

}
}
}
}
J**
* 774 )L DHIPRILIE
*

* Oparam view
*/
public void onDeleteFileClick(View view) {

File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText (R.string.file_view);

PrivateUserActivity. java

package org.jssec.android.file.privatefile;

import java.io.FileInputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.IOException;

import android.app.Activity;
import android.content.Intent;

(continues on next page)
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import android.os.Bundle;
import android.view.View;

import android.widget.TextView;
public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.user);
mFileView = (TextView) findViewById(R.id.file_view);

private void callFileActivity() {
Intent intent = new Intent();

intent.setClass(this, PrivateFileActivity.class);

startActivity(intent) ;

/% x
* 774 Adctivity DIEUH L LR
*
* Oparam view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();

* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
fis = openFileInput (FILE_NAME);

byte[] data = new byte[(int) fis.getChannel().size()];

fis.read(data);

/7 RRAVN 4k T7AIVICHRIISNAZBRICHL TE. 20
/Y TIICDEERE, 13.2 ANT—9DRLMEETERT 5]
String str = new String(data);
mFileView.setText (str);

} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view);

} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "7 7 LD

AFEICELLTABOREMZHERT S
o Ji

2" hivno

FOAMIKBILE L"),
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} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "7 74 LD TICKRBLELE");

VLT
* 774V DiBEANIE
*
* @param view
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
try {
J/RBRAVN 1k TR TV r—2avT4 Lo NYRICERT S
/S RBA VN 2k T7ANDTIEREG OTT)AHATERVEIICTIAR—MNE-RIZTS
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

7/ KkRAV R 3k BT 4 TRERERMT DI ENTES
//KRAV N 4k T AT BRI LT, ZOAFEICEADLOTARABTOREE%HERT S
/S YV TICDERE, [3.2 ANT—9DREMEHRET 2] =58,
fos.write(new String("t ¥ 7 4 J/HER (User Activity)\n").getBytes());
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view) ;
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "7 7 A JLDERICKB L E L") ;
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "7 74 I DI TICKBLELE");

callFileActivity(O);

4.6.1.2 ZHRYRRAT7 7ML &EHRD

TREESHOT T)ICH L THEE AT 2LODT 7ML THD, UTORS Y MK EMIFTRET NI LLEY
BEBRIT7AINDEWEICRS, L. RRAT7 7 AV EFRT 57HD, MODE_WORLD_READABLE Z#(id API
Levell7 LARE T3 deprecated &7 > TH Y, APILevel 24 UETIEEF 2 Y 7« FIADFELET 272, Content Provider
LB 7 7 A IVHEBETENEX L,

KAk
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L 7740 77VT4L 7 NYRICHERT S
2. 77ANDT I ERER, OTTVICH L TEHEARYERE—NICT S

3. BV YT 4 TRERITEHIL AW

4. 77 AIVICHENT B (SN BRICHL TR, ZOAFEICEDLLOTRBOLRLMEAHRT

PublicFileActivity. java

package org.jssec.android.file.publicfile.readonly;

import java.io.File;

import java.io.FileInputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.IOException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;

import android.widget.TextView;

public class PublicFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = "public_file.dat";

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.file);

mFileView = (TextView) findViewById(R.id.file_view);

/**
* 774 )V OVERNRILE
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
J/RRAVN 1k TAME TTF)TFT4L I MN)RICERT 2

/S RRAV N 2% 274N DT I ERER, HOTFVIH L TRFEARYVERE-—NICT S

// (5i#»ERY BHEHE— RO MODE_WORLDREADABLE |& APT LEVEL 17 T deplicated & 7> 72728,

// WAFEAET. ContentProvider BEICLDZT—YDP VY AT B L)
fos = openFileOutput(FILE_NAME, MODE_WORLD_READABLE) ;

// RRA VN 3%k BYYT 4 TRIERIIEML AW

//RRAVN 4k T AT 2BRICH L TE, ZOAFEICEADLOTRATOREE%HRT S

/Y TIICDEERE, 13.2 ANT—90REMERRT 21 258,
fos.urite(new String("t Y7 4 T THRWER (Public File Activity)\n")
.getBytes());
} catch (FileNotFoundException e) {

mFileView.setText (R.string.file_view);
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} catch (IOException e) {
android.util.Log.e("PublicFileActivity", "7 7 A JLDIEMICKEL £ L") ;
} finally {
if (fos != null) {
try {
fos.close();

} catch (IOException e) {
android.util.Log.e("PublicFileActivity", "7 71 LD TIZKBLELE");

finish();

J**
* 774 DFTHIAH IR
*
* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
fis = openFileInput (FILE_NAME) ;

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {

mFileView.setText (R.string.file_view);
} catch (IOException e) {

android.util.Log.e("PublicFileActivity", "7 7 1 L DFHAICKELELRE");
} finally {

if (fis != null) {

try {
fis.close();

} catch (IOException e) {
android.util.Log.e("PublicFileActivity", "7 71 LD TIZKELELE");

}
}
}
}
VAL
* 774 L OYIFRILE
*

* @param view
*/
public void onDeleteFileClick(View view) {

(continues on next page)
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File file = new File(this.getFilesDir() + "/" + FILE_NAME);

file.delete();

mFileView.setText (R.string.file_view);

PublicUserActivity. java

package org.jssec.android.file.publicuser.readonly;

import
import
import
import

import

import
import
import
import
import
import
import

import

public

java.io.
java.io.
java.io.
java.io.

java.io.

android.
android.
android.
android.
android.
android.
android.

android.

File;

FileInputStream;
FileNotFoundException;
FileOutputStream;
I0Exception;

app.Activity;

content.ActivityNotFoundException;
content.Context;

content.Intent;

content.pm.PackageManager .NameNotFoundException;
os.Bundle;

view.View;

widget.TextView;

class PublicUserActivity extends Activity {

private TextView mFileView;

private static final String

private static final String

—PublicFileActivity";

private static final String FILE_NAME = "public_file.dat";

@0verride

public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;

setContentView(R.layout.user) ;

mFileView = (TextView) findViewById(R.id.file_view);

private void callFileActivity() {

Intent

intent.

try {

intent = new Intent();
setClassName (TARGET_PACKAGE, TARGET_CLASS);

startActivity(intent) ;

} catch (ActivityNotFoundException e) {
mFileView.setText (" (File Activity A®HYUEREATLE)");

TARGET_PACKAGE = "org.jssec.android.file.publicfile.readonly";
TARGET_CLASS = "org.jssec.android.file.publicfile.readonly.
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J**
* 774)0 Activity DIFEUH L
*
* Oparam view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();

%k
* 77 4 DFTHIA IR
*
* Oparam view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
File file = new File(getFilesPath(FILE_NAME)) ;

fis = new FileInputStream(file);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data) ;

/) RRAVN 4k T7AINCHBHSNZBRICH L TIE. ZOAFEICEADLOTABRORLMAERT 2
/Y TIVICDZREE, [3.2 AT —90REMEHRBT 21 258,
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
android.util.Log.e("PublicUserActivity", "7 7 ILDHY EEA");
} catch (IOException e) {
android.util.Log.e("PublicUserActivity", "7 7 1 L DFHAICKELELAE");
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e("PublicUserActivity", "7 71 LD TIZKBLELAE");

}
}
}
}
%k
* 774 ILDIBECAIE
*

* @param view
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath(FILE_NAME)) ;
/) BEERAHEIKT B, FileNotFoundEzception HNFE4E

(continues on next page)
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fos = new FileOutputStream(file, true);

fos.write(new String("t > F 4 7 THRWER (Public User Activity)\n")
.getBytes());
} catch (IOException e) {
mFileView.setText (e.getMessage());
exception = true;
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {

exception = true;

if (lexception)
callFileActivity();

private String getFilesPath(String filename) {
String path = "";

try {

Context ctx = createPackageContext(TARGET_PACKAGE,

Context .CONTEXT_RESTRICTED) ;

File file = new File(ctx.getFilesDir(), filename);

path = file.getPath();
} catch (NameNotFoundException e) {

android.util.Log.e("PublicUserActivity", "7 74 I DHYEFHA");
}

return path;

4613 ZAEZRNHAT7 7 A ILERD
TEESHOTTVICR LT, RAEZEREFTITZ2 771 ILDEVATH S,

THESBOT7T)IRHA@EBEAEE VI 2 EEF., TV T7HLHARNBTOEERIANAETHY., T—YDEHEKLES
ZE2MEL RIS AW, T, BEOBRWEETE I 7M1 LHADT -9 DOHAPEZRAAETIIAI VIR ES
HIRBETHY ., TOELOIRT 7AIVIIHEEED S BEAMEIEWNCELL,

DEDESIZ, EF1)T A DBERIDSET T REDBERDL D, HAHAZSERRAT7 7ML ERLIGEATSHI LR
AIEETHY . MASELE T 7MIILOFERE TR FRIE RS AW,

i I N

1. 7 F)DORAEZSZTTRERT IV EREEZRELLT 74 LIZES W
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4.6.1.4 A EREER (RAEELFE) 77 1)L &HRD

SD A—RD& I BHAEMRBRT NI ZALICT 7V EBWT 258 THD. LBHNBTEOKRERBERZKNT 25 (Web H
LI VO—RLETZ 7MLV EEL RED)BAPHAMICKEREZREHT Ny I 7y TRED)BRICHATEZ LN
BESIN D,

[AEBERIE (FAZEAMH) 7714)0] BRREZSHOTFVICHLT THARMYRRT 74l CRASOHEERFD, &
5 IZ android.permission. WRITE_EXTERNAL_STORAGE Permission 2 F#/HES L TWARFESHDO 7 TV IS L T
& THABERET774M4I)0] CAFEOUHEERFD, TOED. AWMEE GHFEEZLR) 771 VOFERIZHER/IRIC
EEHBRETH D,

Android 7 7)) DEFIE LT, Ny 97y T 774 IVIEABERRBT NA R EICEREN D Z &S W, LA LASERT
NAZEDT 74 IVFEIRBDE I ICIIL Tz T EECHMOD T T HMSHRIAVHIBREINTLEI YR I H B, PZIC
Ny o7y THEHRATEZTTYTI IRV I Ty T I 74 IIEEPHMC PCEORERBRICIE—LTLEIW] &
WoLEBERRETDIMRE, 77 OAKRPRIETOY RIVRMEDOIXREBEE A D,

RAV
1. £V 714 TRIERIFHEHL AL
2. PFA)BICA=—0RTALIRNIICT7AIVEEBRET
3. 77 AIIICKEINT 3 (i) BRICH L TlE. ZOAFEICEDSTHREOREUAHIRT S

4. MARIOT 7)) TEERAHETHRWMERICYT S

AndroidManifest.xml
<?zml version="1.0" encoding="utf-8"2?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.file.externalfile" >

<!-- android.permission.WRITE_EXTERNAL_STORAGE Permission ZMAEET S -->
<!-- Android 4.4 (API Level 19) LIETIE. AEA ML -V DT T F—44EE%
HAEE T BMRIC Permission BN AERT=D, mazSdkVersion aEET 2 -->
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"

android:maxSdkVersion="18"/>

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false" >

<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>
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ExternalFileActivity. java

package org.jssec.android.file.externalfile;

import
import
import
import

import

import
import
import

import

public

java.
java.
java.
java.

java.

jo.File;
io.FileInputStream;
io.FileNotFoundException;
io.FileOutputStream;

io.I0Exception;

android.app.Activity;

android.os.Bundle;

android.view.View;

android.widget.TextView;

class ExternalFileActivity extends Activity {

private TextView mFileView;

private static final String TARGET_TYPE = "external'";

private static final String FILE_NAME = "external_file.dat";

@0Override

public void onCreate(Bundle savedInstanceState) {

%k

super.onCreate (savedInstanceState) ;

setContentView(R.layout.file);

mFileView = (TextView) findViewById(R.id.file_view);

* 774 IVDVERNLIE

*

* O@param view
*/

public void onCreateFileClick(View view) {

FileOutputStream fos = null;

try

{

/) kBRAV N 1k BT 4 TIRBRISEHL AW

/) kRAV N 2% PTVBICAZ—IRTALIN)ICT7MIVERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

/7 RBA VN 3k T7AIITHEINT BBERICH L TE. ZOAFEICEDOTRABRORLMHZHRT 2
/Y TIICDEEE, 13.2 ANT—Y0RELMERRT 21 258,
fos.write(new String("t > 7 4 7 THRWEIR (External File Activity)\n")

.getBytes());

} catch (FileNotFoundException e) {

mFileView.setText (R.string.file_view);

} catch (IOException e) {

android.util.Log.e("ExternalFileActivity", "7 7 1L DFHAICKBLELE");

} finally {

if (fos != null) {

try {

(continues on next page)
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fos.close();
} catch (IOException e) {
android.util.Log.e("ExternalUserActivity", "7 7 AL D TIZKBLFLE");

finish();

J**
* 77 4 DFTHIAH IR
*
* Oparam view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);

fis = new FileInputStream(file);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);

//RBRAVE 3k T ARSI NZBRICH L TIE. ZOAFEICEADLOTABROREMAHERT 2
/Y TIVICDEREE, [3.2 AT —90REMEHRT 21 258K,
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view) ;
} catch (IOException e) {
android.util.Log.e("ExternalFileActivity", "7 7 4 JLDFHAICKBLELE");
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e("ExternalFileActivity", "7 7 A JLDMTIZKBLELL");

}
}
}
}
/**
* 774 L OYIFRILE
*

* @param view
*/

public void onDeleteFileClick(View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
file.delete();

(continues on next page)
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mFileView.setText (R.string.file_view);

FAAOY Y TILI—R

ExternalUserActivity. java

package org.jssec.android.file.externaluser;

import java.io.File;
import java.io.FileInputStream;
import java.io.FileNotFoundException;

import java.io.IOException;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.DialogInterface;

import android.content.Intent;

import android.content.pm.PackageManager.NameNotFoundException;
import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class ExternalUserActivity extends Activity {

private TextView mFileView;

private static final String TARGET_PACKAGE = '"org.jssec.android.file.externalfile";

private static final String TARGET_CLASS = "org.jssec.android.file.externalfile.ExternalFileActivity

n.
'y

private static final String TARGET_TYPE = "external';
private static final String FILE_NAME = "external_file.dat";

@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.user);
mFileView = (TextView) findViewById(R.id.file_view);

private void callFileActivity() {
Intent intent = new Intent();
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

try {
startActivity(intent) ;

} catch (ActivityNotFoundException e) {
mFileView.setText (" (File Activity %YW EFHATLR)I");

VLT
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* 77 4)0 Activity DT L LR
*
* Oparam view
*/
public void onCallFileActivityClick(View view) {
callFileActivity () ;

* Oparam view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
File file = new File(getFilesPath(FILE_NAME)) ;

fis = new FileInputStream(file);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);

//KRBRAV R 3k T7AINCHBISNZBRICH L TIE. ZOAFEICEDLTABROREMARERT 2
/Y TIVICDZREE, [3.2 AT —90REMERRT 21 2581,
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view) ;
} catch (IOException e) {
android.util.Log.e("ExternalUserActivity", "7 7 1 JLDFAICKBLELE");
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e("ExternalUserActivity", "7 7 A JLDTIZEKBLELL");

}
}
}
}
%k
* 774 ILDIBECAIE
*

* @param view
*/

public void onWriteFileClick(View view) {

/7 kBRAV N 4k FARIOT T TEZRABHETHRVMERRICT 2
/L, BREODHBTTI)NEEE - HIRBREEZTICEERELTT T DR EITOI L

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder(
this);

(continues on next page)
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alertDialogBuilder.setTitle ("4 ¥ k 4");
alertDialogBuilder.setMessage ("FIFAID 7 7)) TEERAAZIThRVI &)
alertDialogBuilder.setPositiveButton("0K", new DialogInterface.OnClickListener() {

@0verride
public void onClick(DialogInterface dialog, int which) {
callFileActivity();

B;

alertDialogBuilder.create() .show();

private String getFilesPath(String filename) {
String path = "";

try {

Context ctx = createPackageContext (TARGET_PACKAGE,
Context.CONTEXT_IGNORE_SECURITY) ;

File file = new File(ctx.getExternalFilesDir (TARGET_TYPE), filename) ;
path = file.getPath();

} catch (NameNotFoundException e) {
android.util.Log.e("ExternalUserActivity", "7 74 ILAHYEEA");

}

return path;

AndroidManifest.xml
<?rxml verstion="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.file.externaluser" >

<!-- Android 4.0.3 (API Level 14) LABETIE. AERA ML -2 EHmL/OHD Permission B
EHINOTHRHEST %Y %, EBRICIE Android 4.4 (API Level 19) Lf&T

o7 ) F—SEEERUIBRICBHEAE LD —->

<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<activity
android:name=".ExternalUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

(continues on next page)
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</application>
</manifest>

46.2 L—ILTv 7Y

T77ANLERIBEICIEUTOIL—ILEFDI &,
. 774 IVERAEBERAREZ7 7 4L E LTHERT 2 (WAHE)
2. DT T DSHAEEERTT IV RAHRT 7 A IVIFER LAV (WE)
3. SD A1— R EAEBERET NA RIS 27 7 1 ILOFIRIIHER/NMRICT 2 (WZE)

4. 771NV OEFHBEEEBLTCT 7Y O&E%ETD (WH)

4.6.21 77 M IIVZRBIFERE 7 7ML E L THERT B (KE)

(46, 774’51 T46.1.1. FFRFAT 7 AV EHD ] THRRELLDIC, BT HBERONBTICEDLST 7 7 1 ILIZR
BIEABICT Z2RETH B, Android DEF a2 YT 1 RFOERLNSE, BHROPYERY & ZFD T 7 & A EIE Content
Provider % Service 72 & ® Android Dt EADHFTITIREZTHY, TERVEBIHI2BEDH I 74 ILDT I 2 RE
TRATZZLERITT D &I B,

LT 7ANIATOH Y TN A—RPLUTDIL—ILDELEROZ &,

=

4.6.22 DT TYDOHAEEHERTT V ERAFRER T 7 1 IVIFER LRV (ZR)

i~

(4613 HAZEEREI7AILERD ] TRRALZLII. HOTFVICH LTI 7AINDRHAEEEHFATIE, 77
AR ENDIBEROEIEATEARL, ZO7RD, EF1 U T HNLBREHD S HEE - BENLBEAN O EHRAEEN
771 EFBLEZBROEEEEZDZRETIEAL,

4.6.2.3 SD 71— R EAEERT /N1 RICHBIAT 27 7 A VORBRVLERNRICT S (WH)

[4.6.1.4. AEPEE (FAHAZELME) 77140V Z2HD ] TRRAELIIC. SDAH—FREELDHETHAMERT /NMRICT 7
AIVEBLZEIF, EFa) T4 BLUHEOEADHERNSBENLMELEA S LICENS, —FT. SDA—NK
@E77)F4L 7 M) EVEBGHRORVWI 7ML ERA. PXYABICT—92R/FEHTOICERFEZ2H—DR b
L—YROT, 77YOHKRICE > TEFERES22BRVWI—REZVWEEILN S,

HEERRT /N RICT 71V ERINT 256, RRESROT7 ) L1 —2'5H - EX -HIRTED L EER
LT, TN aA—RTHRARERS Y MEEOTUTOELIBRA Y MIKEDIFTT T OREFETOILELDH B,

s RAIE LTEY YT 4 TRIBRIBATEET NM R LD T 7 1 ILICRFELRW
c B LEVYT A TIRERENBEET NAZA LD T 7M1 IVICRET 25EIBESET S

s 1T TP A —H—ICHMITASINTER L BERENDBERT NA R LD T 7 IIVICRET H5EIIEFER D —
HWICRETD

c AMERBT NNARALDT7 7 ANV ETZHRALIBA, HRAROT—IDREMEZHBL THLOT—Y2FAT 2
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s DT TP A —H—ICL > THAIEBET NI RALD T 7 INIEWDOTHHEIKREShEZZEE2EELTT T 5%
LA RS AN

[4.624. 77 A VOEFHEEERBLTT 7Y DR&EE1TD (WA 8BRIB L,

4624 77 M VOEFHREEEEBLTT 7 DRE%E1TD (BR)

TTUTF4L I MICREESINET—YIRUTOI—Y—RBEICEIYEEINS, 77VOEERREE BT 5, i
W7 7)) OEEFEHRBRLVEVOLNEETH B,

c TTYDT VAR M=
c BTTIVDT—4BLUVF vy aDEE (REI - 7PV 5r—vayv) s (77 5r—v a3 vnEE))

SD A1— REDOAERET N A LICREFES N7 74ILIE, 77 OEFHRELY 7 7 1 LOEFHENI RV & D%
HMTH2, THICRODRREBET 2RENDH S,

e A—HY—|CLBTFMIDHEE
e SD h—KRDIRERY - ELEBZX - T7UIUV b
e WU ITICLB T 7AILDEE

ZDEIICT7ANDREBRICE>TI 7 M ILOEFHBIERZ /-0, KB THBALALL I BREY VT4 THRIER
HRETIERILIITRL, PTFVELTELVEMEEARBITZ2ERTEI 7 MILDOREBMEEL BRI ZHEN
H B,

4.6.3 7 KXV R K

46.31 774IT4 RV THYRADT 714 ILHE

OTF7TVICRA7 7ANEBEEZET IV ERIEZOTIEHAL, 774V T4 A7) TI9RBATI 741 IVEETEHED
% %, Content Provider & Service TZ D AEMFEZ %, Content Provider % Service DR TR 7 71 a4 —T v
L. ZO7 74T 4RV ) T9RFOT7TVICET,. BFT7FVIET77A4VT1RI) TIRBATI 71V 2HH»
EXTZ 3,

MOTTVICT7ANEEET I ERIEZT77AINVEERERETI7ANLT AR TIYBBD 7 71 IILHEEAEDL
BaE KIO2ICERT, POVERAEDONY) I —2aveT 0 RAHFATEZ7TOHETX )y "h'H B, HICFTI/ER%E
HaTBT7 T EENKHIETEZEZADEXFI ) TFAEBETIIA) v FHBAKEL,
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K462 7TUBT7 71 IVEELEDOLLE

JTANEELE | TORARREDNY T3y PORREHAS BT T ORE
77V 7 4 oy FRTOT 7Y ICH L C—RT7 7 EAFHFTL
NEBEET I ERE i L%

« BXRAH
#2771 IHE

o AU +EEIAH

T77AIT1RIY T Content Provider % Service IC7 722X L T
THRBDT 7 AN ;gma KB7TVICK L TEBIC—BRICT 7 £ 2
A i A AWTEHMTE S

* 18&

o A +EEAH
o FTAHEY +BEDOH

ERIFANVHEAZDELSICHERBT DI ETHIN, HOT VLT 7M1 ILDEZRAHEHFATDET71IA
BOREMMRIEL D5 A%, FICEBOT7 ) D SEFICEZAHDTbhaE. 771 IVRABDT — 9 BENE
NTLEWTTIUHLPERBICEELRLS AR YRIDH D, DT TV DT 74 ILEBICEVTIE, RHAHAHERE T
HEFRI T HADAEE LW,

LUFTl&. Content Provider T7 7 1 )L A #£E 3 %244 (3EAB Provider DIBE) 24> FILd— R & LTEBET %,
R4V b
. MAT77VIRERT TV THEIS, BV VT4 TREREREREFELTEWV

2. B4tFRE Content Provider 7 U ML DIERTH>TH, BRT—IDLLME2HIRT 2

InhouseProvider. java

package org.jssec.android.file.inhouseprovider;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.IOException;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.content.ContentProvider;
import android.content.ContentValues;
import android.content.Context;

import android.database.Cursor;

import android.net.Uri;

import android.os.ParcelFileDescriptor;
public class InhouseProvider extends ContentProvider {
private static final String FILENAME = "sensitive.txt";

// B#tD Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.file.inhouseprovider.MY_PERMISSION";

(continues on next page)
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(continued from previous page)

// B OIRED/NY ¥ afE
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {

if (Utils.isDebuggable(context)) {
// debug.keystore @ "androiddebugkey "MEEEAE /v & 1 {E
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255";

} else {
// keystore M "my company key"MIEEAZ/\v ¥ 21{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

Y
}
return sMyCertHash;
}
@0verride

public boolean onCreate() {
File dir = getContext().getFilesDir();
FileOutputStream fos = null;
try {
fos = new FileOutputStream(new File(dir, FILENAME));

/7 kBA VN 1k FIART TVRBRBHRHT T THENE, B T4 TRERERELTLL
fos.write(new String("t > ¥ 7 4 J7RIEH") .getBytes());

} catch (IOException e) {
android.util.Log.e("InHouseProvider", "7 7 1 LRTFICKBMLE L) ;
} finally {
try {
fos.close();
} catch (IOException e) {
android.util.Log.e("InHouseProvider", "7 7 A L& TICKRELELRZ");

return true;

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {

// MBER Signature Permission NE#HT7 FVICLWERINTWE I L 2HRAT S
if (!SigPerm
.test (getContext (), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(
"JEH EF Signature Permission AR T TYICK Y ERINTULARWL, ");

File dir = getContext().getFilesDir();
File file = new File(dir, FILENAME) ;

/Y TINDHmA R EREEIRY
int modeBits = ParcelFileDescriptor.MODE_READ_ONLY;

(continues on next page)
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return ParcelFileDescriptor.open(file, modeBits);

@0Override
public String getType(Uri uri) {

return "";

@0verride
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

return null;

@0verride
public Uri insert(Uri uri, ContentValues values) {

return null;

@0verride
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

return O;

@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {

return O;

InhouseUserActivity. java

package org. jssec.android.file.inhouseprovideruser;

import java.io.FileInputStream;
import java.io.FileNotFoundException;

import java.io.IOException;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.ProviderInfo;
import android.net.Uri;

import android.os.Bundle;

import android.os.ParcelFileDescriptor;
import android.view.View;

import android.widget.TextView;

public class InhouseUserActivity extends Activity {

233
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// FIF5E®D Content Provider (&R
private static final String AUTHORITY = "org.jssec.android.file.inhouseprovider";

// B D Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.file.inhouseprovider.MY_PERMISSION";

// BHOFEFZED/NY & 1{E
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {

if (Utils.isDebuggable(context)) {
// debug.keystore @D "androiddebugkey "MEEEAE /v > 1 (B
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";

} else {
// keystore M "my company key"MDIEEAZ/Nv ¥ 21{B
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

return sMyCertHash;

// ®IA% Content Provider M/\y 5 —I L %G
private static String providerPkgname(Context context, String authority) {
String pkgname = null;
PackageManager pm = context.getPackageManager();
ProviderInfo pi = pm.resolveContentProvider(authority, 0);
if (pi != null)
pkgname = pi.packagelName;

return pkgname;

public void onReadFileClick(View view) {
logLine (" [ReadFile]");

// MBEREZ Signature Permission NEHT TYICEWEREINTWR I E2HRT S
if (!SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" ¥MEEF Signature Permission AR T TV ICLWERINLTWARWL, ");

return;

// ®FIA% Content Provider 7 7') DIIAEN B DIIPAETH B I L =HRY 3
String pkgname = providerPkgname(this, AUTHORITY);
if (!PkgCert.test(this, pkgname, myCertHash(this))) {

logLine(" FIA% Content Provider IFBE4L7 7Y TlEAWL, ");

return;

// B#BRE Content Provider 7 7 ICHARL TEWERICRY Y VT A MIEDTELL
ParcelFileDescriptor pfd = null;
try {
pfd = getContentResolver () .openFileDescriptor (
Uri.parse("content://" + AUTHORITY), "r");
} catch (FileNotFoundException e) {

(continues on next page)
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(continued from previous page)

android.util.Log.e("InHouseUserActivity", "7 71 ILAHY FHA");

if (pfd '= null) {
FileInputStream fis = new FileInputStream(pfd.getFileDescriptor());

if (fis != null) {
try {
byte[] buf = new byte[(int) fis.getChannel().size()];
fis.read(buf);
// kR4 N 2k BHRE Content Provider 7 7ML DERTH>TH, BRT—IDLLME%EMHE

K
/Y TIVICDEEE, [3.2 ANT—90REMERRT 21 258,
logLine(new String(buf));
} catch (IOException e) {
android.util.Log.e("InHouseUserActivity", "7 7 1 L DFHEAHAAICKBLE L") ;
} finally {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e("InHouseUserActivity", "7 7 A LD TICKBLELAE");
}
}
}
try {
pfd.close();
} catch (IOException e) {
android.util.Log.e("InHouseUserActivity", "7 7 AT 4RV Y THDRTICKBLELE");
}
} else {
logLline(" null file descriptor");
}
}

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
mLogView = (TextView) findViewById(R.id.logview);

private void logLine(String line) {
mLogView.append(line) ;
mLogView.append("\n");

46.32 T4L I RN)DT U ERIERE

INETITI7AINICEBLTCEXF 2 T A DEBEREHRBALTCEL, 774DV FFHTHBETALIMNIIZDWVWT

HbtEXa1)TFADEBIBVETCHD, ZITRTALINIDTIVEAEREICODWTEF2Y T4 EOEEBRA VM
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Z5iRY %,

Android IZl&. PNV T4 LI MIRICHTTA LI MY ZRG - ERT B XAV Y REWKDOHBEESINTWS, £
D% K463 ICTT,

®463: TTIVT4 LI MNIBTOYT T4 L7 NG - ERX

AR
7 7VICHT BT I 2 REDIEE I—H—IC& BHIER
Context#getFilesDir() A (RITHERD &) BREI TPV = F7FYUr—vay
EIR - [T—9%HE]
Context#getCacheDir() A (RITHERDH) &€l - 7)) =77V 5—>3y
EBIR - T¥v vy a%Eil X 77—
Y %&HEE] THHIRIND)
Context#getDir(String mode & L T. MODE_PRIVATE. | &El - T7FV] >F7F)r—ay
name, int mode) MODE_WORLD_READABLE., EFEIR - [T—9%HE]
MODE_WORLD_WRITABLE #% i§ &
ATRE

Z ZTHEICKE DT % D% Context#getDir() ICE 27V ZRAEDHRETH D, 77 M IDERTEHRBLTULS L IC,
Android DtEF 21 F 4 REDERDPST 1 LI N EERNICIZIENRICT ZIRETHY., PV ERAEDRTEICE ST
BHROFABFEZTI EBOLAHEVERAIHZDT. BHRORBICIEMDOFREEZZRNETH S,

MODE_WORLD_READABLE

TRTCODFZTIVICHLTTA LI N DFHFBVIEREEZ D757 ThHd, IRTOTTUYRTFALINIADT 7
AIIN—BPEL2D7 7AIOBHIEREINETEEICKD, COTALIMNIBTICRBO 7 74 IV AERBET B EIET
TRWED, BEIICOI7S7EERALTIERS AW

MODE_WORLD_WRITEABLE

M7 TVICHLTTALI N DEERLAHERESZ 2757 THZ, IRXTOTFTYDNTFTALIMNIRADT 7ML %
YERR. BB, ) X—L, HIBROETEEICR D, INODREIRT 7M1 IVEBRDT V2 RAERE (FFARY . EZRAH £
1) CRERARTHY. TALIN)DEZRAARERDH DT THREERDRIETH D Z LITERDIVER, 077
UDSBFICT7ALEEIRSNAVBERZIONAYTZD, BERF DI I TEHERL TUER SR,

RA463D T2—H—ICK D8I ICBEALTIE, 14624 774 IDEFHREAZEBELTCT 7 OEtE1TY (WE)]
ESRBOZ &,

4.6.3.3 Shared Preference 5T — 9 RXR—X 774\ DT V& AERTE

Shared Preference ¥ 57— 9 RXR—RE 7 7 M L THERING, 7O/ EAEREICOWTIZT77MILERL I EDER B,
L 724> T Shared Preference £ T — 9 RXR—2XE 7 7 A L ERABRICERMICITFERAR 7 7ML E LTHER L, RBEDOHE
I% Android 7 7 ) BEEDLEHEAICE > TRBETIRETH S,

*21 MODE_WORLD_READABLE & & ' MODE_WORLD_WRITEABLE & API Levell7 LA TlZ deprecated &7 > TH Y. API Level 24 LARE
TREFIYFAFIADRET 2OERATEAL A>TWS,
2 ERR R L —UH S HAERERIEER (SD H— R E) ADOBEIARET I Y MRS Y NEBALBEIITERL, Z0ORD, HHIYIERDAVR
BMANL—Y 77 UDHBRBEBICBBSNTHAZEARICADLIBRT EFHN,
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Shared Preference D {F M % X IZ;R 3, MODE_PRIVATE IC& W 3EABI T 7 4 JL & L T Shared Preference = {ER L T
L\ 6 o

Shared Preference 7 7 1 JLICT 7 £ R&IR AR ET 20

import android.content.SharedPreferences;

import android.content.SharedPreferences.Editor;
7/ ~HBg~

// Shared Preference #Migd % (RIFTNIEERIN D)

// WA b EARBINC MODE_PRIVATE €E— RAIEET %

SharedPreferences preference = getSharedPreferences(
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

/BB FANDTY) 77 Ly REEZRALH

Editor editor = preference.edit();

editor.putString("prep_key", "prep_value");// key:'"prep_key", wvalue:"prep_value"
editor.commit () ;

F—HR—ZIZDWTIF T4.5. SQLite #1E> ] 2#BRBT B &,

4.6.3.4 Android 4.4 (APl Level 19) ICBFBHMA ML = ADT7 IV RICEAT ZHERERICDOWVT
Android 4.4 (API Level 19) LIBEDIFERICEWVWT, AR L —SADT I/ ERICEALTUTOL S ICEBIAZTEREEI N,

(DH)HBRARNL =V EDOT7TIVEET ALY NI ICEAHAEE T 25E81E. WRITE_EXTERNAL_STORAGE/READ_EX-
TERNAL_STORAGE Permission " A2 T#H % (ZE &)

QHNBANL—CLEDT7TYBEEBTA LI NIUNDBFRICHD 7 74 E5HIHATIHEA X, READ_EXTER-
NAL_STORAGE Permission "% ETHh 5 (ZEEFT)

B)TZATRIVHALRAN L= EDOT7TIVEET 4 LI M) UNDIGRRICT 7 1L EEZALIHE . WRITE_EXTER-
NAL_STORAGE Permission " ET#H %

@ EAYTIVUBROABA ML —JICE T TVEET 14 L7 b UADZATICE A IR

Z DR TIE, Android OS D/N—2 3 V2 & > T Permission DFIAEEDE - RFENZEH> TWB 7, Android 4.4
(API Level 19) % £ 7= W T RDY K— FARERT T DBEE. A VR M—ILT BBERDA—T 3 VICk > TRER
Permission & 1—H —ICERT B &ICRY, FELWRKREBGEZ AWV, £oT. ERUEKR () OHCEETEZTTY
DIFEE. <uses-permission>% ¥ D maxSdkVersion BHEZLUTO L D IR L THIST I &2 BBEDT 3,

AndroidManifest.xml
<?rxml verstion="1.0" encoding="utf-8"2?>
<manifest zmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.file.externalfile" >

<!-- android.permission.WRITE_EXTERNAL_STORAGE Permission ZFFAEEd 2 -->
<!-- Android 4.4 (API Level 19) LIBETIE, AR ML -2 DT T F—5tEE%
HAEE T BMEIC Permission BARERTD, mazSdkVersion aBEFY 5 -->
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"

android:maxSdkVersion="18"/>

<application

(continues on next page)
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(continued from previous page)

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false" >

<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

4.6.3.5 Android 7.0 (API Level 24) ICBIF2AMLARNL—VDRHETA LI NIADT I RICET 2HERERIC
2WT

Android 7.0 (API Level 24) LIEDIHRICEWVWT, AMA ML —YDORET 1 L 7 M JIZK L. Permission DFAES %
LIC7 O ERTZZHDHHA & LT, [Scoped Directory Access] DNEAIh,

Scoped Directory Access Tld. StorageVolume#createAccessIntent X /v K®D3|$XIC Enviroment 7 5 A CEHEI N T 1
LY MY %IBEL. Intent ZEMT B, E£KS 17 Intent % startActivityForResult T#EET 22 & T, BERLICT 7R
DHFAERDZTAT7OTHARTIEIN, A—HY—PHFTETBERAMN VR 2a—LTEDIRESNAETALI MY
AT VAN E B,

% 4.6.4 Scoped Directory Access IC& > TT IV EZRATEDZTAL I MY

DIRECTORY_MUSIC — BB E I FAILOEBET A LI N
DIRECTORY_PODCASTS Ry R¥Xv A NDEBET LI KY
DIRECTORY_RINGTONES EEBOEET LI NY

DIRECTORY_ALARMS S—LAZDEETFALINY
DIRECTORY_NOTIFICATIONS | BEISZDEH£ET L7 MY

N

DIRECTORY_PICTURES BRI 7AIVOEET LI NY
DIRECTORY_MOVIES BET7AILDEET LI NY
DIRECTORY_DOWNLOADS A—H—2F I vO—RLET7AILDEETF LI NY
DIRECTORY_DCIM NASICLDER - BET7 7 AILDEETAL I MY

DIRECTORY_DOCUMENTS A—HF—ICE>TEONAERF XV NOEETA LI NY

TT7VDRT I ERATZVEOHZEENALEDT 4 LI MY THBA5IE. Android 7.0 L EDIHR CTEMES #2155 1.
T OERICE Y Scoped Directory Access #&REAFIR T % 2 & 2 #3295, Android7.0 & £/ WTHRARD Y R— b A
BRT ) DBEE. [4.6.3.4. Android 4.4 (API Level 19) ICE T 2HABMA N L —IADT7 I/ RICET 2HBERICO
WT1 T#8#H L7 AndroidManifest D252 SBT3 2 &,

e AR ML —TICT UV EATE S Permission 245 L7BE. Z77VDOEBMADT ALY NIJICETF IV ERATE
TLES,

* Storage Access Framework T7 7 XA TE 2374V MY 21— —ILBRSE 255G, TOHEEY Hh—LT
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TRMREEROOND, oy ABRAML—YDIL—rTA LI MIICT IV ERFTEE5Z72HE1E. SR b
L—Y2KICTIERATE S,

4.7 Browsable Intent #fIFHd %

TSNS Web R—J DY VIICHRHIGLTEEATZEDIICT T 53T &M TE B, Browsable Intent & LS HEEET
Hd, 77YIE URI RF¥—L% Manifest 7 7 1)L TIRET DI & T, ZTOURI RF—LEFDY VY I~DHKE (21—
Y—DFy THE)ICRIEL, VY IENSA—9E LTEEITZIENTREICK S,

F72. URIZF—L%5FATZETTSoYIORIET 27 7Y 2887 5 A5%IE. Android D&% 5T i0S fthd 7
ZYRI7F—LTERBLTEY ., Web 7Y EDHET 7Y EHEAR S IT—MMICEDNT WS, BIZIE. Twitter 7 7
1) % Facebook 7 7"\) TIERD & 57 URI RF —LHNEHRSINTH Y., Android THI0S TET VDL SHIETZ T
TIUNEETEEDICAR>TWS,

%471 URIRF—LERBTZT T

URI R F— A g2 T Y
fb:// Facebook
twitter:// Twitter

CDEDICEEPHEREZEZIBEANLKRETH DD, BEHIEZZILBRAINIEREEEBATWS, BEDH D
Web 4 P ERELTY VI D URL ICRERNRF A=Y EHAT I ETT 7Y OMEEZBALAY, AL URI 2% —
LICHIGLIERIL D 2724 VAN —IVEETURL ICEENZEREBNY LY TERENELISNS,

D& RBREICHIET 272012, FATIBICIEVWS DHDRA Y MIKEDIFARITRIER SV,

471 v 7)a—R

LATFIC, Browsable Intent ZfB LAF7 7Y DY Y ) a0—RERT,
KAk
1. (Web R=V ) Wihd 2 URI RF—T%&F o0V IDNRIA—FICEZY VT 1 TRIFERESDHRW

2. URL DNRZ A =9 %FAY 2HIICEDOREM ZHRT 5

Starter.html
<html>
<body>
<I-- kRAV N 1k URLICEY YT 1 TREREEDH VN —->
<I—= URLNNS A =% & LTEIXFINE, UTF-8 T, A2 URITVA—RLTHELZE —>
<a href="secure://jssec?user=user_id"> Login </a>
</body>
</html>

AndroidManifest.xml
<?zml wversion="1.0" encoding="utf-8"2>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.browsableintent" >

(continues on next page)
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<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".BrowsableIntentActivity"
android:label="@string/title_activity_browsable_intent"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

<intent-filter>
<action android:name="android.intent.action.VIEW" />
// BEEH intent A2 (F{F1F 2
<category android:name="android.intent.category.DEFAULT" />
// Browsable intent & (}{TiF3
<category android:name="android.intent.category.BROWSABLE" />
// URI 'secure://jssec' %Z%IFfti75
<data android:scheme="secure" android:host="jssec"/>
</intent-filter>
</activity>
</application>

</manifest>

BrowsableIntentActivity. java

package org.jssec.android.browsableintent;

import android.app.Activity;
import android.content.Intent;
import android.net.Uri;

import android.os.Bundle;

import android.widget.TextView;
public class BrowsableIntentActivity extends Activity {

@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView(R.layout.activity_browsable_intent) ;

Intent intent = getIntent();

Uri uri = intent.getData();

if (uri !'= null) {
// URLINZ A =8 TiESNfza1—%— IDERIFT S
/7 kBA VN 2% URLDNAZA—9%FATBRICMEORLMEZHRY 2
/) Y TIVICDEEIE, 3.2 ANDT—9DRELUEZHAT 21 288K,
String userID = "User ID = " + wuri.getQueryParameter("user");
TextView tv = (TextView)findViewById(R.id.text_userid);
tv.setText (userID) ;
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(continued from previous page)

472 V—ITv o

Browsable Intent ZF AT 2 ICIEUTOIL—ILETFBE T &,
1. (Web R—=J ) RIET DYV IDINTA=FICEY VT4 TRIERESDHZVN (WHAE)

2. URL DIXZA—49%FBTIENMEOTEMEEHEEET S (WE)

4721 (Web R—Jfl)) WBT 2 IDNRIA=8ICEy T4 TREREZHRV (BE)

TS kT o%4y S LK data (Intent#getData IC TERTS) IC URL DMEAA o 7= Intent BARITI N, Y AT A
IC& WEZY T % Intent Filter 227 7 HiEBEIT 5,

ZODE, AL URI RF—AL%F ({45 &S Intent Filter NREI N7 TP EREET 2