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VES Check out project from Version Control

“
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rE. Docs and How-Tos
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Import Project... =
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[ Project Structure... Ctrl+Alt+5Shift+5S
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2.5-6

All rights reserved © Japan Smartphone Security Association. H>F)JLaA—F @D Android Studio ~DEXYAHFIE 27



recotmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77') a)'t':F:LTEXE'l' - t:Fl?:_;{yﬁﬁ’fF 2018 ﬂi 2 H 1 E Hﬁ

5. AUR—tERIKRYTS

RIRSINTLBE 4705 D "Import project (Eclipse ADT, Gradle, etc.)"#9)voLET,

[ Andrid studg
% Welcome to Android Studio
N

Recent Projects Quick Start

Start a new Android Studio project

‘Open an existing Android Studio project

| il

Import an Android code sample

E
T
c
I
T
i
T

Check out project from Version Control

=
€

Import project (Eclipse ADT, Gradle, etc.)

|
=¥
,43 Configure

rE? Docs and How-Tos

Android Studie 1.1.0 Build 135.1740770. Check for updates now.

2.5-7

6. TADVrEERT S

AR—bF25TOD IR IA IS ERBEL. BI4/LAND "gradle¥build.gradle” ZERLET,

.+ Selact Eclipse or Gra [ |

Select your Eclipse project folder, build.gradle or settings.gradle
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3.

“debug.keystore”##EiRI %

debug.keystore [EH>FILa—KRIZ&FENTLVET . (android_securecoding 74 /LA ET)

#® Select Path ===)
@ . X | 5| g Hide path
C:¥android_securecoding¥debug. keystore |&

[ LogCaticO4 AT S

[ Permission & Protection Level
[ ServiceZ{ES - FITS
[ S0LiteZRS

1 WebViewz &S

B W e AOS 1 2 EED
B/ IRAD—FANEAREES
B o7 ILEERD

1 7512 —BREED
COHEE

[ ESEREED

|21 .gitignore

keystore

Drag and drop a file into the space abowe to quickly locate it in the tree.

2.5-16
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4

Signing D& REIZA A

"
# Project Structure ]
ap = Properties STQ\T"Q‘ F|6VOI'5‘ Build Typesl Dependenclesl
SDK Location +  name: [debug ]
Project _
Modules
EETN— ey | |
Key Password ‘ |
Store File | C:¥android_securecoding¥debug.keystore |

Store Password ‘ |

“ Cancel ‘ Apply |

2.5-17
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5. Build Types T Signing Config &

Build Types #7%3&4RL . debug EJLKA® Signing Config & Singning TiEAIL1="debug"##EiRL . OK
=0)vILET,

-
#® Project Structure @
+ — Propert\es| Slgnmg‘ Flavors Build TVDGS| Dependencies
SDI¢ Location + | |name: [debug \
Project release

Modules

Ini Debuggable |En
Signing Config |@n
Renderscript Debuggable | (f=<) [

Renderscript Optim Level | 3

Minify Enabled |‘.f5|533

Pseude Locales Enabled | n
Proguard File ‘ H:‘

Application Id Suffix | ‘ |

Version Name Suffix | ‘

Zip Align Enabled |"ZTLE:1 'I

m Cancel ‘ Apply ‘

2.5-18
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JAPAN

SMARTPHONE

SECURITY

ASSOCIATION
6.

build.gradle 774 )L CHEER

signingConfigs IZ:#RLT= debug.keystore M/ IR FRREN . buildTypes ® debug IZ signingConfig

ARTSNET,

+ (a* build.gradle

- 1| (app x

‘apely plugind “com.android.applicetion’

T}
<1}

1

l;ijandroid {

zigninglonfizs {
debug |
storeFile file(”C:fandroid_securecoding/debus.keystore”)

i
]
comp i lebdkVersion 21
buildToolsVersion "21.1.2"
defaultConfiz {
applicationld "org. jssec.android.sccountmenszer._authent icator”
minsdk¥ersion 15
targetidkVersion 21
versionCode 1
wersionbane “1.07

1
buildTvpes {
release {
minifvEnabled false
proguardFiles getDefaultProzuardFilel” proguard-android-txt™), “proguard-rules_txt’
1
debuz {
zigninzConfiz gizgninglonf izs, debug
1
1

I;ijdependenc: jes {

!

conpile "con.android. support:support-v4:21.0.37

2.5-19
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3. wXa7HE-EX1TI—TOT OEBME

ZDHARXEX Android 7TVRHEIZE T5 X1 T4 Tips &FEHBELDTHSH . ZOETIL Android X<
—,IF BTN EBI— R XR a7 R - X 7a—T 407 OEBMBEERD . BREOEIZELT—H
M T7Ee a2 73TV DERIPBELGLEEIC. REDRREESRIT 520, REODELHAHED
HRNAEDOHBIC—BYBZTRELTELILZEE8OT 5,

l 3.1. Android 7FYD+¥1YT4

DRTLRTT)DEFITAITONWTREIFTEIEE. EBDEZADIL—LIT—IDHE. FTEDIRT LR
FTIVICENWTFEIRERNRERET S, ChEEEIEES, RIZZDEEFZEN T REZRIET D, chEE
BIEMES, RBICIEEI1ZIERBINOTI-ODMEERERS -EHT 5, COBEEZIRERISIES,

CCTIHMEIER YRTLPTIIISEY G EF TR X2 T7a—TAo V&I ETHY. COHIEXE
TIX 4 BLURTINZEHR ST, AHTIRIIEE IS LUV BRBIIDVTEREZH TS,

3.1.1. TEE] FHNERMR

SATLRTIVICEITHIFEIRERRICIIMERIEEEEID 2 DHH D, ChoeThENIEREE LM HEE

BEIEFS FHREEIEL. FRAISNALTASEOEEATESRHRDCETHY . TNUND AIZIE—1]

SROLENTETILLRBVERDIETH D, [HAEEE |LIFFFRISN AL ITAFIATEOHEDZLETHY.
ENLUSNDNIZIE—YIRATETIGLOLRVMERRDZETH D,

LT, Android RX—rD42 BT LYMIBE T HEREELHEEEICEDLSIBILDONHINERNT S,
Android 774> Android R¥—rJ4> /BT YNEERALI-V AT LERR T HEEDEEDEXNHLOSE
[CLTIFELLY, ABETIE. Android R¥—kTJ4 2 /BT Ly bE#FL T Android RX—k I+ EFE S,

3.1.1.1. Android RR—rI4VIZEITHIEREE

& 3.1-1 8&UFE 3.1-2 [E Android AYX—rTFUICA>TWSIEHRD—HITHE, choDIFWIFRAT—RT+
vA—H—(ZBTHENER. TN\ —BREFENLITET HFRICHKAT H-OBULRENSVETH

%o
% 3.1-1 Android RY—, 7+ NEBTHIEHRDOH
{1 w5
BHEES AX—rIAVBEDEEES
BEE R ZHRIEOBHOEFES
IMEI AY—hIA2DiHEEK ID
IMSI E#RE2%9%E 1D
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5 —1E$R GPS. #hEiS . MEE: -
BIERTEIHER WiFi R E(E---

ThoUMMER

BT HhIMER. BELER- -

ATATT—4 BE, BE, 5. %5
% 3.1-2 77UNEETLHEROH

{E £

BiEMR HMADERS

EA—JLT7FLR A—HF—DA—ILTFLR

EA—ILA—=)LRYH R EREA—ILA, BT

Web Tvo<—% Tvo3—7

Web BEEERE HE g

AT — FE.ToDo, A RUb---

Facebook SNSarTY--

Twitter SNS a>72Y---

& 3.1-1 OFEMIFEIZ Android AX—b T+ KK FEIE SD h—RICEFNDHEHRTHY. K 3.1-2 DIFHIE
FIZTTINEETHERTHD, FITK 3.1-2 OFRITOVTIE, TTUNAOR—LERNEENBEE ., E
AWEARIKDRITIBZ T EIZREDTHS,

£ 3.1-3 (XBERD 1 HOIUNICEFNBDEFERTHS. CORBHRIIAIT— I+ A —F—IZBATHEHRTIE
B RAY—h 740 2A—H—DHA. RAFIZEATHEHRTHD, DEYRAI— LI+ VIZIEZDOFBEETHH1—
F—DHELT ., [ENDARDBEHREESENTWNSEITTFENDES,

# 3.1-3 EFEMR(Contacts) D 1 OV MJICEFNSHRDHI

it NE

BHEES BHE. BEHFEHE. {£E. FAX{ MMS--

EA—ILTRLR BE.tE. EFEFE -

JR74—ILEE Y LR—)VER, KEGEE -

ARV Ayt Dy— | AIM, MSN, Yahoo, Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting---
o r—Ls BEFR. A= v)L, B, Bl

3 E. BEHRS. iz, #t75, #7, BY---

gn—7 BRICAY, Rk, KE. RF--

YA 705, FA74— LY Ab R—LR—D FTP H$—/\— BE. &4t
AR MEBR.EZH., T4t

B&ITH5AY BBE. Tt X B, vx—ov— BiF . REB®K. /N\—rF—-
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SIP7RL R BE. L%, Tl

CNETORATIEEICRI—FIAL A —DEREBNL TELD, 7T E1—F— LA DEREFEoTL
3.8 3.1-1 [& 1 DOT7TUNEBELCLBERERLTEY . AEHTHET DTS LB ET—FEBR =5
o, TAYSLBARECTTUA—D—OERTHY . T—2HHBFEIZ1—F— OB THB. 7T A—H—
DERDBIZE, BFC1—F—(SHAINICBNEREHYBD1 . ZILEERISOVTIEFL—F—1S
B EECERNSSIBRENBETHS.

C .
Picture Manager [ (E©) FTUA—H—DIER ] (E©) 1-F—0IBR
70954 S 75
/data/app/com.sonydna.picturemanager.apk /data/data/com.sonydna.picturemanager

|  AndroidManifest.xml —cache

| classes.dex Javad— Rk (J\17U) | —webviewCache WebViewB++v+wv=1

| resources.arsc XFHEDUY—X \

[ —databases

—assets \ label.db 7UMDB

| AppAbout_en.html I RLLIET—4 | metadata.db

| | webview.db WebViewHDB

—res | webviewCache.db WebViewA++wv=1DB
|- \
—drawable-hdpi files
I broken_image.png BRI 7L } MediaList1.dat FTURT—9T71IL
—layout Flib
| about.xml L7 NESR \
| L—shared_prefs JUIJ7L>R
—xml com.sonydna.picturemanager_preferences.xml

setting.xml FEBDXMLT 7 1)L

B 3.1-1 77UHaz TL\51EH
Android 77VEEBDSEICIER 3.1-1 OXSBFTTIEBELEETHEROALEST . X 3.1-1, % 3.1-2,
%= 3.1-3 O &5% Android AR—R 742 R EOMD T TUNSIBLE-IERICEAL THLETIZIRETIDNELDH
BIEIZTHIENRES,
3.1.1.2. Android R¥—k 74 I2H I+ RH4EEE E

£ 3.1-4 (X Android OS W7 T (ZIZI T BHEED—BITH 5., CHODIEEEATIL I 7 HICHFEICFEINT
LESEA—HF—DERLEVNESAELTY., TIAMN—DEBEHLNELEEDHEENELT-YT B, FDT=-HIER
BRELRIFRICTIOLI-MEEE ELBEYIRESNGTNIELESEL,

% 3.1-4 Android OS "7 TV IZiRHt 3518 O—Hl

e Hae

SMS Ayt—C%&ERT HikAE NASHRFERE

BT HNT D AE FELEHAE

FyhD—7BISHAE BRES. BRREOZAIYHEE
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GPS ETHRAMEBEFHHHE SD h—REEAHHHE
Bluetooth @ {EHEAE VAT LR TEE B

NFC E{EHaE A T—2DH A Y #EE
A2 3—FyMEETE (SIP) HRE EITHRTTVIERDOERGHEE

Android OS D7 F)IZIR 9 DHEEEICIIZ . Android 77 D7 7 EEMEELHMEEE EIZEF N5, Android
TIVEZFDTTIVRNTERREL TS HEEEZ DT TIUNSFIATESLSICIRB T HIENTE, 2O K5 EHEA
=7 T)REELTFA TS, COMEEXEF THARE. Android 7T DBRREEN X1 T7a—T 12T DA
DEWHIZ, TTURSLE T TRRAT A8EEE R > T 7 TUMNSRATESLSICLTLELOTLD T —R1H
B, DT T DBFATEDHEDARICE>TIE. ILIIT7ALHAINTIEIRSZEEH S0, BERILE=T
TN SFATESLSITHEYGRENVELLGLIENH D,

3.1.2. TEB BEZENITRE

HIEATIX Android AR —rI4VIZEITEEEIZOVTEEL Iz CCTRENGDER. DFVEEEEN T RE
[SOWTHERT B, BENBENSNAEEHEICEAL. BREEMANCHFICSER-TE-HIBR-EREIN S
EEEV EEBENAEAIZBFICRIRASNSGIEEES. ELVo-BA1E, ISL-EEZERMB S UHENICE
T ORBITHEBRIETES, FRBITHETOACYDLEIBRIFIETS, KBEHOTILIITIEER
BRTHOTERTIILEV WEBHF LTIV IMIOIBRBITADILEEBEMTSDTHD, o AEROERE
3.1-2 BE. B, BRR. 51T, #FOERISTT,

TT)r—ay

Y fE55 14 22 g B

B 3.1-2 BE., BB, BEUR. 51T, #EORRK

3.1-3 [& Android 77N EET 52— BMBIRBEZRBLI-L D, LB TIXZOREAR—XIZL T Android
TIVIZEFT3BEOGRBEEZERT =0, UIOICCORD R AEHEHT S,
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i AT—hTAEE 2T DS L GEEDY—A—tFaTOEE !
i 4 RAT—hTAY Lo Y—\— i
i i i Web i
| .. | | —|:° :
_— 3G/4G/Wi-Fi [ﬂ 7‘:
| = 5 |
! DIEHR Lo !
i N J Lo i

3.1-3 Android 77U H'EiE T % — IREVIIIR

ROERIZAR—r A2 —N—ZFBEL TS, A¥—r I+ —/3—[E 3G/4G/Wi-Fi BXUPAE—F
YrERBHLTERELTWS, AX— AV DOFICIFERDO T TINEFET HH. LBEOHBAT 1 D2O7FJIZET
SEBEHRETHH. CORTIE 1 DOT7TVIHK>THBALTWS, AX— I+ L7 T EZFDI—F—D
BEHREEIC/RIN., H—/3— LD Web Y—ER[E21—HF—DFHREEFEBTEILERBELTNDS, ZD=8H
RERRBRICH—N—EF 2T DEEREEDLLLEL, —/\—tEFa)T4[2D0 T, COHAIRXETIFERD
— TN THBHERLAELY,

LI TIEZOREE{FE->T Android 7FVIZHITHBEZEHBAL T,
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3.1.2.1. ®RobIT—VLDE=ZFIZLDER

AX—hI4tFa) T4 DEE WERDY—/I\—tFa2) T4 DEE

i s |
: K () o i

PERCHYEE ' K
& A =
3G/AG/WiFi = L) rHEEHIESE TR

\_ Y, Lo

3.1-4 RvrI—V LOBBHIE=ENTTVERET S

AX—hIA2T7 TV EA—F—DERES—N\—TEETIHMELS—RNTHD, TOHFEREEN YT —
DLEBETHEITHDE 3.1-4 ITRT KIS RYRT—V LDEBEEHSIE=FLBEFOEHRESE (KIE)
LizY BHRELEE (REA)LIYLESET B, F-ARYDO Y —N\—ITRYTELT, 7T DBERFITEAIET
%, LEAANEERR. RV T —V LDEEHIE=ZZB I —\—IKET S,

3.1.2.2. A—HY =MLV AM—ILLE=ZILOITIZLEBE

AX—hI4tFa) T DEE WERDY—I\—tF2) T4 DEE

~ P

| Web i
! H—EX :

AR—+T+Y

i N |
: Market <)L KE i
! JI7 :

\ 4

8

S5om\
a—H—

B 3.1-5 —5—BAUAF—IILLTLES =TI IIT7RTTIEHET S

AYX—bIAVIIERBERLETTVEI—TIMMOAFLAV AN LT B ETHEEILRTE AN ZTORAD
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BETHL, A —F—D5o0YTILI T 7 I)EARAM—ILLTLESZEEH S E 3.1-5 ARTLSIC. 7L
DITIET T EEEEEE ST DB EEFERALTT T DIEREEOCHMEEEEIZTIEALELSET S,

3.1.2.3. 77)DMHEUEERTIREI7MILIZLSEH

AR—hI4otFa) T4 DEE WERDY—I\—tFa2) T4 DEE

~ P

| Web i
! HY—EX :

AR—+T+Y

i A i
s s

S5omUY

SD

3.1-6 77VDHBUEBERATIREI7ISTIIERETS

A A—F Y LICIEBECEE., BB, XELGE RABI(TDI7MIHAREIZARAINTEY., 2—F—1'%
NoDIT7AI%E SD h—FRIZAHoA—KFL, AX—b T4V THRATIHEN— RN TH D, FAY—F I+ TR
ELEA—IVICHEAESNET7AILERAT HHEL—RUTHD, CNhoDIT7MIILISEEROCRERDT7TUT
T—TonhFIASNh S,

COLD7ANEREB Y 57 T DEEEICHRIEEA DD E KEIT7AILIZEY, EDT T DIEREECHEEEE
NEBEASNTLED BICERLGT —ABELR - I7 NV ORE(CE DV TIEHEBEASAYRAAOT U, HE
I7AIVEBTHAHIEEEERALTTTVEEREL. BB I7/ILOERED BHEERT 5.

3.1-6 ITRT KA. MEBIFAILIEEHR LT TIIZE>TA—ToEhbETIEAILET . L\ oA+ —Tsh
BE7T)DMBEEEERL-KEFIRDD, KEENREFHNICITIRBITALLBELT,. COLSIBKEFEEZ
FIRYINZEE (Passive Attack) &EFESN,
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3.1.2.4. EEHDIRAT—I I+ —H—IZLBER

AX—hI4tFa) T4 DEE WERDY—/I\—tFa2) T4 DEE

-

AY—hTHY F—n—
WE
EEHDIAT—ITAY
adb | g_Us A=Y=
debug
\ J

: Web i
! H—EX :

3.1-7 BEHDARAI— I+ A—Y—N7TVERET S

Android RY—krI+> Q7 FTUBRKICEWTIE, — 1 —F—ICRHLTT7TUERK. BT 2REPH#EN LR
[CIRBIN TN, RIFESN TV ASHEED R TH, 1512 ADB EMEENSFEELI-T /AT BEEL., EETHRI D %-
BELLGFIAEETHY . COMEEICKY Android RX—hT4>21—H—(F OS BT AT TIBHTAES
BITATITENTES,

3.1-7 ITRT &SIS. BEHAIRAY— I 21—H—(L ADB ED TN\ I HEEEFIALTTTUERBTL. 77
UAEZADIEREEOCHEEEEICT IV EALESET D, 7TUMNMERLEENI—F—BEDLOTHDHEICIE
BIRELLLHEND, TTYA—H—F 12— —LUNDRT ORI T —DEETHDHIEEICHBELLD, CDESITR
Y—r 742 DA—F—BENEBEEEZR>TTTINDEELEIENH D EITLIENDBETS,
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3.1.2.5. RAX—bFI740DiELIZWVBE=ZFIZLSHER

ARX—hI4tFa) T DEE WERDY—\—tFa) T4 DEE

AX—bkT+2DELIZINS
EEHLIE=F

! K Lo :
: {187 P !
] N I 1 R ]
4 RY—hT+Y Iﬁzig\ H—n—
i i i Web i
! L H—EX) |
! N J Lo :

3.1-8 RAX¥—FI4V DELIZVWSBEHIE=ENTTVERET D

AX—FITA2 (I ZDEFHED BEXO, Bluetooth F0 A IER BIFEEHAEELTIREREL TSI EM L, YEMIC
AX—hrIAVDEKIZVSBEHIFE=ZENLHEBINFLILIBTNTILSHEN, WEBE (LA —F—A ARG
DNNRAT—FREFHLIZRERLEY. K 3.1-8 IZ5RT K5I, Bluetooth BIEHEEZIF DT TVITHLT
Bluetooth T7Vt ALY AX—h T4V BRHREEATZYBIRLIZYT 5, HICXI—r I+ BIAD T EOHIRIC
DNVTIE BEEDOEINLRAT—R I+ AL — SN ESHRINERELTVAEREEN KON TLEIER
THY. 7TVERADEBTRAIINTLESZLLHLD TEENRET,
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3.1.2.6. #%ARIGER

AX—hI4tFa) T4 DEE WERDY—/I\—tFa2) T4 DEE

AR—h I+ MDELIZLNVD i
EEHLIE=E !

: K !
487
1 N N :
| [ xe—tor ) ' AT
: W ( ) W !
: Market| | < /L W < - > Web |
i A\o=z7 — [ﬁ—l:“x: i
| 3G/AG/WIFI & Lo ST pEEHIE=E :
i g_ e P !
| BEHDAT—RTA | | :
| jgf)\l') :L_.U;‘_, h H
v N adb USB o :
T i debug) ] o e
: \ J Lo :

3.1-9 RX—r 7407 ) IR LGEHEBIZELShTNVS

3.1-9 [FNFETHALIZBEBZUVLFLEDICLEZETH D, COKIITAI—RIAVTTYERYELBRICIE
BRELONHY. COHIFZTDTARATEESHLTLSEDTIEAL, B2 DFEHRINEIZELY. Android 77U%
WYBBRICOVWTREBELD. 7TIDOX a7 X273 —TAVTISEN LT B ANDBETH D, —
BHFEABRRT—b I X ) TABEIMERLIZROXELRT— IV DEBIC DWW THRILDERE
RELTWADTSEICLTULM=EE2LY,

® [RY—tT4+2&ATLYMDEBFAICEAT 22X TH18512] [BEZhR]
http://www.jssec.org/dl/guidelines_v2.pdf

http://www.jssec.org/dl/guidelines2012enew_v1.0.pdf (English)

® [RY—FIARYNT—DtEFX1)TFAEEHAR] [FE—hR]
http://www.jssec.org/dl/NetworkSecurityGuidel.pdf

0 [RYT—FrIAVDEBEFABIZETE959RERAAR] [A—4%kk]
http://www.jssec.org/dl/cloudguide2012_beta.pdf

® [MDM EA-ERRIAARIE—R]
http://www.jssec.org/dl/MDMGuideV1.pdf
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3.1.3. BEDFELARERRK

BIETE CTTHEHRLIEY Android RY—hIAVICIIFRARGEBRBDFET 5. TNOBEMNS. TTIVARITRT
DEEERET S LML RAREITHDNSERMORMIBRFLENRBTIZENH S, £DF=8. Android 77
FAREX. TTIBNBIEEDEEECERINIMEL AN EHIBELELL-BEAEICSLT, BEICHT IR
BEMNRERFTDENREIZLS,

BEBORERRERDD-D. TTIBNBIENTNDEEIIOVNT, TOEEE - REICEHT DIERIRN - HE
RAEROZE RS (FTEER) OHENBEELEERFALELLT. BEEZHEL. HEBICREREROLAL
EEDD. M ENENDEEZEDEIITRVD, EQXILGREERT NERDIFIMBELLD, COSEIT
TIUERE (F3HEE8) ELTEREZEDLIITRVVRET INEEDIEEZTDLDTHA-H. TTIRKE
(FFHEB) AENENDEREICEDLE T NEAEOHRANBTEEDIVEN DS,

SEFTIT. AHARNZBTEEEN B EREREDOLANILELUTICSRY,

& 3.1-5 BESFLRBEROLAIL
BENE | BEOLANIL REREDOL AL
(=103 BENEEICHo-15A . fiFE-ILME |+ Android OS DX T ETILE
ANDFBHHENEITRANLZEE | WD, root ERZERM L KEN LD

¥

H=Z5LD WEAS APK O dex MR ZzHES S &
B EENREICHo-HE. HFMER | LWof-, BELREBICHLTLRET
NEREMRITTELLGHLAIL %
‘UX ENMERLIYI XU T 11
REeBETD

HR oL BEENEETICHo-15E. #HBEILME |+« Android OS DtEFaT1ETILE
ADERNEXRGEEEH-2DL0D ERAL. TOHEARNTRET S
B EBEENEEICHIBE. UMM |- UX FOMEBER&YVE X2 ) T8
DFBENBIEL. FEITRELTRIT | REEBET D
FTLAL
&AL BENMBEIZH1-1BE. HfiE=(X@E [« Android OS DEF1UTAETILE | =
ANDFEBIZRENLGHEEH-250D | FAL. TOHEANTRET S
B EENEEICHIBE. UMM |- UX FEOMEBERE LX) T4 20HE
DHFITHEEZEZ/EIN MOE | L, HERZEBELTELEERL
RICKYFEDOHTADRIEEGZL A
L

BEEINMA O 7S H

—

AHARICHTEEENFEEFREREE. EABMIZIL root RN EDLNATLVELEF 174 Android SHRFHIR
EL.Android OS DtF a1 )T4ETIEEFRALI-EX ) TAHEREFREEICLTWS, BEFEMIZIX, BEERFETH
PILRIVUTDOEEIZx LT Android OS OtFX2)T4ETIILHHEEL TLVA I EZRIIRIZ. Android OS D+
A)TAETIWVEFRALERERREREL TS, —A. SRLANIILDOEEE, root HERNERSNKENSD
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BB, APK RHT - BUEIC KA E LUV o T=, Android OS DX TAETILHHEONIZIRETORENSE., R
PV ELGEETHALEELTNS, COLILGEELZTFH=OHIZIE, Android OS DEFa)TETILAERT
FLRLSH BESE #FEE. RV T7XR. U —N\—XRLGEEROFEEHEA SO E TEELIHHEE
T B, CNIEHARXEIZERICEFTEESG /DD TIEAZLL ., BRI OKRIZIEC TEY AR X R ST
OEXRAAFDREINEL TS, root HEREEAN S DINE XS APK T - BEHE DS ELGHEIIH T HRENVE
H35E (. Android DT A/ EREHIFELLEX ) T BEMRICEH T 5L B80T 5,

3.1.4. U TATER

AAARDINLBEOXEICEWCTEREELZ U o T4IHERIERBAL TV, FIET TR ESITTTUN
HOE R DFEREECEICEEDLANILOREREDOLANILEHIEFLATNIEESREN,
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|3.2. ANT—ANREMEHTTS

ANT—EDREUFERITE O ELEBRMTHRDOBEVEX 2 7a—T 17 B TH D, TATSLICANSNS
T—AD55, KEENEEMN. BENICTOT—IDBEREARETHIIDEIT AT ANT—E20REMHE
FEABETHS, LT, Activity 2705 SLIZRILT, Intent ZANT—RIZRITHIGEEZHIZLT. ADT—
ANEEMHEEDEYAIZDOVNTHERT S,

Activity %2 I(TER o7z Intent [SIXFREENMMI LT —INEEN TV SAEEENH D REHZILTOISTHE
ELTWVEWVER-EOT 4% 2V T5ZET. 7T)DBREBEEZZHL. BRELTEASHDEX L TAHEE
HLIEEIDTHD, I—F—IHBED— AERYRIIEEENTITLSEL,

Intent [X action %> data, extras HE DT —ATERIN S M, HEE L HIEH AL T —RITRTREMF F(F
NIFESHN, WEENGIEH AT LT —2Z2%53—KRTlX BT ROBEZHERLZTNIELSEL,

(@ ZTE-f=-T—42%. 70953 hABELERATH T EITEEDEFHARNIZINE>TLNDEM?
(b) BELTLWAHRK. . EQHODDET—E2EZ2(TE-TH, ZOT—42%H50—KFHABEENDEMEELL W EIREE
TEHM?

RDOFIEIETE URL D Internet LD Web R—I D HTML ZEEL. BE LD TextView IZRTTAETDE
BLEYUTIILTHD, LHOLINIZIFZTEENHS,

Internet £ Web R—=®D HTML % TextView (CFRIBDH>TF)ILI—R
TextView tv = (TextView) findViewById(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent (). getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
isr = new InputStreamReader (url.openConnection (). getInputStream()) ;
while ((read=isr.read(text)) 1= -1) {
tv. append (new String(text, 0, read));
]
} catch (MalformedURLException e) { ...

@DE A Tlurlstr AIELLY URL THS1ZE% new URL)T MalformedURLException AEAELLGLNZEIZKY
HEZEL TS, LALINIET+5THY. urlstrizlfile://~ 1B D URL BNEE SN S & Internet £ED Web RX—
TR A IZAIVRTLEDT7AILERNT TextView IZRRLTLES, TAT SIYNEEL-EMEEE
FELTULVEL=8. () DB S FH =L TULVELY,

RIFBEFITHD, QDE R Tlurlstr (EIEFRD URL TH-T. protocol [E http Ff=1& https [CRRESNS 1T &
FHDRALTWS, ZnIZkY(b)DE A TH url.openConnection().getinputStream() T Internet ##H ®
InputStream ZHGI A EMRIEEN D,
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Internet £ Web R—=0D HTML % TextView (CXRRI DH>TF)L 01— RODIEIEIR
TextView tv = (TextView) findViewByld(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try |
String urlstr = getlntent (). getStringExtra ("WEBPAGE_URL"™) ;
URL url = new URL (urlstr);
String prot = url. getProtocol () ;
it (I"http”. equals(prot) && !"https”. equals (prot)) {
throw new MalformedURLException(“invalid protocol”);
}
isr = new InputStreamReader (url. openConnection(). getInputStream());
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

ARNT—E2DREMHESE(X Input Validation EEIENIEBNE X2 T7a—T4V T EETHD, Input
Validation EVWSEEDERENSQDERDAREMFTTO)DEREENTLENDETHD, T—2ETRIS
LICASTEREETIIAL, TAT S LN EDT—2EES |EEITHBENFE T HILICREMFF T ZEL,
TE URL LB VS EICLTLM=EE =0,

® IPA T&¥a770U33EE)
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lNava #¥a7a—T4>F RXH22A—K CERT/Oracle hiJ
http://www.jpcert.or.jp/java-rules/

® JPCERT CC TlJava Android 77U —S a3V BREADIL—ILDEA |

http://www.jpcert.or.jp/java-rules/android-j.html

50 All rights reserved © Japan Smartphone Security Association. ANT—EAOREEZHERTS



http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html
http://www.jpcert.or.jp/java-rules/
http://www.jpcert.or.jp/java-rules/android-j.html

““l sumtenone  Android 7Y DEXaTEE X 2T I—T AT AAF 2018 2 A 1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

4, REITTH/OO—%TFATS

Android TE Z [ Activity 5 SQLite &, 79/00—4IZEF ) T8 ADEEWNSEDONH D, T5L=tF
ATADBEMSTZRET. a—T 120 J LTWAER DL BIETHEMHEDOKYZATLEIZ LA H D, COETIIFAHE
EFH Android T/ —%FAT S —UERELIREEZRS.

| 4.1. Activity ££%-FIET3

4.1.1. Yo7 )La—k

Activity BNEDKSITFIAZIN DML T, Activity BEZ LRV OBEYLEHHFENARLS, ZITIE.
Activity BEDKSIZFIREINEMNENSE AT, Activity # 4 DDEATIZH Lz, ROFIFEI7O—IZK>THERK
95 Activity BREDIATTHAINEHIEITED, BH. EQKIGHFEMAT 5D I&> THEYNZEFHEHFEE AR
F51=8. Activity DFIBAIOEEC DLW THLEHLETHBET 5,

()

THRESHO
ZTVIFRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEN B Activity A B Activity I\—h~F—BRE Activity B #1 R E Activity

B 4.1-1
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4.1.1.1. FELBE Activity 245 -FIBET 5
JEAF Activity [E. RI—7 7R TOHFIRENS Activity ThHY. 1o2E3REEDE L Activity TH S,

B—77UREIFTRHASNS Activity GE2ABA Activity) £FIBT 2%, Y5RAEIEE T HBTHM Intent 2
[EEB->THETTIIZ Intent Z3XELTLESIZEMNLLY, 12120, Activity ZEUHTEIZERT S Intent (XFE=
FIZEOTHRAMONDIBENIH D, FDT=. Activity [IZIEIET S Intent [TEL U TAITHIERERINT HI5BIC
X. ZDERNIBEDOHIE=BICHRAMONDEZENHENESIC, B EEERTIHEADH S,

LATFIZIEA R Activity 242 BIDH 7 )ILa—KERT,

KLU M Activity Z463):

1. taskAffinity ZfE LA

2. launchMode ##EELALY

3. exported="false"IZ&Y ., BARMIZIEARERTE TS

4. BE—=TF7FTIVHSD Intent TH>TH, 215 Intent DELMEHERET S

5. FAXRT7IVER—TTITHEMb., B T4 I ERERELTEL

Activity ZIEABIRTE T BIZ(. AndroidManifest.xml @ activity & D exported BiE% false LFEET 5,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— FEAB Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode Z#E L 4Ly —
{I— R4 > bk 3% exported="false”I=&k VY. BARMICIELARSBET S —
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

= S UFv—>DLEEIT 52 Activity —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
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</manifest>

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] kRA U bk B—FTUMNS®D Intent TH-TEH. Z{E Intent DR LUEEZHERT S
/] U TINZDEBE, 13.2 AAT—2DREUEMHRET 5] &38R,
String param = getIntent (). getStringExtra ("PARAN) ;

Toast. makeText (this, String. format("/85 A —% [%s)] = (TH>7=, ”, param), Toast.LENGTH_LONG). show() ;
]

public void onReturnResultClick (View view) {

// )k RA2 b5k FAXTT TUIER—T T THZIHNE, 2o T4 THBERERELTEN
Intent intent = new Intent();

intent. putExtra ("RESULT”, "t > T 1 THIER") ;

setResult (RESULT_OK, intent);

finish( ;
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RIZIEDE Activity ZFIR TSRO YT ILa—KERT,

KLU M Activity ZFI T 3):

6.

7.
8.
9

Activity IZ3£{E9 5 Intent [ZIE, 754 FLAG_ACTIVITY_NEW_TASK ZE&E LAY

E—7 7R Activity [($95RIEEDBTRE Intent TIEULH S

FMAET7ITIVER—T7TI)THEIM G, Lo T3 ERE putExtra0ZES55EICRYEELTEHLLY
E—77UA Activity Do DFERERTH->TH. RIET—IDREMEHERTD

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}

public void onUseActivityClick (View view) {
// kA 2k 6% Activity [ZiX{EF B Intent 121X, 754 FLAG_ACTIVITY_NEW_TASK #z&5E L ZE Ly
/] *kRA Tk B—TFFURActivity 157 S5 RIEEDBARE Intent THRUHT

Intent intent = new Intent(this, PrivateActivity.class);

[/ K RA 8k FAXETTVRR—T7 TV THEN L. oo T 4 THIERE putExtraQ ZESHEEICRYEEL

TH&W

intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data. getStringExtra ("RESULT");

[/ kBRAY Ok A=FTVAActivity Ao DHERBFBTH-o-TH, RET—F0RLMERRTD

V2L ARAUR T, 2,6 ZESFLTVBIEEEROTE Intent NE=ZFBICHRAMONSIB TN HAHZLITEET S
BENHD, FHITIL—IILT Vo8s30 D 4.1.2.2,41.23 258 T5HIL,

54
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/] BOTIVZDEEE, [3.2 AhT—2DREMEHRET 51 258,
Toast. makeText (this, String. format ("#58 %s] #=(FHL>f=, ”, result), Toast.LENGTH_LONG). show();
break;
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4.1.1.2. 2B Activity 25 -FIRRJ %

2B Activity (X, FEEZSHOT7TTIICHASN DI EEZEEL Activity THS, /L7 HEELT Intent %
SIETRBIENHDIEITEIENDETH D, ==, 28 Activity ZFI BT 5 S, £ET S Intent ALY T
FIZRESNE, HEINEIHEAWMONDENHIZLITTENDLETHS,

LUTIZ2AR Activity #4580 H > 7 )La—KRERT,

KLU M Activity Z463):

1. exported="true"IZ&kY . BARMIZAHERET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERESOHLL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— 2B Activity —>
{I— Y 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKRET 5 —
activity

android:name=".PublicActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

- Action fEEIC & BEEEEY Intent ZRIEF DK 51 Intent Filter Z2F&E —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<{category android:name="android. intent. category. DEFAULT” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA Uk 2k ZE Intent DEEMEEHERT D

// B Activity THA=OFBRTT7 TUNATILI 7 ThHAHARENENDH S,

/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,

String param = getlntent(). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —% %] Z=(+H>f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

/] *iRA Uk Ik HERERTBE., T4 THRBERESHEL
// B Activity THEE=OHFATT TIVBIILI 7 THAAREENH D,
/] RILDIZICRBENTHLHBEOLRWMERTHNISHELLTERLTE &L,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> < F 4 T TIXELMER")
setResult (RESULT_OK, intent);

finish();
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RIZAR Activity ZFRIRT2RI0Y > FILa—KETRT,

KLU M Activity ZFI T 3):
4. oI TATEREZELTIEESEL

5.

RREZITMAEE . BRT —2DREMEHTRIT S

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] KIRA bk £ T4 THBEREZRELTEES AL
Intent intent = new Intent (“org. jssec. android. activity. MY_ACTION") ;
intent. putExtra ("PARAM”, "t > > T 4 TTIXALMER") ;
startActivityForResult (intent, REQUEST_CODE) ;

} catch (ActivityNotFoundException e) {

Toast. makeText (this, "FIA% Activity ARDOMS ALY, 7, Toast. LENGTH_LONG) . show () ;

}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

/] diRA U bbk HEREZITRMDIGE, BRT—20DLEEEHERET D
/] B TINZDEBE, 13.2 AWT—E20OREUEHRT 51 #5H8,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data. getStringExtra ("RESULT”) ;

Toast. makeText (this, String. format ("$#55 %s) %= (FHL>7=, ”, result), Toast. LENGTH_LONG). show() ;

break;

58

All rights reserved © Japan Smartphone Security Association. Activity 85 -FIHT S




rommmon  http://www jssec.org/dl/android_securecoding.pdf

I““ sunwrenone  Android 7 DX 2 TEREH - X2 TIA—T AT HAR 2018 £ 2 A 1 BhR

4.1.1.3. /"—hF—BRE Activity Z/E5-FIAT S

IN—FF—BRTE Activity X, BED T TVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL, N—hF—7F) EDORB TS EROHEELTA=-OIZFIRASN 5,

Activity ZIFEUHTRIZERT S Intent (EFE=ZFICE>THRAMONEZEBNNH D, TDT=8H. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDHDIE=ZFICHRAMONDZEDHESIZ,
BULGRIEEERTIDLENHD,

LLFIZ/A—RF—RE Activity ZE2BID YT ILa—RERT,

KLU M Activity Z463):

1. taskAffinity ZfELAL

2. launchMode ##EEL%LY

3. Intent Filter &t 9 . exported="true"#BATRMIZEKRET S

4. FIATT7T)DIAENHRTARAMIBFIN TSI LERERT D

5. IN\—hF—FTUD O Intent TH-OTH. %‘E Intent DREMEHERT D
6. N—bF—TTIZBRLTKLVERICBRYEEL TR

RIAR)RNERW T T)DRERAEIZDONTIX. T4.1.3.2 FAIRAT7IVEHERT 51258 5L, T 7K
'7'ff*')ZHZ?EE?'%)*UFﬁ?ETjU@Eﬁmgl\‘y’/lflﬁo)ﬁuuﬁﬁlir5 2.1.3 le)o)nIEEEio)/\Jyl1E§EE
BIBAEZIESRIDHL,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneractivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{— /8= +F+—BRE Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode Z#E L 4Ly —
{I—— %R4A > k 3% Intent Filter #F&E 9. exported="true” ZBARMIZHRTET S —
Cactivity
android:name=". PartnerActivity”
android:exported="true” />

<{/application>
<{/manifest>

PartnerActivity.java
package org. jssec. android. activity. partneractivity;
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import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kRA D+ dk FIRATT T DOFMBAENHRTA LR MIBRSIATNWEI LEHRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

/] 18=— k+—TF F1) org. jssec.android. activity. partneruser DIEBHE/ v 1 EE 4R
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE/\v L a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

// LUTFRIERIZHD/S— b F—TF7 T1) &5, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA 2 b4k FATT TYDHEAENRTA FYR MIBHFIN TR I LZHERTS

it (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (E/— kF+—7 T TIlEA LY, ”, Toast. LENGTH_LONG) . show () ;
finish(;
return;

}

/] kBRAU Kbk IN—rF—F7TYNSD Intent THOTH. 215 Intent DRLMUEHERT S
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
Toast. makeText (this, "/S—kF+—F FUHSTFT IR HY”, Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// *iRA b bk IN—bF—F TYICEHRLTEUMERICBYIRZEL TELY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— k> —7 T JIZBR L TELULMER")
setResult (RESULT_OK, intent);

finish(;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l (“[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZxFEd DIERD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLLET S
return PkgCert. test (ctx, pkgname, correctHash)

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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RIZIS—bF—RTE Activity 2RI BT 2BIDH T ILa—KERT . ZZTIX/S—hF—RE Activity ZFFUH 4
EERAT B,

RA UM Activity ZFIAT 3):

7. FIRASK/A—bF—IRE Activity 7T DFERAEDNRTA M) RMMIBFIN TSI LEHRT D
8. Activity [Z321E9 % Intent [ZIX, 754 FLAG_ACTIVITY_NEW_TASK ZE&%E LAY

9. FALN—FF—RET7TVICBRLTEWERIE putExtraQ0ZE S5 EICRYEEFEL TELY
10. BASRAY Intent IZ&Y/R—FF—BRE Activity #FEUH 3

11. startActivityForResult()[Z&Y/S—rF—PRE Activity ZFEUH 3

12. "—=rF—RET7T)MSDFHERERTH>TH. 218 Intent DL ELMEHERT S

RIOAR)RMERWN T T)DHERAEIZDONTIE.4.1.3.2 FIBR7IVEHERT 51258 HE, £-. 7k
DAR)AMZIEETHFAETTVDEBHE/ NNV A EOHEREAEILT5.2.1.3 Z7T)DIABRED /Y 1 EXTE
RIDAEIESBIHLE,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneruser” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
android:name=". PartnerUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PartnerUserActivity.java
package org. jssec. android. activity. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;
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public class PartnerUserActivity extends Activity {

/] *RA b Th FAK/NS— bF—RE Activity 7 TUDIEHENERTA R R MIBHFINTWDE I LERET D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// I8=— +F+—FR5E Activity 7 7V org. jssec.android. activity. partneractivity MEEBAZE/ v > 1 {EE &5}
sWhitelists. add (“org. jssec. android. activity. partneractivity”, isdebug ?

// debug. keystore M ”androiddebugkey” MEEBRE /Y L 1 (&

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”

// keystore M “my company key” MIEBAZE/\v > a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”) ;

/] UTEIZD/N— b F—RE Activity 7 F1) &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

private static final int REQUEST_CODE = 1;

// RMIAED/IA— b F—RTE Activity l:F;E]ﬂ’é’fﬁ%&
private static final String TARGET_PACKAGE = “org. jssec.android. activity. partneractivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. partneractivity. PartnerActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}
public void onUseActivityClick (View view) {
/] kR4 2+ Tk FRKENA—FF—RE Activity 7T QDFIBAENERTA R X FZEBESN TS Z & 2HERT

if (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, "FIFSE Activity 7T VIEAHRT A bR FZEF SN TULVEL,”, Toast. LENGTH_LONG) .

show () ;

Ly

return;

}

try {
Intent intent = new Intent();

// kA bk 8% Activity [ZiX{EF B Intent 121X, 754 FLAG_ACTIVITY_NEW_TASK #z&5E L ALY
// *kRA b Ok FIAZNA—rF—BRE7 TUIZERLTEUVERZE putExtra) 5B SICBYRXELTE
intent. putExtra ("PARAM”, “"/R— rF—F FUIZEAR L TLLVER) ;

// *RA 2 b 10k BHRE Intent (& Y/ 8— b F—BE Activity #IFUHT
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);

// %A > b 11% startActivityForResult)IZ& Y /8— FF—FRE Activity ZFEUHET
startActivityForResult (intent, REQUEST_CODE) ;

}
catch (ActivityNotFoundException e) {
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Toast. makeText (this, "FIFA% Activity NRDOMSELY, 7, Toast. LENGTH_LONG) . show () ;

}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA 12k N—rF—RBET7 TUHLDERERTH>TH. 215 Intent DREUEHERT S
/] HOTINZDERE, 132 AT —2DREUEHRT 51 €28,
Toast. makeText (this
String. format ("#58 T%s] Z=Z(+H>7f=., ”, result), Toast.LENGTH_LONG). show() ;
break;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”).length() != 0) return false; // 0-9A-F LISNDXFEHLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY L1 {BELEERDNY L 1EFZLHEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString();
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

BH#RE Activity (&, B LA D7 TIMNSFIASNEIEEEIET B Activity THD. EROBEHETT)TUR
TLEERL. B 7T ERAOEEEETA-OICFIASIN S,

Activity ZIEUHTRIZFEAT S Intent [TE=ZFICE>THRAMONEZBNNH D, TDT=8. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDHDIE=ZFICHRAMONDZEDHESIZ,
WU EEERTIDLENHD,

LITFIZBE#RE Activity 25RO YT ILa—FERT,

KLU M Activity Z463):

1.

0 O NO VA WN

¥ B E % Signature Permission ZE&9 %

taskAffinity ZgE LAY

launchMode #EXEL%LY

¥ B E % Signature Permission ZEREE TS

Intent Filter Z €& . exported="true"#BA;RHIZRTET D

¥ B E % Signature Permission NBE#T7IVIZKYEERIN TSI LEHERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMEHERT D
FMATTIVEEHTTITH LI L. T ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

AndroidManifest.xml
<?xml| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. activity. inhouseactivity” >

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<l— B#EE Activity —>
{I— SRA > k 2% taskAffinity ZiEE LAY —>
{1— R4 > k 3% launchMode Z#FE L4 LY —
— %A > k4% HBEFZ Signature Permission 2EREET S —
{I— %7R4 > b 5% Intent Filter ZF&HET . exported="true” ZBARMIZKRET S —>
Cactivity
android:name=". InhouseActivity”
android:exported="true”
android:permission="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” >
{/activity>
<{/application>
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</manifest>

InhouseActivity.java
package org. jssec. android. activity. inhouseactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class InhouseActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec.android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFEAED/NY P alE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
it (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE /v 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIFBAE/\v S 1 {E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7G2 42E142CA” ;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kR4 2k 6% MMBEFES Signature Permission NEHT7Z TVICKYEESN TSI EZ®ERT D
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

Toast. makeText (this, “¥MEBEFEZ Signature Permission WEHT FTVIZLKYEERINTULVELY, “, Toast. LENGT
H_LONG) . show () ;

finish() ;

return;

}

/] kiRA 2k Th BHT7ZTUMNSLD Intent THoTH. 21 Intent DREMEHRT S

/] U TINZDERE, 3.2 AhT—2DRLUEHRT 51 258

String param = getlIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A—% [%s] = 1FE>1=, ”, param), Toast.LENGTH_LONG).show() ;

}

public void onReturnResultClick (View view) {

/] *KRA2 8%k FATT7 TVIXEHTTITHEM D, o oT 1 THERZRELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> T 4 THIERHR") ;
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setResult (RESULT_OK, intent);
finish();

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission D& L LBIRLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
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if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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*RAU 9KAPK % Export §5EEIC, FIATT7 T ERLHRERTAPK EELT 5,

¥ Generate Signed APK &J

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: @ company @

Keyr pa 55ﬂ0rd : | ....... |

[ | Remember passwords

| | MNext | Cancel | | Help

4.1-2

RICEHRE Activity ZFI AT 2BI0H T ILa—FERT, CCTIEEHRRE Activity ZFFURH S A iEESRBY
Do

R M Activity ZFI BT 3):

10. B E 2 Signature Permission Z¥BEEE9 %

11. ¥ B E % Signature Permission "B 7 TVICKYEERIN TSI EEHERT S

12. FMIAET7T)DOAENBHDIAETHHLEHRT D

13. FIAET7IVIEBEHTIITHEN L., £ T1T451EHRE putExtraQZESHECRYEELTEHELL
14. B~ Intent ICKY B#RRE Activity U H T

15. BR7TUHLDERERTH-oTH. ZIE Intent DR EHEHERT S

16. FIAET7T)LRICAFKEERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseuser” >

d— %A > b 10k JHBEFEZ Signature Permission 2f|AEET 5 —>
<uses—permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
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android:name="org. jssec. android. activity. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

InhouseUserActivity.java
package org. jssec. android. activity. inhouseuser;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class InhouseUserActivity extends Activity {

// FIRE®D Activity 1E#R
private static final String TARGET_PACKAGE = “org. jssec.android. activity. inhouseactivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. inhouseactivity. InhouseActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M”my company key” MIEBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash;
]

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick(View view) {
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/] kA 2k 11k MEFEE Signature Permission AEH 7 FVICEYEE SN TSI L £HEERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

Toast. makeText (this, “"¥MEBEFEZ Signature Permission MEHT TVIZLKYEZRI N TULVELY, “, Toast. LENGT
H_LONG) . show () ;

return;

}

/] *RA 2 b 12% FAET7 T OMERAENBHOARAETHD L EHDBTS
if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {

Toast. makeText (this, "FIRET7 FUIEB#T7 7Y TldALY, “, Toast. LENGTH_LONG) . show () ;
return;

}

try {
Intent intent = new Intent();

/] kA2 k13 FAXT TUIEERT T THEID. oI T 1 THIERE putExtra) £2ESESICEY
EELTHEEL
intent. putExtra ("PARAN”, "t > o F 4 THIER") ;

/] kB4~ 14% BRI Intent [Tk Y BHBE Activity ZEFEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity NRDOMS ALY, “, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA2 bk 15k BRT7 TUHLLOEREBRTH>TH. ZIE Intent DREMEZHERT S

/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,

Toast. makeText (this, String. format ("$#55 l%s] %= (FHL>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {
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public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (L BIRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZFE&EL=7 7Y DEBRED/Ny L 2{EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;
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}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RAk 16k APK % Export 3 5EE(2, FIRETTIVERICHRERTAPKZERT S,

[ ® Generate Signed APK |

Key store path: Ci¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -+ . |

Key alias: _my company key D L|

Gz BIET |

B s
e | m | Ccancel | | Help |

4.1-3
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4.1.2. W—ILTvY

Activity Z4EBFE . F1-1d Activity [Z Intent ZEET BRRIZIZLLTDIL—ILESFRIE,

1. 77VRTOAERT S Activity IEIEABRET S (WH7E)
2. taskAffinity Z#5ELALY (78)
3. launchMode ##EEL%LY (H7R)
4. Activity [TE{ET S Intent 21X FLAG_ACTIVITY_NEW_TASK #E&E LALY (Wh28)
5. 2Z{E Intent DREMEHEDRTS (WH7E)
6. ¥EEZ Signature Permission [&. B# 77N ERLI-CLEHELTHATS (WH7B)
7. BRBEHEEZETHEICEK REETIINSOBRBRBRISTIET S (WH7E)
8. FIAZk Activity N EE TESIHE XBATRA Intent T Activity ZFI AT 5 (WH78)
9. FIMA Activity hoDRY Intent DREMEMHERT D (Wh7A)
10. st DBHET T EEHET HIHSEFIFAL Activity ZFHERT S (WH78)
1. BEEZ-RMICIRHBTIEEICIE. TOEEDRKOREKELHIETD (WH78)
12. oo TA4TLERITTEDRY ESKLY (HE2R)
4.1.2.1. 7TIVRNTOMMERT S Activity [XIELBAEET S (WH7E)

B—77UANSDOHFIAINS Activity [(ZHED 7T H S Intent 22 (TERBD BB, 22D K57 Activity
TIIEAEEE Activity ZIRET 5 Intent ZEELLENIEMNZ LY, CD K54 Activity (FBARMIZIEABREREL.
JE2AER Activity &9 5,

AndroidManifest.xml
<1— FEABA Activity —>
<I— %A > b 3k exported="false”[Z& Y. BARMICIEABIRET S —
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

B—77URMISDHFIAEND Activity TIE Intent Filter 2% B I 2 E54 %5 XL TIXAS%LY, Intent Filter
DMEE. A—T7T)RDIELR Activity ZIEU T DEYTE, Intent Filter B THEUYH LI-ELZITERE 1
77D Activity ZIFUHLTLESATREM D H S, 5EMIE. 7R/NRAR4.1.3.1 exported FHFEE intent-filter
BRTEDHAEDHE (Activity DIFR) IZBET L,

AndroidManifest.xmIGEH#£22)
{I— FEAR Activity —>
{I— Y 7R4 > bk 3% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
Cactivity
android:name=".PictureActivity”
android: labe|="@string/picture_name”
android:exported="false” >
<intent-filter>
<action android:name="org. jssec. android. activity. OPEN />
<{/intent-filter>
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{Jactivity>

4.1.2.2. taskAffinity ZsE LG (WH7H)

Android Tl&. Activity [EARVIZE>TEEIN D, FRVD AT, JL—b Activity DEF DT I4=T1IZ&> TR
EIND, —ATIL—LUSD Activity IZEALTIE, FTE T 23R UMD T I4=TA1Z(F TIXRESNT . Activity D
EEIE—FIZHIRTFET S, 55M(XT4.1.3.4 JL—b Activity [CDWTIZSEBIRIE,

T 74 ILRRETIER Activity [Z/1\wT—DRBETI4=T4ELTHED, TORE . FARVIETTITEIZEY EH TS
NBE3DT . R—T77TIVHRDETH Activity (IR —FRVICHIERT 5., 2RAVDENY L THEEET HICIE,
AndroidManifest.xml ~DBATRIIET T4 =T FBR 10, Activity ITEET D Intent ND TSV REEFTNIE LKLY,
=L ARODENY L TEERLIIGAIK. BHDE2RVIZET S Activity ITEELT: Intent #RI7 T IZkoTER
HHEDAREELH D,

UL TATHBEREESDEE Intent BLUZIE Intent ORBEZRAWMONBNESIICT BIZIE.,
AndroidManifest.xml R® application EZRFH LV activity E3 T android:taskAffinity Zi8E €3 . T 74

WV T—DRERI-)DFERITTRNETH D,

LUTFIZIEARE Activity OIERUEIEFIABIIZE T4 AndroidManifest.xml 7R,

AndroidManifest.xml
— %A > b 1% taskAffinity ZEFELAL —>
<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

= JRA > k 1% taskAffinity ZEELALY —>
activity
android:name=". PrivateUserActivity”
android: labe|="@string/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)

<1— FEAEA Activity —>
= JRA > k 1% taskAffinity ZiEELALY —>
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>
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BROETI4=T1DEMITAEERIX. TGoogle Android FRYS325 AFA] 2, %%L)E. Google Developers API
Guide “Tasks and Back Stack”3Mfi#sidH LU 4.1.3.3 Activity [Z3EIESN S Intent DAY L. 14.1.3.4 JL—
b Activity [CDWTIESBT 52L&,

4.1.2.3. launchMode ZiEE L% (h78)

Activity DFEEIE—R &L, Activity ZFEUHTBRIZ, Activity DAV AEVZADEFRBRERL. FRVOFRERE
HEHTB=ODNDHRETHS, T 74+ ILIERE (X standard" TH S, "standard”s%E Tl&. Intent #{E>T Activity
FREVHTEEITIEBITFHRAORIVRAEFER L, AR VXV H LA Activity DBAET H2RATIZHELY, FFRIZHR
INEBIND LN ZRIDFRICER SN DL, FUHLICHEST: Intent AR D 7 T S EEA Y AT BEIC
55, FNDE=H. Lo T4 EERE Intent ITETIHAIZIE. Activity DIEEIE—RIZIX standard" 2B\ RE
THb.

Activity D#EE—F [ AndroidManifest.xml NIZT android:launchMode TEATRMIIZER ERIRETH S M. L
SENEAICELY. £ Activity IZX LT android:launchMode ##EH 9 . [EX T I74/ILDEE "standard” &9 %
RETH,

AndroidManifest.xml
{I— R4 > b 2% Activity IZ1& launchMode Z5EE T, [EZT 74/ FDEZF” standard” &5 >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>
{— %7RA > b 2% Activity [Z1& launchMode Z#$EEE T, IEXZT 74 D FEFE” standard” &35 —>
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>

14.1.3.3 Activity [TEEEN D Intent DERAEY 1. 4.1.3.4 JL—hk Activity IZTDWTIZSRTHIL,

4.1.2.4. Activity IZ%{E9 5 Intent 1Z1d FLAG_ACTIVITY_NEW_TASK ZE&E LAY (78)

Activity DFZENE—NR(F startActivity() & AL & startActivityForResultODEITHIZEERT T HEMNARETHY .
BRIDFRICERSNZBELH D, TDI=H. Activity DREE—FEETHICERELEVKSICTIHELD

25T, B, BREF. B A, LA, LM, £%. MixEIGoogle Android F7ASSIVH AR (FREF—-ATAT7T—
PAX.2009%F 7 A)
3 http://developer.android.com/guide/components/tasks—and-back-stack.html
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%

o

Activity DFEEIE—FEZEE T BIZIL. setFlags()+° addFlags)ZRAL T Intent IZ755 %R EL. FD Intent &
startActivity() & 7= [& startActivityForResult) D 5| $ &9 5, FRVEFHRICERTH-O DT T &
FLAG_ACTIVITY_NEW_TASK T#%%., FLAG_ACTIVITY_NEW_TASK A RESN S & U H SN T= Activity DA
RIMNYITSOURHINETAT ISV LEICHEELBVWESIC. FIRITIRINERSIN D,
FLAG_ACTIVITY_MULTIPLE_TASK [X FLAG_ACTIVITY_NEW_TASK LEIBFIZERET D EHTES, CDIFEIC
T AR HREREING, ELODBRELIRVEERTHAREENH SO, Lo TATLIERERD
Intent [ZIERELLBENELSIZT RETH D,

Intent XS4

Intent intent = new Intent();
// kA 2k 6% Activity IZEIET B Intent I1Z1&. 754 FLAG_ACTIVITY_NEW_TASK %% L ALy

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t > o F 1 THIER")

startActivityForResult (intent, REQUEST_CODE) ;

758, Activity 232§ 9 % Intent IZ FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 #BARMIIZERE T HT
ETRRIDERSNIZELTHEDABNTEAMONENRIICTELEZZDNELALL, LHLEAL, CD
FHEERWLWTHLEESNT: Intent DRBZHAISENFIRETH D, LT=A > T, FLAG_ACTIVITY_NEW_TASK
DEAFEITEIRETHD,

F4.1.3.1 exported F%7E & intent-filter % E DA EHE (Activity DIHEE)1HKUT4.1.3.3 Activity ITEESH
5 Intent MRAEY 1. 14.1.3.4 JL—Fk Activity IZ2DWTIHB BT BIE,

4.1.2.5. ZE Intent DRLMEHERTD (WH28)

Activity DEALTZE-TEFIRIIEELDH, Z1E Intent DT —EZENET BIRIZIL, £ Z1E Intent DELE
HEHERLZITNIEESIE,

2B Activity [EFRBEEZHOTTUH G Intent 32 (TERS1=8. IILO T DHE Intent ZZ (TESAIHEMEL H
%, IEAR Activity [ZhD T T MG Intent ZEER(TEDZEIEEL, LALRI—T7TUYRD AR Activity Hith
D7 T2 (TER 1= Intent DT —HEIENB Activity IZERE T 22 ENH D=0, Z{E Intent TESHIZL S
THAHEBEZTIFGELREN,, /A—rF—RTE Activity LB RE Activity (FZDHEDI R THS=0H., PIEYZ
1€ Intent DR LM EHERT ILENHD,

32 ANT—EDREMZEHRTH125RBITHL,

All rights reserved © Japan Smartphone Security Association. Activity 5 - FIHT 5 79



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 £ 2 A 1 AR

4.1.2.6. JHEEZ Signature Permission (. Bt 77N ERLI-CEEHEZELTRIATS (w78)

B#7IVETISFIATESEHRE Activity #/E5154 . JRE EZ Signature Permission [C&YRELLIT
NIE7%E5%0y, AndroidManifest.xml T® Permission . Permission R EE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 B EZD Signature Permission TE#771)&
BISAEIZSRI S,

4.1.2.7. HRBEBEZRTBEICETBEETITINOOBRFBERFBRITEIRT S (WH78)
Activity DBATI2&> T, setResult(Z AV THRHRIFRZRE T IHEDOREETTIDERELNELRD,
Activity BNERIBHRERETHEE . BRREETITINILIIT7 THAHAREELHY . BRIFGHRIABEERH-
THEHLNDERENH D, IEAR Activity LEHRE Activity DIHEF. #ERREXIIBRT T THA O
RIFHMOHZNZEHFYIDERT DDLEFLL, /A= F—RE Activity DB EFZEDHREIZMHET S,

CD &I Activity Mo FERIEREZRTIESICE REETTVHSDORERBFEROFRICERELLZFNEGSEL,

TR IBIR TR T DIHFE DS

public void onReturnResultClick (View view) {

/] *RA bk b6k IS— b F—F TYIZEARLTEUVMERIZEY RZELTEWL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k7> —7 T JIZBR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

4.1.2.8. FIRS Activity B EE TEHIHE LR Intent T Activity ZF¥H7 5 (»78)

FEERAY Intent IZ&Y Activity 2RI T & &EMIIZE D Activity [Z Intent HEIESN B H(F Android OS (£
[ZH-2TLES. HELTILDITIC Intent NEESNTLESLBERFRNELD, — A AR Intent [2XKY
Activity ZF|AT 5L, FEELT= Activity IS A Intent ZZ{ETHZEFLELERMEZ 2 TH S,

MBEEEET7T) (D Activity) 21— —(BIRSE DL E . FIFAL Activity 2ERTRISREL-WGEZRIT
(. FIASK Activity (EHENLDEFETED, CD L% Activity ZFAT HIHEICIEBATRE Intent ZFI AT ARE
THdo

B—777 URA®D Activity ZBE7RE] Intent THIFET S
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent) ;

a7 7 DINEE Activity ZBEREY Intent THIFET 3
Intent intent = new Intent();
intent. setClassName (
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“org. jssec. android. activity. publicactivity”,
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent) ;

LD 77 DA F Activity ZBEREY Intent TRIALBEH. BT & Activity 257 TIUNTILDIIT T
HOAREEDH D, SBEE /NN T—VATRELZELTE BFETTINEREAYT TVERL NNV r— %4
DEMT T THAAREED H DD DT, CDLIEI)RIVEHRLIVMEE L. /A—FF—BRE Activity B4R
iE Activity DFERZRETTILELH D,

[4.1.3.1 exported %3 & intent-filter ERE DA EHE(Activity DIFE) LSBT HI L,

4.1.2.9. FRAL Activity MoDEREY Intent DREMEHERT D (78)

Activity DEATZ&->TETFIRVIFELSEN. RUIEELTRIELT = Intent DT —2Z MBI B(ZIX. TTZIE
Intent DR EHEHEZELGITIELSEN,

RIS Activity BB Activity DIFE . THEEDT7TVHLRY Intent 22 TERS1=6. TIL 7 DKE Intent
2T AR B S FIFASK Activity A3EAR Activity DIFE . B—7TUANLERY Intent ZZ (TSN T
DRDIEHNESIZEZINEEZA, thD 7T A 5Z (T S1= Intent DT —2EMIBMNICEYBEEL TERET S EMN
BB, Z1E Intent TBEFHICRETHDHEEZTITESAZLY, FIASE Activity H/3—kF+—RE Activity B
#1BRE Activity DIHEE . TOFREDIRITHST=H. RLIEYR(E Intent DREUEHRTILENH D,

32 ANT—EDREMEHDRTH125RITHL,

4.1.2.10. it DR/ETT) LEET HIHE ST AL Activity 2FERT 5 (H7E)

it DIFET T EEET DB EICITHRTAMN)AMIKBHER A ENRH D, BT TVRICHIRLET T DERAE/N
VaEFORBFLTHE FIAEDRAE NV 1R FELTWSIIAE /v AN — BT E0ERER T H LT,
BYFTELTTUIZ Intent ZRITTIELEHSIENTES, BEARMGRESEZIOVLTIEY T I)ILa—FEoi3
UI4.1.1.3 N—rF—RE Activity Z4%5-FIHT 21288 HIE, -, KiiTRGEFFMICRALTIEN4.1.3.2
FMART7IVEHERT D128 THIL,

4.1.2.1. BEZZRMICRETIEEICIE. TOEEDRERDREKELHRETD (Wh7H)

Permission [Z&YRESNTOSIEHREESJUHEEEEZMOT7TTICZRMICIRE T HIHEICIE. RIE#ET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKELZHFLZFNITESAEL, Android @
Permission ¥ a1)T4ETILTIE RESNI-EEICHTETTINSDEET I ERIIDVTOHEREEE
15, COEBRLEDHHEICKY, 7TVICRFSIN-EEN SISO T T, REDT=HIZWHETLL Permission &
BRI HIELGURMMENBAREMENH D, CD &I Permission #EZEE(Redelegation)L TWVAZEEEEMIC
Z{H7%D T, Permission DERZERMBEEMTIENS,5.2.3.4 Permission DEBEEEMBEIZSEIT 5L,
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4.1.2.12. B2 TATRERIFTESRYESAL (HE22)

THEZHROTT)EETAERICEE O TAIRBREE > TEILLBWN . BEDTITEEET IHRICH
WTH, BERILEWLWTZTYIZ Intent ZHITLTLESBEOEZEFICELS Intent DEFELETIHBRAFBELTLE
SYRIM®HB,T4.1.3.5 Activity FIEEEORSTHAIZDOWTIEZSET L,

U T4TERE Activity [SEFT HIHE . TOEROREYRVERETLGETFNIEES, 248 Activity (2
EMLEERIIVTREBTDEZEZLTNIELRSLEL, F=/S—rF—RE Activity L BE#BEE Activity 23 4L
=ERBZND Activity DEZEITKFELTERRRIRIDOKR/NMDH S, IEAF Activity ITEF T BIEFRICEST
4. Intent @ data [CEHT-1FHRIE LogCat A TIRETHIRINH S, Intent M extras [& LogCat [CH HEh
BODT, oo T4 extras TiEFFTHELLY,

LTI HERIEITESLITEMLLBENESIZIRI RETH D, EfFTHHEED. FIASKL Activity (XEEETE
3 Activity IZBRZEL. Intent D1ERAS LogCat NiFEBLAEWESIZEELLZITRIEASA,

Fiz. )L—b Activity [ZIEE T4 RIEREE S TITESHLY, JL—b Activity &lX, ZRIDNE RSN IZR
AV SN Activity D2ETH S, BIZ X, SoFrv—hbEEISN = Activity (EFEIZ)L—b Activity TH S,

JL—b Activity ICEAL TOEEMIL. 4.1.3.3 Activity [T32{E3N 5 Intent DFHAEY 1. 4.1.3.4 JL—b Activit
yIZDOWTIRSRTSHIE,

82 All rights reserved © Japan Smartphone Security Association. Activity 85 -FIHT S



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 46 2 A 1 AR

4.1.3. 7RIV RE

4.1.3.1. exported ®RFEL intent-filter FREDHEHA S HE (Activity DIZE)

CDHARXETIE, Activity OFEHMSIELER Activity, 2B Activity, /S—FF—[BE Activity, B#tEE
Activity @ 4 247D Activity [ZDWTREFZFRAR TS, HELTIZFFESN TLVS AndroidManifest.xml
M exported EBHEE intent-filter ERDMEAHAEHEERDRIZELEDT-. EASIELTLNS Activity DEALT &
exported BHH KU intent-filter BEROFIEMNIELWN EEHERT DL,

& 4.1-1
exported BEDIE
true false |IsTE
intent-filter E&EHAHD | 2B (ERZL) (HEAZIL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fE %)
B+LRE

Activity @ exported BHENEIETE THHBEIZF D Activity BN A BESh A IEARELEZME. intent-filter ®
EEDHEIZLYREDI, KHARTIE Activity D exported BlEZ T EIEEIICTHIELXZRIELTILNS, B D
KIEAPI DT IHILEDEHFEIREE T HLILEITEIRETHY., exported BED &S5 F 1 TALEE
BEEEZRRMICEDILTEFELAHIDTHNIEZNEFATRETHHLEEAOND-HOTH S,

exported BHEDIETlintent-filter E&EA$H S 1&Texported="false” 1ZFHZIEIZLTL\SD (. Android @
RAHEVICIRITANDHY. Intent Filter DHE L ERETtT7T)D Activity = FUHLTLESBZENFET S
F2HTHDUTD 2 DORIE. ZDHRBEDIHDEDNTHD. A 4.1-4 (Z.@A—T7TVAMLSLHMIEAMR
Activity(7 7)) A) ZBE 2R E) Intent THEUEEBLEVERELBEDHITHS, Intent-filter(R e action="X"\"EZE &
LTWWBDH, 77 ALMWENLDTEREY DEIE LTS,

4 intent-filter AEZRSINTULINIX B Activity, EESNTULVEITIXIELAE Activity &4,
https://developer.android.com/guide/topics/manifest/activity-element.html#exported SN &,
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( N\
F7FUA
IS E M IntentZ{E>T
ActivityZ I E U H 9
F77JC
JE2N B Activity A-1 H‘é‘?ﬁﬂ‘]lntenté_‘ﬁ?'c
exported="false” ActivityZ# U §

action="“X" @

Activity A-1[XIELABHActivity D T, 7
TUANSLMEUH T ZEIETERL

AndroidifiR
.

4.1-4

4.1-5 .77 A IzimzT771) B THLREL intent-filter(K & action="X")2E&HLTL\SHZETHS,
4.1-5 Tl&. 77 A DIEEM Intent ZX{ELTRI—7FTUNDIELR Activity ZFUEZSET 508, 7T
—2avMERIFAT7ATNRTIN, A—H—D:EIRICKH>TAE ActivityB-1)D UV HIN TLESHIZTRL
TWS, CNICKY T TIITHLTEU S TAIHIEREERELY . EREHRYVIELZZITIRAATREMENELCTL
F.

( )
TTUA —
2 B IntentZ{E>T T —
ActivityZFEUN 2avMFER

l Intent(“X”) : > A-1

JE/2SBAActivity A-1
exported="false”
action="X"

i

A BAActivity B-1
exported=“true”

Rl CactionZ & L f-Activity B-1h'8p 5
L. OSICKYZBRFAT7OT R RSAL.
dA—H—0EIRIZE> T BActivity
B-1HMFFIENTLES

action=“X"

Androidiii R
\_

B 4.1-5

ZD &SI, Intent Filter AL =IE2ABH Activity DEEERH Intent FUHELIEX. EREHT T EDHERD PYE
YZHFLTLESDTITIRETIZHW . BE. COEENITTIA. TTUBDAVA—ILIEFIZIFKFLEWN L%
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HFEL TS,

4.1.3.2. FARTITVEHERTD

CCTIE/A—rF—BRTE Activity DEEIZET SEAMTIFHREERT Do /\—FF—RE Activity [EFRTAR) XM
BERINEEEOTTINDTIRREHTL, TNUNDTTUDSIETIEREERT 5 Activity TH D, B4t
LUSNDTTIVET I AHRI R EL D16, Signature Permission [Z&ABHHEIFEHIEFIHTELRL,

BEERMEEZFX, /A—rF—RE Activity DFIBT7T)DBTEHEREL. mRTA M AMNZIZFINE=-7T)TH
NIEH—ERFRIET S BRI TOEWT T THNIEH—ERFRHLEVELNSEDTH S, FIRTT7TUD
BRI FRATTTINEDOMHEFIMBL. TOHRAED /Y EEZRTAMNIRARD /Y 2 EELETS
ZETITS,

CCThELEHMARTIIDGERAE IZMBEETEL AT ITID Ny r—D& | EQ LB THA TIHAL
M2 ERMERNEALNENERS LWLV r—C R EERICIEETE DD T TI~ADRHEYFTELA
HETHD, RYTELABELG/NTA—RI G THERRAICIIER G, — A TT)OHF DIHAETHNIT G THER
[ZEESENTES FEAEICHIE T 2ERADRRERIEANOTITVREELMFOTLEL D, EZFN
RICEEAEZ 5. B DERRIALHUT DT TVEER T H LB TERVALTE, RTAMIRMNEITIERE
HALI-WTTDIRAET —2E AT ERBFLTEEVDA Yo TILaA—RTEIRTA N ALD T =2 A XIS
KT B=OITREAET—HD SHA-256 /\wP a{BZREFTHILITLTLNVS,

CDFEIZITRD ZDDFFEENH S,
® FAFTTIIZHUT startActivity() TIEAK startActivityForResult()ZE A LA T IE DA
® FIAFTTIVIZHELT Activity IAMNSIEVHE T ZEIETERL

2 DOHOHKMBEEIVLDIE 1 DEDHMBEDHRELTEREINDIFINTHLD T, BEIZIE 1 DORLCHKES
25, COFIIFNELTT T D/ \vr—2 2% B9 % Activity.getCallingPackage ) D #HI#IIZ XY ELTLY
3%, Activity.getCallingPackage()[& startActivityForResult) THUHEIN=IGEEICOHFFRTT TID I\
—DRERT A, FHEHHMNS startActivity) TR HESIN IS EIZIE null #R T EHELE-TNVSD, ZDF=HIZT
BNITDHEREDTRATT TN, EZRYENRETHo1zELTH. startActivityForResultOZFEH 7T
(FESENEWNSHIFINH D, 51T startActivityForResult() & Activity 25X TULMEZULNV=8 . FIATIX
Activity IZBRESNHELVSFHIFIEH D,

PartnerActivity.java
package org. jssec. android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
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import android.widget. Toast;
public class PartnerActivity extends Activity {

/] kRA U+ dk FIRATT T DOFHBAENHRTA LR MIBRSIA TSI LEHRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN— b+ —TF F) org. jssec.android. activity. partneruser MIERAE/ v L 1 {EZEER
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore M ”androiddebugkey” MEEBRE /Ny > 1 (&
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77G8255” :
// keystore M“partner key” MEEBAE/\v L 1 {E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

// LLTRIARIZHD/S— b F—T7 T &5 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *iRA 2k dk FATT T)DHERENERTA FUR MIBRISN TSI LEHRT S

if (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (Z/—k+—7 F1) TlE#A LY, ”, Toast. LENGTH_LONG) . show () ;
finish() ;
return;

}

/] *kBRA U Rbk IN—rF—FTYNSD Intent THHOTH. 215 Intent DRLMUEHERT S
/] U TIVNZDERE, 3.2 AT —SDREUEHRT 5] 228,
Toast. makeText (this, "/S—kF+—F FUHST IR HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

/] *kRA bk b6k IS— b F—F TYIZEARLTEVMERIZEY RZELTEWL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— k> —7 T JIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;
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public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\DXELH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIGT HERED/NY L 1EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) |{

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
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}

private static byte[] computeSha256 (byte[] data) {
try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

88
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4.1.3.3. Activity [ZFE{ESN S Intent DFEAHY(Android 5.0 KYRTD/N—I32(12DULVT)

Android 5.0(API Level 21)LIB§TlE. getRecentTasksOMHEF TEA1EHRM . BHOBEBEDE2RAVERB LUK
—LT7T)D LS EERTITEVEDICRESNT=, LAL, Android 5.0 KYRTID/NN—23> TIE. BRESD
BRI LN DIEHREFAIRDZENTES, LLTFIZAndroid 5.0 KYFTD/N—a0 TRE T IABBEDONEE MR
5,

AR D IL—b Activity ITEESNTz Intent (£, FRVEREITEMENS, IL—b Activity EIFFRIDEEREHED
Activity DZETH S, FRAVBEIZBIENT= Intent (X, ActivityManager Y5 REFESZETEDTT)MBHH
HICHEAHETENTTRETH S,

FI)NSARIBR#SBTAEHDOH U TILO—FREZLUTIZRT ARV EEESBTA3-HIZ1F.
AndroidManifest.xml! |Z GET_TASKS Permission ®FIFRAZiEET 5,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent.maliciousactivity” >

<{l-—— GET_TASKS Permission #{g§€95% —>
<{uses-permission android:name="android. permission. GET_TASKS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=".MaliciousActivity”
android: label="@string/title_activity_main”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

MaliciousActivity.java
package org. jssec. android. intent.maliciousactivity;

import java.util.List;
import java.util.Set;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util.Log;

All rights reserved © Japan Smartphone Security Association. Activity 5 - FIHT 5 89



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 £ 2 A 1 AR

public class MaliciousActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. malicious_activity);

// ActivityManager B89 %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE) ;
/] BRYDEEZER 100 HIREFT S
List<ActivityManager. RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Ib— b Activity [Z3EIE St Intent ZEREL. Log ITRET D
Intent intent = r.baselntent;
Log. v("baselntent”, intent.toString());
Log.v(” action:”, intent.getAction());
Log.v(” data:”, intent. getDataString()):
if (r.origActivity '= null) {
Log.v(” pkg:”, r.origActivity. getPackageName () + r.origActivity. getClassName());
}
Bundle extras = intent. getExtras();
if (extras !=null) {
Set<String> keys = extras. keySet () ;
for (String key : keys) {
Log. v(” extras:”, key + "=" + extras. get (key).toString());
}

ActivityManager 75 X®M getRecentTasks(IZ&Y  FEELI-HHDARIVBELIET HIENTES, BFRY
D& ActivityManager.RecentTaskinfo V5 RAD A2 R AV R 2SN B DY, D A /\—ZE ) baselntent
[ZI&. BRI DIL—b Activity [TEESN Tz Intent DEIISNTLND, JL— Activity EIEFARIWNE RSN T-FFIC
FEU STz Activity THAHD T, Activity ZFFURHTEICIE. LTOEHEEELEHBmI-ILBVKIITTEFELLIT
NIFE54,

® Activity AFURHENTFRIC, ZRIDFRICERSINS
® MUHENT=Activity BX/\v DT TIURHBNETAT T TR EICBRICHERET 58RI DIL— Activity T
Hd

4.1.3.4. JL—F Activity [2DL\T

JL—b Activity E[EARIDIER ELED Activity DEETH D, FRIDERSNBFISEBI STz Activity DZET
BB EED>THEEWBIZIE, TIAHILRERED Activity NS Fr—hbiEEEISh=15E . ZD Activity [X/L—bk
Activity &£%5%, Android DAERIZE B E. JL—b Activity ITEESN D Intent DABRIZEBED T TJIZE>THA
WMoNLBNNH D, TIT, IL—b Activity NS TAIREREEELLEVEIITHREBLILENH D, K
HARTIE, FUHEINT= Activity DNIL—bEREDZERAST=OIZUTD 3 fZEIL—ILIZHBIFT =,
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® taskAffinity Zi5ELALY
® launchMode Z#FEL7%LY
® Activity [Z3£{E9 % Intent [Z1X FLAG_ACTIVITY_NEW_TASK ZE&EL7ALY

LT, Activity DIL—RERDDIFE D KSEIZEMEFILIT/L—F Activity IZTDVWTERT S, BFUHINT
Activity DNIL—hERRD IO D EEICEEET 5D (X, LLTIZEIFHIEE THD,

® [TUHEIIS Activity DIEEIE—F
® [EUHENhB Activity DARYEFDFTENIREE

T [MEUHEINS Activity DFEEIE—FIICDULNTEREAT %, Activity DFEEIE—RIX. AndroidManifest.xml
[Zandroid:launchMode Z i § 5 ETERTE TE D, ik LIELMEE X standard” A EEN 5, Ff-, EEIT—
FI& Intent IZERET DIV IT&E>TEEEARETH S, FLAG_ACTIVITY_NEW_TASK 734 L. Activity
#"singleTask” E—RF i8IS E 5,

IEERRETESE—FIRDEESYTH D, FF. JL—k Activity EOBBEICERZE B TTEHRAT %,

standard
CDE—FTHUHINTZ Activity [FIL—FEGE 2 LG FUBLAIORRVICFET %, £f=. FUHLD
EIZ Activity DA REVANER SN S,

singleTop
“standard”EEIRTHAD . T+ 7T TV RFRYDERBIEIZR RSN TLND Activity ZREENT HIHFEICIE.
AV RRIDAMNEFEINGENENI AN EGD,

singleTask
Activity [F7 74=TADIEIZHSTRBT HFRINRED, Activity DT I4=T1E—BT BRI\
TSR HBNETATISOURIZHEELLZWMEEIZIX, ZRIM Activity DAV RIVRAEESBIZHRICE
HEhd, FETIEEICIEELLLEMSNGL, BIE TIL, ESh 1= Activity DAV RZVRIFIL— R
%o

singlelnstance
“singleTask” LRI THIH . RO R TELD, FRICERSINZZZIIZIE, )L—I Activity DA D FIETE
BRTHD, LIzD> T, COE—FTREISN Tz Activity DAV REVRIEEITIL—FTHB, CSTEEL D
EROE, MUHEIND Activity BEFDT7 I =T1LRICARID AR MERIZHFEELTWSIEE THoTH, T
UVHEh B Activity EARVICEFEND Activity DITRENERLEDZEETHD. TDHEEIE. FHRICARIH
EREND,

LLE&KY. "singleTask”&7=[d"singlelnstance” TEEN ST Activity [(IL—HMIEEHRIREMELH A EN T M D,
T DREREERTH=HICIE. ChoDE—FTREIFLEVDESIZLETFNIEESELY,

Rz, THEUHEINS Activity DEARZEFDEEIREE IIZDWNTERAT %, =X, Activity AV"standard”E—K T
FUHIN=ELTEH, FD Activity BFRB T B2 RV DIREEIZ K> TIL—b Activity E4E21BE80H 5,
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FlELT, U ENS Activity DRRIDBRIZ/NVI TSV URTEBLTWSIEEEZE A5, BEELLDIE. £
DRARID Activity 412 X2 XMV ’singleinstance”’ TREEIL TLVSIHEE TH D, "standard’ THUH STz
Activity DT 74 =T4MERYERILEo1=01Z, BEE®D "singlelnstance”® Activity D#IRRIZKY ., FFEFRIM
EREND, =L, ENEND Activity DIFREDECHEIF FRVEERSNT AV RV X FBEFDLD
BRRAIND, WVTHIZLA, BUHSIT= Activity (XJL— Activity 1275,

LEDESIZ, JL—k Activity DNIEUHINDEEGIEETROREIIKETILEEHTHL, TTURRDRIC
[X. "standard”E—F T Activity ZE U H T KSICTRTRETH S,

JEA B Activity ISEIESN S Intent KM 7 T b A SN AHEL T, FE2AEA Activity DFEUH LA Activity
#"singlelnstance”’ E—K TR T A2BEADH LU TILIA—FZLUTIZERT . COHY T ILa—FTIX, FEAFH
Activity hV"standard”E—F TREEISn5H . FEUH LI Activity @ 7singleinstance” E—F D EEIZ XY . JEARE
Activity [ZFTFHERA I D IL—bk Activity E5E>TLED, SO, FEA R Activity ITEESh DL T HIERIE
RRYVBREICEEEERIND-D . FEDOTTIMoEEAMYTTEETH D, 15 BFUH LA Activity, JE2F Activity &
LIZEA—DTI1=T 1%,

AndroidManifest.xmI(GEHE22)

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. singleinstanceactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— Jb— bk Activity OEEEIE— F%” singlelnstance” &35 —>
N FILAZTAERERT. 7TVORvT—2RET D —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android: launchMode="singlelnstance”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>

I #EE— F#%” standard” &£95% —>

A= TFILZTFAERELT. 7TUDNRNr—S8ET D —

Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>
</manifest>

JELABA Activity (X, 2IELT= Intent (SR L TR ERT DA THS,
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PrivateActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// 21E Intent DREHUEHERT S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —4% [%s] #Z(+Hl>71=, ”, param), Toast.LENGTH_LONG). show( ;
}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "t > LT 4 THIEHR") ;
setResult (RESULT_OK, intent);
finish(;

JEAFA Activity OFFUHE LEITIE. Intent 2755 % E 912, "standard"E—R TIEAR Activity Z#2E1L T
LD,

PrivateUserActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

}

public void onUseActivityClick (View view) {

// 2B Activity & “standard” E— K CTHEEIT 5
Intent intent = new Intent();
intent. setClass (this, PrivateActivity.class);
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intent. putExtra ("PARAN”, "t F 4 THIFR") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT") ;

/] BIET—ADRENEZHERET D

/] BUTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,

Toast. makeText (this, String. format ("5 %s] Z=(TH->7=. ”, result), Toast.LENGTH_LONG). show() ;
break;

4.1.3.5. Activity FIEFBEOOS HAIZDONT

Activity ZFI B9 SFE(Z ActivityManager AY Intent D AE#% LogCat ICH 195, LTORNEIL LogCat IZH
HENB1=0. oo TATHRERNEENLBVESITEE T RE,

e FIAL/N\vTr—T4
® FRAKZIZTR4A
® |ntent#setData() Ci%EL7= URI

BIZIE, A—ILEET HIHEE . URI[TA—)LTRLREIEEL T Intent #H4T79 5EA—ILTRL XA LogCat IZH A
SN TLES, Intent#putExtra) TERELT={EIL LogCat IZH AN AUV =8, Extras IZRELTESLSIZLE=A

AR,

RDESZA—ILEET HE LogCat [ZA—)LPRLARRTSNTLES

MainActivity.java
// URI (& LogCat [CHHAET N B
Uri uri = Uri.parse("mailto:test@gmail.com”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
startActivity (intent) ;

RD K512 Extras ZFEATSHE LogCat [TA— LT RL AR TESNELES

MainActivity.java
// Extra [ZE&%E LT-NA (& Loglat I(CH A Sz
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
intent. putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com”});
startActivity (intent) ;
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f=1=L. ActivityManager#getRecentTasks() [Z&>T Intent® Extras D7 TUHSEEFDHSIGEHLHS
DT EETAHIE, #LLIET4.1.2.2 taskAffinity ZEELAELY (»7%8)1.74.1.2.3 launchMode #&E
L7 (whZ8) 16 K UT4.1.2.4Activity 232159 5 Intent 21X FLAG_ACTIVITY_NEW_TASK Z#E&ZELAZLY (&4
A)IZZROCE,

4.1.3.6. PreferenceActivity ® Fragment Injection XzRIZDLVT

PreferenceActivity Z#&A L=V XM AF Activity E1E->TULVSI5E . Fragment InjectionsEFEIEN HREREA
FHRETHREEN DD, CORIBEEFHS=-HIZIE PreferenceActivity.IsValidFragment()% override L. 3l
BDIEEEYZFvI3HIET Activity BAERILEL Fragment ZHHBNKSICTEIRENH D, ( ANT—4
DREMICDOVTIENZ.2 ANT—R2DREMZHZRTHI15H)

LAFIZ, IsValidFragment()% override LTz YT ILERT  BH. V—RI—FO#RILZETIE. VSREGHED
Y. SIMDEEDLEERNEL>TEIAEEEAHDHD T, FIERIEHRBEITLESD,

override UJz isValidFragment() XY/ v R
protected boolean isValidFragment (String fragmentName) {
// BFALRDOXEIEREITS &
return PreferenceFragmentA. class. getName (). equals (fragmentName)
|| PreferenceFragmentB. class. getName (). equals (fragmentName)
|| PreferenceFragmentC. class. getName (). equals (fragmentName)
|| PreferenceFragmentD. class. getName (). equals (fragmentName) ;

HE. 77D targetSdkVersion A¥ 19 LI ETH A5 E . PreferenceActivity.isValidFragment()% override L
7EULvE, Fragment HRA SN TZERE (isValidFragment() D MR (N - EEFE) THEFX 2 TAHISDBRELT T HHE
T 9 51=8. PreferenceActivity.isValidFragment()® override N4 ZETH B,

4.1.3.7. Autofill ZL—LT—71ZDW\T

Autofill ZL—L7T—2%(% Android 8.0(API Level 26)TEMEN -1t & THD, COEHAZEFIFETH_ET.
A—H—f NRT—F FF. BEES. ILOVMI—FERENANSINEEZITTNLEZRBELTHEE. BEY
BT BICRYBLT7IVIZBBA S (Autofil) T 2 EEERIRT 5N TED, I—F—DAHBFTEE
B HIENTELERGMLMAATHLIN., HETTVDBRSINRT—FPIL OV A— R EBRED T4 T751E
H|EMD T T (Autofill service) [TETZEEBELTEY. MYRWDIZIETRIZKREDITIBLENH D,

A (B E)

5 Fragment Injection MFFHIZLLTD URLEZSED L
https://securityintelligence.com/new-vulnerability-android-framework-fragment-injection/
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2 DQAVR—Rb

LUTFIZ, Autofill ZL—LD—9I2&15T 5 2 DDAV KR—R U MO EEFTT,

o Autofill D ZELDTT) (FIRTT)) !
o View DIEHR (TFRAB LUV EM)ZE Autofill service [ZELT=Y . Autofill service 15 Autofill IZILELE
wrirIn=UV9 5,
o Activity ZFD3 RTOT7TUMFAT I &% (Foreground B),
o FATITIAEDTATO View A% Autofill DR RITEDATHEME N $H D, View B THRIIC Autofill @
ENETHIEE T,
o Autofill #EEDFIRZR—/ 47— RO Autofill service IZBRET LB ATEE,
® Autofill service ZiZ#t ¥ %54 —E X (Autofill service):
o 7TUhBEINTView DIEFEHRERFLZY (A—F—DFFAIHRE) | View |2 Autofill 57 D1ER (1%
wWIRN)ET7TIVIZIRELIZYT S,
o REXZR® View IE Autofill service HNRET S (Autofill ZL—LT—H(EXTI4ILET Activity IZEFEN
59 RTD View DIFEFHRZE Autofill service [TET),
« 3rd Party 2 Autofill service HEKTE5,
o WRAICERFET DENFARTL—H—ITLYTERE 1IN DEIRESN = Service DAEHITHES (LD
EIRATEE) 6
+ Service M, {/I1—HF—IERERET D-OITNAT—RANFIZL>TA—H—BIET S0 Ul &
FOIELTRE,

Autofill ZL—LDJ—9QEIO—

4.1-6 (% Autofill B Autofill EEa R—R U MNEDREIO—ZRL TS, FIR7 D View DI+—7
ABEEEEZHIC Autoill TL—LT—UZNLT View DIFHR (I View OB FRARLCEAX DREM) BNEREIT
EIREN - Autofill service IZiES. Autofill service [FiEEN=1EHRZETIC Autofill [(CHEZIER EFE) RR)
% DB ABEUHL, IL—LT—JITEET B, TL— AT —HIHEBYRRELI—F—(TIRRL, 1—H—ASRIR
Li=T—RICKY 7T T Autofill B¥iThhn s,

6 TRIA7 ) 1&TAutofill servicelld. ZENEFNRELC/ Ay —U(APK 7ML THAH LD, BN\ r—2THHIEL
HYED,
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F/ - - - - -"—-"-—"—-""-""""-""""""-"""">""">""""""""""""=""=""="""="""""="= ™~
| Androidim AR :
I
| I
| 1. View!&$R 2. View!&E$R I
T IZEHEIER - FICEHIER I
: FIRF7Z) ‘II - I> jL/’Q_IUEQI_? ; ! Autofill service |
: 6. EIRT —4 3. Autofillt’ R :
| I

(=48 ) )

4 AZEHH AR D FT 5. AR ER

21—t —

4.1-6 Autofill D R—RUME OREDO—

—A. B 4.1-7 (X Autofill (kDA —H—T—2REFFONEIO—%ERLTLS, AutofillManager#commit()
DIEVUH LA Activity D T 222812, Autofill L1z View DIEICZEENHY ., H 2. Autofill IL—LT—IUHRK
T ARGFHAFTA7ATIIHLTA—Y—DEHFRILIZHE. View DR (THFRANEL) H¥ Autofill IL—LT—
HENLTIERE ITREIRIN = Autofill service [ZJESh ., Autofill service A% View D1E#R%E DB IZRFLT—E
DUENTET &5,

DB

;F- - - - --—-—F"---"""""""">"""""""""""""”"""”"""”""” " ™~
| Android¥ I
| I
I I
| 1. View!E4R 4. View!B%R |
(TF 25T . FHFAED I
: FIRF A1) 7L;A—UEQI—‘)]' i = _I" Autefill service :
I
I I
I I

2 ARIFHOIHATOT D FT 3. fRTFESF I

14—
H 4.1-7 A—Y—F—4FREFEROIVR—RUMEOREIO—

Autofill FIAZ ) IZEI+3EX1) T+ LDBE
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MMt#EA (BE) IOIETRLIzAY Autofill ZL—LT7—2I1281+T5 X2 T4ETIITIE, 2 ——HIEEITE
277 Autofill service Z:#RL. REBHIZEDT—4ZED Autofill service [TELTHLULVNEYZHIBTESZ
LERMRELTLNS,

ECAN, A—HF—m5omY R L THLY Autofill service Z:EIRLT=Y. Autofill service ITEFT RETHVEVY
TAT B RDREEH AL TCLESYTBAEEEL H D, LTI, COGEEITEESIHEEFIZDOLVTERT D,

REE. 1—H—H% Autofill service ZBIRL, REHFAFA7OJITHLTHFAILIZHE . FIRT7 T TRRESN
TWL% Activity IZTEENDTRTOH View DIEHRAH Autofill service (TESABEMNH D, ZZT. Autofill
service BT ILO 7 DIHZE XS, Autofill service [Z View DIFREN BRI —DORETHEWVITVRH—E RIZ
RETIZEOELF 1T+ LOMEIHBEICIE. FIAT7 T THRSBEHROFRICDUEA>TLESIURINER
Y (9

—7 . Autofill B, 2—H—5A% Autofill service ELTRILDIT7HEERLTLESTLVEE. WL 7HAEEL
T-EZFADLTLESHEEMELH D, CCT. FIVOT7TIDT—EREEELEEDISIRHS—EZRDNANT—E2D
REMETHICHEEL TGS EGE. BREBBECT I H—ERADEFELEFIZDLEA>TLEIIRINEZD
na,

BE.M2 D2OaAVKR—RURITEWNEESIZ, Activity D7 TUABEHRIIZ Autofill DRRIZHDT=8.
Activity ZHF D7D TR TOBRREIE LD RVEEEL TR PCERELITOILENH D, LLTFIC, LEEDY
AV HREBELERI N [3.1.3 BESBLRERRIGELSEICLT. 7TVICRELEREREH LI LT,
BRTHLERENNDT S,

YROIZx T B3tk -1

AR D K32, Autofill ZL—LT—ITIEERY(ICA—F—DEE(ICL>TEF 2 T4HEBREINTINVS, ZDT=
HT7 ) TTELREIZIESNTULBA, View [ZxLT importantForAutofill BT’ no"&E%#EEL T Autofill
service [Z View DIFHREESELESIZT B (Autofill D& ETBH)TET, A—F—NEYEIROHFRIE T
NS5 E (RIL D7 % Autofill service ELTHRIATHKIITEIRT H%E) TH, LEDBEFXRFITHEN
TE57,

importantForAutofill Bil&. U TOWTNODAHEICE>TIEET HIEMNTES,

® L4799k XML ® importantForAutofill Bl4Z18E T %
® View#setimportantForAutofill)ZMEUH ¥

LTI EATREREE R T . T ORHHIC K- TEYIGEEE I &, . "no"EHFELIIE A . FEEL: View

7 A—H—HERBIC Autofill EEZFIALIISALE . AKX THLEDBRERB TELRLENH D, [RYI
MY EK-212EMTAETCDRIGHBEICERIET HIENTES,
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[E Autofill DX EIN B A, FHEIE Autofill DR RIZHEDZEITFET HE, T IAHILMEIK, "auto” 4> TLY
%,

& 4.1-2
& EHA Autofill DX RIZAZH
8% LTz View FHD View
"auto" IMPORTANT_FOR_AUTOFILL_AUT | Autofill ZL—L | Autofill 2L —
o T—IhRE LT—OHRE
“no” IMPORTANT_FOR_AUTOFILL_NO FOETA PO
"noExcludeDescendants” | IMPORTANT_FOR_AUTOFILL_NO_E | xt&4t &I
XCLUDE_DESCENDANTS
“yes” IMPORTANT_FOR_AUTOFILL_YES POE PO
“yesExcludeDescendants” | IMPORTANT_FOR_AUTOFILL_YES_ | & POE )
EXCLUDE_DESCENDANTS

F7-. AutofillManager#hasEnabledAutofillServices)ZFI AL T. Autofill #EEDFBZER—/\v7r—AD
Autofill service IZBRE T HIELAIEETH D,

UTIZ, TERE ITR— 7\ 77— A0 Autofill service #FIAT 5K SITERESNTLDIEE DA Activity DET
@ View % Autofill DX RIZT % (ERRIZ Autofill DX RIZIE S (F Autofill service XRE)HZBEDHIERT , &
A D View [ZxfL T View#setimportantForAutofill)ZEUHE T ZELRIEETH S,

DisableForOtherServiceActivity.java
package org. jssec. android. autofil|framework. autofil lapp;

import android. os. Bundle;

import android. support. v7. app. AppCompatActivity;
import android.view. View;

import android. view. autofill. AutofilIManager;
import android.widget. EditText;

import android.widget. TextView;

import org. jssec. android. autofi |l |framework.R;

public class DisableForOtherServiceActivity extends AppCompatActivity {
private boolean mlisAutofillEnabled = false;

private EditText mUsernameEditText;
private EditText mPasswordEditText;

@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. disable_for_other_service_activity);

mUsernameEditText
mPasswordEditText

(EditText)findViewByld (R. id. field_username) ;
(EditText) findViewByld(R. id. field_password) ;

findViewById (R. id. button_login). setOnClickListener (new View.OnClickListener () {

All rights reserved © Japan Smartphone Security Association. Activity 5 - FIHT 5 99



SECURITY

" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 £ 2 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

@0verride
public void onClick (View v) {
login(Q);
}
DR
findViewByld (R. id. button_clear). setOnClickListener (new View. OnClickListener () {
@0verride
public void onClick (View v) {
resetFields () ;
}
DR
//ZD Activity TIETZA—T 4 VT Y—ILIN—DxiE%E L TLEN =8,
// TEEIAA] OFIRNT Autofil | #EENFIRTTREIZEY FT,
}

@0verride
protected void onStart() {
super. onStart () ;

}

@0verride

protected void onResume() |
super. onResume () ;
updateAutofilStatus();

if (!mlsAutofillEnabled) f{
View rootView = this. getWindow (). getDecorView() ;
//B—18y r—T A Autofill service ZFIA LAELMEEIL. £TO View & Autofil | ORERNZT S
rootView. setImportantForAutofill (View. IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS) ;
} else {
//Bl— 1Ny —I R Autofill service ZFIAT 256X, £TD View % Autofill OXRIZT S
J/HEED View [ZxF LT ViewttsetImportantForAutofill ) ZFEUH G C & 4 a8
View rootView = this. getWindow (). getDecorView() ;
rootView. setImportantForAutofill (View. IMPORTANT_FOR_AUTOFILL_AUTO) ;
}
}
private void login() {
String username = mUsernameEditText. getText (). toString() ;
String password = mPasswordEditText. getText (). toString() ;

/NiewhSBEBLET—2DREMEMHERT S

if (1Util.validateUsername (username) || 'Util.validatePassword (password)) {
//BUEIS—0NEBES S

}

//H—s3—I[Z username, password &%{E

finish();
}

private void resetFields() {
mUsernameEditText. setText (") ;
mPasswordEditText. setText (") ;
}

private void updateAutofillStatus() {
Autofi | IManager mgr = getSystemService (AutofillManager.class);

mlsAutofil|Enabled = mgr. hasEnabledAutofillServices();
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TextView statusView = (TextView) findViewByld(R. id. label_autofill_status);
String status = "B%t® autofill service M—TH";
if (mIsAutofillEnabled) {
status = "R—/N\ v —T A autofill service KA TT”:
} else {
status = "R—/N vy —T A autofill service KNEHITT ",
}

statusView. setText (status) ;

DADIZH T BRER-2

FITI)ROIZH T B3t k-1 15 ELIZHEE TEH, 12— —50 View ORBLTIO—T42 9 Y—ILN\—13EE R
RSETIEBANIZERT & @HIMIZ Autofill ZFIATETLES, CDHZEE. importantForAutofill Ei%
T'no"E%EELI- View ZEL2TD View DIEEHRMD Autofill Servicce (TEAHZEITH S,

TYZRIZH T BRE-1 MR T, ZA—TA4 T Y—ILIN—1GED A= a—hSTBEA N IZHIRRT AZET, £
DEIGIEETEH FRBALVDIRIZEEETHIENTED,

RIS

YT INaA—RERT,

import
import
import
import
import
import
import
import

import

public

DisableAutofillActivity.java
package org. jssec. android. autofil|framework. autofillapp;

android. os. Bundle;

android. support. v7. app. AppCompatActivity;
android. view. ActionMode;
android. view. Menu;

android. view. Menultem;
android. view. SubMenu;

android. view. View;

android. widget. EditText;

org. jssec. android. autofil|framework.R;

class DisableAutofillActivity extends AppCompatActivity {

private EditText mUsernameEditText;
private EditText mPasswordEditText;

private ActionMode. Cal Iback mActionModeCal |back;

@0verride
protected void onCreate (Bundle savedInstanceState) |{

super. onCreate (savedInstanceState) ;
setContentView (R. layout. disable_autofill_activity);

mUsernameEditText
mPasswordEditText

(EditText) findViewByld(R. id. field_username) ;
(EditText) findViewByld(R. id. field_password) ;

findViewBylId (R. id. button_login).setOnClickListener (new View. OnClickListener ) {
@0verride
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public void onClick (View v) {
login(Q);
}
DR
findViewByld (R. id. button_clear). setOnClickListener (new View. OnClickListener () {
@0verride
public void onClick (View v) {
resetFields () ;
}
DR
mActionModeCal Iback = new ActionMode. CalIback () {
@0verride
public boolean onCreateActionMode (ActionMode mode, Menu menu) {
removeAutofi | IFromMenu (menu) ;
return true;

}

@0verride

public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
removeAutofi | IFromMenu (menu) ;
return true;

}

@0verride
public boolean onActionltemClicked (ActionMode mode, Menultem item) {
return false;

}

@0verride
public void onDestroyActionMode (ActionMode mode) {
}

};

//20—=F 4 o TY—Lin—hi TEEAN] ZHIRT S
setMenu () ;

}

void setMenu() {
if (mActionModeCal Iback == null) {
return;
}
//Activity ICEFEN DL TOMREATEEX TextView [CDWVTEY FF BT L
mUsernameEditText. setCustominsertionActionModeCal Iback (mActionModeCal Iback) ;
mPasswordEditText. setCustominsertionActionModeCal Iback (mActionModeCal Iback) ;
}

//Menu DFEEZK>T TEBEIANL ZHIBRT S
void removeAutofil|FromMenu (Menu menu) {
if (menu.findItem(android.R. id. autofill) != null) {
menu. removeltem(android.R. id. autofill);

}

for (int i=0; i<menu.size(); i++) {
SubMenu submenu = menu. getltem(i). getSubMenu() ;
it (submenu != null) {
removeAutofi | IFromMenu (submenu) ;

}
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private void login() {
String username = mUsernameEditText. getText (). toString () ;
String password = mPasswordEditText. getText (). toString();

/Niew BB LIE-T—2DEREEEMHERT S

if (IUtil.validateUsername (username) || Util.validatePassword (password)) {
//BYHEIS—NEBET S

}

//H—7s\—I[Z username, password Zi{E

finish();
}

private void resetFields() {
mUsernameEditText. setText (
mPasswordEditText. setText (7"

"

’

~ —

’
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I 4.2. Broadcast#%2{E95-%ETH

4.2.1. Yo7 )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L EMNH S, £DKI7% Broadcast ZZ{E T HMITLK>T.
Broadcast Receiver AMaZ AR ROBEULGHEFENELS, ROFIEFIO—IZ&>TEMT S Broadcast
Receiver MEDFAITTHIMNEHIBTES, BEAZ, IN—bF—REDEHEIZLEL Broadcast EETT T
DINVT—2 2T 2G0T T THERT DF LG, /3\—bF—FR7E Broadcast Receiver #{E5E X TEX

LY,

Y

)

L&

C

FIUREFT

No

BroadcastZ X219 %

A4

B#7UREGT
BroadcastZ %159 %

A4

Private

3E/\BfIBroadcast Receiver

Public

/N BABroadcast Receiver

Proprietary
B #t R EBroadcast Receiver

%7- Broadcast Receiver [CIZFDESE

X 4.2-1

sRIZ&Y . 20 Broadcast Receiver &84 Broadcast Receiver &M 2

BELAHY. TROIILGHHMDEVLH D, YT I A—RFTIERADEEFEZEZBNLTND BB EDLS
ITFF(Z Broadcast ZEETAMIE>TEET DIFHRDBE G FERARESF=O . ZEAIDEREIZONT

LEHLETHRHAT S,

= 4.2-1

EBTE

i

£ M Broadcast Receiver

AndroidManifest.xml [Z
<receiver>EHRZIEH T
HIETEET D

¢ RTLMLEFESINS— BB D Broadcast
(ACTION_BATTERY_CHANGED #&)%2{ET
ELRVERINH D

o TFIUMNYEEBLTILTVAIVRM—ILEINS
FTORE. Broadcast #Z{ETZ3

® 7J)M targetSDKVersion H' 26 LLEDIBAE .
Android 8.0 (API level 26) LI DiHEK Tl B
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2XAY Broadcast Intent [Zxf 3 % Broadcast
Receiver & X T=7150\8

EjfY Broadcast Receiver | 7 O 4 5 L & T
registerReceiver() # & U
unregisterReceiver() %
UHTIEIZKY ., M
Broadcast Receiver #%&

% BERMERT D

5 1 Broadcast Receiver TIXZETEALY
Broadcast THZ{ETES

Activity AETEICH TS EARZIT Broadcast
#2{EL1-LV2E . Broadcast MZ{ErTHEHARIZ
TOYSLTHIETES

JE/ABAM Broadcast Receiver k5 &1L TE
YA

8 U RTLMEIET HEEEM Broadcast Intent DRI IFFINBIIZFIBRIBELEDELEET S, SEHITLLTO URL %

SHBOIE

https://developer.android.com/guide/components/broadcast-exceptions.html
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4.2.1.1. 3JEZ B Broadcast Receiver - Broadcast #2593 %-%{E9 5

JE42FA Broadcast Receiver &, B—7 7 AMHEIESh 1= Broadcast 12175 =2{E T=5 Broadcast Receiver
ThHY. LT LMD EL Broadcast Receiver T 5, B Broadcast Receiver ZIE A TEEZT HEIET
S0V =6 . JE2A B Broadcast Receiver TlE 2RI Broadcast Receiver 11T TS5,

RA4> M (Broadcast %59 3):

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—7FIAMSEIESNT- Broadcast THoTH. Z{E Intent DR LM EMHRT S
3. #BRERIBE.EEXIERA—TITIATHEIME., o TAIREREREL TR

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<{1-- FE/>BA Broadcast Receiver Z & T % —
{J— S RA > bk 15k exported="false”IZ&k VY, BARMICEARZET S —
<receiver

android:name="_PrivateReceiver”

android:exported="false” />

Cactivity
android:name=".PrivateSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver {

@0verride
public void onReceive (Context context, Intent intent) {
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/] kA 2k 2k B—F7 T)AMNDEIEESHT-Broadcast TH-HTH. ZE Intent DRLUEHERT S
/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format (" Ms1 #%{E L7, “, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA2 b3k BETIER—T7TIVATHINE., T2 oT 1 THEHREZRELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData ("> o7 1 J721E4R from Receiver”);

abortBroadcast () ;

RIZIEZNBA Broadcast Receiver ~ Broadcast :={E9 5 YT ILa—KERT,

KL MBroadcast X9 3):

4. R—77")H Receiver (VT RIEE DBARE] Intent T Broadcast iX{E9 5

5. EEXIER—7TYA Receiver THAT® ., Lo T4 I HEREEEFELTEL

6. R—77YA Receiver Mo DIERFEHRTH>TH. ZIETHDLLMEHET S

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// kR4 b 4k E—7F 7N Receiver 9 5 RIEENATRAEY Intent T Broadcast #1153 %
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA b 5k EESIZR—TF T KN Receiver THB=H. £ T4 THIFEHREEELTEL
intent. putExtra ("PARAM”, "> > F 4 TH1EER from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// *kRA4 b4k E—7 7N Receiver (£ 5 RIEENBATRAE Intent T Broadcast #1153 %
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA >k 5k EELIZR—TF T K Receiver THB=H. oI TF 4 THIFBREEELTEL
intent. putExtra ("PARAM”, "> > F 4 T IEER from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
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};

public void onReceive (Context context, Intent intent) {

/] *RA 2k 6%k R—7 TN Receiver DL DIERFHRTH->TH. RET—FDRLUERRET S
/] HUTINZDERE, 132 AT —2DREUEHRT 51 28,
String data = getResultData() ;
PrivateSenderActivity. this. logLine(
String. format ("#&8 Ms) #Z{ELF=, ”, data));

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

}

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

private void logLine(String line) {

mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.2.1.2. 4B Broadcast Receiver - Broadcast Z2{E9 % 1£1EF 5

/3B Broadcast Receiver [, NEFEELZH O 7T ibix{ESh 1= Broadcast #%2{E T=% Broadcast Receiver
ThHbH, VILITT7HEIELT- Broadcast ZZ{ETAENHDHEITTENRES,

R/ M (Broadcast %59 3):

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZEIntent DREMEHERTS

3. #ERERIBE. I TAIRERESOHLL

/NBA Broadcast Receiver @Y7 )La—KTdh5 Public Receiver (&, #%# Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIHSIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "ZABHENAY Broadcast Receiver” : “/4\E8E%#Y Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] kA 2k 2%k Z{E Intent DRLMEHERT S
// “%3Bf Broadcast Receiver THB=OFRATT7 TUNTILD 7 THAIAREENH S,
/] B TINZDEBE, 13.2 AWT—E20OREUEHRT 51 #58,
iT (MY_BROADCAST_PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM) ;
Toast. makeText (context,
String. format ("%s:¥n MYs] Z#=Z{E L=, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kRA2 b3k ERERTIHEE, £ T4 THEBERZEEDEN

// 4\Bfl Broadcast Receiver T b=,

// Broadcast MEETT TUMNTILI T 7 THHEEEMELNH D,

[/ RV TICRBEINTEREDEIVMERTHNIEHRLE L TRLTH KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > ¥ 7 4 TTIXARLMEER from %s”, getName()):
abortBroadcast () ;

}
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£m4 Broadcast Receiver I& AndroidManifest.xml TEZET 5, (R 4.2-11D K5I, IHEERD/N—2avIZko
THEEAH Broadcst Intent DZEICHIBNH LD TEET 5L,

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<I— /\BA%%HY Broadcast Receiver #E&T 5 —>
I— %RA > b 1% exported="true”IZ&k Y. BARMIZARMSRETZ —
<{receiver android:name=".PublicReceiver”
android:exported="true” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />

<{/intent-filter>

<{/receivery

{service
android:name=". DynamicReceiverService”
android:exported="false” />

activity
android:name=".PublicReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)
<{/application>
{/manifest>

&8 Broadcast Receiver (704 5 LB T registerReceiver()#& & U unregisterReceiver()#MEUH 3 Z &Ik
Y&k BRIERT B, RIVBREICEY B8 BRMEREITI7-0IZ PublicReceiverActivity LIZARAVZEE
LTL 5, EfY Broadcast Receiver 412 X4 X[ PublicReceiverActivity &Y AEFHARI AR V=& PublicRec
eiverActivity M AV N\—ZEHELTRFT B LI TELL, ZDT=8H DynamicReceiverService M A/ \—ZE
ELTEIM Broadcast Receiver DA XA Rz FRFSH . DynamicReceiverService # PublicReceiverActivit
y MRt $8 T 3B EIZEYBIRY Broadcast Receiver ZRHERIIZ &% B ERERIRLTULVS,

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;
import android. content. Intent;

110 All rights reserved © Japan Smartphone Security Association. Broadcast #2159 %129 @



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 46 2 A 1 AR

import android. content. IntentFilter;
import android. os. IBinder;
import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// 4\BAENEY Broadcast Receiver Z&4%9 5
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;
IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;
filter.setPriority(1); // % Broadcast Receiver & Y EjfY Broadcast Receiver #EBSE S D
registerReceiver (mReceiver, filter);
Toast. makeText (this,
“BI#Y Broadcast Receiver Z&$&L 1=, ~
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4NEEN#Y Broadcast Receiver &Rk T 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver ZZ$:MEBKRRLT-, ~
Toast. LENGTH_SHORT) . show () ;

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {
@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;

RIZ/ABA Broadcast Receiver ~ Broadcast #{E9 549> 7 I/)La—KF%RY, 248 Broadcast Receiver (2
Broadcast Z:£1E9 31548 . X159 % Broadcast ML I TP ICZEINBIEABHAZLITEENAMRETH S,

KA (Broadcast Z%£{E93):
4. UL TATIEREXELTIEAESEL
5. #REZTMAGE.BRTHADREMEERTS

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] kRA bk BT 4 THREREEXELCEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 T TIFALMERR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
/] kiRA bk BT 4 THREREAE L CEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVMERR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] kRA bk £V T 4 THEREAE L TEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 T TIXALMERR from Sender”) ;
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//sendStickyBroadcast * %/ w Kl APl Level 21 T deprecated &%Eo1=
sendStickyBroadcast (intent) ;
}

public void onSendStickyOrderedClick (View view) {
/] kAU bk £V T 4 THEEREAELTEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVERR from Sender”) ;
//sendStickyBroadcast * %/ Kl APl Level 21 T deprecated &%Eo7=
sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast » /v K& deprecated & A > TULV3
removeStickyBroadcast (intent) ;

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride

public void onReceive (Context context, Intent intent) {

/] dRA bbbk HEREZITMBIEE. BET—20OREMEHEETD
/] O TINZDERE, 132 AT —SDREUEHRT 5] 228,
String data = getResultData() ;

PublicSenderActivity. this. logLine(

String. format ("#&8R l%s) #2fELF-, ", data));
};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.2.1.3. B#%tFR%E Broadcast Receiver - Broadcast #2593 % %595

B$tfRE Broadcast Receiver [&. B#LS D7 T UM 5E{ESh - Broadcast #—H)=Z{EL7ALY Broadcast
Receiver THD, EHDOBEHE T T)TURTLEERL. BT TUMNERSEROCHEEEETD-OIZFHESIN S,

R/ M (Broadcast %59 3):

1. Broadcast Z{EH M EE % Signature Permission &9 5

HRZIEMDIHB TS Signature Permission #F|AEE3 5%

exported="true"[Z&kY. BATRMIZARETET S

#%0Y Broadcast Receiver E&IZT. B E % Signature Permission #EREE 95

189 Broadcast Receiver &89 5&E . M B E & Signature Permission #&E2KEE9 %
¥ B EZ Signature Permission NE#HT7TVICKYERINTINDILEZHERT S

Bt 77UH 5D Broadcast THoTH. 215 Intent DREMEHERTS

Broadcast :E#ETIEBHT T THEIM S, oI T IRERE REL TR

Broadcast #ET 7T LEILHARERTAPKZERT D

0 O NV A WN

H#tFRE Broadcast Receiver M4 > )La—KT#HH ProprietaryReciver (&, §# Broadcast Receiver 58X U
Ej#4 Broadcast Receiver il A THIASN S,

InhouseReceiver.java
package org. jssec. android. broadcast. inhousereceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”;

// BHOEBRAED/NNY P afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore @ “androiddebugkey” MEEBRE/\Nv 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BG 1E29DD26 F77(C8255”;
} else {
// keystore @ “my company key”MDEEBAZE/\v L a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public boolean isDynamic = false;
private String getName () {

return isDynamic ? "BttEE &M Broadcast Receiver” : "BHttREE:M Broadcast Receiver”;
}

@0verride
public void onReceive (Context context, Intent intent) {

// A 2k 6% JEFES Signature Permission BT TUIZKUERINA TSI L Z2HET D
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission BAE#H 7 TYICLYERZR SN TULVELY, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] *kRA 2k Th BT THSD Broadcast THHTH. Z1E Intent DR LM RT3
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 28,
iT (MY_BROADCAST_INHOUSE. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s] #=Z{E L1, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
}

/] *RAU k8% BETIEEHTTITHEINE, T4 THFERZRELTEL
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > 5 1 T4 1ESR from %s”, getName()));
abortBroadcast () ;

£m4 Broadcast Receiver I& AndroidManifest.xml TEZET %, R 4.2-11D K5I, HEERD/N—2av|Z&o
THEEAH) Broadcst Intent DZEICHIBNH LD TEET S,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousereceiver” >

{I— R4 > bk 15 Broadcast ZIEA DM B EF Signature Permission ZE&T 5 —>
<{permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”
android:protectionLevel="signature” />

J— *RA 2 b 2k FHERZIERADHBES Signature Permission ZFIHEE 3 5 —>
<uses—permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

{I—— R4 > k 3% exported="true”I=&k Y. BARMIZARSZET S —
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{I—= % RA 2 b 4% F##Y Broadcast Receiver E&RIC T, M BREZ Signature Permission ZBREET S —>
<receiver
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiver”
android:exported="true”
android:permission="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION">
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_INHOUSE” />
<{/intent-filter>
<{/receiver>

{service
android:name="org. jssec. android. broadcast. inhousereceiver. DynamicReceiverService”
android:exported="false” />

activity
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

</manifest>

EAY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH T &2k
YBERBEREERT 5, RIREICKUER B ERMAIRETITOTOIZ ProprietaryReceiverActivity EIZR22 %
EEELTUL\5, EIfY Broadcast Receiver 12 XA X[& ProprietaryReceiverActivity KYAEFEHBARLV =6
ProprietaryReceiverActivity DA /N\—ZEHELTRFT HILIETELL, TD 1= DynamicReceiverService
DA N—ZEEHELTHE Broadcast Receiver WAV XA X% REFEH . DynamicReceiverService %
ProprietaryReceiverActivity M SBIE. & T 5 EIZKYEIR Broadcast Receiver Z#EHERIIC B k. B 5 fE
BRL TS,

InhouseReceiverActivity.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class InhouseReceiverActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;
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public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;

1

DynamicReceiverService.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android. widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new InhouseReceiver () ;

mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter(;

filter. addAction (MY_BROADCAST_INHOUSE) ;

filter.setPriority(1); // ##Broadcast Receiver & Y Eif# Broadcast Receiver ZBE S5

// R4 >k 5% Eh#YBroadcast Receiver #&8x3I D& &, MBETFES Signature Permission #BREET S
registerReceiver (mReceiver, filter, “org. jssec.android. broadcast. inhousereceiver. MY_PERMISSION”, null);

Toast. makeText (this,
"B Broadcast Receiver Z#&$xL 1=, ”
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver &R L=, ~,
Toast. LENGTH_SHORT) . show () ;

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KBEIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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}

}

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

if (pkginfo.signatures. length 1= 1) return null; /] EHELRTRHT
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString() ;
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*RA bk Ok APK # Export $5&E(Z, Broadcast EIETT 7T ERILHAARER TAPK #ERT D,

RIZB %R Broadcast Receiver ~ Broadcast £{E9 5 H 7T ILa—KETRT,

-

¥ Generate Signed APK

)

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: Gf company @

Keyr pa E-EEDI’EI : | .......

[ | Remember passwords

| | m | Cancel | | Help

4.2-2

K1k (Broadcast Z%{E93):

10.
11.
12.
13.
14.
15.
16.

HRZIERADIHB TS Signature Permission 28 &9 5

Broadcast Z{EH M B E % Signature Permission ZF|HEE 95

¥ B E % Signature Permission NBE#{T7IVICKYEERIN TSI LEMERT S

Receiver (FB#T7TURE THAIMND., T T4 LRIERZZELTEHLL

Receiver (21 B E % Signature Permission ZER¥ %
HBREZITRAIGE BRT DKM EHRT D
Receiver il 77 LRILFHKERTAPKEELT D

AndroidManifest.xml
<?xml| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. broadcast. inhousesender” >

<{uses-permission android:name="android. permission. BROADCAST_STICKY”/>

Ad— KRA 2k 10k HERZIEADIMETE Signature Permission 2E&T 5 —>

<{permission

android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION”

android:protectionLevel="signature” />

{1—— %4 > k 11% Broadcast Z{EAD B TS Signature Permission ¥ AEET S —

<uses—permission

android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
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android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name="org. jssec. android. broadcast. inhousesender. InhouseSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

InhouseSenderActivity.java
package org. jssec. android. broadcast. inhousesender ;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIEBAZE/\v < 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash;
]

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public void onSendNormalClick (View view) {

/] *BRA 2k 12% HBEES Signature Permission NEH T TYICEYERESIN TR Ea2HERT S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBFEZ Signature Permission MEHT TVIZLKYEZESINTULVAELY, “, Toast. LENGT
H_LONG) . show () ;
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return;

}

// kR4 bk 13% Receiver (FB#T7 FURETHIMND., o oT4 THERZEELTHLL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > > F 4 THIEER from Sender”) ;

// *iRA > b 145 Receiver IZJHEFEZ Signature Permission #ER9 %
sendBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION™) ;

}

public void onSendOrderedClick (View view) {

/] kR4 b 12% HBEFESE Signature Permission NEHT7 TVICEYEESIN TR LRSS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "JHBEE % Signature Permission NE#T7 TVIZEYUEE SN TV,
H_LONG) . show () ;
return;

}

// %A >k 13% Receiver (FEHT7T TUVRETHEIMD., oI T THERELZELTHL LW
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAN”, "t > > F 4 T41E$R from Sender”) ;

// kA > k 14% Receiver I3 B F % Signature Permission &K $ %
sendOrderedBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”,
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver ) {
@0verride
public void onReceive (Context context, Intent intent) {

/] diRA 15k #EREZTMBEE. BRT—H2DRLMEEHERT D

/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,

String data = getResultData() ;
InhouseSenderActivity. this. logLine (String. format ("$%8 %s)] #=2{EL 1=, ", data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;

“  Toast. LENGT

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
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import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RA b 16Kk APK % Export $5&EIZ, Receiver Bl 77 LRICHRER TAPK ERT 5,

-

® Generats Signed APK

==

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: _my company key D L|
Gz BIET |

[ | Remember passwords
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4.2.2. W—ILTvY

Broadcast # £ Z{ET BMRICITLULTDIL—ILETFBHIE,

1. 77URATOHOHERT S Broadcast Receiver (FIEABHRTET S (WH7E)
2. ZEIntent DREMEHERTS (WH7E)
3. ¥BXZ Signature Permission (. B#77UNEEL-LEHEELTHRATS (78)
4., HRBEBRERTBEICIE. BELETTIHLOERBFRFBICEETD (WH7E)
5. VI T4T7751EHR%E Broadcast EE T BI5E (E. ZIETEEL: Receiver ZHIRT 5 (WH7R)
6. Sticky Broadcast IZI&t T4 ERES O (78)
7. receiverPermission /85 A—42MEE L Ordered Broadcast (E@EMENZENHBHZEITFE (WA
8. Broadcast Receiver WoDRIET—ANDREMEHERT S (WH7E)
9. BEZ-RMIIRHIIEEICIE. TDEEDREKDREKELHITFT S (WH7E)
4.2.2.1. 7FIYATOHOHERT S Broadcast Receiver [XIEABHRTET S (WH7R)

7TIVATOHERASIN S Broadcast Receiver [(FIEABARTET S, hizkY, 7T HSERE T Broadca
st Z2ITHOTLESEN LKLY, 7T DHeEEFIFASIT=Y ., 7TUDEEICEEEZS-LIEYT 2DEHCTE
NTE5,

R—77)AISDAFIFAEN S Receiver Tl Intent Filter 2/ E T AL ET XL TIEAESAELY, Intent Filt
erDEE L. A—77URNDIELB Receiver ZIEUH 3 DHY TH. Intent Filter BEHTHEUHLI=ESICERKE
T 7 T DB Receiver ZIEUHLTLESISENEET ENHTHD.

AndroidManifest.xmI(GEH#EEZ)
A— 5#E#7 TV IZIELBA & F B Broadcast Receiver ——>
{l— R4 >k 1: exported=“false” &9 % —>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION" />
</intent-filter>
{/receiver>

M4.2.3.1 EALTEKL exported FEL intent-filter ERE DA & HE (Receiver DIHE)I1BSHBTDHE,

4.2.2.2. Z{E Intent DREMEERTS (WH7E)

Broadcast Receiver MBS FIZK>TETFIVRVITIERLZN, 215 Intent DT—RZNIBTLRIZIE,. TITZE |
ntent DEREMEFEZLLZITHIEESE,

/\Bf Broadcast Receiver IEREEZH DT MG Intent £Z(FERS1=86, TILIT 7 DKE Intent 22 (TS
ATEEE N ®H S, IEAFA Broadcast Receiver (D 7T M5 Intent ZEFERZ(TERDZEIEEWL, LALEI—T7 T
AN 2B Component HMBD 7T s (+ER 1= Intent DT —4% IE4NBA Broadcast Receiver [ZE5i%d 5T
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EDBDBT-0 . ZE Intent TEFHIZR L THHEEZTITHLEL, B#EE Broadcast Receiver [EZ® R
DYRITHA=H. PLIEYZE Intent DREUEHERTILENH S,

3.2 ART—EDREMEHER T DI1ZSRI DL,

4.2.2.3. JBEEZ Signature Permission (&, B 7TUNERLI-CLEERLTHIAT S (WH7R)

B#OT7 T biE{ESN Tz Broadcast 2172 Z{EL. TS D Broadcast #—tN{ELAL B4R E Broadc
ast Receiver 2155154 . B E % Signature Permission [Z&YRELLITNIEEDELY, AndroidManifest.
xml TO Permission EE%&. Permission ERREEZITTIEREN T+ THS1=6. 5.2 Permission & Prote
ction Level JDT5.2.1.2 B FEZFE®D Signature Permission TE# 7TV EET I A LIS BT HE, £
B Signature Permission % receiverPermission /85 *—4AIZ#§E L T Broadcast %53 315& LRI
HRTIDENH D,

4.2.2.4. BREBERTBEICET BEETITINOOBERBERF/RITEIZT S (WH7H)

Broadcast Receiver ®#4F(Zk>T setResultQIZ&kViEREHRERT 7T DIERENEL S, 228 Broadcas
t Receiver DFZEIF. BRIREZEFLDTTINTILI 7 THLAREELHY . BREBNVBEZH >TEHLONDLE
BREMBHS. JE2AF Broadcast Receiver ¥ H#tPRE Broadcast Receiver DB &I, #ER R E LI BHRAET
T THAORBRBFROBNEHEY DEET 2LEILAELY,

ZM &SIz Broadcast Receiver Mo#ERIFERERTIHZEICIX, BREEXTTIMSDFERBFROBRICEELLT
NnIFESE,

4.2.2.5. I T4I731EHR%E Broadcast X5 T S5 L. RIS T HEL: Receiver ZHIRY % (r78)

Broadcast ELVIBRINRT K512, FLFH Broadcast TTEFEZHD T TIIZIEHRE—FTEELRY . 24305
FBHLEYTAIEEFERLTHEON-EEATH D, TD=Ht T4 1E#RE Broadcast EIETHHAIC
X, DI PICERERBINGOESIEEFENRANBELLS,

T4 5% Broadcast X{E3 5154 . (E88TE5 Broadcast Receiver FEITMWZ{ERHETHY . #thd Br
oadcast Receiver [IZ{ERARETHAIVLENH D, TDT=HD Broadcast FEAEICITLUTDISILZELDLH
b,

® HBAREY Intent T Broadcast :X{59 5 &THREAEZEEL . ERLT-{ERETE% Broadcast Receiver 21712 B
roadcast Zf@(T5HiE. COHEIZIERD 2 DDINF—2hEH b,
> R—771JA Broadcast Receiver SECTHMNIL Intent#setClass(Context, Class)IZ&kYIBELERE
5, BRI —RIZDOVWTIEY T ILa—K+923274.2.1.1 JE2F Broadcast Receiver - Broa
dcast|Z8&IZTHT &,
> D7D Broadcast Receiver 3BT THMNIL Intent#setClassName(String, String)IZ&kYSEE%E
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FRE 9 %HHY. Broadcast EEITHKILBIEE/\vr—2D APK BEADHARERERTANIRAREELT
HFRIL=7 T THAHILEREELTH S Broadcast #iE(ET S, EMRICIERFEM Intent ZFIATESIR
DHENERBTH S,
® receiverPermission /\5A—A(Z¥ B E % Signature Permission 5% L T Broadcast #{EL. 589 5%
Broadcast Receiver [Z%5% Signature Permission ZFHEELTE55Hi%. EAMLGEI—RIZDOWTIE
Yo TIa—KtH3204.2.1.3 B#RE Broadcast Receiver)|%#5E(2952&, £-ZM Broadcast &
EREEERETDHICIFIL—ILI4.2.2.3 HBEES Signature Permission (&, B 7 FUNRERLI-CEEHE
ALTHATS (W7A) 1BBERALEITNIEESIEL,

4.2.2.6. Sticky Broadcast [ZIZ 2 T4 I HIERE S HIELY (w7A)

1BE D Broadcast [, Broadcast X {5 R I Z{ERTAEIRAEIZ$H S Broadcast Receiver [CZENEINhLHE. TDB
roadcast IEHBLTLES, —7A Sticky Broadcast (& KU Sticky Ordered Broadcast. LA TFEI#) &, X EFF
[ZR{S4KEEICH S Broadcast Receiver I[ZRENEINF-REI AT LEIZHFEELD DT, TD# registerRecei
ver(IZ&YZETELENE M TH D, FEITH>T- Sticky Broadcast (& removeStickyBroadcast()IZ&kW{E
BEDRA(ZUT THIBRTES,

Sticky Broadcast [XBEERAY Intent IZKAFEAM IR THY. receiverPermission /35 A—42%$5%E L 1= Broadc
ast FEE X TELLY, ZD 1= Sticky Broadcast TEELEERIITILIITEECTEESHOTIT)MSHE
TETLES, L= o T T4T10E#% Sticky Broadcast THEEL TIXASALY, 423, Sticky Broadcast
DO EAIE Android 5.0(API Level 21)IZHWTIEHEELH>TNS,

4.2.2.7. receiverPermission /A5 A—A2M1§FE %L Ordered Broadcast [ZEMNHEWNZENBHDEITEE (WAZE)

receiverPermission /S5 A—2%IEEH T I1TEES Tz Ordered Broadcast (&, TILIITESTTEEZHD
77N ZIERHETH S, Ordered Broadcast I& Receiver MoDIRYIEREZTE D=8, F1=IXEH D Recei
ver [ZIERNIBZSE5=HICFIHASNS, BEEDSEL Receiver MiJIEXR Broadcast NERESN D=, B%
ExE<LizTIL oz 7h &I Broadcast #532{EL abortBroadcast() 35 &. %% Receiver [Z Broadcast A%
[ ey (RACE A

4.2.2.8. Broadcast Receiver hWoMIRIET—HDNDEREMEHERT S (WH7E)

ERT—4%1%YIRLTET- Broadcast Receiver DAL FIZE->TETFIVRIITELDZMN, ERMIZIZZEL LS
RT—AhRBT—2THHREEEZEEL TR EICANEBLETFNIERSELY,

iR{E 7T Broadcast Receiver AA2ABf Broadcast Receiver DiGE . FEED T TUNLRYT—2EZ(THS1=8.
TILDIT DRET—2%EZ TS A REMEN $ 5, IR1ETT Broadcast Receiver A'JE/2BH Broadcast Receiver
DIGE. B—TFTIVALLDHERT—EATHAID TIRIIEHWNESIZEZANBEN DT TN Z TR =T —
SEBEMICHERT —2ELTERETAIENH A BRT —IEBEXHICKETHIEEA TILLLL RIE
7t Broadcast Receiver "B B E Broadcast Receiver DIFE. ZDHEDRITHS1=6. LIFYHERT—
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AABET I THAMREMEZEEBL TRECRELLETAIEGSEL,
32 ANT—ADREMEHRTH125RBT DL,

4.2.29. BEEZ-RMICRETIEERICK. TOEEDRRDREKELHIETD (WH7H)

Permission [CKYREIN TV S EREESLIUBEEEEZMOT7TIICZRMICIRET H5EI1ZE, RIE-ET
TYIZxHLTE—® Permission ZER 9 5% E LT, TOREKELMIFLZITNIEESZL, Android D Permi
ssion ZX ) TAETILTIE, RESN-EEIZHTEIT7ITINSDEET I ERIZTODVTOHEREEFITS,
DR EDFHEICKY ., TTVICBEEINF-EENSSITHDOT T, REDT-DIWEL: Permission #ERT
B LR EINBAREME N H D, ZD LI Permission ZHERZEL TSI EEEEMIZEMAD T, Permissi

on DEEREBBELT(ENS,5.2.3.4 Permission DBEREZEMBEIZSEBTLHL,
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4.2.3. PRNVRE

4.2.3.1. ERALTKL exported FRE L intent-filter FRE DA & HE (Receiver DIFE)
& 4.2-2 (X, Receiver #RE T BHLEITFERALTHLL exported Bt intent-filter ERDEHEHEERL
TL%, lexported="false”mD intent-filter EZEHY I DFEAZRBIZILELTWSERIZDOWNWTIILU T CEREA

T%)o

F«& 4.2-2 exported Bk intent-filter ERDHEAEHLEDFEAHTE

exported EEDIE
true false BIETE
intent-filter E&MH 5 A] [RAIZE1E =l
intent-filter E&EMALY G| Gl =]

Receiver M exported BHEMNEIEE THHIHZEIZF D Receiver N ABHEIN DM IEABAELES MK, intent-filter
DEEDHEIZLEYREENI, KA AR TIX Receiver M exported BI4HZTEIETE IICTHIEEZIEL TS, B
D ESEAPI DT IAILCDESZFEAEREEXTHI LT TERETHY. exported BHED K54 EFa)TaL
BEELGREEHTMICENILT 2FELAHIDTHNIEZNENRATRETHIEEAOND-OTHS,

intent-filter &L . D, exported="false’ZIEE T HLERAELLLTLADIF. A—T7TIADIELRH
Receiver [ZMIFT Broadcast #2EL1=2H£YTH, ERETHT7 T DB Receiver IV HLTLESISZEDN
FHETHLLTHD, UTD 2 DORTEREHRIEVHLIRS%FEHFAT S,

4.2-4 1% A—7FIVANSLMNIEL R Receiver(ZFY) A) RS E K Intent THREUVHEELHWLERLZEEDHIT
»5, Intent-filter(E e action="X")Z2ERXLTWLADMN, 7T ALMWVELDTEREYDEELE->TLNS,

9 intent—filter NEZRINTLNIL B Receiver, EEIN TLVEITHIXIEA B Receiver 755,
https://developer.android.com/guide/topics/manifest/receiver-element.html#exported SN L,
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(" N
7TUA
BE B M IntentZE{E->T
ReceiverZIEUNH 3
F77c
JE/NBHReceiver A-1 BB IntentZ{F>T

exported="false” Receiver&M U H T

action="“X" @

N

JENBHReceiverZ o 1=7 TUAD HH
AV R—=ILENTWSIGE X, R—7

)N THHBroadcastiEZ{EMNIThHN
o

Androidiii R
\_

4.2-4

4.2-5[F. 77U AIZATF7 7Y B THEL intent-filter(R & action="X"\"¢E&ZLTLBEETHD. £
D7) (77 CO)HEEERA Intent T Broadcast #2159 5D (%, JEAEA Receiver(A-1)EIIXZEXLLELDT
BIZEX )T MIZIEBEICAS LV DEE D X)),

X)) T/ECHREICEZDIE. 7T AIZKBE—7T)RNDIELE Receiver DIFEVHLTH S, 77 A HEE
2K Intent % Broadcast $5&. R—7FURDIELR Receiver [THZ T, R Intent-filter &L= B D
D/2F Receiver(B-1)EZ D Intent ZZ{ETETLEIN O THHARDFEDKE), A hi> 7T B IZHLTEY
UTATEIEREZIET DAREMEMNELTLES. 77 B BTz 7ThnE, F0FF L OTAITRIBERDF
BIZE®MB, Ff-. Broadcast A% Ordered Broadcast THo71=i5& L. ERILLEWMERBEHRZEZZITHRHO>TLES T
BEMLHD,
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(" N
7TUA
BE EA M IntentZ{E->T
ReceiverZIEUNH 3
l Intent(“X”) :
F77c
JE/NBHReceiver A-1 A& B MIntentZ > T

exported="false” Receiver&M U H T

action="X" @

A BAReceiver B-1
exported=“true”
action=“X"

Rl CactionZ €2 L 1=ReceiverH‘#Fo 1=
BROT7TTI)RA R —ILEnT=15E
[&. T RTDReceiver|Zintent A ER{E =
ns

Androidifi R
\_

4.2-5

=1L, Y RTLDHEIET S Broadcast Intent A& Z{ET S BroadcastReceiver #EE T HH AL,
lexported="false"hD intent-filter EEHY I1ZFRT &, M2, TRUNDHEAEHEIXFEOTULIFELY,
ik, P RTLHAEIET S Broadcast Intent [ZEAL Tl exported="false" THLZIEMRETHHELVIBRIZHE
D, VAT LMEIET S Broadcast Intent £FL ACTION O Intent #th 7 FUAEIEL-IGE . ThERIELT
LESEERILEGWEIMEZSIEFET AIEEME N H B M. Tl exported="false"ZET B EIZK>THSZEM
TE%,

4.2.3.2. Receiver [T7TUHERBELAGWNEZEFISNAL

AndroidManifest.xml [CE#BYIZE 2L 1= Broadcast Receiver (&, /Y Ab—/LLI=fZIF TIFEIZHSRLDT
FENBETHE 0, 7I)%E 1 BERETHET. TNLUED Broadcast #Z{ETEDLSITHLTD. 1V RAM—
JL#£IZ Broadcast Z{EZF)A—ICL TUEBEZREEISE ST LILTELLY, 72721 Broadcast MEEHIT Intent I
Intent.FLAG_INCLUDE_STOPPED_PACKAGES %% LT Broadcast ZEL-HZE(X. —ELEEIL TLVELVT
T)THoTHID Broadcast #ZI{ETHIENTES,

4.2.3.3. BELCUID #&E>77)hDiE{EENT= Broadcast I%. JEZ BH Broadcast Receiver THZ{ETES

BEHOT7TVIZEL UID -85 TES, ZOBE. - ZIEL B Broadcast Receiver THoTH. RIL
UID @7 ) hioiE{EE = Broadcast [EZ{ELTLES,

10 Android 3.0 KFETIET TV DA A—)LELT-1214T Receiver W& fgEn b
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LALIhiEtxa) T EBEEGAZ LT, RICUID #F27TUIX APK 2B LT AR ERN—HTHIL
MREESN THY. JE2BH Broadcast Receiver WZIETHDIEB# 7T Hh5EIESNT- Broadcast [CRESH

H2HHThHb,

4.2.3.4. Broadcast MIELELFD

1%#{£9 % Broadcast [& Ordered NZ5 THULA, Sticky M ES TR DA EHEIZKY 4 FEFED Broadcast
MFEET S, Broadcast :#ZEAAYYRIZIGL T, 2159 % Broadcast DIFFEMNRE S, 8. Sticky Broadcast @
{#E AL Android 5.0 (API Level 21)[ZHB N TIEHREELL-TINVD,

= 4.2-3
Broadcast MiE%E EERAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZNZFhD Broadcast DIFHIIRDESYTHS,

= 4.2-4

Broadcast MFE%E

Broadcast MFEFEZ L D4FEH

Normal Broadcast

Normal Broadcast X {EFFICZ{S R AEZH IR IZ8H B Broadcast Receiver
[CEEE SN THIMT 5, Ordered Broadcast EE#4Y, #3M Broadcast
Receiver M'[E BFIZ Broadcast #ZET DL HHBTHL . HFED
Permission ## D7 71) M Broadcast Receiver f=[FIZ Broadcast 2§
H5IEELTED,

Ordered Broadcast

Ordered Broadcast L= {EFICZIERAET IR AR IZdH % Broadcast
Receiver M—DF DJEZHIC Broadcast #ZETHEMNEFEHBTHS. &Y
priority {EAYKE LY Broadcast Receiver MEIZZRIET D, TRTD
Broadcast Receiver [ZERESET I 5HH . &H D Broadcast Receiver A%
abortBroadcast)ZME U H LB & (<. Broadcast IZEHT S, HED
Permission #F|FE S L1=7 71 ® Broadcast Receiver Z[F1Z Broadcast
EZESEDHELTESD, £ Ordered Broadcast TIEZEE T A
Broadcast Receiver Mo DR IEHREZ(TES_ELTE S, SMS Z{E@AN
Broadcast(SMS_RECEIVED) & Ordered Broadcast DX EKFITH S,

Sticky Broadcast

Sticky Broadcast (& {ERFICZ{ERTAEAUIKREICH D Broadcast Receiver
ICEREINEZRICEBRITDIIEEGCUVRTLIZCEYSKT., &I
registerReceiver()ZMEUHLI=7FUA Sticky Broadcast Z{EFH¢&
MTEBIENEFHTH S, Sticky Broadcast [Ffthd Broadcast EEEYH
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FRIHRT A LI LD T, Sticky Broadcast A ARE(ZH>T=&E(2, BF
REYIZ removeStickyBroadcast()ZFEUHH L T Sticky Broadcast ZHiES
HEDLENH D, D Broadcast L&Y $5ED Permission HF D7 71)
@ Broadcast Receiver 1=[F1Z Broadcast 2 {ESE AT EILTELLY, /3y
T1)—IKEEZ F &SN Broadcast (ACTION_BATTERY_CHANGED) & Sticky
Broadcast DX ERHITHB,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast 74 M4 %#5-7- Broadcast
T&H 5, Sticky Broadcast LE#k. HE®D Permission #FD27TUD
Broadcast Receiver f21F(Z Broadcast #Z{ES A &L TEALY,

Broadcast D4F MRS EV DR AT, LRZFSISHNICHEBETLHETRICES,

& 4.2-5
Broadcast MDA IRD L Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{E T AE7: Broadcast Receiver &

Permission [Z&kY#IRT S © © } }
Broadcast Receiver M > DAL

REWETS - © - ©

JlE & IZ Broadcast Receiver [Z

Broadcast ZEEH 5 - © - ©
BRICIEEESN TS Broadcast &

BISBIETS - - © ©

4.2.3.5. Broadcast FE{ELT-1EHAM LogCat [CHAIZNDIGEENHD

Broadcast MEZEIXEARMIZ LogCat [CHAZNAL, LML, ZIEBID Permission RRICKDIT—H, %
{E8D Permission RRIZEHTF—DKEIC LogCat IT5—OT At Ahehd. T5—AJIZIF Broadcast T
1E9 % Intent FRELEENDD T, TS5—FKARFZ(X Broadcast EET DB AL LogCat (TR TRTINBIEITEER
LTIELLY,

R(EBID Permission RERFDIS—

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android. broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec. android. per
mission. MY_PERMISSION due to receiver org. jssec.android. broadcastreceiver. creating/org. jssec. android. broadcastrec
eiver.creating. CreatingType3Receiver

Z{ERID Permission RERODI S —

W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver.creating. ac
tion.MY_ACTION } to org. jssec.android. broadcastreceiver. creating requires org. jssec. android. permission. MY_PERMISS
ION due to sender org. jssec. android. broadcast. sending (uid 10158)
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4.2.3.6. R—LEE(7T))IZa—thyrzEBETLEDEER

R—LBEEICTTIVEEET 510D a—rhybRE2U 4 Web T30 DT vI<v—oD &5% URL S a—khvk
ZERT HEEDERRICOVTEHRBAT S, FlELT. UTDEILGREEZEZTHSD,

R—AEm (7TV) (23— by hERETD
Intent targetintent = new Intent(this, TargetActivity.class);

/) a—brhy MEBIKEO -6 Intent
Intent intent = new Intent (“com. android. launcher. action. INSTALL_SHORTCUT™) ;

// va—rhy bOA Y TEICEST S Intent ZIETE

intent. putExtra (Intent. EXTRA_SHORTCUT_INTENT, targetlntent);

Parcelable icon = Intent. ShortcutlconResource. fromContext (context, iconResource) ;
intent. putExtra (Intent. EXTRA_SHORTCUT_ICON_RESOURCE, icon);

intent. putExtra (Intent. EXTRA_SHORTCUT_NAME, title);

intent. putExtra(“duplicate”, false);

// BroadCast Zff>T. VAT ALIZVa—brhy MERRZIRIET 5
context. sendBroadcast (intent) ;

EFETEELTLS Broadcast (&, ZIFFAR—LBRET T THY. \vr—SRERETHIENHLLO,
fE 2K/ Intent KD FH Receiver NDEFELLEH>TVWAILITEENDBETH D, 2FY., LR TEELE:
Broadcast [ERILVITEEDEEDTITUNRIETHIEMNTE, 20718, Intent [T TATHERMNE
FNTVSEERRBROBEZICDLASEREENH D, URL ZHICLI=Va— b hybEERT 51545 . URL IZRE
DBEBNEEN TSI LLH L0 HFITEENDLETHD,

stEAEELTIL. T14.2.1.2 2AB Broadcast Receiver - Broadcast #5235 %{E3 5 JIZREHIh TLBAHRA
UMZHEL, FEIET D Intent ITEV U TATHIEBRNEFTLHWNESICTEEABETH D,
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I 4.3. Content Provider Z4£%-FIB9 5

ContentResolver & SQLiteDatabase M A > 2 —2J7x— XML TS F- & . Content Provider [&
SQLiteDatabase LZZICBERAH I LERELNSNDIEN Z LY, LALERRIZIX Content Provider (X7 TURT
—BHREDAUE—TI—RERET ST T, TE2REFORRXE—UBOLLNWIEITEENBLES, ERT S
Content Provider RETT—42MDRF(C SQLiteDatabase #{#52 &3 TESL. XML 774 L E DRI DIRER
KEFEITELITED BB CCTRNT BT I a—FRIZET—2E2RHFETHNEEZEFLRLO T, BREIZHLT
BN HIE,

4.3.1. YT )La—Fk

Content Provider BED K3 IZFIFHEINEMIZL>T, Content Provider A 8% 51 R 0B LA HFERMNE
5%, ROFIFEIO—IZ&>TERT S Content Provider WE DAL T THIMEHIETES,

FE LD
TVIZFAZERD S

v Y

Private Public Exclusive Proprietary Temporary
JEABfContent Provider ABfContent Provider I\_F#—_BE.E EHBEE. _H##FEI.
Content Provider Content Provider Content Provider
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4.3.1.1. 3E/4AE Content Provider 245 -FIFAT 5%

JE2AF Content Provider (&, RI—77JRZIFTHIASINS Content Provider THY. LoLbRLMHEDFL
Content Provider TH5'1,

LIF. 322 BA Content Provider DEEHIETRT,

R4 r(Content Provider %) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. RA—T7FTIAMLLDYIIARNTH>TH. IN\TA—FDRELMEHRTD
3. FIAXTIVER—T7TITHEIMG, T4 RERERELTELL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— R4 >k 15 exported="false”l=&k VY. BARMICIELARSBEST S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
<{/manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

1=1=L. Content Provider ®IELARIERE (X Android 2.2 (API Level 8) LIRITIXH#EEELAELY,
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public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEEEZEZRTHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, ”/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getTypeUri uri) {

/] )k RAU L 2%k A= FTUANLDYIIRARTHLTEH, NFA—2DLEEEHRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] *RA2 bk 3Ik MAXTTTVER—F7 TV THEMhE, EoI T4 THRERERELTKL
// 1=12L getType D#ERP LU T 1 THEREZF DO LIEHFEY ALY,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;
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case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] ARAU 2% A—F7FTIVANLDY I IRXARTH2TEH, I"SA—2DREeHEZHERT S
// TTTlEuri N"EEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3,
/] TDMDINT A —FDRERIEH L TIIZDEEE, 13.2 ANT—20RLMEHET 5] #58,
/] kIRA b3k FIATT TVIFR—F TV THEINL, oo T 4 THEREFRZELTEN
// query DERNE UL T 4 THERZEONESMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kA k2% R—F7TVANSLD) I ITRARTHLTH, INSTA—2DLLMEERET S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEL TULVD,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWT—20ORLEMEHET 51 #58,
/] *RA2 b3k FATT TVIEER—F7TITHEINL., BT 1 THFEHRZRELTEW
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(”“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] kiRA Vb 2% A= TIVANMLGDY I IR RTHLTH, NS A—2DLREHUEHERET S
// T TlEuri NMEEDERERNTHS Z &%, UriMatchertmatch () & switch case THEFREL T3,
/] FTOMDINT A—Z DHERIEY O TIVIZDEEKE, 3.2 AT —2NDREMEHET 51 #38,

138 All rights reserved © Japan Smartphone Security Association. Content Provider #E%-FIHT %




JAPAN

SMARTPHONE Android 77')0)"2#17%&%‘[’"t'*l?:l_?’f‘/ﬁ«jj"fp 2018 ﬂE 2 H 1 EH&

SECURITY

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

}

/] *BRA2 L3k FATT ITVIERA—T7TITHEIN D, £ T 1 TREREREL TR
// Update ShizLa—FENEU T4 THBEKREFONESMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA 2k B—F7TVALLDIV I IR NTHLTH, INTA—2DRLMEEHRET S
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case TREFEL T3,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] *RA2 3k FATT TVIER—F7TITHEIND., BT 1 THFEHRZRELTEW
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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RIZ. JE22FA Content Provider #F| 9 % Activity DlZTRT,

R4 ~(Content Provider ZF|fH7 3):
4. B—=TF7TIRANDYIIANTHAIMNL., B TATHIERE) VT AMIEHTEL
5. A—77URAMILDERIBEHRTHOTH. FET—ANLLMEHERT S

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]”™) ;

[/ *ARA b4k A—FTIVAANDY I IR LTHIND, BT THEREZY I IR MIEHTEL
Cursor cursor = null;
try {
cursor = getContentResolver (). query(
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] kRA b5k =7 VAL DHERBERTH>TH., ZETFDREMEHRTD
/] O TINZDERE, 3.2 AWHT—SDREUEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] )k RA bk B—=F FTURAANDY I IR LTHIND, £V T4 THERZVIIRAMIEDTEL
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] *kRA2 bk R—7TVANMLDHERBEHRTH->TH., ZIET—FDREMEHRT S
/] B TIVZDEEE, [3.2 AWT—20RLM2HET D] 238,
logLine(” wuri:” + uri);
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public void onUpdateClick (View view) {

logLine (" [Update]”) ;

/] *XRA b4k R—F7TIVAANDY I IR LTHIND, oo T4 THEREZYIIRAMIEHTEN
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *RA2 b5k A—7TVANLDERERTH>TH. RET—HDREMEHERT D
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records updated”, count)):;

}

public void onDeleteClick (View view) {

logLine (“[Delete]”) ;

/] *XRA Ak R—F7TIVRAANDY I IR LTHIND, BT THEREZYIIRAMIEHTEN
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA2 5k A—F7 VAN DHERFERTH>TH. RET—HIDREMEHERT D
/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT DI 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.1.2. /23 Content Provider 245 I35

22Bf Content Provider (&, FYFEZHD 7TV ICHI RSN D EEBELT- Content Provider TH 5, V517>
FERELLZWNIEIZEKY., RILIzT7Hh5 selectQICE>TREBLTWST—42ZFIREMSNI-Y, update()IZ&L>T
T—RAEEZTHMA LMY, insert()/delete()IZ&>THD T —ADHEARLT —EDHIBREVNST-HEBEZ(H1-YL T
REASNBEILITEENREL,

F1=. Android OS BEEE TIXRHZWLEBERK D22 Content Provider 2F|B 3 51548 . ZD AR Content
Provider IZEYBEELIZRILIITICUIIRAMGA—RERESINDIILDHDH L. BLU HBHRT 2%
(TERAZENH D EITEFENVETH S, Android OS BEED Contacts +> MediaStore F+236] Content
Provider THAM, TIL Iz T7I(XZFN5 Content Provider [CRAYFEL TELLY,

LA . 22F8 Content Provider O EZEHIETRT .

R4 (Content Provider Z{E3):

1. exported="true"IZ&kY . BATRMIZARKET S
2. DVOIRMSGA—ADRLMEHRTD

3. BUITATRIEHREREL T AL

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— % BRA >k 1% exported="true”1Z& Y. BARMIZABREZRET S —
<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEEEEZRTHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtiE&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, ”“/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getTypeUri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
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}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KIRA b 2% UOIRMNNSGA—BDREMEMHRETS
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffimatch () & switch case THEREL T3,
/] TDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20RLUEHET 5] &38R,
/] kRA Dk 3k BT TIREREREL TEAES AL
// query DIERNE LT 4 THEREZEHEONESHNIT TURE
/] VOIRMTRDT7 TINRIILD 7 THAAHEEENH S,
/] RV TFICRBEINTEREOLNVERTHNIEHERE L TRLTH &KLY,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA b 2% YOI RMNSGA—FDEEEEHERT S
/) T TlRuri AMEEDEHERNTH S &%, UriMatcher#tmatch () & switch case THEZEL TLVS,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] *BRAU 3k £ T 4 THERZRZEL TIEAES AL
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
/] VO ITRMTOT TUNRTILI 7 THHAREELH D,
/] RV FICHBENTHIHBOLRWMVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] hkRA k2% UOIZRARRTA—FDREUEZHERT S

// TTTIEuri AEEDEHERNTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] TDHDINT A —F DRERIET D TIVIZOEEE, [3.2 AWT—2DRLUEHRT 51 238,
/] *RA b3k BT THIEHREZRSE L TIEE LA

// Update ShfzLa—F#ENtE T« TLREKREFEONESMET7 T RE

[/ VI IZRCTOT FTIUNIIILI 7 THAAHEELSH S,
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}

/] RV ITFICREBINTLERBEOLEWMVERTHNIEHERE L TRLTE &L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KIRA b 2% YOI RMNSGA—FDEEMEEHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TWL5,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 AWT—20ORLEMEHET 51 #58,
/] KIRA L3k U T 4 THREREREL TIEAESEL
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
/] VOIRMTRDTZ TINRIILO 7 THHEEEENH D,
/] RV FPIZHBEINTERBOLZWVERTHNIEHRE L TRLTH KLY,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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2018 2 A1 BiR

RIZ. 22F Content Provider ZF|f9 5 Activity DHlZTRY,

R4 ~(Content Provider ZF|fH7 3):
4. I TATEERE)IIAMIEO TIEESAL

5. #&

RT—SDREMEHERT S

Public
package

import
import
import
import
import
import
import
import

public

//

}

pub

UserActivity.java
org. jssec. android. provider. publicuser;

android. app. Activity;
android. content. ContentValues;
android. content. pm. ProviderInfo;
android. database. Gursor;
android. net. Uri;
android. os. Bundle;

android.view. View;

android. widget. TextView;

class PublicUserActivity extends Activity {

FIA%®D Content Provider 5%

private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);

lic void onQueryClick (View view) {
logLine (" [Query]”™) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] kRA bk £ T 4 TREREV VIR MIEDTIEAES AL
/] VOIRMEDTZ TINIILO 7 THHEEEENH D,
/[ RV TICRBENTHEEDOGZVERTHNIEV I IR FMIEHTH KLY,
Cursor cursor = null;
try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA U bbhk HERT—IDREEEHEDET D
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
if (cursor == null) {
logLine ("™ null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
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}

}

}

public void onlnsertClick (View view) {

logLine (“[Insert]”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] hRAU bk £ T4 THEREV IV IXMIEHTIEAESEL

/] VOIRMEDT7 TINRIILD 7 THAAEEENH D,

/R ITICRBENTHEEDGEVVERTHNIEV I IR MMIEHTH KLY,
ContentValues values = new ContentValues():

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] kRA k5K BRT—2DRLUEHET D
[/ B TIIZDERE, 3.2 ANT—20OREUEHERT 51 238,

logLine(" wuri:” + uri);

public void onUpdateClick (View view) {

logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] kRA bk £ T 4 THREREV I IR MIEDTIEAES AL

/] UOITRMEDT TUNTILI 7 THHAREELH D,

/] RILIITFIZRESNTEHEOGENVERTHNIEY VIR MZEHTH L,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String(] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] kIRA Uk 5k BRT—F2DELEMEEMHERT S
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records updated”, count)):;

public void onDeleteClick (View view) {

logLine (" [Deletel”);

if (!providerExists(Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] kRAV Fdk BT THREREY VIR MIEDTIEAES AL

/] VOTRA DT TINTILI 7 THEAREMEND S,

// RILDTFICRBINTEREOLVVERTHNILY VIR MIEDHTEH &KLY,
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);
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/] *kIRA b5k #HERT—HIDEREEEHERT S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records deleted”, count));

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi != null);

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

148
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4.3.1.3. /N\—hkF+—[R%E Content Provider /% -FIET %

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
na,

LIF ., /\—kF—BR%E Content Provider ®ZE&EHIZERT,

R4 (Content Provider #4£3):

1. exported="true"IZ&kY . BARBIZAHERET S

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. N—rF—TFTIUHLDIITRLTHOTH, INTA—EADEEMEHERT D
4. N—rF—FT)IZBRLTRUMERIZRYRZEL TKL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. partnerprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— S 7R4 > bk 15 exported="true”(Z&k Y. BARMIZARZKRET 5 —
<{provider
android:name="org. jssec. android. provider. partnerprovider. PartnerProvider”
android:authorities="org. jssec. android. provider. partnerprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PartnerProvider.java
package org. jssec. android. provider. partnerprovider;

import java.util.List;

import org. jssec. android. shared. PkgGertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessinfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

import android. os. Binder;

import android. os.Build;
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public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEIEEZEZRTIHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

/] kRA2 b 2% MATT7 TIDOHEAENKRTA YR MIBHFINTWE I L EZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— kF+—7F F1) org. jssec.android. provider. partneruser MEFBAE/ v > 1B Z4F
sWhitelists. add (“org. jssec. android. provider. partneruser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”“partner key”MEFBAZE/\v > a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

/! ATFRERIZHD/S— b F—7 T &R
}

private static boolean checkPartner (Context context, String pkgname) {

150 All rights reserved © Japan Smartphone Security Association. Content Provider #E%-FIHT %




m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 46 2 A 1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

if (sWhitelists == null) buildWhitelists(context) ;
return sWhitelists. test (context, pkgname) ;
}
/] RBTT TRy r—SZEMEG
private String getCallingPackage (Context context) {
String pkgname;
if (Build. VERSION. SDK_INT >= Bui ld. VERSION_CODES. KITKAT) {
pkgname = super. getCal | ingPackage () ;
} else {
pkgname = null;
ActivityManager am = (ActivityManager) context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid() ;
if (procList !=null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkgList. length - 1];
break;

}

return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride

public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *kRA Db 2% FRATT TDIAERRTA FJRMIBHEINTWS I L 2HET S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRAFTT7 TV IF/8— b F—F7 T TIEEL, 7);
}

/] *IRA VR 3Kk IR—bF—TFTUDLLDYIIAMTHOTH. INSA—ADREUEHERT D
// T TlEuri NMEEDERERNTHS Z &%, UriMatchertmatch () & switch case THEFREL T3,
/] 3.2 ANT—2DREMEHERT 51 #5H8,
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/] kA b dhk N—bF—=TF TYIZBIRLTKUVMERICE YIRE L TLLY
// query DIERNN— rF—F TYIZERL TEWERMNESIMNET T XE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kIRA 2% FIRATT TYDIABEENERTA R X MIBEIN TS E2HRETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV /38— b F—F7 T TIEEL, 7);
}

/] *RA D E3Ihk R—bF—=TFTIUNLDYIIRTHH>TH, NSA—EDREUEHERTS
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3,
/] T3.2 AAT—EDEELEHRT 5] 3,
/] KIRA Y bdk "= b F—7 TYICEATRLTEWERICBYRZEL TEL
// Insert $ER, HBBEINB DW=+ F—7 TVIZEHERLTEVVERMOESNIT TURE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *iRA k2% FRATT TYDHRENRTA PR MIBFRINTWSZ L 2HET 5
it (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRTT7 TV /38— b F—F7 T TIEAEL, 7);
}

/] KIRA VR 3Kk IR—bF—TFTUDLLDYIIAMTHOTH., INSA—ADREUEERT D
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] KkRA U bk NR—rF—FTYIZERLTEVERICEEYERZELTE L
// Update ShizLa—FENEU T4 TREREFONESIMIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iR3

case DOWNLOADS_ID_CODE:
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return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *iRA k2% FATT T)DERENERTA YR MIBERISNTWS I LEHRTS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV IF/8— b F—F7 T TIEAEL, 7);
}

/] *RA DRIk R—bF—=TFTUNLDYIIRTHH>TH, NSA—EDREUEHEDRTS
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3,
/] T3.2 AAT—EDEELEHRT 5] 3,
/] *RA b bdk IRS— b F—F TYIZEARLTEVMERICEY RZELTEWL
// Delete Snfz=La—FHENEU T4 THEKREFONE S MIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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K=, 18—k F—R%E Content Provider ZF|FH3 % Activity DHIZETRT,

R4 r(Content Provider ZFIFH3 3):

5. FA%/\—brF—RE Content Provider 77 DFEBAENRTA M) AMIBBIN TSI LERHERT D
6. /\—kF—PBR%E Content Provider 7 7JIZBIRL TRULMERRIZIRYU VT AMIEH TKLY

7. 13—kF—BRZE Content Provider 77N DIERTH-TH. BRT—HIDREMEHEET D

PartnerUserActivity.java
package org. jssec. android. provider. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

// FIFA%® Content Provider (&R
private static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// kA bk bk FIAKL/N— kF—RFE Content Provider 7 7! MEIFAEMAKRTA PR MZEBIhTWEI L
IS,
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 1\— b+ —[R%E Content Provider 7 Z71) org. jssec. android. provider. partnerprovider MIEBAZE/N\v S 1 {EH
sWhitelists. add ("org. jssec. android. provider. partnerprovider”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore M ”my company key”MIEBAZE/\v > a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// LRI/ S— kF+—FR5E Content Provider 7 71) #%4%. ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);
}
// uri Z AUTHORITY &9 % Content Provider /8w —2 & W5
private String providerPkgname (Uri uri) {
String pkghame = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority(), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (“[Query]™) ;

// kR4 2k 5% FIR%/S— kF—FR%E Content Provider 7 7Y MEEBAEMN KT A R X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIFA% Content Provider 7 7Y IEART 4 F R FZEBFESATULAEL, 7);
return;

}

// *iRA 2k 6%k /83— kF—RE Content Provider 7 7UIZBATRL TRULMERICRY YUV TR MZEHTEL
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kR4 b Tk /18— bF—BRE Content Provider 7 7ML DIERTH-TH, HBRT DL H MR
T5
/] U TINZDERE, 3.2 AWHT—SDREUEHRT 5] 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

// kR4 2k 5% FIFASKE/S\— k+—FR5E Content Provider 7 71 MEERAEAFRTA YR MMZEFINLTWNWEI L
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIEARTA FJ R RZEBEFINA TV, 7);
return;

}

// KR4 2k 6%k /X— b F—RE Content Provider 7 FUIZBIR L TLULMERICERY UV TX MZEDHTEN
ContentValues values = new ContentValues () ;

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 2 b Tk /83— kF—R5E Content Provider 7 7ML DERTH->TH., BRET—2DLEM%2HRETS
/] B TIVZDEEE, [3.2 ANWT—20RELM2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
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logLine (" [Update]”) ;

// kR4 2k 5% FIR%/S— kF—FR%E Content Provider 7 7Y MEEBAEMN KT A R X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIFA% Content Provider 7 7Y IEART 4 F R FZEBFESATULAEL, 7);
return;

}

// *RA 2k 6%k 13— kF—FRE Content Provider 7 FUICBRL TKRLMERICBY UV TR FZEDHT KLY
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kA bk Tk 18— bF—FR%E Content Provider 7P 7 UM S DIERTH-TH., BET—2DREMZHERTS
/] BOTIVZDZEE, [3.2 AhT—2DREMEHRT D1 258,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// kA >k 5% FIF%/\— kF+—RE Content Provider 7 7V MEEBAEMNRTA Y X FZEFIhTWS I &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FJIEFRTA FR RZEBEFISNA TV, 7);
return;

}

// kR4 k6% /18— kF—FR7E Content Provider 7 7Y ICBTR L TLUIMERICEBY VYT X MZEHTELY
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4t Tk 18— bkF—FR7E Content Provider 7 7ML DIERTH-TH. BET—2DLREMZHEERTS
/] U TIVNZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 [% 32 /N1 b+
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELNH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZXF 5 DIEMRD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.3.1.4. B#%tBRE Content Provider Z{£%-FIFA3 5%

B #tBR5E Content Provider (&, Bt USN D7 T)MSFIHEESNDZEEE1EF S Content Provider TH b, EH
DEH/ETT)TORATLEERL. B 77 RSB OCBEEESTA=0IZFIBSh S,

LI . B#RE Content Provider OEEHETRT,

R4 (Content Provider #4E3):

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

exported="true"[Z&kY. BATRMIZABREZTET S

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
B#H7TUHNLDVIIRNTHO>TH, NIA—EDNREMEHERT D
FMATTIVEEHRHTITITH LI L. T4 ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"7?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseprovider”>

{l— R4 > k 1% HETES Signature Permission 2E&HT 5 —>

<{permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— %A > kb 2% HBEFZ Signature Permission 2EREET S —

<I— %BRA >k 3k exported="true”1Z& Y. BARMIZABREZREST S —

<{provider
android:name="org. jssec. android. provider. inhouseprovider. InhouseProvider”
android:authorities="org. jssec. android. provider. inhouseprovider”
android:permission="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:exported="true”/>

<{/application>
<{/manifest>

InhouseProvider.java
package org. jssec. android. provider. inhouseprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;
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import android. content. UriMatcher;
import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —TJ 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH) ;
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, ”“/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MEFBAZE/\v < 1 {#E
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sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *BRA bk MBETE Signature Permission NEH T TVICKYEESNTWR I L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JhEE = Signature Permission AE# 7 TUIZK YEZINTULVEL, 7);
}

/] kRS 5k BRHZTUALDIV I IR NTHL2TH, INTA—2DRLMZHET S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TUL\D,
/] T3.2 AAT—RDNRENEZHRT 5] 3,
/] *kRA2 b6k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// query DFERABEHT TVICET L TRWERN ESHIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

// *RA 2k bk HMEEE Signature Permission NEHT TUIZEYERESNTWND I L2HRT S
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if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException("JH B % Signature Permission AE#HT7 TVIZKYEEIATULAEL, 7);
}

/] kIRA L5k BHTZTUNLDVIIRFTH-TH, NSA—FDREUEMHRTS
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3S,
/] T3.2 AAT—2DNREMEERT 5] =38,
/] kIRA 2k b6k FIATT TVFBERHT TV THEIML, oo T4 THHEREFRZELTEN
// Insert #£ER, HBEINS IDNBELT TVICHATRL TEWNVERNE SHIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA 2k 4k MBEFES Signature Permission AEHT7 TVIZEYEE SN TR EZ®RT D
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JH B % Signature Permission AE&ET7 TVIZKYEEINATULAL, 7);
}

/] kRS kbk BRZTUNLDYIIRMTHLTH, NSA—FDREMEHERT S
// T TlEuri NMEEDERATH S Z &%, UriMatcherftmatch () & switch case TREFEL T3,
/] T3.2 AAT—2DEELEHRT 5] 3,
/] *kRA2 b6k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// Update Shiz=La— FENEU T« THEEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shtf-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA bk bk BT Signature Permission NERT7 TVIZLKYEZEINTWR I L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("Jt B E = Signature Permission AE#T7 TUIZE YEEINTULVEL, 7);
}
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/] kRA U E5k BREZTUNMSD) I IR FTHLTH, IRSA—LDREUEHRTS
// TTTlEuri MEEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3S,
/] T3.2 AAT—2DRELEZHRT 5] =38,
/] kIRA 2k b6k FIATT TVFERT TV THEIML, o oT 4 THEREFRZELTEN
// Delete SnfzLa— F#AELU T4 THREKREFONE SNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // BEHEL T/
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() :
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l|||| JSJ:JP:RNTPHONE Android 77') o)t:FJTEQE'[' " ‘t’:\'—173—7~:«r‘/7~ﬁ'f N

2018 2 A1 BiR

*RAUk 7% APK % Export $5EZI2, FIART7T)ERILRAFEERTAPKZELT 5,

-

¥ Generate Signed APK &J

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: @ company @

Keyr pa 55ﬂ0rd : | ....... |

[ | Remember passwords

| | MNext | Cancel | | Help

4.3-2

X, B*tBRE Content Provider #F|AY 3 Activity DHIZTRT

R4k (Content Provider #FIR7 3):

8. J¥EE Signature Permission ZF|AEE Y5

9. JhEE% Signature Permission ABE#T7TVICKYERIN TS LEHERT S

10. F|F% Content Provider 77 DIEAEN B DIIFAE THHLEHRT D

11. B#ER%E Content Provider 7 7UIZBIRL TLULMERIZERY VT RMIEHTKLY

12. B#tFR5E Content Provider 77U D#ERTH->TH. ERT—HIDREMEHRT D
13. FIAET7T)LRICAFREERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseuser”>

— %Rq > b Th BT Signature Permission 2f|AEET 5 —
<uses—permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION” />

<application

android:icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

Cactivity
android:name="org. jssec. android. provider. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>

<action android:name="android. intent. action. MAIN” />
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{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

InhouseUserActivity.java
package org. jssec. android. provider. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager ;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIAS%E®D Content Provider 154k
private static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHROERED/NY S 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIEBAZE/\v 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7G2 42E142CA™;
}
]
return sMyCertHash;
]

// FIFA% Content Provider M/ — & E WG

private static String providerPkgname (Context context, Uri uri) {
String pkghame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;
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public void onQueryClick (View view) {

}

logLine (“[Query]™) ;

/] kR4 9% MHMBEFES Signature Permission NEHTZ TVIZEYEE SN TSI EZ®ERT D
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

logline(” JMBEEZ Signature Permission BT TUIZLEYEERSA TN, 7);

return;

}

// kR4 >k 10% FFZ% Content Provider 7 7\ QIBAZEANBHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, myCertHash(this))) {

logLine(” FIFA%E Content Provider [ZB%#7 7Y TIX4L, ) ;

return;

}

// KR4 2k 115 BIEE Content Provider 7 FVICBRL TRULMERICIBY UV IR MZEHTE WL
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kR4 b 12% B#EE Content Provider 7 7UDN L DR TH-TH, HBET—2ANDREUEHRT S
/] O TIZDERE, 132 AWHT—SDREUEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close():

}

public void onlnsertClick (View view) {

logLine (“[Insert]”);

// *BRA 2k Ok HMETE Signature Permission NEHT7T TVIZKYEEEINTWR I L #HRT S
String correctHash = myCertHash (this) ;
if (ISigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHT TUIZEYERSIN TN, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MFFBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI);
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y T4y, ) ;

return;

}

// *RA 2 b 115k BHRIE Content Provider 7 7Y IZBIR L TEULMERICBRY VY TR MZEDHTELY
ContentValues values = new ContentValues();
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values. put ("pref”, "HR&");
Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 bk 12% BHRE Content Provider 7 7D L DERTH-TH, BRT—2DREUZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

// A 2k Ok JEFES Signature Permission AE#RT7 TUIZKUERERIN TS L Z2HET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JHEEZ Signature Permission AE#T7 TVICKYEZRINTLVEL, );

return;

}

// kR4 > 10% FFZ% Content Provider 7 71 QIIBAZEABHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB#t7 7Y TIXALY, ) ;

return;

}

// *iRA 2k 11% B#EBE Content Provider 7 7Y ICBRL TLULMERICBY VIV IR MZEHT LWL
ContentValues values = new ContentValues();

values. put ("pref”, "RZ=#E");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kR4 b 12% BHRE Content Provider 77U AL DERTH-TH., BRTFT—2DEREUZHEET S
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// *BRA 2k Ok HMETE Signature Permission NEHRH T TVIZCLKYEESNTWR I L #HRT S
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission BT TUIZEYERSIN TN, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MFFBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y T4y, ) ;

return;

}

// *RA 2 b 115k BHRIE Content Provider 7 7Y IZBIR L TEULMERICBRY VIV TR MZEDHTELY
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

// *RA 2 k125 B1tERETE Content Provider 7 7ML DHERTHH-TH. ERT—2 DL EHERT S
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/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNNvr—CE2E5WMBET S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi. packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y L 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString();
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*RAk 13%APK % Export 3 5EE(2, FIAET TV ERICHRERTAPK ZERT 5,

r N
® Generate Signed APK ﬁ

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

KE"!.I" passﬂﬂrd : I ....... ]

[ | Remember passwords

4.3-3
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4.3.1.5. —BsE579 Content Provider 245 -FIFA9 5%

—BFEF ] Content Provider [&, E2AMIZIXIEABID Content Provider THAHS. HED 7SI L T—HH
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd . 1757 #IBELIz Intent ZXR 7 T2+
FTHILIZEY . ZDTTI)IT—BFET V2R ERNMFEIN D L5125 TLVS, Content Provider 771 hVEEED
MICHDTTVIZT I REAEEADHIELTESL. —BMWLGTIERHFAEROTETT)IZ Content
Provider 77N ZEBIMIZT VL REAIE5252LHTED,

LI . —B$E5 7] Content Provider D =& HIZTRT,

R4 (Content Provider #4£3):

1. exported="false”IZ&Y . —B5EFa] 95 Path N EIELFHERET S
grant-uri-permission [Z&Y ., —B§EF a9 % Path Z18E T 5
—BEMIZEFRILIZ7 TUDSDYIIARTH O TH I\TA—FDREMEHERT D
—BERIZEF AT Lz 7 TVICRIRL TRUMBEIRIZEEYRZE L TLLD
—BFRICT U R%ZEFR[ 95 URI % Intent IZHEET S
—BICEFRI 9 37 U RIERE Intent IZIEET S
—BMIZTOEREHFAT 57 TUICHRM Intent Z%{ET 5
—BEFADERTT7TIC Intent #iRIET S

@ N wv kWD

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity

android:name=". TemporaryActiveGrantActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>

{/activity>

{l-—— —m5E57] Content Provider —>

d— R4 > bk 15 exported="false”IZ&k Y., —BEFal 9 5 Path LINZIEQBHRET S —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{I— R4 > bk 2% grant-uri-permission [Tk Y. —BEFA[ 3 5 Path 2 EFE T 5 —
{grant-uri-permission android:path="/addresses” />

<{/provider>
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activity
android:name=". TemporaryPassiveGrantActivity”
android: labe|="@str ing/app_name”
android:exported="true” />
<{/application>
{/manifest>

TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Gursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider BNt d 54 2 —T7 1 —RX%#20FH
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH) ;
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DB ZFERETICEEEZERIFIZL TS, query AV v FTRY Cursor ZEHICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (hew String[] { “17, “dti#s@&E” 1)

sAddressCursor. addRow (new String[l { “2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id", “path” });
static {

sDown | oadGursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
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sDownloadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });
}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KRAU b3k —EMNIZHFALE7TULLDY I IR RTH>TH, NFTA—FDRLEEEHERT D
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 AWNT—20ORLEMEHRET 51 #58,
/] kiRA b bk —ERICHEATLE7 TVICERLTEVMERICBYRZELTE L
// query DERNE UL T 4 THERZEONESMEIT TIRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *RA D b3k —BHIZHEALEZ7TIUNSDV I IR LTHLTEH, INTA—FDREUEHEDRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] TDHDINT A —Z DFERIETF O TIVIZOEEE, [3.2 AWT—2DRLEUEHERT 51 238,
/] kRA Db b —BERICHERLE7 TUICERLTEUVMERICEBYIRZELTE W
// Insert #ER. BBEIND DN T4 THRERERONESIMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);
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case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA 3k —EHIZHEALE7TUDNLDY I IR LTH>TH, NFTA—FDREEEHERT D
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffimatch () & switch case THEREL T3,
/] TDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20RLUEHET 5] &38R,
/] kA Uk dhk —ERICHFATLE7 TVICHERLTEVMERICEYIRZELTEL L
// Update ShizLa— FENEL T4 THEBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RAU b3k —BHIZHFALE7TUNLDY I IR LTH>TH, NTA—FDREEZHRT D
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TUL\D,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWT—20OREMEHET 51 #58,
/] KIRA Ak —BRIICHFRALEZ TVICERLTEWMERICBYIRZELTE W
// Delete Snfz=La—FHENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRS

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}

}
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}

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android. view. View;

import android. widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBE9 Z15%R
private static final String TARGET_PACKAGE = “org. jssec.android. provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 7 7' D EEEBIMIICHD 7 TVIZT7 IV 2 RHFAIEZE5EZ 55 —R
public void onSendClick (View view) {
try {
Intent intent = new Intent();

// *iRA 2 bk bk —BMIZT Y EREHAT S UR] # Intent IZHEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] *RA b b6k —BHICHFRIS 57 L RIERE Intent ITEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] *RA2 b Th —BERIICT VR REHAT 57 7T )ICBRM Intent 2#1E9 %
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;

} catch (ActivityNotFoundException e) {

Toast. makeText (this, “User Activity AREDMS7ALY, “, Toast. LENGTH_LONG) . show() ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride

protected void onCreate (Bundle savedInstanceState) |{
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super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

}

/] —BEHIET I 2 REFRZRDTEF-7 F1)IZ Content Provider 8l 7 T ASEIMICT Y EREAE52 55 —R
public void onGrantClick (View view) {
Intent intent = new Intent();

/] hiA 2k bk —BMIZCTIEAZEHTT S UR] % Intent IZFEET
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KIRA b 6k —BEMICEERT 579 2 RERZE Intent IZIEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] kIRA b 8k —HEEFRIDERITT 7V I Intent %iR{
setResult (Activity. RESULT_OK, intent);
finish();

EX)

o

}

public void onCloseClick (View view) {
finish();
}

RIZ, —BFEFA] Content Provider #F| A 5 Activity DHIZTRT,

R4 (Content Provider ZFI 3 3):
9. UL TATREREVIVIAMIEDTIFESHEL
10. #ERT—ADREMEHERT D

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. content. pm. ProviderInfo;

import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity B9 B15%R

private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryprovider”;

private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

// RIS E® Content Provider 1&#R
private static final String AUTHORITY = “org. jssec. android. provider. temporaryprovider”;
private interface Address {

public static final String PATH = “addresses”;
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public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

private static final int REQUEST_CODE = 1;
public void onQueryClick (View view) {
logLine (“[Query]™) ;

Cursor cursor = null;
try |
if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] kRA Ok o T 4 TREREY VIR MIBOTIEAESEL

/] VOIRMEDT7 TINRIILO 7 THAAEEENH D,

[/ R TFICRESINTHERBEOGENVERTHNIEY VIR MZEHTH L,

cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA 10k #ERT—HIDRLMEEHERT S
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
}
} catch (SecurityException ex) {
loglLine (" #I4+:" + ex. getMessage()) ;
}
finally {
if (cursor != null) cursor.close();

}
}

/] TOF TYN—EHLET I XEREEKR L. Content Provider I 7 7Y NZEIIZT7 IV ERFREE5EZH5—R
public void onGrantRequestClick (View view) {

Intent intent = new Intent();

intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);

try {

startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {

logLine ("Grant MERIZHK LE L=, ¥nTemporaryProvider M4 VX b—ILESNTWEIMEZELTLEEL, ~

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority O, 0);
return (pi !'= null);

}

private TextView mLogView;

// Content Provider I 7 7V ANEEBIBIICC DT TVIZ7 U REFRIZ5Z2 55 —R
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@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.2. L—ILTvY

Content Provider OE&ERIZIZLL T DIL—ILESFBRI &,

1. ZFIVATOHAERAT S Content Provider [XIELFBRET S (WH7E)
2. UYOIRMSA—EDLEUEZHRTS (%7A)
3. JREES Signature Permission (&, B 7 TN EELI-CLEHELTHATS (WH7B)
4. HERBEBRERTHEICK. BEETTINLDERBHRFRIZEETS (%7A)
5. BEEZZRMICIREHIZBEICIE. TOEEDHEDREKELHIFTD (%7A)
F=. FIRAIX. LTDIL—ILESFEHIE,
6. Content Provider D#ERT—ANLLMEFHERT S (WH7E)
4.3.2.1. 7FT)RATOHEAT S Content Provider [FIEAFHZET S (WH7B)

B—T7 VRIS DHFIFAENS Content Provider (D7 TUNST IR TEZDEMNZEWNE T TEL, BF
#+ Content Provider #EB ¢ 57V EREERELLENIEMNZ LY, Content Provider (T —42#EF T 51D
A THD1=0. TIHILETIEABRWIZE>TLES . A—7TIANS DA FIFASN S Content Provider [
BARMIZIEABAEREL . JE2ARH Content Provider £ RETH S,

AndroidManifest.xml
{J— S RA > bk 2% exported="false”IZ&k VY, BARMICEARZET S —
<{provider
android:name="_PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

4.3.2.2. YOTARMNGA—EDREMEHERT S (WH28)

Content Provider AL T IZ&>TEFIRVIFELDEM YOI RAMNGA—LZNIBT BERIZIE. FTF0LLHE
FHEZLLZTNIEESE,

Content Provider W& AV YKL SQL XDBREBER/NTGA—FEZ (TS EEHELIAV2—T—RIZHEST
[EW5HD0., THEAD LETIIEICEEDOXFIEZITETETDLDTHY., Content Provider I TIFHEE s
DINSGA—EMNE Z 5N —RAERELRITNIEESHNEISEENRES,

22F Content Provider [EFBFEZHDTTUMNLI I IR Z(TERST=H. TILIT7 DHE VT AMEZITE
BEREMED $H D, 2B Content Provider [EthD 7T M) VTR EEERZ(TIRADZEIEEWL, LALE—T7F
RO AR Activity AMiD 7T M52 (FER 1= Intent DT —4%3JE/ABA Content Provider [ZERiX 9 D&V o7
T—RELBZONDO VI IR BEEHICRETHAHEEZTIILELLL, ZDHD Content Provider IZDLY
TH PIFVIIIRCDRE M EHERT IDLENH D,
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32 ANT—ADREMEHRTH125EBITHL,

4.3.2.3. JBEEZ Signature Permission &, B 7TUNERLI-CLEERLTHIAT S (WH7R)

B#7TVE ML EATESBRE Content Provider 2155154 . ¥ B E% Signhature Permission [Z&Y
RELLZITNIEESELY, AndroidManifest.xm| T Permission EE%. Permission B3R E S 12T TILRELT
+5TH51=6.15.2 Permission & Protection Level IDI5.2.1.2 #HBEEZED Signature Permission TE*%t
T )BETHHEIZSRTEHIL,

4.3.2.4. BREFEBREZRTBEICETBEETITINOOBERBERFBRITIRTS (WH78)

query(Q%° insert)TIEV YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN D, FERIFRICE T
1TIERDEENDHE . REET TN SERFRT DAREMENH D, F7- update(+> delete()TIEEHFT-
(FHIBRENILI—FEAV VIR ERTT7TIIHERBERELTRESND, FNITTTULERICEIS>TIEHF
IFEIBRESN L I— RN o T4 I BEREHF DHEENH LD TEET NE,

4.3.2.5. BEZ-RMICRETIESICIE. TOEEDEXRDREKELZHTETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEZMOTITIICZRMICIRET HI5EICIE RIEET
TYIZHLTRE—® Permission ZERTBHHELT, TDREKELZH LT ILAES%L, Android @
Permission £¥aTAETILTIX, REINEEEIIHTEITIVHNLDEET I ERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . FTVICHBIN-EENSSICHOTTIIZ, RED-OIZWHEL Permission &
ERTEHELGIRBENSAREME N DD, ZDTE(E Permission ZBHFRZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSRT S,

4.3.2.6. Content Provider D#ERT—2NDLLEEHRT S (WH7E)

Content Provider MAAFIZ&k>TEFIVRVIIERLEIN, BRT—AAFNIBTHEIZIT. FTHET —4DLE
HEREZELLITNIEESE,

FIASE Content Provider /2B Content Provider Mi5& . 228 Content Provider [CRYFEELI=<ILOT
NREBHERT—25RELTBAHEMEL H S, FIFA S Content Provider A'3E2ABH Content Provider D5 4&.
B—T7TIVANSKERT—2EZTMBDTYURIELHEWND R T I BEEHICRETHIEEZTILELH
LY, ZDHD Content Provider [CDWTH, PIIYBERT AN REMEZHRTILELNH D,

3.2 ANT—HDREMEHERT D IESRI DL
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4.4.1. YT )La—k
Service NEDKSIZFIFAINDEMZEKH-T. Service H 22 B R OBE YN LHHFERMNEL S, ROFFEZ7O—(Z

K- THERLT B Service REDZATTHAIDEHIBTES, HH. 1ERLT S Service DA T(Z&>T Service &7
AT5RI0EELRFLIOT, FIRAOEREIZODVNTHEHLE THREAT S,

( L& )

TTINTOAFIRATS

Yes

FREZHO
TIITHIRZERDHZ

HEMLD
TVITHIAZERH S

A4 \ 4 A4
Private Public Exclusive Proprietary
JE/NBAService ABAService IN—kF—PBRFEService B %t [R E Service

K 4.4-1

Service [ZIXEHBDEEFEZLHY . FORMISERMT S Service DEAT(ZE>1=HZEBIRTHEITHESE, T
ROMOEELAXETHROREAETHY. 5 BHEICHEL, RPOOHIIERAIRELEAEHhEEZRL. £
DIFERF AL KITREELZEDETT,

8. Service DEEHEDHFMMIZDOULITIL. [4.4.3.2 Service DEEFEIZTODVTIBLUE Service 31T DY
DTN aA—R(RETHIDOMW=ED)ESBTHE,

F 4.4-1
4 E| /N N IN—rF—R3E B RE
- Service Service Service Service

startService %! Ox* @) - O
IntentService & @) O« - O
local bind & O - - -

Messenger bind &! @) @) - O*
AIDL bind ! @) @) O* @)

LTTIEER 4.4-1 FOAEDOHEAEHLEEFE>TREEFLYTA214T D Service DY T ILaA—FERT,
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4.41.1. 3FEXNEA Service 245 -FIBT 5

JENB Service [E. B—7FURNTOHAFIFAES S Service THY . LoELRLEMDEL Service TH B,
F1=. IEAB Service ZFIAT BIZIE, VT REIRTET HHTRH Intent ZEZ (LB ->THE 7 T)IZ Intent ZE(E
LTLESZEMLLY,

LLIF. startService @ Service ZFRAL=HIZTRT,

RAL b (Service #4E3) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—77UME0 Intent THHTH. 215 Intent DREMEHERTD

3. #BRERIBE.FAXTIVER—TTITHEM L., T4 REREZRELTKL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. privateservice” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— JELABH Service —>
{I— %A > k 1% exported="false”[Z&k Y. BARMICEABSBREST S —
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I— IntentService Z#& L 1= Service —>

<I-—— JEAFA Service —>

{I— R4 >k 15 exported="false”l=&k VY. BARMICIELARSBEST S —
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

<{/manifest>

PrivateStartService.java
package org. jssec. android. service. privateservice;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;
import android.widget. Toast;
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public class PrivateStartService extends Service{
// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// startService ) AFEIEN A (TIFEUHE SN S
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {
/] *kRAF 2% B—7 75D Intent THHTH. Z1E Intent DR EMZEHERT S
/] O TINZDERE, 132 AT —2DREUEHDT 51 €28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —% [Y%s] Z=(+H->f=, ”, param), Toast.LENGTH_LONG).show();

// —ERIEHATRMIZETSED
// stopSelf %> stopService #ERITLfzEFITH—EREHKRTT 5
// START_NOT_STICKY (&, AFEUMNDHWETKI Il ShIGEICEFNICIFERLEL
return Service. START_NOT_STICKY;
}

// Service BNET T B EZIC1RETFFEUHESNS
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

@0verride

public IBinder onBind(Intent intent) {
/] TOH—ERIZEZNAA 2 KLEW
return null;

RIZIE/ABH Service ZFIHT S Activity DY 2T )La—K%EFRT,

RAL M Service ZF AT ) :

4. E—T77A Service (VT RIBEEDARH Intent THRUHT

5. MAETIIER—7TITHEI L., T4 HEREZELTELL
6. REZITHSIGE.BE—77 A Service Mo DIERIFHRTH->TH. 2

i

T—ADREMEHERT S

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PrivateUserActivity extends Activity {

@0verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. privateservice_activity) ;

]
// H—E Rtk

public void onStartServiceClick (View v) {
/] kA k4% E—TF TN Service (4 5 RIEEDBHTRE Intent THEUHT
Intent intent = new Intent(this, PrivateStartService.class);

// kR4 b5k FIRETFTVIEIR—T7TITHZEID, tooT4 THEREZEZEELTHEL
intent. putExtra ("PARAN”, "t T 4 THIER") ;

startService (intent) ;

}

/] Y—EREBEIERE >
public void onStopServiceClick (View v) {
doStopService() ;

}

@0verride

public void onStop () {
super. onStop () ;
/] B—ERDET LTVWEWMESIERTT S
doStopService() ;

}

/] Y—ERXREELT S

private void doStopService() {
/] *RA k4% B—7 TN Service [ 5 RIEFEDBAFRM Intent THEUYHT
Intent intent = new Intent(this, PrivateStartService.class);
stopService (intent) ;

}
// IntentService BHtEAR4 >
public void onlntentServiceClick (View v) {
/] *RA Uk dk B—F TR Service (4 5 XIEFDFHRE Intent THEUHET

Intent intent = new Intent(this, PrivatelntentService.class);

/] *kRA b5k FAETTIVER—TF7TITHS DL, EooT 1 THEREZZEELTEH LW
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startService (intent) ;
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4.4.1.2. 2B Service Z4£5-FIFT 5

2B Service 1. AEFESHOTIIIZHIAEINBIEEEELT- Service THB, TILOTT7NEEL-IER
(Intent BE)EZETAENBHAIEITEENVETHD, T1=. 26 Service ZFATBIZIX. FIETH1ER
(Intent HE)MTILDITICRIESNDENH A EITFENVETH D,

LLF. IntentService B Service ZEAL=HIZTRT,

RA bk (Service 243) :

1. exported="true"IZ&kY . BARMIZAHERET S
2. ZIEIntent DEEMEHERTD

3. #BERERIBE. I TAIRERESOHLL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicservice” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

— IHIZHEMT Service —>
{I— Y 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKRET 5 —
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
<{/service>

<{I— IntentService Z#& L 1= Service —>
{I—— R4 > k 1% exported="true”I=&k Y. BARMIZAKRRET S —
<{service android:name=".PublicIntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. intentservice” />
<{/intent-filter>
<{/service>

<{/application>

<{/manifest>

PublicintentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;

import android.widget. Toast;

public class PublicIntentService extends IntentService{
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/¥k
* IntentService AL -15E. SIHBELOI VA MV 22 TRHET 5,
* INHNEWNMEES., T5—I2H 5,
*/
public PublicIntentService() {
super (“CreatingTypeBService”) ;
}

// Service HNEEEIT S & EIZT1REHFIFUHEIND
@0verride
public void onCreate() {

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;

}

// Service TITW=WMILEBEZ DAY vy RIZERT S

@0verride

protected void onHandlelntent (Intent intent) {
/] *RA Uk 2k 2Z{E Intent DR EMEEHERT S
// B Activity THA=OFBRTT7 TUNIILY 7 THAHARENENDH S,
/] U TIVNZDERE, 3.2 AT —SDREMEHRT 5] 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85A—% [%s| #Z(+E>71=, ”,

// Service BNET T B EZIC1RETFFEUHESNS
@0verride
public void onDestroy() {

param), Toast.LENGTH_LONG).show() ;

Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

}

RIZZAEA Service ZF|AT S Activity DY T )La—FETRT,

RALUk (Service #FIBET3) :

4.
5.

T TATREREXRELTIFALLEN
HRREZITMAEE . BRET IDOREMEHERIT D

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. service. publicserviceuser” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=". PublicUserActivity”
android: labe|="@string/app_name”
android:exported="true”>
<intent-filter>
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<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<{/application>

</manifest>

PublicUserActivity.java
package org. jssec. android. service. publicserviceuser;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class PublicUserActivity extends Activity {

// TS Service 1R
private static final String TARGET_PACKAGE = “org. jssec. android. service. publicservice”;
private static final String TARGET_START_CLASS = “org. jssec.android. service. publicservice. PublicStartService”

private static final String TARGET_INTENT_CLASS = “org. jssec. android. service. publicservice.PubliclntentServic

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

}

// H—E ZEth
public void onStartServiceClick (View v) {

Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”) ;

// A >k 4% Service [LBAFRH Intent THUHT
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

/] *RA Rk BT 4 THFREFZELTEHASLND
intent. putExtra ("PARAM”, "t > T 4 TTIXAELMER") ;

startService (intent) ;

/] hkRAU b bk BREZZITNS5E. BET—20REUEHRT S
// AY 2 T)LIF startService ) Z{FE o 71= Service FIADFID A, FFRIERITZ(TERS L
}

/| Y—EREIERE Y
public void onStopServiceClick (View v) {
doStopService() ;

}
// IntentService BHtAHR%4 >

public void onIntentServiceClick (View v) {
Intent intent = new Intent(“org. jssec.android. service. publicservice. action. intentservice”);
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// kR4 2+ 4% Service [XBARA Intent THEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS) ;

/] kA Rk EUVT 4 JHEREZELTEELS AN
intent. putExtra ("PARAM”, "t 2> T 4 TTIXALVER) ;

startService (intent) ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—EZABNRTLTWWEWNEEIERTT S
doStopService() ;

}

/| Y—EREELTS
private void doStopService() {
Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”);

// kA 2 b 4% Service [XBARAY Intent TREUH T
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

stopService (intent) ;
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4.4.1.3. /8—kF—[R5E Service

IN—hF—PFR5E Service X HEDTTVIEITMSFIEATES Service THBD. /N\—rF—ZEDOTF7T) BT TV
MEELTORTLEEBRHL., /A—rF—7 T DB TS B EEE T A-OIZFIAENS,

LI~ . AIDL bind #® Service ZERAL=HIZRT .

RAL2 M (Service #1E3):

1. Intent Filter ZE &3 . exported="true"#BARIIZEET S

2. FRAXTTIOAENRTAR)AMIBRINTNDILEHERTD

3. onBind(onStartCommand,onHandlelntent) CFREUSH LT A/ N\—hF—D ESMH FI TEALN
4. IN—hF—=TFT)HSD Intent THHTH. 25 Intent DEEHEMHERET S

5. N—hF—7FIIZBRLTRULMERICRY RZEL TERL

BE.KRTANANMIEET HFALETTDOFEHE/ NNV LEOHERAEI5.2.1.3_ 7TIDHAED /v
BZHRI DA ERIESRI DL,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. partnerservice.aidl” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

<I—— AIDL ZFIF L 7= Service —>
{I—— R4 >k 1% Intent Filter #F&E 9. exported="true” ZBARMIZHRTET D —
{service
android:name="org. jssec. android. service. partnerservice. aidl.PartnerAIDLService”
android:exported="true” />
<{/application>

<{/manifest>

SEIDHITIE AIDL Z7AILE2DERT 5, 12(%. Service M5 Activity IZT—2ZET=HDIA— )L\ oA
A—T7x—RXT.4£5120F Activity B5 Service [TT—2ZEL. BREMBT DI 3—T—RATHD. 585,
AIDL 774 )VIZERIRT B/ w7—T &1, java T7AIVICERR S 5/ 305 —D & ERFRIC. AIDL 7 ILEERKRT %
TALIRBEBIC—BIEI2DLELAH D,

IPartnerAlIDLServiceCallback.aidl

package org. jssec. android. service. partnerservice. aidl;

interface IPartnerAlDLServiceCallback {
/¥k

* [EAEDLFICHEUH END
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*/
‘ void valueChanged (String info);
|}

IPartnerAIDLService.aidl
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. service. partnerservice. aidl. IExclusiveAIDLServiceCal |back;

interface IPartnerAlDLService {

/%%

* A— LNV E&EKT D

*/

void registerCal Iback (IPartnerAIDLServiceCal Iback cb);
/%%

* [EHREWMET D

*/

String getlnfo(String param);
/%%

* A—J)LINY U BRI B

*/

void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb) ;

PartnerAlDLService.java
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. shared. PkgGertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service ™SI AT 2 BT BHIE
private int mValue = 0;

/] kiRA 2 k2% FATT T)DHEHAENHRTA MY R FIBHEIA TR LEHRTS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN— b+ —F F) org. jssec.android. service. partnerservice. aidluser MEEBAE/\Y L 1 EZ B
sWhitelists. add (“org. jssec. android. service. partnerservice. aidluser”, isdebug ?
// debug. keystore ®”androiddebugkey” MEEBRE /Y L 1B
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e) {

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
// keystore M“partner key” MEEBAE/\v L 1 {E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

/] UTEHIZtHDN— =T T &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) |
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

// A=Y Y EBFTDHZF TSI b,

// RemoteCal IbackList DRI B A Yy KIFA LY KE—TI(ZH>TWV5,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCal |backs =
new RemoteCal IbackList<>();

/) A—ILiNyZIZx LT Service ™o T—4R Ei£ET 1= D Handler
protected static class ServiceHandler extends Handler {

private Context mContext;
private RemoteCal IbackList<IPartnerAIDLServiceCallback> mCal Ibacks;
private int mValue = 0;

public ServiceHandler (Context context, RemoteCal |backList<IPartnerAIDLServiceCallback> callback, int valu

this. mContext = context;
this.mCal Ibacks = cal |back;
this.mValue = value;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCal lbacks == null) {
return;
}
// BHERIET S
// beginBroadcast () [X. getBroadcastitem() TEHEmIgEE I E—Z R LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i++) {
IPartnerAlIDLServiceCal Iback target = mCal Ibacks. getBroadcastItem(i) ;
try {
/] *RA bk bk NR—bF—FTYIZERL TEUVERIZBYEEL TEL
target. valueChanged ("/8— b +—7 7Y IZBIR L T L LVE#HR (cal Iback from Service) No.” +

(++mValue)) ;

} catch (RemoteException e) {
// RemoteCallbackList MaA—JL/Nw O ZEELTWANDT, ZZTldunregeister LAY
// RemoteCal IbackList. kill QIZ& > T2 THBKEENB
}
}
// finishBroadcast () [&. beginBroadcast () & %t1Z7; %038
mCal Ibacks. finishBroadcast () ;

// 10 RICHEYRT
sendEmptyMessageDe | ayed (REPORT_MSG, 10000) ;
break;

}
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case GETINFO_MSG: {

if (mContext != null) {
Toast. makeText (mContext
(String) msg.obj, Toast.LENGTH_LONG). show() ;

}
break;

}

default:
super. hand|eMessage (msg) ;
break;

} // switch

}

protected final ServiceHandler mHandler = new ServiceHandler (this, mCallbacks, mValue);

// AIDL TEZHE LA —T7xz—R
private final IPartnerAlIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner () {
Context ctx = PartnerAlIDLService. this;
if (IPartnerAlDLService. checkPartner (ctx, Utils. getPackageNameFromUid (ctx, getCallinglid()))) {
mHandler. post (new Runnable() {
@0verride
public void run() {
Toast. makeText (PartnerAIDLService. this, "FIRATT7 7V /38— b F—7 TV TIEAL ", Toast.
LENGTH_LONG) . show () ;
}
DR
return false;
}

return true;

}
public void registerCal Iback (IPartnerAIDLServiceCal lback cb) {

/] kIRA k2% FRATT7 TYDIEENERTA YR MIEBESA TSI EZ2HETS
if (IcheckPartner ()) {
return;

}
if (cb = null) mCallbacks. register (cb);

}
public String getInfo(String param) {

/] *RA k2% FATT TUDEHENRTA FY R MIBEINTWSZ L 2HRT 5
if (IcheckPartner ()) {
return null;

}
/] *kRA U bk IS—rF—FTYUMSD Intent THoTH. 215 Intent DRLHEHRT S
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #5H8,
Message msg = new Message() ;
msg. what = GETINFO_MSG;
msg.obj = String. format ("/S— rF—F TUNLDAY Y FEUH L, %1 #Z{EL71=, ", param);
PartnerAIDLService. this. mHandler. sendMessage (msg) ;

// *iRA b bk IN—rF—F TYIZBRLTEUMERICEE Y IRZEL T ELL
return “/8— b+ —7 FTYIZEITR L T &L LVESR (method from Service)”;
}

public void unregisterCal |back (IPartnerAIDLServiceCallback cb) {
/] *RA 2 k2% FATT T)DIMRAENRTA FUR FMIBERSNh TSI EE/HET S
it (IcheckPartner ()) {
return;
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}

if (cb != null) mCallbacks. unregister (cb) ;
};

@0verride

public IBinder onBind(Intent intent) {
// *RA >k 3%k onBind THUH LITA/N\— b F—hESHHEFITEHN
// AIDL TEZLEAYVY FORUHELEIZF T v ILAREIZLS,

return mBinder;

}
@0verride

public void onCreate() {
Toast. makeText (this, this.getClass(). getSimpleName() + “ - onCreate()”, Toast.LENGTH_SHORT). show() ;

// Service NEITHDMEIL, TEHMICA O VAL LIERFEZEMNT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;

}
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

// A—=NWiNw Y ELTHRERTS
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl 1 (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() !=0) return false: // 0-9A-F LISNDXFhH D

mWhitelists. put (pkgname, sha256) ;
return true;

194

All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 46 2 A 1 AR

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET HERED/NY L 1EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NyY L 1{ELIEBRD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEERIEHEHIEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder () ;
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
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}

return hexadecimal. toString() :
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RIZ/IN—bF—BRE Service ZFIFAT B Activity DY > T )La—FETRT,

RAL2 M (Service ZFIAT3):

6. FIFAK/N—rF—FRE Service 7T DFEBAENRTA M) RMZBFINTWSILERERT D
7. MAZN—FF—BRETZIVIZHATLTEMERICRY EEFEL TR

8. BEARHEI Intent IZ&Y/S—F—FBZE Service ZMFUH T

9. =t F—RBEF7TUHODERERTHoTH. 215 Intent DREMEHERT S

PartnerAIDLUserActivity.java
package org. jssec. android. service. partnerservice. aidluser;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec. android. service. partnerservice. aidl. [PartnerAIDLServiceCal |back;
import org. jssec. android. service. partnerservice. aidl.R;

import org. jssec. android. shared. PkgCertWhitelists;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class PartnerAlDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

// kR4 2k 6% FIAK/A—F—BRE Service 7 T DIIAEMNERTA FY R FIEBBEIN TS I EZ2HET S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 13— b+ —FR5E Service 7 71J org. jssec. android. service. partnerservice.aidl MDIEBAZE/\v > 1 {EE ZEF
sWhitelists. add ("org. jssec. android. service. partnerservice. aidl”, isdebug ?

// debug. keystore M “androiddebugkey” MEEBRE /Ny 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore @ “my company key”MDEEBAZE/\v L a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// UTRRIZHD/S— b F—PRE Service 7 71 &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);

}
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// FBZXD/N— b F—BRE Activity [CBH3 B 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. service. partnerservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. partnerservice. aidl. PartnerAIDLService”

private static class ReceiveHandler extends Handler {
private Context mContext;

public ReceiveHandler (Context context) {
this. mContext = context;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast. makeText (mContext, String. format("a—JL/AvH T s #F{EL7T=. ”, info), Toast.LENGT
H_SHORT) . show () ;
break;
}
default:
super. hand|eMessage (msg) ;
break;
} // switch

}

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEE L4482 —T1—X, Service ZWoDBHEZZITERS,
private final IPartnerAIDLServiceCallback. Stub mCal Iback =
new IPartnerAIDLServiceCal Iback. Stub() {
@0verride
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info) ;
mHand | er. sendMessage (msg) ;

};

// AIDL TEHE LM v2—Txz—RX, Service ~NBHT B,
private IPartnerAIDLService mService = null;

// Service SIEHT ARIZFIATSarI a3, bindService TRET ZBEIINEIZH S,
private ServiceConnection mConnection = new ServiceConnection() {

// Service [CHE#ESNI-BEICFIEND

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = IPartnerAIDLService. Stub. asIinterface(service) ;

try{
// Service |ZEf%
mService. registerCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEERT LT-15&

}

198 All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5



m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 46 2 A 1 AR

SECURITY

ASS

ocamion  http://www jssec.org/dl/android_securecoding.pdf

EX)

NG).

Toast. makeText (mContext, “Connected to service”, Toast. LENGTH_SHORT). show() ;
}

// Service PEERT LT, ORI arvhUishi=5EIZEEN D
@0verride
public void onServiceDisconnected (ComponentName className) |
Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT). show() ;
}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. partnerservice_activity) ;

mContext = this;
}

// H—ERBBRE >

public void onStartServiceClick (View v) {
// bindService Z%£173 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] $—EREBEILERE Y

public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/**
* Service 2T S
*/
private void doBindService() {
if (!mIsBound) {
/] *iRA b6k FAE/NA—bF—BEService 7 T DEEAEN R T A F YR MIEBFINWL TSI L &R

if (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIA% Service 7 FUIEAHRTA FJ R FZEEFEINTULALY, ”, Toast. LENGTH_LO
show () ;
return;

}

Intent intent = new Intent();

// hiRA b Th FRAENSA—FF—BE7Z TVICERLTEMERICBYZEELTEL
intent. putExtra ("PARAM”, “"/R— rF—F FYIZEAR L TELVER") ;
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// A >k 8% BARAES Intent [Tk Y/8— b F—BTE Service ZIEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;
mlsBound = true;
}
}

/%%
* Service ~NDIEHREYIET S
*/
private void doUnbindService() {
if (mlsBound) {
/] BHLTWELSREDHSI5E LM
if (mService != null) {
try{
mService. unregisterCal Iback (mCal Iback) ;
}catch (RemoteException e) {
// Service NEERT LT EE
/] BTN OENIBTEZ

}
unbindService (mConnection) ;
Intent intent = new Intent();

// KR4 2+ 8% BERAY Intent [Tk Y /8— b F—BRE Service ZIEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent) ;

mlsBound = false;

}

/**
* Service Mo IEHMZEMGT
*/
void getServiceinfo() {
if (mIsBound && mService != null) {
String info = null;

try |
/] *iRA b Tk FRENS— b F—RET7 TYICBERLTEUVERICEBYZEELTEL
info = mService. getInfo ("/S— b +—7 7V 2R L T & LVEER (method from activity)”);
} catch (RemoteException e) |
e.printStackTrace () ;
}
/] *kRAD bk Ik N—brF—RBET7TTUILOBERFHRTH>TH. ZIE Intent DRLEMEHRT D
/] O TIZOERR, 3.2 ANT—2DRL+HET 51 #3838,
Toast. makeText (mContext, String. format("H—EZXMS T%s)] Z#EEF LT, ”, info), Toast. LENGTH_SHORT).s
how () ;

PkgCertWhitelists.java
package org. jssec. android. shared;
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import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha2b6. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() !=0) return false: // 0-9A-F LISNDXFEhLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZXF i DIEMRD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHELFFRDHIT
Signature sig = pkginfo. signatures[0];
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byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

202 All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2018 46 2 A 1 AR

4.4.1.4. B#BRE Service

B#R5E Service (. B UMD T TUMNSFIFHEENDIEEE LTS Service THD. EHDOBHETTITUR
TLEEREL. B 7 TUDNRSERCHEELZTA=OICFIASIN S,

LI . Messenger bind £ @ Service ZERAL=HIZRT,

RA bk (Service 243) :

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

Intent Filter Z €& . exported="true"#BA;RMIZERTET D

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMUEHERT D
FMATTIVEEHRHTITITH LIS, T4 ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. inhouseservice. messenger” >

{l— R4 > k 1% HETES Signature Permission 2E&HT 5 —>

<{permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<{I— Messenger Z#F|FH L = Service —>

-— %RA 2k 2% BT Signature Permission #EREET S —

<I-— %RA > k 3% Intent Filter #F &9 . exported="true” ZBARMIZHTETT S —

{service
android:name="org. jssec. android. service. inhouseservice. messenger. InhouseMessengerService”
android:exported="true”
android:permission="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<{/application>

<{/manifest>

InhouseMessengerService.java
package org. jssec. android. service. inhouseservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import java.util.ArraylList;
import java.util. Iterator;
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import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class InhouseMessengerService extends Service{

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BROFIEBHED/ N> B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7G2 42E142CA”;
}
}
return sMyCertHash;

// Service MY AT M(T—2EEX)EVRXTEET S
private ArraylList<Messenger> mClients = new ArrayList<{Messenger>();

/] DSATFT DD T—2%2ET DL EIZHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler (nClients));

/] DSAT 2 D bZITE o= Message Z4IEF 5 Handler
private static class ServiceSideHandler extends Handler {

private ArrayList{Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients) {
this.mClients = clients;

}

@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case GCommonValue. MSG_REGISTER_CLIENT:
/] 9S54 T 2 bR ITE o 1= Messenger B0
mClients. add (msg. replyTo) ;
break;
case GCommonValue. MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case GommonValue. MSG_SET_VALUE:
/] DSATUMIT—2%%5
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sendMessageToCl ients (mClients) ;

break;
default:
super. hand|eMessage (msg) ;
break;
}
}
}
/%%
* DSAFTURMIT—4%%%
*/

private static void sendMessageToClients (ArrayList<{Messenger> mClients) {

/] kA~ b6k FIATT7TVIZERT TUTH 0D, EooT 1 THERZRELTEL
String sendValue = "> F 4« J41E$R (from Service)”;

/] BEINTWDISAT7 2 b, IEBIZEETS

// W—T&PT remove LTELTDT—HIZTTIEALEZLDT Iterator #FIAT 3
Iterator<Messenger> ite = mClients. iterator () ;

while(ite. hasNext () {

try {
Message sendMsg = Message. obtain(null, CommonValue. MSG_SET_VALUE, null);

Bundle data = new Bundle();
data. putString ("key”, sendValue);
sendMsg. setData (data) ;

Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) {
/] DFATFT Y B EELBEWVGSIE. VR MMSEYERL
ite. remove () ;

}

@0verride
public IBinder onBind(Intent intent) {

/] *BRA bk HMETE Signature Permission NEHRHT7T TVICKYEESNTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "IMEBEFZ Signature Permission MEHT7 TVIZLKYEZ I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return null;

}

// *iRA 2 bbk BRHTZTIUNLD Intent THHTH. Z1E Intent DL LM ZMHERT S

/] O TIIZDEER, 3.2 ANT—2DRLHET 51 #3838,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/x5 A —% [Y%s] &= (TH>f=, ”, param), Toast.LENGTH_LONG).show();

return mMessenger. getBinder () ;

}

@0verride
public void onCreate() {
Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;

}
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@0verride
public void onDestroy() {

Toast. makeText (this, “Service — onDestroy()”, Toast. LENGTH_SHORT). show() ;
}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&E L1=7 T DIIBAED/\y L 1 {EFIRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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*RAUk 7% APK % Export $5&EIC, FIATT7 T ERLEHRERTAPK EELT 5,

[ ® Generate Signed APK ﬁﬂ'
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: |_ ------ |
— ——
Key alias: < my company key > |\|
KE"!.I" passﬂﬂrd: I ....... ]
[ | Remember passwords
Previous MNext | Cancel | | Help |
4.4-2

208 All rights reserved © Japan Smartphone Security Association. Service #1E5-FIAT %



SECURITY

l|||| JSJ:JP:RNTPHONE Android 77') a)t:FJTEQE'[' " 't'$17:|_7_:’f:/7«jj"f N

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

2018 2 A1 BiR

RIZBHRE Service #F|AT 5 Activity DH 2T ILa—KEFRT,

RA> M (Service ZFATS):

8.

9.

10.
11.
12.
13.
14.

¥ B E 2 Signature Permission ZF|AEE Y5

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FAXTTIDOIRAENEHDOIIBAEZTHILEHERT S
FMAXTIVEEHRHTTITH LML, o TAITREREEELTELL

BASRAY Intent IZKkY B4R E Service # U HT

BR7 TN DERERTH>TH. 218 Intent DR LMEHRT S
FMALET7TIERCHKERTAPKZELT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. service. inhouseservice. messengeruser” >

I— %A >k 8% BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity

android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUserActivity”

android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

InhouseMessengerUserActivity.java
package org. jssec. android. service. inhouseservice. messengeruser ;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;
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import android. os. Messenger;
import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIFR%E® Activity 15
private static final String TARGET_PACKAGE = “org. jssec.android. service. inhouseservice. messenger”;
private static final String TARGET_CLASS = “org. jssec. android. service. inhouseservice. messenger. InhouseMesseng

erService”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BGC 1E29DD26 F77C8255";
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7G2 42E142CA”;
}
}
return sMyCertHash;
}

// Service DL T—RERET B L EIZHMAT 5 Messenger

private Messenger mServiceMessenger = null;

// Service IZT—A EEET HE ZIZFIAT B Messenger

private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler());

// Service M55 (TH - 1= Message Z L9 3 Handler
private class ActivitySideHandler extends Handler {

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString ("key”) ;
/] *RA2 b 13k BT TUDHCOHKRBFRTH->-TE., EORLEEHEDRT S
/] O TIIZDEER, 3.2 ANT—2DRLHET 51 #3838,
Toast. makeText (mContext, String. format("H—EZXMS [Ys] ZEE\B L=, ”, info),
Toast. LENGTH_SHORT) . show () ;
break;
default:
super. hand|eMessage (msg) ;
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// Service & ¥EMT HBEICRIAIT 2473, bindService TEE T HIFAFIMNEIZLH S,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEFINIZIBEICFEIEN S

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT). show() ;

try {
// Service ICB%H® Messenger &Y
Message msg = Message. obtain(null, CommonValue. MSG_REGISTER_CLIENT) ;
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) |
// Service REERT L TL=HGE

}

}

// Service NEELTLT, oy arhIliah=z5&IZFENS

@0verride

public void onServiceDisconnected (ComponentName className) |
mServiceMessenger = nul|;

Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;

};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

mContext = this;

}

// H—ERBRRE >

public void onStartServiceClick (View v) {
// bindService #£179 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] Y—EREBIERE >
public void onStopServiceClick (View v) {
doUnbindService();

}

@0verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/*k
* Service [Z¥E#Ed B
*/
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void doBindService() {
if (!mIsBound) {
/] *RA 9% MBEFES Signature Permission AERT TYIZKYERShTINSZ E5HEET S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "¥MEBEFEZ Signature Permission AEHLT FTUIZLYEZIhTULVEL, “, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] kA2 10k FAET7 T)OMERAENBHDOIARETHD L EHEDTS

it (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRELEHY—EX([FBE#T7 T TIE4Ly, ”, Toast. LENGTH_LONG) . show () ;
return;

}

Intent intent = new Intent();

/] kA2 b1k FIAET7 TVRERT7 TUTHEIME, EooTF 10 THEREZEELTE LD
intent. putExtra ("PARAN”, "t > LT 4 THIEH") ;

/] kR4 b 12% BARAE Intent [Z& Y B4R Service ZFEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/%%
* Service ~DEMmEVIMT 5
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;

}

/**
* Service MOIEREIWEFT 5
*/

void getServiceinfo() {
if (mServiceMessenger != null) {
try |
/] TEROEEEZEKRT D
Message msg = Message. obtain(null, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) |
// Service NEERT LT 5EE
}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
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import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RAk 14k APK % Export 3 5EE(2, FIAET TV ERICHRERTAPK ZERT S,

[ ® Generate Signed APk |

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |-+ . |

Key alias: _my company key D L|

Gz BIET |

B s
: | m | Cancel | | Help |
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4.42. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

1. 7F7)VRTOAERT S Service (FIELFHERET S (WH7E)
2. ZETHDREMEHRTD (WH7E)
3. ¥BXZ Signature Permission (. B#77UNEEL-LEHEELTHRATS (78)
4. EHETBH43I24 T Service DHEEF IR T ENEHIET S (WH7R)
5. #BRBHEEZETEEICK. REETITINSOBRBRBRISTET S (WH7E)
6. FIA% Service K EIE TESHIHEIEXBARM Intent T Service #F|IAT 5 (WH7R)
7. OB ETITIEERET HIGEETFIAL Service #HERT S (WH7E)
8. BEZ_RHMICIRHMIZGEITII. TOEEDEXRDREKELHIFT S (WH7E)
9. tUITATIRERITTEDRYESLL (HE2R)
4.4.2.1. 7TIYRNTOMERT S Service [(FIELARRET S (WH7E)

TFUR(F=IE RL UID) TOAERENS Service [EIEABEET b I OT7TIMSERET
Intent Z2(TEROTLEIENGELKRY 7T DEEELZFIAESI S, 7T DEEICREEE-THEOHRELEHC
ENTED,

E4 F & AndroidManifest.xml T Service ZE & SIRIZ. exported BE% false ITT 572+ TH D,

AndroidManifest.xml
<{1-— FE4NEA Service —>
<I— %A > b 15 exported="false” (=& Y. BARMICIEABIRET S —
<{service android:name=".PrivateStartService” android:exported="false”/>

Fl= F—R(EDEWNERDONED, A—T7TURNDHFI SIS Service THY . MD Intent Filter ZHRET
BESEREHILTIEASELY, Intent Filter OEE L, R—77VRADIELAER Service #EUHITDEHEYTE,
Intent Filter B THEUHLI=EEIZERET7 ) DAE Service ZEUHLTLESIBEENEET M LTH
3

AndroidManifest.xmIGEH#£E2)

<I-—— JEAFA Service —>

{I— Y 7R4 > b 1% exported="false”(Z&k Y. BARMIIZIEAREZRET S —

<{service android:name=".PrivateStartService” android:exported="false”>
intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

<{/service>

[4.4.3.1 exported F%7E & intent-filter FE DA EHE(Service DFE) LSBT HIL,

All rights reserved © Japan Smartphone Security Association. Service ZE5-FHTS 215




awnrenowe Android 7T DEF 2T ERE X2 TI—TAVTHAR 2018 €2 A 1 BIR
rerommmon  http://www jssec.org/dl/android_securecoding.pdf

4422 RETHOREMEHERETD (WH28)

Service ¥ Activity EREIHRIZ. 318 Intent DT —2F NI T BIRICIE. T ZE Intent DL EMEHERLLZITNIE
EBH7ELY, Service AT 51 Service NoDIHER(ELTRELEL) BFHROTEUEZHRTILENH S,
Activity ®l4.1.2.5 215 Intent DREMHEFHERET D (7R)1T4.1.2.9 FAKL Activity hoDRY
Intent DELMEHERT S (W7A) IVBRBT AL,

Service [ZHULVTIZL. Intent LISMMZE AV YR DIEUHLAS Message [CKDT—ADEZELRENHS=H. FTnT
NEFBELTEEZTORETNIEESEL,

3.2 ART—HDREMEHER T DI1Z2SRIT DL,

4.4.2.3. JEEZ Signature Permission &, B 7 TUNERLI-CLEERLTHIAT S (WH78)

B#T7FIE ISR A TESB4RE Service #6515 4 . M B E = Signature Permission [Z&Y{RELLITH
(#2570, AndroidManifest.xm| T® Permission . Permission EXREE 12+ CTIXREN T+ 5 THST1=
&.T5.2 Permission & Protection LevelJDl5.2.1.2 B EZED Signature Permission TE# 77 EES
BHEIESRI DL,

4.4.2.4. EETBHIAIT T Service DIREERILTINEHIET S (WH7H)

Intent /XS A—S DR B E S Signature Permission QR LWt F 1) T14F v % onCreate [ZA
NTIEWFELD, ZDEABIE, Service NEBIFICHLLVERZEZ(F1-LZ(ZonCreate DALEAEFES N8
THd, LI=M>T, startService [C&>THImEN % Service ZE%E 9 %515 & (&, onStartCommand
(IntentService ZFAT HZmE(E onHandleintent) THIEZITHARITNIEARSAELY, bindService THIET S
Service ZEE T B ELRBDIENE A DD T, onBind THIEZ LA ITNIXESAL,

4.42.5. HREB/ERTBEICETBEETITINCOBREBRF/RITEIRT S (WH7H)

Service DA F(ZE > THRRIBFHRDIRE L (T—IL/\WIDIFEUHLELS Message DEER) 7TTUDERENE
155, REEMNTILVITTHAAREELEBL T+ IHERRRICH T HEELELEITNIEESAEL,

BEMBIZL. Activity DT74.1.2.7 #ERBEHRERTESICIE. REET7TIUNSDERFERFRISEIET S (wh
H)IESRIBHIL,
4.4.2.6. FIF% Service HNEIE TESHIHE LTI Intent T Service #FIFHT 5 (Wh78)

BEZKEY Intent [Z&Y Service ZFIAT B&. Intent Filter DEZEAR LIS EZIEFIZA AR—ILLT= Service [Z
Intent BAFEESNTLES, HLERMIZEL Intent Filter 2 E &L=V IL Oz 7HAEIZAAM—IILENTWVEES.
TILYITTI(Z Intent NEESNTLEL. BFHRIRENELD, —A. BATRM Intent (Z&LY Service #F| AT 5L 15
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TELT= Service LIS A Intent Z2{ET A EFHKHEBRMEZLTHD,

-2l B EZETREANHEHD T, Activity DM4.1.2.8 FIFZK Activity A EE TE515 4 (XBATRM Intent T
Activity #F|HT 5 (7A) 1Z5RT BT,

4.4.2.7. aOBETT)EEET HIHEITFASL Service £HRT S (WH78)

it DEFET T EEET DB EICITHRTA M) AMIKBHERFENH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDRAEZ NV 1R FELTWSIIAE /Y AN — BT o0 ERERT HLT.
BYFTELTTUIC Intent ZRITTHILEHCIENTES, EFRMNLBREREICOVWTIEY T ILa—FEsi3a
2M4.4.1.3 /85—hF—BRE Service | Z5BT B¢,

4.4.2.8. BEZ-RMICRHETIESICIE. TOEEDEXRDREKELZHTETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEEZMOTTIICZRMICIRET HI5EICIE RIEET
TYIZKHLTRE—® Permission ZERTBHGELT, TOREKEZHFELLZ TN ILAESAL, Android @
Permission £¥aTAETILTIX, REINEZEEIIHTEITIVHNLDEETIERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . TTVIZHBIN-EENSSICTHOTTIIZ, RED-OIZWHEL Permission &
BERTEHELGIRMENSAREME N DD, ZDTE(E Permission ZHFRFEL TSI EEEEMIZEMAD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSHBT S,

4.4.2.9. o TA47ERITTESRYESLLY (HESE)
THEHEZSBOT T LEET BIEEIZIEE T4 I RIEHRE E > TIFESEEL,
o T4 ESRE Service EZITELT BI5E . TDEHRDFR) RIVFRIFILAITNIEESAL, 226 Service
[SEMLERBREIDTRBTDEEZLTNIEESL, Ff=/\—hF—PRIE Service OB 4R 7E Service [T FL

-1EHREZ N5 Service DEEITIKFELTRERFRIRAIDODKR/NMNDHS,

U TAIRERIETES LT EMLEVKIICIRTRETH D, EFT25EE. FIFAL Service (XEFETED
Service [ZPRTEL. 1E#H A LogCat L EITRmBLAVWKSICEELATNIEADEL,
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4.4.3. TRNVRE
4.4.3.1. exported ®FEL intent-filter FRFEDHHAH &S (Service DIHH)

ZDHARXETIZ. Service DRAEHNSIELAE Service, 0B Service, /S—rF—RE Service, B#RE
Service M 4 347D Service ITDVWTREFZFBRAN TS, BRAFITEFEINTLVS AndroidManifest.xml @
exported BMHE intent-filter EXDEAEOEERDRICEEDHT=, EAIELTLVS Service DEALTE
exported BHH KU intent-filter EROFIGMAIELWNZ EEHER T DL,

& 4.4-2
exported BEDIE
true false |IsTE
intent-filter EEMNHS | F (ERAZLE) ({EFZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fE %)
B+LRE

Service M exported BEMNEIEE THAIBZBAIZFD Service KN AEShBHIEABELEZ ML, intent-filter @D
EEDHEIZLYREDLN 12, KHAKTIE Service M exported BHEEMEIETE |I2F 5 EEZIEL TS, Hild
DESIBAPIDTIHIVCDEECFELIEREET HEIERITERETHY ., exported BED LS EFX1)ToLE
BERREEZHTRMICEDET2FELAHIDTHNIEZNENATRETHILEEAOND-OTHS,

lintent-filter E& M %5 1&Texported="false” JZHEAELICLTL\DDIF. Android DIRHFELEL T, B—7
TRODIEAR Service ZFUHLIzD3YUTEH, ERE 7T DR Service ZFUHLTLESIIGSANFE
T5=HThH,

BHEMIZE, Android [T O LGRS FENET DD TT T EKEFRICRENRETH S,

® HEH®D Service TRILHAED intent-filter 2 EF&LI=IEE . LI/ AR—ILLE=7TUR®D Service DEE
NMEZSIND
o [MEEM Intent ZF o115 &L, OS [Z&>TEFLXD Service NBEIMIEIIN T, FUHINS,

LITF®D 3 DOXTAndroid DIRAEBWVNZKDEREHTVHE LA AEHEAFHRAT S, 4.4-41F. B—7
TYRMSULMNIELRE Service(Z T A) ZRSEH Intent THRUHEBLHEWERLZEEDHI TH S, Intent-filter(X
f action="X"EE&EZLTWLEDH., 77 ALMWVELDTERBYDEELLHTLNVS,

12 intent-filter MEZEINTULVNIEAEA Service, ERIN TULVEITIEIELEA Service £45,
https://developer.android.com/guide/topics/manifest/service-element.html#exported BN &,
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( \
FTUA
IS EMIntentZ{E>T
ServiceZFUNH T
F77JC
JE/NBAService A-1 B 2K MIntentZfE-T

exported="false” Service ZFUNHT

action="“X" @

N

Service A-11ELIE/ABAServiceliD T, 7
TUANSLOEUH T ZEIETERL

Androidifi &
L

4.4-4

4.4-5 HEUR 4.4-6 [&. 77 AIZimZT7FY) B THEIL intent-filter(B & action="X")ZE&ELTL\S
HETHS,

4.4-51F . 7FT)A->T7T)BDIETAIUA—ILENT-BETH 5. ZDBE. 77) CHEEEM Intent %15
T 5L, EAFD Service(A-1)EFUHZFSELTERKT S, —A. 77 A IZEEERM Intent ZF->TERBEYIZAE
—77YRNOIELE Service EEREVHEZD T, X 1UT/D(RILY T 75ED)E TIEREIZRE IS,

(" \
7TUA
BE EA M IntentZ{E->T
ServiceZEUH T
F77UC
JE/NBAService A-1 BB IntentZ 5T

exported="false” Service #IFUHT

action="X" @

“Service 87 3£ A BAService B o1=7 TUAMIA
. VAR—ILENTIB A (L. FENBSevice

Dintent—filterDHNHIIZAEY . §4 58

MEDEENHE LIEZFH TR,

action=“X"

Androidifi R
\_

B 4.4-5

4.4-6 (3. 7TYB->TT)ADIETAVAL—ILENTIHEETHY . EX 2 TAEIH A THELH D, 7T A
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AEEEKA Intent ZX{ELTRI—7FURNDIELE Service ZRUHEZFSET BN, LI/ AM—ILLETZT) BD
2B Activity(B-1) DN EU SN TLESHZRL TS, CHIZKYT7TTY AW T7 ) BIZHLTEY VT4 HIE
WEEETDARREENELTLES, 7T BATILz 7 THNIE. FOFEF LTI LIERDRRIZEN D,

77UcC
RS EXEYIntentE{F>T
Service ZIEUHT

A BAService B-1
exported=“true”
action="X"

Intent(“X”)

FTUA
RS 2AMIntentZ{E>T
ServiceZFEUH T

l Intent(“X”) :

QF’AI%E]Sei\{‘ice Al NBAServiceZFo1=7TUBMEIZA
exported="Tfalse

action="X" Ab—ILEnt=155 & (&, 2AFASevice®
intent—filterM A MAEXNIZAY , 7TUA
MEDEEUH LT, 22 TService(B-1)
EUHLTLED,

Androidiii R
\_

4.4-6

ZMD &SI, Intent Filter ZFAULV=IEAB Service MIEEM Intent FFUHLIZ. ERIEHT7TTIOFUHLPER
BRTTI)AD UL TATEEBRDIEEERTH=DIZHITIRNETIEALY,

4.4.3.2. Service DEEFEIZDINT

Service DEREFXEZHTHY . Yo TINaA—FTHELI-EF LT LDRATEDHEMELH DO B HEIHHE
%Y, startService ZM AT SHZmE L bindService ZFIATEHHZELICKELD M NDH A, startService &
bindService OFEA THIATES Service ZERT A ELTHETH D, Service DEEFEZZRET 5= R
D&SHIEBITDOVTREFEITIZLITHS,

Service #RI 7T IZABAT Hh (Service D2FH)
ETHICT—EOPYRYZETINT—2DHEEEZE)
Service {9 HH GEEI R T4E)
ATOERELTEITT HA (TOERFHEE(RE)
EHDONIEE R ZTIH TR

REAZDDEEERDEBDRBEDABERICTHE. K 4.4-3 DEIITHD, X [FRBEAAREM LIRS
SNOMBEL LR DRMANBEGTIZEEERT .
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% 4.4-3 Service DEREFEZDHE

AN Service D | T—FDHEERERZE | Service DHfH TOtRME@EE | dET0E
(EB-#T)
startService & O X O @) X
IntentService & O X X @) X
local bind %! X O ) X x
Messenger bind & O O @) O X
AIDL bind & O O O O O

startService &

BHEKRMZL Service THD, Service 75 R %H# AL . onStartCommand TUIEZE TS Service DT EEIET .

FIFAT BI1E. Service % Intent THEEL T startService Z#FEALTHEUH T, Intent DEETICRL T, #5274
EDT—REEERT ZEIFTERLL=., Broadcast BERDFEZEFHAEDLETERITIDLENH D, BEFH
REEFIL. T14.4.1.1 3E0B Service 245 -FIATHI1ZSHBDOI L,

X T4 EDFvYIE onStartCommand TITSRBELH DN, EETD/ NV —IU B HRFG TSRV =HN
—k+—R5E Service IZIZFERATEALY,

IntentService &

IntentService (& Service Z# AL TELNTNNB ISR TH D, BUHLAIL. startService B LRI TH 5, BE
@ Service(startService &) [CHERTUTOHELH D,

® Intent ML onHandlelntent TT5, (onStartCommand (F{E4>7ELN)

® FIRLYFTEITEINS

o WMEAX1—(UTEhD

WA FNZALYREDT=HOFUE UIFENEITREIN., Fa—A VT EBICKYS—4 2 v)LIC Intent (T3 HAEA

Thhd, &intent DAEATREFESNGENDA HEDEHICE>TEREDBHRIED—DELTEIRMNAIRETH D,
Intent MEETITHL T ERLEDT—HEEERT ZEIETERLV=8, Broadcast HERI DA EEHAED

B TCERTIVDELNDH D, ERTRESE, [4.4.1.2 2468 Service 265 -FIFAT RIS HBNDIL,

tXa)T4EDFv1E onHandleintent TITOWMELNHHH ., EETD/ NV FT—O B HNEUFG TEL L=/ —
r—FR5E Service IZIX{FERATEALY,

local bind &

F7IERUTOERRTOHEKA—AhIL Service ZRET BN A EEIET . Binder ySANLIRELIZIFR
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.

EZELT. Service TREL-HEEAVYR) EFVHLTIZIRBETESKLSIZT S,

FIFAT BMEIIE. Service # Intent TEFEL T bindService ZE AL THEUE 3, Service # bind 355D HT
. ZRULVUTIVERETHLN., AITOEXTOERE® Service DARANTELWNV-OARIIBESND, EHFH
BEZEHFIE. T ILa—FIZE&FEhbdTAa2 x4 Service PrivateServiceLocalBind 12BN &,

X)) TBIIZIEIELBE Service DARETHETH S,
Messenger bind &
Messenger DA EFIFAL T Service LDEHEEERIRT 55557,

Service ZF| AT HAIM5E Message MRIEFKELT Messenger ZET ZEMNTES=H. WA TDT—2DHOY
WMYNLEBEMASICRRAEETH D, Tz VEBIEX 21— T ENb=8H. ALYRE—D(CE8ET 281 H 5.
% Message DO IMITURIBIIINAZNVD, BGOEBEHICEI-TIEIREDHERIED—DELTRIRAFAIEETH D, FIA
9 5MlI%. Service % Intent TIEEL T bindService ZERALTHUH T, EARMLEEHIL. 14.4.1.4 BB
iE ServicelZ#5RMDIL,

X274 EDFyYIE onBind 4> Message Handler TITSHEMRHEN ., REETD/\WTr—CEHWMB TE
TEWN =8/ S\—~F—[RE Service IZIEERATELLY,

AIDL bind #

AIDL OE#A#ZFIFALT Service LDEEZERBTLHHEFIET . AIDL [TK>TAU2—Tx—REEEL.
Service MEFDHEEZ AV YR ELTIRMT D, /- AIDL TEE LAV A— 71— RZHAAITEETS2LT. O
— LI\ OERBTDHIELTED, VILFRALYREUE LIEATRERZAY. HithALER (LS 7E LD T Service BITHR
MICEETILENH D,

FIFAT BI1E. Service & Intent THEEL T bindService ZERALTHEUNE T, EIAMLGEZFIX. 14.4.1.3 /X
—k+—PBR5E Service lZSBNDI L,

X )T EDFvHIEBE1RE Service Tl onBind T, /A—+F—[R7E Service TlZ AIDL TEZEL=M/4
—IJI—RADEAI)IRTITOIBENH D, AXETHELI=EEFX 1) T4247D Service (CFIRATRETH D,
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I 4.5. SQlite £{£5

AXETIE SQLite ZERALTT —IR—RD BB FIEELITIRICEF ) TA L TEETREREF LD D,
FHRAUME T—ER—RT7AI DT I LREDBEYLGREE SQL 1001023V T 50K THS, _C
T EBENBOST —EIR—RI7MILDRAEZTEHTEBT TITRET D) LG T —FR—X (I TIFE
EH9 Content Provider M/A\WIIURPT7T)BIATOFERAEFIRET %, F=. HEIBRELL O T1ITRIEHRE
O TNBIEFEELTLSN, F53THVNBELMT TN DB ENDHZHEZER(TE=HICLIITEITS
HMEEEATHIELEHE8HT D,

4.5.1. YT )La—k

4.5.1.1. T—AR—RDIEREERE

Android 7)) TT—ER—Z%ZHS51F A . SQLiteOpenHelper ZEHT B3 ETT—ER—RIT7AILDEY 4
BRESLUTIVEREDHRE MDTTINT IR TELRNEERE) N TES13, ZCTIEH. 7TURBBFIZIT—2—
AEERL. Ul EAST—2DRE-EBIN-EE -HIRETISBELTTIEHIZ, HEBALDAAITHLTHRIEL
SQL AETEINHBNESIZSQL AoV zoiavwE LYo T ILa—REFRT,

13 J7A)LOEEIZEALTIE. SQLiteOpenHelper DAY ARSHADE 2 518 (name) [CTT7A L DX /AR IETE
TE5, TN, B> TSD A—FH#EEEELESSICIEZMMOTTINSDHEHAEENAREICLIOTIENVET
Hb
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Name of User-1 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-6 Info of User-
Name of User- Info of User-
Name of User-8 Info of User-
Name of User-9 Info of User-
Name of User- Info of User-10
Name of User- Info of User-
Name of User- Info of User-12
Name of User-1- Info of User-13
Name of User- Info of User-
Name of User-1¢ Info of User-
Name of User-16 Info of User-16
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-19
Name of User- Info of User-20
Name of User-

Name of User-

Name of User-

Name of User-

Name of User- Info of Us
Name of User- Info of User-26

&l Name of User-13

—_— 0 o ~NOO; s wWwN -

0
1
2
3

[S

W N = 0w~

N NN
o &

(23]

<_.

4.5-1

RAUk:

1. T—AR—X{ERIZIE SQLiteOpenHelper #ER$ %

2. SQLAYY Y avDOREFELTAAEE SQL XIZERTEEEICIETL—RKRILEEFIATS
3. SQLAYY o ar DRBEIIGXRELTTTIBEHRICH - TANEEFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {

private SQLiteDatabase mSamp | eDb; J/BRY®S T—R2 EBKT HAT—IR—X
public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 1% DB 4ERKIZIE SALiteOpenHe lper = {FEAT %
return new SampleDbOpenHe |per (context) ;
}

public SQLiteDatabase getDb () {
return mSampleDb;
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//Mritable E— FTDB %<
public void openDatabaseWithHelper () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICHiAEEAEETAH— TV FEH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //ZDEETAH—TEh3
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//ReadOnly E— FT DB %<
public void openDatabaseReadOnly() {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BEIZ ReadOnly TH—TF 2 FEH
return;
mSamp | eDb. close () ;
}
SOLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath (), null, SQLiteD
atabase. OPEN_READONLY) ;
} catch (SQLException e) |
[/ T—AR—RBEIZKBLIZIGEOTER
Log. e (mContext. getClass (). toString (), mContext. getString R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Database Close
public void closeDatabase () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) {
[/ T—AR—RBEIZKBLZIGEOTER
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Context ZH X T <
private Context mContext;

//T—TIERa< UK

private static final Strlng CREATE_TABLE_COMMANDS

= “CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER UNIQUE

“name VARCHAR (“ + CommonData. TEXT_DATA_LENGTH_MAX + ) NOT NULL
“info VARCHAR (“ + CommonData. TEXT_DATA_LENGTH_MAX + ")”

"y

o+ o+ o+ 4o

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
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mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try |
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB#&Ea <> FOEIT
} catch (SQLException e) |
[/ T—AR—ABEIZKRLI-GEOTHA
Log. e(this. getClass (). toString (), mContext. getString(R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

/] T—=BR=ZADON—=3 07 v THIZETEINS, T—4BTHEONEETRT S
}

DataSearchTask.java (SQLite Database 70017 i)

package org. jssec. android. sqlite. task;

import org. jssec. android. sqlite. CommonData;
import org. jssec. android. sqlite. DataVal idator;
import org. jssec. android. sqlite. MainActivity;
import org. jssec. android. sglite.R;

import android. database. Cursor;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

[/ T—3BREZRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) |
mSampleDB = db;
mActivity = activity;

]

@0verride
protected Cursor dolnBackground(String... params) |{
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {”_id”", “idno”, “name”, “info”};

Cursor cur;

[/ kAU b3k TTYVEBBIC->TANEEFIVITS
if (!DataValidator.validateData(idno, name, info))

{

return null;

}
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//BIEAL2Enull o5 2HERT B)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null || info.length() == 0) ) {
try {

cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE) ) ;
return null;

}

return cur;

}

//No BSEE &SN TULvi=5 No TIRER
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try |
//hRA k2% TL—RKRIVLFTEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//Name DMEE SN TULVIz 5 Name TRE—HIRFER
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try {
//hRA k2% TL—RKRIVLTEHERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FENLNDIGZEE info FEEIC L THS—BHRE

String argString = info.replaceAl | ("@", "0@"); //AHELTZITH 1= infoAD$ZEI RSy —T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —F
argString = argString.replaceAl | (“_", "@_"); //ADELTZRFH 1= infoRAD_FIRY5—F
String selectionArgs[] = {argString};

try {
//*kRA Uk 2k TL—RKRILFTZERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “info LIKE "% || ? || "% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur,

}

@0verride
protected void onPostExecute (Cursor resultCur) {
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mActivity. updateCursor (resultCur) ;

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEFz VI3
//BFFvy
public static boolean validateNo(String idno) {
//null, ZBICF(E 0K

if (idno == null || idno. length() == 0) {
return true;
}
//BFTHDLEHRET S
try {
if (lidno.matches (“[1-9]1[0-9]1%")) {
//BFUNDEFIET S —

return false;
}
} catch (NullPointerException e) {
//T5—%KRHE LT
return false;

}

return true;

}

/] XFHDESZEARD
public static boolean validatelLength(String str, int max_length) {
//null, ZEXFIE 0K
if (str == null || str.length() == 0) {
return true;

}

[/XFHDREENNXLUTTHD ZEEARS
try {
it (str.length() > max_length) {
//MAX &Y RUVLEIZTS—
return false;
]
} catch (NullPointerException e) {
avi
return false;

}

return true.

}

/] ANAEFT VY
public static boolean validateData(String idno, String name, String info) {
if (IvalidateNo(idno)) {
return false;
}
if (IvalidateLength (name, CommonData. TEXT_DATA_LENGTH_MAX)) {
return false;
Jelse if (lvalidateLength(info, CommonData. TEXT_DATA_LENGTH_MAX)) {
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return false;

}

return true.
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4.5.2. W—ILTvY

SQLite ZFEAT AMEITITLUTDIL—ILEFDHIE,

1. DBI7AILDEEGZA. 7V ERELZELEEET S

2. #h7TUEDB T—42%#HFT HHEEIL Content Provider T7 VX3 %
DB {&EBFICAIE/NSA—FE RSB EETL—RARIL T EERTS

’

—~
= =
4
G4 G4
PSS IEEANNY
/ /
~—

~
=
4
G4
o=
/
~

4.5.2.1. DBI7MILDEEBGA. 7O EAEZELRET S (WH7H)

DB 774 DT—EDREEEZZT-I5E. DB J7MILDBREBRET I EREDREIZEDLETEEITARZTEE
BERTH,

BIZIE. T7AILDT I RAELZELSRELI=DBYTH. SD h—F R ET I EREDREEITAEVGEFTICEREL
TWAIGEICIE, NS THET UV RABELE DB 77 ILIZIESTLES, £z, 7TUTALURNJICERELIZBETE.
TOEAEEELRELGVWEERILGWT IR ZHFLTLEIC LTS, CCTIR BREBET VAR EIC
DWVTFIRERERE(TR. ENERBE I HODFERITOVTHRAT 5,

FITRBISMET I ERAERTEIZDOWLTIX. DB I7MI(T—RERETIEHEANSEZDE UTD 2 AE2EHET
BDLENHDB,

1. BEESA
Context#getDatabasePath(String name) TR &E TZE A7 7ML NXA P FHFIT K> TIE
Context#getFilesDir TEGTESTAL VN DIGRICEET 514

2. TUtERiE
MODE_PRIVATE(=Z7 A IVEER L= T DH N T I RARE) E—RIZERET S

D2 REEHRTHET DT TINLTHIERATELL DB 774 ILDEREITOICENTES, ChHEERT
BE=OIZIFUTOHELEITFOND,

1. SQLiteOpenHelper ##H3 %
2. Context#openOrCreateDatabase Z{#H3 5

DB 774 ILMERKIZFEEL TIZX. SQLiteDatabase#openOrCreateDatabase #{#H35Z&1 TS5, LHL. 2D
AVYREFERALIZIES . Android RY—hJ42 DOBREICL->TIE, D7 T D a4 ERY AT BER DB 771 JLAME
BENBTEN T MO TNS, ZEDT=H. COAVYEDFERITE T T MDA EEZRRATEHLEHET D, LITHE
(F1= 2 DO AFEITOVT TR TN DOFHE LT THEAT 5,

14 EELMAYYREZYETETIIEITNRAESHEREFSZON, DT TIHLSIET I AN TELRWLNTALIR)
(N —=TALIR)) DY TTALIR) UTDIRAAERETEDS,
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SQLiteOpenHelper AT %

SQLiteOpenHelper ZFA T 51558 . FAREE(XHEYZLDIEEEZHLTHEL, SQLiteOpenHelper ZiR4EL
=S REERL, AV ARSI 2D5131Z DB DRI (T7MILAIZEDLND) SEIRETNIX, BEIMIZEED Y
1) T4 EHE#H=9 DB I7MIILEERL T NS,

[4.5.1.1 T—AR—XDEREIEEICBARMGFERAEZERLTOWSDTSRBTSHIL,
Context#openOrCreateDatabase A3 3

Context#openOrCreateDatabase AV wr##FEHALT DB DIEREITIGE .. I7MIVDT I AEEF T3V T
BETHIHELHY. BHREIZ MODE_PRIVATE 235 ET 5.

F7MILDOEEICELTIL. DB & (71 ILAIZERAINS) DIEEZ SQLiteOpenHelper LRIFRIZITASDT. B
BMICHEIR DX ) TA BB EB =T IT7AILNARIZTFAILDMER SN D, 1=FZL. TIL/IARBLIBEETESD T SD
H—KRREFIBEELI-HE S . MODE_PRIVATE #iEELTEMT TUNST I LATREICH>TLES=OFEADE
THdo

DB (Xt U CBARM(C 7 T REFFRIEEZIT DI : MainActivity.java
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] T—AR—ZXDIEE
try {

//MODE_PRIVATE %#&%%E L T DB #{ERk

db = Context. openOrCreateDatabase (“Sample. db”

MODE_PRIVATE, null);

} catch (SQLException e) {

[/ T—AR—RBEIZKBLZIGEOTER

Log. e (this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;

return;

}
//EE Do EnE

BE. TV EREDREE MODE_PRIVATE EEHETUT® 3 EEAHY. MODE_WORLD_READABLE &
MODE_WORLD_WRITEABLE (& OR JEHE CRIFFIEE T HZ&HTE S, 1=f2L. MODE_PRIVATE LL4+ (3 API Level
17 LA Tl deprecated &72>THEY. APl Level 24 LIRETIEEFa)T1HI5 D FET S, APl Level 15 LIE%E
HELTDIGEETH BEICOIZTEFEALGNIENEFELLVIS,

15 (KEFaAVMZERk (X4 vAY) SQLiteOpenHelper MEETIE DB DZRIZIET7AILDIILISREIEETE=SHD
T.SD H—KREETHEREDHRETELGIMEFTD SAAERE T AAINENLSITSTENNETH D,

16 MODE_WORLD_READABLE # &1* MODE_WORLD_WRITEABLE DM B &EEAIZDNTIE, [4.6.3.2 F4LY
RIDTHOERERTE 1ZSHE
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® MODE_PRIVATE R T T DHFHEZTTHE

® MODE_WORLD_READABLE ERT7 T XA EETTHE, LA AHDH

® MODE_WORLD_WRITEABLE ERT7 T I RAEETTEE, T ESAHDH
4.5.2.2. #h77)& DB T—42%£F I S5 E(E Content Provider TR HIHT S (WH78)

thD7F)EDBT—2EHETHFEELL T, DB I74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L. D7 TIDLEET VLA TESLIICT BENSIHELHD LML, COHETIEDBIZFZIERTEHT T
DB ~DIREEHIRTELEUN = BRILGEWEF (FINIT—RERAEZINDELLH D BRELT. T4
DHEECESHICHENELY., T 7 OREMRELG YT HAREEMELEZ O D,

LLEDZEMS, Android IZEUWLT DB T—4% it 7 7)) LB I 315 &1, Content Provider 252 &%58<
HEHT 5, Content Provider ZESZEIZEKY. DB 12T 27V RFHEERRT TEHE0V5F21 ) T/ DE R
MEDA) YT T, DB XF¥—7#EE% Content Provider RIZBRINNTEBR LR ADA) D
5

4.5.2.3. DB BERICAIENIA—RERIBZE R TLU—RARIVFEFERTS (WH7H)

SQLAV DO avERCELNIEKRT, FEDANEE SQLXITHAATEFITL—RARILFEHERATEHIRET
0%, TL—RARIVFEEAL- SQL DEFTHEELTIIUTD 2 DDHEEEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REZEFEAL T/ATA—4%FTL—RARILFIZEBET S

2. SQLiteDatabese 25 A®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()i&
EFRUETRICTL—RRILA -1 SQL XEFERT S

8. SQLiteDatabase#compileStatement()Z{#E AL T, SELECT av FE#ETT 554,
[SELECT a7 FDEERELTEIED 1 ER( 71 5B LARBTELLY
ELSHIENHZDTHENESNS,

EELNAXEFESIBETE. IL—ARIFIZEZET—2ORNBEFIEBRITITVERIZH>TFIvoIINTIVS
ZENEFELWL, UTT. ZNENDAEIZDOLNTERBHET 5,

SQLiteDatabase#compileStatement)ZERT 5154 :

UTDOFIEBTIL—RKRILEAT—EEET,

1. SQLiteDatabase#compileStatement()ZEHAL TIL—RFRILEEE AT SQL X% SQLiteStatement &L
THHET 5,
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2. {ERL7=SQLiteStatementA 7 U MI® LT, bindLong(). bindString)RE DAV YREFERALTIL—R
RILAIZERET %,
3. SQLiteStatement #Z7 T HrD execute)HEE D AYYRIZE->T SQL #E1TT 5,

L —RRILIERS : DatalnsertTask.java (3&#%)
//T—5BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride

protected Void doInBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

[/ RA U E3k FIVr—2a vBERIZH D TANEEZFVvITS
if (1DataValidator. validateData(idno, name, info))

{

return null;

}

//T—3BME

//TU—RARILEEFERT S

String commandString = “INSERT INTO ” + CommonData. TABLE_NAME + “ (idno, name, info) VALUES (?, ?, 77,
SOLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;

sqlStmt. bindString (1, idno);

sqlStmt. bindString (2, name) ;

sqlStmt. bindString (3, info);

try {

sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e (DatalnsertTask. class. toString (), mActivity. getString R. string. UPDATING_ERROR_MESSAGE) ) ;
} finally {
sqlStmt. close () ;
}
return null;

}

HoOMLHETT S SQL XEA TP IR LTHERLTEE/INTA—E2Z L TIEIDH I THD, E1TTHUNELETE
LTWBDT,.SQLAV Do av N EET BRMITAL, Ff-. SQLiteStatementA TP/ EBHIATHLET
NIBMREFZHDIZENTERELSIA)YRLH S,

SQLiteDatabase MRt 5B MEBRADAVYREFERATHIHE:

SQLiteDatabase M2 #t 9 % DBR{EAVYRIZIE. SQLXZEFERAT LD ELSITHLLDAH S, SQL XEHEAY

%A vk SQLiteDatabase# execSQL()/rawQuery()EMHY . U TOFIETEITT S,
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1. TL—RRILEEEAT SQL XEAET 5.
2. TL—RRILFIZEINHTET —HZEERT %,
3. SQLXET—H%ESIHELTELTRERAAYVYRERTY B,

—7.SQL XZEFALLZWLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace()iEHY
Hb, CNHEFATAHEICIE. UTOFIETT—E2EET,

1. DBIZHLTHEA/E#HTH5T—2hH S5 EIZIE, ContentValues [ZEERT 5,
2. ContentValues #5|# &L TELT. KRLERAAYYR (LLTOHITIE SQLiteDatabase#insert() #E479
%,

FAIBR XYW R (SQLiteDatabase#insert()) Z{EH9 34l
private SQLiteDatabase mSampleDB;
private void addUserData (String idno, String name, String info) {

//EOZLS S (B, §F) Fzvy., TRS—TNE

if (lvalidatelnsertData(idno, name, info)) {
/[N T—=2avERBLENSIZBE. OJEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return

/AT BT—2 D%

ContentValues insertValues = new ContentValues();
insertValues. put ("idno”, idno);
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert 4T

try {
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString (), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

ZOHITIL, SQLaT R EESRE . SQLiteDatabase NIRE T 2IEARD AV VRZEFERLTLVS, SQLa<
UREEEERALEWL=H. COAEL SQLAUT i a DRMIELENEE R D,
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4.5.3. TRV RE

4.5.3.1. SQLX® LIKE hZETIAILFH—REFEHTARIZTRS—TNIBEHET
LIKE BREBDTAILEA—K (%, ) EZEOCXFIETL—ARILEDANEELTHEALEEES . FOFEFEEETAIL
RHh—RELTHEET B REIZIELTEHRIICIR—TNEBEZ BT LELNH D, BELS—RELTIETAILR

H—RZEEEDIF ("%"0"") EL TRV WMEE N B TIEFE S,

EREOIRT—TREBL ULTOHY T )ILa—FD&5I1Z ESCAPE & ERALTITIZENTES,

LIKE ZFA UIeisE& DT Ao — TR D)
[/ T—3BRELIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {”_id”, “idno”, “name”, “info”};

Cursor cur;
~ R~

//info Z&MHIZLT like 8 FE (EHH—5)

J/RAD b DA FA—FIZHET EXFIXIRrT—T0ET 3

String argString = info.replaceAl | ("@", "0@"); //AHELTZITH 1= infoAD$ZEI RSy —T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —F
argString = argString.replaceAl | (“_", “@_"); //ADELTRFHW 1= infoRAD_FIRYy—F
String selectionArgs[] = {argString};

try {
//RA b TL—RKRILEEFERT S
cur = mSamp|eDB. query (“SampleTable”, cols, “info LIKE "% || ? || "% ESCAPE '@ ~
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) . show() ;
return null;
}

return cur,

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss() ;
mActivity. updateCursor (resultCur) ;
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}
}

4.5.3.2. TL—RRILFZEHERATELGL SQLATURITHLTHBANZEES

T—TILDERAOHIBRAED DB AT /N R ELT- SQL XEERITTBHE. T—IILEBLHEDEIZHL
TIL—RFRIEZFESEIETELGUD, EAMIZIE, TL—RARILS OERATEEUMEIZRLT SAEHASA PSR
FEEODXFEINEFERTAEIBT —IN—RAD KT TRETHL,

EHROEEE L DFIRTIL—RRILEEZFERATERMGES (X, ANBICBRABONEINEITANHERL, BE
IFABER S CENDALL D,

HEAMIZIZX.

1. XFHINFGA—RELTHERATIIEE. XFOIRT—T00+— MLIEBEET

2. BENFGA—RELELTHERATSZSE . HFUSNDXFIRALTIVEWN LEHERT S

3. HAIF.ATURELTERTAEE. 1. [CMA FATELLVNEREEN TN EZHERT S

ERET S,

08 http://www.ipa.go.jp/security/vuln/documents/website_security_sqgl.pdf

4.5.3.3. TRARICTHAR—RADESHI N TONGEN O DR EREIT

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{#FALTDB DA X2V AEMEFLTI-15
B.EELMAYYREFIFALTE DB [(XGEAEEARERRETAH—T N b7, Fi-. Context#openOrCreateD
atabase. SQLiteDatabase#openOrCreateDatabase %HE LR TH 5,

NE. TINEECEEDTFESICLIYERET DB OFHFEEEMA TLEI (BEMASN TLED) AIREE
BERLTLVD, BRI T T DHEREEREDHETHIG TELHEEZONDH ., 7T DREMEELRE | FiAH
YLNDEDLBVMEREZREE T DB, T IN—RERAMYERTH T $5HET. R PREIDERIL
VWWTR7T)REDOR LIZEADGEENH DD T, KRICHLTREZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T 5,

17 getReableDatabase [FEAKIIZIL getWritableDatabase THRET2DERMLA TS IMERT , T4 R TIL
BEDKRTEZTAAFREA T OO ERTELMER I —FA ) —DAT OO ERT EVSEHRTH D
(getWritableDatabase [T 4RI 7)LEE DKRTIXETIS—L4D),
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FAHMDBHETT —AIR—REA-T>9F3
~ R~
/] T—=BR=—ZADA =T (T—ER—R(FERFH LT B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db™), null, OPEN_READONLY);

28 http://developer.android.com/reference/android/database/sqglite /SQLiteOpenHelper.html -
getReadableDatabase()

4.53.4. TTIDEHIZR->TDBDAHIT—2ORAHEEFIVITH

SQLite (FRERLET—HN—XTHY.DB LT Integer ELTEESNTVWSIHSALICHLTXFROT—4%
BINTHTENTIRETH S, DBRDT—RIF. BIEREZEL L2 TOT—ANEXDXFT—2ELTDBAITHKEHHE
NTWB, 20T, Integer DA LITHLTIEIROBRE( LIKE ‘%123% HE)ETI°ELARTH S,
F1z. VARCHAR(100) O &IIZT—ADHZARFTBRLTCHLZENULDREESOT—2H AN TARETH DAL, SQLI
te TOEDHIPR (IE LR IFEAFTERLY,

CDf=8.SQlite ZERATE7TVIE. CDK57% DB DRFEITERL TR hT—42% DB ITHEMLI-UERFLT:
YLAEWESITT T DBEHIZR S THRHAL T ZLENH D LD FEELTIERD 2 25%H 5.

1. T—R8&ET—9R—RIHEHT DI, ORSLBEDEHN—BLTVEINFERT S
2. TAR—ZNLEZBBLEE. T2 REN DR OREITROAIFHERT S

LT T, FIELTAREN 1 LEDHFTHAHLZRIET 53— FETT

Bl . ARNFT—IMN 1 LU EOBFTHDCExHERTSD (MainActivity.java K D)
public class MainActivity extends Activity {

~BEE~
//BhnnEE
private void addUserData (String idno, String name, String info) {
//MNoDFzv¥
if (IvalidateNo(idno, CommonData. REQUEST_NEW)) {
return;

}

//T—3 BN
DatalnsertTask task = new DatalnsertTask (mSampleDb, this);
task. execute (idno, name, info);

}
~ R~

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRVBORFIERIEEZ KIZT S
return true;
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} else {
//RRFENBLADOEE null, BXFIEFTS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast. LENGTH_LONG). show() ;
return false;

}

//BFETHD_LEHERTD
try |
// 1 U LEDE
if (lidno.matches ("[1-91[0-91*")) {
//BFLUNDBEIETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG). show();
return false;
}
} catch (NullPointerException e) {
//SEDT—ZATIEHYBEL
return false;

}

return true;

}

4.5.3.5. DBIZ#E#HT 5T —RDOL\TDESE

SQLite TIX, T—2Z& 77 M ILIZHINT BRI T D KSGEREIZHEH>TULVS,

BERZESTETOT—ENEXDXFT—RELT DB I7/ILRAIZHEIHEND
DB IZX L CT—2DHIBRET>THT —2B{KIE DB 77/ LD BHIBRENZL (HIBRT— I DMF D #)
T—REEHLI-EEL DB I7/ILRIZIEXEFHATDO T —2BEIBREIN T EoTLVD

Ko T, HIBRENTET 1D 1EHRD DB 77 ILNICEST-EFEDREIZH>TWLS A RENEA H D, CDBETH, A
XEICH->THEZREL. Android OtEF1UT BENFDTHNE. W7 TVEELCE=FEIT—2-T74
IVITEET7ERENLHDEEAL, 72720 root #ERZERENH4E Android DREMBELTIRILTI7MILE
IREHSNDARENETERD L EDRRICKELGHEE SR DT —INEMEIN T SIHEIZIE. Android REEH
BICESLLT—ARELREF LG TNIFESA,

CNoDEHIZKY, HERD root ERABRMEN-HE TELFILELNH AL IGEELT —4IF SQLite D DB
ZDFEFRMT RETIRLBN, ESLTHLEELT —FERMESDE/LVNBEICEIBSELET —2E8NT 5.
DB £(AZHESILT 5. BEDRHENDLELL S,

ERICESIENARELISE . BEEICESBOBRNPCI—FO#FLGEEARAXEDHELEALZEENZ LD T,
BRRTESRRAIVNIMNDREGT —4ZHRIT7T)DFERICZEMR~NDERELEDHT S,

25EZLLTM4.5.3.6 [5%&]SQLite T—AR—R%EE LT 5(SQLCipher for Android)JIZ, T—2R—R%HEE
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LT B34 TSVERBNMLTEL

4.5.3.6. [&%&]SQLite T—AXN—X%IEF 19 5(SQLCipher for Android)
SQLCipher [, T—3R—X 774/ )L DEBHIAL 256 Evh AES DI SLF IR 9 5 SQLite Y3k TH 5. ITWEE(L.
F—T2U—ZRBSD SAtUR)eEh. Zetetic LLC IZ&->THF-TEINTWLS, ENSILOHEHRETIE.
SQLCipher IZ. /%7 /QT . 7Y7IL® i0OS TILLFEARASINTIVS,
SQLCipher for Android Z7O< ok &, Android IRIEIZH (T3 SQLite T—EXR—ADIZEDFHE LS T-IFS
{tZHR—r3TBHIEEXEHELTIND, EZH# D SQLite M APl % SQLCipher ARIZHERT A LT, R EIEE &

RCa—T 427 TRELINI-T—IR—REZFATEDLLITHoTS,

£ M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SHZET SQLCipher M FIAMNEAEIZE S,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar XU, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZE &Y %,

2. EBTODY