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ABSTRACT

The next frontier for sensor networks is sensing the human
society. Several mobile societies are emerging, especially
with wide deployment of wireless LANs (WLANSs) on cam-
puses. WLAN traces can provide much insight into mobile
user behavior. Such insight is essential to develop realistic
models and to design better networks, and analyze effects of
social attributes on mobile network usage. The most exten-
sive libraries of wireless traces are collected from university
campuses, are anonymized and do not provide affiliation,
gender or preference information explicitly. Hence, it be-
comes a challenge to analyze network usage characteristics
for social groups using the existing traces. In this paper,
we present two novel scientific techniques to classify WLAN
users into social groups. The first technique uses mapping
of the traces into buildings (e.g., dept. buildings, libraries,
sororities and fraternities) to extract affiliation and gender
information based on network usage statistics. The second
technique utilizes directory information that can be linked
to WLAN users to extract useful information. For example,
usernames of the WLAN users (if available) can be used to
find user’s gender based on first name and databases. As a
case study we perform classification and behavior analysis
of users by gender. Extensive WLAN traces from two major
universities are collected over three years and analyzed. Re-
sults from both the methods are cross-validated and show
more than 90% correspondence.

Results of gender classification are then used to examine
usage patterns and preferences across gender groups, includ-
ing spatio-temporal distribution of wireless on-line activity,
study majors and vendor preference. In some cases these
metrics are equal across genders, however, there are several
interesting cases that clearly indicate statistically significant
and consistent effects of gender; e.g., males have longer on-
line sessions in Engineering and Music, while females have
longer sessions in Social Sciences and Sports areas. At one
university female groups consistently preferred Apple com-
puters. These findings can have a great impact on several
mobile networking applications; they can be directly used for
realistic modeling of wireless user on-line behavior, mobil-
ity and virus susceptibility, and for designing socially-aware
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protocols and class-based or gender-based services, to name
a few.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]: Network
Architecture and Design— Wireless Communication

1. INTRODUCTION

In future mobile networks, with many hand held devices
tightly coupled with a user, communication performance is
bound to user mobility and behavior. This applies to var-
ious kinds of mobile networks, including cellular networks,
but more particularly ad-hoc and delay tolerant networks
(DTNSs), because every node may act as a router and the
network may be infrastructure-less. In such an environment,
it is imperative to understand the various aspects of user
behavior, including mobility, commonalities, differences in
preference, and net activity between classes of users, in order
to design efficient protocols and effective network models.

It is a challenge by itself to create a model/protocol that
incorporates social behavior parameters (in terms of the nu-
merousness of the parameters to choose from). This chal-
lenge is further aggravated by the unavailability of tech-
niques that can classify users into social groups so as to
extract the desired social parameters. Addressing the later
challenge, in this work we propose a new approach to classi-
fication and feature analysis of user behavior based on social
grouping. We provide a set of techniques that can be used
to provide information about a user from social perspective.
We use WLAN (Wireless LANSs) traces (generally considered
for studying network characteristics) to mine social behav-
ior of the users based on gender, majors, and other interest
groups. WLAN are the best source of information about
real user mobility and network usage. These traces have
been used in many studies whenever real user data is re-
quired. They have been previously used to validate mobility
models [1, 2] and understand user associations [3] among
other usages.

Our paper is the first, to our knowledge, to scientifically
and automatically classify most of the WLAN users into so-
cial groups and extract parameters/feature-sets across user
groups. This methodology provides a richer and more reli-
able data set (because data is based on user activities and
not on what a user perceives as reported in surveys) that
can be recomputed as and when required. We present the
general methodology with an example case study of group-
ing by gender with investigation of gender gaps in WLAN
usage. The lack of such empirical data poses an interesting
challenge and raises several research (and privacy) questions:
How can we meaningfully infer gender information from such
anonymous traces? Does gender information influence user
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Figure 1: A sample trace database snapshot

behavior and preference in a significant and consistent man-
ner? Finally, what is the impact of these finding on network
modeling, protocol and service design in the future?

Our study begins by introducing a location-based method
for gender classification on campus. It provides robust fil-
ters, based on individual and group network behavior, in
addition to clustering techniques, to identify males and fe-
males with high confidence. We analyze extensive Wireless
LAN traces collected for over 3 years from 2 major universi-
ties covering more than 50,000 users. The findings are cross
validated with ground truth using Name based method and
yield over 90% success. Once the gender classification is
performed, a thorough investigation of the spatio-temporal
characteristics of the gender based network activity is con-
ducted. Among the parameters we have considered for eval-
uating the gender gaps, we found enough statistical evidence
to conclude that (for the traces used in our study) usage
patterns of males and females are different, and that gender
does affect user activity and vendor preference. We believe
that such attributes will certainly enhance the understand-
ing of the mobile society and is essential to provide efficient
network protocols and services in the future.

Contributions: This paper provides following contribu-
tions: i. class and gender inference methods based on loca-
tion, usage and name filtering from extensive WLAN traces,
. providing the first gender-based trace-driven analysis in
mobile societies, including study of majors and device prefer-
ences, 1. identifying unique features in the studied grouping
that suggests consistent behavior and the design of potential
future applications.

The rest of the paper is outlined as follows: Sec. 2 dis-
cusses multiple techniques for user classification, followed
by Sec. 3, which provides several methods for validating the
classification. Sec. 4 provides the gender-based feature anal-
ysis and results and Sec. 5 discusses potential applications.
Conclusion and the future work is presented in Sec. 6.

2. APPROACH

In this work, we consider WLAN traces to understand us-
age characteristics/behavior pattern of social groups. WLAN
traces are logs of user association with a Wireless Access
Point (AP). Traces generally contain machine’s MAC ad-
dress, associating time, duration and associated AP. MAC
address is always anonymized to protect privacy of the user.
Having a meaningful classification (into social groups) with
this partial information is the main challenge that we ad-
dress in this work. Ideally, we would want to classify all
users into groups. Taking a first step in this direction we
present a general technique, which can be used to classify
a smaller section of WLAN users into groups. Doing it for
all the users still remains a challenge as we shall see. In-
stead, we focus on obtaining a sample significant enough for
a statistical analysis.

Our technique works on raw WLAN SNMP and SYSLOG
traces. The traces are accumulated for a time period and
parsed into a standard format. The processed data is fed
into a database on which SQL queries can be run easily
(and generically) to extract information of interest. Fig. 1
illustrates the generic trace database layout, which is used
in our experiment. The fields include the following: 1.

anonymized MAC addresses of the wireless devices logged
onto the WLAN, 2. the session start time (in seconds), 3.
the AP with which the wireless device associated, 4. Du-
ration of the association with the AP, 5. the manufacturer
of the wireless card (which we inferred from partial MAC
address), and 6. the building at which the AP is located
(inferred based on a map), this field is external to the actual
traces. Mobility of users can be tracked by looking at the
approximate geographic locations of the APs. In some cases,
if more information such as usernames are available, we can
add more fields to the database. The advantage of having a
standard schema for the database is that similar queries can
be used on traces coming from multiple sources. We have
used this same database framework to analyze traces from
USC[5], Dartmouth [4], UF and UNCJ6]; the method is gen-
eral and applicable to many traces (campuses and urban)
and several grouping criteria.

The trace collection process, environment, and anonymiza-
tion used have a great impact on the utility of the traces.
Hence, it is difficult to find one general method, which would
classify users in all settings. Therefore we propose mul-
tiple methods. One challenge in this study is to validate
the results obtained from trace analysis against the ground
truth. We have used several statistical methods to give us
confidence in the classification and cross-validated our re-
sults with the name-based approach; closest possible to the
ground truth at a large scale.

We use traces from two universities, Ul and U2 (names
withheld for privacy reasons) that provide information as
shown in Fig. 1 except that university U2 trace also pro-
vides the usernames. Traces from Ul belong to Feb 2006,
Oct 2006 and Feb 2007, and Traces from U2 belong to Nov
2007 and Apr 2008. The grouping parameter we use in this
work for investigation is gender based. To do this catego-
rization, we propose two novel techniques: Location based
Classification (LBC) and Name based Classification (NBC),
and subsequently, we examine and discuss their advantages.
Both of these techniques are generic and have been pre-
sented in this work with an example case study of gender
based classification.

2.1 Location Based Classification (LBC)

Most US universities have sororities (female organizations)
and fraternities (male organizations) as social organizations.
The buildings, which houses these organizations also serve
as residences for most of the members. Given the physical
location of APs on campus, APs located in sororities and fra-
ternities are identified, and the users associated with them
are classified as females or males respectively. This method
can also be used to classify users by other grouping criteria
such as study major. For example all users associating with
Computer Science building AP can be classified as Com-
puter Science major students. Since wireless networks may
be used by anyone in the physical proximity to the AP, this
kind of classification will also have un-related users or visi-
tors accessing these APs, which can make the classification
inaccurate. We next present techniques to filter out regular
users from visitors at an AP.

Filtering: LBC requires filtering, as fraternities and soror-
ities have male and female visitors. Without further refine-
ments and filtering, this method would not be accurate. But
even if we validate the presence of visitors, how can we filter
them from our classification? First, visitors are infrequent
users of the mobile network in the visited locations. Second,
we expect a significant difference between residents and visi-
tors in terms of network activity (in number and duration of
on-line sessions). Third, a user who is visitor at one location
can be a regular user at some other location. Hence, we can



define a visitor as a user with less number of sessions and
smaller duration of sessions than the average user in that
location (group behavior) or as user who has more sessions
and larger online duration at other locations (individual be-
havior). Our filtering techniques rate users based on two
metrics: the number of sessions and session duration. Once
we rate all the users on these two metrics, we apply cut-off
thresholds to determine regular users. Filtering can be per-
formed on these ratings considering individual and/or group
behavior as described in rest of the section.

2.1.1 Individual Behavior Based filtering (IBF)

In Individual Behavior based Filtering (IBF), we find the
probability of a user being male or female by counting the
number of sessions and measuring the duration he/she spends
in fraternities versus sororities. This can be done using the
equations below.

The probability of a user being male, considering only
session counts at fraternities and sororities is given by:
Cy(u)

POM(u) = oraytorm

where function Cj gives session count for user w in frater-
nities and function C; gives the session count for user u in
sororities. Similarly, the probability of a user being male,
considering only session durations at fraternities and soror-
ities is given by:

D¢ (u

where function Dy gives the total duration of sessions for
user u in fraternities and function Dy gives the total dura-
tion of sessions for user w in sororities. Fig. 2 shows users
who visited fraternity and/or sororities in decreasing order
of PCM(u) and PDM (u) for Feb 2006 traces from uni-
versity Ul. Interesting observation is that both PCM and
PDM follow a similar trend and there is a sudden transi-
tion from 1 to 0 (between 500th and 700th user), essentially
separating males from females. Out of 1119 users, there is
a large number (~ 425) of users whose probability of being
male is 1. These users have never associated with sorori-
ties APs. We also have large number (~ 362) of users who
have never associated with fraternities AP (PCM = 0 and
PDM = 0), who we can classify as females. As fraternities
and sororities have visitors, many males will have probabil-
ity less than 1 (vice-versa for females), if we only consider
users with probability 1 or 0, we would considerably remove
legitimate users who have visited and used WLAN at other
locations (sororities for males and fraternities for females).

We have instead classified all the users having PCM >
0.80 and PDM > 0.80 as males and PCM < 0.20 and
PDM < 0.20 as females, using the 80-20 rule or the Pareto
principle such that 80% of the regular users should fall in top
20% probability. Other users are discarded from the study.
We also did the analysis for all the trace sets belonging to
university Ul and U2, and saw a very similar distribution as
seen in Fig. 2. This method, IBF, is generic and can also be
used in other grouping criteria such as study major among
others.

2.1.2 Group Behavior Based filtering (GBF)

In Group based Filtering (GBF), we filter a user based on
where his usage pattern lies with respect to all the users at a
particular location. GBF is also useful when traces are avail-
able only from limited number of buildings and we cannot
use IBF due to lack of traces from all the buildings. For ex-
ample lets consider that at a particular location, we discover
that average session duration of regular users is 3000sec and

Probability of being Male

T T T T T 1
0 200 400 600 800 1000 1200
Users in decreasing order of their Male probability (U1 feb2006)

Figure 2: Users visiting Fraternity and/or Sorority
in decreasing order of their Male probability (Ul
feb2006)

their session count is 10 in a period of one month. So all
users who at least meet these criteria can become regular
users and are classified as male or female based on the lo-
cation, everyone else is considered a visitor and therefore
removed. Finding these thresholds is not a trivial task as
these thresholds would vary from building to building and
may also change with time. For this task we employ cluster-
ing techniques [7] (one of the key methods for unsupervised
learning) to partition our data into regular users and visi-
tors.

Clustering: Clustering can be used to divide a set of
users into several subsets such that users in each subset are
most similar based on WLAN usage metrics (duration, ses-
sion count, distinct login days). From two general category
of clustering algorithms; namely hierarchical and partition
scheme, we choose a robust partitioning method called Par-
titioning Around Mediods (PAM) [8]. This method has
distinct advantages (over standard k-means [7]) in that it
uses dissimilarity score to minimize dissimilarity in the same
cluster, making clusters robust to outliers. It also provides
a novel method called Silhouette Widths and Plots for esti-
mating cluster quality. The average Silhouette Widths are
useful in estimating the number of clusters present in the
data (often a challenging job in cluster analysis). One has
to run PAM several times, each time for different number of
clusters and then compare the resulting Silhouette Widths.
The clustering size that produces maximum average width
is the best clustering possible. The average width can also
be used to estimate the quality of the clustering; above 0.70
for strong clustering, between 0.50 — 0.70 for a reasonable
structure and below 0.50 for weak structure [8].

We use PAM to distinguish visitors from regular users (i.e
residents). We use number of distinct days of login, session
count, and sum of session durations as the metrics for user
evaluation. This metrics can help identify and thus separate
users who make several sessions only in few days (may be
visitors) from users who make sessions everyday. We ap-
plied this clustering technique to Sororities and Fraternity
user trace from both Universities Ul and U2. We found
that the best cluster size in each case is 2. In each set we
found that average silhouette width is above 0.65, 0.84 being
the maximum in one of the cases (more results in Tab. 1).
The cluster size of 2 clearly identifies our intuition of regular
users and visitors and separates them using usage behavior
in that particular building/location. Also, the high aver-
age silhouette width indicates the high quality of clustering.
Detailed results of GBF are in middle column of Tab. 2.

Fig. 3 shows effect of total session duration, total number
of sessions and unique days of login over clustering of users.



Ul U2
Feb 2006 Oct 2006 Feb 2007 Nov 2007 Apr 2008
Fraternity 0.72 0.74 0.75 0.84 0.78
Sorority 0.65 0.72 0.69 0.78 0.76

Table 1: Average Silhouette Width for Sorority and
Fraternities from University Ul and U2
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Figure 3: Clustering results for University Ul Soror-
ities (feb2006)

We can see a clear drop in the number of sessions and unique
days when the clustering changes from 2 to 1 (2nd cluster
signifies the resident). We notice that at the beginning of
cluster 1 there is a spike in the total duration but still these
users are not included in the regular users as their number
of sessions and unique days of login are comparatively less
than users belonging to cluster 2. Clustering ensures that
all three metrics are incorporated when making a decision.
Similar results are obtained for other traces from university
Ul and U2. GBF is generic and can be used to identify
other social groupings such as study-major, which will be
investigated in our future research.

2.1.3 Hybrid filtering (HF)

As we do not know the ground truth or have the real
data about the users, it is difficult to validate the results of
these classifications. In order to have a meaningful analysis
after the classification, we need to validate the classifica-
tion. We validate LBC via multiple techniques in Sec. 3. In
one of the techniques, we compare the results from IBF and
GBF. Results are tabulated in Tab.4. We find that both
methods mainly select same set of users, which should be
the case as both methods attempt to identify regular users
(males in fraternities and females in sororities). Therefore,
for higher confidence/correct classification and analysis in
the later sections of the paper, we choose the users selected
by both filtering methods. We call this method Hybrid Fil-
tering (HF) as this uses results from both IBF and GBF. By
doing so we successfully classify majority of the users (more
than 90% of the users selected by GBF are common to users
selected by IBF based method as shown in Tab. 4).

Our proposed scheme of LBC is generic and can classify
users into social groups if these groups have inherent location
preferences (Sororities are females residences, Computer Sci-
ence major has strong ties with Computer Science buildings
or Theater group meets often at the auditorium). One thing
to note is that LBC and its filtering techniques do not need
access to unanonymized MAC address. As long as the MAC
addresses are consistently anonymized, LBC is applicable.
This property makes LBC usable in most of the available
WLAN traces.

For traces/environments where locations cannot be used
to distinguish user groups (like non-existence of sororities
or fraternities), we propose another method - Name Based
Classification (NBC). Name Based Classification method can

work in certain scenarios where LBC is constrained, but it
requires additional information.

2.2 Name Based Classification (NBC)

In this technique, we augment the traces with user spe-
cific information from external sources. A few traces provide
additional information like usernames (This field may be ob-
tained on campuses and enterprises that require authoriza-
tion mechanism such as passwords to access WLAN). This
extra information can be used to link external data with the
traces that can allow us to classify the users. External data
can be extracted from directories, yellow pages, schedules
and other public information sources. Traces coming from
university U2 provide us with usernames. University U2 also
host a directory that can be searched using these usernames
(as usernames also serve as email addresses) and users have
the option of not listing their names in the phone book di-
rectory. This allows us to search the directory and find the
first names corresponding to the usernames for the users who
have made their information available in the phone book di-
rectory. We then use the list of top 1000 males and females
first names from the US Social Security administration web-
site [9] and remove the names present in both lists (neutral
names). Thus, we get the list of most popular male-only
and female-only names. We run this list against the list of
names we find from the phone book directory, thus finding
the gender of the users [10, 11]. In this technique, we do
not have problem of visitors thus we do not need any fil-
tering. We observe that names from the US Social Security
list may not be able to classify foreign national students and
non-popular names into gender groups, this however is not
a limitation of our method but of the name database. Using
a more comprehensive database should provide better clas-
sification. In this paper, however, we are more concerned
with a general methodology of classifying WLAN users, the
details of how to acquire a better database are out of scope
of the paper.

Using NBC classification, we could classify 11,000 as
males or females out of 27,000 users in the trace period of
Nov 2007, and 12,500 as males or females out of 30,000
users in the trace period of Apr 2008 at University U2. De-
tails of the classification are listed in Tab. 2. This method
is dependent on the kind of external data we can link the
traces to. For the university U2, the directory also provides
study-majors corresponding to a username, this information
can thus be used to study the study-major classification of
the users.

Compared to NBC, LBC requires less information (user-
name not needed); however, we need to find a way validate
LBC. One way to validate is to compare classification re-
sults of LBC with NBC as shown in Sec. 3.3. NBC method
is much closer to the ground truth. The use of NBC is lim-
ited as the availability of usernames is limited to a very few
currently available traces. Once we check the correctness of
LBC, this can become the primary method for classification.

3. VALIDATION OF LBC

Validation of LBC is needed to raise confidence in the re-
sults from Ul i.e. users classified as visitors are indeed vis-
itors and not the regular users of that Access Point (males
in case of fraternities and females in case of sororities). Val-
idation of the results with the ground truth/actual reality
is difficult, especially when we have developed the meth-
ods for publicly available traces and information. Even if
we get access to students’ university records, we would not
be able to match it with student’s device (especially when
MAC addresses are anonymized). Surveying 50,000 users in



Ul-IBF Ul-GBF U2-NBC
Feb 2006 Oct 2006 Feb 2007 Feb 2006 Oct 2006 Feb 2007 | Nov 2007 Apr 2008
Total Users 16416 22405 20302 16416 22405 20302 27068 29982
Males(only) 506 553 545 451 437 417 5245 5807
Females(only) 513 570 509 441 456 410 5955 6817
Common 0 0 0 22 37 29 0 0

Table 2: Results of classification of users from Ul (LBC) and U2 (NBC). ‘Common’ signifies the users which

were common to both male and female population.

each campus may result incomplete and noisy (erroneous)
data aside from the enormous efforts/resources needed if at
all possible. Instead, we have devised three statistical meth-
ods to validate our filtering mechanisms. The first method
finds out regular users in the trace-set belonging to adjacent
months and compares this list to see how many are com-
mon (temporal consistency). The second method compares
results from IBF and GBF to check the similarities in the
results. The third method takes the classification achieved
using NBC method and compares it with the results of LBC
because NBC should be very close to the ground truth. The
methods are discussed in detail below.

3.1 Temporal Consistency Validation

In this method of validation, we consider a pair of one
month long trace-sets belonging to adjacent months in the
same semester (such as February 2006 and March 2006 from
Spring 2006 semester) and use IBF, GBF, and HF filtering
techniques to find out how many users are common between
the two adjacent months before and after filtering. Assump-
tion being that the set of users living in fraternities and
sororities do not change from one month to another in the
same semester. If after filtering, the percentage of common
users increases then it is likely that this method works cor-
rectly in identifying regular users. Tab. 3 shows the results
we obtain for both fraternity and sorority users. We see that
for fraternities, before filtering, the percentage of common
MAC:s in two consecutive months is around 60% to 64% and
after filtering it goes upto between 72% to 80% in all three
filtering schemes. In case of sororities, before filtering, we
see that common users are between 66% to 72% and after
filtering the percentage of common users shoots up to 80%
to 93%. This shows that filtering schemes are selecting reg-
ular users, as percentage of common users rises dramatically
after filtering.

Before Filtering
Month(a) Month(b)

7 common (Fraternity) 7 common (Sorority)

Feb2006 Mar-Apr2006 60.4 72.3
Oct2006 Nov2006 63.8 66.8
Feb2007 Mar-Apr2007 62.1 70.2

After Filtering- IBF
Month(a) Month(b) % common (Fraternity)
Feb2006 Mar-Apr2006 76.2

Oct2006 Nov2006
Feb2007 Mar-Apr2007

% common (Sorority)
.7

80.9

72.5
76.5 81.9

After Filtering- GBF
Month(a) Month(b)

7 common (Fraternity) % common (Sorority)

Feb2006 Mar-Apr2006 80.0 92.7
Oct2006 Nov2006 78.27 87.6
Feb2007 Mar-Apr2007 79.4 92.3

After Filtering- HF
Month(a) Month(b)

Feb2006 Mar-Apr2006
Oct2006 Nov2006 78.2 88.3
Feb2007 Mar-Apr2007 77.9 90.4

7 common (Fraternity) 7 common (Sorority)

Table 3: Similarity in the user population selected
after filtering fraternity users for Ul

3.2 IBFvs GBF

The LBC technique in Sec.2.1 describes two main filtering
techniques - IBF and GBF. Both use location information to
identify the gender; however, cut-off thresholds for filtering
regular users and visitors are set differently. Comparing the
results of both methods provides us with another validation
mechanism. Tab. 4 shows comparison of filtering results

Month Gender IBF GBF HE
Feb 2006 pilio a1 441 43s
Oct 2006 potie 5o dse  dsd
Feb 2007 pomie 300 410 100

Table 4: Validation - comparing users selected by

IBF and GBEF for Ul
Month FL  FLOMN By ML  MLAFN B,
Nov 2007 1280 T4 0.058 334 25 0.074
Apr 2008 1690 123 0.072 349 29 0.083

Table 5: Cross validation of LBC by NBC for U2

for 3 months long traces (Feb2006, Oct2007, Feb2007) from
university UL. We can see that greater than 400 (75%) users
are consistently common in both the methods. This points
to the high degree of similarity, which validates the filter-
ing that both methods remove visitors and result in similar
regular users (increasing the confidence in our results). We
note that GBF is more conservative (less number of regular
users) than IBF, which could be attributed to the fact that
GBF takes into consideration the usage attributes (session
count, duration, distinct days of login) of an average user
for comparison (by using clustering), which can be higher
than a regular user selected by IBF. For the user behavior
analysis, in the following section, we only consider the users
selected by both filtering methods also referred to as Hybrid
Filtering (HF).

3.3 Cross Validation

NBC does not classify all users as either male or female
(Sec. 2.2), however, this classification has a low error rate
because of using statistics from real data coming from the
US Social Security Office. Using this property of NBC, we
can find out the error bound for the LBC. Availability of the
error percentage can help in realizing the error margins for
LBC. To calculate the error bounds, the users (from sorori-
ties and fraternities) classified by LBC as females and males
are put in sets F'L and M L respectively.

Using NBC, we classify all users from Fraternities and
Sororities and put them in different sets. Females in set FFN
and males in set M N, and remove the unclassified users.
The unclassified set of users are those whose name existed
in both male and female databases or whose name was not in
the database. The error in female classification by LBC can
be given by Ey, where Ey = (FLNMN)/FL and the error
in male classification by LBC can be given by E,,, where
E,.=(MLNFN)/ML.

Tab. 5 provides results on the cross validation of LBC by
NBC. We did the analysis for trace sets coming from univer-
sity U2 as it provides usernames along with the information
about AP located in the sororities and fraternities, which al-
lows us to perform both NBC and LBC. For Apr 2008 traces
from university U2, the set F'L has 1690 users after doing
LBC and Ey is equal to 7.2%. In case of set ML, which
has 349 users, we find that F,, is 8.3%. Similarly, in Nov
2007 traces, E,, and Ey is less than 8.3%. The low value
of error, F/, further increases our confidence in the LBC and
validates the classification method.

To sum, we find our location classification LBC
(with three filtering techniques - IBF, GBF & HF)
are supported by three wvalidation techniques. Vali-



dation ensures the users selected by the filtering are
indeed the regular users, which in sororities means
selecting females and in fraternities selecting males.
The filtering statistical errors were below 10%, and
the confidence was found to be over 90%.

4. USER BEHAVIOR ANALYSIS

Classification of users into social groups is the first step
in understanding the usage differences between the groups.
The classification techniques discussed in Sec. 2 take all the
WLAN users and divide them into various sets (depending
on the grouping criterion). For the gender based grouping,
we have three sets : Male, Female and Unclassified (grouping
could not be determined). These groups can now be evalu-
ated on multiple metrics depending on the application. In
this work we have considered three generic metrics (not cor-
responding to any application). We investigate the spatio-
temporal distribution for wireless usage across genders in
addition to vendor preference. The main aim of these met-
rics is to examine the existence of differences between the
groups. We attempt to identify differences that are statisti-
cally significant and consistent across the multiple traces we
have studied. The three metrics are discussed below.

4.1 User Spatial Distribution

An example of a metric is the spatial distribution of the
users. This metrics can identify where the classified users
spend most of their time (regular users). For example, by
searching the female users in the complete trace we can find
out the locations visited by them. We refer these locations as
“Area”, since they also represent major/department housed
at that location. Here we only look into major trends by the
active user. A user is considered active (regular) at an area
by using GBF. Difference in the number of users among
the genders can tell us about the building preferences of
the genders. Fig. 4 and Fig. 5 show percentage distribution
for males and females at Universities Ul and U2 at various
buildings. At both universities, we can see that there are
more males than females in the areas of Economics (by 39%
at Ul and 33% at U2), Engineering (5% at Ul and 89% at
U2) and Law (by 83% at Ul and 6% at U2). Law area infor-
mation for Feb2007 is a outlier as we do not have any male
student during that period. Females are more in number
than males in the area of Social Science (by 16% at Ul and
3% at U2) and Sports (by 41% at Ul and 2% at U2). We
see that at Ul and U2 trends are opposite for the area of
Music (U1 has 40% more females however U2 has 33% more
males).

Existence of locations, which are consistently preferred by
one of the two genders, highlights the existence of difference
in WLAN usage by two genders. Many of the trends hold
even across the two campuses. We believe this can be ben-
eficial to several application as discussed in Sec. 5.

4.2 Average Duration or Temporal Analysis

Average duration of a session for males and females gives
us an understanding of the extent of WLAN usage at dif-
ferent areas. From Fig. 6 and Fig. 7, we observe that males
on average have longer sessions than females in most of the
areas (on average by more than 9%, in extreme cases by
as much as 200%). On average, male users tend to stay -
as WLAN users - at certain places for longer times than fe-
males. At both universities, we see that females consistently
have higher average duration than males in the area of So-
cial Science (by 12.8% at Ul and 10% at U2) and Sports (by
17.2% U1 and 8% U2). Males consistently have higher dura-
tion session at both universities in the areas of Engineering
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(by 76% at Ul and 15.4% at U2) and Music (by 39.9% at
Ul and 36.8% at U2). We see that females at university
U1 consistently have higher average duration in the area of
communication (by 12%) where as males have higher session
duration at university U2 (by 10%). We also see clear trends
at university U2 that males have higher session duration at
area of Economics.

Another observation of interest is that average duration
per session decreases from Feb 2006 to Feb 2007 (from 2789
sec to 2454 sec) in almost all the cases for university Ul
campus, we observe similar trend in university U2 (from
3800 sec in Nov 07 to 3609 sec in Apr 08). This points to
the possibility that students are becoming more mobile, and
thus have shorter sessions at the same location.

While in some cases the trends were equal across genders,
in several scenarios we do find differences in WLAN
usage among the genders. Some of these differences were
found to be significant and spatio-temporally consistent even
across campuses; females’ wireless activity is stronger in
Social Science and Sports areas, whereas males’ activity is
stronger in Engineering and Music. In other scenarios each
university campus had o different trend specific to it. These
findings are likely to have a significant impact on usage mod-
eling in wireless networks

4.3 Device Preference

In many available traces, partial MAC anonymization is
done, such that top three octets of the address (which iden-
tify the Manufacturer) are left unchanged. Traces from both
U1 and U2 use partial anonymization. These top octets can
be used to find preferred vendors for the groups (Male and
Female). In this metric, we are only considering major ven-
dors (by the number of users).
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Fig. 8 and Fig. 9 show the number of users per vendor
at University Ul and U2. At university Ul, it is interest-
ing to note that Apple computers are more popular
amongst females than males. Intel devices are more
popular amongst males. For example, using the Feb 2006
traces we find that 25% of the males use Apple and 32%
use Intel, so that there are 28% more male users using Intel
with respect to Apple users. In the case of Females, 30%
use Apple and 27% use Intel, so 12% more female users use
Apple than Intel. To test whether gender provides a bias
towards specific vendors, we use the Chi-Square statistical
significance test. The Chi-Square test shows with 90% confi-
dence that there is a bias between gender and vendor/brand.
This holds true for all the three trace sets from university
Ul. We also notice a consistent increase in percentage of
Apple computer users of both genders over the three trace
samples.

For comparison of the results from university Ul with uni-
versity U2, for this case only, we considered users only from
fraternities and sororities from university U2. The classifi-
cation of users was performed using LBC (similar to univer-
sity U1). At university U2, we do not find trends similar to
university U1, we see that both the genders consistently pre-
fer Intel devices more than the Apple devices. We tend to
believe that preference of WLAN users can wary with geo-
graphic location and factors such as affluent society, presence
of Apple store on campus among others.

We also observe that vendors like Enterasys, Linksys, D-
link and Askey Corp. have a decreasing trend in terms of
percentage of users. One of the reasons is that these manu-
facturers mostly make external Wi-Fi devices for old laptops
(with no built-in Wi-Fi NICs). Currently almost all new
laptops come with a built-in Wi-Fi, so the users of external
devices are decreasing.

These results indicate once more that there are statisti-
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cally significant differences in the usage pattern of the two
gender. One possible implication of this device preference
is that PC viruses or malware propagation in some female
groups may be less effective, which will have a direct impact
on security studies in future wireless societies as in DTN.

5. APPLICATIONS

Analysis of user behavior in the previous section high-
lights that statistically significant differences exist in the us-
age pattern of the two genders. There can be several metrics
on which a group of users can be evaluated and their behav-
ior quantified. The results from these metrics can then be
applied to an existing or new application to make it con-
text sensitive. In this section, we discuss few applications
which will benefit from the quantified differences among the
groups such as mobility modeling and protocol design. We
also discuss impact of this analysis on user privacy, wireless
network deployment, and resource management among oth-
ers. For the lack of space, more details of the application
are omitted.

5.1 Mobility Models

Mobility models are important tools to understand user
movements and create models on which protocols can be
tested. The knowledge of groups can be used to re-evaluate
mobility models such as TVC [1], IMPORTANT [13], and
several others [14]. This enhancement can allow us to model
social groups on ‘behavioral’ aspects, load (sessions dura-
tion) and density among others. This kind of study can only
be possible by using the methods mentioned in this work,
other methods like taking a survey of 50,000 users would
require tremendous effort and may still have similar error
rates.

5.2 Protocol Design

Protocol and service design in Mobile Ad-Hoc networks
can take features of various groups to evaluate its perfor-
mance. It has been shown in Profile-Cast [15] that con-
sidering behavior of users (profiles), one can create efficient



protocols for Mobile Ad-Hoc Networks. This work does not
consider difference among groups of people. It has also been
shown that users with similarities meet often and have closer
ties [16]. Can similar people (belonging to same group) have
higher chances of meeting more often? Can this knowledge
increase the message delivery success? Our method helps in
identifying the social groups, however, further investigation
needs to be done such as combining this group information
with services such as Profile-Cast

5.3 Privacy

A major impact of this work is bringing the privacy re-
lated issues with traces to forefront. Determining gender
from the traces which were anonymized, shows weaknesses
in current anonymization techniques. It may be argued that
anonymization of location information may prevent this kind
of classification, however, this not only decreases the utility
of the traces, but also the authors in [17] show that location
anonymization can be easily undone. The primary reason is
the unique session patterns of the WLAN users. Anonymiza-
tion of WLAN traces while maintaining utility of the traces
is a challenging task.

We all have intuition where and how a certain group of
users may use WLAN, our method allows to quantify this
intuition. We believe that methods discussed in this work
are the fundamental step for many interesting studies in the
future.

6. CONCLUSION AND FUTURE WORK

In this study, we propose novel methods, which use WLAN
traces to classify WLAN users in to social groups based
on features such as gender and study-major among others.
The work presents a general framework that can be applied
to traces coming from multiple sources. As an example,
traces from two university campuses have been used and
gender based grouping classification is performed. Multiple
techniques for grouping users are discussed since each one
has slight advantages in certain scenarios. The study cross-
validates the results by comparing results provided by each
of the classification methods.

Results from this research are based on a sample of the
user population, since gender may be identified based on
sorority and fraternity wireless access point associations or
based on name filter. We find that there is a distinct dif-
ference in WLAN usage patterns for different genders even
with similar population sizes. Availability of results com-
paring groups of users can allow researchers to quantify the
behavioral differences between the groups. We see that these
trends and characteristics are consistent over periods of time
and across different semesters and sometimes even across
university campuses. We also see some trends that are not
consistent across the two university campuses like the vendor
preference. We think that some social characteristics are de-
pendent on the location of the University campus and other
facilities around the campus. Even though the results vary
with time and location, it may be essential for a protocol de-
signer of mobile networks to understand the characteristics
of this network.

In the future, we plan to prepare mathematical models,
which can represent a user in a particular group. This pro-
cess would allow us to understand various features, which
represent the user’s WLAN usage characteristics. It would
also allow us to classify users into groups by looking at the
features only. User model would also be useful in tailoring
the protocols for multicast and profile-cast to incorporate
the group behavior.

We hope for this study to open the door for other mobile

social networking studies and profile-based service designs
based on sensing the human societies.
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