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Abstract. We report observations suggesting that the permutation used in Shabal does not be-
have pseudorandomly. This does not affect the security of Shabal as submitted to the NIST Hash
Competition.

Shabal’s core function P maps a (384 + 512 + 512)-bit chain value (A4, B,C) to another (A, B, C)
chain value, letting C invariant and using a 512-bit message block M. The set P = {Par.c(-,*)}amc is a
family of permutations of {0,1}8%, claimed in [4, §4.4.2] to be indistinguishable from a pseudorandom
permutation (PRP).

The classical adversary makes (adaptive) queries to Pas,c, for some random unknown M and C,
and tries to distinguish Pas,c from a random permutation. The relaxed notion of weak PRP (wPRP)
only considers “known plaintexts”, i.e. random tuples (A, B, Par,c (A4, B)), rather than “adaptive chosen
plaintexts”.

We present an algorithm that distinguishes P from a random permutation family, in a variant of the
wPRP setting: the adversary gets tuples (A, B, Par,c (A4, B)) for some fired unknown A, B, and C (e.g.,
the IV of Shabal), and for some random M, such that the last 64 bits of M can be chosen for each
tuple. Ideally, distinguishing P from a random permutation family in this setting would require about
2512-64 — 9448 computations of a P permutation.

Our algorithm exploits the fact that in the 3-round permutation of Shabal, the value of some variables
after the second round don’t depend on all the key bits. We use cube testers [1] to build a statistical
distinguisher. In the terminology of [1], we use 7 cube variables in M[14] and 5 superpoly variables in
M]15]. The Boolean components tested correspond to the bits of B[5] after the second round, which can
be observed as follows:

e invert the finalization loop of P ¢
e guess M[5],..., M[13]
e invert the last 11 loops of the third round, observe B[5]

Using a neutrality test, we observe that for the cube formed by variable bits 10,...,16 of M[14], the
variable bits 25, ...,30 of M[15] are (almost) neutral in the Boolean function corresponding to the bits
25,26, 27 of B[5] (after round 2). The complexity of the cube tester is 2!? queries, which gives in total a
cost of 29%32+16 — 2300 (a0qinst 2448 ideally).

These results suggest that Shabal’s keyed permutation is not pseudorandom, but don’t affect the
security of Shabal as a hash function (its iteration mode precludes any application of our algorithm).
Note that other SHA-3 submissions, e.g. CubeHash [3], also rely on a nonpseudorandom permutation [2].
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