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ESAPI Encoder API

ESAPI Input Validation API

ASVS: Output Encoding/Escaping Requirements (V6)
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OWASP Code Review Guide: Command Injection
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CWE Entry 77 on Command Injection
CWE Entry 89 on SQL Injection
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ASVS: Input Validation Requirements (V5(
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http://people.mozilla.com/~bsterne/content-security-policy/
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Concurrency Flaws
Denial of Service
Header Injection (also called CRLF Injection)

Information Leakage and Improper Error Handling (Was part of 2007 Top 10 —Entry A6)

Insufficient Anti-automation

Insufficient Logging and Accountability (Related to 2007 Top 10 —Entry A6)

Lack of Intrusion Detection and Response

Malicious File Execution (Was 2007 Top 10 —Entry A3)
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