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OWASP SQL Injection Prevention Cheat Sheet °

OWASP Query Parameterization Cheat Sheet °

OWASP Command Injection Article -

OWASP XML eXternal Entity (XXE) Reference Article
ASVS: Output Encoding/Escaping Requirements (V6) °
OWASP Testing Guide: Chapter on SQL Injection Testing
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CWE Entry 77 on Command Injection *
CWE Entry 89 on SQL Injection *

CWE Entry 564 on Hibernate Injection °
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OWASP XSS Prevention Cheat Sheet *

OWASP DOM based XSS Prevention Cheat Sheet *

OWASP Cross-Site Scripting Article

ESAPI Encoder APl *

ASVS: Output Encoding/Escaping Requirements (V6) *

OWASP AntiSamy: Sanitization Library

Testing Guide: 1st 3 Chapters on Data Validation *
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OWASP Code Review Guide: Chapter on XSS Review

OWASP XSS Filter Evasion Cheat Sheet *
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Clickjacking -
Concurrency Flaws

(Top 10 7w 2004 niITnna A9 q'wo n'n) Denial of Service

Expression Language Injection (CWE-917) -

(Top 10 7w 2007 mITnna A6 q'wo n'n) Information Leakage and Improper Error Handling *

Insufficient Anti-automation (CWE-799) -«

(Top 10 7w 2007 mITnna A6 q'wo7 NIwp) Insufficient Logging and Accountability *

Lack of Intrusion Detection and Response *

(Top 10 7w 2007 naITnna A3 q'wo n'n) Malicious File Execution ¢

Mass Assignment (CWE-915) -

User Privacy °
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