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Manual audit stage

Auditing strategy and 
Techniques applied/Procedure
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For advanced components:

Testing stage:

post-audit steps recommended

https://cyvers.ai/platform
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Audit Rating
Score: 9.73

Security


Logic optimization


Code quality 


Testing suite 


Documentation 
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Security rating calculation
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Technical Summary
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Severity Definition
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Audit Scope
Solidity

Polygon

Initial commit:

The source code of the smart contract was taken from the branch: 

main.


Repository: https://github.com/codefunded/p-brainstarter-contracts

Final commit:

a80efe9ae1705e31adf46e340c0c6d03ece89002

ab203b656f996b7ff80f025a41305227d8e5a211

https://github.com/codefunded/p-brainstarter-contracts
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Description

Protocol overview
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Roles and responsibilities



BrainStarter Audit



BrainStarter Audit

configuration and settings
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List of valuable assets
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Deployment
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ERC20

brains.sol

initialize() mint() upgrade

Check if the yearly mint limit and the 
mint period are not exceeded

Owner

burn() batchTransfer()

User

Dopamine.sol

initialize() mint() upgrade batchTransfer()

burnByAdmin(account, amount)

Owner

burn() transfer()

User
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ERC721

initialize()

Default Admin

upgrade

Upgrader

IlliquidStake.sol

tokenId = 
getTokenIdFromAddress(to)

_safeMint(to, tokenId)

safeMint(to) burnById(tokenId)

Manager

LiquidStake.sol

tokenId = _nextTokenId++

_safeMint(to, tokenId)

safeMint(to) burnById(tokenId)

Manager

initialize()

Default Admin

upgrade

Upgrader

transferFrom()

User

BrainStarter Audit



contracts

BrainsReceiptLocker.sol

initialize() upgrade()

Owner

Verify the type of receipt token 
provided

Transfer the receipt tokens amount 
from the user to the contract

Verify lockType based on type of 
transferred receipt token

BrainsStaking.stakeFor 
(user, amount, lockType)

exchangeTokensAndStake 
(amount, IERC20 token)

User

If the liquid stake threshold is set to 0, 
the whole stake will be illiquid.

When the liquid stake threshold is set 
to a value greater than 0, the stake will 
be split into liquid and illiquid.

BrainStaking.sol

initialize() withdrawTokens(token, amount)setLiquidStakeThreshold() upgrade()

Owner

Set initial parameters including 
staking contract address, illiquid 

stakes and liquid stakes contracts 
addresses

Set initial parameters including 
staking contract address, 

underlying token and token 
addresses for receipt tokens
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contracts

unstakeIlliquid()unstakeLiquid(stakeID)

User

BrainsReceiptLocker.sol

Verify ownership and maturity of the stake

Calculate any applicable fees using UnlockFeeCalculator library

Burn the stake NFT and transfer tokens back to the user

stakeFor(staker, amount, lockType)

Transfer staking tokens amount from the user 
to the contract and add staker in stakers

Depending on the liquid stake threshold, 
mint liquid or illiquid stake NFTs

Update internal records and emit staking event

User

BrainStarter Audit



contracts

BrainsReceiptLocker.sol

Allows the user to unstake their illiquid 
stake before it has matured. This 
operation will incur a fee that can be 
calculated using the 
`getIlliquidBeforeMaturedUnstakeFee` 
function.

Allows the user to unstake their liquid 
stake before it has matured. This 
operation will incur a fee that can be 
calculated using the 
`getLiquidBeforeMaturedUnstakeFee` 
function.

unstakeLiquidBeforeMaturedWithFee()unstakeIlliquidBeforeMaturedWithFee()

User

getIlliquidBeforeMatured 
UnstakeFee()

getLiquidBeforeMatured 
UnstakeFee()

Calculate any applicable fees using 
UnlockFeeCalculator library

Burn the stake NFT and transfer tokens 
back to the user
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Interaction Flow

User

User

User

BrainsReceiptLocker
Call stakeFor() for User 


on BrainsStaking

Call unstakeIlliquid() or 
unstakeLiquid()  

on BrainsStaking

Call getUnlockFeeAmount() 
on UnlockFeeCalculator  

to get unlock fee

Call burnById() on liquid 
or illiquid stake

Call safeMint() on liquid  
or illiquid stake

Owner

Receipt tokens

Underlying token (BRAINS)

LiquidStake or 
IlliquidStake (ERC721)

Staking token (BRAINS)

Burn ERC721 from User
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Complete Analysis
standard checklist / vulnerable areas
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The previous stake amount might be overwritten.

Recommendation:

Post-audit.

Discovered issues

Critical-1 Resolved
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Loss of illiquid stakes is possible. 

Critical-2 Resolved
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Recommendation:

Post-audit.
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Lack of Information Removal After Unstaking.

Recommendation:

Post-audit.

Critical-3 Resolved
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Potential Bypass of Commission System.

Recommendation:

HIGH-1 Resolved

Post-audit.
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Unfinished TODO and Verification of Fee Withdrawal Logic. 

medium-1 Resolved

Recommendation:

Post-audit.
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LOW-1 Verified

 Verification of Token Presence in the Contract.

Recommendation:

Post-audit:
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LOW-2 Resolved

Confusing Stake ID Logic.

Recommendation:

Post-audit:
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LOW-3 Resolved

Unnecessary Minting of Illiquid Stake.

Recommendation:

Post-audit:
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LOW-4 Resolved

Incorrect Staker List Management on Liquid Stake Transfer.

Recommendation:

Post-audit:
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INFO-1 Verified

Admin Can Burn Tokens from Any User Without Approval.

Recommendation:

Post-audit:
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INFO-2 Verified

Upgradable Contract and Potential Token Withdrawal.

Recommendation:

Post-audit:
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INFO-3 Verified

No restrictions on the token burning.

Recommendation:

Post-audit:
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INFO-4 Verified

Unrestricted token minting.
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Recommendation:

Post-audit.
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INFO-5 Verified

 Function Parameter Misuse Risk.

Recommendation:

Post-audit:
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INFO-6 Verified

Absent URI address for NFTs.

Recommendation:

Post-audit:
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Best practices and code style violations, optimizations

Unresolved
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Recommendation:

Post-audit:
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Code coverage and test results for all  files, prepared 

by blaize security team

Brains

Should init correctly (305ms)

Should upgrade the contract

Should upgrade the contract only by owner

Should allow everyone to burn tokens

Should allow batch transfer

Shouldn`t allow batch transfer with invalid arrays length

Should only allow the owner to mint tokens

Should not allow minting after 5 years since deployment

Should not allow minting more than the yearly limit

Should allow minting up to the yearly limit

Should allow minting next year after the first year`s limit is reached

Should not allow minting more than the yearly limit

BrainsReceiptLocker

Should exchange tokens and stake (93ms)
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BrainsStaking

Should allow to stake tokens (for other address)

Should allow to unstake tokens staked in illiquid type stake

Shouldn`t allow to burn and mint illiquid stakes by everyone

Shouldn`t allow to transfer illiquid stakes

Should allow to burn illiquid stakes by manager

Should not allow to unstake tokens staked in illiquid type stake when invested in 

StrategicOrPrivate round because of months difference

Should not allow to unstake tokens staked in illiquid type stake when invested in 

Seed round because of months difference

Should not allow to unstake tokens staked in illiquid type stake when invested in 

Founder round because of months difference

Should only allow to unstake tokens with fee when staked in illiquid type stake 

and invested in 1 round (44ms)

Should allow to burn liquid stakes by manager

Should not allow to unstake tokens staked in liquid type stake because of 

months difference

Shouldn`t allow to mint and burn liquid tokens by everyone

If staked more than threshold, should create illiquid stake with the remainder

Should update the illiquid stake if staked less than threshold and adds a new 

stake still below threshold

When user already has existing illiquid stake and now stakes more than 

threshold, should create new liquid stakes and should keep the illiquid stake if 

there is remainder (41ms)

Should allow to stake tokens when liquid threshold is set
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When user already has existing illiquid stake and now stakes more than 

threshold, should create new liquid stakes and burn the illiquid stake if there is 

no remainder (52ms)

Should allow to unstake liquid before matured with fee

Should withdraw different tokens from staking by owner (38ms)

Unstake flow (90ms)

Shouldn`t mint illiquid stake by default (53ms)

Staking with threshold changes to bigger value (71ms)

Staking with threshold changes to smaller value (liquid) (65ms)

Staking with threshold changes to smaller value (illiquid) (60ms)

Lock type staking check (illiquid, threshold 0)

Lock type staking check (liquid) (60ms)

Flow with 3 users (82ms)

Dopamine

Should init correctly

Should allow everyone to burn tokens

Should allow owner burn tokens for everyone by burnByAdmin

Should allow batch transfer

Shouldn`t allow batch transfer with invalid arrays length

Should only allow the owner to mint tokens

Should only allow the owner to transfer tokens
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UnlockFeeCalculator

Should not allow to withdraw at all for first 12 months

Should allow to withdraw after 12 months with a fee (57ms)

Should allow to withdraw after 25 months without the fee

Should not allow to withdraw at all for first 12 months

Should allow to withdraw after 12 months but with a fee

Should allow to withdraw after 25 months without the fee

Should not allow to withdraw for first 24 months

Should allow to withdraw after 1 months with 85% fee

Should allow to withdraw after 2 months with 85% fee

Should allow to withdraw after 3 months with 80% fee

Should allow to withdraw after 5 months with 80% fee

Should allow to withdraw after 6 months with 75% fee

Should allow to withdraw after 8 months with 75% fee

Should allow to withdraw after 9 months with 70% fee

Should allow to withdraw after 11 months with 70% fee

Should allow to withdraw after 12 months with 65% fee

Should allow to withdraw after 13 months with 60% fee

Should allow to withdraw after 14 months with 55% fee
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Should allow to withdraw after 15 months with 50% fee

Should allow to withdraw after 16 months with 45% fee

Should allow to withdraw after 17 months with 40% fee

Should allow to withdraw after 18 months with 35% fee

Should allow to withdraw after 19 months with 30% fee

Should allow to withdraw after 20 months with 25% fee

Should allow to withdraw after 21 months with 20% fee

Should allow to withdraw after 22 months with 15% fee

Should allow to withdraw after 23 months with 10% fee

Should allow to withdraw after 24 months with 5% fee

Should allow to withdraw after 25 months with 0% fee

Should allow to withdraw but with a fee

Should allow to withdraw without a fee when matured
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resulting coverage

native tests overview
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Disclaimer


