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What we would like to avoid...

While browsing the Web?

1. Getting infected by malicious advertisement / content

2. Being tracked by marketing services and social networks

3. Getting annoyed by abusive advertisement
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How Ad-Blockers work?

Their purpose is to achieve:

 Element Hiding

 Objects used to serve ads are being blocked automatically

 Space on the page taken by ads will now be used for 
displaying the actual page contents 

 Request Blocking

 HTTP requests for retrieving resources that are supposed to be 
blocked will be prevented from loading

 Works through regex expressions / rules that are transformed to 
regular expressions
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Benchmarking Blockers!

Ad Blockers Tracking Blockers

Adblock Plus Adblock Adguard Ublock Origin Disconnect Ghostery

Open Source      

Regex Filters      

Host Filters      

Import Lists      

Hide Element      

Whitelist Ads      

Send 
Statistics

     

Browser All Chrome All Chrome, Firefox
Chrome, Firefox, 

Opera, Safari
Chrome, Firefox, 

Opera, Safari
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All: Internet Explorer, Edge, Chrome, Firefox, Opera, Safari



More on Privacy…and Statistics!

Adblock Plus Non-

Intrusive Ads

Adguard Send 

Statistics
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Ghostery Statistics 

Program

Adblock Acceptable 

Ads



Tracking with Cookies

1. Your browser gets tagged from the site that you just visited by 

receiving a cookie

2. You continue browsing a different site which has an area for 

suggested advertisements (targeted ads)

3. The web page you are currently browsing reads the cookie

4. And… You get a relevant advertisement!

5. The advertisement may be of relevant content OR you may get 

an advertisement from the site you were browsing just before
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Malvertisements

Malware distributed via advertisements. The majority gets performed 
through iframes

 Visible iframes

 Usually a frame with an advertisement that leads to a 3rd party 
which is being compromised OR

 Usually a frame from an advertising company which can 
execute malicious Javascript

 Invisible iframes

 Html code that has width and height set to 0 and gets executed 
automatically
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Malvertising Incidents 8

Nytimes

Spotify

London Stack 

Exchange

London Stack 

Exchange Chrome



Fingerprinting through Javascript 9



Benchmarking Request Blockers!

Noscript Request Policy Umatrix Policeman Ublock Origin

Open Source     

Domain Blocking     

Script Blocking     

Plugin Blocking     

Frame Blocking     

Image Blocking     

Styles Blocking     

Host Filters     

Cross Site 
Request Forgery

    

XSS/ABE     
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Questions?

Thank you!
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