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Key Takeaways

= Physics of the quantum layer poses the most complex problems. Service integration into
existing networks and their operations is a good runner up.

= Eco system of hardware and protocols in support of quantum internet will be in flux for
many years.

NOs and SPs challenge is to select the right technology and be confident implementing
= Architecture and partial blue prints exist.

Details will result in operational complexity and differs from existing conventions
= Quantum Internet infrastructures and its services can be emulated now using

existing automation and orchestration software,

a configurable control plane

NetSquid simulator for the physical layer.
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Introduction Quantum Internet — Use Cases

® The quantum internet extends the existing internet and aims to facilitate the transfer of

quantum information for e.g.:
Secure generation and dispersion of key material to protect information
Remote and secure execution of quantum programs on quantum computers.
Improving the performance of quantum-networked sensors and detectors
= Transport quantum information from quantum sensors into quantum computers and annealers
Secure positioning systems
Secure exchange (use) of data and destruction of data

Quantum clocks

The introduction of use cases and technology will be analogous to the
way the internet of things, augmented reality, and tactile internet are
and will be introduced.

Introduction Quantum Internet — Needed Efforts

= A quantum physical layer for qubits transport and entanglement generation

Physicists and information scientists investigate end-to-end generation of entanglement
and improve its characteristics.

= Control layers assures link, network and application layers interwork to optimally
use entanglement resources over multiple domains and infrastructures.

Network specialists design e control planes connecting the quantum physics from the
physical layer and quantum processing capabilities from the application layer.

® Automation & Orchestration deploys and assures quantum enabled internet
services work in a proper way for end users by commissioning and provisioning
resources from the quantum and conventional technology domain.

Service architects and dev-ops exerts formulate domain abstractions and resources for
workflows that result in the supply of a usable quantum internet service.

® Engineering, engineering and some more engineering!
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Network Operator’s and Service Provider’s role:

= Qverall Network and Service planning: Life Cycle Management

= Capacity planning and balancing of resources and expected
resource utilization

= Fault detection and isolation

Alarm monitoring Q%
Trouble shooting \O @
> S
= Performance monitoring Q§ é&.
= Set service level specifications and service level agreements for (\A Q,rb
reliability and availability (JO QX
= Configuration (Commissioning and Provisioning) 51000 photons/bit 1 photon/qubit
= Accounting for billing or upholding fair use policies 400G bits/second 1000 qubits/s
1s meaurement time 10 years measurement

= Implement security best-practices
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Introduction Quantum Internet — Building Blocks

quantum == end
channel - node

quantum .
repeater <:>J switch

PHOTONIC

Wehner, Elkouss, Hanson, Quantum internet: A vision for
the road ahead - Science 2018

PROCESSING
NODES

Peter Hinrich — Quantum Internet Alliance presented at RIPE
58, Belgrade, 28th October 2022
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Transfer of quantum information consumes entanglement

User

Algorithm requires to transport the state of the 4th-qubit of quantum system from site A to Z:
1 1
Y1234 = 77(|0a0a0a1a) + |1a141404)) -> Y1234 = 77(|0a0a0a1z) + [141,140,))

eee0 o """ o @

Quantum algorithm Conventional channel Quantum algorithm

in QC at site A in QC at site Z
Q For 2 bits of conventional information

Conventional Network

Network'operator

:  ———Service provider—— ‘ I )
) X\ __+-Vendors
Quantum Quantum | Quantum | Q%{t;um I
DA @
Node B Node | Node Node

Importance to CERN

= Protection of Convential Data Transport

400G Encryptor

NIKHEF 1650Km (25 repeaters) CERN

S,
é Stream of entangled qubits

= Transport of quantum information from detectors to quantum computer
No collapse of quantum state at quantum detector

Multi-detector correlations

Quantum 2

Sensor System ‘w4

Quantum
Computer

s O

End node é
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Stream of entangled qubits
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Quantum Nodes: Technology is there and will evolve!

Present:

= Quantum Key Distribution using known state of flying qubit and post processing

First QKD equipment to market

= QKD using prepare, measure and post processing
Entanglement based QKD equipment
Soon:

= MDI-QKD and BQC using entanglement, prepare & measure, with post processing and linear
heralding

Future:

= Quantum repeaters for increasing distance using entanglement swapping and linear heralding

= Conversion of flying qubits to local qubits in a quantum processor

= Quantum memories

Entanglement as a Service / Quantum State as a Service

(Joined application) Repeater Repeater (Joined application)

User-A’s End-Node Quantum . Heralding Station . Quantum User-B’s End-Node
(BSM)

Entanglement Entanglement
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To adjacent quantum node 1 * é

To adjacent quantum node 3 3

Quantum link

To adjacent quantum node 2 <

To adjacent q'uantum node N

>
[
] > Quantum processor

\/ module
Switch "
¢ >
Heralding module(s) for BSM

(>

Conventional internet network

Conventional processor
CONTROL_PLANE_MODE=[‘QHS’, ‘QRX’, ‘QRP’, ‘DIAG’]
CONTROL_PLANE_DIAG=['BIT’, LOOPBACK’]

Universal quantum node

Quantum Node: A Universal Building Blocks in a Quantum Internet
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End node

Conventional processor
CCONTROL_PLANE_MODE="QRP"
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Quantum
heralding station

Quantum processor
module

Quantum router

Conventional processor
CONTROL_PLANE_MODE='QHS"

=ge

Conventional processor
CONTROL_PLANE_MODE="QRX"

Heralding module for BSM

Quantum
heralding station

Quantum processor
‘module

Quantum
links

Quantum processor
‘module

Conventional processor
CONTROL_PLANE_MODE='QRP"

Quantum repeater

Conventional processor
CONTROL_PLANE_MODE='QHS’

Conventional processor
CONTROL_PLANE_MODE="QHS"

Building blocks of a quantum internet: Universal Quantum Nodes

End node

0B

‘Cﬂnvemional

Quantum
heralding station

Conventional processor

CONTROL_PLANE_MODE='QRP"

End node

Conventional processor
CONTROL_PLANE_MODE="QRP’

‘Canvenﬁunal
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Architecture of A&O for quantum networking
Orchestrator API

CoreDB
(PostGresql)

NSO
Service

MUSE
Transport
Controller
Still being | Quantum NetSquid

developed Nodes

Heralding
Routers Repeaters Python Code
End Nodes

Nodes

Technology Domains

QuTech

A
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Quantum entanglement (state) as a service:

Into the workflow:
Volume

Fidelity

Period

Number of Cycles
Location A & Z
Start Time

End node A

Quantum nodes
& quantum links

End node Z

- Heralding module for BSM

Returned from workflow:
* Route

Label

Resource ID

Socket Number A
Socket Number B

QuTech m
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A&O of a quantum network and its services

What needs to be done:

1.  Create the topology and make sure it is the same in IMS (Inventory
Management System) and the QNC (Quantum Network
Controller).

= Create the quantum nodes

= Create the quantum links
2. Create quantum service ports on the end-nodes.
3. Create Services and their Service Attach Points (SAPs).

= Entanglement or Quantum State as a Service

® Quantum Correlation as a Service
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PoC Quantum Network Infrastructure

Ledn00la-qrp-01
(SURF PoP Leiden University)

D End-node (QRP)

Asd001b-ghs-01 Y2
(SURF PoP Sciencepark)

QRP

Asd066a-qrp-01
(SURF PoP NIKHEF)
1/1/

@ QSP

Ledn001a-qrx-01

1/1/1 (SURF PoP Leiden University)

Ledn005a-qrp-01
QHS (SURF PoP ESA/ESTEC)
1o Gv00la-qhs-01
(SURF PoP De Haagse Hogeschool)

1/1/16

(SURF PoP FONTYS)

(SURF PoP ROC/SUMMA)
1/1/0

Ehv001b-qhs-01
(SURF PoP TUE)

Convention: a-b-c:= Location Code — Type Equipment — Number and x/y/z: x = Chassis or Shelf / y = Slot or Unit / # z = Port or Interface

1/1/0

1/1/0

EthZOa-qrp-Oi/l/o|j1/1/1 1/1/15 1/1/1D Ehv010a-qrp-01

Dt010a-qrp-01
(SURF PoP Delft University)

Dt011a-qrp-01
(SURF PoP TNO)

QuTech ﬂ
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Quantum Network Controller with Control Plane and Simulator

To/from
Orchestrator
G
Configuration Controller &
data instantiation

- of devices
)

Device Functional

Description
- H
Parser
./
Device Model
\
NetSquid simulation
device
QuTech m
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QNC with NetSqUId (./server)
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read devices
and nodes from
database

l

add quantum links

l

run scenario’s

Orchestrator
API

update database with
new nodes/links/services
(on first service fix topology)

run scenario’s

NetSquid simulator following up on

new demands

Topology
description
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Service Demands

;
H
H
H
H
|
H
H
i
i | Device Functional
1
H
H
H
|
1
H
H
]

QuTech

18



04/11/2022

STAY ENTANGLED!
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