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The problem

• Migration to Kubernetes

• Hybrid Cloud multi-clusters environment: Openstack & OCI

• Overall idea of what is being used

• Provide read-only access to the teams of the applications

How can we manage clusters running in different 

places using just a tool?
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Solution: Rancher
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Project steps

1. Run Rancher locally

2. Run Rancher on a k8s cluster

3. Webhook Issue

4. Import some clusters
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Imported clusters
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Imported clusters
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Project steps

1. Run Rancher locally

2. Run Rancher on a k8s cluster

3. Webhook Issue

4. Import some clusters

5. Enable SSO Authentication

1. SAML

2. OIDC -> Rancher dev version

3. The "Groups" problem



8



9

What's the problem then?

1. Rancher queries the IDP to retrieve the groups

2. It assumes it can access directly to the keycloak server

3. CERN SSO does not allow that, you must use the Auth 

API (different endpoint)

4. You need an API access token first

5. Rancher was looking for "Users" and "Groups" 

resources, SSO has "Identity" and "Group" resources.
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Solution: Modify Rancher

1. Written in Go language (Never 

used it before)

2. Set up a local Rancher dev env

3. Request API Access Token

4. Query the SSO API endpoint

5. Request the correct resource

6. Get CERN groups!
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Future work

1. Refactor my code modifications to support other 

organizations

2. Make a Pull Request

3. Integrate my code modifications into Rancher

4. Deploy Rancher in production
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QUESTIONS?

daveni@protonmail.com
@daveni_


