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Abstract

Group signatures and their variants have been widely used in privacy-
sensitive scenarios such as anonymous authentication and attestation. In
this paper, we present a new post-quantum group signature scheme from
symmetric primitives. Using only symmetric primitives makes the scheme
less prone to unknown attacks than basing the design on newly proposed
hard problems whose security is less well-understood. However, symmet-
ric primitives do not have rich algebraic properties, and this makes it
extremely challenging to design a group signature scheme on top of them.
It is even more challenging if we want a group signature scheme suit-
able for real-world applications, one that can support large groups and
require few trust assumptions. Our scheme is based on MPC-in-the-head
non-interactive zero-knowledge proofs, and we specifically design a novel
hash-based group credential scheme, which is rooted in the SPHINCS+
signature scheme but with various modifications to make it MPC (multi-
party computation) friendly. The security of the scheme has been proved
under the fully dynamic group signature model. We provide an imple-
mentation of the scheme and demonstrate the feasibility of handling a
group size as large as 260. This is the first group signature scheme from
symmetric primitives that supports such a large group size and meets all
the security requirements.

1 Introduction

Group signatures are a fundamental cryptographic primitive proposed by Chaum
and van Heyst in 1991 [20]. A group signature scheme allows one to generate a
signature anonymously on behalf of a group. A verifier can determine whether
or not the signature was generated by a legitimate member of the group, but
cannot identify who generated it. The ability to conceal the signer’s identity
without hurting the authenticity of the signature makes group signatures an
attractive building block in privacy-sensitive applications such as anonymous
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credential [17], trusted computing using Direct Anonymous Attestation (DAA)
[14] or Enhanced Privacy Identification (EPID) [15], and digital rights manage-
ment [39].

In light of the threat quantum computing poses to current public-key al-
gorithms based on hard problems such as RSA or discrete logarithm, at the
moment the design of group signature schemes is undergoing a transition to
post-quantum security. There have been proposals for new group signature
schemes based on lattice problems [7, 11, 12, 13, 23, 25, 30, 36, 37, 42, 45, 46,
47, 48, 49, 50], isogenies [7, 21, 43], code [1, 26, 53], multivariate [56, 60], and
symmetric key primitives [3, 8, 16, 38, 59, 61, 62]. Each approach for obtaining
quantum-resistant signatures has its pros and cons. Among all post-quantum
approaches, the symmetric key approach is considered the most conservative
approach. The security of symmetric primitives is the most well-understood
and easiest to evaluate, hence it serves as a safety net if the security of other
approaches is endangered by newly discovered threats. It is therefore the focus
of this paper.

The multifaceted security and functional requirements make it difficult to
design a group signature scheme, it is even more so when we have to restrict
ourselves to only symmetric primitives. The foremost security requirement of
a group signature scheme is anonymity. Currently, there are two pathways for
achieving anonymity. The first is to use a zero-knowledge proof ([8, 38]). The
main part of the group signature is a Non-Interaction Zero-Knowledge (NIZK)
proof that asserts two things: the signer possesses a secret signing key, and the
key is certified with a group credential from an entity who manages the group
membership (the group manager). The main challenge in this pathway is that
the group credential needs to be verified with zero-knowledge. A group creden-
tial is essentially another signature generated by the manager when the user
joins the group. It is bound to the user’s identifier and is fixed after genera-
tion, so the user cannot simply include it in every group signature they generate
because it will destroy anonymity and make the group signatures linkable. Run-
ning the credential verification algorithm with zero-knowledge is possible, but
not always feasible. This is especially true for signatures based on symmetric
primitives, which do not have rich algebraic properties that can be utilized for
constructing zero-knowledge proofs. The other pathway is to use One-Time
Signatures (OTS) ([3, 16, 59, 61, 62]). Each time when a user needs to generate
a group signature, they have to obtain from the manager a randomly generated
one-time credential that is used as a part of a one-time signing key. This how-
ever requires excessive communication and interaction between the users and
the manager and an unrealistic assumption that the manager is always online.
Although a user can request a batch of credentials rather than just one in each
interaction, it only alleviates the problem, not solving it.

Another important security property is non-frameability. It means that even
if an adversary fully corrupts the rest of the group as well as the group manager,
the adversary cannot falsely attribute a signature to an honest member who did
not produce it. Up to now, all group signature schemes based on symmetric
primitives do not support non-frameability. In existing schemes using NIZK,
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a tracing key for each user is shared with the group manager, which allows
the manager to trace a given signature back to this signer. Although each
signer has another key that is not known by the manager, this will not stop a
malicious group manager from forging a group signature under an honest user
uh’s tracing key along with an arbitrary key generated by the manager. This
forged signature will be traced back to uh. For schemes based on OTS, there are
two cases. In Case 1, the group manager knows the user’s signing key and can
generate a signature on the user’s behalf. In Case 2, a user generates their own
secret key and the manager adds the corresponding public key into a Merkle
tree (either a single tree or multiple trees). The manager maintains the state
of the key use. A malicious manager can let an honest user uh’s public key
be associated with multiple states and allow further signatures to be generated
once uh’s secret key is revealed. This occurs when uh uses the key to generate
a signature. After that, the manager can create another valid signature with a
different state. This forged signature will be traced back to uh. No-one can tell
which of these signatures was the one generated by uh.

In practice, we often need group signature schemes that can support large
group sizes. For example, Direct Anonymous Attestation (DAA) [14], which
is implemented in every Trusted Platform Module (TPM) since 2003 and dis-
tributed with every PC produced since 2006, is a variant of a group signature.
Another example is Enhanced Privacy Identification (EPID) [15] by Intel, which
is also a variant of a group signature. EPID has been included in many Intel
processors since 2008, and in 2016 it was announced that Intel has distributed
over 4.5 billion EPID keys since 20081 [32]. However, for existing group sig-
nature schemes based on symmetric primitives, the group size that they can
support is often small, less than 220.

There are two approaches for membership management. In the first ap-
proach, adopted by the majority of the existing schemes, group membership is
managed through a single Merkle tree such that each leaf corresponds to a group
member. The group public key is dependent on all leaves. For a large group, the
time for setting up the group and generating the group public key is extremely
long and the space for storing the Merkle tree is also prohibitively large. The
second approach, adopted by some OTS-based schemes [61, 62], uses multiple
trees, which can provide a large number of leaves and each leaf corresponds to a
one-time group membership credential. Due to the nature of an OTS, each cre-
dential can only be used to generate one signature. Therefore, a large number
of credentials does not automatically translate into a large group size. If each
member needs to sign many signatures (e.g. as in DAA and EPID), then the
group size cannot be very large: let N be the total number of credentials, and
B be the number of group signatures that each group member can make, then
the group size is ⌊N/B⌋.

Also, a fully dynamic group signature scheme is often preferred, i.e. the

1Intel does not put all processors into one group, so in practice, groups are smaller than
4.5 billion. There is a trade-off between strong anonymity and group size. A large group size
is beneficial if we want strong anonymity. Ideally, applications like these should have a group
size of 240 or above.
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Table 1: A comparison of hash-based group signature schemes

schemes underlying group credentials group types implemented non-
signatures group sizea frameability

G-Merkle [3] OTS Merkle signature static 26 no

DGMb [16] OTS Merkle signature dynamic − no

DGM+ [62] OTS XMSS-T dynamic − no

GMMT [61] OTS XMSS-T dynamic 216 no
SEc [59] OTS hash pool static − no

KKW [38] NIZK Merkle signature static 213 no
BEF [8] NIZK Merkle or Goldreich signature static − no

this work NIZK F-SPHINCS+ dynamic 260 yes

aIt refers to the maximum group size that has been implemented and reported in the paper;
“−” indicates that no implementation has been reported.

bIn this scheme, the group issuer needs to be involved in signature verification.
cThe security of this scheme is held under the condition of non-colluding members.

group membership is not decided and fixed at the setup phase, and the users
can join and leave at any time. In the symmetric setting, for those schemes that
rely on a single Merkle tree, the membership is static and fixed when generating
the Merkle tree at the setup stage; for those OTS-based schemes, although they
appear to be dynamic, they lack support for persistent group membership: each
user joins the group on the fly when signing and leaves the group after signing
(because the group credential is for one-time only).

Contributions of this paper In this work, we have responded to the above
challenges by designing a new NIZK-based group signature scheme from sym-
metric primitives. Our scheme supports the security notion of fully dynamic
group signatures [10] and can handle a large group size. This is the first sym-
metric setting group signature scheme to meet all these requirements. We also
implemented a proof of concept to show the feasibility of the scheme. We have
made the following choices in our design:

• Underlying signatures. As mentioned before, two types of underlying sig-
natures have been used in group signatures from symmetric primitives: an
OTS and a NIZK proof of the knowledge. Although signing and verifica-
tion are efficient, the OTS approach has a major drawback: the commu-
nications between the issuer and the group members are heavy and the
issuer’s workload is high. Hence in this work, we have chosen the NIZK
approach.

• Group credentials. To support large group size while retaining reason-
able efficiency, we have designed a new variant of the SPHINCS+ sig-
nature scheme [6] allowing efficient NIZK (based on MPC-in-the-Head),
which provides us with a new group membership credential. We name this
new hash-based signature scheme, F-SPHINCS+ (see Subsection 3.1). F-
SPHINCS+ is constructed on top of M-FORS, which is a modification of
the FORS signature [6]. This variant of SPHINCS+ may have its inde-
pendent interest.
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• Group types. Based on F-SPHINCS+, we designed protocols to allow
group members to join and leave the group at any time, i.e. we support
fully dynamic groups.

• Non-frameability. Non-frameability is a desirable security property, how-
ever, due to the lack of rich algebraic properties in symmetric primitives,
achieving it is challenging. In this work, we decided to design a scheme
with non-frameability. To achieve this, we split the group management
function into two parts and assign roles to a group issuer and a group
tracer. Assuming that there is no collusion between them, we can prove
that non-frameability holds in our scheme. Note that non-frameability
is not supported in KKW [38] and BEF [8], but potentially it could be
achieved using our technique (splitting the group manager into an issuer
and a tracer). However this will require significant changes to these two
schemes thus is not trivial.

• Group size and implementation. The majority of the existing group sig-
nature schemes from symmetric primitives are without implementation.
For those schemes with implementation, they have only reported the im-
plementation with small group sizes. We have implemented our designed
scheme, and our implementation demonstrates that our scheme can handle
a very large group size, 260. This size can meet real-world requirements,
such as those for TPM DAA and EPID.

Comparison with the related work As mentioned before, in the litera-
ture, there are two types of group signatures derived from symmetric primitives.
In Table 1, we compare our proposed scheme with the existing ones. Below We
organize the discussion by dividing the schemes into two types based on the
underlying signatures.

In the first type, including the schemes from [3, 16, 59, 61, 62], a group
signature consists of an OTS and a group membership credential. In [3, 16, 59],
such a credential is a Merkle signature [51], while in [61, 62], it is an XMSS-T
signature [31]. In [59], group members’ signing keys are organized as a hash
pool. As a result, the security of this scheme is under the condition that group
members will not collude with each other.

In the second type, including the schemes from [8, 38], a group signature
uses a NIZK proof of the knowledge of a group membership credential. Each
credential is a hash-based signature. In [38], the credential is a Merkle signature.
A user has a key pair that forms a Merkle tree leaf and one of them is used as a
tracing key. The group master secret key gmsk is all of the users’ tracing keys.
An adversary controlling gmsk can create a different Merkle tree leaf using an
honest user uh’s tracing key and then use this leaf to forge a signature, which
will be traced back to uh. In [8], the authors state that in their scheme either a
Merkle signature or a Goldreich signature [29] can be used to create credentials.
For traceability, the group manager gives each group member a signed secret
token as a tracing key. An adversary controlling the manager can create a
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signature using an honest user uh’s tracing key, again this signature will be
traced back to uh.

Construction of the paper In Section 2, we introduce the preliminary
material: several signature schemes based on symmetric primitives, some of
which directly influenced our proposed schemes, and the concept and security
properties of a group signature scheme. In Section 3, we present the construc-
tions of our new schemes, starting from the main building blocks F-SPHINCS+
and M-FORS, then the group signature scheme and its underlying NIZK proof.
In Section 4, we provide the security analysis and proofs. In Section 5, we
provide a summary of our implementation and performance figures. To make
the paper more readable, we put low-level details in Appendices (supplemen-
tary online material ): (A) a review of hash-based signature schemes; (B) the
detail of M-FORS algorithms; (C) tweakable hash functions; (D) the soundness
analysis of its underlying NIZK proof; and finally (E) more information of our
implementation.

2 Preliminaries

2.1 Hash-based Signature

It has long been known that signature schemes can be constructed purely on top
of cryptographic hash functions. Without relying on number theoretical hard
problems, hash-based signatures are believed to be secure against a cryptana-
lytic attack by a quantum computer. Hence they have attracted more and more
attention in cryptography research in recent years. Here we briefly introduce
some basic ideas in hash-based signatures. A more detailed review can be found
in Appendix A.

A hash-based signature scheme is a public key scheme such that a public
key is publicized to everyone and a private key is known only to the signer.
Usually the private key is a set of randomly generated strings and the public
key is derived by applying hash functions on the private key. Early hash-based
signatures [44, 52] are one-time signatures (OTS), which means each key pair
can be used to sign only one message. Examples include the Lamport signature
scheme [44] and the Winternitz one-time signature (WOTS) scheme [52]. A
simple strategy used first in the Merkle signature scheme [52] to extend the
signing capability to multiple messages (few-time signatures, FTS) is to generate
multiple OTS key pairs and aggregate the OTS public keys using a Merkle tree.
The Merkle tree root is released as the overall public key. Each signature will
consume one OTS secret private key. The signature consist of a OTS and the
Merkle tree authentication path for the OTS public key, so that the verifier can
verify the signature with only the Merkle tree root. More recent FTS schemes
(e.g. FORS [6]) can be more efficient. The strategy is to have a large set of
secret random strings, which can be derived using a pseudorandom function
from the private key, then the signature is generated by selecting some elements
from the set which is determined by the message to be signed. Although each
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signature reveals some secret strings in the set, the set is large so that as long as
the number of signatures is controlled below a threshold, forging a signature by
mix-and-match secret strings from previously generated signatures is infeasible.

All previously mentioned multi-time signature schemes are stateful, meaning
that the signer needs to keep a state (e.g. how many messages have been signed
and which keys have been used). SPHINCS+ [6] is a stateless hash-based signa-
ture scheme and is one of the three digital signature schemes selected by NIST
to become part of its post-quantum cryptographic standard [55]. Technically,
SPHINCS+ still has an upper limit on how many signatures can be generated
per key pair, it is just that the number can be made very large (e.g. 260) so
that it is unlikely to be reached in practice. SPHINCS+ uses a hyper-tree, i.e.
a tree of trees, to organize OTS and FTS key pairs. Each SPHINCS+ is a chain
of signatures, such that the first signature σ0 in the chain is a signature gener-
ated from the message, and each of the subsequent signature σi is a signature
of the public key that verifies σi−1. With the root public key, the verifier can
verify the authticity of the signature chain. It is conceptually similar to PKI:
the root CA and intermediate CAs signs the public keys of CAs one level below
them in the hierarchy, and the CAs at the lowest level signs the user’s public
key. A signature generated by an unknown user can be verified by verifying the
signature itself and all the signatures along the path leading to a trusted root
CA.

2.2 PICNIC Signature Scheme

Another signature scheme that relies on only symmetric primitives is PICNIC
[19]. This scheme relies on a zero-knowledge proof technique called MPC-in-
the-head. The scheme we propose in this paper works with any PICNIC style
signature. When necessary, in our description, we use PICNIC as an example,
although we do not recommend using the PICNIC scheme in real usage.

MPC-in-the-head This is a paradigm for zero-knowledge proofs introduced
by Ishai et. al. [33]. Roughly speaking, given a public value x, the prover
needs to prove knowing a witness w such that f(w) = x. To do so, the prover
simulates, by itself, an MPC (multi-party computation) protocol between m
parties that realizes f , in which w is secretly shared as an input to the parties.
After simulation, the prover commits to the views and internal state of each
individual party. Next, the verifier challenges the prover to open a subset of
these commitments, checks them, and decides whether to accept or not. If the
MPC realizes f properly, then obviously this protocol is complete, meaning a
valid statement will always be accepted. The protocol is also zero-knowledge
because only the views and internal states of a subset of the parties are available
to the verifier, and by the privacy guarantee of the underlying MPC protocol, no
information about w can be leaked. For soundness, if the prover tries to prove a
false statement, then the joint views of some of the parties must be inconsistent,
and with some probability, the verifier can detect that. The soundness error of
a single MPC run can be high, but by repeating this process independently
enough times, the soundness error can be made negligible. The interactive ZK
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proofs can be made non-interactive through techniques such as the Fiat-Shamir
transformation.

There are multiple frameworks for constructing MPC-in-the-head ZK proofs,
eg. IKOS [33], ZKBoo [28], ZKB++ [19], KKW [38], BN [4] and Limbo [22].
They follow the same paradigm, but are different in the underlying MPC proto-
cols and have different concrete/asymptotic efficiency. There are also MPCitH
frameworks, e.g. BN++ [35], Rainer [24] and AIMer [41], focusing on proofs
of AES (or its variants) encryption, that are useful in Picnic style signatures.
In this paper, to describe our scheme, we do not need to touch the low-level
details, hence we will use MPC-in-the-head (for Boolean circuits) in an abstract
way. We will use the following syntax to describe a ZK proof:

π = P{(public params); (witness)|relation to be proved}
For example, to prove the same key sk is used in two different instantiations of
a pseudorandom function F with different data inputs, we write:

π1 = P{(C1, P1), (C2, P2)); (sk)|C1 = F (sk, P1) ∧ C2 = F (sk, P2)}

PICNIC Signature Many signature schemes (e.g. Schnorr [58]) boil down
to a non-interactive zero-knowledge proof of knowing the signing key used in
generating the signatures. PICNIC is in the same direction. In PICNIC, the
public key is a pair (C, p) such that C = E(k, p) where E is a block cipher, k is
a secret key, and p is a plaintext block. The private key is k. Signing essentially
is to generate a non-interactive MPC-in-the-head proof of knowing/possessing
the private key:

π = P{(C, p)); (k)|C = E(k, p)}
such that π is parsed in (r, s), and the internal challenge used in the above proof
is generated by H(r, pk||m) where H is a hash function and m is the message
to be signed. The signature is π. Verification of the signature is then verifying
π with regenerated challenges H(r, pk||m).

2.3 Group Signatures

A group signature scheme [20] allows users in a group to sign messages such that
the signatures can be verified using a group public key, and the actual signers’
identities are not revealed (beyond the fact that they belong to the group). A
typical group signature scheme involves the following players:

• A manager manages the group membership and performs the related func-
tionalities. In our scheme, we split the manager role into two:

– An issuer decides who can be a group member and issues group cre-
dentials.

– A tracer can trace a group signature back to its signer when needed.

• Group members create group signatures.

• Verifiers verify group signatures.
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• A revocation authority decides which group member should be removed
from the group.

• A judge verifies tracing results.

Following the definition of a fully dynamic group signature scheme [10],
the group signature scheme proposed in this paper consists of the following
algorithms/protocols:

• Init(n): In the initialization algorithm, the issuer takes a security parameter n
as the input, and outputs a master (group) key pair (mpk,msk). The master
public key mpk is made public and the master secret key is stored privately
by the group issuer. In all other group signature algorithms/protocols, we
will assume mpk as an implicit input for all parties. The issuer, tracer, and
revocation authority also initialize their internal states.

• Join(msk, n): the group-joining protocol is an interactive protocol between
the issuer, the tracer, and the user who wants to join the group. The issuer
has a private input msk and the other parties do not have input. There is a
public input that is the security parameter n. At the end of the protocol, the
issuer outputs a decision: accept or reject. If reject, then stop. If accept,
then the user obtains their signing key gsku = (sku, tku, credu) where sku is
a secret key, tku is a tracing key, and credu is a group credential. Both sku
and tku are chosen by the user, and credu is generated by the issuer. The
issuer and the tracer also update their internal states.

• GSig(gsku,msg): the group signature generation algorithm allows a group
member to produce a signature Σ on a message msg ∈ {0, 1}∗ using its
signing key gsku.

• GVf(msg,Σ,RL): the group signature verification algorithm allows anyone
who has access to the group public key mpk (as an implicit input) to verify
whether a signature Σ is a valid signature of msg and whether the group
signing key has been revoked (with a revocation list RL).

• Trace(msg,Σ): In the tracing algorithm, the tracer outputs either a pair
(idu, πt) or an error symbol ⊥, based on a valid signature Σ and its internal
state, where idu is the identifier of the group member who produces Σ, and
πt is a proof of this claim.

• TVf(idu, πt,Σ,msg): Given (idu, πt,Σ,msg), the judge verifies πt. If this
proof is valid, the judge outputs accept; otherwise outputs reject.

• Revoke(tku): The revocation authority maintains and publishes a revocation
list RL. The user can be removed from the group by the authority adding
tku to the revocation list (as a consequence, this revokes the group signing
key).

A group signature scheme needs to satisfy multiple security requirements
[10], including:
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• Correctness Correctness covers two aspects: (1) an honest user can suc-
cessfully join the group, despite the existence of other malicious users; (2) a
signature generated by an honest group member should always be valid when
being verified (if the member has not been revoked).

• Anonymity Anonymity means that a group signature does not reveal the
identity of its signer, i.e., the adversary cannot distinguish which one of the
two honest signers has signed a targeted message while both signers and the
message are at the adversary’s choice.

• Traceability Traceability ensures that a group member (even malicious) can
be traced by the group tracer through a valid signature, i.e. the tracer can
output a convincing proof showing that the signature was signed by the group
member.

• Non-frameability Non-frameability means that even if the rest of the group
as well as the issuer/revocation authority are fully corrupted, they cannot
falsely attribute a signature to an honest member who did not produce it.

• Tracing Binding Tracing binding [57] guarantees that even if all authorities
and users collude, they should not be able to produce a valid signature that
can be selectively attributed to a different member, no matter whether this
member is honest or one that already colluded.

• Tracing Soundness Tracing soundness guarantees that even if all authorities
are corrupted, they cannot attribute a signature generated by an honest user
to a corrupted user.

3 Construction

3.1 F-SPHINCS+ and M-FORS

Design rationale The first design choice we need to make is how to achieve
anonymity: by using a one-time key/credential for each signature or by us-
ing a long-term key/credential with zero-knowledge proof? The benefit of the
one-time key approach is mainly its efficiency in signature generation and verifi-
cation. However, it also limits itself to application scenarios with small groups,
infrequent signatures, and well-connected networks. Hence targeting more prac-
tical usage, our group signature opts for the zero-knowledge proof approach.

The second design choice is about group credentials. A group credential
essentially is a signature on the user’s keys generated by the issuer. Because we
use only symmetric primitives, the credential can be in the form of the following:
(1) a Merkle signature; (2) a SPHINCS+ style signature; (3) a PICNIC-style
signature. The first option is ruled out easily because, as discussed before, it
cannot handle a large group size. The last option is ruled out because of practical
consideration: we have to create a zero-knowledge proof that another zero-
knowledge proof (i.e. the PICNIC signature) is valid. Unfortunately, the circuit
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for verifying a PICNIC-style signature is too big, which results in prohibitively
high computation cost and/or large proof size. Therefore, we focused on utilizing
a SPHINCS+ style signature as the group credential.

In the above, we said “SPHINCS+ style” rather than “SPHINCS+”. This
is because SPHINCS+ is still too heavy when being verified in zero knowledge.
The main problem comes from the WOTS+ signature scheme. In WOTS+,
verification involves verifying k blocks of d-bit strings. When verified in the
clear, each block requires at most 2d − 1 hash operations to verify and the
exact number of hash operations required depends on the content of the block.
However, in a zero-knowledge proof, we will have to hash each block exactly
2d − 1 times and then choose the right hash value in the chain blindly, to
ensure the verifier is oblivious about the content of the block. Hence in total,
(2d − 1) · k hashes are required to verify a WOTS+ signature. Plug in concrete
parameters, which means 510 hashes at 128-bit security, and 990 at 256-bit
security. The circuit implementing the hash function typically has 103 AND
gate. So verifying one WOTS+ signature requires a circuit with over a million
AND gates and in total, we need to verify h WOTS+ signatures, where h is at
least 7 in SPHINCS+.

To fix the problem, we propose a new variant of SPHINCS+ called F-
SPHINCS+. As depicted in Fig. 1, in F-SPHINCS+ we use a hyper-tree that
is a tree of M-FORS trees. The M-FORS signature scheme is depicted in
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Figure 1: F-SPHINCS+ signatures. The addresses of the nodes in the first two
layers are shown in blue text.

Fig. 2 and this is our modification of FORS. Recall that FORS is a few-time
signature scheme such that each key pair can be used to sign up to q signatures.
M-FORS, short for Merkle FORS, differs from FORS in that the public key is
generated as the root of a Merkle tree. The leaf nodes in this Merkle tree are the
root nodes of Merkle trees that authenticate each block of the hash value being
signed. So with M-FORS, the hyper-tree in F-SPHINCS+ is a q-ary tree such
that the public key in a child node is signed by the signing key in the parent
node, and the signing key in the leaf node signs the actual message hash. An
F-SPHINCS+ signature then contains a list of h+ 1 signatures, where h is the
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r1
<latexit sha1_base64="BgPyCB3rqTyCLCt8QqVXWZCAxKI=">AAAB6nicbZDLSgMxFIbP1FsdrVZdugmWgqsyqQu7LAjisqK9QDuUTJppQzOZIckIZegjuHGhiFvxQXwEd76N6WWhrT8EPv7/HHLOCRLBtfG8bye3sbm1vZPfdff2CweHxaPjlo5TRVmTxiJWnYBoJrhkTcONYJ1EMRIFgrWD8dUsbz8wpXks780kYX5EhpKHnBJjrTvVx/1iyat4c6F1wEso1Qufafna/Wj0i1+9QUzTiElDBdG6i73E+BlRhlPBpm4v1SwhdEyGrGtRkohpP5uPOkVl6wxQGCv7pEFz93dHRiKtJ1FgKyNiRno1m5n/Zd3UhDU/4zJJDZN08VGYCmRiNNsbDbhi1IiJBUIVt7MiOiKKUGOv49oj4NWV16FVreCLSvUWl+o1WCgPp3AG54DhEupwAw1oAoUhPMIzvDjCeXJenbdFac5Z9pzAHznvP4aRkDA=</latexit>

r0
<latexit sha1_base64="EtLv32w4J3umdQkSj/6IzauQygY=">AAAB6nicbZDLSgMxFIbP1FsdrVZdugmWgqsyUxd2WRDEZUV7gXYomTTThiaZIckIZegjuHGhiFvxQXwEd76N6WWhrT8EPv7/HHLOCRPOtPG8bye3sbm1vZPfdff2CweHxaPjlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh+GqWtx+o0iyW92aS0EDgoWQRI9hY6071vX6x5FW8udA6+Eso1Qufafna/Wj0i1+9QUxSQaUhHGvd9b3EBBlWhhFOp24v1TTBZIyHtGtRYkF1kM1HnaKydQYoipV90qC5+7sjw0LriQhtpcBmpFezmflf1k1NVAsyJpPUUEkWH0UpRyZGs73RgClKDJ9YwEQxOysiI6wwMfY6rj2Cv7ryOrSqFf+iUr31S/UaLJSHUziDc/DhEupwAw1oAoEhPMIzvDjceXJenbdFac5Z9pzAHznvP4UNkC8=</latexit>

r2
<latexit sha1_base64="YUD/PoyICcag4wMxI7+JxWcthg0=">AAAB6nicbZC7SgNBFIbPxltcjUYtbQZDwCrsxsKUAUEsI5oLJEuYncwmQ2Znl7kIYckj2FgoYis+iI9g59s4uRSa+MPAx/+fw5xzwpQzpT3v28ltbG5t7+R33b39wsFh8ei4pRIjCW2ShCeyE2JFORO0qZnmtJNKiuOQ03Y4vprl7QcqFUvEvZ6kNIjxULCIEaytdSf71X6x5FW8udA6+Eso1QufpnztfjT6xa/eICEmpkITjpXq+l6qgwxLzQinU7dnFE0xGeMh7VoUOKYqyOajTlHZOgMUJdI+odHc/d2R4VipSRzayhjrkVrNZuZ/WdfoqBZkTKRGU0EWH0WGI52g2d5owCQlmk8sYCKZnRWREZaYaHsd1x7BX115HVrVin9Rqd76pXoNFsrDKZzBOfhwCXW4gQY0gcAQHuEZXhzuPDmvztuiNOcse07gj5z3H4gVkDE=</latexit>

r3
<latexit sha1_base64="GjAo/8j9gj4s64K2xWxFvAtwckg=">AAAB6nicbZC7SgNBFIbPxltcjUYtbQZDwCrsJoUpA4JYRjQXSJYwO5lNhszOLnMRwpJHsLFQxFZ8EB/BzrdxcinU+MPAx/+fw5xzwpQzpT3vy8ltbG5t7+R33b39wsFh8ei4rRIjCW2RhCeyG2JFORO0pZnmtJtKiuOQ0044uZznnXsqFUvEnZ6mNIjxSLCIEaytdSsHtUGx5FW8hdA6+CsoNQofpnzlvjcHxc/+MCEmpkITjpXq+V6qgwxLzQinM7dvFE0xmeAR7VkUOKYqyBajzlDZOkMUJdI+odHC/dmR4VipaRzayhjrsfqbzc3/sp7RUT3ImEiNpoIsP4oMRzpB873RkElKNJ9awEQyOysiYywx0fY6rj2C/3fldWhXK36tUr3xS406LJWHUziDc/DhAhpwDU1oAYERPMATPDvceXRenNdlac5Z9ZzALzlv34mZkDI=</latexit>

r4
<latexit sha1_base64="1s84YNff6vGBvktusdma51K0iJM=">AAAB6nicbZDLSsNAFIZPvNZoterSzWApuCpJFeyyIIjLivYCbSiT6aQdOpmEuQgl9BHcuFDErfggPoI738bpZaGtPwx8/P85zDknTDlT2vO+nbX1jc2t7dyOu7uX3z8oHB41VWIkoQ2S8ES2Q6woZ4I2NNOctlNJcRxy2gpHV9O89UClYom41+OUBjEeCBYxgrW17mTvolcoemVvJrQK/gKKtfynKV27H/Ve4avbT4iJqdCEY6U6vpfqIMNSM8LpxO0aRVNMRnhAOxYFjqkKstmoE1SyTh9FibRPaDRzf3dkOFZqHIe2MsZ6qJazqflf1jE6qgYZE6nRVJD5R5HhSCdoujfqM0mJ5mMLmEhmZ0VkiCUm2l7HtUfwl1dehWal7J+XK7d+sVaFuXJwAqdwBj5cQg1uoA4NIDCAR3iGF4c7T86r8zYvXXMWPcfwR877D4sdkDM=</latexit>

mt0
<latexit sha1_base64="vV2hjN8Q0KpIgFzj9KmKcs1yEuc=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpj23Vyi6ZXcOvE68JSnW8p9J6Tr3Xu8Vvrr9iCaSKaCCGNPx3Bj8lGjgVLBprpsYFhM6IgPWsVQRyYyfzo+e4pJV+jiMtC0FeK7+nkiJNGYiA9spCQzNqjcT//M6CYRVP+UqToApulgUJgJDhGcJ4D7XjIKYWEKo5vZWTIdEEwo2p5wNwVt9eZ00K2Xvoly59Yq1Klogi07RGTpHHrpENXSD6qiBKLpHj+gZvThj58l5dd4WrRlnOXOC/sD5+AHRNpUD</latexit>

mt1
<latexit sha1_base64="Tq5h+87TPYC4bRslXjyRtx0bktE=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpj2vVyi6ZXcOvE68JSnW8p9J6Tr3Xu8Vvrr9iCaSKaCCGNPx3Bj8lGjgVLBprpsYFhM6IgPWsVQRyYyfzo+e4pJV+jiMtC0FeK7+nkiJNGYiA9spCQzNqjcT//M6CYRVP+UqToApulgUJgJDhGcJ4D7XjIKYWEKo5vZWTIdEEwo2p5wNwVt9eZ00K2Xvoly59Yq1Klogi07RGTpHHrpENXSD6qiBKLpHj+gZvThj58l5dd4WrRlnOXOC/sD5+AHSupUE</latexit>

mt2
<latexit sha1_base64="swrFIL5+SVyH5doLGPxHJvrD3kM=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpr1Kr1B0y+4ceJ14S1Ks5T+T0nXuvd4rfHX7EU0kU0AFMabjuTH4KdHAqWDTXDcxLCZ0RAasY6kikhk/nR89xSWr9HEYaVsK8Fz9PZESacxEBrZTEhiaVW8m/ud1EgirfspVnABTdLEoTASGCM8SwH2uGQUxsYRQze2tmA6JJhRsTjkbgrf68jppVsreRbly6xVrVbRAFp2iM3SOPHSJaugG1VEDUXSPHtEzenHGzpPz6rwtWjPOcuYE/YHz8QPUPpUF</latexit>

mt3
<latexit sha1_base64="pZrlYg/UySvgK76kpXm8dLapZf0=">AAAB9HicbVDLSgNBEJz1GVejUY9eBkPAU9hNDuYYEMRjBPOAZAmzk0kyZGZ2nekNhiXf4cWDInr0I/wEb/6Nk8dBEwsaiqpuurvCWHADnvftbGxube/sZvbc/YPs4VHu+KRhokRTVqeRiHQrJIYJrlgdOAjWijUjMhSsGY6uZn5zzLThkbqDScwCSQaK9zklYKWgA+wBAFIJ0265m8t7RW8OvE78JclXs59J4dp9r3VzX51eRBPJFFBBjGn7XgxBSjRwKtjU7SSGxYSOyIC1LVVEMhOk86OnuGCVHu5H2pYCPFd/T6REGjORoe2UBIZm1ZuJ/3ntBPqVIOUqToApuljUTwSGCM8SwD2uGQUxsYRQze2tmA6JJhRsTq4NwV99eZ00SkW/XCzd+vlqBS2QQWfoHF0gH12iKrpBNVRHFN2jR/SMXpyx8+S8Om+L1g1nOXOK/sD5+AHVwpUG</latexit>

mt4
<latexit sha1_base64="jwHFvQP0vgnl33MUiiWjXhnvAWs=">AAAB9HicbVDLSgNBEJz1GVejUY9eBkPAU9iNgjkGBPEYwTwgWcLsZJIMmZldZ3qDYcl3ePGgiB79CD/Bm3/j5HHQxIKGoqqb7q4wFtyA5307a+sbm1vbmR13dy+7f5A7PKqbKNGU1WgkIt0MiWGCK1YDDoI1Y82IDAVrhMOrqd8YMW14pO5gHLNAkr7iPU4JWCloA3sAgFTCpHPRyeW9ojcDXiX+guQr2c+kcO2+Vzu5r3Y3oolkCqggxrR8L4YgJRo4FWzithPDYkKHpM9alioimQnS2dETXLBKF/cibUsBnqm/J1IijRnL0HZKAgOz7E3F/7xWAr1ykHIVJ8AUnS/qJQJDhKcJ4C7XjIIYW0Ko5vZWTAdEEwo2J9eG4C+/vErqpaJ/Xizd+vlKGc2RQSfoFJ0hH12iCrpBVVRDFN2jR/SMXpyR8+S8Om/z1jVnMXOM/sD5+AHXRpUH</latexit>

pk =
<latexit sha1_base64="L+yzNO/FKsTHQ3nqtc+rVuXrwc4=">AAAB6nicbZC7SgNBFIbPeo3xFk1pMxgCVmE3FqYRAjaWEc0FkiXMTmaTITOzy8ysEJZ0tjYWitj6LD6AnT6AT+ADOLkUmvjDwMf/n8Occ4KYM21c98NZWV1b39jMbGW3d3b39nMHhw0dJYrQOol4pFoB1pQzSeuGGU5bsaJYBJw2g+HFJG/eUqVZJG/MKKa+wH3JQkawsdZ1PDzv5gpuyZ0KLYM3h0I1X7z7fvv6rHVz751eRBJBpSEca9323Nj4KVaGEU7H2U6iaYzJEPdp26LEgmo/nY46RkXr9FAYKfukQVP3d0eKhdYjEdhKgc1AL2YT87+snZiw4qdMxomhksw+ChOOTIQme6MeU5QYPrKAiWJ2VkQGWGFi7HWy9gje4srL0CiXvNNS+corVCswUwaO4BhOwIMzqMIl1KAOBPpwD4/w5HDnwXl2XmalK868Jw9/5Lz+AB0Zkh0=</latexit>

x
(0)
2<latexit sha1_base64="cKI5FuNtwdByphB//uKeH0CKFmc=">AAAB+3icbVDJSgNBEK2JW4xbjHjy0hiEeAkzQdBjwIvHCGaBJIaeTk/SpGehu0YShvkNj148KOLVk3/hzb+xsxw08UHB470qquq5kRQabfvbyqytb2xuZbdzO7t7+wf5w0JDh7FivM5CGaqWSzWXIuB1FCh5K1Kc+q7kTXd0PfWbD1xpEQZ3OIl416eDQHiCUTRSL1/oIB+j6yXj9D4p2edpr9LLF+2yPQNZJc6CFKvHn48EAGq9/FenH7LY5wEySbVuO3aE3YQqFEzyNNeJNY8oG9EBbxsaUJ/rbjK7PSVnRukTL1SmAiQz9fdEQn2tJ75rOn2KQ73sTcX/vHaM3lU3EUEUIw/YfJEXS4IhmQZB+kJxhnJiCGVKmFsJG1JFGZq4ciYEZ/nlVdKolB277Nw6xeoFzJGFEziFEjhwCVW4gRrUgcEYnuAFXq3UerberPd5a8ZazBzBH1gfP/isldU=</latexit><latexit sha1_base64="lMwwjCvmYflBBqqImgQ3gEc+XyY=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabluzTzKt4ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsCXnQ==</latexit><latexit sha1_base64="lMwwjCvmYflBBqqImgQ3gEc+XyY=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabluzTzKt4ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsCXnQ==</latexit><latexit sha1_base64="5rJ8RWURo6ijevKjxk8kbx038b8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5IUQY8FLx4r2A9oY9hsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5QSK4Bsf5tjY2t7Z3dkt75f2Dw6Nj+6TS0XGqKGvTWMSqFxDNBJesDRwE6yWKkSgQrBtMbud+94kpzWP5ALOEeREZSR5ySsBIvl0ZAJtCEGbT/DGrOZe53/DtqlN3FsDrxC1IFRVo+fbXYBjTNGISqCBa910nAS8jCjgVLC8PUs0SQidkxPqGShIx7WWL23N8YZQhDmNlSgJeqL8nMhJpPYsC0xkRGOtVby7+5/VTCG+8jMskBSbpclGYCgwxngeBh1wxCmJmCKGKm1sxHRNFKJi4yiYEd/XlddJp1F2n7t671eZVEUcJnaFzVEMuukZNdIdaqI0omqJn9IrerNx6sd6tj2XrhlXMnKI/sD5/AJMzlA8=</latexit>

x
(1)
1<latexit sha1_base64="mPChz/hwTfdv7QaTJWwc8RuXEOI=">AAAB+3icbVA9SwNBEJ3zM8avGLGyWQyCNuFWBC0DNpYRTCIk57G32dPFvQ925yThuL9haWOhiK2V/8LOf+MmsdDEBwOP92aYmRekShp03S9nbn5hcWm5tFJeXVvf2KxsVdsmyTQXLZ6oRF8FzAglY9FCiUpcpVqwKFCiE9ydjfzOvdBGJvElDlPhRewmlqHkDK3kV6o9FAMMwnxQXOcH9LDwqV+puXV3DDJL6A+pNXY+HggANP3KZ6+f8CwSMXLFjOlSN0UvZxolV6Io9zIjUsbv2I3oWhqzSBgvH99ekH2r9EmYaFsxkrH6eyJnkTHDKLCdEcNbM+2NxP+8bobhqZfLOM1QxHyyKMwUwYSMgiB9qQVHNbSEcS3trYTfMs042rjKNgQ6/fIsaR/VqVunF7TWOIYJSrALe3AAFE6gAefQhBZwGMAjPMOLUzhPzqvzNmmdc35mtuEPnPdv+LCV1Q==</latexit><latexit sha1_base64="IkxzoYLn+FFDxevUbseNOWwdsyQ=">AAAB+3icbVC7SgNBFJ2Nrxhfa8TKZjEKsQk7ImgZsLGMYB6QrMvsZDYZMvtg5q4kLPsbljYWitha+QlW2vk3Th6FJh64cDjnXu69x4sFV2Db30ZuaXlldS2/XtjY3NreMXeLDRUlkrI6jUQkWx5RTPCQ1YGDYK1YMhJ4gjW9weXYb94xqXgU3sAoZk5AeiH3OSWgJdcsdoANwfPTYXablvFJ5mLXLNkVewJrkeAZKVX33+/LH59HNdf86nQjmgQsBCqIUm1sx+CkRAKngmWFTqJYTOiA9Fhb05AETDnp5PbMOtZK1/IjqSsEa6L+nkhJoNQo8HRnQKCv5r2x+J/XTsC/cFIexgmwkE4X+YmwILLGQVhdLhkFMdKEUMn1rRbtE0ko6LgKOgQ8//IiaZxWsF3B17hUPUNT5NEBOkRlhNE5qqIrVEN1RNEQPaAn9GxkxqPxYrxOW3PGbGYP/YHx9gNaxJed</latexit><latexit sha1_base64="IkxzoYLn+FFDxevUbseNOWwdsyQ=">AAAB+3icbVC7SgNBFJ2Nrxhfa8TKZjEKsQk7ImgZsLGMYB6QrMvsZDYZMvtg5q4kLPsbljYWitha+QlW2vk3Th6FJh64cDjnXu69x4sFV2Db30ZuaXlldS2/XtjY3NreMXeLDRUlkrI6jUQkWx5RTPCQ1YGDYK1YMhJ4gjW9weXYb94xqXgU3sAoZk5AeiH3OSWgJdcsdoANwfPTYXablvFJ5mLXLNkVewJrkeAZKVX33+/LH59HNdf86nQjmgQsBCqIUm1sx+CkRAKngmWFTqJYTOiA9Fhb05AETDnp5PbMOtZK1/IjqSsEa6L+nkhJoNQo8HRnQKCv5r2x+J/XTsC/cFIexgmwkE4X+YmwILLGQVhdLhkFMdKEUMn1rRbtE0ko6LgKOgQ8//IiaZxWsF3B17hUPUNT5NEBOkRlhNE5qqIrVEN1RNEQPaAn9GxkxqPxYrxOW3PGbGYP/YHx9gNaxJed</latexit><latexit sha1_base64="obje1toLolgD81rJUjZLA0BAim4=">AAAB+3icbVDLSgNBEJyNrxhfazx6GQxCvIQdEfQY8OIxgnlAsi6zk9lkyOyDmV5JWPZXvHhQxKs/4s2/cZLsQRMLGoqqbrq7/EQKDY7zbZU2Nre2d8q7lb39g8Mj+7ja0XGqGG+zWMaq51PNpYh4GwRI3ksUp6Evedef3M797hNXWsTRA8wS7oZ0FIlAMApG8uzqAPgU/CCb5o9ZnVzkHvHsmtNwFsDrhBSkhgq0PPtrMIxZGvIImKRa94mTgJtRBYJJnlcGqeYJZRM64n1DIxpy7WaL23N8bpQhDmJlKgK8UH9PZDTUehb6pjOkMNar3lz8z+unENy4mYiSFHjElouCVGKI8TwIPBSKM5AzQyhTwtyK2ZgqysDEVTEhkNWX10nnskGcBrknteZVEUcZnaIzVEcEXaMmukMt1EYMTdEzekVvVm69WO/Wx7K1ZBUzJ+gPrM8fkzeUDw==</latexit>

x
(2)
0

<latexit sha1_base64="wDxZ+DAtOluwcg9BPLsdbOM5F/E=">AAAB+3icbVDJSgNBEK2JW4xbjHjy0hiEeAkzQdBjwIvHCGaBJIaeTk/SpGehu0YShvkNj148KOLVk3/hzb+xsxw08UHB470qquq5kRQabfvbyqytb2xuZbdzO7t7+wf5w0JDh7FivM5CGaqWSzWXIuB1FCh5K1Kc+q7kTXd0PfWbD1xpEQZ3OIl416eDQHiCUTRSL1/oIB+j6yXj9D4pVc7Tnt3LF+2yPQNZJc6CFKvHn48EAGq9/FenH7LY5wEySbVuO3aE3YQqFEzyNNeJNY8oG9EBbxsaUJ/rbjK7PSVnRukTL1SmAiQz9fdEQn2tJ75rOn2KQ73sTcX/vHaM3lU3EUEUIw/YfJEXS4IhmQZB+kJxhnJiCGVKmFsJG1JFGZq4ciYEZ/nlVdKolB277Nw6xeoFzJGFEziFEjhwCVW4gRrUgcEYnuAFXq3UerberPd5a8ZazBzBH1gfP/i0ldU=</latexit><latexit sha1_base64="mR+ylhANtdASwzMdHYh8jET1rZU=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabliqnmWd7ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsiXnQ==</latexit><latexit sha1_base64="mR+ylhANtdASwzMdHYh8jET1rZU=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabliqnmWd7ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsiXnQ==</latexit><latexit sha1_base64="aTIIkGc+QNbvzRV2zRi7CmcDMBg=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5IUQY8FLx4r2A9oY9hsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5QSK4Bsf5tjY2t7Z3dkt75f2Dw6Nj+6TS0XGqKGvTWMSqFxDNBJesDRwE6yWKkSgQrBtMbud+94kpzWP5ALOEeREZSR5ySsBIvl0ZAJtCEGbT/DGrNS5z3/HtqlN3FsDrxC1IFRVo+fbXYBjTNGISqCBa910nAS8jCjgVLC8PUs0SQidkxPqGShIx7WWL23N8YZQhDmNlSgJeqL8nMhJpPYsC0xkRGOtVby7+5/VTCG+8jMskBSbpclGYCgwxngeBh1wxCmJmCKGKm1sxHRNFKJi4yiYEd/XlddJp1F2n7t671eZVEUcJnaFzVEMuukZNdIdaqI0omqJn9IrerNx6sd6tj2XrhlXMnKI/sD5/AJM7lA8=</latexit>

x
(3)
3

<latexit sha1_base64="r4q88mX8nrtnwMyC8YvnbfUJDiY=">AAAB+3icbVDJSgNBEK1xjXGLEU9eGoMQL2HGCHoMePEYwSyQxNDT6Uma9Cx010jCML/h0YsHRbx68i+8+Td2loMmPih4vFdFVT03kkKjbX9bK6tr6xubma3s9s7u3n7uIF/XYawYr7FQhqrpUs2lCHgNBUrejBSnvit5wx1eT/zGA1dahMEdjiPe8Wk/EJ5gFI3UzeXbyEfoeskovU+K5bO0W+7mCnbJnoIsE2dOCpWjz0cCANVu7qvdC1ns8wCZpFq3HDvCTkIVCiZ5mm3HmkeUDWmftwwNqM91J5nenpJTo/SIFypTAZKp+nsiob7WY981nT7FgV70JuJ/XitG76qTiCCKkQdstsiLJcGQTIIgPaE4Qzk2hDIlzK2EDaiiDE1cWROCs/jyMqmflxy75Nw6hcoFzJCBYziBIjhwCRW4gSrUgMEInuAFXq3UerberPdZ64o1nzmEP7A+fgD+yJXZ</latexit><latexit sha1_base64="mIvh//xaD0xe2YH5LULvfl+u/UE=">AAAB+3icbVDLSsNAFJ3UV62vWHHlJliFuimJFXRZcOOygn1AW8NkOmmHTiZh5kZaQn7DpRsXirh15Se40p1/4/Sx0NYDFw7n3Mu993gRZwps+9vILC2vrK5l13Mbm1vbO+Zuvq7CWBJaIyEPZdPDinImaA0YcNqMJMWBx2nDG1yO/cYdlYqF4gZGEe0EuCeYzwgGLblmvg10CJ6fDNPbpFg+Sd2yaxbskj2BtUicGSlU9t/vix+fR1XX/Gp3QxIHVADhWKmWY0fQSbAERjhNc+1Y0QiTAe7RlqYCB1R1ksntqXWsla7lh1KXAGui/p5IcKDUKPB0Z4Chr+a9sfif14rBv+gkTEQxUEGmi/yYWxBa4yCsLpOUAB9pgolk+laL9LHEBHRcOR2CM//yIqmflhy75Fw7hcoZmiKLDtAhKiIHnaMKukJVVEMEDdEDekLPRmo8Gi/G67Q1Y8xm9tAfGG8/YNyXoQ==</latexit><latexit sha1_base64="mIvh//xaD0xe2YH5LULvfl+u/UE=">AAAB+3icbVDLSsNAFJ3UV62vWHHlJliFuimJFXRZcOOygn1AW8NkOmmHTiZh5kZaQn7DpRsXirh15Se40p1/4/Sx0NYDFw7n3Mu993gRZwps+9vILC2vrK5l13Mbm1vbO+Zuvq7CWBJaIyEPZdPDinImaA0YcNqMJMWBx2nDG1yO/cYdlYqF4gZGEe0EuCeYzwgGLblmvg10CJ6fDNPbpFg+Sd2yaxbskj2BtUicGSlU9t/vix+fR1XX/Gp3QxIHVADhWKmWY0fQSbAERjhNc+1Y0QiTAe7RlqYCB1R1ksntqXWsla7lh1KXAGui/p5IcKDUKPB0Z4Chr+a9sfif14rBv+gkTEQxUEGmi/yYWxBa4yCsLpOUAB9pgolk+laL9LHEBHRcOR2CM//yIqmflhy75Fw7hcoZmiKLDtAhKiIHnaMKukJVVEMEDdEDekLPRmo8Gi/G67Q1Y8xm9tAfGG8/YNyXoQ==</latexit><latexit sha1_base64="Xe5NIHAr0UFvmPvrEiq2ptfO4QM=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSxCvZTECnosePFYwX5AG8tmu2mXbjZhdyItIX/FiwdFvPpHvPlv3LY5aOuDgcd7M8zM82PBNTjOt1XY2Nza3inulvb2Dw6P7ONyW0eJoqxFIxGprk80E1yyFnAQrBsrRkJfsI4/uZ37nSemNI/kA8xi5oVkJHnAKQEjDexyH9gU/CCdZo9ptX6RDeoDu+LUnAXwOnFzUkE5mgP7qz+MaBIyCVQQrXuuE4OXEgWcCpaV+olmMaETMmI9QyUJmfbSxe0ZPjfKEAeRMiUBL9TfEykJtZ6FvukMCYz1qjcX//N6CQQ3XsplnACTdLkoSASGCM+DwEOuGAUxM4RQxc2tmI6JIhRMXCUTgrv68jppX9Zcp+beu5XGVR5HEZ2iM1RFLrpGDXSHmqiFKJqiZ/SK3qzMerHerY9la8HKZ07QH1ifP5lPlBM=</latexit>

prf(sk, ·) :
<latexit sha1_base64="Kp4uCFHCigFWMH3ZdtpofrGGQQ4=">AAACAHicbVDJSgNBEK2JW4zbqAcFL4NBiCBhxovBU8CLxwhmgUwIPZ2epEnPQneNGIe5+CtePCji1c/wJvgxdpaDJj4oeLxXRVU9LxZcoW1/Gbml5ZXVtfx6YWNza3vH3N1rqCiRlNVpJCLZ8ohigoesjhwFa8WSkcATrOkNr8Z+845JxaPwFkcx6wSkH3KfU4Ja6poHLrJ7VH4aSz8rqeGZS3sRnl52zaJdtiewFokzI8Xq4cM3aNS65qfbi2gSsBCpIEq1HTvGTkokcipYVnATxWJCh6TP2pqGJGCqk04eyKwTrfQsP5K6QrQm6u+JlARKjQJPdwYEB2reG4v/ee0E/Uon5WGcIAvpdJGfCAsja5yG1eOSURQjTQiVXN9q0QGRhKLOrKBDcOZfXiSN87Jjl50bp1itwBR5OIJjKIEDF1CFa6hBHShk8AQv8Go8Gs/Gm/E+bc0Zs5l9+APj4wfjKJgH</latexit><latexit sha1_base64="aRF2T8S+tA/T2MtWO5RfMUy8WWs=">AAACAHicbVDLSsNAFJ3UV1tfURcKboJFqCAlcWNxVXTjsoJ9QBPKZDJph04ezNyINQTEX3HjQhFd+hnuBD/G6WOhrQcuHM65l3vvcWPOJJjml5ZbWFxaXskXiqtr6xub+tZ2U0aJILRBIh6Jtosl5SykDWDAaTsWFAcupy13cDHyWzdUSBaF1zCMqRPgXsh8RjAoqavv2kBvQfppLPysLAfHNvEiODrr6iWzYo5hzBNrSkq1vbvvwv37eb2rf9peRJKAhkA4lrJjmTE4KRbACKdZ0U4kjTEZ4B7tKBrigEonHT+QGYdK8Qw/EqpCMMbq74kUB1IOA1d1Bhj6ctYbif95nQT8qpOyME6AhmSyyE+4AZExSsPwmKAE+FARTARTtxqkjwUmoDIrqhCs2ZfnSfOkYpkV68oq1apogjzaRweojCx0imroEtVRAxGUoUf0jF60B+1Je9XeJq05bTqzg/5A+/gB4JSZhA==</latexit><latexit sha1_base64="aRF2T8S+tA/T2MtWO5RfMUy8WWs=">AAACAHicbVDLSsNAFJ3UV1tfURcKboJFqCAlcWNxVXTjsoJ9QBPKZDJph04ezNyINQTEX3HjQhFd+hnuBD/G6WOhrQcuHM65l3vvcWPOJJjml5ZbWFxaXskXiqtr6xub+tZ2U0aJILRBIh6Jtosl5SykDWDAaTsWFAcupy13cDHyWzdUSBaF1zCMqRPgXsh8RjAoqavv2kBvQfppLPysLAfHNvEiODrr6iWzYo5hzBNrSkq1vbvvwv37eb2rf9peRJKAhkA4lrJjmTE4KRbACKdZ0U4kjTEZ4B7tKBrigEonHT+QGYdK8Qw/EqpCMMbq74kUB1IOA1d1Bhj6ctYbif95nQT8qpOyME6AhmSyyE+4AZExSsPwmKAE+FARTARTtxqkjwUmoDIrqhCs2ZfnSfOkYpkV68oq1apogjzaRweojCx0imroEtVRAxGUoUf0jF60B+1Je9XeJq05bTqzg/5A+/gB4JSZhA==</latexit><latexit sha1_base64="z3JOQoNM6FtFgrjSIXyyWgtYsiw=">AAACAHicbVBNS8NAEN3Ur1q/oh48eFksQgUpiReLp4IXjxVsLTShbDabdulmE3YnYgm9+Fe8eFDEqz/Dm//GbZuDtj4YeLw3w8y8IBVcg+N8W6WV1bX1jfJmZWt7Z3fP3j/o6CRTlLVpIhLVDYhmgkvWBg6CdVPFSBwIdh+Mrqf+/QNTmifyDsYp82MykDzilICR+vaRB+wRdJSnKprU9Ojco2ECZ1d9u+rUnRnwMnELUkUFWn37ywsTmsVMAhVE657rpODnRAGngk0qXqZZSuiIDFjPUElipv189sAEnxolxFGiTEnAM/X3RE5ircdxYDpjAkO96E3F/7xeBlHDz7lMM2CSzhdFmcCQ4GkaOOSKURBjQwhV3NyK6ZAoQsFkVjEhuIsvL5PORd116u6tW202ijjK6BidoBpy0SVqohvUQm1E0QQ9o1f0Zj1ZL9a79TFvLVnFzCH6A+vzB54illk=</latexit>

x
(0)
0

<latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit>

x
(0)
1

<latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit>

x
(0)
3

<latexit sha1_base64="NUDjfej4DmVHpLKBFlJugwmcyVA=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0oJzMmqfte28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHYbn0c=</latexit><latexit sha1_base64="tbHQmME0f3JYbkWslzqRPkpvgIo=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnmT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9QoQ8=</latexit><latexit sha1_base64="tbHQmME0f3JYbkWslzqRPkpvgIo=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnmT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9QoQ8=</latexit><latexit sha1_base64="mIXbusuhyF7RqXYqalF8n0JnJJY=">AAACEXicbVDLSsNAFJ3UV62vWJduBotQNyVRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Asv6Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8bp1N3QvXrFkNaw68SuyC1FCBlmt+D/yYpiGLgAqiVN+2EnByIoFTwaaVQapYQuiYDFlf04iETDn5/PYpPtWKj4NY6ooAz9XfEzkJlcpCT3eGBEZq2ZuJ/3oKQiIz6S/th+DayXmUpMAiulgfpAJDjGfxYJ9LRkFkmhAquf4A0xGRhIIOsaKjsZeDWCWd84ZtNew7u9a8LEIqo2N0gurIRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+mPnYE=</latexit>

x
(1)
0

<latexit sha1_base64="/JWU+4wErRpmTByGZBXYBfyVU9Y=">AAACEXicbVDJSgNBEK2JW4zbGPHkpTEI8RJmRNBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9bxYCo2O82VlVlbX1jeym7mt7Z3dPXs/X9NRohivskhGquFRzaUIeRUFSt6IFaeBJ3ndG1xN/Po9V1pE4S2OYt4OaC8UvmAUjdSx8y3kQ/T8dDi+S4vu6bjjdOyCU3KmIMvEnZNC+fDtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB/nWonmMWUD2uNNQ0MacN1Op7ePyYlRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsScicZdDGKZ1M5KrlNyb9xC+RxmyMIRHEMRXLiAMlxDBarAYAhP8Awv1oP1ar1bH7PWjDWfOYA/sD5/AHLrn0U=</latexit><latexit sha1_base64="3rttvzBPCvT0ylkoIrMOUa1PjdU=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyURQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfIXg0q3+grgRt1259A/8DKePhbYeuHA4517uvceNOZNgml/a0vLK6tp6YaO4ubW9s6vvlZoySgShDRLxSLRdLClnIW0AA07bsaA4cDltuYOrsd+6p0KyKLyFNKZ2gHsh8xnBoCRHL3WBDsH1s2F+l1Ws09wxHb1sVs0JjEVizUi5dvD2WBl9Htcd/bvrRSQJaAiEYyk7lhmDnWEBjHCaF7uJpDEmA9yjHUVDHFBpZ5Pbc+NEKZ7hR0JVCMZE/T2R4UDKNHBVZ4ChL+e9sfivJyHAIhXe3H7wL+2MhXECNCTT9X7CDYiMcTyGxwQlwFNFMBFMfWCQPhaYgAqxqKKx5oNYJM2zqmVWrRurXDtHUxTQITpCFWShC1RD16iOGoigIXpCz+hFe9BetXftY9q6pM1m9tEfaKMf/CChDQ==</latexit><latexit sha1_base64="3rttvzBPCvT0ylkoIrMOUa1PjdU=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyURQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfIXg0q3+grgRt1259A/8DKePhbYeuHA4517uvceNOZNgml/a0vLK6tp6YaO4ubW9s6vvlZoySgShDRLxSLRdLClnIW0AA07bsaA4cDltuYOrsd+6p0KyKLyFNKZ2gHsh8xnBoCRHL3WBDsH1s2F+l1Ws09wxHb1sVs0JjEVizUi5dvD2WBl9Htcd/bvrRSQJaAiEYyk7lhmDnWEBjHCaF7uJpDEmA9yjHUVDHFBpZ5Pbc+NEKZ7hR0JVCMZE/T2R4UDKNHBVZ4ChL+e9sfivJyHAIhXe3H7wL+2MhXECNCTT9X7CDYiMcTyGxwQlwFNFMBFMfWCQPhaYgAqxqKKx5oNYJM2zqmVWrRurXDtHUxTQITpCFWShC1RD16iOGoigIXpCz+hFe9BetXftY9q6pM1m9tEfaKMf/CChDQ==</latexit><latexit sha1_base64="r0JqNGpgIiXPltTo5pMqqzzHtnc=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1UxIRdFlw47KCfUAbw2QyaYfOJGHmRhpCvsK9W/0Fd+LWL/AP/AynbRbaeuDC4Zx7ufceP+FMgW1/GWvrG5tb25Wd6u7e/sGheVTrqjiVhHZIzGPZ97GinEW0Aww47SeSYuFz2vMnNzO/90ilYnF0D1lCXYFHEQsZwaAlz6wNgU7BD/Np8ZA3nPPCsz2zbjftOaxV4pSkjkq0PfN7GMQkFTQCwrFSA8dOwM2xBEY4LarDVNEEkwke0YGmERZUufn89sI600pghbHUFYE1V39P5FgolQlfdwoMY7XszcR/PQUCy0wGS/shvHZzFiUp0Igs1ocptyC2ZvFYAZOUAM80wUQy/YFFxlhiAjrEqo7GWQ5ilXQvmo7ddO6ceuuyDKmCTtApaiAHXaEWukVt1EEETdEzekGvxpPxZrwbH4vWNaOcOUZ/YHz+AOZfnX8=</latexit>

x
(1)
2<latexit sha1_base64="uJ9DwsLJQe7aCzWIi26NYbXnJHU=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpQX3bNwpdey8U3SmIMvEnZN8+ejtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB9nW4nmMWUD2uNNQ0MacN1Op7ePyalRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsSsicZdDGKZ1EpF1ym6N26+fA4zZOAYTqAALlxAGa6hAlVgMIQneIYX68F6td6tj1nrijWfOYQ/sD5/AHYfn0c=</latexit><latexit sha1_base64="NVFN/vm8pAr+tKUuPYhKy658ri0=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2nZOsvsqq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9UoQ8=</latexit><latexit sha1_base64="NVFN/vm8pAr+tKUuPYhKy658ri0=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2nZOsvsqq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9UoQ8=</latexit><latexit sha1_base64="XPjqhnwp2DyVFqDbGHTmPR0xS7s=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0MUwmk3boTBJmbqQh9Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8RPOFNj2l1Ha2Nza3invVvb2Dw6PzONqV8WpJLRDYh7Lvo8V5SyiHWDAaT+RFAuf054/uZn7vUcqFYuje8gS6go8iljICAYteWZ1CHQKfphPZw953bmYeU3PrNkNewFrnTgFqaECbc/8HgYxSQWNgHCs1MCxE3BzLIERTmeVYapogskEj+hA0wgLqtx8cfvMOtdKYIWx1BWBtVB/T+RYKJUJX3cKDGO16s3Ffz0FAstMBiv7Ibx2cxYlKdCILNeHKbcgtubxWAGTlADPNMFEMv2BRcZYYgI6xIqOxlkNYp10mw3Hbjh3Tq11WYRURqfoDNWRg65QC92iNuoggqboGb2gV+PJeDPejY9la8koZk7QHxifP+mTnYE=</latexit>

x
(1)
3

<latexit sha1_base64="z7qgnPb7AU05b6pW337tKiz+m20=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0oJ7Mmqfte28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHe5n0g=</latexit><latexit sha1_base64="Z+zCjUyV/oQq/3xjMLVI2qISjOg=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnWT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwD9oRA=</latexit><latexit sha1_base64="Z+zCjUyV/oQq/3xjMLVI2qISjOg=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnWT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwD9oRA=</latexit><latexit sha1_base64="j6mNJhg2cDeddYZxR3N66z+i7ao=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Atv+Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8js+m7oVr1uyGPYe1SnBBaqhAyzW/B35M05BFQAVRqo/tBJycSOBUsGllkCqWEDomQ9bXNCIhU04+v31qnWrFt4JY6orAmqu/J3ISKpWFnu4MCYzUsjcT//UUhERm0l/aD8G1k/MoSYFFdLE+SIUFsTWLx/K5ZBREpgmhkusPLDoiklDQIVZ0NHg5iFXSOW9gu4HvcK15WYRURsfoBNURRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+stnYI=</latexit>

x
(2)
1<latexit sha1_base64="PLRlfMYINAnsxhsby4WpjRR9n48=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpYXS2bjjduy8U3SmIMvEnZN8+ejtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB9nW4nmMWUD2uNNQ0MacN1Op7ePyalRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsSsicZdDGKZ1EpF1ym6N26+fA4zZOAYTqAALlxAGa6hAlVgMIQneIYX68F6td6tj1nrijWfOYQ/sD5/AHYjn0c=</latexit><latexit sha1_base64="NdumWmurGwKl0Oq/Mbb1hP2ZgFY=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZlq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9YoQ8=</latexit><latexit sha1_base64="NdumWmurGwKl0Oq/Mbb1hP2ZgFY=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZlq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9YoQ8=</latexit><latexit sha1_base64="p3noEG//BvC6deZdG8WSVWk5IWI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0MUwmk3boTBJmbqQh9Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8RPOFNj2l1Ha2Nza3invVvb2Dw6PzONqV8WpJLRDYh7Lvo8V5SyiHWDAaT+RFAuf054/uZn7vUcqFYuje8gS6go8iljICAYteWZ1CHQKfphPZw95vXkx8xzPrNkNewFrnTgFqaECbc/8HgYxSQWNgHCs1MCxE3BzLIERTmeVYapogskEj+hA0wgLqtx8cfvMOtdKYIWx1BWBtVB/T+RYKJUJX3cKDGO16s3Ffz0FAstMBiv7Ibx2cxYlKdCILNeHKbcgtubxWAGTlADPNMFEMv2BRcZYYgI6xIqOxlkNYp10mw3Hbjh3Tq11WYRURqfoDNWRg65QC92iNuoggqboGb2gV+PJeDPejY9la8koZk7QHxifP+mXnYE=</latexit>

x
(2)
2<latexit sha1_base64="x05fIj6EZE3WYu2VPnK13X57q3c=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpYXS2bhT6th5p+hMQZaJOyf58tHbIwGASsf+bnUjlgQ8RCap1k3XibGdUoWCST7OthLNY8oGtMebhoY04LqdTm8fk1OjdIkfKVMhkqn6eyKlgdajwDOdAcW+XvQm4r+exoCqkeou7Ef/sp2KME6Qh2y23k8kwYhM4iFdoThDOTKEMiXMB4T1qaIMTYhZE427GMQyqZWKrlN0b9x8+RxmyMAxnEABXLiAMlxDBarAYAhP8Awv1oP1ar1bH7PWFWs+cwh/YH3+AHe9n0g=</latexit><latexit sha1_base64="wlWEKFMheGitEyUvJYwN/bqvCfs=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZVVsvmRVzCmOZWHNSqh2+PZbHnyd1W//uuiGJfRoA4VjKjmVG0EuxAEY4zQrdWNIIkyHu046iAfap7KXT2zPjVCmu4YVCVQDGVP09kWJfysR3VKePYSAXvYn4ryfBxyIR7sJ+8C57KQuiGGhAZuu9mBsQGpN4DJcJSoAnimAimPrAIAMsMAEVYkFFYy0GsUya1YplVqwbq1Q7RzPk0RE6RmVkoQtUQ9eojhqIoBF6Qs/oRXvQXrV37WPWmtPmMwfoD7TxDwEBoRA=</latexit><latexit sha1_base64="wlWEKFMheGitEyUvJYwN/bqvCfs=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZVVsvmRVzCmOZWHNSqh2+PZbHnyd1W//uuiGJfRoA4VjKjmVG0EuxAEY4zQrdWNIIkyHu046iAfap7KXT2zPjVCmu4YVCVQDGVP09kWJfysR3VKePYSAXvYn4ryfBxyIR7sJ+8C57KQuiGGhAZuu9mBsQGpN4DJcJSoAnimAimPrAIAMsMAEVYkFFYy0GsUya1YplVqwbq1Q7RzPk0RE6RmVkoQtUQ9eojhqIoBF6Qs/oRXvQXrV37WPWmtPmMwfoD7TxDwEBoRA=</latexit><latexit sha1_base64="MrEWs7uVul/lKkiNzmYfT6N/+XI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9ZvXmRu03XrNkNewFrnTgFqaECbdf8HvoRSQQNgXCs1MCxYxhlWAIjnOaVYaJojMkUj+lA0xALqkbZ4vbcOteKbwWR1BWCtVB/T2RYKJUKT3cKDBO16s3Ffz0FAstU+iv7IbgeZSyME6AhWa4PEm5BZM3jsXwmKQGeaoKJZPoDi0ywxAR0iBUdjbMaxDrpNhuO3XDunFrrsgipjE7RGaojB12hFrpFbdRBBM3QM3pBr8aT8Wa8Gx/L1pJRzJygPzA+fwDrMZ2C</latexit>

x
(2)
3

<latexit sha1_base64="DgxnltAfLKfc9AOYU1uaZwzd0Q4=">AAACEXicbVDJSgNBEK2JW4xbjHjy0hiEeAkzUdBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9dxICo22/WWlVlbX1jfSm5mt7Z3dvex+rqbDWDFeZaEMVcOlmksR8CoKlLwRKU59V/K6O7ia+PV7rrQIg1scRbzt014gPMEoGqmTzbWQD9H1kuH4LimUTseds042bxftKcgyceYkXz58eyQAUOlkv1vdkMU+D5BJqnXTsSNsJ1ShYJKPM61Y84iyAe3xpqEB9bluJ9Pbx+TEKF3ihcpUgGSq/p5IqK/1yHdNp0+xrxe9ifivp9GnaqS6C/vRu2wnIohi5AGbrfdiSTAkk3hIVyjOUI4MoUwJ8wFhfaooQxNixkTjLAaxTGqlomMXnRsnXz6HGdJwBMdQAAcuoAzXUIEqMBjCEzzDi/VgvVrv1sesNWXNZw7gD6zPH3lXn0k=</latexit><latexit sha1_base64="bQFRcZIYLxwvjvi0qi6PRODJMEo=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVqqnGb2ma0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKboRE=</latexit><latexit sha1_base64="bQFRcZIYLxwvjvi0qi6PRODJMEo=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVqqnGb2ma0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKboRE=</latexit><latexit sha1_base64="dxtmUkGByE8M7Jy0O3ubNyW0lI8=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1U5Iq6LLgxmUF+4A2hslk0g6dScLMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89fsKZAtv+MtbWNza3tks75d29/YND86jSUXEqCW2TmMey52NFOYtoGxhw2kskxcLntOuPb2Z+95FKxeLoHrKEugIPIxYygkFLnlkZAJ2AH+aT6UNea5xPvQvPrNp1ew5rlTgFqaICLc/8HgQxSQWNgHCsVN+xE3BzLIERTqflQapogskYD2lf0wgLqtx8fvvUOtNKYIWx1BWBNVd/T+RYKJUJX3cKDCO17M3Efz0FAstMBkv7Ibx2cxYlKdCILNaHKbcgtmbxWAGTlADPNMFEMv2BRUZYYgI6xLKOxlkOYpV0GnXHrjt3TrV5WYRUQifoFNWQg65QE92iFmojgiboGb2gV+PJeDPejY9F65pRzByjPzA+fwDsy52D</latexit>

x
(3)
0

<latexit sha1_base64="oVcpfhnVe1DnJbiSWlJIhehr8ow=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0sLZyajttO28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHYnn0c=</latexit><latexit sha1_base64="csZG3kJwOewLfsaRA2iPD0Vd9ag=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZpq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9coQ8=</latexit><latexit sha1_base64="csZG3kJwOewLfsaRA2iPD0Vd9ag=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZpq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9coQ8=</latexit><latexit sha1_base64="R9jYZibmjSukyFIQKndwrSxpty4=">AAACEXicbVDLSsNAFJ3UV62vWJduBotQNyVRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Asv6Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8fnE2dS3XrFkNaw68SuyC1FCBlmt+D/yYpiGLgAqiVN+2EnByIoFTwaaVQapYQuiYDFlf04iETDn5/PYpPtWKj4NY6ooAz9XfEzkJlcpCT3eGBEZq2ZuJ/3oKQiIz6S/th+DayXmUpMAiulgfpAJDjGfxYJ9LRkFkmhAquf4A0xGRhIIOsaKjsZeDWCWd84ZtNew7u9a8LEIqo2N0gurIRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+mbnYE=</latexit>

x
(3)
1<latexit sha1_base64="bBENUEwisfvXZf9UMemewVju8NI=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0sLZyajttu28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHfBn0g=</latexit><latexit sha1_base64="rKkxUHhTWnnf3tGOwKH/aBdbJ3I=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZlq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwEFoRA=</latexit><latexit sha1_base64="rKkxUHhTWnnf3tGOwKH/aBdbJ3I=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZlq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwEFoRA=</latexit><latexit sha1_base64="Vx1midxfaMjuyTtqP9XisZniYtI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Atv+Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8fnE2dbFr1uyGPYe1SnBBaqhAyzW/B35M05BFQAVRqo/tBJycSOBUsGllkCqWEDomQ9bXNCIhU04+v31qnWrFt4JY6orAmqu/J3ISKpWFnu4MCYzUsjcT//UUhERm0l/aD8G1k/MoSYFFdLE+SIUFsTWLx/K5ZBREpgmhkusPLDoiklDQIVZ0NHg5iFXSOW9gu4HvcK15WYRURsfoBNURRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+s1nYI=</latexit>

x
(3)
2<latexit sha1_base64="5wZgsmms0IrqeF7p/ttlKuKkuhk=">AAACEXicbVDJSgNBEK2JW4xbjHjy0hiEeAkzUdBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9dxICo22/WWlVlbX1jfSm5mt7Z3dvex+rqbDWDFeZaEMVcOlmksR8CoKlLwRKU59V/K6O7ia+PV7rrQIg1scRbzt014gPMEoGqmTzbWQD9H1kuH4LimcnY47pU42bxftKcgyceYkXz58eyQAUOlkv1vdkMU+D5BJqnXTsSNsJ1ShYJKPM61Y84iyAe3xpqEB9bluJ9Pbx+TEKF3ihcpUgGSq/p5IqK/1yHdNp0+xrxe9ifivp9GnaqS6C/vRu2wnIohi5AGbrfdiSTAkk3hIVyjOUI4MoUwJ8wFhfaooQxNixkTjLAaxTGqlomMXnRsnXz6HGdJwBMdQAAcuoAzXUIEqMBjCEzzDi/VgvVrv1sesNWXNZw7gD6zPH3lbn0k=</latexit><latexit sha1_base64="CMVNJCqhqWwK/mVEzYo4A3Gk5PM=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVo6O83siq0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKfoRE=</latexit><latexit sha1_base64="CMVNJCqhqWwK/mVEzYo4A3Gk5PM=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVo6O83siq0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKfoRE=</latexit><latexit sha1_base64="HeNQQ9UHqjOdHJ4rhWfmIZmAMfc=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1U5Iq6LLgxmUF+4A2hslk0g6dScLMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89fsKZAtv+MtbWNza3tks75d29/YND86jSUXEqCW2TmMey52NFOYtoGxhw2kskxcLntOuPb2Z+95FKxeLoHrKEugIPIxYygkFLnlkZAJ2AH+aT6UNeuzifeg3PrNp1ew5rlTgFqaICLc/8HgQxSQWNgHCsVN+xE3BzLIERTqflQapogskYD2lf0wgLqtx8fvvUOtNKYIWx1BWBNVd/T+RYKJUJX3cKDCO17M3Efz0FAstMBkv7Ibx2cxYlKdCILNaHKbcgtmbxWAGTlADPNMFEMv2BRUZYYgI6xLKOxlkOYpV0GnXHrjt3TrV5WYRUQifoFNWQg65QE92iFmojgiboGb2gV+PJeDPejY9F65pRzByjPzA+fwDsz52D</latexit>

Hash value = 10 01 00 11 = 2 1 0 3
<latexit sha1_base64="rX3lAIqj3FW75pdH3fyHC1DhEg8="></latexit><latexit sha1_base64="oJiwvABy2us77/7Qqnx5O/KPFXI="></latexit><latexit sha1_base64="oJiwvABy2us77/7Qqnx5O/KPFXI="></latexit><latexit sha1_base64="MvnB+pXhzX3x5QSDaTnRrgMuDJ8="></latexit>

Figure 2: M-FORS signatures for k = 4 and d = 2.

height of the hyper-tree. The benefit of M-FORS over XMSS that is used in the
original SPHINCS+ scheme is the lower verification cost. To verify a message
hash that is k blocks of d-bit string, the cost is d ·k+k−1 hash operations. This
is much less than the (2d − 1) · k hashes for verifying a WOTS+ signature. On
the other hand, the signing time is more than that of WOTS+. However, this
is a lesser concern because in our case signing will be done in the clear (while
verification needs to be done with zero knowledge).
The schemes We now describe M-FORS and F-SPHINCS+. M-FORS consists
of the algorithms below. For readability, we abstract away certain low-level
details such as how the Merkle trees are built. A more algorithmic description
of M-FORS can be found in Appendix B.

• keyGen(seed, n, d, k, aux): it takes as input a random seed seed, a security
parameter n, two positive integers d and k, and aux that is either an empty
string or some optional data. If seed is an empty string, an n-bit random
string will be chosen and assigned to it. Then a pseudorandom function prf
is used to expand sk into k lists (x(0), · · · ,x(k−1)), where each x(i) contains
2d distinct n-bit pseudorandom strings.

Then k + 1 Merkle trees T = (mt0, · · · , mtk) are built. In particular, each of

mt0, · · · , mtk−1 has 2d leaf nodes. The jth leaf node in mti is the hash of x
(i)
j .

The leaf nodes of mtk are r0, · · · , rk−1 that are the roots of (mt0, · · · , mtk−1).

keyGen outputs (pk, sk, param), such that the public key pk = rk where rk
is the root of mtk, the private key sk = seed, and the public parameters
mp = (n, d, k, aux).

• sign(sk,MD,mp): to sign a message hash MD ∈ {0, 1}k·d, parse it into k
blocks, each block is interpreted as a d-bit unsigned integers (p0, · · · , pk−1).
Then for the i-th block pi, x

(i) and mti (obtained by expanding sk) are used
to generate authpath(i), which is the authentication path of the pi-th leaf

node in the i-th Merkle tree. Then (x
(i)
pi , authpath

(i)) is put into the signa-

ture. The signature is a list of k pairs σ = {(x(0)
p0 , authpath

(0)), · · · , (x(k−1)
pk−1 ,

authpath(k−1))}.
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• recoverPK(σ,MD,mp): This algorithm outputs the public key recovered from
a signature σ and the message hash MD. First MD is parsed into k blocks
(p′0, · · · , p′k−1). Then for 0 ≤ i ≤ k − 1, σi = (xi, authpath

(i)) and p′i are
used to re-generate a Merkle tree root and get the value r′i (p′i is used to
determine the order of the siblings at each layer). Finally, r′0, · · · , r′k−1 are
used to compute mt′k and its root r′k is returned.

• verify(σ, pk,MD,mp): to verify a signature, call recoverPK(σ,MD,mp). If
the recovered public key is the same as pk, accept the signature, otherwise
reject.

The hyper-tree nodes in F-SPHINCS+ are addressed by a pair (a, b) where
a is its layer and b is its index within the layer. The root node is at layer 0, and
the layer number of all other nodes is the layer number of its parent plus 1. All
nodes within a layer are viewed as an ordered list, and index each node in the
list is from left to right, starting from 0. F-SPHINCS+ consists of the following
algorithms:

• keyGen(n, q, h): This algorithm outputs (sk, pk, fp). It takes as input a se-
curity parameter n, the degree of non-leaf nodes in the hyper-tree q, and
the height of the hyper-tree h. Then it chooses d, k which are the param-
eters for the underlying M-FORS signature scheme. The public parameters
are fp = (n, q, h, d, k). It also chooses an n-bit random string as the pri-
vate key sk. It generates the M-FORS key pair for the root node by calling
genNode((0, 0), sk, fp), and setting the public key pk to be the M-FORS pub-
lic key pk0,0.

• genNode(nodeAdr, sk, fp): This algorithm generates a node in the hyper-
tree given the address nodeAdr = (a, b). With the private key sk, the al-
gorithm first generates a subseed with a pseudorandom function seeda,b =
prf(seed, a||b), then it calls M-FORS key generation algorithmM-FORS.keyGen
(seeda,b, n, d, k, a||b). The output (pka,b, ska,b,mpa,b) is the content of the
node at (a, b).

• mHash(msg, gr): This algorithm produces message hash and the leaf node
index used in generating the F-SPHINCS+ signature. The input msg is the
message to be signed and gr is a random string. The algorithm produces
MD||idx ← Hmsg(msg||gr), where Hmsg : {0, 1}∗ → {0, 1}d·k+(log2 q)·h is
a public hash function, MD is d · k bit long and idx is interpreted as an
(log2 q) · h bit long unsigned integer.

• sign(msg, sk, fp): This algorithm produces the F-SPHINCS+ signature as
a chain of M-FORS signature along the path from a leaf node to the root
node of the hyper-tree. It chooses an n-bit random string gr. Then obtain
MD||idx ← mHash(msg, gr). A leaf node at (h, idx) is then generated by
calling genNode((h, idx), sk, fp). The M-FORS signing key skh,idx is used to
sign MD and generate σ0. The parent node of (h, idx) is then generated by
calling genNode((h− 1, b), sk, fp) where (h− 1, b) is the address of the parent
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node. Then the parent secret key skh−1,b is used to sign the child public key
pkh,idx, and the signature is σ1. Repeat the signing process until obtaining
σh that is signed by sk0,0 on pk1,b′ for some b′. The F-SPHINCS+ signature
is then Σ = (gr, (σ0, · · · , σh)).

• verify(msg,Σ, pk, fp): This algorithm verifies every M-FORS signature chained
up in Σ. Given Σ = (gr, (σ0, · · · , σh)), first computeMD||idx← Hmsg(msg||gr).
Then obtain pk0 ← recoverPK(σ0, MD,mp0), pk1 ← recoverPK(σ1, pk0,mp1),
repeat until pkh ← recoverPK(σh, pkh−1,mph). If pk = pkh, accept the sig-
nature, otherwise reject.

Remark 1 In M-FORS algorithms (see Appendix B), we use two tweakable hash
functions [6] (see also Appendix C) H1 : {0, 1}∗ → {0, 1}n and H2 : {0, 1}∗ →
{0, 1}d·k. Almost all hash operations are done using H1. H2 is only used to
map the k-th Merkle tree to the k ·d-bit M-FORS public key, so that when used
in F-SPHINCS+ the public key is of the right size to be signed by the parent
node. If M-FORS is to be used as a stand-alone signature scheme, the two hash
functions can be the same.
Remark 2 The tweakable hash functions follow Construction 7 for tweakable
hash functions in [6]. Namely, the hash of an input M is produced by calling a
hash function with additional input as H(P||ADD||M), where P is a public hash
key and ADD is the tweak. The tweak is the address where the hash operation
takes place within the hyper-tree, and it is a five-part string a1||b1||v||a2||b2:

• (a1, b1), where 0 ≤ a1 ≤ h, 0 ≤ b1 ≤ 2a1 − 1, is the address of an hyper-tree
node. Within the node, an M-FORS key pair that is based on k + 1 Merkle
trees is stored.

• 0 ≤ v ≤ k is the index of a Merkle tree in the M-FORS key pair stored in the
hyper-tree node (a1, b1). When 0 ≤ v ≤ k − 1, the Merkle tree (of height d)
is used to sign the v-th block of the message; when v = k, the Merkle tree
(of height ⌈log2 k⌉) is used to accumulate the roots of all the previous Merkle
trees into the public key.

• (a2, b2) is the address of a Merkle tree node. When 0 ≤ v ≤ k− 1, 0 ≤ a2 ≤ d
and 0 ≤ b2 ≤ 2a2−1; When v = k, 0 ≤ a2 ≤ ⌈log2 k⌉−1 and 0 ≤ b2 ≤ 2a2−1.

We defer the security analysis of F-SPHINCS+ to section 4.1.

3.2 The Group Signature

Design rationale In the previous section, we decided to use a SPHINCS+
style signature for the group credential. Now we need to decide what to be used
by the users to sign the actual messages. The first requirement is that the user
should be able to sign many signatures with one key pair. This excludes the
OTS scheme. Between SPHINCS+ and PICNIC, PICNIC wins because it has
no limit on the number of signatures, and it is already based on NIZK so can
be integrated easily with the NIZK for proving the group credential.
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Then we need to consider other security properties required by group sig-
natures. Anonymity, as mentioned earlier, will be addressed using NIZK. It is
trickier for traceability and non-frameability. Since we rely solely on symmetric
primitives, we cannot achieve traceability through a trapdoor function, i.e. by
revealing to the tracer a piece of data generated from the signing secret key so
that the tracer can trace a signature without knowing the signing key. However
giving the signing key to the tracer, the non-frameability is violated because
now the tracer can sign on the user’s behalf. To address this problem, we first
split the group manager into two entities, a group issuer and a group tracer,
and then let the user to generate two keys when joining the group, a tracing key
and a secret signing key. Both keys will be authorized by the group credential
and will be used by the user in generating a signature. The tracing key is given
to the tracer, which allows the tracer to test whether a signature is generated
by a particular user. With only the tracing key, the tracer cannot sign on the
user’s behalf. Without knowing the tracing key, the issuer cannot create an-
other secret signing key associated with the tracing key, therefore cannot forge
a signature that will be traced back to the user.

Overall, the group signature scheme is designed in this way: the group issuer
generates an F-SPHINCS+ key pair as the group master key pair. When a user
joins the group, it generates a tracing key and a secret signing key. The tracing
key is given to the tracer. The issuer and tracer decide together whether the user
should be admitted into the group, if so a group credential is generated as an F-
SPHINCS+ signature on an entry token (a commitment of the user’s tracing and
signing keys). When signing a message, the user produces an MPCitH NIZK to
show it possesses a group credential and the signature is generated on the hash of
the message (sid) under the keys authorized by the group credential. Verifying
the group signature involves checking the NIZK so the verifier is convinced of
the group membership. Each group signature also includes a tracing token,
essentially it is the ciphertext of sid produced using the tracing key. The tracer,
when asked, can decrypt the tracing token with a user’s tracing key to check
whether the result matches sid, if so the signature must have been generated
by this user.
The scheme We now give the concrete construction of the group signature
scheme.

• Initialization Init(n): Given a security parameter n, the group issuer does
the following:

– Choose a pseudorandom function prf, three hash functions H1 : {0, 1}∗ →
{0, 1}n, H2 : {0, 1}∗ → {0, 1}d·k, H3 : {0, 1}∗ → {0, 1}d·k+(log2 q)·h, and a
keyed pseudorandom function F : {0, 1}n × {0, 1}n → {0, 1}n. H1 and H2

are used in the underlying M-FORS signature scheme, and H3 will be used
as Hmsg in the mHash algorithm.

– Decide the hyper-tree node degree q and the tree height h, then run the key
generation algorithm (sk, rpk, gp) ← F-SPHINCS+.keyGen(n, q, h), where
(rpk, sk) is the F-SPHINCS+ key pair, gp = (n, q, h, d, k) are the hyper-
tree parameters.
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– Publish mpk = (gp, rpk, H1, H2, H3, F, prf) and keep msk = sk private.

In addition, the group issuer initializes a group list GL, the group tracer ini-
tializes a group tracing list TL, and the group revocation authority initializes
a revocation list RL. These lists are empty when initialized.

• Group-joining protocol Join(msk, n): To join a group, the user, the issuer
and the tracer run the following protocol:

1. A unique session ID u is assigned to the user. For simplicity, we can
think of the session ID as a monotonically increasing counter, and each
invocation of the Join protocol will increase it by 1.

2. The user u chooses two random secret keys: (tku, sku)
R← {0, 1}n×{0, 1}n,

where tku is the user’s tracing key and sku is a secret signing key.

3. With mpk, the user computes the group identifier gid = H1(rpk), its user
identifier idu = F (tku, gid), and an entry token etu = F (sku, idu). The
user then chooses an n-bit random string cr and computes a commitment
ct = H1(etu||cr). The user produces an NIZK πu that is instantiated with
MPCitH 1:

πu : P{(gp, gid, idu, ct); (tku, sku, cr)|idu = F (tku, gid)

∧ ct = H1(F (sku, idu)||cr)}

The user sends (u, tku) to the group tracer and (u, idu, ct, πu) to the
group issuer to request to join the group.

Note that in MPCitH 1, JxK means that the value x is secret-shared when
using an MPC algorithm. The prover knows all the shares but the verifier
does not. Therefore the verifier cannot reconstruct x. MPC X means the
MPC subroutine implementing the function X (e.g. MPC F and MPC H1
implement F and H1). These notations will be used throughout the paper.

MPCitH 1: πu

Public: gp, gid, idu, ct
Private: JtkuK, JskuK, JcrK
Output: id′u, ct′

Check: id′u = idu ∧ ct′ = ct
1 id′u = MPC F(JtkuK, gid);
2 JetuK = MPC F(JskuK, id′u);
3 ct′ = MPC H1(JetuK||JcrK)

4. Upon receiving (u, tku), the tracer first checks whether an entry with the
same u or tku is in TL. If yes, the tracer rejects the user; otherwise,
the tracer computes idu = F (tku, gid). The tracer waits and if the group
issuer sends u, replies with idu. Then if the issuer acknowledges with
Accept, add (u, idu, tku) to TL; if Reject, discard the entry.

5. Upon receiving (u, idu, ct, πu), the issuer:
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– Checks whether an entry with the same u or idu is in GL. If yes,
rejects the user.

– Otherwise, verifies the NIZK πu. If invalid, rejects the user.

– Otherwise, the issuer sends u to the tracer, who then sends back the
corresponding idu from TL. If idu from the user and the tracer are
different, reject the user and send Reject to the tracer.

– Otherwise, if the issuer would like to accept the user, the issuer chooses

a random string gru
R← {0, 1}n and sends it to the user. The user

responds by sending (etu, cr) back. The group issuer verifies ct =
H1(etu||cr). If so, compute the group credential
S ← F-SPHINCS+.sign(etu, gru,msk, gp). Otherwise, the issuer re-
jects the user and sends Reject to the tracer.

– The group issuer adds (u, idu, etu, gru,S) to GL, sends S to the user,
and Accept to the tracer.

6. The user, if accepted by the issuer, sets its group membership secret key
gsku = (tku, sku, gru, S).

• Group signature generation GSig(gsku,msg): To produce a group signa-
ture on a message msg, using gsku = (tku, sku, gru, S):

1. The user first computes the signature identifier sid = H1(msg||str), where
msg is the message to be signed and str is an n-bit random string. Then the
user produces the signature tracing token stt = F (tku, sid) and signature
signing token sst = F (sku, sid).

2. The user then computes com = H1(sst||pkh|| · · · ||rpk)} where pkh, · · · , rpk
are the public keys for verifying the signatures in S, from the layer h to
layer 0 (the public key at the layer 0 is rpk).

3. The signature Σ = (str, stt, com, πG), where πG is an NIZK. Roughly,
the proof πG asserts that the user indeed knows a valid group signing
key and uses that in generating the signature. “Valid” means both the
user’s tracing key and signing key have been authorized by the group issuer
(through the signature chain S).

To generate πG, the user computes gid = H1(rpk), idu = F (tku, gid), etu =
F (sku, idu), mtu||idx = F-SPHINCS+.mHash(etu, gru), then produces πG
as (details of πG will follow in Section 3.3):

πG : P{(gp, rpk, gid, sid, stt, com); (tku, sku, etu, sst, gru, S = {σh, · · · , σ0})|
stt = F (tku, sid) ∧ sst = F (sku, sid) ∧ etu = F (sku, F (tku, gid))

∧mtu||idx = H3(etu||gru) ∧ pkh = recoverPK(σh,mtu, (n, d, k, (h, idx)))

∧ pkh−1 = recoverPK(σh−1, pkh, (n, d, k, (h− 1, ⌊ idx
q
⌋))) ∧ · · ·

∧ rpk = recoverPK(σ0, pk1, (n, d, k, (0, 0))) ∧ com = H1(sst||pkh|| · · · ||rpk)}

• Group signature verification GVf(msg,Σ,RL): Given the message msg,
the signature Σ = (str, stt, com, πG), and the revocation list RL, the verifier
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performs the follows: computes sid = H1(msg||str) and gid = H1(rpk). If
∃tku ∈ RL such that stt = F (tku, sid), then reject. Otherwise, verify πG.
Accept the signature if πG verification succeeds, otherwise reject.

• Tracing algorithm Trace(msg,Σ): The tracer maintains a tracing key list
TL including all (u, idu, tku) triples in the group. Given Σ = (str, stt, com, πG),
the tracer computes sid = H1(msg||str), then for ∃tku ∈ TL computes
stt′ = F (tku, sid). If there is an stt′ = stt, the tracer outputs the corre-
sponding idu. If no matching stt′ is found, the tracer outputs ⊥.
In the case that an idu is output in the last step, the tracer retrieves the
whole (u, idu, tku) triple from TL, also takes sid and stt from the signature,
then computes gid = H1(rpk) and a tracing proof πt:

πt = P{(idu, gid, stt, sid); (tku)|idu = F (tku, gid) ∧ stt = F (tku, sid)}

The above proof bounds idu to the signature by showing that idu and stt
(in the signature) were generated using the same tracing key tku. This proof
can be instantiated with MPCitH 2.

MPCitH 2: πt

Public: (idu, gid, stt, sid)
Private: JtkuK
Output: id′u, stt

′

Check: id′u = idu ∧ stt′ = stt
1 id′u = MPC F(JtkuK, gid);
2 stt′ = MPC F(JtkuK, sid)

The tracer then outputs (idu, πt) or ⊥.

• Tracing proof verification Given (idu, πt, Σ,msg), the judge verifies πt.
If this proof is valid, the judge outputs 1 to indicate that idu is the identifier
of the Σ’s signer. Otherwise the judge outputs ⊥.

• Revocation To revoke the group membership of the user u, the group revo-
cation authority retrieves the user’s tracing key tku via the group tracer and
then adds tku in RL.

The security analysis of this group signature scheme, under the security
notion [10], is given in Appendix 4.2.
Remark 3 The revocation algorithm in our scheme follows the idea of verifier-
local revocation, which was introduced in [9]. It currently does not support
forward anonymity : when a user is revoked, its tracing key is published in the
revocation list and that allows everyone to trace the user’s past signatures. If
forward anonymity is desirable, we can modify our scheme as follows: when
revoking a user u, the revocation authority adds H(tku) to the revocation list,
where H is a collision-resistant hash function and tku is the user’s tracing key.
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Also, when generating a signature, the signer needs to extend πG with a non-
membership proof such that the hash of the signer’s tracing key is not in the
revocation list. The complexity of generating this non-membership proof is
logarithmic to the size of the revocation list. This revocation mechanism follows
Camenisch and Lysyanskaya’s approach [18]. Now because the revocation list
contains only the hash value of the tracing key, which cannot be used to trace
a user, forward anonymity can be achieved. However, this approach shifts the
burden of proof of (non-)revocation to the signer and increases the signature
size.

3.3 The proof πG

The most important part in the group signature Σ = (str, stt, com, πG) is the
proof πG. In this section we dissect it to show the design rationale and explain
a change we made to MPC-in-the-Head, which greatly improves the efficiency
and may be of independent interest.

As Σ is a signature of a message msg, the foremost thing πG needs to prove is
that the signer knows a group signing key gsku = (tku, sku, gru, S) and it was
used to sign msg. Besides that, πG also needs to prove that gsku is authorized
by the group issuer. To do that, in πG the following is done:

1. It proves that stt, sst and com in the signature are produced from some
tku, sku, and the message msg (in the form of sid = H1(msg||str)). The
commitment com also bounds Σ to all public keys used to blindly verify the
signatures in S.

2. It proves that the same sku and tku are used to generate mtu from gid.
Essentially, mtu is a commitment of both sku and tku.

3. It proves that mtu is signed under a private key in a leaf node of the hyper-
tree generated by the group issuer. This is done by verifying all the signatures
in S such that mtu and σh produce the leaf public key pkh, which in turn
with σh−1 produces pkh−1, and so on until reaching the root. The last public
key produced is rpk which is published by the group issuer. All public keys
recovered in this process match those committed in the commitment com.

The challenge for implementing πG with MPCitH comes from the cost of
h + 1 M-FORS signature verifications required by the proof. Recall that in an
M-FORS signature (Section 3.1, also the example in Figure 2), the message
hash to be signed is broken into k blocks, and each block is authenticated with
a Merkle-tree of height d. Then the k Merkle tree roots are organized into a
new Merkle tree whose root is the public key. Verifying the full signature means
checking whether the public key can be recovered from the message hash, the

secret strings corresponding to the hash blocks (x
(i)
pi ), and the hashes along the

Merkle tree authentication paths. In total, to verify a single M-FORS signature,
k · (d+1)+(k−1) = kd+2k−1 hashes are needed, which is in the order of 102

for a practical setting. The h+1 factor means that if implemented naively, the
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MPC used in πG would need to call thousands of times the sub-procedure that
implements the hash function, and the size of the circuit for the whole MPC
can go easily above million-gate. Even worse, to reduce the soundness error,
the same circuit needs to be executed tens to hundreds of times in an MPCitH
proof. Thus, a naive implementation of πG will result in a very large signature
size and a high computational cost.

r1
<latexit sha1_base64="BgPyCB3rqTyCLCt8QqVXWZCAxKI=">AAAB6nicbZDLSgMxFIbP1FsdrVZdugmWgqsyqQu7LAjisqK9QDuUTJppQzOZIckIZegjuHGhiFvxQXwEd76N6WWhrT8EPv7/HHLOCRLBtfG8bye3sbm1vZPfdff2CweHxaPjlo5TRVmTxiJWnYBoJrhkTcONYJ1EMRIFgrWD8dUsbz8wpXks780kYX5EhpKHnBJjrTvVx/1iyat4c6F1wEso1Qufafna/Wj0i1+9QUzTiElDBdG6i73E+BlRhlPBpm4v1SwhdEyGrGtRkohpP5uPOkVl6wxQGCv7pEFz93dHRiKtJ1FgKyNiRno1m5n/Zd3UhDU/4zJJDZN08VGYCmRiNNsbDbhi1IiJBUIVt7MiOiKKUGOv49oj4NWV16FVreCLSvUWl+o1WCgPp3AG54DhEupwAw1oAoUhPMIzvDjCeXJenbdFac5Z9pzAHznvP4aRkDA=</latexit>

r0
<latexit sha1_base64="EtLv32w4J3umdQkSj/6IzauQygY=">AAAB6nicbZDLSgMxFIbP1FsdrVZdugmWgqsyUxd2WRDEZUV7gXYomTTThiaZIckIZegjuHGhiFvxQXwEd76N6WWhrT8EPv7/HHLOCRPOtPG8bye3sbm1vZPfdff2CweHxaPjlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh+GqWtx+o0iyW92aS0EDgoWQRI9hY6071vX6x5FW8udA6+Eso1Qufafna/Wj0i1+9QUxSQaUhHGvd9b3EBBlWhhFOp24v1TTBZIyHtGtRYkF1kM1HnaKydQYoipV90qC5+7sjw0LriQhtpcBmpFezmflf1k1NVAsyJpPUUEkWH0UpRyZGs73RgClKDJ9YwEQxOysiI6wwMfY6rj2Cv7ryOrSqFf+iUr31S/UaLJSHUziDc/DhEupwAw1oAoEhPMIzvDjceXJenbdFac5Z9pzAHznvP4UNkC8=</latexit>

r2
<latexit sha1_base64="YUD/PoyICcag4wMxI7+JxWcthg0=">AAAB6nicbZC7SgNBFIbPxltcjUYtbQZDwCrsxsKUAUEsI5oLJEuYncwmQ2Znl7kIYckj2FgoYis+iI9g59s4uRSa+MPAx/+fw5xzwpQzpT3v28ltbG5t7+R33b39wsFh8ei4pRIjCW2ShCeyE2JFORO0qZnmtJNKiuOQ03Y4vprl7QcqFUvEvZ6kNIjxULCIEaytdSf71X6x5FW8udA6+Eso1QufpnztfjT6xa/eICEmpkITjpXq+l6qgwxLzQinU7dnFE0xGeMh7VoUOKYqyOajTlHZOgMUJdI+odHc/d2R4VipSRzayhjrkVrNZuZ/WdfoqBZkTKRGU0EWH0WGI52g2d5owCQlmk8sYCKZnRWREZaYaHsd1x7BX115HVrVin9Rqd76pXoNFsrDKZzBOfhwCXW4gQY0gcAQHuEZXhzuPDmvztuiNOcse07gj5z3H4gVkDE=</latexit>

r3
<latexit sha1_base64="GjAo/8j9gj4s64K2xWxFvAtwckg=">AAAB6nicbZC7SgNBFIbPxltcjUYtbQZDwCrsJoUpA4JYRjQXSJYwO5lNhszOLnMRwpJHsLFQxFZ8EB/BzrdxcinU+MPAx/+fw5xzwpQzpT3vy8ltbG5t7+R33b39wsFh8ei4rRIjCW2RhCeyG2JFORO0pZnmtJtKiuOQ0044uZznnXsqFUvEnZ6mNIjxSLCIEaytdSsHtUGx5FW8hdA6+CsoNQofpnzlvjcHxc/+MCEmpkITjpXq+V6qgwxLzQinM7dvFE0xmeAR7VkUOKYqyBajzlDZOkMUJdI+odHC/dmR4VipaRzayhjrsfqbzc3/sp7RUT3ImEiNpoIsP4oMRzpB873RkElKNJ9awEQyOysiYywx0fY6rj2C/3fldWhXK36tUr3xS406LJWHUziDc/DhAhpwDU1oAYERPMATPDvceXRenNdlac5Z9ZzALzlv34mZkDI=</latexit>

r4
<latexit sha1_base64="1s84YNff6vGBvktusdma51K0iJM=">AAAB6nicbZDLSsNAFIZPvNZoterSzWApuCpJFeyyIIjLivYCbSiT6aQdOpmEuQgl9BHcuFDErfggPoI738bpZaGtPwx8/P85zDknTDlT2vO+nbX1jc2t7dyOu7uX3z8oHB41VWIkoQ2S8ES2Q6woZ4I2NNOctlNJcRxy2gpHV9O89UClYom41+OUBjEeCBYxgrW17mTvolcoemVvJrQK/gKKtfynKV27H/Ve4avbT4iJqdCEY6U6vpfqIMNSM8LpxO0aRVNMRnhAOxYFjqkKstmoE1SyTh9FibRPaDRzf3dkOFZqHIe2MsZ6qJazqflf1jE6qgYZE6nRVJD5R5HhSCdoujfqM0mJ5mMLmEhmZ0VkiCUm2l7HtUfwl1dehWal7J+XK7d+sVaFuXJwAqdwBj5cQg1uoA4NIDCAR3iGF4c7T86r8zYvXXMWPcfwR877D4sdkDM=</latexit>

mt0
<latexit sha1_base64="vV2hjN8Q0KpIgFzj9KmKcs1yEuc=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpj23Vyi6ZXcOvE68JSnW8p9J6Tr3Xu8Vvrr9iCaSKaCCGNPx3Bj8lGjgVLBprpsYFhM6IgPWsVQRyYyfzo+e4pJV+jiMtC0FeK7+nkiJNGYiA9spCQzNqjcT//M6CYRVP+UqToApulgUJgJDhGcJ4D7XjIKYWEKo5vZWTIdEEwo2p5wNwVt9eZ00K2Xvoly59Yq1Klogi07RGTpHHrpENXSD6qiBKLpHj+gZvThj58l5dd4WrRlnOXOC/sD5+AHRNpUD</latexit>

mt1
<latexit sha1_base64="Tq5h+87TPYC4bRslXjyRtx0bktE=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpj2vVyi6ZXcOvE68JSnW8p9J6Tr3Xu8Vvrr9iCaSKaCCGNPx3Bj8lGjgVLBprpsYFhM6IgPWsVQRyYyfzo+e4pJV+jiMtC0FeK7+nkiJNGYiA9spCQzNqjcT//M6CYRVP+UqToApulgUJgJDhGcJ4D7XjIKYWEKo5vZWTIdEEwo2p5wNwVt9eZ00K2Xvoly59Yq1Klogi07RGTpHHrpENXSD6qiBKLpHj+gZvThj58l5dd4WrRlnOXOC/sD5+AHSupUE</latexit>

mt2
<latexit sha1_base64="swrFIL5+SVyH5doLGPxHJvrD3kM=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpr1Kr1B0y+4ceJ14S1Ks5T+T0nXuvd4rfHX7EU0kU0AFMabjuTH4KdHAqWDTXDcxLCZ0RAasY6kikhk/nR89xSWr9HEYaVsK8Fz9PZESacxEBrZTEhiaVW8m/ud1EgirfspVnABTdLEoTASGCM8SwH2uGQUxsYRQze2tmA6JJhRsTjkbgrf68jppVsreRbly6xVrVbRAFp2iM3SOPHSJaugG1VEDUXSPHtEzenHGzpPz6rwtWjPOcuYE/YHz8QPUPpUF</latexit>

mt3
<latexit sha1_base64="pZrlYg/UySvgK76kpXm8dLapZf0=">AAAB9HicbVDLSgNBEJz1GVejUY9eBkPAU9hNDuYYEMRjBPOAZAmzk0kyZGZ2nekNhiXf4cWDInr0I/wEb/6Nk8dBEwsaiqpuurvCWHADnvftbGxube/sZvbc/YPs4VHu+KRhokRTVqeRiHQrJIYJrlgdOAjWijUjMhSsGY6uZn5zzLThkbqDScwCSQaK9zklYKWgA+wBAFIJ0265m8t7RW8OvE78JclXs59J4dp9r3VzX51eRBPJFFBBjGn7XgxBSjRwKtjU7SSGxYSOyIC1LVVEMhOk86OnuGCVHu5H2pYCPFd/T6REGjORoe2UBIZm1ZuJ/3ntBPqVIOUqToApuljUTwSGCM8SwD2uGQUxsYRQze2tmA6JJhRsTq4NwV99eZ00SkW/XCzd+vlqBS2QQWfoHF0gH12iKrpBNVRHFN2jR/SMXpyx8+S8Om+L1g1nOXOK/sD5+AHVwpUG</latexit>

mt4
<latexit sha1_base64="jwHFvQP0vgnl33MUiiWjXhnvAWs=">AAAB9HicbVDLSgNBEJz1GVejUY9eBkPAU9iNgjkGBPEYwTwgWcLsZJIMmZldZ3qDYcl3ePGgiB79CD/Bm3/j5HHQxIKGoqqb7q4wFtyA5307a+sbm1vbmR13dy+7f5A7PKqbKNGU1WgkIt0MiWGCK1YDDoI1Y82IDAVrhMOrqd8YMW14pO5gHLNAkr7iPU4JWCloA3sAgFTCpHPRyeW9ojcDXiX+guQr2c+kcO2+Vzu5r3Y3oolkCqggxrR8L4YgJRo4FWzithPDYkKHpM9alioimQnS2dETXLBKF/cibUsBnqm/J1IijRnL0HZKAgOz7E3F/7xWAr1ykHIVJ8AUnS/qJQJDhKcJ4C7XjIIYW0Ko5vZWTAdEEwo2J9eG4C+/vErqpaJ/Xizd+vlKGc2RQSfoFJ0hH12iCrpBVVRDFN2jR/SMXpyR8+S8Om/z1jVnMXOM/sD5+AHXRpUH</latexit>

pk =
<latexit sha1_base64="L+yzNO/FKsTHQ3nqtc+rVuXrwc4=">AAAB6nicbZC7SgNBFIbPeo3xFk1pMxgCVmE3FqYRAjaWEc0FkiXMTmaTITOzy8ysEJZ0tjYWitj6LD6AnT6AT+ADOLkUmvjDwMf/n8Occ4KYM21c98NZWV1b39jMbGW3d3b39nMHhw0dJYrQOol4pFoB1pQzSeuGGU5bsaJYBJw2g+HFJG/eUqVZJG/MKKa+wH3JQkawsdZ1PDzv5gpuyZ0KLYM3h0I1X7z7fvv6rHVz751eRBJBpSEca9323Nj4KVaGEU7H2U6iaYzJEPdp26LEgmo/nY46RkXr9FAYKfukQVP3d0eKhdYjEdhKgc1AL2YT87+snZiw4qdMxomhksw+ChOOTIQme6MeU5QYPrKAiWJ2VkQGWGFi7HWy9gje4srL0CiXvNNS+corVCswUwaO4BhOwIMzqMIl1KAOBPpwD4/w5HDnwXl2XmalK868Jw9/5Lz+AB0Zkh0=</latexit>

x
(0)
2<latexit sha1_base64="cKI5FuNtwdByphB//uKeH0CKFmc=">AAAB+3icbVDJSgNBEK2JW4xbjHjy0hiEeAkzQdBjwIvHCGaBJIaeTk/SpGehu0YShvkNj148KOLVk3/hzb+xsxw08UHB470qquq5kRQabfvbyqytb2xuZbdzO7t7+wf5w0JDh7FivM5CGaqWSzWXIuB1FCh5K1Kc+q7kTXd0PfWbD1xpEQZ3OIl416eDQHiCUTRSL1/oIB+j6yXj9D4p2edpr9LLF+2yPQNZJc6CFKvHn48EAGq9/FenH7LY5wEySbVuO3aE3YQqFEzyNNeJNY8oG9EBbxsaUJ/rbjK7PSVnRukTL1SmAiQz9fdEQn2tJ75rOn2KQ73sTcX/vHaM3lU3EUEUIw/YfJEXS4IhmQZB+kJxhnJiCGVKmFsJG1JFGZq4ciYEZ/nlVdKolB277Nw6xeoFzJGFEziFEjhwCVW4gRrUgcEYnuAFXq3UerberPd5a8ZazBzBH1gfP/isldU=</latexit><latexit sha1_base64="lMwwjCvmYflBBqqImgQ3gEc+XyY=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabluzTzKt4ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsCXnQ==</latexit><latexit sha1_base64="lMwwjCvmYflBBqqImgQ3gEc+XyY=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabluzTzKt4ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsCXnQ==</latexit><latexit sha1_base64="5rJ8RWURo6ijevKjxk8kbx038b8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5IUQY8FLx4r2A9oY9hsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5QSK4Bsf5tjY2t7Z3dkt75f2Dw6Nj+6TS0XGqKGvTWMSqFxDNBJesDRwE6yWKkSgQrBtMbud+94kpzWP5ALOEeREZSR5ySsBIvl0ZAJtCEGbT/DGrOZe53/DtqlN3FsDrxC1IFRVo+fbXYBjTNGISqCBa910nAS8jCjgVLC8PUs0SQidkxPqGShIx7WWL23N8YZQhDmNlSgJeqL8nMhJpPYsC0xkRGOtVby7+5/VTCG+8jMskBSbpclGYCgwxngeBh1wxCmJmCKGKm1sxHRNFKJi4yiYEd/XlddJp1F2n7t671eZVEUcJnaFzVEMuukZNdIdaqI0omqJn9IrerNx6sd6tj2XrhlXMnKI/sD5/AJMzlA8=</latexit>

x
(1)
1<latexit sha1_base64="mPChz/hwTfdv7QaTJWwc8RuXEOI=">AAAB+3icbVA9SwNBEJ3zM8avGLGyWQyCNuFWBC0DNpYRTCIk57G32dPFvQ925yThuL9haWOhiK2V/8LOf+MmsdDEBwOP92aYmRekShp03S9nbn5hcWm5tFJeXVvf2KxsVdsmyTQXLZ6oRF8FzAglY9FCiUpcpVqwKFCiE9ydjfzOvdBGJvElDlPhRewmlqHkDK3kV6o9FAMMwnxQXOcH9LDwqV+puXV3DDJL6A+pNXY+HggANP3KZ6+f8CwSMXLFjOlSN0UvZxolV6Io9zIjUsbv2I3oWhqzSBgvH99ekH2r9EmYaFsxkrH6eyJnkTHDKLCdEcNbM+2NxP+8bobhqZfLOM1QxHyyKMwUwYSMgiB9qQVHNbSEcS3trYTfMs042rjKNgQ6/fIsaR/VqVunF7TWOIYJSrALe3AAFE6gAefQhBZwGMAjPMOLUzhPzqvzNmmdc35mtuEPnPdv+LCV1Q==</latexit><latexit sha1_base64="IkxzoYLn+FFDxevUbseNOWwdsyQ=">AAAB+3icbVC7SgNBFJ2Nrxhfa8TKZjEKsQk7ImgZsLGMYB6QrMvsZDYZMvtg5q4kLPsbljYWitha+QlW2vk3Th6FJh64cDjnXu69x4sFV2Db30ZuaXlldS2/XtjY3NreMXeLDRUlkrI6jUQkWx5RTPCQ1YGDYK1YMhJ4gjW9weXYb94xqXgU3sAoZk5AeiH3OSWgJdcsdoANwfPTYXablvFJ5mLXLNkVewJrkeAZKVX33+/LH59HNdf86nQjmgQsBCqIUm1sx+CkRAKngmWFTqJYTOiA9Fhb05AETDnp5PbMOtZK1/IjqSsEa6L+nkhJoNQo8HRnQKCv5r2x+J/XTsC/cFIexgmwkE4X+YmwILLGQVhdLhkFMdKEUMn1rRbtE0ko6LgKOgQ8//IiaZxWsF3B17hUPUNT5NEBOkRlhNE5qqIrVEN1RNEQPaAn9GxkxqPxYrxOW3PGbGYP/YHx9gNaxJed</latexit><latexit sha1_base64="IkxzoYLn+FFDxevUbseNOWwdsyQ=">AAAB+3icbVC7SgNBFJ2Nrxhfa8TKZjEKsQk7ImgZsLGMYB6QrMvsZDYZMvtg5q4kLPsbljYWitha+QlW2vk3Th6FJh64cDjnXu69x4sFV2Db30ZuaXlldS2/XtjY3NreMXeLDRUlkrI6jUQkWx5RTPCQ1YGDYK1YMhJ4gjW9weXYb94xqXgU3sAoZk5AeiH3OSWgJdcsdoANwfPTYXablvFJ5mLXLNkVewJrkeAZKVX33+/LH59HNdf86nQjmgQsBCqIUm1sx+CkRAKngmWFTqJYTOiA9Fhb05AETDnp5PbMOtZK1/IjqSsEa6L+nkhJoNQo8HRnQKCv5r2x+J/XTsC/cFIexgmwkE4X+YmwILLGQVhdLhkFMdKEUMn1rRbtE0ko6LgKOgQ8//IiaZxWsF3B17hUPUNT5NEBOkRlhNE5qqIrVEN1RNEQPaAn9GxkxqPxYrxOW3PGbGYP/YHx9gNaxJed</latexit><latexit sha1_base64="obje1toLolgD81rJUjZLA0BAim4=">AAAB+3icbVDLSgNBEJyNrxhfazx6GQxCvIQdEfQY8OIxgnlAsi6zk9lkyOyDmV5JWPZXvHhQxKs/4s2/cZLsQRMLGoqqbrq7/EQKDY7zbZU2Nre2d8q7lb39g8Mj+7ja0XGqGG+zWMaq51PNpYh4GwRI3ksUp6Evedef3M797hNXWsTRA8wS7oZ0FIlAMApG8uzqAPgU/CCb5o9ZnVzkHvHsmtNwFsDrhBSkhgq0PPtrMIxZGvIImKRa94mTgJtRBYJJnlcGqeYJZRM64n1DIxpy7WaL23N8bpQhDmJlKgK8UH9PZDTUehb6pjOkMNar3lz8z+unENy4mYiSFHjElouCVGKI8TwIPBSKM5AzQyhTwtyK2ZgqysDEVTEhkNWX10nnskGcBrknteZVEUcZnaIzVEcEXaMmukMt1EYMTdEzekVvVm69WO/Wx7K1ZBUzJ+gPrM8fkzeUDw==</latexit>

x
(2)
0

<latexit sha1_base64="wDxZ+DAtOluwcg9BPLsdbOM5F/E=">AAAB+3icbVDJSgNBEK2JW4xbjHjy0hiEeAkzQdBjwIvHCGaBJIaeTk/SpGehu0YShvkNj148KOLVk3/hzb+xsxw08UHB470qquq5kRQabfvbyqytb2xuZbdzO7t7+wf5w0JDh7FivM5CGaqWSzWXIuB1FCh5K1Kc+q7kTXd0PfWbD1xpEQZ3OIl416eDQHiCUTRSL1/oIB+j6yXj9D4pVc7Tnt3LF+2yPQNZJc6CFKvHn48EAGq9/FenH7LY5wEySbVuO3aE3YQqFEzyNNeJNY8oG9EBbxsaUJ/rbjK7PSVnRukTL1SmAiQz9fdEQn2tJ75rOn2KQ73sTcX/vHaM3lU3EUEUIw/YfJEXS4IhmQZB+kJxhnJiCGVKmFsJG1JFGZq4ciYEZ/nlVdKolB277Nw6xeoFzJGFEziFEjhwCVW4gRrUgcEYnuAFXq3UerberPd5a8ZazBzBH1gfP/i0ldU=</latexit><latexit sha1_base64="mR+ylhANtdASwzMdHYh8jET1rZU=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabliqnmWd7ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsiXnQ==</latexit><latexit sha1_base64="mR+ylhANtdASwzMdHYh8jET1rZU=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabliqnmWd7ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsiXnQ==</latexit><latexit sha1_base64="aTIIkGc+QNbvzRV2zRi7CmcDMBg=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5IUQY8FLx4r2A9oY9hsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5QSK4Bsf5tjY2t7Z3dkt75f2Dw6Nj+6TS0XGqKGvTWMSqFxDNBJesDRwE6yWKkSgQrBtMbud+94kpzWP5ALOEeREZSR5ySsBIvl0ZAJtCEGbT/DGrNS5z3/HtqlN3FsDrxC1IFRVo+fbXYBjTNGISqCBa910nAS8jCjgVLC8PUs0SQidkxPqGShIx7WWL23N8YZQhDmNlSgJeqL8nMhJpPYsC0xkRGOtVby7+5/VTCG+8jMskBSbpclGYCgwxngeBh1wxCmJmCKGKm1sxHRNFKJi4yiYEd/XlddJp1F2n7t671eZVEUcJnaFzVEMuukZNdIdaqI0omqJn9IrerNx6sd6tj2XrhlXMnKI/sD5/AJM7lA8=</latexit>

x
(3)
3

<latexit sha1_base64="r4q88mX8nrtnwMyC8YvnbfUJDiY=">AAAB+3icbVDJSgNBEK1xjXGLEU9eGoMQL2HGCHoMePEYwSyQxNDT6Uma9Cx010jCML/h0YsHRbx68i+8+Td2loMmPih4vFdFVT03kkKjbX9bK6tr6xubma3s9s7u3n7uIF/XYawYr7FQhqrpUs2lCHgNBUrejBSnvit5wx1eT/zGA1dahMEdjiPe8Wk/EJ5gFI3UzeXbyEfoeskovU+K5bO0W+7mCnbJnoIsE2dOCpWjz0cCANVu7qvdC1ns8wCZpFq3HDvCTkIVCiZ5mm3HmkeUDWmftwwNqM91J5nenpJTo/SIFypTAZKp+nsiob7WY981nT7FgV70JuJ/XitG76qTiCCKkQdstsiLJcGQTIIgPaE4Qzk2hDIlzK2EDaiiDE1cWROCs/jyMqmflxy75Nw6hcoFzJCBYziBIjhwCRW4gSrUgMEInuAFXq3UerberPdZ64o1nzmEP7A+fgD+yJXZ</latexit><latexit sha1_base64="mIvh//xaD0xe2YH5LULvfl+u/UE=">AAAB+3icbVDLSsNAFJ3UV62vWHHlJliFuimJFXRZcOOygn1AW8NkOmmHTiZh5kZaQn7DpRsXirh15Se40p1/4/Sx0NYDFw7n3Mu993gRZwps+9vILC2vrK5l13Mbm1vbO+Zuvq7CWBJaIyEPZdPDinImaA0YcNqMJMWBx2nDG1yO/cYdlYqF4gZGEe0EuCeYzwgGLblmvg10CJ6fDNPbpFg+Sd2yaxbskj2BtUicGSlU9t/vix+fR1XX/Gp3QxIHVADhWKmWY0fQSbAERjhNc+1Y0QiTAe7RlqYCB1R1ksntqXWsla7lh1KXAGui/p5IcKDUKPB0Z4Chr+a9sfif14rBv+gkTEQxUEGmi/yYWxBa4yCsLpOUAB9pgolk+laL9LHEBHRcOR2CM//yIqmflhy75Fw7hcoZmiKLDtAhKiIHnaMKukJVVEMEDdEDekLPRmo8Gi/G67Q1Y8xm9tAfGG8/YNyXoQ==</latexit><latexit sha1_base64="mIvh//xaD0xe2YH5LULvfl+u/UE=">AAAB+3icbVDLSsNAFJ3UV62vWHHlJliFuimJFXRZcOOygn1AW8NkOmmHTiZh5kZaQn7DpRsXirh15Se40p1/4/Sx0NYDFw7n3Mu993gRZwps+9vILC2vrK5l13Mbm1vbO+Zuvq7CWBJaIyEPZdPDinImaA0YcNqMJMWBx2nDG1yO/cYdlYqF4gZGEe0EuCeYzwgGLblmvg10CJ6fDNPbpFg+Sd2yaxbskj2BtUicGSlU9t/vix+fR1XX/Gp3QxIHVADhWKmWY0fQSbAERjhNc+1Y0QiTAe7RlqYCB1R1ksntqXWsla7lh1KXAGui/p5IcKDUKPB0Z4Chr+a9sfif14rBv+gkTEQxUEGmi/yYWxBa4yCsLpOUAB9pgolk+laL9LHEBHRcOR2CM//yIqmflhy75Fw7hcoZmiKLDtAhKiIHnaMKukJVVEMEDdEDekLPRmo8Gi/G67Q1Y8xm9tAfGG8/YNyXoQ==</latexit><latexit sha1_base64="Xe5NIHAr0UFvmPvrEiq2ptfO4QM=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSxCvZTECnosePFYwX5AG8tmu2mXbjZhdyItIX/FiwdFvPpHvPlv3LY5aOuDgcd7M8zM82PBNTjOt1XY2Nza3inulvb2Dw6P7ONyW0eJoqxFIxGprk80E1yyFnAQrBsrRkJfsI4/uZ37nSemNI/kA8xi5oVkJHnAKQEjDexyH9gU/CCdZo9ptX6RDeoDu+LUnAXwOnFzUkE5mgP7qz+MaBIyCVQQrXuuE4OXEgWcCpaV+olmMaETMmI9QyUJmfbSxe0ZPjfKEAeRMiUBL9TfEykJtZ6FvukMCYz1qjcX//N6CQQ3XsplnACTdLkoSASGCM+DwEOuGAUxM4RQxc2tmI6JIhRMXCUTgrv68jppX9Zcp+beu5XGVR5HEZ2iM1RFLrpGDXSHmqiFKJqiZ/SK3qzMerHerY9la8HKZ07QH1ifP5lPlBM=</latexit>

prf(sk, ·) :
<latexit sha1_base64="Kp4uCFHCigFWMH3ZdtpofrGGQQ4=">AAACAHicbVDJSgNBEK2JW4zbqAcFL4NBiCBhxovBU8CLxwhmgUwIPZ2epEnPQneNGIe5+CtePCji1c/wJvgxdpaDJj4oeLxXRVU9LxZcoW1/Gbml5ZXVtfx6YWNza3vH3N1rqCiRlNVpJCLZ8ohigoesjhwFa8WSkcATrOkNr8Z+845JxaPwFkcx6wSkH3KfU4Ja6poHLrJ7VH4aSz8rqeGZS3sRnl52zaJdtiewFokzI8Xq4cM3aNS65qfbi2gSsBCpIEq1HTvGTkokcipYVnATxWJCh6TP2pqGJGCqk04eyKwTrfQsP5K6QrQm6u+JlARKjQJPdwYEB2reG4v/ee0E/Uon5WGcIAvpdJGfCAsja5yG1eOSURQjTQiVXN9q0QGRhKLOrKBDcOZfXiSN87Jjl50bp1itwBR5OIJjKIEDF1CFa6hBHShk8AQv8Go8Gs/Gm/E+bc0Zs5l9+APj4wfjKJgH</latexit><latexit sha1_base64="aRF2T8S+tA/T2MtWO5RfMUy8WWs=">AAACAHicbVDLSsNAFJ3UV1tfURcKboJFqCAlcWNxVXTjsoJ9QBPKZDJph04ezNyINQTEX3HjQhFd+hnuBD/G6WOhrQcuHM65l3vvcWPOJJjml5ZbWFxaXskXiqtr6xub+tZ2U0aJILRBIh6Jtosl5SykDWDAaTsWFAcupy13cDHyWzdUSBaF1zCMqRPgXsh8RjAoqavv2kBvQfppLPysLAfHNvEiODrr6iWzYo5hzBNrSkq1vbvvwv37eb2rf9peRJKAhkA4lrJjmTE4KRbACKdZ0U4kjTEZ4B7tKBrigEonHT+QGYdK8Qw/EqpCMMbq74kUB1IOA1d1Bhj6ctYbif95nQT8qpOyME6AhmSyyE+4AZExSsPwmKAE+FARTARTtxqkjwUmoDIrqhCs2ZfnSfOkYpkV68oq1apogjzaRweojCx0imroEtVRAxGUoUf0jF60B+1Je9XeJq05bTqzg/5A+/gB4JSZhA==</latexit><latexit sha1_base64="aRF2T8S+tA/T2MtWO5RfMUy8WWs=">AAACAHicbVDLSsNAFJ3UV1tfURcKboJFqCAlcWNxVXTjsoJ9QBPKZDJph04ezNyINQTEX3HjQhFd+hnuBD/G6WOhrQcuHM65l3vvcWPOJJjml5ZbWFxaXskXiqtr6xub+tZ2U0aJILRBIh6Jtosl5SykDWDAaTsWFAcupy13cDHyWzdUSBaF1zCMqRPgXsh8RjAoqavv2kBvQfppLPysLAfHNvEiODrr6iWzYo5hzBNrSkq1vbvvwv37eb2rf9peRJKAhkA4lrJjmTE4KRbACKdZ0U4kjTEZ4B7tKBrigEonHT+QGYdK8Qw/EqpCMMbq74kUB1IOA1d1Bhj6ctYbif95nQT8qpOyME6AhmSyyE+4AZExSsPwmKAE+FARTARTtxqkjwUmoDIrqhCs2ZfnSfOkYpkV68oq1apogjzaRweojCx0imroEtVRAxGUoUf0jF60B+1Je9XeJq05bTqzg/5A+/gB4JSZhA==</latexit><latexit sha1_base64="z3JOQoNM6FtFgrjSIXyyWgtYsiw=">AAACAHicbVBNS8NAEN3Ur1q/oh48eFksQgUpiReLp4IXjxVsLTShbDabdulmE3YnYgm9+Fe8eFDEqz/Dm//GbZuDtj4YeLw3w8y8IBVcg+N8W6WV1bX1jfJmZWt7Z3fP3j/o6CRTlLVpIhLVDYhmgkvWBg6CdVPFSBwIdh+Mrqf+/QNTmifyDsYp82MykDzilICR+vaRB+wRdJSnKprU9Ojco2ECZ1d9u+rUnRnwMnELUkUFWn37ywsTmsVMAhVE657rpODnRAGngk0qXqZZSuiIDFjPUElipv189sAEnxolxFGiTEnAM/X3RE5ircdxYDpjAkO96E3F/7xeBlHDz7lMM2CSzhdFmcCQ4GkaOOSKURBjQwhV3NyK6ZAoQsFkVjEhuIsvL5PORd116u6tW202ijjK6BidoBpy0SVqohvUQm1E0QQ9o1f0Zj1ZL9a79TFvLVnFzCH6A+vzB54illk=</latexit>

x
(0)
0

<latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit>

x
(0)
1

<latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit>

x
(0)
3

<latexit sha1_base64="NUDjfej4DmVHpLKBFlJugwmcyVA=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0oJzMmqfte28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHYbn0c=</latexit><latexit sha1_base64="tbHQmME0f3JYbkWslzqRPkpvgIo=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnmT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9QoQ8=</latexit><latexit sha1_base64="tbHQmME0f3JYbkWslzqRPkpvgIo=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnmT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9QoQ8=</latexit><latexit sha1_base64="mIXbusuhyF7RqXYqalF8n0JnJJY=">AAACEXicbVDLSsNAFJ3UV62vWJduBotQNyVRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Asv6Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8bp1N3QvXrFkNaw68SuyC1FCBlmt+D/yYpiGLgAqiVN+2EnByIoFTwaaVQapYQuiYDFlf04iETDn5/PYpPtWKj4NY6ooAz9XfEzkJlcpCT3eGBEZq2ZuJ/3oKQiIz6S/th+DayXmUpMAiulgfpAJDjGfxYJ9LRkFkmhAquf4A0xGRhIIOsaKjsZeDWCWd84ZtNew7u9a8LEIqo2N0gurIRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+mPnYE=</latexit>

x
(1)
0

<latexit sha1_base64="/JWU+4wErRpmTByGZBXYBfyVU9Y=">AAACEXicbVDJSgNBEK2JW4zbGPHkpTEI8RJmRNBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9bxYCo2O82VlVlbX1jeym7mt7Z3dPXs/X9NRohivskhGquFRzaUIeRUFSt6IFaeBJ3ndG1xN/Po9V1pE4S2OYt4OaC8UvmAUjdSx8y3kQ/T8dDi+S4vu6bjjdOyCU3KmIMvEnZNC+fDtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB/nWonmMWUD2uNNQ0MacN1Op7ePyYlRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsScicZdDGKZ1M5KrlNyb9xC+RxmyMIRHEMRXLiAMlxDBarAYAhP8Awv1oP1ar1bH7PWjDWfOYA/sD5/AHLrn0U=</latexit><latexit sha1_base64="3rttvzBPCvT0ylkoIrMOUa1PjdU=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyURQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfIXg0q3+grgRt1259A/8DKePhbYeuHA4517uvceNOZNgml/a0vLK6tp6YaO4ubW9s6vvlZoySgShDRLxSLRdLClnIW0AA07bsaA4cDltuYOrsd+6p0KyKLyFNKZ2gHsh8xnBoCRHL3WBDsH1s2F+l1Ws09wxHb1sVs0JjEVizUi5dvD2WBl9Htcd/bvrRSQJaAiEYyk7lhmDnWEBjHCaF7uJpDEmA9yjHUVDHFBpZ5Pbc+NEKZ7hR0JVCMZE/T2R4UDKNHBVZ4ChL+e9sfivJyHAIhXe3H7wL+2MhXECNCTT9X7CDYiMcTyGxwQlwFNFMBFMfWCQPhaYgAqxqKKx5oNYJM2zqmVWrRurXDtHUxTQITpCFWShC1RD16iOGoigIXpCz+hFe9BetXftY9q6pM1m9tEfaKMf/CChDQ==</latexit><latexit sha1_base64="3rttvzBPCvT0ylkoIrMOUa1PjdU=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyURQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfIXg0q3+grgRt1259A/8DKePhbYeuHA4517uvceNOZNgml/a0vLK6tp6YaO4ubW9s6vvlZoySgShDRLxSLRdLClnIW0AA07bsaA4cDltuYOrsd+6p0KyKLyFNKZ2gHsh8xnBoCRHL3WBDsH1s2F+l1Ws09wxHb1sVs0JjEVizUi5dvD2WBl9Htcd/bvrRSQJaAiEYyk7lhmDnWEBjHCaF7uJpDEmA9yjHUVDHFBpZ5Pbc+NEKZ7hR0JVCMZE/T2R4UDKNHBVZ4ChL+e9sfivJyHAIhXe3H7wL+2MhXECNCTT9X7CDYiMcTyGxwQlwFNFMBFMfWCQPhaYgAqxqKKx5oNYJM2zqmVWrRurXDtHUxTQITpCFWShC1RD16iOGoigIXpCz+hFe9BetXftY9q6pM1m9tEfaKMf/CChDQ==</latexit><latexit sha1_base64="r0JqNGpgIiXPltTo5pMqqzzHtnc=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1UxIRdFlw47KCfUAbw2QyaYfOJGHmRhpCvsK9W/0Fd+LWL/AP/AynbRbaeuDC4Zx7ufceP+FMgW1/GWvrG5tb25Wd6u7e/sGheVTrqjiVhHZIzGPZ97GinEW0Aww47SeSYuFz2vMnNzO/90ilYnF0D1lCXYFHEQsZwaAlz6wNgU7BD/Np8ZA3nPPCsz2zbjftOaxV4pSkjkq0PfN7GMQkFTQCwrFSA8dOwM2xBEY4LarDVNEEkwke0YGmERZUufn89sI600pghbHUFYE1V39P5FgolQlfdwoMY7XszcR/PQUCy0wGS/shvHZzFiUp0Igs1ocptyC2ZvFYAZOUAM80wUQy/YFFxlhiAjrEqo7GWQ5ilXQvmo7ddO6ceuuyDKmCTtApaiAHXaEWukVt1EEETdEzekGvxpPxZrwbH4vWNaOcOUZ/YHz+AOZfnX8=</latexit>

x
(1)
2<latexit sha1_base64="uJ9DwsLJQe7aCzWIi26NYbXnJHU=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpQX3bNwpdey8U3SmIMvEnZN8+ejtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB9nW4nmMWUD2uNNQ0MacN1Op7ePyalRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsSsicZdDGKZ1EpF1ym6N26+fA4zZOAYTqAALlxAGa6hAlVgMIQneIYX68F6td6tj1nrijWfOYQ/sD5/AHYfn0c=</latexit><latexit sha1_base64="NVFN/vm8pAr+tKUuPYhKy658ri0=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2nZOsvsqq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9UoQ8=</latexit><latexit sha1_base64="NVFN/vm8pAr+tKUuPYhKy658ri0=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2nZOsvsqq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9UoQ8=</latexit><latexit sha1_base64="XPjqhnwp2DyVFqDbGHTmPR0xS7s=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0MUwmk3boTBJmbqQh9Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8RPOFNj2l1Ha2Nza3invVvb2Dw6PzONqV8WpJLRDYh7Lvo8V5SyiHWDAaT+RFAuf054/uZn7vUcqFYuje8gS6go8iljICAYteWZ1CHQKfphPZw953bmYeU3PrNkNewFrnTgFqaECbc/8HgYxSQWNgHCs1MCxE3BzLIERTmeVYapogskEj+hA0wgLqtx8cfvMOtdKYIWx1BWBtVB/T+RYKJUJX3cKDGO16s3Ffz0FAstMBiv7Ibx2cxYlKdCILNeHKbcgtubxWAGTlADPNMFEMv2BRcZYYgI6xIqOxlkNYp10mw3Hbjh3Tq11WYRURqfoDNWRg65QC92iNuoggqboGb2gV+PJeDPejY9la8koZk7QHxifP+mTnYE=</latexit>

x
(1)
3

<latexit sha1_base64="z7qgnPb7AU05b6pW337tKiz+m20=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0oJ7Mmqfte28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHe5n0g=</latexit><latexit sha1_base64="Z+zCjUyV/oQq/3xjMLVI2qISjOg=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnWT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwD9oRA=</latexit><latexit sha1_base64="Z+zCjUyV/oQq/3xjMLVI2qISjOg=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnWT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwD9oRA=</latexit><latexit sha1_base64="j6mNJhg2cDeddYZxR3N66z+i7ao=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Atv+Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8js+m7oVr1uyGPYe1SnBBaqhAyzW/B35M05BFQAVRqo/tBJycSOBUsGllkCqWEDomQ9bXNCIhU04+v31qnWrFt4JY6orAmqu/J3ISKpWFnu4MCYzUsjcT//UUhERm0l/aD8G1k/MoSYFFdLE+SIUFsTWLx/K5ZBREpgmhkusPLDoiklDQIVZ0NHg5iFXSOW9gu4HvcK15WYRURsfoBNURRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+stnYI=</latexit>

x
(2)
1<latexit sha1_base64="PLRlfMYINAnsxhsby4WpjRR9n48=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpYXS2bjjduy8U3SmIMvEnZN8+ejtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB9nW4nmMWUD2uNNQ0MacN1Op7ePyalRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsSsicZdDGKZ1EpF1ym6N26+fA4zZOAYTqAALlxAGa6hAlVgMIQneIYX68F6td6tj1nrijWfOYQ/sD5/AHYjn0c=</latexit><latexit sha1_base64="NdumWmurGwKl0Oq/Mbb1hP2ZgFY=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZlq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9YoQ8=</latexit><latexit sha1_base64="NdumWmurGwKl0Oq/Mbb1hP2ZgFY=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZlq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9YoQ8=</latexit><latexit sha1_base64="p3noEG//BvC6deZdG8WSVWk5IWI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0MUwmk3boTBJmbqQh9Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8RPOFNj2l1Ha2Nza3invVvb2Dw6PzONqV8WpJLRDYh7Lvo8V5SyiHWDAaT+RFAuf054/uZn7vUcqFYuje8gS6go8iljICAYteWZ1CHQKfphPZw95vXkx8xzPrNkNewFrnTgFqaECbc/8HgYxSQWNgHCs1MCxE3BzLIERTmeVYapogskEj+hA0wgLqtx8cfvMOtdKYIWx1BWBtVB/T+RYKJUJX3cKDGO16s3Ffz0FAstMBiv7Ibx2cxYlKdCILNeHKbcgtubxWAGTlADPNMFEMv2BRcZYYgI6xIqOxlkNYp10mw3Hbjh3Tq11WYRURqfoDNWRg65QC92iNuoggqboGb2gV+PJeDPejY9la8koZk7QHxifP+mXnYE=</latexit>

x
(2)
2<latexit sha1_base64="x05fIj6EZE3WYu2VPnK13X57q3c=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpYXS2bhT6th5p+hMQZaJOyf58tHbIwGASsf+bnUjlgQ8RCap1k3XibGdUoWCST7OthLNY8oGtMebhoY04LqdTm8fk1OjdIkfKVMhkqn6eyKlgdajwDOdAcW+XvQm4r+exoCqkeou7Ef/sp2KME6Qh2y23k8kwYhM4iFdoThDOTKEMiXMB4T1qaIMTYhZE427GMQyqZWKrlN0b9x8+RxmyMAxnEABXLiAMlxDBarAYAhP8Awv1oP1ar1bH7PWFWs+cwh/YH3+AHe9n0g=</latexit><latexit sha1_base64="wlWEKFMheGitEyUvJYwN/bqvCfs=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZVVsvmRVzCmOZWHNSqh2+PZbHnyd1W//uuiGJfRoA4VjKjmVG0EuxAEY4zQrdWNIIkyHu046iAfap7KXT2zPjVCmu4YVCVQDGVP09kWJfysR3VKePYSAXvYn4ryfBxyIR7sJ+8C57KQuiGGhAZuu9mBsQGpN4DJcJSoAnimAimPrAIAMsMAEVYkFFYy0GsUya1YplVqwbq1Q7RzPk0RE6RmVkoQtUQ9eojhqIoBF6Qs/oRXvQXrV37WPWmtPmMwfoD7TxDwEBoRA=</latexit><latexit sha1_base64="wlWEKFMheGitEyUvJYwN/bqvCfs=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZVVsvmRVzCmOZWHNSqh2+PZbHnyd1W//uuiGJfRoA4VjKjmVG0EuxAEY4zQrdWNIIkyHu046iAfap7KXT2zPjVCmu4YVCVQDGVP09kWJfysR3VKePYSAXvYn4ryfBxyIR7sJ+8C57KQuiGGhAZuu9mBsQGpN4DJcJSoAnimAimPrAIAMsMAEVYkFFYy0GsUya1YplVqwbq1Q7RzPk0RE6RmVkoQtUQ9eojhqIoBF6Qs/oRXvQXrV37WPWmtPmMwfoD7TxDwEBoRA=</latexit><latexit sha1_base64="MrEWs7uVul/lKkiNzmYfT6N/+XI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9ZvXmRu03XrNkNewFrnTgFqaECbdf8HvoRSQQNgXCs1MCxYxhlWAIjnOaVYaJojMkUj+lA0xALqkbZ4vbcOteKbwWR1BWCtVB/T2RYKJUKT3cKDBO16s3Ffz0FAstU+iv7IbgeZSyME6AhWa4PEm5BZM3jsXwmKQGeaoKJZPoDi0ywxAR0iBUdjbMaxDrpNhuO3XDunFrrsgipjE7RGaojB12hFrpFbdRBBM3QM3pBr8aT8Wa8Gx/L1pJRzJygPzA+fwDrMZ2C</latexit>

x
(2)
3

<latexit sha1_base64="DgxnltAfLKfc9AOYU1uaZwzd0Q4=">AAACEXicbVDJSgNBEK2JW4xbjHjy0hiEeAkzUdBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9dxICo22/WWlVlbX1jfSm5mt7Z3dvex+rqbDWDFeZaEMVcOlmksR8CoKlLwRKU59V/K6O7ia+PV7rrQIg1scRbzt014gPMEoGqmTzbWQD9H1kuH4LimUTseds042bxftKcgyceYkXz58eyQAUOlkv1vdkMU+D5BJqnXTsSNsJ1ShYJKPM61Y84iyAe3xpqEB9bluJ9Pbx+TEKF3ihcpUgGSq/p5IqK/1yHdNp0+xrxe9ifivp9GnaqS6C/vRu2wnIohi5AGbrfdiSTAkk3hIVyjOUI4MoUwJ8wFhfaooQxNixkTjLAaxTGqlomMXnRsnXz6HGdJwBMdQAAcuoAzXUIEqMBjCEzzDi/VgvVrv1sesNWXNZw7gD6zPH3lXn0k=</latexit><latexit sha1_base64="bQFRcZIYLxwvjvi0qi6PRODJMEo=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVqqnGb2ma0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKboRE=</latexit><latexit sha1_base64="bQFRcZIYLxwvjvi0qi6PRODJMEo=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVqqnGb2ma0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKboRE=</latexit><latexit sha1_base64="dxtmUkGByE8M7Jy0O3ubNyW0lI8=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1U5Iq6LLgxmUF+4A2hslk0g6dScLMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89fsKZAtv+MtbWNza3tks75d29/YND86jSUXEqCW2TmMey52NFOYtoGxhw2kskxcLntOuPb2Z+95FKxeLoHrKEugIPIxYygkFLnlkZAJ2AH+aT6UNea5xPvQvPrNp1ew5rlTgFqaICLc/8HgQxSQWNgHCsVN+xE3BzLIERTqflQapogskYD2lf0wgLqtx8fvvUOtNKYIWx1BWBNVd/T+RYKJUJX3cKDCO17M3Efz0FAstMBkv7Ibx2cxYlKdCILNaHKbcgtmbxWAGTlADPNMFEMv2BRUZYYgI6xLKOxlkOYpV0GnXHrjt3TrV5WYRUQifoFNWQg65QE92iFmojgiboGb2gV+PJeDPejY9F65pRzByjPzA+fwDsy52D</latexit>

x
(3)
0

<latexit sha1_base64="oVcpfhnVe1DnJbiSWlJIhehr8ow=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0sLZyajttO28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHYnn0c=</latexit><latexit sha1_base64="csZG3kJwOewLfsaRA2iPD0Vd9ag=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZpq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9coQ8=</latexit><latexit sha1_base64="csZG3kJwOewLfsaRA2iPD0Vd9ag=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZpq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9coQ8=</latexit><latexit sha1_base64="R9jYZibmjSukyFIQKndwrSxpty4=">AAACEXicbVDLSsNAFJ3UV62vWJduBotQNyVRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Asv6Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8fnE2dS3XrFkNaw68SuyC1FCBlmt+D/yYpiGLgAqiVN+2EnByIoFTwaaVQapYQuiYDFlf04iETDn5/PYpPtWKj4NY6ooAz9XfEzkJlcpCT3eGBEZq2ZuJ/3oKQiIz6S/th+DayXmUpMAiulgfpAJDjGfxYJ9LRkFkmhAquf4A0xGRhIIOsaKjsZeDWCWd84ZtNew7u9a8LEIqo2N0gurIRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+mbnYE=</latexit>

x
(3)
1<latexit sha1_base64="bBENUEwisfvXZf9UMemewVju8NI=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0sLZyajttu28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHfBn0g=</latexit><latexit sha1_base64="rKkxUHhTWnnf3tGOwKH/aBdbJ3I=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZlq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwEFoRA=</latexit><latexit sha1_base64="rKkxUHhTWnnf3tGOwKH/aBdbJ3I=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZlq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwEFoRA=</latexit><latexit sha1_base64="Vx1midxfaMjuyTtqP9XisZniYtI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Atv+Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8fnE2dbFr1uyGPYe1SnBBaqhAyzW/B35M05BFQAVRqo/tBJycSOBUsGllkCqWEDomQ9bXNCIhU04+v31qnWrFt4JY6orAmqu/J3ISKpWFnu4MCYzUsjcT//UUhERm0l/aD8G1k/MoSYFFdLE+SIUFsTWLx/K5ZBREpgmhkusPLDoiklDQIVZ0NHg5iFXSOW9gu4HvcK15WYRURsfoBNURRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+s1nYI=</latexit>

x
(3)
2<latexit sha1_base64="5wZgsmms0IrqeF7p/ttlKuKkuhk=">AAACEXicbVDJSgNBEK2JW4xbjHjy0hiEeAkzUdBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9dxICo22/WWlVlbX1jfSm5mt7Z3dvex+rqbDWDFeZaEMVcOlmksR8CoKlLwRKU59V/K6O7ia+PV7rrQIg1scRbzt014gPMEoGqmTzbWQD9H1kuH4LimcnY47pU42bxftKcgyceYkXz58eyQAUOlkv1vdkMU+D5BJqnXTsSNsJ1ShYJKPM61Y84iyAe3xpqEB9bluJ9Pbx+TEKF3ihcpUgGSq/p5IqK/1yHdNp0+xrxe9ifivp9GnaqS6C/vRu2wnIohi5AGbrfdiSTAkk3hIVyjOUI4MoUwJ8wFhfaooQxNixkTjLAaxTGqlomMXnRsnXz6HGdJwBMdQAAcuoAzXUIEqMBjCEzzDi/VgvVrv1sesNWXNZw7gD6zPH3lbn0k=</latexit><latexit sha1_base64="CMVNJCqhqWwK/mVEzYo4A3Gk5PM=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVo6O83siq0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKfoRE=</latexit><latexit sha1_base64="CMVNJCqhqWwK/mVEzYo4A3Gk5PM=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVo6O83siq0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKfoRE=</latexit><latexit sha1_base64="HeNQQ9UHqjOdHJ4rhWfmIZmAMfc=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1U5Iq6LLgxmUF+4A2hslk0g6dScLMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89fsKZAtv+MtbWNza3tks75d29/YND86jSUXEqCW2TmMey52NFOYtoGxhw2kskxcLntOuPb2Z+95FKxeLoHrKEugIPIxYygkFLnlkZAJ2AH+aT6UNeuzifeg3PrNp1ew5rlTgFqaICLc/8HgQxSQWNgHCsVN+xE3BzLIERTqflQapogskYD2lf0wgLqtx8fvvUOtNKYIWx1BWBNVd/T+RYKJUJX3cKDCO17M3Efz0FAstMBkv7Ibx2cxYlKdCILNaHKbcgtmbxWAGTlADPNMFEMv2BRUZYYgI6xLKOxlkOYpV0GnXHrjt3TrV5WYRUQifoFNWQg65QE92iFmojgiboGb2gV+PJeDPejY9F65pRzByjPzA+fwDsz52D</latexit>

Hash value = 10 01 00 11 = 2 1 0 3
<latexit sha1_base64="rX3lAIqj3FW75pdH3fyHC1DhEg8="></latexit><latexit sha1_base64="oJiwvABy2us77/7Qqnx5O/KPFXI="></latexit><latexit sha1_base64="oJiwvABy2us77/7Qqnx5O/KPFXI="></latexit><latexit sha1_base64="MvnB+pXhzX3x5QSDaTnRrgMuDJ8="></latexit>

Figure 3: M-FORS Partial Verification using mt1 (with k = 4 and d = 2)

Our more efficient strategy for implementing πG is: in MPCitH, rather than
repeating t times an MPC procedure in which the M-FORS signatures are fully
verified, we run t′ ≥ k MPC procedures in which the M-FORS signatures are
partially verified, one block in each run (see the example of partial verification in
Figure 3). More precisely, we extend the M-FORS with the following algorithms:

• partial-sig(σ,MD, i,mp): to extract a partial signature of the i-th block of

MD from a full signature σ = {(x0,authpath
(0)), · · · , (xk−1,authpath

(k−1))}.
The Merkle tree mtk can be recomputed from σ. The partial signature is
∂σ,i = (xi,authpath

(i),authpath(k,i)) where (xi,authpath
(i)) is a copy of

the i-th pair in σ, and authpath(k,i) is the authentication path of ri (the
root of the i-th Merkle tree) in mtk.

• partial-rec(∂σ,i, pi, i,mp): This algorithm recovers the public key from ∂σ,i
and pi. Given ∂σ,i = (x,authpath,authpath′), first compute the Merkle
tree root r1 from (x,authpath, pi), then compute the Merkle tree root r2
from (r1,authpath

′, i). Output r2.

With partial-rec, only one path is used to recover the M-FORS public key instead
of k paths.

The MPC procedure for proving the v-th block in πG is shown in MPCitH
3. The signer needs to use partial signatures in the MPC. Recall that in the
group signing key gsku, a list S = {σh, · · · ,σ0} of h+ 1 signatures are stored,
one for each layer in the hyper-tree of F-SPHINCS+. The signer can extract a
partial signature for the v-th block from each signature, i.e. {∂σh,v, · · · , ∂σ0,v}.
In Line 10, an MPC subroutine MPC pRec that implements partial-rec is used.
This subroutine uses the input to compute the corresponding public key at the
l-th layer in the hyper-tree (stored in JMK and also appended to JCOMK). After
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the last iteration, JCOMK is hashed and JMK is revealed. The results will be
checked by the verifier to see whether they match com and rpk. If so, the signer
is likely to possess valid partial signatures along the path from the idx-th leaf
node to the root node in the hyper-tree.

Why does this strategy make sense? In an MPCitH proof, the same proce-
dure is run multiple times. Each run has a soundness ϵ that a cheating prover
can succeed without being detected. Thus t runs are needed so that ϵt is neg-
ligibly small. In our case, the main cost of the MPC procedure comes from
verifying all the M-FORS signatures. The full verification requires every block
of the message digest or the child public key to be verified. Our observation
is that if a cheating prover is to succeed, then they have to succeed with a
high probability in more than 1 block. If the prover has to cheat in λ out of
k blocks, then using partial verification with t′, such that t′ · λ/k ≥ t, ensures
that the prover has to cheat in more than t runs, and hence with a negligible
success probability. As we analyzed, the implementation with full signature
verification requires t · (h+1) · (k · d+2k− 1) calls to the MPC hash procedure.
The partial verification-based implementation, on the other hand, requires only
t′ · (h + 1) · (d + 1 + ⌈log k⌉) MPC hash calls. The improvement is roughly tk

t′

times.

MPCitH 3: MPC instance for the v-th block in πG
Public: gp = (n, q, h, d, k), rpk, sid, gid, stt, com, v
Private: JtkuK, JskuK, JgruK, J∂σh,vK, · · · , J∂σ0,vK
Output: pk0, stt′, com′

Check: pk0 = rpk ∧ stt′ = stt ∧ com′ = com
1 stt′ = MPC F(JtkuK, sid);
2 JsstK = MPC F(JskuK, sid);
3 JiduK = MPC F(JtkuK, gid);
4 JetuK = MPC F(JskuK, JiduK);
5 JmtuK||JidxK = MPC H3(JetuK||JgruK);
6 JMK = JmtuK;
7 JCOMK = JsstK;
8 for l = h; l ≥ 0; l −− do
9 parse JMK into k blocks Jp0K, · · · , Jpk−1K, each block is d-bit;

10 JMK = MPC pRec(J∂σl,vK, JpvK, JidxK, gp, l, v) ;
11 JCOMK = MPC H1(JCOMK||JMK);
12 JidxK = J⌊idx/q⌋K;
13 end
14 com′ = JCOMK;
15 pk0 = Reveal(JMK);

The soundness analysis of πG is given in Appendix D.
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Experiment Expq-EU-CMA
SIG,A (n)

- (sk, pk)← kg

- (M∗, σ∗)← Asign(sk,·)(pk), and A can query the sign Oracle at most q times.

- Return 1 iff vf(pk,M∗, σ∗) = 1 ∧M∗ ̸∈ {Mi}qi=1

Figure 4: q-EU-CMA game.

4 Security Analysis

4.1 Security Analysis: F-SPHINCS+

The standard security definition for digital signature schemes is existential un-
forgeability under adaptive chosen-message attacks (EU-CMA). It can be ex-
tended to a few-time signature by limiting the adversary’s call to the sign-
ing oracle to q times where q is the maximum number of signatures that the
few-time signature scheme is allowed to generate for each signing key. Let
SIG = (kg, sign, vf) be a q-time signature scheme, Figure 4 shows the q-EU-
CMA game.

Definition 1 (q-EU-CMA). Let SIG be a digital signature scheme. It is said
to be q-EU-CMA secure, if for any adversary A, the following holds:

Succq-EU-CMA
SIG (A(n)) = Pr

[
Expq-EU-CMA

SIG,A (n) = 1
]
≤ negl(n)

Theorem 1. For suitable parameters, n, d, k, h, q, the F-SPHINCS+ signature
is qh-EU-CMA secure if:

• H1 is SM-TCR and SM-DSPR secure;

• H2 is TSR secure with at most q queries;

• Hmsg is ITSR secure with at most qh queries;

• prf is a secure pseudorandom function.

Proof. To successfully forge a group issuer’s signature on a message M chosen
by the adversary, there are the following mutually exclusive cases:

1 Let MD||idx =msg (M ||gr) for some gr. In the forged signature, All secret

strings corresponding to MD = p0|| · · · ||pk−1, i.e. {x(i)
pi }k−1

i=0 , are the same
as generated from leafidx’s secret key. This case consists of the following
sub-cases:

1.1 The adversary learns all secret strings from signatures obtained in the
query phase.
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1.2 Some secret strings are not leaked from previous signatures, and for each
of them, the adversary either:

1.2.1 learns it by breaking the pseudorandom function that is used to
expand the secret key into xi;

1.2.2 or learns it by looking at their H1 hash values and finding the pre-
images.

2 Let MD||idx = Hmsg(M ||gr) for some gr. In the forged signature, some

secret strings corresponding to MD = p0|| · · · ||pk−1, i.e. {x(i)
pi }k−1

i=0 , are NOT
the same as generated from leafidx’s secret key. Then let S be the list of
h + 1 M-FORS signatures in the forged signature, we can find i such that
when verifying the i-th signature (0 ≤ i ≤ h), we obtain the same public
key as would be generated by the signer, but for all 0 ≤ j < i, we obtain a
different public key as would be generated by the signer. This means:

2.1 The adversary has found at least one second-preimages of H1 so that
some Merkle trees in the ith signature are computed with the second-
preimages. They end up having the same roots as the trees computed
by the group issuer.

2.2 The adversary knows all secret strings corresponding to the public key
produced from verifying the (i − 1)th signature. This public key is dif-
ferent from the public key at the same location generated by the group
issuer. This can be done by either:

2.2.1 learning all from previous signature queries;

2.2.2 or breaking the pseudorandom function;

2.2.3 or finding some pre-images of H1.

Given the above, we analyze the F-SPHINCS+ signature scheme through a
series of games:
Game 0: The original EU-CMA game in which the adversary needs to forge a
valid group issuer’s signature after qs queries.
Game 1: Exactly as Game 0 except all output of prf are replaced by truly
random n-bit strings. We eliminate from the above list Case 1.2.1 and 2.2.2 by
this modification. Since each call to prf uses a secret key and a distinct value
as input, assuming prf is a pseudorandom function, we have:

|SuccGame0(A(n))− SuccGame1(A(n))| ≤ negl(n)

Game 2: Game 2 differs from Game 1 in that we consider the adversary lost if
the adversary outputs a forgery by breaking the ITSR security of Hmsg. This
modification eliminates from the above list Case 1.1. The winning condition in
Figure 4 is changed to:

- Return 1 iff ITSR(Hmsg,M
∗) = 0 ∧ vf(pk,M∗, σ∗) = 1 ∧M∗ ̸∈ {Mi}q

h

i=1.

The predicate ITSR is defined as the following:

23



• Let M∗ be the message that the adversary chooses to generate the forgery
on, and gr∗ the random string used by the adversary to compute

MD∗||idx∗ = Hmsg(M
∗||gr∗).

• Parse MD∗ = p∗0|| · · · ||p∗k−1 where each p∗j ∈ [0, 2d − 1]. From the above
we obtain a set C∗ = ((idx∗, 0, p∗0), · · · , (idx∗, k − 1, p∗k−1)).

• For each message queried in the query phase Mi (1 ≤ i ≤ qh), and gri the
random string, compute MDi||idxi = Hmsg(Mi||gri) and obtain

Ci = ((idxi, 0, pi,0), · · · , (idxi, k − 1, pi,k−1)).

• Return 1 iff C∗ ⊆ ⋃qh

i=1 Ci.

We can see that ITSR(Hmsg,M
∗) = 0 iff the adversary can break the ITSR

security of Hmsg. Hence, we have:

|SuccGame1(A(n))− SuccGame2(A(n))| ≤ SuccITSR
Hmsg,qh

(A) ≤ negl(n)

Game 3: Game 3 differs from Game 2 in that we consider the adversary lost
if the forgery contains a second-preimage for an input to H1 that was part of a
signature returned as a signing-query response. Here the second-preimage can
be included explicitly in the signature, or implicitly observed when verifying the
signature. This eliminates from the above list Case 2.1. Then we have:

|SuccGame2
(A(n)) − Succ

Game3
(A(n))| ≤ Succ

SM−TCR
H1,q (A) ≤ negl(n)

Game 4: Game 4 differs from Game 3 in that we consider the adversary lost
if the adversary outputs a forgery by breaking the TSR security of H2, which
allows the adversary to forge an intermediate signature in S, and then any
signature earlier in the chain. This eliminates from the above list Case 2.2.1.
The winning condition in Figure 4 is changed to:

- Return 1 iff TSR(H2,M
∗) = 0 ∧ ITSR(Hmsg,M

∗) = 0 ∧ vf(pk,M∗, σ∗) =

1 ∧M∗ ̸∈ {Mi}q
h

i=1.

The predicate TSR is defined as the following:

• The adversary chooses an intermediate node in the hyper-tree at address
(a, b), and two n-bit string L∗, R∗.

• For each signature obtained in the query phase, if Si includes a signature
generated using the secret key in node (a, b) over the public key in one
of its child nodes, parse this public key into k blocks, each of d-bit pki =
pi,0|| · · · ||pi,k−1, and generate a set Ci = {(j, pi,j)}k−1

j=0 .

• Compute pk∗ = H2(aux||k||0||0||L∗||R∗), parse pk∗ into p∗0|| · · · ||p∗k−1, and

generate a set C∗ = {(j, p∗j )}k−1
j=0 .
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• Return 1 iff C∗ ⊆ ⋃q
i=1 Ci.

Note that each M-FORS public key is the root of a Merkle tree generated
from pseudorandom strings. Also for each intermediate node in a hyper-tree, it
has at most q children, hence no more than q signatures signed by the secret key
in this intermediate node can be obtained by the adversary. So TSR(H2,M

∗) =
0 iff the adversary can break the TSR security of H2. Hence, we have:

|SuccGame3(A(n))− SuccGame4(A(n))| ≤ SuccTSR
H2,q(A) ≤ negl(n)

Now the cases in which the adversary can forge a signature are all eliminated
except Case 1.2.2 and 2.2.3, which requires the adversary to find a pre-image of
at least one hash value produced by H1. The success probability of finding a
pre-image is as analyzed in [6]:

SuccGame4(A) ≤ 3 · SuccSM−TCR
H1,p

(A) + AdvSM−DSPR
H1,p

(A) ≤ negl(n)

So overall, the advantage of the adversary is negligible.

4.1.1 TSR security of H2

In any case, q signatures can be generated under the secret key of a non-leaf
node in the hyper-tree. Assuming the adversary knows all of them, then for each
block of the chosen pk∗, the probability of the secret string has been leaked is
1 − (1 − 1

2d
)q, so all secret strings have been leaked is (1 − (1 − 1

2d
)q)k. For

d = 16, q = 1024, k = 68, this probability is 2−468.87, if k = 35, this probability
is 2−210.39.

4.1.2 ITSR security of H3

For a leaf node of the hyper-tree, it may have been used to sign γ signatures
out of the total qs signature queries. So the probability that all secret strings
of a chosen message M being leaked through a query is:∑

γ

(1− (1− 1

2d
)γ)k

(
qs
γ

)
(1− 1

qh
)qs−γ 1

qhγ

For d = 16, q = 1024, k = 68, h = 6, qs = 260, this probability is 2−407.32, if
k = 35, this probability is 2−208.95.

4.2 Security Analysis: the Group Signature

We follow the security model for fully dynamic group signature schemes by
Bootle et.al. [10]. This model is intended to be general enough to accommodate
many possible designs and is defined with the flexibility to allow certain aspects
to be governed by policies defined out of the model (e.g. whether the group
manager is one or two separate entities, how the user is activated and revoked).
We adapt the model by concretizing the policies with our design choices.
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Experiment Expcorr
FDGS,A(n)

- h =⊥;K = 0;N = 0; τCurrent = 0; τJoin =∞; τRevoke =∞.

- (mpk,msk)← Init (n); Reg = ∅; RL0 = ∅.
- (msg, τ )← AAddHU, AddCU, Revoke, ReadReg (mpk,RL0).

- If K = k (n) and τRevoke =∞ and τJoin =∞ return 0.

- If h =⊥ or τ > τCurrent return 1.

- If τJoin < τ < τRevoke and IsActive (h, τ) = 0, return 0.

- If IsActive (h, τ) = 0 return 1.

- Σ← GSig (gskh,msg).

- Return GVf (msg,Σ,RLτ ).

Figure 5: Correctness game

In our scheme, group membership is maintained through 3 lists: GL,TL,RL.
In particular, GL and TL record information about users who have joined the
group, and RL records information about users who have been revoked. In the
model, we abstract GL and TL into a registry Reg that is a table storing vari-
ous data of a group member. For (u, idu, tku) in TL and (u, idu, etu, gru,S) in
GL, the entry Regu = (u, idu, tku, etu, gru,S). The revocation list RL is main-
tained by the group revocation authority and is made public. In the model,
RL is modeled as a list with versions. The lifetime of the group is divided into
epochs. Each update on RL triggers a new epoch. We use RLτ to denote the
version of RL at epoch τ . The following algorithm/oracle can be used to check
whether a user has been revoked:

• IsActive(u, τ): Given u ∈ N, if Regu ̸= ⊥, and tku ̸∈ RLτ , return 1. Other-
wise, return 0.

In this model, the security of a dynamic group signature scheme is captured
through security properties, including correctness, anonymity, traceability, non-
frameability, tracing binding, and tracing soundness. In the following, we will
go through the properties and show why they hold in our scheme.
Correctness Informally, correctness covers two aspects: (1) an honest user
can successfully join the group, despite the existence of other malicious users;
(2) a signature generated by an honest group member should always be valid
when being verified (if the member has not been revoked). More formally,
correctness is defined as an experiment in Figure 5. In the experiment, several
global variables are defined: h tracks the honest user, K tracks the number of
attempts that the honest user tries to join the group, N tracks the number of
users who invoked Join protocol, τCurrent, τJoin, τRevoke track the current epoch as
well as the epoch in which the honest user joins and is revoked. The adversary
has access to the following oracles:

• AddHU(): This oracle adds a single honest user to the group. In each call,
the oracle executes the Join protocol by simulating the honest user and the

26



honest group issuer/tracer. The oracle can be called at most k(n) times where
k(·) is any polynomial. Once the user is admitted into the group, further calls
will be ignored. It returns the honest user’s group membership secret key gskh
as well as all parties’ views to the adversary. Each view records the messages
received by the party in the Join protocol.

• AddCU(i): This oracle allows an adversary to add a corrupt user i to the
group and get the corrupted user’s view and output. The oracle plays both
roles of honest group issuer and tracer in the Join protocol. The adversary can
deviate from the Join protocol by sending arbitrary messages to the oracle.

• Update(R): This oracle allows the adversary to update the revocation list
RL, to remove the set of users R from the group. If h is revoked in this
update, set τrevoke to τcurrent.

• ReadReg(u): Given u ∈ N, return the entry Regu, or ⊥ if no such entry for
u.

Oracles in Experiment Expcorr
FDGS,A(n)

AddHU()

• If K = k (n) return ⊥
• K=K+1

• If h =⊥:

– N = N + 1; h = N + 1

• (gskh,Viewh,ViewGI ,ViewTR) ←
Join(msk, n)

• If gskh ̸=⊥:

– τJoin = τCurrent

– K = k(n) // maximal number

of rounds

• Return (gskh,Viewh,ViewGI ,ViewTR)

AddCU(i)

• If i /∈ [N + 1] ∨ i = h return ⊥
• If i = N + 1:

– N = N + 1

// JoinGI,TR
i means i is corrupted, GI and

TR are honest.

• (gski,Viewi,ViewGI ,ViewTR) ←
JoinGI,TR

i (msk, n)

• Return (gski,Viewi )

Update(R)

• If R ̸⊆ [N ] return ⊥
• For each u ∈ R do

– Retrieve Regu

– get tku from Regu

– Revoke(tku)

• τCurrent = τCurrent + 1

• If h ∈ R and τRevoke = ∞ set
τRevoke = τCurrent

• Return RLτCurrent = RL

ReadReg(u)

• If u /∈ [N ] return ⊥
• Return Regu
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Note that the correctness of the tracing algorithm and tracing proof ver-
ification algorithm is not involved in this experiment. It will be covered in
the traceability experiment as shown in Figure 7, which guarantees that if a
group signature scheme holds traceability a signature generated by an honest
or corrupted signer should always be traced to the correct signer.

Theorem 2. Our group signature scheme is correct, that is for any PPT ad-
versary A:

Pr
[
ExpcorrFDGS,A(n) = 1

]
= 1− negl(n)

assuming the correctness of the signature S generated by the group issuer and
the proof system Π, and the collision-resistance of the function F .

Proof. Following the correctness experiment, the adversary A only wins the
game in any of the following three cases: (1) The join process (via AddHU)
fails to let the honest user h join the group (i.e., K = k(n) and τRevoke =∞ and
τJoin = ∞); (2) The joined and unrevoked user h is considered to be inactive
(i.e., τJoin < τ < ττRevoke

and IsActive(h, τ) = 0); (3) The produced signature
Σ created under gskh fails to verify (i.e., GVf(msg,Σ,RLτ ) = 0).

Case 1 can happen if A can predict the honest user’s tracing key tkh and
successfully registered with the same idh = F (tkh, gid) in a previous session
(via AddCU(i)). In AddHU, the Join protocol is executed between the honest
user h and the honest group issuer/tracer, so tkh must be selected at random,
and the probability of A can pick the same key i.e. tki = tkh in AddCU is
negligible in the security parameter. Apart from this, the only possibility is
that tkh ̸= tki but idh = idi. This means F (tkh, gid) = F (tki, gid) - a collision
of F is now found, which contradicts the assumption that the function F is
collision-resistant. Therefore, the probability of Case 1 happening is negligible.

Case 2 only happens if there is another user i created by A (via AddCU(i))
with tki = tkh and this user i is revoked when h is active (joined but not
revoked). If the user i joined the group via AddCU before the user h, this is
discussed in Case 1, and the probability is negligible. If the adversary tries to
add i with tki = tkh (the adversary can get gskh that include tkh when calling
AddHU so does not need to guess) to the group via AddCU after the user h,
it will be detected by the honest group issuer/tracer because, in the step 4 of
the Join protocol, the group tracer checks whether tk is in TL and the protocol
terminates if yes. Then the adversary’s attempt will always fail.

It remains only Case 3. In this case, Σ is generated and verified in the epoch
τ when IsActive(h, RLτ ) = 1, that indicates h is not revoked. Following the
description of our group signature scheme, Σ will verify, given that the group
issuer’s signature used as the user h’s credential and the proof system Π used
in the group signature are both correct. Therefore the probability of Case 3
happening is also negligible.

Throughout these three cases, this theorem is held.

Anonymity This property means that a group signature does not reveal the
identity of its signer, i.e., the adversary cannot distinguish which one of the two
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Experiment ExpAnon-b
FDGS,A(n) // b ∈ {0, 1}

- C = ∅,H = ∅,U = ∅, N = 0, τCurrent = 0

- (mpk,msk) ← Init (n) ; Reg = ∅; RL0 = ∅
- b∗ ← AAddHU, AddCU, Chalb,TraceU, ReadReg,Update,GSigU(mpk,msk,RL0)

- return b∗

Figure 6: Anonymity Game

honest signers has signed a targeted message while both signers and the message
are at the adversary’s choice. In particular, as long as the signer’s signing key is
not leaked and the group tracer is not corrupted by the adversary, the adversary
should not be able to breach anonymity even if it fully controls the group issuer
and other users. Anonymity is captured by a game in Figure 6. In the game, a
global variable C is used to track the challenge signature chosen by the oracle,
H maintains the set of honest users, U tracks the users chosen for the challenge,
and N tracks the number that the Join protocol has been invoked.

The adversary has access to the following oracles:

• AddHU(): This oracle allows the adversary to add multiple honest users,
one each time, to the group. The Join protocol is executed by the oracle, and
the adversary gets the honest user’s and group issuer’s views.

• AddCU(i): This oracle allows an adversary to add a corrupt user i to the
group. In this version, the user, group issuer and tracer are all corrupted.
The adversary can deviate from the Join protocol arbitrarily, and get the
corrupted parties’ outputs and views.

• Chalb(RL,msg, i0, i1): This oracle returns a challenge signature and can be
called only once. The oracle is given a message msg and two honest users

i0, i1. Then for a b
R← {0, 1}, user ib’s group signing key gskib

is used to
generate a challenge signature. Both users must not be revoked with respect
to RL.

• TraceU(RL,msg,Σ): Returns the ID idu of the user who produced a valid
signature Σ on msg, and the corresponding NIZK πt. This oracle cannot be
invoked with the signature generated from Chalb.

• ReadReg(u): Given u, if u ∈ U return the entry in group issuer’s GL list; if
u ̸∈ U , return the whole Regu (GL+TL) and also remove u form H if u ∈ H.

• Update(R): This oracle allows the adversary to update the revocation list
RL, to remove the set of users R from the group.

• GSigU(msg, u): This oracle allows the adversary to obtain a signature of
msg, under an honest user u’s group signing key.
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Oracles in Experiment ExpAnon-b
FDGS,A(n)

AddHU()

• h = N + 1; N = N + 1; H = H∪ {h}
• (gskh,Viewh,ViewGI ,ViewTR) ←

Join(msk, n)

• Return (Viewh,ViewGI)

AddCU(i)

• If i /∈ [N + 1] ∨ i ∈ H return ⊥
• If i = N + 1, N = N + 1

• (gski,Viewi,ViewGI ,ViewTR) ←
Joini,GI,TR(msk, n)

• Return (gski,Viewi,ViewGI ,ViewTR

)

Chalb(RLτCurrent ,msg, i0, i1)

• if {i0, i1} ̸⊆ H return ⊥
• Σ0 ← GSig(gski0 ,msg)

• Σ1 ← GSig(gski1 ,msg)

• If GVf(msg,Σ0,RLτCurrent ) = 0 re-
turn ⊥

• If GVf(msg,Σ1,RLτCurrent ) = 0 re-
turn ⊥

• C = {msg,Σb},U = {i0, i1}
• Return Σb

TraceU(RL,msg,Σ)

• If (msg,Σ) ∈ C return ⊥
• If GVf(msg,Σ,RL) = 0 return ⊥
• return Trace(msg,Σ)

GSigU(msg, u)

• If u /∈ [N ] return ⊥
• return GSig(gsku,msg)

ReadReg(u)

• If u /∈ [N ] return ⊥
• Retrieve Regu =

(u, idu, tku, etu, gru,S)

• If u ∈ U

– Return (u, idu, etu, gru,S)

• Else

– If u ∈ H,H = H− u

– Return (u, idu, tku, etu, gru,S)

Update(R)

• If R ̸⊆ [N ] ∨R ∩ U ≠ ∅ return ⊥
• For each u ∈ R do

– Retrieve Regu

– get tku from Regu

– Revoke(tku)

• τCurrent = τCurrent + 1

• Return RLτCurrent = RL

Theorem 3. Our group signature scheme is anonymous, that is for any PPT
adversary A,∣∣Pr [ExpAnon-1

FDGS,A(n) = 1
]
− Pr

[
ExpAnon-0

FDGS,A (n) = 1
]∣∣ ≤ negl (n)

if the function F is a PRF, the function H1 is a prefix-free PRF, and the proof
system Π is a zero-knowledge proof system.

Proof. The adversary A enters either ExpAnon-1

FDGS,A or ExpAnon-0

FDGS,A, and needs to
figure out which experiment it is in to win the anonymity game. In the exper-
iments, an oracle interacts with the adversary and answers any oracle queries
from the adversary. At the start of the experiment, the oracle chooses i0, i1
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uniformly at random from [N ]. If Chalb is invoked with users other than i0, i1,
the oracle rewinds the adversary to the start of the experiment. The probability
that an experiment proceeds without rewinding is 1

N2 , which is polynomial in
n and computable. In either experiment, the only piece of data that contains
information about b is Σb returned by the oracle Chalb. Hence in the cases
that Chalb returns ⊥, no information about b could possibly be given to the
adversary A, so A cannot do better than random guess and its advantage is 0:∣∣∣Pr [ExpAnon-1

FDGS,A(n) = 1
]
− Pr

[
ExpAnon-0

FDGS,A(n) = 1
]∣∣∣ = 0

Hence in the following, we only consider the case that Chalb returns Σb. We
process this proof by using a series of games.

Game0: This game is the original experiment ExpAnon-b

FDGS,A(n).
Game1: This game differs from Game0 only in that, when calling the oracle

Chalb(RL,msg, i0, i1), the oracle replaces πG with the output of the simulator
of πG, and returns (strb, sttb, comb, SimπG

) instead of Σb. The advantage that
the adversary can distinguish whether it is in Game0 or Game1 is negligible,
otherwise, it contradicts the assumption that πG is zero-knowledge.

Now let us move on to other parts in Σb. Recall that sttb = F (tkib , sid) and
sid = H1(msg||str), where tkib is a uniformly random secret key held by the
user ib. We need to ensure the adversary knows nothing about tkib . From the
pseudocode of the oracles, we can conclude that the adversary cannot obtain
tki0 or tki1 directly. In particular:

• By calling AddHU, the returned views do not contain tk of the honest user
directly;

• By calling AddCU, the adversary obtains tk of the corrupted user because
gsk is given to the adversary, but the adversary cannot nominate this user in
the challenge because it is not in H so Chalb will return ⊥;

• The output of TraceU and GSig does not contain tk of any user;

• By calling ReadReg, the adversary can get tk for any user u except {i0, i1};

• Lastly, the adversary cannot add tk of either i0 or i1 into RL by calling
Update, because if i0 or i1 has ever been revoked, GVF will output 0 and
the oracle Chalb will return ⊥.

While tki0 and tki1 are not given directly to the adversary, idib = F (tkib , gid)
can be seen by the adversary. We then have the next game:

Game2: This game is modified from Game1. In this game idib is replaced
by the output of a random function f : {0, 1}n → {0, 1}n, also πu and πt are
replaced by the output of their simulator. We can say Game2 and Game1 are
indistinguishable, otherwise, it contradicts either the fact that F is a pseudo-
random function, or that πu and πt are zero-knowledge.

In Game2, the adversary gets absolutely no information about tkib , directly
or indirectly. We now proceed to the next game:
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Game3: This game is modified from Game2. In this game, sttb is replaced by
the output of a random function f : {0, 1}n → {0, 1}n. Game3 and Game2 are
indistinguishable, otherwise it contradicts to the fact that F is a pseudorandom
function.

Next, let us move to comb = H1(sstb||pkh|| · · · ||rpk)}. We first argue that
the adversary knows nothing about sstb = F (skib , sid). We start by using a
similar argument as above that skib has never been leaked directly, and then
the following game that deals with indirect information of skib :

Game4: This game is modified from Game3. In this game, etib = F (skib,idu
)

is replaced by the output of a random function f : {0, 1}n → {0, 1}n. Game4
and Game3 are indistinguishable, otherwise it contradicts to the fact that F is
a pseudorandom function. Note that skib is also used as a private input in πu,
and since πu has already been replaced in Game2 by the output of its simulator,
we do not need to do anything in Game4.

Then we have a game to deal with sstb:
Game5: This game is modified fromGame4. In this game, sstb = F (skib , sid)

is replaced by the output of a random function f : {0, 1}n → {0, 1}n. Game5
and Game4 are indistinguishable, otherwise it contradicts to the fact that F is
a pseudorandom function.

Now we can deal with comb = H1(sstb||pkh|| · · · ||rpk)}. In Game5, sstb is
already a random string, so we have the following game:

Game6: This game is modified from Game5. In this game, comb is re-
placed by a random n-bit string. Now we discuss the fact that H1 in the comb

computation can be treated as a PRF. Let H : {0, 1}n × {0, 1}c → {0, 1}n
denote the underlying compression function that is a PRF. H1 is a cascade
construction of H. Based on [5], a cascade construction with its underlying
compression function being a PRF is a prefix-free PRF, meaning that it is a
PRF as long as no input is a prefix of another input. In our group signature
scheme, comb = H1(sstb||pkh|| · · · ||rpk)} is implemented by using H as follows:
Let k0 = sstb and pk0 = rpk,

ki = H(ki−1, pkh+1−i), for i = 1, ..., h+ 1,

where h is the number of M-FORS layers in the Group-tree, and finally comb =
kh+1. Here, sstb serves as an n-bit key that is not known by the adversary
A, and all inputs pkh, pkh−1, ..., rpk are of the same length, so no query of the
adversary to H is a prefix of another query. Therefore, in this case, H1 is a
PRF. This concludes that Game5 and Game6 are indistinguishable otherwise it
contradicts the fact that H1 in the comb computation is a PRF.

Now if the adversary enters the 1 version or the 0 version of Game6, in
which Chal1 or Chal0 is executed respectively, and the output of Chalb is not
⊥, then the output is strb, r1b, r2b, SimπG

where r1b is the random string from
random function f replacing sttb and r2b is the random string replacing comb.
The four parts in the output are all independent of b (strb is also a random
string). Hence given the output,∣∣∣Pr [ExpAnon-1

FDGS,A(n) = 1
]
− Pr

[
ExpAnon-0

FDGS,A(n) = 1
]∣∣∣ = 0
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Experiment ExpTrace
FDGS,A(n)

- N = 0; τCurrent = 0

- (mpk,msk) ← Init (1n);Reg = ∅; RL0 = ∅
- (msg,Σ, τ)← AAddCU,Update,ReadReg,WriteReg(mpk,RL0)

- If GVf(msg,Σ, RLτ ) = 0 Return 0

- (idu, πt)← Trace (msg,Σ)

- If IsActive (u, τ) = 0 Return 1

- If TVf (idu, πt,Σ,msg) = 0 Return 1

- Return 0

Figure 7: Trace game

All games from Game6 to Game0 can only be distinguished with negligible
probability with the previous one, so we have∣∣∣Pr [ExpAnon-1

FDGS,A(n) = 1
]
− Pr

[
ExpAnon-0

FDGS,A(n) = 1
]∣∣∣ ≤ negl(n)

Traceability Traceability ensures that a group member (even malicious) can be
traced by the group tracer through a valid signature, i.e. the tracer can output
a convincing proof showing that the signature was signed by the group member.
The game is as shown in Figure 7. In the game, a counter N is maintained to
track the number that the Join protocol has been invoked.

The adversary has access to the following oracles:

• AddCU(i): This oracle allows an adversary to add a corrupt user i to the
group. In the Join protocol, the group issuer is honest, and the user and the
tracer are corrupted.

• Update(R): This oracle allows the adversary to update the revocation list
RL, to remove the set of users R from the group.

• WriteReg(u,M): Given u, if Regu is not empty, set Regu = M .

• ReadReg(u): Given u, return the whole Regu (GL+TL).

Theorem 4. Our group signature scheme is traceable, that is for any PPT
adversary A

Pr
[
ExpTrace

FDGS,A(n) = 1
]
≤ negl (n)

if the group issuer’s signature S is unforgeable, the function F is collision-
resistant, and the proof system Π is a zero-knowledge proof system with simulation-
sound extractability.
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Oracles in Experiment ExpTrace
FDGS,A(n)

AddCU(i)

• If i /∈ [N + 1] return ⊥
• If i = N + 1, N = N + 1

• (gski,Viewi,ViewGI ,ViewTR) ←
JoinGI

i,TR(msk, n)

• Return (gski,Viewi,ViewTR )

Update(R)

• If R ̸⊆ [N ] return ⊥
• For each u ∈ R do

– Retrieve Regu

– get tku from Regu

– Revoke(tku)

• τCurrent = τCurrent + 1

• Return RLτCurrent = RL

WriteReg(u,M)

• If Regu ̸=⊥ return ⊥
• Regu = M

ReadReg(u)

• If u /∈ [N ] return ⊥
• Return Regu

Proof. Recall that the adversary A wins the traceability experiment if it gener-
ates a valid signature that either:

• Case 1: it traces to an inactive user, i.e., IsActive(u, τ) = 0;

• Case 2: it traces to an active user but an associated proof πt is invalid,
i.e., TVf (idu, πt,Σ,msg) = 0.

In the following, we will prove that the probability for these two cases is
negligible. Let (msg,Σ, τ) be the output of A in the experiment ExpTraceFDGS,A(n).
Parse Σ as (str, stt, com, πG). When Case 1 occurs, the signature is traced to an
inactive user u, which means either Regu = ⊥ or tku ∈ RLτ . It then leads to
two sub-cases.

• Case 1a: Regu = ⊥ means that A has successfully created a group signature
without successfully joining the group. In other words, the adversary can
obtain an unauthorized group signing key and generates Σ with it. A group
signing key is gsku = (tku, sku, gru, S). While it is easy for A to generate
tku, sku, gru by itself, S is a chain of signatures generated by the group issuer.
Obtaining an unauthorized group signing key hence can be reduced to forging
the signatures in S. Assuming the group issuer’s signatures are unforgeable,
the probability of this case is negligible.

• Case 1b: In this case tku ∈ RLτ , but also note that this case also requires
GVf(msg,Σ, RLτ ) to output 1, otherwise ExpTraceFDGS,A returns 0. This can
happen if the adversary can find two distinct tracing keys tku and tk′u,
such that idu = F (tku, gid), id′u = F (tk′u, gid), and etu = F (sku, idu) =
F (sk′u, id

′
u). The adversaryA computes idu = F (tku, gid) and etu = F (sku, idu)
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Experiment ExpNon−Frame
FDGS,A (n)

- Regh = ⊥;S = ∅
- (mpk,msk) ← Init (1n); Reg = ∅; RL0 = ∅
- (msg,Σ, πt, τ)← AAddHU,TraceU,GsigHU(mpk,msk,RL0)

- If GVf(msg,Σ,RLτ ) = 0 return 0.

- If (msg,Σ) ∈ S return 0

- Return TVf (idh, πt,Σ,msg).

Figure 8: Non-frameability game.

in the Join process, but computes stt = F (tk′u, sid), id
′
u = F (tk′u, gid) and

etu = F (sk′u, id
′
u) in the signing process. Then tku can be revoked but

GVf(msg,Σ, RLτ ) = 1. This case requires the adversary to find a collision
of F , and due to the property of simulation-sound extractability of Π, this
collision can be extracted. Since F is collision-resistant, Case 1b can happen
only with a negligible probability.

When Case 2 occurs, the signature is traced to an active user i through a
legitimate tku that has been recorded by the group tracer. In this case, the
tracer should also have recorded idu = F (tku, gid), so assuming πt is complete,
the probability of this case is also negligible.

Throughout these two cases, this theorem is proved.

Non-frameability Non-frameability is a security notion that even if the rest of
the group as well as the group issuer/revocation authority (but not the tracer)
are fully corrupted, they cannot falsely attribute a signature to an honest mem-
ber who did not produce it. In the game ExpNon-Frame

FDGS,A (n) (see Figure 8), the
adversary can add at most one honest user. We note that the adversary controls
the group issuer and hence a session identifier no longer carries much meaning
the adversary can pretend the user has any session identifier. Instead, without
loss of generality, we simply identify the honest user h with a generic record
Regh and require that this is written once when created and cannot be modified
afterward. We also maintain a global list S of signatures produced by the hon-
est user. We grant the adversary access to the oracles described below. Note
that since the group issuer and revocation authority are corrupted, they can
manipulate the revocation list and create corrupted users. The adversary also
obtains the content of Regh except tkh when adding the honest user.

• AddHU(): This oracle allows the adversary to add a single honest user to
the group. In the Join protocol, the user and the tracer are honest, and the
adversary controls the group issuer and also gets the honest user’s and group
issuer’s views.
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• TraceU(RL,msg,Σ): This oracle allows the adversary to obtain the tracing
result of a valid signature which could be either a forgery or an output of the
GSigHU oracle. The tracing result includes the id of the user who generated
this signature and the corresponding πt. Note for signatures generated by
the adversary on behalf of corrupted users, the adversary can generate the
tracing result locally since it knows tku.

• GSigHU(msg): This oracle allows the adversary to obtain a signature of
msg, under the honest user’s group membership secret key gskh. The tracing
token of the signature is recorded in S.

Oracles in Experiment ExpNon−Frame
FDGS,A (n)

AddHU()

• If Regh ̸=⊥ return ⊥
• (gskh,Viewh,ViewGI ,ViewTR) ←

Joinh,TR
GI (msk, n)

• Regh = (h, idh, tkh, eth,mth, idx,S)

• Return (Viewh,ViewGI)

TraceU(RL,msg,Σ)

• Given Σ = (str, stt, com, πG)

• If GVf(msg,Σ,RL) = 0 return ⊥
• return Trace(msg,Σ)

GSigHU(msg)

• If Regh = ⊥ return ⊥
• Σ = GSig(gskh,msg)

• S = S ∪ (msg,Σ)

• return Σ

Theorem 5. If the proof system Π (including (πu, πG, πt)) is a zero-knowledge
proof system with simulation-sound extractability, the function F is a PRF,
additionally collision-resistant, then our group signature scheme offers non-
frameability. That is, for any PPT adversary A,

Pr
[
ExpNon-Frame

FDGS,A (n) = 1
]
≤ negl (n)

Proof. In the experiment, the adversary wins if it can generate (msg,Σ, πt, τ),
such that the Σ is a valid signature of msg at epoch τ , and this signature was
not generated by the honest user but the signature can be traced to the honest
user. We process this proof by using a series of games.

Game0: This game is the original experiment ExpNon−Frame
FDGS,A (n).

Game1: This game differs from Game0 only in that, when calling the oracles
AddHU, GsigHU, and TraceU, the zero-knowledge proof πu, πG and πt are
replaced by the output of their simulators. The advantage that the adversary
can distinguish whether it is in Game0 or Game1 is negligible, otherwise, it
contradicts the assumption that πu, πG, and πt are zero-knowledge.

36



Game2: This game differs from Game1 only in that, idh is replaced by an
n-bit random string. Recall that idh = F (tkh, gid) where tkh is a uniformly
random key not disclosed to the adversary in any way. Hence the advantage
of the adversary can distinguish Game2 and Game1 is negligible, otherwise, it
contradicts the assumption that F is a PRF.

Then by transitivity, we have:∣∣Pr [ExpNon-Frame
FDGS,A (n) = 1

]
− Pr [Game2 A(n) = 1]

∣∣ ≤ negl (n)

In Game2, idh is chosen independently of tkh (or any tk chosen by the
adversary), hence intuitively the adversary should not be able to attribute a
signature that is not generated by GSigHU to idh. Next, we formally prove
this. The adversary outputs (msg,Σ, πt, τ), where Σ = (str, stt, com, πG), and
there are three cases in which TVf(idh, πt,Σ,msg) = 1 (hence the output of
Game2 is 1):

1. The adversary added a corrupted user u, such that F (tku, gid) = idh. Then
Σ and πt are generated using u’s group membership secret key gsku. Given
that idh is uniform, the probability of this case is negligible. If this case
happens, due to the property of simulation-sound extractability of πG and
πt, the value tku can be extracted, therefore, it contradicts the assumption
that F is a pseudorandom function.

2. The adversary generates Σ using gsku in which idu = F (tku, gid) ̸= idh,
but in the signature Σ, stt = F (tku, sid) = F (tkh, sid) for tku ̸= tkh. Σ
can be traced to idh through the oracle TraceU. This case indicates that
the adversary has found a collision of F . When this case happens, due to
the property of simulation-sound extractability of πG, the value tku can be
extracted. As tkh was recorded in Regh, then the collision pair (tkh, tku)
can be extracted. The probability of this case is negligible, otherwise, it
contradicts the assumption that the function F is collision-resistant.

3. The adversary generates Σ using gsku in which idu = F (tku, gid) ̸= idh and
the adversary also generates πt. For TVf(idh, πt,Σ, msg) = 1 to hold, verifi-
cation of πt must be successful. Therefore, the probability of this case is neg-
ligible, otherwise, it contradicts the assumption that πt is a zero-knowledge
proof with soundness because the relation F (tku, gid) = idh must be proved
in πt but it does not hold.

Tracing Binding The tracing binding property [57] guarantees that even if
all authorities and users collude, they should not be able to produce a valid
signature that can be selectively attributed to different members. Traceability
concerns about the adversary producing a signature and attributing it to an
honest user, while tracing binding concerns about an already generated signa-
ture, and the goal of the adversary is to create a signature and two distinct
attributions to who signed it. It considers a strongly adversarial setting, where
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Experiment ExpTracing-Binding
FDGS,A (n)

- (mpk,msk) ← Init (1n)

- (RL,msg,Σ, idu, πu
t , idv , π

v
t )←− A(mpk,msk)

- If GVf(msg,Σ,RL) = 0 return 0

- If TVf(idu, πu
t ,Σ,msg) = 0 return 0

- If TVf(idv , πv
t ,Σ,msg) = 0 return 0

- If idu ̸= idv return 1, else return 0

Figure 9: Binding Tracing Game

both the authorities and users may be adversarial but wants the guarantee that
each signature must be attributed to a unique record in the registry. We describe
the tracing binding game in Figure 9.

Theorem 6. Our group signature scheme offers tracing-binding, that is for any
PPT adversary

Pr
[
ExpTracing-Binding

FDGS,A (n) = 1
]
≤ negl(n)

if the proof πt is a zero-knowledge proof system with simulation-sound extractabil-
ity, and the function F is collision-resistant.

Proof. For ExpTracing-Binding
FDGS,A (n) to output 1, it is necessary that given a single

signature Σ, for two user identities idu ̸= idv, both TVf(idu, π
u
t ,Σ,msg) and

TVf(idv, π
v
t ,Σ,msg) output 1. In πi

t (i ∈ {u, v}), the relation idi = F (tki, gid)
and stt = F (tki, sid) is proved. If TVf(idu, π

u
t ,Σ,msg) and TVf(idv, π

v
t ,Σ,msg)

both output 1, then the aforementioned relation must hold except a negligible
probability, otherwise it contradicts to the assumption that πt is sound. How-
ever, this also means stt = F (tku, sid) = F (tkv, sid), i.e. the adversary finds a
collision of the function F . Since πt also has the property of extractability, these
two collision values tki (i ∈ {u, v}) can be extracted from πi

t. The probability
of this case is negligible, assuming F is a collision-resistant function.

Tracing Soundness The tracing soundness property guarantees that even if
all authorities are corrupted, they cannot attribute an honest user’s signature
to a corrupted user. This property differs from traceability in that traceability
concerns attributing a signature generated by a corrupted user to an honest
user. The tracing soundness experiment is defined in Figure 10. The following
oracles can be accessed by the adversary:

• AddHU(): This oracle allows the adversary to add a single honest user to
the group. In the Join protocol, the user is honest, and the adversary controls
the group issuer and tracer. The group membership secret key of the honest
user and the views of all parties are given to the adversary.
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Experiment ExpTracing-soundness
A (n)

- idh =⊥; Regh =⊥; gskh = ⊥; Σh =⊥.
- (mpk,msk)← Init (1n);

- (RL, idu,msg, πt) ←− AAddHU,GSigHU (mpk,msk );

- If TVf(idu, πt,Σh,msg) = 0 return 0.

- If idu ̸= idh Return 1, else return 0.

Figure 10: Tracing soundness game

• GSigHU(msg): This oracle generates a single challenge signature under the
honest user’s group membership secret key gskh, on a message chosen by the
adversary.

Oracles in Experiment ExpTracing-soundness
A (n)

AddHU()

• If idh ̸=⊥ return ⊥
• (gski,Viewi,ViewGI ,ViewTR) ←

JoiniGI,TR(msk, n)

• If gski =⊥ return ⊥
• idh = idi; gskh = gski;

• Regh = (i, idi, tki, eti,mti, idx,S)

• return (gski,Viewi,ViewGI ,ViewTR)

GSigHU(msg)

• If Regh = ⊥ ∨ Σh ̸= ⊥ return ⊥
• Σh = GSig(gskh,msg)

• return Σh

Theorem 7. Our group signature scheme offers or tracing soundness, that is
for any PPT adversary A,

Pr
[
ExpTracing-soundness

FDGS,A (n) = 1
]
≤ negl (n)

if the proof πt is a zero-knowledge proof system with simulation-sound extractabil-
ity, and the function F is a PRF with the property of second-preimage-resistance.

Proof. ExpTracing-soundness
FDGS,A (n) = 1 means TVf(idu, πt,Σh,msg) = 1 and idu ̸=

idh. In πt, the relation idu = F (tku, gid) and stt = F (tku, sid) is proved. Due
to the soundness of πt, if TVf(idu, πt,Σ, msg) outputs 1, then the same tku
must be used in generating idu and stt. However, Σh is generated under gskh,
which means stt = F (tkh, sid). There are two cases:

• Case 1: tkh = tku. This case is possible when the malicious tracer gen-
erates a corrupted user u by using the honest user h’s tkh and u’s secret

39



signing key is different from h’s, sku ̸= skh. This misbehavour should be
noticed by the issuer during the join protocol, but since we are assuming
that both the tracer and the issuer are controlled by the adversary, this
case can happen. However, for a group with the group identifier gid, a user
i’s identity idi = F (tki, gid), and so tkh = tku means to idu = idh. Given
Σh with stt = F (tkh, sid), to make the attack work, the tracer needs to
compute πt with idu ̸= idh = F (tkh, gid) and stt′ = stt = F (tkh, sid).
This is impossible because as a PRF, F is deterministic, and so the ad-
versary cannot create two distinct user identifiers from the same tracing
key.

• Case 2: tkh ̸= tku. This means stt = F (tkh, sid) = F (tku, sid), so the
adversary has found a second-preimage of F . Since πt holds the property
of simulation-sound extractability, the second-preimage value tku can be
extracted from πt. This case can happen with only negligible probability
under the assumption that F is second-preimage-resistant.

5 Implementation

As a proof of concept, we implemented the generation of an F-SPHINCS+ sig-
nature with an M-FORS signature chain, S, and the πG signing and verification
components of the scheme using partial algorithms. These parts of the joining,
signing and verification protocols are the most compute intensive and allow us
to assess the times involved, we did not implement the full protocols2. For
ease of implementation, we chose LowMC and KKW, which had readily avail-
able implementations that we could use as building blocks. We instantiate the
pseudorandom functions prf and F with the LowMC block cipher. The hash
functions H1, H2, H3 are also instantiated using LowMC, through the Davies-
Meyer transformation (see Appendix E.2). Note that our protocols are not
restricted to the use of LowMC and KKW, they could be replaced by more
secure/efficient schemes.

The implementation was written in C++ and for some subroutines related
to MPC-in-the-head, we used the code from the Picnic KKW scheme (namely
picnic3) implementation [63] submitted to the NIST Post-Quantum Cryptog-
raphy Standardization project [54]. The code for LowMC (and its MPC-in-
the-head version) was re-written using 64-bit words as this was more efficient
than the picnic3 implementation. In Appendix E, we provide more detailed
discussions on our implementation.

In our implementation, we used two different security parameters, i.e. n =
129 and n = 255. This parameter is determined by the block size and the
key size of the LowMC instances, which were chosen by picnic3. The case
of n = 129 can offer 128-bit security against classical attacks while the case

2Code is available at: https://github.com/UoS-SCCS/HBGS
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of n = 255 can offer 128-bit security against quantum computer attacks. The
other values for the parameters at the corresponding security level that we
used are given in Table 2. The parameters k, d, q are for F-SPHINCS+, NR
and NU are the total number of MPC instances and the number of unopened
MPC instances respectively (KKW uses a cut-and-choose strategy and randomly
opens NR−NU MPC instances to detect cheating).

Table 2: The parameters used for testing.

n k d q NR NU

129 35 16 1024 560 35

255 70 16 1024 1120 70

We measure the performance of our group signature scheme based on our
C++ implementation. The programs were compiled using the GNU GCC com-
piler [27] version 9.4.0 and executed on a laptop (Intel i7-8850H CPU @2.6GHz :
32Gb RAM) with the Ubuntu operating system. Although the CPU has multi-
ple cores, the timings were obtained using a single core. The performance figures
are given in Table 3 and are averages for 6 runs. The timings are in seconds
and the sizes in kilo-bytes (KB). For the join protocol, the time measured refers
to the time taken for the group issuer to generate the user’s membership cre-
dential. Computing a membership credential using the F-SPHINCS+ signature
scheme is the most time intensive part of the protocol. However, note that this
protocol only runs once when a user joins the group. For signing and verifica-
tion, the running time with large groups is in the order of minutes. The current
implementation is not optimized, it was written just using C++ for clarity and
not speed. There are a number of possible improvements that we target as the
next step: (1) Currently the NIZK proof is obtained by using the Fiat-Shamir
transformation from the 3-round KKW interactive protocol. Because the MPC
protocol in KKW is with pre-processing and cut-and-choose, an NIZK proof
transformed from the 5-round interactive protocol can be more efficient; (2)
An optimized implementation can use mutlitple-cores, available SIMD instruc-
tions and a fast matrix library (for example, M4RI [2]) to improve the overall
performance; However, this will mean that we loose generality and will require
different executables for each processor.

The sizes in Table 3 are in KB. For the signatures the size is measured from
the raw binary data, while for the credential, this is the output file size. The
credential files do contain some extra meta information and are written out as
hex strings. A binary format would reduce these figures.

6 Conclusions

Research into post-quantum group signatures based on symmetric primitives
has recently drawn a lot of attention from both academia and industry, but it is
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Table 3: Test results. Time is measured in seconds, size is measured in KB.

n group size join sign verify cred. size sig. size

129

210 66.3 8.7 4.4 60.6 571

220 99.2 12.9 6.3 90.9 851

240 164.7 21.4 10.2 152.5 1419

260 230.6 29.4 13.9 214.4 2000

255

210 274.5 36.4 17.3 229.9 2336

220 410.3 53.0 25.6 344.8 3483

240 682.8 89.4 43.0 576.8 5784

260 952.2 125.1 60.0 809.4 8097

still at an early stage. This paper addresses an open problem: how this type of
group signature can handle a large group size while maintaining robust security
properties. We propose a new group signature scheme from symmetric primi-
tives, which supports a large group size suitable for real-world use. To do this,
we modify the SPHINCS+ signature scheme to create a new group membership
credential and use the MPC-in-the-head paradigm to prove the possession of
the credential and the signing key in a NIZK manner. The security analysis of
our scheme shows that it supports all of the properties required from a state-of-
the-art security model for group signatures. We present several optimizations to
improve performance and provide a prototype implementation. Our future work
on group signatures from symmetric primitives will focus on designing schemes
with more robust security properties, such as forward anonymity. While, for
the current scheme, we will work on improving performance, obtaining more
practical benchmarks.
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A Hash-based Signatures

Lamport one-time signature The earliest hash-based signature scheme is
by Lamport [44]. An example is depicted in Figure 11(a). Let us start with
signing 1 bit. For this bit, a public/private key pair is generated. The private
key is a pair of random strings (x0, x1) and the public key is (y0, y1) such
that yb = H(xb) is the hash value of xb. After publishing the public key, the
signature of the bit b is then the secret string in the private key corresponding
to b, i.e. σ = xb. Anyone who wants to verify the signature can compute
y′b = H(σ), then compare that to yb in the public key. If y′b = yb, then accept,
otherwise reject. This can be easily extended to signing an arbitrary message:
first hash the message to produce a hash value of l-bit, then generate l key
pairs and sign the message hash bit-wisely. The Lamport signature scheme is
a one-time signature scheme because each key pair can only be used to sign
one message, otherwise, an adversary can forge signatures from the generated
ones. For example, if signatures on two message hashes, 00 and 11, have been
generated using the same key pair, then the private keys can be fully recovered
from the two signatures, and one can easily forge a valid Lamport signature for
message hashes 10 and 01.
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y
(0)
0

<latexit sha1_base64="SKg//rw9WK1lTBrbPc++lFmoRe8=">AAACBnicbVDLSgNBEOyNrxg1Rj16WQxCBAmzXvQY8OIxgnlIEsPs7GwyZGZ2mZkVliV3714V/AJv4tXf8A/8CnHyOGhiQUNR1U13lx9zpg1Cn05uZXVtfSO/Wdja3inulvb2mzpKFKENEvFItX2sKWeSNgwznLZjRbHwOW35o8uJ37qnSrNI3pg0pj2BB5KFjGBjpdv0Lqugk3Ef9UtlVEVTuMvEm5Nyrci/XwCg3i99dYOIJIJKQzjWuuOh2PQyrAwjnI4L3UTTGJMRHtCOpRILqnvZ9OCxe2yVwA0jZUsad6r+nsiw0DoVvu0U2Az1ojcR//W0EVilKljYb8KLXsZknBgqyWx9mHDXRO4kEzdgihLDU0swUcx+4JIhVpgYm1zBRuMtBrFMmmdVD1W9a69cO4UZ8nAIR1ABD86hBldQhwYQEPAIT/DsPDivzpvzPmvNOfOZA/gD5+MHD/SbYw==</latexit><latexit sha1_base64="jAvddU7Uil7ZkyPp1KBdT5dqn9M=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQUrGjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRB6N3JLS2vrK7l1wsbm1vF7dLOblNHiSK0QSIeqbaPNeVM0oZhhtN2rCgWPqctf3g+9lu3VGkWySuTxtQTuC9ZyAg2VrpOb7IKOhr1UK9URlU0AVwk7oyUa0X+/ZB9fdZ7pY9uEJFEUGkIx1p3XBQbL8PKMMLpqNBNNI0xGeI+7VgqsaDayyYHj+ChVQIYRsqWNHCi/p7IsNA6Fb7tFNgM9Lw3Fv/1tBFYpSqY22/CMy9jMk4MlWS6Pkw4NBEcZwIDpigxPLUEE8XsB5AMsMLE2OQKNhp3PohF0jypuqjqXrrl2jGYIg/2wQGoABecghq4AHXQAAQIcA8ewZNz5zw7L87rtDXnzGb2wB84bz9ZaZ2z</latexit><latexit sha1_base64="jAvddU7Uil7ZkyPp1KBdT5dqn9M=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQUrGjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRB6N3JLS2vrK7l1wsbm1vF7dLOblNHiSK0QSIeqbaPNeVM0oZhhtN2rCgWPqctf3g+9lu3VGkWySuTxtQTuC9ZyAg2VrpOb7IKOhr1UK9URlU0AVwk7oyUa0X+/ZB9fdZ7pY9uEJFEUGkIx1p3XBQbL8PKMMLpqNBNNI0xGeI+7VgqsaDayyYHj+ChVQIYRsqWNHCi/p7IsNA6Fb7tFNgM9Lw3Fv/1tBFYpSqY22/CMy9jMk4MlWS6Pkw4NBEcZwIDpigxPLUEE8XsB5AMsMLE2OQKNhp3PohF0jypuqjqXrrl2jGYIg/2wQGoABecghq4AHXQAAQIcA8ewZNz5zw7L87rtDXnzGb2wB84bz9ZaZ2z</latexit><latexit sha1_base64="ItufF5/A06ZpQYBlUfMKvUlaFlw=">AAACBnicbVDLSsNAFJ34rPVVdekmWIQKUiZudFlw47KCfUgby2QyaYfOTMLMjRBC9+7d6i+4E7f+hn/gZzhts9DWAxcO59zLvfcEieAGMP5yVlbX1jc2S1vl7Z3dvf3KwWHbxKmmrEVjEetuQAwTXLEWcBCsm2hGZCBYJxhfT/3OI9OGx+oOsoT5kgwVjzglYKX77CGv4bPJAA8qVVzHM7jLxCtIFRVoDirf/TCmqWQKqCDG9DycgJ8TDZwKNin3U8MSQsdkyHqWKiKZ8fPZwRP31CqhG8XalgJ3pv6eyIk0JpOB7ZQERmbRm4r/egYk0ZkOF/ZDdOXnXCUpMEXn66NUuBC700zckGtGQWSWEKq5/cClI6IJBZtc2UbjLQaxTNoXdQ/XvVuv2jgvQiqhY3SCashDl6iBblATtRBFEj2jF/TqPDlvzrvzMW9dcYqZI/QHzucPsuiZCw==</latexit>

y
(0)
1

<latexit sha1_base64="Lj78HtFMdU9aKTTH7V6IF5Aa/Qw=">AAACBnicbVDLSgNBEOyNrxg1Rj16GQxCBAm7XvQY8OIxgnlIEsPs7GwyZGZ2mZkVliV3714V/AJv4tXf8A/8CnHyOGhiQUNR1U13lx9zpo3rfjq5ldW19Y38ZmFre6e4W9rbb+ooUYQ2SMQj1faxppxJ2jDMcNqOFcXC57Tljy4nfuueKs0ieWPSmPYEHkgWMoKNlW7Tu6zinoz7Xr9UdqvuFGiZeHNSrhX59wsA1Pulr24QkURQaQjHWnc8Nza9DCvDCKfjQjfRNMZkhAe0Y6nEgupeNj14jI6tEqAwUrakQVP190SGhdap8G2nwGaoF72J+K+njcAqVcHCfhNe9DIm48RQSWbrw4QjE6FJJihgihLDU0swUcx+gMgQK0yMTa5go/EWg1gmzbOq51a9a69cO4UZ8nAIR1ABD86hBldQhwYQEPAIT/DsPDivzpvzPmvNOfOZA/gD5+MHEY6bZA==</latexit><latexit sha1_base64="im3cdRAen7jlNO2v4K/NUTRiTxM=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQcrEjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRx3Xcnt7S8srqWXy9sbG4Vt0s7u00dJYrQBol4pNo+1pQzSRuGGU7bsaJY+Jy2/OH52G/dUqVZJK9MGlNP4L5kISPYWOk6vckq7tGoh3qlslt1J4CLBM1IuVbk3w/Z12e9V/roBhFJBJWGcKx1B7mx8TKsDCOcjgrdRNMYkyHu046lEguqvWxy8AgeWiWAYaRsSQMn6u+JDAutU+HbToHNQM97Y/FfTxuBVaqCuf0mPPMyJuPEUEmm68OEQxPBcSYwYIoSw1NLMFHMfgDJACtMjE2uYKNB80EskuZJFblVdInKtWMwRR7sgwNQAQicghq4AHXQAAQIcA8ewZNz5zw7L87rtDXnzGb2wB84bz9bA520</latexit><latexit sha1_base64="im3cdRAen7jlNO2v4K/NUTRiTxM=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQcrEjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRx3Xcnt7S8srqWXy9sbG4Vt0s7u00dJYrQBol4pNo+1pQzSRuGGU7bsaJY+Jy2/OH52G/dUqVZJK9MGlNP4L5kISPYWOk6vckq7tGoh3qlslt1J4CLBM1IuVbk3w/Z12e9V/roBhFJBJWGcKx1B7mx8TKsDCOcjgrdRNMYkyHu046lEguqvWxy8AgeWiWAYaRsSQMn6u+JDAutU+HbToHNQM97Y/FfTxuBVaqCuf0mPPMyJuPEUEmm68OEQxPBcSYwYIoSw1NLMFHMfgDJACtMjE2uYKNB80EskuZJFblVdInKtWMwRR7sgwNQAQicghq4AHXQAAQIcA8ewZNz5zw7L87rtDXnzGb2wB84bz9bA520</latexit><latexit sha1_base64="43wh3FoWP/qyXROHGWwKf6vURl4=">AAACBnicbVDLSsNAFL3xWeur6tLNYBEqSEnc6LLgxmUF+5A2lslk0g6dmYSZiRBC9+7d6i+4E7f+hn/gZzhts9DWAxcO59zLvfcECWfauO6Xs7K6tr6xWdoqb+/s7u1XDg7bOk4VoS0S81h1A6wpZ5K2DDOcdhNFsQg47QTj66nfeaRKs1jemSyhvsBDySJGsLHSffaQ19yzycAbVKpu3Z0BLROvIFUo0BxUvvthTFJBpSEca93z3MT4OVaGEU4n5X6qaYLJGA9pz1KJBdV+Pjt4gk6tEqIoVrakQTP190SOhdaZCGynwGakF72p+K+njcAqU+HCfhNd+TmTSWqoJPP1UcqRidE0ExQyRYnhmSWYKGY/QGSEFSbGJle20XiLQSyT9kXdc+verVdtnBchleAYTqAGHlxCA26gCS0gIOAZXuDVeXLenHfnY9664hQzR/AHzucPtIKZDA==</latexit>

y
(1)
0

<latexit sha1_base64="AAxik1qGBdQQfle8dwbZVUFiaoA=">AAACBnicbVDLSgNBEOyNrxg1Rj16GQxCBAm7XvQY8OIxgnlIEsPs7GwyZGZ2mZkVliV3714V/AJv4tXf8A/8CnHyOGhiQUNR1U13lx9zpo3rfjq5ldW19Y38ZmFre6e4W9rbb+ooUYQ2SMQj1faxppxJ2jDMcNqOFcXC57Tljy4nfuueKs0ieWPSmPYEHkgWMoKNlW7TvnuXVbyTcb9UdqvuFGiZeHNSrhX59wsA1Pulr24QkURQaQjHWnc8Nza9DCvDCKfjQjfRNMZkhAe0Y6nEgupeNj14jI6tEqAwUrakQVP190SGhdap8G2nwGaoF72J+K+njcAqVcHCfhNe9DIm48RQSWbrw4QjE6FJJihgihLDU0swUcx+gMgQK0yMTa5go/EWg1gmzbOq51a9a69cO4UZ8nAIR1ABD86hBldQhwYQEPAIT/DsPDivzpvzPmvNOfOZA/gD5+MHETybZA==</latexit><latexit sha1_base64="XD0k7m1BYhzYJiR5gn8svX7ihVc=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQcrEjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRx3Xcnt7S8srqWXy9sbG4Vt0s7u00dJYrQBol4pNo+1pQzSRuGGU7bsaJY+Jy2/OH52G/dUqVZJK9MGlNP4L5kISPYWOk67bk3WQUdjXqlslt1J4CLBM1IuVbk3w/Z12e9V/roBhFJBJWGcKx1B7mx8TKsDCOcjgrdRNMYkyHu046lEguqvWxy8AgeWiWAYaRsSQMn6u+JDAutU+HbToHNQM97Y/FfTxuBVaqCuf0mPPMyJuPEUEmm68OEQxPBcSYwYIoSw1NLMFHMfgDJACtMjE2uYKNB80EskuZJFblVdInKtWMwRR7sgwNQAQicghq4AHXQAAQIcA8ewZNz5zw7L87rtDXnzGb2wB84bz9asZ20</latexit><latexit sha1_base64="XD0k7m1BYhzYJiR5gn8svX7ihVc=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQcrEjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRx3Xcnt7S8srqWXy9sbG4Vt0s7u00dJYrQBol4pNo+1pQzSRuGGU7bsaJY+Jy2/OH52G/dUqVZJK9MGlNP4L5kISPYWOk67bk3WQUdjXqlslt1J4CLBM1IuVbk3w/Z12e9V/roBhFJBJWGcKx1B7mx8TKsDCOcjgrdRNMYkyHu046lEguqvWxy8AgeWiWAYaRsSQMn6u+JDAutU+HbToHNQM97Y/FfTxuBVaqCuf0mPPMyJuPEUEmm68OEQxPBcSYwYIoSw1NLMFHMfgDJACtMjE2uYKNB80EskuZJFblVdInKtWMwRR7sgwNQAQicghq4AHXQAAQIcA8ewZNz5zw7L87rtDXnzGb2wB84bz9asZ20</latexit><latexit sha1_base64="E2E/dCXLnQzOrPdhUv1agTTnm1c=">AAACBnicbVDLSsNAFL3xWeur6tLNYBEqSEnc6LLgxmUF+5A2lslk0g6dmYSZiRBC9+7d6i+4E7f+hn/gZzhts9DWAxcO59zLvfcECWfauO6Xs7K6tr6xWdoqb+/s7u1XDg7bOk4VoS0S81h1A6wpZ5K2DDOcdhNFsQg47QTj66nfeaRKs1jemSyhvsBDySJGsLHSfTZwH/KadzYZVKpu3Z0BLROvIFUo0BxUvvthTFJBpSEca93z3MT4OVaGEU4n5X6qaYLJGA9pz1KJBdV+Pjt4gk6tEqIoVrakQTP190SOhdaZCGynwGakF72p+K+njcAqU+HCfhNd+TmTSWqoJPP1UcqRidE0ExQyRYnhmSWYKGY/QGSEFSbGJle20XiLQSyT9kXdc+verVdtnBchleAYTqAGHlxCA26gCS0gIOAZXuDVeXLenHfnY9664hQzR/AHzucPtDCZDA==</latexit>

y
(1)
1

<latexit sha1_base64="o6lqg1h+f9rcL738NE6v7VctAaU=">AAACBnicbVDLSgNBEOyNrxg1Rj16GQxCBAk7XvQY8OIxgnlIEsPs7GwyZGZ3mZkVliV3714V/AJv4tXf8A/8CnHyOGhiQUNR1U13lxcLro3rfjq5ldW19Y38ZmFre6e4W9rbb+ooUZQ1aCQi1faIZoKHrGG4EawdK0akJ1jLG11O/NY9U5pH4Y1JY9aTZBDygFNirHSb3mUVfDLu436p7FbdKdAywXNSrhXF9wsA1Pulr64f0USy0FBBtO5gNza9jCjDqWDjQjfRLCZ0RAasY2lIJNO9bHrwGB1bxUdBpGyFBk3V3xMZkVqn0rOdkpihXvQm4r+eNpKoVPkL+01w0ct4GCeGhXS2PkgEMhGaZIJ8rhg1IrWEUMXtB4gOiSLU2OQKNhq8GMQyaZ5VsVvF17hcO4UZ8nAIR1ABDOdQgyuoQwMoSHiEJ3h2HpxX5815n7XmnPnMAfyB8/EDEyybZQ==</latexit><latexit sha1_base64="m6Vt+HznVpyWaiLb+RclsCW4S8U=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQcrEjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRx3Xcnt7S8srqWXy9sbG4Vt0s7u00dJYrQBol4pNo+1pQzSRuGGU7bsaJY+Jy2/OH52G/dUqVZJK9MGlNP4L5kISPYWOk6vckq6GjUQ71S2a26E8BFgmakXCvy74fs67PeK310g4gkgkpDONa6g9zYeBlWhhFOR4VuommMyRD3acdSiQXVXjY5eAQPrRLAMFK2pIET9fdEhoXWqfBtp8BmoOe9sfivp43AKlXB3H4TnnkZk3FiqCTT9WHCoYngOBMYMEWJ4aklmChmP4BkgBUmxiZXsNGg+SAWSfOkitwqukTl2jGYIg/2wQGoAAROQQ1cgDpoAAIEuAeP4Mm5c56dF+d12ppzZjN74A+ctx9coZ21</latexit><latexit sha1_base64="m6Vt+HznVpyWaiLb+RclsCW4S8U=">AAACBnicbVDLSgMxFM3UV61aqy7dBItQQcrEjS4LblxWsA9px5LJZNrQJDMkGWEYunfvUv0Fd+LW3/APdOkPiOljoa0HLhzOuZd77/FjzrRx3Xcnt7S8srqWXy9sbG4Vt0s7u00dJYrQBol4pNo+1pQzSRuGGU7bsaJY+Jy2/OH52G/dUqVZJK9MGlNP4L5kISPYWOk6vckq6GjUQ71S2a26E8BFgmakXCvy74fs67PeK310g4gkgkpDONa6g9zYeBlWhhFOR4VuommMyRD3acdSiQXVXjY5eAQPrRLAMFK2pIET9fdEhoXWqfBtp8BmoOe9sfivp43AKlXB3H4TnnkZk3FiqCTT9WHCoYngOBMYMEWJ4aklmChmP4BkgBUmxiZXsNGg+SAWSfOkitwqukTl2jGYIg/2wQGoAAROQQ1cgDpoAAIEuAeP4Mm5c56dF+d12ppzZjN74A+ctx9coZ21</latexit><latexit sha1_base64="LKvZeL2q7dkFx+BHunV9+dON6tw=">AAACBnicbVDLSsNAFJ34rPVVdelmsAgVpGTc6LLgxmUF+5A2lslk0g6dScLMjRBC9+7d6i+4E7f+hn/gZzhts9DWAxcO59zLvff4iRQGXPfLWVldW9/YLG2Vt3d29/YrB4dtE6ea8RaLZay7PjVcioi3QIDk3URzqnzJO/74eup3Hrk2Io7uIEu4p+gwEqFgFKx0nz3kNXI2GZBBperW3RnwMiEFqaICzUHlux/ELFU8AiapMT3iJuDlVINgkk/K/dTwhLIxHfKepRFV3Hj57OAJPrVKgMNY24oAz9TfEzlVxmTKt52KwsgselPxX8+AojrTwcJ+CK+8XERJCjxi8/VhKjHEeJoJDoTmDGRmCWVa2A8wG1FNGdjkyjYashjEMmlf1IlbJ7ek2jgvQiqhY3SCaoigS9RAN6iJWoghhZ7RC3p1npw35935mLeuOMXMEfoD5/MHtiCZDQ==</latexit>

H(·)
<latexit sha1_base64="vigMH//VhFLFE8Wkdgbzn7K7cOg=">AAACBXicbVA9SwNBEJ2LXzFGjVraHAYhgoQ7Gy0DNikTMB+QhLC3t5cs2b07dueE40htKdhq4R+wE1t/h//An+Hmo9DEBwOP92aYmefFgmt0nC8rt7G5tb2T3y3sFfcPDktHx20dJYqyFo1EpLoe0UzwkLWQo2DdWDEiPcE63uR25nfumdI8Cu8wjdlAklHIA04JGqlbr/SpH+HFsFR2qs4c9jpxl6RcKz42XwGgMSx99/2IJpKFSAXRuuc6MQ4yopBTwaaFfqJZTOiEjFjP0JBIpgfZ/N6pfW4U3w4iZSpEe67+nsiI1DqVnumUBMd61ZuJ/3oaJVGp8lf2Y3AzyHgYJ8hCulgfJMLGyJ5FYvtcMYoiNYRQxc0HNh0TRSia4AomGnc1iHXSvqq6TtVtuuXaJSyQh1M4gwq4cA01qEMDWkBBwBM8w4v1YL1Z79bHojVnLWdO4A+szx+335qN</latexit><latexit sha1_base64="lwb1Y21no3d1YNhTBX7YO7BPzWY=">AAACBXicbVDLSsNAFJ3UV61Vqy4FGSxCBSmJG10W3HTZgn1AG8pkMmmHziRh5kYIoWuXgkv1E3Qnbv0O/8CvEKePhVYPXDiccy/33uPFgmuw7Q8rt7K6tr6R3yxsFbd3dkt7+20dJYqyFo1EpLoe0UzwkLWAg2DdWDEiPcE63vhq6ndumNI8Cq8hjZkryTDkAacEjNStV/rUj+B0UCrbVXsG/Jc4C1KuFe+azw9fR41B6bPvRzSRLAQqiNY9x47BzYgCTgWbFPqJZjGhYzJkPUNDIpl2s9m9E3xiFB8HkTIVAp6pPycyIrVOpWc6JYGRXvam4r+eBklUqvyl/RBcuhkP4wRYSOfrg0RgiPA0EuxzxSiI1BBCFTcfYDoiilAwwRVMNM5yEH9J+7zq2FWn6ZRrZ2iOPDpEx6iCHHSBaqiOGqiFKBLoHj2iJ+vWerFerbd5a85azBygX7DevwE4eJxP</latexit><latexit sha1_base64="lwb1Y21no3d1YNhTBX7YO7BPzWY=">AAACBXicbVDLSsNAFJ3UV61Vqy4FGSxCBSmJG10W3HTZgn1AG8pkMmmHziRh5kYIoWuXgkv1E3Qnbv0O/8CvEKePhVYPXDiccy/33uPFgmuw7Q8rt7K6tr6R3yxsFbd3dkt7+20dJYqyFo1EpLoe0UzwkLWAg2DdWDEiPcE63vhq6ndumNI8Cq8hjZkryTDkAacEjNStV/rUj+B0UCrbVXsG/Jc4C1KuFe+azw9fR41B6bPvRzSRLAQqiNY9x47BzYgCTgWbFPqJZjGhYzJkPUNDIpl2s9m9E3xiFB8HkTIVAp6pPycyIrVOpWc6JYGRXvam4r+eBklUqvyl/RBcuhkP4wRYSOfrg0RgiPA0EuxzxSiI1BBCFTcfYDoiilAwwRVMNM5yEH9J+7zq2FWn6ZRrZ2iOPDpEx6iCHHSBaqiOGqiFKBLoHj2iJ+vWerFerbd5a85azBygX7DevwE4eJxP</latexit><latexit sha1_base64="YIdMr9JF/COIC+ll8DtO+2TkleQ=">AAACBXicbVDLSsNAFJ3UV62vqks3g0WoICVxo8uCmy4r2Ae0oUwmk3bozCTM3AghdO3erf6CO3Hrd/gHfobTNgttPXDhcM693HtPkAhuwHW/nNLG5tb2Tnm3srd/cHhUPT7pmjjVlHVoLGLdD4hhgivWAQ6C9RPNiAwE6wXTu7nfe2Ta8Fg9QJYwX5Kx4hGnBKzUb9WHNIzhclStuQ13AbxOvILUUIH2qPo9DGOaSqaACmLMwHMT8HOigVPBZpVhalhC6JSM2cBSRSQzfr64d4YvrBLiKNa2FOCF+nsiJ9KYTAa2UxKYmFVvLv7rGZBEZzpc2Q/RrZ9zlaTAFF2uj1KBIcbzSHDINaMgMksI1dx+gOmEaELBBlex0XirQayT7nXDcxvevVdrXhUhldEZOkd15KEb1EQt1EYdRJFAz+gFvTpPzpvz7nwsW0tOMXOK/sD5/AEjhpjB</latexit>

x! H1(x)! H2(x)! H3(x)
<latexit sha1_base64="UHbOFCLv9DNykAp9UZecv3AwI+Y="></latexit><latexit sha1_base64="T0phDrK2jFov+s81pteoRRhvG+c="></latexit><latexit sha1_base64="T0phDrK2jFov+s81pteoRRhvG+c="></latexit><latexit sha1_base64="2+JNJiyjBS34I1KDDzPisu3NEhg="></latexit>

xc ! H1(xc)! H2(xc)! H3(xc)
<latexit sha1_base64="qTLzvhLAPOF2hC40imi+Ga7X4FA="></latexit><latexit sha1_base64="vUifCuAFSDY/9Ho7x9o+oFQw4Xs="></latexit><latexit sha1_base64="vUifCuAFSDY/9Ho7x9o+oFQw4Xs="></latexit><latexit sha1_base64="l68iszJrBw+OhfftE2Z5Y9A4jbI="></latexit>

sk pk

(x
(0)
0 , x

(1)
1 )

<latexit sha1_base64="jA7mketGRH1oijlqIH52sFN5/zI="></latexit><latexit sha1_base64="/XlUndVgr/4iASPZO9vnmDgKapQ="></latexit><latexit sha1_base64="/XlUndVgr/4iASPZO9vnmDgKapQ="></latexit><latexit sha1_base64="vD/feYEJmH9OyD/W74SuLOzrJB4=">AAACN3icbZC7SgNBFIZnvcZ4i1raLAYhgRB2bEwZsLGMYC6QxDA7e5IMmb0wc1YSln0V38PeVnsrO0nrGzi5FDHxwMDP/50L87uRFBod59Pa2t7Z3dvPHGQPj45PTnNn5w0dxopDnYcyVC2XaZAigDoKlNCKFDDfldB0R3cz3nwGpUUYPOIkgq7PBoHoC87QWL1cpdBBGON8UaLAS5Nxz3lKCk4xTUsryJUxzBg1jBpW7OXyTtmZl70p6FLkybJqvdy044U89iFALpnWbepE2E2YQsElpNlOrCFifMQG0DYyYD7objK/ntrXxvHsfqjMC9Ceu6sTCfO1nviu6fQZDvU6m5n/Mo0+UxPlrd3HfqWbiCCKEQK+ON+PpY2hPQvR9oQCjnJiBONKmB/YfMgU42iizppo6HoQm6JxU6ZOmT7QfLW0DClDLskVKRBKbkmV3JMaqRNOXsgbeScf1qv1ZX1b00XrlrWcuSB/yvr5BSwUrbE=</latexit>

(H1(x), H2(xc))
<latexit sha1_base64="8RSLJRu075b0IQc7yrX8/OwJbuo="></latexit><latexit sha1_base64="CLs1Fsv2+tYGzA8iWzUP+r/1f9M="></latexit><latexit sha1_base64="CLs1Fsv2+tYGzA8iWzUP+r/1f9M="></latexit><latexit sha1_base64="f0UiW4unmtJYEpu9wzVlzmEnzhA=">AAACM3icbVDJSgNBFOxxjXEb9ehlMAgJhDATBD0GvOQYwSyQxNDT85I06VnofiMJw/yI/+Hdq/6BeBMPXvwHO8shJhY0FFXvvaLLjQRXaNvvxsbm1vbObmYvu39weHRsnpw2VBhLBnUWilC2XKpA8ADqyFFAK5JAfVdA0x3dTv3mI0jFw+AeJxF0fToIeJ8zilrqmVf5DsIYZ4cSCV6aVB+c/LiQFpd0V8QwNcr5cY8V0kLPzNklewZrnTgLkiML1Hrmd8cLWexDgExQpdqOHWE3oRI5E5BmO7GCiLIRHUBb04D6oLrJLDy1LrXiWf1Q6hegNVOXNxLqKzXxXT3pUxyqVW8q/usp9KmcSG8lH/s33YQHUYwQsHl8PxYWhta0QMvjEhiKiSaUSa5/YLEhlZShrjmrq3FWi1gnjXLJsUvOnZOrFBclZcg5uSB54pBrUiFVUiN1wsgTeSGv5M14Nj6MT+NrPrphLHbOyB8YP794IqvO</latexit>

signature
for 01

(a) Lamport one-time signature

(b) Winternitz one-time signature

sk pk signature
for 01

Figure 11: One-time signatures

Winternitz one-time signature Bit-wise signing can be inefficient, there-
fore schemes that can sign a block of multiple bits each time have been proposed.
The Winternitz one-time signature (WOTS, depicted in Fig. 11(b)) [52] is an
example. To sign a d-bit block, let W = 2d − 1, the private key is a pair of two
secret strings (x, xc) and the public key is (y, yc) such that y = HW (x), yc =
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HW (xc) where HW (·) means apply H repeatedly W times. Then the d-bit
block is parsed into an unsigned integer i, the signature σ = (s, sc) where
s = Hi(x), sc = HW−i(xc). Here i is the data to be signed and W − i serves as
the checksum of the data. To verify the block against the signature, compute
(HW−i(s), Hi(sc)) and check whether the pair is the same as the public key.
Again, a WOTS key pair should be used for signing just one message. For ex-
ample, if the signature of 00 and 11 are generated using the same key pair, then
one can compute H1(H0(x)) = H1(x) from the signature of 00 (H0(x), H3(xc)).
Also H2(H0(xc)) = H2(xc) can be computed from (H3(x), H0(xc)) that is the
signature of 11. The pair (H1(x), H2(xc)) is the signature of 01.

Merkle signature To allow multiple signatures per key pair, one naive
method is as the following. To allow 2a signatures, generate 2a one-time signa-
ture key pairs. Treat the 2a one-time public keys as one overall public key and
the 2a one-time private keys as one private key. When signing the i-th message,
use the i-th private sub-key to generate the signature. This signature can be
verified against the i-th sub-public key. Of course, this works but the size of the
keys is large. Merkle proposed in [52] a more efficient way to implement this
idea, with a much smaller storage overhead. An example is depicted in Fig. 12.

pk0

"
...
"

sk0
<latexit sha1_base64="GYeKELDP+54JspOpElpkqr3A1ZE=">AAACR3icbVA9SwNBFNyLXzF+RS1tDoNgFe6CoGXAxlLBJIIXwt7eS7Jkb/fYfRcNR/6S/8PexkJrOzuxdJOcYBIfLAzzZph9EyaCG/S8V6ewsrq2vlHcLG1t7+zulfcPmkalmkGDKaH0XUgNCC6hgRwF3CUaaBwKaIWDy8m+NQRtuJK3OEqgHdOe5F3OKFqqU74KQuhxmcUUNX8cl5JBxwuCUpAmVGv1MIHDSKGZ50yuAhn9Ojvlilf1puMuAz8HFZLPdaf8EUSKpTFIZIIac+97CbYzqpEzAWMbZyChbEB7cG+hpDGYdja9eOyeWCZyu0rbJ9Gdsn8dGY2NGcWhVdr/9c3ibkL+uzMYUz3S0UI+di/aGZdJiiDZLL6bCheVOynVjbgGhmJkAWWa2wtc1qeaMrTVl2w1/mIRy6BZq/pe1b85q9RreUlFckSOySnxyTmpkytyTRqEkSfyQt7Iu/PsfDpfzvdMWnByzyGZm4LzA++Wsvo=</latexit><latexit sha1_base64="GYeKELDP+54JspOpElpkqr3A1ZE=">AAACR3icbVA9SwNBFNyLXzF+RS1tDoNgFe6CoGXAxlLBJIIXwt7eS7Jkb/fYfRcNR/6S/8PexkJrOzuxdJOcYBIfLAzzZph9EyaCG/S8V6ewsrq2vlHcLG1t7+zulfcPmkalmkGDKaH0XUgNCC6hgRwF3CUaaBwKaIWDy8m+NQRtuJK3OEqgHdOe5F3OKFqqU74KQuhxmcUUNX8cl5JBxwuCUpAmVGv1MIHDSKGZ50yuAhn9Ojvlilf1puMuAz8HFZLPdaf8EUSKpTFIZIIac+97CbYzqpEzAWMbZyChbEB7cG+hpDGYdja9eOyeWCZyu0rbJ9Gdsn8dGY2NGcWhVdr/9c3ibkL+uzMYUz3S0UI+di/aGZdJiiDZLL6bCheVOynVjbgGhmJkAWWa2wtc1qeaMrTVl2w1/mIRy6BZq/pe1b85q9RreUlFckSOySnxyTmpkytyTRqEkSfyQt7Iu/PsfDpfzvdMWnByzyGZm4LzA++Wsvo=</latexit><latexit sha1_base64="GYeKELDP+54JspOpElpkqr3A1ZE=">AAACR3icbVA9SwNBFNyLXzF+RS1tDoNgFe6CoGXAxlLBJIIXwt7eS7Jkb/fYfRcNR/6S/8PexkJrOzuxdJOcYBIfLAzzZph9EyaCG/S8V6ewsrq2vlHcLG1t7+zulfcPmkalmkGDKaH0XUgNCC6hgRwF3CUaaBwKaIWDy8m+NQRtuJK3OEqgHdOe5F3OKFqqU74KQuhxmcUUNX8cl5JBxwuCUpAmVGv1MIHDSKGZ50yuAhn9Ojvlilf1puMuAz8HFZLPdaf8EUSKpTFIZIIac+97CbYzqpEzAWMbZyChbEB7cG+hpDGYdja9eOyeWCZyu0rbJ9Gdsn8dGY2NGcWhVdr/9c3ibkL+uzMYUz3S0UI+di/aGZdJiiDZLL6bCheVOynVjbgGhmJkAWWa2wtc1qeaMrTVl2w1/mIRy6BZq/pe1b85q9RreUlFckSOySnxyTmpkytyTRqEkSfyQt7Iu/PsfDpfzvdMWnByzyGZm4LzA++Wsvo=</latexit><latexit sha1_base64="GYeKELDP+54JspOpElpkqr3A1ZE=">AAACR3icbVA9SwNBFNyLXzF+RS1tDoNgFe6CoGXAxlLBJIIXwt7eS7Jkb/fYfRcNR/6S/8PexkJrOzuxdJOcYBIfLAzzZph9EyaCG/S8V6ewsrq2vlHcLG1t7+zulfcPmkalmkGDKaH0XUgNCC6hgRwF3CUaaBwKaIWDy8m+NQRtuJK3OEqgHdOe5F3OKFqqU74KQuhxmcUUNX8cl5JBxwuCUpAmVGv1MIHDSKGZ50yuAhn9Ojvlilf1puMuAz8HFZLPdaf8EUSKpTFIZIIac+97CbYzqpEzAWMbZyChbEB7cG+hpDGYdja9eOyeWCZyu0rbJ9Gdsn8dGY2NGcWhVdr/9c3ibkL+uzMYUz3S0UI+di/aGZdJiiDZLL6bCheVOynVjbgGhmJkAWWa2wtc1qeaMrTVl2w1/mIRy6BZq/pe1b85q9RreUlFckSOySnxyTmpkytyTRqEkSfyQt7Iu/PsfDpfzvdMWnByzyGZm4LzA++Wsvo=</latexit>

pk1

"
...
"

sk1
<latexit sha1_base64="suXBoiai5Yb7imh3+9fYvSQvwAw=">AAACR3icbVBNS8NAFNzU7/hV9eglWARPJRFBj4KXHitYW2hK2Wxe69LNbth9UUvoX/J/ePfiQc/evIlHN20ErT5YGObNMPsmSgU36PvPTmVhcWl5ZXXNXd/Y3Nqu7uxeG5VpBi2mhNKdiBoQXEILOQropBpoEgloR6OLYt++BW24klc4TqGX0KHkA84oWqpfbYQRDLnME4qa30/cdNQPwtANs5Rqre4KeBsrNL85U6pAxt/OfrXm1/3peH9BUIIaKafZr76FsWJZAhKZoMZ0Az/FXk41ciZgYuMMpJSN6BC6FkqagOnl04sn3qFlYm+gtH0SvSn705HTxJhxElml/d+Nmd8V5L87gwnVYx3P5ePgrJdzmWYIks3iB5nwUHlFqV7MNTAUYwso09xe4LEbqilDW71rqwnmi/gLro/rgV8PLk9q58dlSatknxyQIxKQU3JOGqRJWoSRB/JEXsir8+i8Ox/O50xacUrPHvk1FecL8w6y/A==</latexit><latexit sha1_base64="suXBoiai5Yb7imh3+9fYvSQvwAw=">AAACR3icbVBNS8NAFNzU7/hV9eglWARPJRFBj4KXHitYW2hK2Wxe69LNbth9UUvoX/J/ePfiQc/evIlHN20ErT5YGObNMPsmSgU36PvPTmVhcWl5ZXXNXd/Y3Nqu7uxeG5VpBi2mhNKdiBoQXEILOQropBpoEgloR6OLYt++BW24klc4TqGX0KHkA84oWqpfbYQRDLnME4qa30/cdNQPwtANs5Rqre4KeBsrNL85U6pAxt/OfrXm1/3peH9BUIIaKafZr76FsWJZAhKZoMZ0Az/FXk41ciZgYuMMpJSN6BC6FkqagOnl04sn3qFlYm+gtH0SvSn705HTxJhxElml/d+Nmd8V5L87gwnVYx3P5ePgrJdzmWYIks3iB5nwUHlFqV7MNTAUYwso09xe4LEbqilDW71rqwnmi/gLro/rgV8PLk9q58dlSatknxyQIxKQU3JOGqRJWoSRB/JEXsir8+i8Ox/O50xacUrPHvk1FecL8w6y/A==</latexit><latexit sha1_base64="suXBoiai5Yb7imh3+9fYvSQvwAw=">AAACR3icbVBNS8NAFNzU7/hV9eglWARPJRFBj4KXHitYW2hK2Wxe69LNbth9UUvoX/J/ePfiQc/evIlHN20ErT5YGObNMPsmSgU36PvPTmVhcWl5ZXXNXd/Y3Nqu7uxeG5VpBi2mhNKdiBoQXEILOQropBpoEgloR6OLYt++BW24klc4TqGX0KHkA84oWqpfbYQRDLnME4qa30/cdNQPwtANs5Rqre4KeBsrNL85U6pAxt/OfrXm1/3peH9BUIIaKafZr76FsWJZAhKZoMZ0Az/FXk41ciZgYuMMpJSN6BC6FkqagOnl04sn3qFlYm+gtH0SvSn705HTxJhxElml/d+Nmd8V5L87gwnVYx3P5ePgrJdzmWYIks3iB5nwUHlFqV7MNTAUYwso09xe4LEbqilDW71rqwnmi/gLro/rgV8PLk9q58dlSatknxyQIxKQU3JOGqRJWoSRB/JEXsir8+i8Ox/O50xacUrPHvk1FecL8w6y/A==</latexit><latexit sha1_base64="suXBoiai5Yb7imh3+9fYvSQvwAw=">AAACR3icbVBNS8NAFNzU7/hV9eglWARPJRFBj4KXHitYW2hK2Wxe69LNbth9UUvoX/J/ePfiQc/evIlHN20ErT5YGObNMPsmSgU36PvPTmVhcWl5ZXXNXd/Y3Nqu7uxeG5VpBi2mhNKdiBoQXEILOQropBpoEgloR6OLYt++BW24klc4TqGX0KHkA84oWqpfbYQRDLnME4qa30/cdNQPwtANs5Rqre4KeBsrNL85U6pAxt/OfrXm1/3peH9BUIIaKafZr76FsWJZAhKZoMZ0Az/FXk41ciZgYuMMpJSN6BC6FkqagOnl04sn3qFlYm+gtH0SvSn705HTxJhxElml/d+Nmd8V5L87gwnVYx3P5ePgrJdzmWYIks3iB5nwUHlFqV7MNTAUYwso09xe4LEbqilDW71rqwnmi/gLro/rgV8PLk9q58dlSatknxyQIxKQU3JOGqRJWoSRB/JEXsir8+i8Ox/O50xacUrPHvk1FecL8w6y/A==</latexit>

pk2

"
...
"

sk2
<latexit sha1_base64="U7vEpBPaTWFrQyGEmpZZXkdJE5U=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSRF0KPgxWMF2wqmlM3mtS7d7Ibdl2oI/Uv+D+9ePOjZmzfx6LZG0OqDhWHeDLNvolRwg77/5FQWFpeWV6qr7tr6xuZWbXunY1SmGbSZEkpfRdSA4BLayFHAVaqBJpGAbjQ6m+67Y9CGK3mJeQq9hA4lH3BG0VL92nkYwZDLIqGo+d3ETUf9Zhi6YZZSrdXtFI5jheY3Z0oVyPjb2a/V/YY/G+8vCEpQJ+W0+rXXMFYsS0AiE9SY68BPsVdQjZwJmNg4AyllIzqEawslTcD0itnFE+/AMrE3UNo+id6M/ekoaGJMnkRWaf93Y+Z3U/LfncGE6lzHc/k4OOkVXKYZgmRf8YNMeKi8aalezDUwFLkFlGluL/DYDdWUoa3etdUE80X8BZ1mI/AbwcVR/bRZllQle2SfHJKAHJNTck5apE0YuSeP5Jm8OA/Om/PufHxJK07p2SW/puJ8AvaGsv4=</latexit><latexit sha1_base64="U7vEpBPaTWFrQyGEmpZZXkdJE5U=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSRF0KPgxWMF2wqmlM3mtS7d7Ibdl2oI/Uv+D+9ePOjZmzfx6LZG0OqDhWHeDLNvolRwg77/5FQWFpeWV6qr7tr6xuZWbXunY1SmGbSZEkpfRdSA4BLayFHAVaqBJpGAbjQ6m+67Y9CGK3mJeQq9hA4lH3BG0VL92nkYwZDLIqGo+d3ETUf9Zhi6YZZSrdXtFI5jheY3Z0oVyPjb2a/V/YY/G+8vCEpQJ+W0+rXXMFYsS0AiE9SY68BPsVdQjZwJmNg4AyllIzqEawslTcD0itnFE+/AMrE3UNo+id6M/ekoaGJMnkRWaf93Y+Z3U/LfncGE6lzHc/k4OOkVXKYZgmRf8YNMeKi8aalezDUwFLkFlGluL/DYDdWUoa3etdUE80X8BZ1mI/AbwcVR/bRZllQle2SfHJKAHJNTck5apE0YuSeP5Jm8OA/Om/PufHxJK07p2SW/puJ8AvaGsv4=</latexit><latexit sha1_base64="U7vEpBPaTWFrQyGEmpZZXkdJE5U=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSRF0KPgxWMF2wqmlM3mtS7d7Ibdl2oI/Uv+D+9ePOjZmzfx6LZG0OqDhWHeDLNvolRwg77/5FQWFpeWV6qr7tr6xuZWbXunY1SmGbSZEkpfRdSA4BLayFHAVaqBJpGAbjQ6m+67Y9CGK3mJeQq9hA4lH3BG0VL92nkYwZDLIqGo+d3ETUf9Zhi6YZZSrdXtFI5jheY3Z0oVyPjb2a/V/YY/G+8vCEpQJ+W0+rXXMFYsS0AiE9SY68BPsVdQjZwJmNg4AyllIzqEawslTcD0itnFE+/AMrE3UNo+id6M/ekoaGJMnkRWaf93Y+Z3U/LfncGE6lzHc/k4OOkVXKYZgmRf8YNMeKi8aalezDUwFLkFlGluL/DYDdWUoa3etdUE80X8BZ1mI/AbwcVR/bRZllQle2SfHJKAHJNTck5apE0YuSeP5Jm8OA/Om/PufHxJK07p2SW/puJ8AvaGsv4=</latexit><latexit sha1_base64="U7vEpBPaTWFrQyGEmpZZXkdJE5U=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSRF0KPgxWMF2wqmlM3mtS7d7Ibdl2oI/Uv+D+9ePOjZmzfx6LZG0OqDhWHeDLNvolRwg77/5FQWFpeWV6qr7tr6xuZWbXunY1SmGbSZEkpfRdSA4BLayFHAVaqBJpGAbjQ6m+67Y9CGK3mJeQq9hA4lH3BG0VL92nkYwZDLIqGo+d3ETUf9Zhi6YZZSrdXtFI5jheY3Z0oVyPjb2a/V/YY/G+8vCEpQJ+W0+rXXMFYsS0AiE9SY68BPsVdQjZwJmNg4AyllIzqEawslTcD0itnFE+/AMrE3UNo+id6M/ekoaGJMnkRWaf93Y+Z3U/LfncGE6lzHc/k4OOkVXKYZgmRf8YNMeKi8aalezDUwFLkFlGluL/DYDdWUoa3etdUE80X8BZ1mI/AbwcVR/bRZllQle2SfHJKAHJNTck5apE0YuSeP5Jm8OA/Om/PufHxJK07p2SW/puJ8AvaGsv4=</latexit>

pk3

"
...
"

sk3
<latexit sha1_base64="1fshpSxc69+tE93UfIoceAXHZOw=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSQq6FHw4rGCrYIpYbN5rUs3u2H3pVpC/5L/w7sXD3r25k08um0jaPXBwjBvhtk3cSa4Qd9/dipz8wuLS9Vld2V1bX2jtrnVNirXDFpMCaWvY2pAcAkt5CjgOtNA01jAVdw/G++vBqANV/IShxl0UtqTvMsZRUtFtfMwhh6XRUpR8/uRm/WjwzB0wzyjWqu7MRwkCs1vzpQqkMm3M6rV/YY/Ge8vCEpQJ+U0o9pbmCiWpyCRCWrMTeBn2CmoRs4EjGycgYyyPu3BjYWSpmA6xeTikbdnmcTrKm2fRG/C/nQUNDVmmMZWaf93a2Z3Y/LfncGU6qFOZvKxe9IpuMxyBMmm8d1ceKi8calewjUwFEMLKNPcXuCxW6opQ1u9a6sJZov4C9oHjcBvBBdH9dODsqQq2SG7ZJ8E5JicknPSJC3CyAN5Ii/k1Xl03p0P53MqrTilZ5v8morzBfn+swA=</latexit><latexit sha1_base64="1fshpSxc69+tE93UfIoceAXHZOw=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSQq6FHw4rGCrYIpYbN5rUs3u2H3pVpC/5L/w7sXD3r25k08um0jaPXBwjBvhtk3cSa4Qd9/dipz8wuLS9Vld2V1bX2jtrnVNirXDFpMCaWvY2pAcAkt5CjgOtNA01jAVdw/G++vBqANV/IShxl0UtqTvMsZRUtFtfMwhh6XRUpR8/uRm/WjwzB0wzyjWqu7MRwkCs1vzpQqkMm3M6rV/YY/Ge8vCEpQJ+U0o9pbmCiWpyCRCWrMTeBn2CmoRs4EjGycgYyyPu3BjYWSpmA6xeTikbdnmcTrKm2fRG/C/nQUNDVmmMZWaf93a2Z3Y/LfncGU6qFOZvKxe9IpuMxyBMmm8d1ceKi8calewjUwFEMLKNPcXuCxW6opQ1u9a6sJZov4C9oHjcBvBBdH9dODsqQq2SG7ZJ8E5JicknPSJC3CyAN5Ii/k1Xl03p0P53MqrTilZ5v8morzBfn+swA=</latexit><latexit sha1_base64="1fshpSxc69+tE93UfIoceAXHZOw=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSQq6FHw4rGCrYIpYbN5rUs3u2H3pVpC/5L/w7sXD3r25k08um0jaPXBwjBvhtk3cSa4Qd9/dipz8wuLS9Vld2V1bX2jtrnVNirXDFpMCaWvY2pAcAkt5CjgOtNA01jAVdw/G++vBqANV/IShxl0UtqTvMsZRUtFtfMwhh6XRUpR8/uRm/WjwzB0wzyjWqu7MRwkCs1vzpQqkMm3M6rV/YY/Ge8vCEpQJ+U0o9pbmCiWpyCRCWrMTeBn2CmoRs4EjGycgYyyPu3BjYWSpmA6xeTikbdnmcTrKm2fRG/C/nQUNDVmmMZWaf93a2Z3Y/LfncGU6qFOZvKxe9IpuMxyBMmm8d1ceKi8calewjUwFEMLKNPcXuCxW6opQ1u9a6sJZov4C9oHjcBvBBdH9dODsqQq2SG7ZJ8E5JicknPSJC3CyAN5Ii/k1Xl03p0P53MqrTilZ5v8morzBfn+swA=</latexit><latexit sha1_base64="1fshpSxc69+tE93UfIoceAXHZOw=">AAACR3icbVBNS8NAFNzUrxq/qh69BIvgqSQq6FHw4rGCrYIpYbN5rUs3u2H3pVpC/5L/w7sXD3r25k08um0jaPXBwjBvhtk3cSa4Qd9/dipz8wuLS9Vld2V1bX2jtrnVNirXDFpMCaWvY2pAcAkt5CjgOtNA01jAVdw/G++vBqANV/IShxl0UtqTvMsZRUtFtfMwhh6XRUpR8/uRm/WjwzB0wzyjWqu7MRwkCs1vzpQqkMm3M6rV/YY/Ge8vCEpQJ+U0o9pbmCiWpyCRCWrMTeBn2CmoRs4EjGycgYyyPu3BjYWSpmA6xeTikbdnmcTrKm2fRG/C/nQUNDVmmMZWaf93a2Z3Y/LfncGU6qFOZvKxe9IpuMxyBMmm8d1ceKi8calewjUwFEMLKNPcXuCxW6opQ1u9a6sJZov4C9oHjcBvBBdH9dODsqQq2SG7ZJ8E5JicknPSJC3CyAN5Ii/k1Xl03p0P53MqrTilZ5v8morzBfn+swA=</latexit>

sk
<latexit sha1_base64="idA7o7PS7XJyEERf9h2ii7lhmlQ=">AAAB/3icbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Fjw4rGK/YA2lM1m0y7dbMLuRCihB+9e9S94E6/+FP+BP8Ntm4O2Phh4vDfDzLwglcKg6345a+sbm1vbpZ3y7t7+wWHl6Lhtkkwz3mKJTHQ3oIZLoXgLBUreTTWncSB5JxjfzPzOI9dGJOoBJyn3YzpUIhKMopXuzXhQqbo1dw6ySryCVKFAc1D57ocJy2KukElqTM9zU/RzqlEwyaflfmZ4StmYDnnPUkVjbvx8fumUnFslJFGibSkkc/X3RE5jYyZxYDtjiiOz7M3Efz2DMdUTHS7tx+jaz4VKM+SKLdZHmSSYkFkYJBSaM5QTSyjTwn5A2IhqytBGVrbReMtBrJJ2vea5Ne/ustqoFyGV4BTO4AI8uIIG3EITWsAggmd4gVfnyXlz3p2PReuaU8ycwB84nz9wnZbN</latexit><latexit sha1_base64="idA7o7PS7XJyEERf9h2ii7lhmlQ=">AAAB/3icbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Fjw4rGK/YA2lM1m0y7dbMLuRCihB+9e9S94E6/+FP+BP8Ntm4O2Phh4vDfDzLwglcKg6345a+sbm1vbpZ3y7t7+wWHl6Lhtkkwz3mKJTHQ3oIZLoXgLBUreTTWncSB5JxjfzPzOI9dGJOoBJyn3YzpUIhKMopXuzXhQqbo1dw6ySryCVKFAc1D57ocJy2KukElqTM9zU/RzqlEwyaflfmZ4StmYDnnPUkVjbvx8fumUnFslJFGibSkkc/X3RE5jYyZxYDtjiiOz7M3Efz2DMdUTHS7tx+jaz4VKM+SKLdZHmSSYkFkYJBSaM5QTSyjTwn5A2IhqytBGVrbReMtBrJJ2vea5Ne/ustqoFyGV4BTO4AI8uIIG3EITWsAggmd4gVfnyXlz3p2PReuaU8ycwB84nz9wnZbN</latexit><latexit sha1_base64="idA7o7PS7XJyEERf9h2ii7lhmlQ=">AAAB/3icbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Fjw4rGK/YA2lM1m0y7dbMLuRCihB+9e9S94E6/+FP+BP8Ntm4O2Phh4vDfDzLwglcKg6345a+sbm1vbpZ3y7t7+wWHl6Lhtkkwz3mKJTHQ3oIZLoXgLBUreTTWncSB5JxjfzPzOI9dGJOoBJyn3YzpUIhKMopXuzXhQqbo1dw6ySryCVKFAc1D57ocJy2KukElqTM9zU/RzqlEwyaflfmZ4StmYDnnPUkVjbvx8fumUnFslJFGibSkkc/X3RE5jYyZxYDtjiiOz7M3Efz2DMdUTHS7tx+jaz4VKM+SKLdZHmSSYkFkYJBSaM5QTSyjTwn5A2IhqytBGVrbReMtBrJJ2vea5Ne/ustqoFyGV4BTO4AI8uIIG3EITWsAggmd4gVfnyXlz3p2PReuaU8ycwB84nz9wnZbN</latexit><latexit sha1_base64="idA7o7PS7XJyEERf9h2ii7lhmlQ=">AAAB/3icbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Fjw4rGK/YA2lM1m0y7dbMLuRCihB+9e9S94E6/+FP+BP8Ntm4O2Phh4vDfDzLwglcKg6345a+sbm1vbpZ3y7t7+wWHl6Lhtkkwz3mKJTHQ3oIZLoXgLBUreTTWncSB5JxjfzPzOI9dGJOoBJyn3YzpUIhKMopXuzXhQqbo1dw6ySryCVKFAc1D57ocJy2KukElqTM9zU/RzqlEwyaflfmZ4StmYDnnPUkVjbvx8fumUnFslJFGibSkkc/X3RE5jYyZxYDtjiiOz7M3Efz2DMdUTHS7tx+jaz4VKM+SKLdZHmSSYkFkYJBSaM5QTSyjTwn5A2IhqytBGVrbReMtBrJJ2vea5Ne/ustqoFyGV4BTO4AI8uIIG3EITWsAggmd4gVfnyXlz3p2PReuaU8ycwB84nz9wnZbN</latexit>

Psuedorandom Function

Merkle signature private key:

Merkle signature public key: pk = r
<latexit sha1_base64="q1tebyDu3AAyHhW9GOXdxgj2Nyc=">AAACAXicbVA9SwNBEJ2LXzFGjVraLAbBKtyl0UYI2FgmYD4gCWFvby9Zsrt37O4Jx5HK3lb/gp1YCf4SO0t/hntJCk18MPB4b4aZeX7MmTau++kUNja3tneKu6W98v7BYeXouKOjRBHaJhGPVM/HmnImadsww2kvVhQLn9OuP73J/e49VZpF8s6kMR0KPJYsZASbXIqn12pUqbo1dw60TrwlqTbK760vAGiOKt+DICKJoNIQjrXue25shhlWhhFOZ6VBommMyRSPad9SiQXVw2x+6wydWyVAYaRsSYPm6u+JDAutU+HbToHNRK96ufivp43AKlXByn4TXg0zJuPEUEkW68OEIxOhPA4UMEWJ4aklmChmP0BkghUmxoZWstF4q0Gsk0695rk1r+VVG3VYoAincAYX4MElNOAWmtAGAhN4hCd4dh6cF+fVeVu0FpzlzAn8gfPxA/n2mb8=</latexit><latexit sha1_base64="eBMBpyNpdSB8XODaNrjHQBnxaao=">AAACAXicbVBNS8NAEN34WWvVqkdBgkXwVJJe9CIUvHhswX5AG8pms2mX7m7C7kQIoSfx6lX/gjfxVPCX+A8E/4SbtgdtfTDweG+GmXl+zJkGx/m01tY3Nre2CzvF3dLe/kH58Kito0QR2iIRj1TXx5pyJmkLGHDajRXFwue0449vcr9zT5VmkbyDNKaewEPJQkYw5FI8vlaDcsWpOjPYq8RdkEq9NG1+P55OG4PyVz+ISCKoBMKx1j3XicHLsAJGOJ0U+4mmMSZjPKQ9QyUWVHvZ7NaJfW6UwA4jZUqCPVN/T2RYaJ0K33QKDCO97OXiv54GgVWqgqX9EF55GZNxAlSS+fow4TZEdh6HHTBFCfDUEEwUMx/YZIQVJmBCK5po3OUgVkm7VnWdqtt0K/UamqOATtAZukAuukR1dIsaqIUIGqEn9IxerAfr1Xqz3ueta9Zi5hj9gfXxA/b/myU=</latexit><latexit sha1_base64="eBMBpyNpdSB8XODaNrjHQBnxaao=">AAACAXicbVBNS8NAEN34WWvVqkdBgkXwVJJe9CIUvHhswX5AG8pms2mX7m7C7kQIoSfx6lX/gjfxVPCX+A8E/4SbtgdtfTDweG+GmXl+zJkGx/m01tY3Nre2CzvF3dLe/kH58Kito0QR2iIRj1TXx5pyJmkLGHDajRXFwue0449vcr9zT5VmkbyDNKaewEPJQkYw5FI8vlaDcsWpOjPYq8RdkEq9NG1+P55OG4PyVz+ISCKoBMKx1j3XicHLsAJGOJ0U+4mmMSZjPKQ9QyUWVHvZ7NaJfW6UwA4jZUqCPVN/T2RYaJ0K33QKDCO97OXiv54GgVWqgqX9EF55GZNxAlSS+fow4TZEdh6HHTBFCfDUEEwUMx/YZIQVJmBCK5po3OUgVkm7VnWdqtt0K/UamqOATtAZukAuukR1dIsaqIUIGqEn9IxerAfr1Xqz3ueta9Zi5hj9gfXxA/b/myU=</latexit><latexit sha1_base64="oPSE7ayzQWfBYME5WJrBsSJ7qXM=">AAACAXicbVDLSsNAFL2pr1pfVZduBovgqiTd6EYouHFZwT6gDWUymbRDZyZhZiKE0JV7t/oL7sStX+If+BlO2iy09cCFwzn3cu89QcKZNq775VQ2Nre2d6q7tb39g8Oj+vFJT8epIrRLYh6rQYA15UzSrmGG00GiKBYBp/1gdlv4/UeqNIvlg8kS6gs8kSxiBJtCSmY3alxvuE13AbROvJI0oERnXP8ehTFJBZWGcKz10HMT4+dYGUY4nddGqaYJJjM8oUNLJRZU+/ni1jm6sEqIoljZkgYt1N8TORZaZyKwnQKbqV71CvFfTxuBVabClf0muvZzJpPUUEmW66OUIxOjIg4UMkWJ4ZklmChmP0BkihUmxoZWs9F4q0Gsk16r6blN795rtFtlSFU4g3O4BA+uoA130IEuEJjCM7zAq/PkvDnvzseyteKUM6fwB87nD88el4o=</latexit>

}
<latexit sha1_base64="NjJJm/chFi/tsSbnkaflcEjgF0o=">AAAB/3icbVC7SgNBFL3rM8ZX1NJmSBAEIezaaBm0sYxiHpBdwuzsbDJkZnaZmRWWJYW9rdZ2dmLrp/gHfoaTR6GJBy4czrmXe+8JU860cd0vZ2V1bX1js7RV3t7Z3duvHBy2dZIpQlsk4YnqhlhTziRtGWY47aaKYhFy2glH1xO/80CVZom8N3lKA4EHksWMYGOlO3/cr9TcujsFWibenNQaVf/sFQCa/cq3HyUkE1QawrHWPc9NTVBgZRjhdFz2M01TTEZ4QHuWSiyoDorppWN0YpUIxYmyJQ2aqr8nCiy0zkVoOwU2Q73oTcR/PW0EVrmKFvab+DIomEwzQyWZrY8zjkyCJmGgiClKDM8twUQx+wEiQ6wwMTayso3GWwximbTP655b9269WuMKZijBMVThFDy4gAbcQBNaQCCGJ3iGF+fReXPenY9Z64oznzmCP3A+fwCgqZhe</latexit><latexit sha1_base64="daQLA9LynZXfN7gue4QJlGB5z2A=">AAAB/3icbVDLSsNAFL2pr1pfVZduQosgCCVxo8ugG5dV7AOaUCaTSTt0ZhJmJkIIXbh3qf6CO3Hrp/QP/Aynj4W2HrhwOOde7r0nTBlV2nEmVmltfWNzq7xd2dnd2z+oHh61VZJJTFo4YYnshkgRRgVpaaoZ6aaSIB4y0glHN1O/80ikool40HlKAo4GgsYUI22ke3/cr9adhjODvUrcBal7Nf/8ZeLlzX71248SnHEiNGZIqZ7rpDookNQUMzKu+JkiKcIjNCA9QwXiRAXF7NKxfWqUyI4TaUpoe6b+nigQVyrnoenkSA/VsjcV//WU5kjmMlrar+OroKAizTQReL4+zpitE3sahh1RSbBmuSEIS2o+sPEQSYS1iaxionGXg1gl7YuG6zTcO7fuXcMcZTiBGpyBC5fgwS00oQUYYniGV3iznqx368P6nLeWrMXMMfyB9fUDy5eZ5A==</latexit><latexit sha1_base64="daQLA9LynZXfN7gue4QJlGB5z2A=">AAAB/3icbVDLSsNAFL2pr1pfVZduQosgCCVxo8ugG5dV7AOaUCaTSTt0ZhJmJkIIXbh3qf6CO3Hrp/QP/Aynj4W2HrhwOOde7r0nTBlV2nEmVmltfWNzq7xd2dnd2z+oHh61VZJJTFo4YYnshkgRRgVpaaoZ6aaSIB4y0glHN1O/80ikool40HlKAo4GgsYUI22ke3/cr9adhjODvUrcBal7Nf/8ZeLlzX71248SnHEiNGZIqZ7rpDookNQUMzKu+JkiKcIjNCA9QwXiRAXF7NKxfWqUyI4TaUpoe6b+nigQVyrnoenkSA/VsjcV//WU5kjmMlrar+OroKAizTQReL4+zpitE3sahh1RSbBmuSEIS2o+sPEQSYS1iaxionGXg1gl7YuG6zTcO7fuXcMcZTiBGpyBC5fgwS00oQUYYniGV3iznqx368P6nLeWrMXMMfyB9fUDy5eZ5A==</latexit><latexit sha1_base64="wtY3PCG7B8rvYQln6a0wZeCQ8+E=">AAAB/3icbVC7TsNAEFyHVwivACXNiQiJKrJpoIygoQyIPKTEis7nc3LKnW3drZEiKwU9LfwCHaLlU/gDPoNL4gISRlppNLOr3Z0glcKg6345pbX1jc2t8nZlZ3dv/6B6eNQ2SaYZb7FEJrobUMOliHkLBUreTTWnKpC8E4xvZn7nkWsjkvgBJyn3FR3GIhKMopXu+9NBtebW3TnIKvEKUoMCzUH1ux8mLFM8RiapMT3PTdHPqUbBJJ9W+pnhKWVjOuQ9S2OquPHz+aVTcmaVkESJthUjmau/J3KqjJmowHYqiiOz7M3Efz2DiuqJDpf2Y3Tl5yJOM+QxW6yPMkkwIbMwSCg0ZygnllCmhf2AsBHVlKGNrGKj8ZaDWCXti7rn1r07r9a4LkIqwwmcwjl4cAkNuIUmtIBBBM/wAq/Ok/PmvDsfi9aSU8wcwx84nz9sZJbV</latexit>

WOTS keys

The third Merkle signature: (�2, d, e)
<latexit sha1_base64="4alz10bneTJ1Dyt9hAw+4YQUWaY=">AAACD3icbVDLSsNAFL2pr1pfsS7dDBahhVKSbnRZcOOygn1AE8JkMmmHziRhZlIopR/h3q3+gjtx6yf4B36G08dCWw9cOJxzL/feE2acKe04X1ZhZ3dv/6B4WDo6Pjk9s8/LXZXmktAOSXkq+yFWlLOEdjTTnPYzSbEIOe2F47uF35tQqViaPOppRn2BhwmLGcHaSIFtVz3FhgIHzTqK6ojWArviNJwl0DZx16TSKns1MGgH9rcXpSQXNNGEY6UGrpNpf4alZoTTecnLFc0wGeMhHRiaYEGVP1tePkfXRolQnEpTiUZL9ffEDAulpiI0nQLrkdr0FuK/ntICy6mMNvbr+NafsSTLNU3Ian2cc6RTtAgHRUxSovnUEEwkMx8gMsISE20iLJlo3M0gtkm32XCdhvvgVlpNWKEIl3AFVXDhBlpwD23oAIEJPMMLvFpP1pv1bn2sWgvWeuYC/sD6/AFri5ww</latexit><latexit sha1_base64="rxvbgHXXLtjFgy6PThTpJUPvitQ=">AAACD3icbVDLSsNAFJ3UV62vWJduBotQoZSkG10W3LisYB/QlDCZTNqhM5MwMymE0G8Q9271F9yJuPMT/AN/wL3Tx0JbD1w4nHMv994TJIwq7TifVmFjc2t7p7hb2ts/ODyyj8sdFacSkzaOWSx7AVKEUUHammpGeokkiAeMdIPx9czvTohUNBZ3OkvIgKOhoBHFSBvJt+2qp+iQI79Rg2ENkgvfrjh1Zw64TtwlqTTLXvX7/d5r+faXF8Y45URozJBSfddJ9CBHUlPMyLTkpYokCI/RkPQNFYgTNcjnl0/huVFCGMXSlNBwrv6eyBFXKuOB6eRIj9SqNxP/9ZTmSGYyXNmvo6tBTkWSaiLwYn2UMqhjOAsHhlQSrFlmCMKSmg8gHiGJsDYRlkw07moQ66TTqLtO3b11K80GWKAITsEZqAIXXIImuAEt0AYYTMAjeALP1oP1Yr1ab4vWgrWcOQF/YH38ACsAntE=</latexit><latexit sha1_base64="rxvbgHXXLtjFgy6PThTpJUPvitQ=">AAACD3icbVDLSsNAFJ3UV62vWJduBotQoZSkG10W3LisYB/QlDCZTNqhM5MwMymE0G8Q9271F9yJuPMT/AN/wL3Tx0JbD1w4nHMv994TJIwq7TifVmFjc2t7p7hb2ts/ODyyj8sdFacSkzaOWSx7AVKEUUHammpGeokkiAeMdIPx9czvTohUNBZ3OkvIgKOhoBHFSBvJt+2qp+iQI79Rg2ENkgvfrjh1Zw64TtwlqTTLXvX7/d5r+faXF8Y45URozJBSfddJ9CBHUlPMyLTkpYokCI/RkPQNFYgTNcjnl0/huVFCGMXSlNBwrv6eyBFXKuOB6eRIj9SqNxP/9ZTmSGYyXNmvo6tBTkWSaiLwYn2UMqhjOAsHhlQSrFlmCMKSmg8gHiGJsDYRlkw07moQ66TTqLtO3b11K80GWKAITsEZqAIXXIImuAEt0AYYTMAjeALP1oP1Yr1ab4vWgrWcOQF/YH38ACsAntE=</latexit><latexit sha1_base64="Q3j7nFcUnionceYKS8HlZzU/jhY=">AAACD3icbVDLSsNAFL2pr1pfUZduBotQoZSkG10W3LisYB/QhjCZTNqhM0mYmRRC6Ee4d6u/4E7c+gn+gZ/h9LHQ1gMXDufcy733BClnSjvOl1Xa2t7Z3SvvVw4Oj45P7NOzrkoySWiHJDyR/QAryllMO5ppTvuppFgEnPaCyd3c702pVCyJH3WeUk/gUcwiRrA2km/btaFiI4H9Zh2FdUSvfbvqNJwF0CZxV6QKK7R9+3sYJiQTNNaEY6UGrpNqr8BSM8LprDLMFE0xmeARHRgaY0GVVywun6Ero4QoSqSpWKOF+nuiwEKpXASmU2A9VuveXPzXU1pgmctwbb+Obr2CxWmmaUyW66OMI52geTgoZJISzXNDMJHMfIDIGEtMtImwYqJx14PYJN1mw3Ua7oNbbTVXIZXhAi6hBi7cQAvuoQ0dIDCFZ3iBV+vJerPerY9la8lazZzDH1ifPzYDm1k=</latexit>

�2 = WOTS.sign(sk2, H(m))
<latexit sha1_base64="H/nXKFQBGX3rog2gfMEqju9fek8=">AAACHHicbVDLSgNBEOz1GeMrxqMIi0FIQMLuXvQiBLzkZsS8IBuW2ckkGTIzu8zMCmHJyf/w7lV/wZt4FfwDP8PJ46CJBQ3VVd00XWHMqNKO82WtrW9sbm1ndrK7e/sHh7mjfFNFicSkgSMWyXaIFGFUkIammpF2LAniISOtcHQz9VsPRCoaiboex6TL0UDQPsVIGynInfqKDjgKvOvWbf2+bBpRVKPAu6gWeakU5ApO2ZnBXiXughQqeb8EBrUg9+33IpxwIjRmSKmO68S6myKpKWZkkvUTRWKER2hAOoYKxInqprM3Jva5UXp2P5KmhLZn6u+NFHGlxjw0kxzpoVr2puK/ntIcybHsLd3X/atuSkWcaCLw/Hw/YbaO7GlSdo9KgjUbG4KwpOYDGw+RRFibPLMmGnc5iFXS9MquU3bv3ELFgzkycAJnUAQXLqECVahBAzA8wjO8wKv1ZL1Z79bHfHTNWuwcwx9Ynz8t9qFb</latexit><latexit sha1_base64="koegLU6nWiTo3E3hBhlSkQ9Bx80="></latexit><latexit sha1_base64="koegLU6nWiTo3E3hBhlSkQ9Bx80="></latexit><latexit sha1_base64="+7AsA2lwpUFos/sWj2IQe2dI3gc=">AAACHHicbVDLSgMxFM3UV62vqksRgkVoQcrMbHQjFNx0Z8W+oB2GTCbThiaZIckIpXTlf7h3q7/gTtwK/oGfYdrOQlsPXDj3nHu53BMkjCpt219Wbm19Y3Mrv13Y2d3bPygeHrVVnEpMWjhmsewGSBFGBWlpqhnpJpIgHjDSCUY3M7/zQKSisWjqcUI8jgaCRhQjbSS/eNpXdMCR7153bpv3VdOIshr57kW9zCsVv1iyq/YccJU4GSmBDA2/+N0PY5xyIjRmSKmeYyfamyCpKWZkWuiniiQIj9CA9AwViBPlTeZvTOG5UUIYxdKU0HCu/t6YIK7UmAdmkiM9VMveTPzXU5ojOZbh0n0dXXkTKpJUE4EX56OUQR3DWVIwpJJgzcaGICyp+QDiIZIIa5NnwUTjLAexStpu1bGrzp1TqrlZSHlwAs5AGTjgEtRAHTRAC2DwCJ7BC3i1nqw36936WIzmrGznGPyB9fkD+F+ghA==</latexit>

a = H(pk0)
<latexit sha1_base64="rpH8MYtmlZNP4TcGlJYImcK9zLo=">AAACBnicbVA9SwNBEJ2LXzF+RS1tFoMQm3AXBG2EgE3KCCZRkiPs7e0lS3b3jt09IRzp7W31L9iJrX/Df+DPcJNcoYkPBh7vzTAzL0g408Z1v5zC2vrG5lZxu7Szu7d/UD486ug4VYS2ScxjdR9gTTmTtG2Y4fQ+URSLgNNuML6Z+d1HqjSL5Z2ZJNQXeChZxAg2VnrA181qMh6454Nyxa25c6BV4uWkAjlag/J3P4xJKqg0hGOte56bGD/DyjDC6bTUTzVNMBnjIe1ZKrGg2s/mB0/RmVVCFMXKljRorv6eyLDQeiIC2ymwGellbyb+62kjsJqocGm/ia78jMkkNVSSxfoo5cjEaJYJCpmixPCJJZgoZj9AZIQVJsYmV7LReMtBrJJOvea5Ne/2otKo5yEV4QROoQoeXEIDmtCCNhAQ8Awv8Oo8OW/Ou/OxaC04+cwx/IHz+QNQ3JjW</latexit><latexit sha1_base64="rpH8MYtmlZNP4TcGlJYImcK9zLo=">AAACBnicbVA9SwNBEJ2LXzF+RS1tFoMQm3AXBG2EgE3KCCZRkiPs7e0lS3b3jt09IRzp7W31L9iJrX/Df+DPcJNcoYkPBh7vzTAzL0g408Z1v5zC2vrG5lZxu7Szu7d/UD486ug4VYS2ScxjdR9gTTmTtG2Y4fQ+URSLgNNuML6Z+d1HqjSL5Z2ZJNQXeChZxAg2VnrA181qMh6454Nyxa25c6BV4uWkAjlag/J3P4xJKqg0hGOte56bGD/DyjDC6bTUTzVNMBnjIe1ZKrGg2s/mB0/RmVVCFMXKljRorv6eyLDQeiIC2ymwGellbyb+62kjsJqocGm/ia78jMkkNVSSxfoo5cjEaJYJCpmixPCJJZgoZj9AZIQVJsYmV7LReMtBrJJOvea5Ne/2otKo5yEV4QROoQoeXEIDmtCCNhAQ8Awv8Oo8OW/Ou/OxaC04+cwx/IHz+QNQ3JjW</latexit><latexit sha1_base64="rpH8MYtmlZNP4TcGlJYImcK9zLo=">AAACBnicbVA9SwNBEJ2LXzF+RS1tFoMQm3AXBG2EgE3KCCZRkiPs7e0lS3b3jt09IRzp7W31L9iJrX/Df+DPcJNcoYkPBh7vzTAzL0g408Z1v5zC2vrG5lZxu7Szu7d/UD486ug4VYS2ScxjdR9gTTmTtG2Y4fQ+URSLgNNuML6Z+d1HqjSL5Z2ZJNQXeChZxAg2VnrA181qMh6454Nyxa25c6BV4uWkAjlag/J3P4xJKqg0hGOte56bGD/DyjDC6bTUTzVNMBnjIe1ZKrGg2s/mB0/RmVVCFMXKljRorv6eyLDQeiIC2ymwGellbyb+62kjsJqocGm/ia78jMkkNVSSxfoo5cjEaJYJCpmixPCJJZgoZj9AZIQVJsYmV7LReMtBrJJOvea5Ne/2otKo5yEV4QROoQoeXEIDmtCCNhAQ8Awv8Oo8OW/Ou/OxaC04+cwx/IHz+QNQ3JjW</latexit><latexit sha1_base64="rpH8MYtmlZNP4TcGlJYImcK9zLo=">AAACBnicbVA9SwNBEJ2LXzF+RS1tFoMQm3AXBG2EgE3KCCZRkiPs7e0lS3b3jt09IRzp7W31L9iJrX/Df+DPcJNcoYkPBh7vzTAzL0g408Z1v5zC2vrG5lZxu7Szu7d/UD486ug4VYS2ScxjdR9gTTmTtG2Y4fQ+URSLgNNuML6Z+d1HqjSL5Z2ZJNQXeChZxAg2VnrA181qMh6454Nyxa25c6BV4uWkAjlag/J3P4xJKqg0hGOte56bGD/DyjDC6bTUTzVNMBnjIe1ZKrGg2s/mB0/RmVVCFMXKljRorv6eyLDQeiIC2ymwGellbyb+62kjsJqocGm/ia78jMkkNVSSxfoo5cjEaJYJCpmixPCJJZgoZj9AZIQVJsYmV7LReMtBrJJOvea5Ne/2otKo5yEV4QROoQoeXEIDmtCCNhAQ8Awv8Oo8OW/Ou/OxaC04+cwx/IHz+QNQ3JjW</latexit>

b = H(pk1)
<latexit sha1_base64="Kj5lYG/v/6dcZwoPboI2o5Q0UW0=">AAACBnicbVC7SgNBFL0bXzG+YixtBoOQNGE3jTZCwCZlBPOQZAmzs5NkyMzsMjMrLEt6e1v9BTux9Tf8Az/DyaPQxAMXDufcy733BDFn2rjul5Pb2t7Z3cvvFw4Oj45Piqeljo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9Hbudx+p0iyS9yaNqS/wWLIRI9hY6SG4aVbi6dCrDotlt+YugDaJtyLlRmlQBYvWsPg9CCOSCCoN4VjrvufGxs+wMoxwOisMEk1jTKZ4TPuWSiyo9rPFwTN0aZUQjSJlSxq0UH9PZFhonYrAdgpsJnrdm4v/etoIrFIVru03o2s/YzJODJVkuX6UcGQiNM8EhUxRYnhqCSaK2Q8QmWCFibHJFWw03noQm6RTr3luzbvzyo06LJGHc7iACnhwBQ1oQgvaQEDAM7zAq/PkvDnvzseyNeesZs7gD5zPH4ixmaw=</latexit><latexit sha1_base64="EGlw6tLfWtFrR2Cshteip8XfMkg=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhJo40QsEkZwTwkG8Ls7GwyZGZ2mZkVliW9nYWt/oKd2Ip/4R/4A/ZOHoUmHrhwOOde7r3HjznTxnU/ndza+sbmVn67sLO7t39QPCy1dZQoQlsk4pHq+lhTziRtGWY47caKYuFz2vHHV1O/c0eVZpG8MWlM+wIPJQsZwcZKt/5loxKPB+hsUCy7VXcGuErQgpTrJa/y/fHgNQfFLy+ISCKoNIRjrXvIjU0/w8owwumk4CWaxpiM8ZD2LJVYUN3PZgdP4KlVAhhGypY0cKb+nsiw0DoVvu0U2Iz0sjcV//W0EVilKljab8KLfsZknBgqyXx9mHBoIjjNBAZMUWJ4agkmitkPIBlhhYmxyRVsNGg5iFXSrlWRW0XXqFyvgTny4BicgApA4BzUQQM0QQsQIMAjeALPzr3z4rw6b/PWnLOYOQJ/4Lz/AEgmnE0=</latexit><latexit sha1_base64="EGlw6tLfWtFrR2Cshteip8XfMkg=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhJo40QsEkZwTwkG8Ls7GwyZGZ2mZkVliW9nYWt/oKd2Ip/4R/4A/ZOHoUmHrhwOOde7r3HjznTxnU/ndza+sbmVn67sLO7t39QPCy1dZQoQlsk4pHq+lhTziRtGWY47caKYuFz2vHHV1O/c0eVZpG8MWlM+wIPJQsZwcZKt/5loxKPB+hsUCy7VXcGuErQgpTrJa/y/fHgNQfFLy+ISCKoNIRjrXvIjU0/w8owwumk4CWaxpiM8ZD2LJVYUN3PZgdP4KlVAhhGypY0cKb+nsiw0DoVvu0U2Iz0sjcV//W0EVilKljab8KLfsZknBgqyXx9mHBoIjjNBAZMUWJ4agkmitkPIBlhhYmxyRVsNGg5iFXSrlWRW0XXqFyvgTny4BicgApA4BzUQQM0QQsQIMAjeALPzr3z4rw6b/PWnLOYOQJ/4Lz/AEgmnE0=</latexit><latexit sha1_base64="+u90pZk2kZO54cINKVHLQzsJRGI=">AAACBnicbVC7SgNBFJ2NrxhfUUubxSDEJuyk0UYI2KSMYB6SLGF2djYZMjO7zNwVlpDe3lZ/wU5s/Q3/wM9wkmyhiQcuHM65l3vvCRLBDXjel1PY2Nza3inulvb2Dw6PyscnHROnmrI2jUWsewExTHDF2sBBsF6iGZGBYN1gcjv3u49MGx6re8gS5ksyUjzilICVHoKbZjWZDPHlsFzxat4C7jrBOamgHK1h+XsQxjSVTAEVxJg+9hLwp0QDp4LNSoPUsITQCRmxvqWKSGb86eLgmXthldCNYm1LgbtQf09MiTQmk4HtlATGZtWbi/96BiTRmQ5X9kN07U+5SlJgii7XR6lwIXbnmbgh14yCyCwhVHP7gUvHRBMKNrmSjQavBrFOOvUa9mr4Dlca9TykIjpD56iKMLpCDdRELdRGFEn0jF7Qq/PkvDnvzseyteDkM6foD5zPH1MpmNU=</latexit>

c = H(pk2)
<latexit sha1_base64="HCK7dyHn3O5NmgCpdfqMS7oocu4=">AAACBnicbVC7SgNBFL0bXzG+YixtBoOQNGE3jTZCwCZlBPOQZAmzs5NkyMzsMjMrLEt6e1v9BTux9Tf8Az/DyaPQxAMXDufcy733BDFn2rjul5Pb2t7Z3cvvFw4Oj45Piqeljo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9Hbudx+p0iyS9yaNqS/wWLIRI9hY6YHcNCvxdFivDotlt+YugDaJtyLlRmlQBYvWsPg9CCOSCCoN4VjrvufGxs+wMoxwOisMEk1jTKZ4TPuWSiyo9rPFwTN0aZUQjSJlSxq0UH9PZFhonYrAdgpsJnrdm4v/etoIrFIVru03o2s/YzJODJVkuX6UcGQiNM8EhUxRYnhqCSaK2Q8QmWCFibHJFWw03noQm6RTr3luzbvzyo06LJGHc7iACnhwBQ1oQgvaQEDAM7zAq/PkvDnvzseyNeesZs7gD5zPH4vuma4=</latexit><latexit sha1_base64="SBwHngxZz+OxXQ0ixYZFjZzG6dQ=">AAACBnicbVC7SgNBFJ2NrxhfMZY2i0GITdhNo40QsEkZwTwkG8Ls7GwyZGZ2mbkrLEt6Owtb/QU7sRX/wj/wB+ydPApNPHDhcM693HuPH3OmwXE+rdza+sbmVn67sLO7t39QPCy1dZQoQlsk4pHq+lhTziRtAQNOu7GiWPicdvzx1dTv3FGlWSRvII1pX+ChZCEjGIx0Sy4blXg8qJ0NimWn6sxgrxJ3Qcr1klf5/njwmoPilxdEJBFUAuFY657rxNDPsAJGOJ0UvETTGJMxHtKeoRILqvvZ7OCJfWqUwA4jZUqCPVN/T2RYaJ0K33QKDCO97E3Ffz0NAqtUBUv7IbzoZ0zGCVBJ5uvDhNsQ2dNM7IApSoCnhmCimPnAJiOsMAGTXMFE4y4HsUratarrVN1rt1yvoTny6BidoApy0TmqowZqohYiSKBH9ISerXvrxXq13uatOWsxc4T+wHr/AUtjnE8=</latexit><latexit sha1_base64="SBwHngxZz+OxXQ0ixYZFjZzG6dQ=">AAACBnicbVC7SgNBFJ2NrxhfMZY2i0GITdhNo40QsEkZwTwkG8Ls7GwyZGZ2mbkrLEt6Owtb/QU7sRX/wj/wB+ydPApNPHDhcM693HuPH3OmwXE+rdza+sbmVn67sLO7t39QPCy1dZQoQlsk4pHq+lhTziRtAQNOu7GiWPicdvzx1dTv3FGlWSRvII1pX+ChZCEjGIx0Sy4blXg8qJ0NimWn6sxgrxJ3Qcr1klf5/njwmoPilxdEJBFUAuFY657rxNDPsAJGOJ0UvETTGJMxHtKeoRILqvvZ7OCJfWqUwA4jZUqCPVN/T2RYaJ0K33QKDCO97E3Ffz0NAqtUBUv7IbzoZ0zGCVBJ5uvDhNsQ2dNM7IApSoCnhmCimPnAJiOsMAGTXMFE4y4HsUratarrVN1rt1yvoTny6BidoApy0TmqowZqohYiSKBH9ISerXvrxXq13uatOWsxc4T+wHr/AUtjnE8=</latexit><latexit sha1_base64="1iZ2b+bAPzx0uGhD8RQRgP+eASw=">AAACBnicbVC7SgNBFJ2NrxhfUUubwSDEJuym0UYI2KSMYB6SLGF2dpIMmZldZu4Ky5Le3lZ/wU5s/Q3/wM9wkmyhiQcuHM65l3vvCWLBDbjul1PY2Nza3inulvb2Dw6PyscnHRMlmrI2jUSkewExTHDF2sBBsF6sGZGBYN1gejv3u49MGx6pe0hj5ksyVnzEKQErPdCbZjWeDuuXw3LFrbkL4HXi5aSCcrSG5e9BGNFEMgVUEGP6nhuDnxENnAo2Kw0Sw2JCp2TM+pYqIpnxs8XBM3xhlRCPIm1LAV6ovycyIo1JZWA7JYGJWfXm4r+eAUl0qsOV/TC69jOu4gSYosv1o0RgiPA8ExxyzSiI1BJCNbcfYDohmlCwyZVsNN5qEOukU695bs278yqNeh5SEZ2hc1RFHrpCDdRELdRGFEn0jF7Qq/PkvDnvzseyteDkM6foD5zPH1ZmmNc=</latexit>

d = H(pk3)
<latexit sha1_base64="dKKivsoomnktLxrANTghw02c1AE=">AAACBnicbVC7SgNBFL3rM8ZXjKXNYBCSJuzGQhshYJMygnlIsoTZ2UkyZGZ2mZkVliW9va3+gp3Y+hv+gZ/h5FFo4oELh3Pu5d57gpgzbVz3y9nY3Nre2c3t5fcPDo+OCyfFto4SRWiLRDxS3QBrypmkLcMMp91YUSwCTjvB5Hbmdx6p0iyS9yaNqS/wSLIhI9hY6SG8aZTjyeCyMiiU3Ko7B1on3pKU6sV+BSyag8J3P4xIIqg0hGOte54bGz/DyjDC6TTfTzSNMZngEe1ZKrGg2s/mB0/RhVVCNIyULWnQXP09kWGhdSoC2ymwGetVbyb+62kjsEpVuLLfDK/9jMk4MVSSxfphwpGJ0CwTFDJFieGpJZgoZj9AZIwVJsYml7fReKtBrJN2req5Ve/OK9VrsEAOzuAcyuDBFdShAU1oAQEBz/ACr86T8+a8Ox+L1g1nOXMKf+B8/gCPK5mw</latexit><latexit sha1_base64="krpF4DHoLPwDmnRaxudG05F3ULE=">AAACBnicbVC7SgNBFJ31GeMrxtJmMAixCbux0EYI2KSMYB6SLGF2djYZMrO7zNwVliW9nYWt/oKd2Ip/4R/4A/ZOHoUmHrhwOOde7r3HiwXXYNuf1srq2vrGZm4rv72zu7dfOCi2dJQoypo0EpHqeEQzwUPWBA6CdWLFiPQEa3ujq4nfvmNK8yi8gTRmriSDkAecEjDSrX9ZL8ej/tlpv1CyK/YUeJk4c1KqFXvl74+HXqNf+Or5EU0kC4EKonXXsWNwM6KAU8HG+V6iWUzoiAxY19CQSKbdbHrwGJ8YxcdBpEyFgKfq74mMSK1T6ZlOSWCoF72J+K+nQRKVKn9hPwQXbsbDOAEW0tn6IBEYIjzJBPtcMQoiNYRQxc0HmA6JIhRMcnkTjbMYxDJpVSuOXXGunVKtimbIoSN0jMrIQeeohuqogZqIIoke0RN6tu6tF+vVepu1rljzmUP0B9b7D06gnFE=</latexit><latexit sha1_base64="krpF4DHoLPwDmnRaxudG05F3ULE=">AAACBnicbVC7SgNBFJ31GeMrxtJmMAixCbux0EYI2KSMYB6SLGF2djYZMrO7zNwVliW9nYWt/oKd2Ip/4R/4A/ZOHoUmHrhwOOde7r3HiwXXYNuf1srq2vrGZm4rv72zu7dfOCi2dJQoypo0EpHqeEQzwUPWBA6CdWLFiPQEa3ujq4nfvmNK8yi8gTRmriSDkAecEjDSrX9ZL8ej/tlpv1CyK/YUeJk4c1KqFXvl74+HXqNf+Or5EU0kC4EKonXXsWNwM6KAU8HG+V6iWUzoiAxY19CQSKbdbHrwGJ8YxcdBpEyFgKfq74mMSK1T6ZlOSWCoF72J+K+nQRKVKn9hPwQXbsbDOAEW0tn6IBEYIjzJBPtcMQoiNYRQxc0HmA6JIhRMcnkTjbMYxDJpVSuOXXGunVKtimbIoSN0jMrIQeeohuqogZqIIoke0RN6tu6tF+vVepu1rljzmUP0B9b7D06gnFE=</latexit><latexit sha1_base64="5yyZIydZ8EN/gnGiAzGyiOoePOw=">AAACBnicbVA9TwJBEJ3DL8Qv1NJmIzHBhtxhoY0JiQ0lJgIauJC9vT3YsLt32d0zIRd6e1v9C3bG1r/hP/BnuMAVCr5kkpf3ZjIzL0g408Z1v5zC2vrG5lZxu7Szu7d/UD486ug4VYS2ScxjdR9gTTmTtG2Y4fQ+URSLgNNuML6Z+d1HqjSL5Z2ZJNQXeChZxAg2VnoIr5vVZDy4OB+UK27NnQOtEi8nFcjRGpS/+2FMUkGlIRxr3fPcxPgZVoYRTqelfqppgskYD2nPUokF1X42P3iKzqwSoihWtqRBc/X3RIaF1hMR2E6BzUgvezPxX08bgdVEhUv7TXTlZ0wmqaGSLNZHKUcmRrNMUMgUJYZPLMFEMfsBIiOsMDE2uZKNxlsOYpV06jXPrXm3XqVRz0MqwgmcQhU8uIQGNKEFbSAg4Ble4NV5ct6cd+dj0Vpw8plj+APn8wdZo5jZ</latexit>

e = H(a||b)
<latexit sha1_base64="Y9pmoeUxumW2DLeIFaCbccPiAj0=">AAACBnicbVDLSsNAFL2pr1pftS7dDBah3ZSkG90IBTddVrAPaUOZTCbt0JkkzEyEkHbv3q3+gjtx62/4B36G08dCWw9cOJxzL/fe48WcKW3bX1Zua3tndy+/Xzg4PDo+KZ6WOipKJKFtEvFI9jysKGchbWumOe3FkmLhcdr1Jrdzv/tIpWJReK/TmLoCj0IWMIK1kR7oTbOCp1OvOiyW7Zq9ANokzoqUG6VBFQxaw+L3wI9IImioCcdK9R071m6GpWaE01lhkCgaYzLBI9o3NMSCKjdbHDxDl0bxURBJU6FGC/X3RIaFUqnwTKfAeqzWvbn4r6e0wDKV/tp+HVy7GQvjRNOQLNcHCUc6QvNMkM8kJZqnhmAimfkAkTGWmGiTXMFE46wHsUk69Zpj15w7p9yowxJ5OIcLqIADV9CAJrSgDQQEPMMLvFpP1pv1bn0sW3PWauYM/sD6/AEOKJn/</latexit><latexit sha1_base64="Pjh1MU9znbk+PckmV4biokguRQo=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhNo40QsEkZwTwku4TZ2dlkyMzsMjMrLJv0dha2+gt2Yiv+hX/gD9g7eRSaeODC4Zx7ufceP2ZUadv+tHJr6xubW/ntws7u3v5B8bDUVlEiMWnhiEWy6yNFGBWkpalmpBtLgrjPSMcfXU39zh2RikbiRqcx8TgaCBpSjLSRbsllo4LGY/+sXyzbVXsGuEqcBSnXS27l++PBbfaLX24Q4YQToTFDSvUcO9ZehqSmmJFJwU0UiREeoQHpGSoQJ8rLZgdP4KlRAhhG0pTQcKb+nsgQVyrlvunkSA/VsjcV//WU5kimMljar8MLL6MiTjQReL4+TBjUEZxmAgMqCdYsNQRhSc0HEA+RRFib5AomGmc5iFXSrlUdu+pcO+V6DcyRB8fgBFSAA85BHTRAE7QABhw8gifwbN1bL9ar9TZvzVmLmSPwB9b7D82OnKA=</latexit><latexit sha1_base64="Pjh1MU9znbk+PckmV4biokguRQo=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhNo40QsEkZwTwku4TZ2dlkyMzsMjMrLJv0dha2+gt2Yiv+hX/gD9g7eRSaeODC4Zx7ufceP2ZUadv+tHJr6xubW/ntws7u3v5B8bDUVlEiMWnhiEWy6yNFGBWkpalmpBtLgrjPSMcfXU39zh2RikbiRqcx8TgaCBpSjLSRbsllo4LGY/+sXyzbVXsGuEqcBSnXS27l++PBbfaLX24Q4YQToTFDSvUcO9ZehqSmmJFJwU0UiREeoQHpGSoQJ8rLZgdP4KlRAhhG0pTQcKb+nsgQVyrlvunkSA/VsjcV//WU5kimMljar8MLL6MiTjQReL4+TBjUEZxmAgMqCdYsNQRhSc0HEA+RRFib5AomGmc5iFXSrlUdu+pcO+V6DcyRB8fgBFSAA85BHTRAE7QABhw8gifwbN1bL9ar9TZvzVmLmSPwB9b7D82OnKA=</latexit><latexit sha1_base64="kA2Lm55tBdVx2tN4BJBy7Yc6Bng=">AAACBnicbVDLSsNAFL2pr1pfVZduBotQNyXpRjdCwU2XFexD2lAmk0k7dCYJMxMhpN27d6u/4E7c+hv+gZ/htM1CWw9cOJxzL/fe48WcKW3bX1ZhY3Nre6e4W9rbPzg8Kh+fdFSUSELbJOKR7HlYUc5C2tZMc9qLJcXC47TrTW7nfveRSsWi8F6nMXUFHoUsYARrIz3Qm2YVT6fe5bBcsWv2AmidODmpQI7WsPw98COSCBpqwrFSfceOtZthqRnhdFYaJIrGmEzwiPYNDbGgys0WB8/QhVF8FETSVKjRQv09kWGhVCo80ymwHqtVby7+6yktsEylv7JfB9duxsI40TQky/VBwpGO0DwT5DNJieapIZhIZj5AZIwlJtokVzLROKtBrJNOvebYNefOqTTqeUhFOINzqIIDV9CAJrSgDQQEPMMLvFpP1pv1bn0sWwtWPnMKf2B9/gDYkZko</latexit>

f = H(c||d)
<latexit sha1_base64="NsimK/OT1O3BmU9CJadAo69is2w=">AAACBnicbVDLSsNAFL2pr1pftS7dBIvQbkrSjW6EgpsuK9iHtKFMJpN26MwkzEyEkHbv3q3+gjtx62/4B36G08dCWw9cOJxzL/fe48eMKu04X1Zua3tndy+/Xzg4PDo+KZ6WOipKJCZtHLFI9nykCKOCtDXVjPRiSRD3Gen6k9u5330kUtFI3Os0Jh5HI0FDipE20kN406zg6TSoDotlp+YsYG8Sd0XKjdKgCgatYfF7EEQ44URozJBSfdeJtZchqSlmZFYYJIrECE/QiPQNFYgT5WWLg2f2pVECO4ykKaHthfp7IkNcqZT7ppMjPVbr3lz811OaI5nKYG2/Dq+9jIo40UTg5fowYbaO7HkmdkAlwZqlhiAsqfnAxmMkEdYmuYKJxl0PYpN06jXXqbl3brlRhyXycA4XUAEXrqABTWhBGzBweIYXeLWerDfr3fpYtuas1cwZ/IH1+QMWPJoE</latexit><latexit sha1_base64="0LUeeUwj9WUbltBwv13AcTohwnM=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhNo40QsEkZwTwku4TZ2dlkyMzsMjMrLJv0dha2+gt2Yiv+hX/gD9g7eRSaeODC4Zx7ufceP2ZUadv+tHJr6xubW/ntws7u3v5B8bDUVlEiMWnhiEWy6yNFGBWkpalmpBtLgrjPSMcfXU39zh2RikbiRqcx8TgaCBpSjLSRbsPLRgWPx8FZv1i2q/YMcJU4C1Kul9zK98eD2+wXv9wgwgknQmOGlOo5dqy9DElNMSOTgpsoEiM8QgPSM1QgTpSXzQ6ewFOjBDCMpCmh4Uz9PZEhrlTKfdPJkR6qZW8q/uspzZFMZbC0X4cXXkZFnGgi8Hx9mDCoIzjNBAZUEqxZagjCkpoPIB4iibA2yRVMNM5yEKukXas6dtW5dsr1GpgjD47BCagAB5yDOmiAJmgBDDh4BE/g2bq3XqxX623emrMWM0fgD6z3H9WinKU=</latexit><latexit sha1_base64="0LUeeUwj9WUbltBwv13AcTohwnM=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhNo40QsEkZwTwku4TZ2dlkyMzsMjMrLJv0dha2+gt2Yiv+hX/gD9g7eRSaeODC4Zx7ufceP2ZUadv+tHJr6xubW/ntws7u3v5B8bDUVlEiMWnhiEWy6yNFGBWkpalmpBtLgrjPSMcfXU39zh2RikbiRqcx8TgaCBpSjLSRbsPLRgWPx8FZv1i2q/YMcJU4C1Kul9zK98eD2+wXv9wgwgknQmOGlOo5dqy9DElNMSOTgpsoEiM8QgPSM1QgTpSXzQ6ewFOjBDCMpCmh4Uz9PZEhrlTKfdPJkR6qZW8q/uspzZFMZbC0X4cXXkZFnGgi8Hx9mDCoIzjNBAZUEqxZagjCkpoPIB4iibA2yRVMNM5yEKukXas6dtW5dsr1GpgjD47BCagAB5yDOmiAJmgBDDh4BE/g2bq3XqxX623emrMWM0fgD6z3H9WinKU=</latexit><latexit sha1_base64="J1jI7DDZn1lR67s2pCJmmLQDlBw=">AAACBnicbVDLSsNAFL2pr1pfVZdugkWom5J0oxuh4KbLCvYhbSiTyaQdOjMJMxMhpN27d6u/4E7c+hv+gZ/htM1CWw9cOJxzL/fe48eMKu04X1ZhY3Nre6e4W9rbPzg8Kh+fdFSUSEzaOGKR7PlIEUYFaWuqGenFkiDuM9L1J7dzv/tIpKKRuNdpTDyORoKGFCNtpIfwplnF02lwOSxXnJqzgL1O3JxUIEdrWP4eBBFOOBEaM6RU33Vi7WVIaooZmZUGiSIxwhM0In1DBeJEedni4Jl9YZTADiNpSmh7of6eyBBXKuW+6eRIj9WqNxf/9ZTmSKYyWNmvw2svoyJONBF4uT5MmK0je56JHVBJsGapIQhLaj6w8RhJhLVJrmSicVeDWCedes11au6dW2nU85CKcAbnUAUXrqABTWhBGzBweIYXeLWerDfr3fpYthasfOYU/sD6/AHgpZkt</latexit>

r = H(e||f)
<latexit sha1_base64="Bygbvw2C0QTRbfA9SvcCJ/NoIaA=">AAACBnicbVDLSsNAFL2pr1pftS7dBIvQbkrSjW6EgpsuK9iHtKFMJpN26MwkzEyEkHbv3q3+gjtx62/4B36G08dCWw9cOJxzL/fe48eMKu04X1Zua3tndy+/Xzg4PDo+KZ6WOipKJCZtHLFI9nykCKOCtDXVjPRiSRD3Gen6k9u5330kUtFI3Os0Jh5HI0FDipE20oO8aVbIdBpWh8WyU3MWsDeJuyLlRmlQBYPWsPg9CCKccCI0ZkipvuvE2suQ1BQzMisMEkVihCdoRPqGCsSJ8rLFwTP70iiBHUbSlND2Qv09kSGuVMp908mRHqt1by7+6ynNkUxlsLZfh9deRkWcaCLwcn2YMFtH9jwTO6CSYM1SQxCW1Hxg4zGSCGuTXMFE464HsUk69Zrr1Nw7t9yowxJ5OIcLqIALV9CAJrSgDRg4PMMLvFpP1pv1bn0sW3PWauYM/sD6/AEwRpoU</latexit><latexit sha1_base64="D9yXxM+2iK+UBsHnFdXmHcUbI2A=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhNo40QsEkZwTwku4TZ2dlkyMzsMjMrLJv0dha2+gt2Yiv+hX/gD9g7eRSaeODC4Zx7ufceP2ZUadv+tHJr6xubW/ntws7u3v5B8bDUVlEiMWnhiEWy6yNFGBWkpalmpBtLgrjPSMcfXU39zh2RikbiRqcx8TgaCBpSjLSRbuVlo0LG4/CsXyzbVXsGuEqcBSnXS27l++PBbfaLX24Q4YQToTFDSvUcO9ZehqSmmJFJwU0UiREeoQHpGSoQJ8rLZgdP4KlRAhhG0pTQcKb+nsgQVyrlvunkSA/VsjcV//WU5kimMljar8MLL6MiTjQReL4+TBjUEZxmAgMqCdYsNQRhSc0HEA+RRFib5AomGmc5iFXSrlUdu+pcO+V6DcyRB8fgBFSAA85BHTRAE7QABhw8gifwbN1bL9ar9TZvzVmLmSPwB9b7D++snLU=</latexit><latexit sha1_base64="D9yXxM+2iK+UBsHnFdXmHcUbI2A=">AAACBnicbVC7SgNBFJ2NrxhfMZY2g0GITdhNo40QsEkZwTwku4TZ2dlkyMzsMjMrLJv0dha2+gt2Yiv+hX/gD9g7eRSaeODC4Zx7ufceP2ZUadv+tHJr6xubW/ntws7u3v5B8bDUVlEiMWnhiEWy6yNFGBWkpalmpBtLgrjPSMcfXU39zh2RikbiRqcx8TgaCBpSjLSRbuVlo0LG4/CsXyzbVXsGuEqcBSnXS27l++PBbfaLX24Q4YQToTFDSvUcO9ZehqSmmJFJwU0UiREeoQHpGSoQJ8rLZgdP4KlRAhhG0pTQcKb+nsgQVyrlvunkSA/VsjcV//WU5kimMljar8MLL6MiTjQReL4+TBjUEZxmAgMqCdYsNQRhSc0HEA+RRFib5AomGmc5iFXSrlUdu+pcO+V6DcyRB8fgBFSAA85BHTRAE7QABhw8gifwbN1bL9ar9TZvzVmLmSPwB9b7D++snLU=</latexit><latexit sha1_base64="fLPe23lEMmkWT8AYkl0jdy8BY2c=">AAACBnicbVDLSsNAFJ3UV62vqks3wSLUTUm60Y1QcNNlBfuQNpTJ5KYdOjMJMxMhpN27d6u/4E7c+hv+gZ/htM1CWw9cOJxzL/fe48eMKu04X1ZhY3Nre6e4W9rbPzg8Kh+fdFSUSAJtErFI9nysgFEBbU01g14sAXOfQdef3M797iNIRSNxr9MYPI5HgoaUYG2kB3nTrMJ0Gl4OyxWn5ixgrxM3JxWUozUsfw+CiCQchCYMK9V3nVh7GZaaEgaz0iBREGMywSPoGyowB+Vli4Nn9oVRAjuMpCmh7YX6eyLDXKmU+6aTYz1Wq95c/NdTmmOZymBlvw6vvYyKONEgyHJ9mDBbR/Y8EzugEohmqSGYSGo+sMkYS0y0Sa5konFXg1gnnXrNdWrunVtp1POQiugMnaMqctEVaqAmaqE2IoijZ/SCXq0n6816tz6WrQUrnzlFf2B9/gD6r5k9</latexit>

Figure 12: Merkle signatures

There are two main ideas in the proposal. The first idea is to use a pseudo-
random function to generate the one-time signature key pairs. Hence the space
required to store the 2a private keys is reduced to store one short pseudoran-
dom function key. The second idea is to compress the 2a public keys into one
short string. This is done with a Merkle tree. More precisely, the Merkle tree
is a binary tree with 2a leaf nodes. The i-th leaf node is the hash of the i-th
one-time public key. Then each non-leaf node is the hash of L||R, i.e. its two
children concatenated. The new overall public key is now the Merkle tree root.

50



The i-th message’s signature is then the one-time signature produced under
the i-th one-time signing key, plus the authentication path of the i-th leaf node
in the Merkle tree. The authentication path contains all sibling nodes in the
Merkle tree along the path from the i-th leaf node to the root. Verification of
the signature starts by recovering the i-th one-time public key from the message
and the signature, then hashes it to obtain the i-th leaf node of the Merkle tree.
Then the leaf node along with its sibling in the authentication path can compute
their parent, then the parent of their parent can be computed with the parent’s
sibling in the authentication path, and so on until reaching the root. If the
recovered root is the same as the overall public key, then accept, otherwise
reject.

FORS signature Another strategy for a few-time hash-based signature is
by sharing a pool of private key components, and randomly disclosing a subset
when signing a message. One example is the FORS signature scheme proposed
in [6].

FORS is built on top of a base signature scheme that can sign d-bit blocks.
To sign a d-bit block, the private key is 2d random strings (x0, · · · , x2d−1). The
public key r is the root of a Merkle tree built from the private key such that the
i-th leaf node is the hash of the xi in the private key. The signature of the block
is generated by parsing the block into an unsigned integer j, then collecting xj

and the authentication path of the j-th leaf node. To verify the signature, parse
the block into j, and check whether the public key (the root of the Merkle tree)
can be recovered from xj and the authentication path in the signature.

FORS uses the above base signature scheme to sign message hash that is k
blocks, with each block d bits. The private key in FORS is a pseudorandom
function key that is used to derive k base private keys. The public key is the
hash of r0|| · · · ||rk−1, i.e. the hash of the k base public keys. The signature
consists of k base signatures, each for a block in the hash value. Verification is
done by verifying every block to derive the base public key, and checking the
hash of the concatenation of all recovered base public keys is the same as the
overall public key. An example of FORS is depicted in Fig 13.

r1
<latexit sha1_base64="BgPyCB3rqTyCLCt8QqVXWZCAxKI=">AAAB6nicbZDLSgMxFIbP1FsdrVZdugmWgqsyqQu7LAjisqK9QDuUTJppQzOZIckIZegjuHGhiFvxQXwEd76N6WWhrT8EPv7/HHLOCRLBtfG8bye3sbm1vZPfdff2CweHxaPjlo5TRVmTxiJWnYBoJrhkTcONYJ1EMRIFgrWD8dUsbz8wpXks780kYX5EhpKHnBJjrTvVx/1iyat4c6F1wEso1Qufafna/Wj0i1+9QUzTiElDBdG6i73E+BlRhlPBpm4v1SwhdEyGrGtRkohpP5uPOkVl6wxQGCv7pEFz93dHRiKtJ1FgKyNiRno1m5n/Zd3UhDU/4zJJDZN08VGYCmRiNNsbDbhi1IiJBUIVt7MiOiKKUGOv49oj4NWV16FVreCLSvUWl+o1WCgPp3AG54DhEupwAw1oAoUhPMIzvDjCeXJenbdFac5Z9pzAHznvP4aRkDA=</latexit>

r0
<latexit sha1_base64="EtLv32w4J3umdQkSj/6IzauQygY=">AAAB6nicbZDLSgMxFIbP1FsdrVZdugmWgqsyUxd2WRDEZUV7gXYomTTThiaZIckIZegjuHGhiFvxQXwEd76N6WWhrT8EPv7/HHLOCRPOtPG8bye3sbm1vZPfdff2CweHxaPjlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh+GqWtx+o0iyW92aS0EDgoWQRI9hY6071vX6x5FW8udA6+Eso1Qufafna/Wj0i1+9QUxSQaUhHGvd9b3EBBlWhhFOp24v1TTBZIyHtGtRYkF1kM1HnaKydQYoipV90qC5+7sjw0LriQhtpcBmpFezmflf1k1NVAsyJpPUUEkWH0UpRyZGs73RgClKDJ9YwEQxOysiI6wwMfY6rj2Cv7ryOrSqFf+iUr31S/UaLJSHUziDc/DhEupwAw1oAoEhPMIzvDjceXJenbdFac5Z9pzAHznvP4UNkC8=</latexit>

r2
<latexit sha1_base64="YUD/PoyICcag4wMxI7+JxWcthg0=">AAAB6nicbZC7SgNBFIbPxltcjUYtbQZDwCrsxsKUAUEsI5oLJEuYncwmQ2Znl7kIYckj2FgoYis+iI9g59s4uRSa+MPAx/+fw5xzwpQzpT3v28ltbG5t7+R33b39wsFh8ei4pRIjCW2ShCeyE2JFORO0qZnmtJNKiuOQ03Y4vprl7QcqFUvEvZ6kNIjxULCIEaytdSf71X6x5FW8udA6+Eso1QufpnztfjT6xa/eICEmpkITjpXq+l6qgwxLzQinU7dnFE0xGeMh7VoUOKYqyOajTlHZOgMUJdI+odHc/d2R4VipSRzayhjrkVrNZuZ/WdfoqBZkTKRGU0EWH0WGI52g2d5owCQlmk8sYCKZnRWREZaYaHsd1x7BX115HVrVin9Rqd76pXoNFsrDKZzBOfhwCXW4gQY0gcAQHuEZXhzuPDmvztuiNOcse07gj5z3H4gVkDE=</latexit>

r3
<latexit sha1_base64="GjAo/8j9gj4s64K2xWxFvAtwckg=">AAAB6nicbZC7SgNBFIbPxltcjUYtbQZDwCrsJoUpA4JYRjQXSJYwO5lNhszOLnMRwpJHsLFQxFZ8EB/BzrdxcinU+MPAx/+fw5xzwpQzpT3vy8ltbG5t7+R33b39wsFh8ei4rRIjCW2RhCeyG2JFORO0pZnmtJtKiuOQ0044uZznnXsqFUvEnZ6mNIjxSLCIEaytdSsHtUGx5FW8hdA6+CsoNQofpnzlvjcHxc/+MCEmpkITjpXq+V6qgwxLzQinM7dvFE0xmeAR7VkUOKYqyBajzlDZOkMUJdI+odHC/dmR4VipaRzayhjrsfqbzc3/sp7RUT3ImEiNpoIsP4oMRzpB873RkElKNJ9awEQyOysiYywx0fY6rj2C/3fldWhXK36tUr3xS406LJWHUziDc/DhAhpwDU1oAYERPMATPDvceXRenNdlac5Z9ZzALzlv34mZkDI=</latexit>

mt0
<latexit sha1_base64="vV2hjN8Q0KpIgFzj9KmKcs1yEuc=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpj23Vyi6ZXcOvE68JSnW8p9J6Tr3Xu8Vvrr9iCaSKaCCGNPx3Bj8lGjgVLBprpsYFhM6IgPWsVQRyYyfzo+e4pJV+jiMtC0FeK7+nkiJNGYiA9spCQzNqjcT//M6CYRVP+UqToApulgUJgJDhGcJ4D7XjIKYWEKo5vZWTIdEEwo2p5wNwVt9eZ00K2Xvoly59Yq1Klogi07RGTpHHrpENXSD6qiBKLpHj+gZvThj58l5dd4WrRlnOXOC/sD5+AHRNpUD</latexit>

mt1
<latexit sha1_base64="Tq5h+87TPYC4bRslXjyRtx0bktE=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpj2vVyi6ZXcOvE68JSnW8p9J6Tr3Xu8Vvrr9iCaSKaCCGNPx3Bj8lGjgVLBprpsYFhM6IgPWsVQRyYyfzo+e4pJV+jiMtC0FeK7+nkiJNGYiA9spCQzNqjcT//M6CYRVP+UqToApulgUJgJDhGcJ4D7XjIKYWEKo5vZWTIdEEwo2p5wNwVt9eZ00K2Xvoly59Yq1Klogi07RGTpHHrpENXSD6qiBKLpHj+gZvThj58l5dd4WrRlnOXOC/sD5+AHSupUE</latexit>

mt2
<latexit sha1_base64="swrFIL5+SVyH5doLGPxHJvrD3kM=">AAAB9HicbVDLSgNBEJyNrxiNRj16GQwBT2E3HswxIIjHCOYByRJmJ7PJkJnZdaY3GJZ8hxcPiujRj/ATvPk3Th4HTSxoKKq66e4KYsENuO63k9nY3Nreye7m9vbzB4eFo+OmiRJNWYNGItLtgBgmuGIN4CBYO9aMyECwVjC6mvmtMdOGR+oOJjHzJRkoHnJKwEp+F9gDAKQSpr1Kr1B0y+4ceJ14S1Ks5T+T0nXuvd4rfHX7EU0kU0AFMabjuTH4KdHAqWDTXDcxLCZ0RAasY6kikhk/nR89xSWr9HEYaVsK8Fz9PZESacxEBrZTEhiaVW8m/ud1EgirfspVnABTdLEoTASGCM8SwH2uGQUxsYRQze2tmA6JJhRsTjkbgrf68jppVsreRbly6xVrVbRAFp2iM3SOPHSJaugG1VEDUXSPHtEzenHGzpPz6rwtWjPOcuYE/YHz8QPUPpUF</latexit>

mt3
<latexit sha1_base64="pZrlYg/UySvgK76kpXm8dLapZf0=">AAAB9HicbVDLSgNBEJz1GVejUY9eBkPAU9hNDuYYEMRjBPOAZAmzk0kyZGZ2nekNhiXf4cWDInr0I/wEb/6Nk8dBEwsaiqpuurvCWHADnvftbGxube/sZvbc/YPs4VHu+KRhokRTVqeRiHQrJIYJrlgdOAjWijUjMhSsGY6uZn5zzLThkbqDScwCSQaK9zklYKWgA+wBAFIJ0265m8t7RW8OvE78JclXs59J4dp9r3VzX51eRBPJFFBBjGn7XgxBSjRwKtjU7SSGxYSOyIC1LVVEMhOk86OnuGCVHu5H2pYCPFd/T6REGjORoe2UBIZm1ZuJ/3ntBPqVIOUqToApuljUTwSGCM8SwD2uGQUxsYRQze2tmA6JJhRsTq4NwV99eZ00SkW/XCzd+vlqBS2QQWfoHF0gH12iKrpBNVRHFN2jR/SMXpyx8+S8Om+L1g1nOXOK/sD5+AHVwpUG</latexit>

<latexit sha1_base64="JQ+m742HK2vsMftgiV2hwPdt/5A=">AAACAXicbVDLSgMxFM3UV1tfo24KboJFqJsyU0W7EYpuuqxgH9AOQybNtKGZB0lGqNOK4K+4caFIt/6FO8GPMdN2oa0Hcjmccy839zgho0IaxpeWWlldW99IZ7KbW9s7u/refkMEEcekjgMW8JaDBGHUJ3VJJSOtkBPkOYw0ncF14jfvCBc08G/lMCSWh3o+dSlGUkm2ngsHl9UCt43RiNtmUkpJOT2x9bxRNKaAy8Sck3wld/+deZxc1Wz9s9MNcOQRX2KGhGibRiitGHFJMSPjbCcSJER4gHqkraiPPCKseHrBGB4rpQvdgKvnSzhVf0/EyBNi6Dmq00OyLxa9RPzPa0fSLVsx9cNIEh/PFrkRgzKASRywSznBkg0VQZhT9VeI+4gjLFVoWRWCuXjyMmmUiuZ58ezGzFfKYIY0OARHoABMcAEqoApqoA4weADP4BW8aU/ai/auTWatKW0+cwD+QPv4AbjTmWU=</latexit>

pk = H(r0||r1||r2||r3)

x
(0)
2<latexit sha1_base64="cKI5FuNtwdByphB//uKeH0CKFmc=">AAAB+3icbVDJSgNBEK2JW4xbjHjy0hiEeAkzQdBjwIvHCGaBJIaeTk/SpGehu0YShvkNj148KOLVk3/hzb+xsxw08UHB470qquq5kRQabfvbyqytb2xuZbdzO7t7+wf5w0JDh7FivM5CGaqWSzWXIuB1FCh5K1Kc+q7kTXd0PfWbD1xpEQZ3OIl416eDQHiCUTRSL1/oIB+j6yXj9D4p2edpr9LLF+2yPQNZJc6CFKvHn48EAGq9/FenH7LY5wEySbVuO3aE3YQqFEzyNNeJNY8oG9EBbxsaUJ/rbjK7PSVnRukTL1SmAiQz9fdEQn2tJ75rOn2KQ73sTcX/vHaM3lU3EUEUIw/YfJEXS4IhmQZB+kJxhnJiCGVKmFsJG1JFGZq4ciYEZ/nlVdKolB277Nw6xeoFzJGFEziFEjhwCVW4gRrUgcEYnuAFXq3UerberPd5a8ZazBzBH1gfP/isldU=</latexit><latexit sha1_base64="lMwwjCvmYflBBqqImgQ3gEc+XyY=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabluzTzKt4ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsCXnQ==</latexit><latexit sha1_base64="lMwwjCvmYflBBqqImgQ3gEc+XyY=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabluzTzKt4ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsCXnQ==</latexit><latexit sha1_base64="5rJ8RWURo6ijevKjxk8kbx038b8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5IUQY8FLx4r2A9oY9hsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5QSK4Bsf5tjY2t7Z3dkt75f2Dw6Nj+6TS0XGqKGvTWMSqFxDNBJesDRwE6yWKkSgQrBtMbud+94kpzWP5ALOEeREZSR5ySsBIvl0ZAJtCEGbT/DGrOZe53/DtqlN3FsDrxC1IFRVo+fbXYBjTNGISqCBa910nAS8jCjgVLC8PUs0SQidkxPqGShIx7WWL23N8YZQhDmNlSgJeqL8nMhJpPYsC0xkRGOtVby7+5/VTCG+8jMskBSbpclGYCgwxngeBh1wxCmJmCKGKm1sxHRNFKJi4yiYEd/XlddJp1F2n7t671eZVEUcJnaFzVEMuukZNdIdaqI0omqJn9IrerNx6sd6tj2XrhlXMnKI/sD5/AJMzlA8=</latexit>

x
(1)
1<latexit sha1_base64="mPChz/hwTfdv7QaTJWwc8RuXEOI=">AAAB+3icbVA9SwNBEJ3zM8avGLGyWQyCNuFWBC0DNpYRTCIk57G32dPFvQ925yThuL9haWOhiK2V/8LOf+MmsdDEBwOP92aYmRekShp03S9nbn5hcWm5tFJeXVvf2KxsVdsmyTQXLZ6oRF8FzAglY9FCiUpcpVqwKFCiE9ydjfzOvdBGJvElDlPhRewmlqHkDK3kV6o9FAMMwnxQXOcH9LDwqV+puXV3DDJL6A+pNXY+HggANP3KZ6+f8CwSMXLFjOlSN0UvZxolV6Io9zIjUsbv2I3oWhqzSBgvH99ekH2r9EmYaFsxkrH6eyJnkTHDKLCdEcNbM+2NxP+8bobhqZfLOM1QxHyyKMwUwYSMgiB9qQVHNbSEcS3trYTfMs042rjKNgQ6/fIsaR/VqVunF7TWOIYJSrALe3AAFE6gAefQhBZwGMAjPMOLUzhPzqvzNmmdc35mtuEPnPdv+LCV1Q==</latexit><latexit sha1_base64="IkxzoYLn+FFDxevUbseNOWwdsyQ=">AAAB+3icbVC7SgNBFJ2Nrxhfa8TKZjEKsQk7ImgZsLGMYB6QrMvsZDYZMvtg5q4kLPsbljYWitha+QlW2vk3Th6FJh64cDjnXu69x4sFV2Db30ZuaXlldS2/XtjY3NreMXeLDRUlkrI6jUQkWx5RTPCQ1YGDYK1YMhJ4gjW9weXYb94xqXgU3sAoZk5AeiH3OSWgJdcsdoANwfPTYXablvFJ5mLXLNkVewJrkeAZKVX33+/LH59HNdf86nQjmgQsBCqIUm1sx+CkRAKngmWFTqJYTOiA9Fhb05AETDnp5PbMOtZK1/IjqSsEa6L+nkhJoNQo8HRnQKCv5r2x+J/XTsC/cFIexgmwkE4X+YmwILLGQVhdLhkFMdKEUMn1rRbtE0ko6LgKOgQ8//IiaZxWsF3B17hUPUNT5NEBOkRlhNE5qqIrVEN1RNEQPaAn9GxkxqPxYrxOW3PGbGYP/YHx9gNaxJed</latexit><latexit sha1_base64="IkxzoYLn+FFDxevUbseNOWwdsyQ=">AAAB+3icbVC7SgNBFJ2Nrxhfa8TKZjEKsQk7ImgZsLGMYB6QrMvsZDYZMvtg5q4kLPsbljYWitha+QlW2vk3Th6FJh64cDjnXu69x4sFV2Db30ZuaXlldS2/XtjY3NreMXeLDRUlkrI6jUQkWx5RTPCQ1YGDYK1YMhJ4gjW9weXYb94xqXgU3sAoZk5AeiH3OSWgJdcsdoANwfPTYXablvFJ5mLXLNkVewJrkeAZKVX33+/LH59HNdf86nQjmgQsBCqIUm1sx+CkRAKngmWFTqJYTOiA9Fhb05AETDnp5PbMOtZK1/IjqSsEa6L+nkhJoNQo8HRnQKCv5r2x+J/XTsC/cFIexgmwkE4X+YmwILLGQVhdLhkFMdKEUMn1rRbtE0ko6LgKOgQ8//IiaZxWsF3B17hUPUNT5NEBOkRlhNE5qqIrVEN1RNEQPaAn9GxkxqPxYrxOW3PGbGYP/YHx9gNaxJed</latexit><latexit sha1_base64="obje1toLolgD81rJUjZLA0BAim4=">AAAB+3icbVDLSgNBEJyNrxhfazx6GQxCvIQdEfQY8OIxgnlAsi6zk9lkyOyDmV5JWPZXvHhQxKs/4s2/cZLsQRMLGoqqbrq7/EQKDY7zbZU2Nre2d8q7lb39g8Mj+7ja0XGqGG+zWMaq51PNpYh4GwRI3ksUp6Evedef3M797hNXWsTRA8wS7oZ0FIlAMApG8uzqAPgU/CCb5o9ZnVzkHvHsmtNwFsDrhBSkhgq0PPtrMIxZGvIImKRa94mTgJtRBYJJnlcGqeYJZRM64n1DIxpy7WaL23N8bpQhDmJlKgK8UH9PZDTUehb6pjOkMNar3lz8z+unENy4mYiSFHjElouCVGKI8TwIPBSKM5AzQyhTwtyK2ZgqysDEVTEhkNWX10nnskGcBrknteZVEUcZnaIzVEcEXaMmukMt1EYMTdEzekVvVm69WO/Wx7K1ZBUzJ+gPrM8fkzeUDw==</latexit>

x
(2)
0

<latexit sha1_base64="wDxZ+DAtOluwcg9BPLsdbOM5F/E=">AAAB+3icbVDJSgNBEK2JW4xbjHjy0hiEeAkzQdBjwIvHCGaBJIaeTk/SpGehu0YShvkNj148KOLVk3/hzb+xsxw08UHB470qquq5kRQabfvbyqytb2xuZbdzO7t7+wf5w0JDh7FivM5CGaqWSzWXIuB1FCh5K1Kc+q7kTXd0PfWbD1xpEQZ3OIl416eDQHiCUTRSL1/oIB+j6yXj9D4pVc7Tnt3LF+2yPQNZJc6CFKvHn48EAGq9/FenH7LY5wEySbVuO3aE3YQqFEzyNNeJNY8oG9EBbxsaUJ/rbjK7PSVnRukTL1SmAiQz9fdEQn2tJ75rOn2KQ73sTcX/vHaM3lU3EUEUIw/YfJEXS4IhmQZB+kJxhnJiCGVKmFsJG1JFGZq4ciYEZ/nlVdKolB277Nw6xeoFzJGFEziFEjhwCVW4gRrUgcEYnuAFXq3UerberPd5a8ZazBzBH1gfP/i0ldU=</latexit><latexit sha1_base64="mR+ylhANtdASwzMdHYh8jET1rZU=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabliqnmWd7ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsiXnQ==</latexit><latexit sha1_base64="mR+ylhANtdASwzMdHYh8jET1rZU=">AAAB+3icbVDLSsNAFJ34rPUVK67cBKtQNyUpgi4LblxWsA9oY5hMJ+3QySTM3EhLyG+4dONCEbeu/ARXuvNvnD4W2nrgwuGce7n3Hj/mTIFtfxtLyyura+u5jfzm1vbOrrlXaKgokYTWScQj2fKxopwJWgcGnLZiSXHoc9r0B5djv3lHpWKRuIFRTN0Q9wQLGMGgJc8sdIAOwQ/SYXabliqnmWd7ZtEu2xNYi8SZkWL14P2+9PF5XPPMr043IklIBRCOlWo7dgxuiiUwwmmW7ySKxpgMcI+2NRU4pMpNJ7dn1olWulYQSV0CrIn6eyLFoVKj0NedIYa+mvfG4n9eO4Hgwk2ZiBOggkwXBQm3ILLGQVhdJikBPtIEE8n0rRbpY4kJ6LjyOgRn/uVF0qiUHbvsXDvF6hmaIocO0REqIQedoyq6QjVURwQN0QN6Qs9GZjwaL8brtHXJmM3soz8w3n4AWsiXnQ==</latexit><latexit sha1_base64="aTIIkGc+QNbvzRV2zRi7CmcDMBg=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5IUQY8FLx4r2A9oY9hsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5QSK4Bsf5tjY2t7Z3dkt75f2Dw6Nj+6TS0XGqKGvTWMSqFxDNBJesDRwE6yWKkSgQrBtMbud+94kpzWP5ALOEeREZSR5ySsBIvl0ZAJtCEGbT/DGrNS5z3/HtqlN3FsDrxC1IFRVo+fbXYBjTNGISqCBa910nAS8jCjgVLC8PUs0SQidkxPqGShIx7WWL23N8YZQhDmNlSgJeqL8nMhJpPYsC0xkRGOtVby7+5/VTCG+8jMskBSbpclGYCgwxngeBh1wxCmJmCKGKm1sxHRNFKJi4yiYEd/XlddJp1F2n7t671eZVEUcJnaFzVEMuukZNdIdaqI0omqJn9IrerNx6sd6tj2XrhlXMnKI/sD5/AJM7lA8=</latexit>

x
(3)
3

<latexit sha1_base64="r4q88mX8nrtnwMyC8YvnbfUJDiY=">AAAB+3icbVDJSgNBEK1xjXGLEU9eGoMQL2HGCHoMePEYwSyQxNDT6Uma9Cx010jCML/h0YsHRbx68i+8+Td2loMmPih4vFdFVT03kkKjbX9bK6tr6xubma3s9s7u3n7uIF/XYawYr7FQhqrpUs2lCHgNBUrejBSnvit5wx1eT/zGA1dahMEdjiPe8Wk/EJ5gFI3UzeXbyEfoeskovU+K5bO0W+7mCnbJnoIsE2dOCpWjz0cCANVu7qvdC1ns8wCZpFq3HDvCTkIVCiZ5mm3HmkeUDWmftwwNqM91J5nenpJTo/SIFypTAZKp+nsiob7WY981nT7FgV70JuJ/XitG76qTiCCKkQdstsiLJcGQTIIgPaE4Qzk2hDIlzK2EDaiiDE1cWROCs/jyMqmflxy75Nw6hcoFzJCBYziBIjhwCRW4gSrUgMEInuAFXq3UerberPdZ64o1nzmEP7A+fgD+yJXZ</latexit><latexit sha1_base64="mIvh//xaD0xe2YH5LULvfl+u/UE=">AAAB+3icbVDLSsNAFJ3UV62vWHHlJliFuimJFXRZcOOygn1AW8NkOmmHTiZh5kZaQn7DpRsXirh15Se40p1/4/Sx0NYDFw7n3Mu993gRZwps+9vILC2vrK5l13Mbm1vbO+Zuvq7CWBJaIyEPZdPDinImaA0YcNqMJMWBx2nDG1yO/cYdlYqF4gZGEe0EuCeYzwgGLblmvg10CJ6fDNPbpFg+Sd2yaxbskj2BtUicGSlU9t/vix+fR1XX/Gp3QxIHVADhWKmWY0fQSbAERjhNc+1Y0QiTAe7RlqYCB1R1ksntqXWsla7lh1KXAGui/p5IcKDUKPB0Z4Chr+a9sfif14rBv+gkTEQxUEGmi/yYWxBa4yCsLpOUAB9pgolk+laL9LHEBHRcOR2CM//yIqmflhy75Fw7hcoZmiKLDtAhKiIHnaMKukJVVEMEDdEDekLPRmo8Gi/G67Q1Y8xm9tAfGG8/YNyXoQ==</latexit><latexit sha1_base64="mIvh//xaD0xe2YH5LULvfl+u/UE=">AAAB+3icbVDLSsNAFJ3UV62vWHHlJliFuimJFXRZcOOygn1AW8NkOmmHTiZh5kZaQn7DpRsXirh15Se40p1/4/Sx0NYDFw7n3Mu993gRZwps+9vILC2vrK5l13Mbm1vbO+Zuvq7CWBJaIyEPZdPDinImaA0YcNqMJMWBx2nDG1yO/cYdlYqF4gZGEe0EuCeYzwgGLblmvg10CJ6fDNPbpFg+Sd2yaxbskj2BtUicGSlU9t/vix+fR1XX/Gp3QxIHVADhWKmWY0fQSbAERjhNc+1Y0QiTAe7RlqYCB1R1ksntqXWsla7lh1KXAGui/p5IcKDUKPB0Z4Chr+a9sfif14rBv+gkTEQxUEGmi/yYWxBa4yCsLpOUAB9pgolk+laL9LHEBHRcOR2CM//yIqmflhy75Fw7hcoZmiKLDtAhKiIHnaMKukJVVEMEDdEDekLPRmo8Gi/G67Q1Y8xm9tAfGG8/YNyXoQ==</latexit><latexit sha1_base64="Xe5NIHAr0UFvmPvrEiq2ptfO4QM=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSxCvZTECnosePFYwX5AG8tmu2mXbjZhdyItIX/FiwdFvPpHvPlv3LY5aOuDgcd7M8zM82PBNTjOt1XY2Nza3inulvb2Dw6P7ONyW0eJoqxFIxGprk80E1yyFnAQrBsrRkJfsI4/uZ37nSemNI/kA8xi5oVkJHnAKQEjDexyH9gU/CCdZo9ptX6RDeoDu+LUnAXwOnFzUkE5mgP7qz+MaBIyCVQQrXuuE4OXEgWcCpaV+olmMaETMmI9QyUJmfbSxe0ZPjfKEAeRMiUBL9TfEykJtZ6FvukMCYz1qjcX//N6CQQ3XsplnACTdLkoSASGCM+DwEOuGAUxM4RQxc2tmI6JIhRMXCUTgrv68jppX9Zcp+beu5XGVR5HEZ2iM1RFLrpGDXSHmqiFKJqiZ/SK3qzMerHerY9la8HKZ07QH1ifP5lPlBM=</latexit>

prf(sk, ·) :
<latexit sha1_base64="Kp4uCFHCigFWMH3ZdtpofrGGQQ4=">AAACAHicbVDJSgNBEK2JW4zbqAcFL4NBiCBhxovBU8CLxwhmgUwIPZ2epEnPQneNGIe5+CtePCji1c/wJvgxdpaDJj4oeLxXRVU9LxZcoW1/Gbml5ZXVtfx6YWNza3vH3N1rqCiRlNVpJCLZ8ohigoesjhwFa8WSkcATrOkNr8Z+845JxaPwFkcx6wSkH3KfU4Ja6poHLrJ7VH4aSz8rqeGZS3sRnl52zaJdtiewFokzI8Xq4cM3aNS65qfbi2gSsBCpIEq1HTvGTkokcipYVnATxWJCh6TP2pqGJGCqk04eyKwTrfQsP5K6QrQm6u+JlARKjQJPdwYEB2reG4v/ee0E/Uon5WGcIAvpdJGfCAsja5yG1eOSURQjTQiVXN9q0QGRhKLOrKBDcOZfXiSN87Jjl50bp1itwBR5OIJjKIEDF1CFa6hBHShk8AQv8Go8Gs/Gm/E+bc0Zs5l9+APj4wfjKJgH</latexit><latexit sha1_base64="aRF2T8S+tA/T2MtWO5RfMUy8WWs=">AAACAHicbVDLSsNAFJ3UV1tfURcKboJFqCAlcWNxVXTjsoJ9QBPKZDJph04ezNyINQTEX3HjQhFd+hnuBD/G6WOhrQcuHM65l3vvcWPOJJjml5ZbWFxaXskXiqtr6xub+tZ2U0aJILRBIh6Jtosl5SykDWDAaTsWFAcupy13cDHyWzdUSBaF1zCMqRPgXsh8RjAoqavv2kBvQfppLPysLAfHNvEiODrr6iWzYo5hzBNrSkq1vbvvwv37eb2rf9peRJKAhkA4lrJjmTE4KRbACKdZ0U4kjTEZ4B7tKBrigEonHT+QGYdK8Qw/EqpCMMbq74kUB1IOA1d1Bhj6ctYbif95nQT8qpOyME6AhmSyyE+4AZExSsPwmKAE+FARTARTtxqkjwUmoDIrqhCs2ZfnSfOkYpkV68oq1apogjzaRweojCx0imroEtVRAxGUoUf0jF60B+1Je9XeJq05bTqzg/5A+/gB4JSZhA==</latexit><latexit sha1_base64="aRF2T8S+tA/T2MtWO5RfMUy8WWs=">AAACAHicbVDLSsNAFJ3UV1tfURcKboJFqCAlcWNxVXTjsoJ9QBPKZDJph04ezNyINQTEX3HjQhFd+hnuBD/G6WOhrQcuHM65l3vvcWPOJJjml5ZbWFxaXskXiqtr6xub+tZ2U0aJILRBIh6Jtosl5SykDWDAaTsWFAcupy13cDHyWzdUSBaF1zCMqRPgXsh8RjAoqavv2kBvQfppLPysLAfHNvEiODrr6iWzYo5hzBNrSkq1vbvvwv37eb2rf9peRJKAhkA4lrJjmTE4KRbACKdZ0U4kjTEZ4B7tKBrigEonHT+QGYdK8Qw/EqpCMMbq74kUB1IOA1d1Bhj6ctYbif95nQT8qpOyME6AhmSyyE+4AZExSsPwmKAE+FARTARTtxqkjwUmoDIrqhCs2ZfnSfOkYpkV68oq1apogjzaRweojCx0imroEtVRAxGUoUf0jF60B+1Je9XeJq05bTqzg/5A+/gB4JSZhA==</latexit><latexit sha1_base64="z3JOQoNM6FtFgrjSIXyyWgtYsiw=">AAACAHicbVBNS8NAEN3Ur1q/oh48eFksQgUpiReLp4IXjxVsLTShbDabdulmE3YnYgm9+Fe8eFDEqz/Dm//GbZuDtj4YeLw3w8y8IBVcg+N8W6WV1bX1jfJmZWt7Z3fP3j/o6CRTlLVpIhLVDYhmgkvWBg6CdVPFSBwIdh+Mrqf+/QNTmifyDsYp82MykDzilICR+vaRB+wRdJSnKprU9Ojco2ECZ1d9u+rUnRnwMnELUkUFWn37ywsTmsVMAhVE657rpODnRAGngk0qXqZZSuiIDFjPUElipv189sAEnxolxFGiTEnAM/X3RE5ircdxYDpjAkO96E3F/7xeBlHDz7lMM2CSzhdFmcCQ4GkaOOSKURBjQwhV3NyK6ZAoQsFkVjEhuIsvL5PORd116u6tW202ijjK6BidoBpy0SVqohvUQm1E0QQ9o1f0Zj1ZL9a79TFvLVnFzCH6A+vzB54illk=</latexit>

x
(0)
0

<latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit><latexit sha1_base64="BHZKWCdsZoKcn3t99VU9sOqHcDg=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWomzKRgi4LblxWsA9oa5hMJu3QyYOZG2kI+Qr3bvUX3Ilbv8A/8DOctllo64ELh3Pu5d573FhwBRh/GaWNza3tnfJuZW//4PDIPK52VZRIyjo0EpHsu0QxwUPWAQ6C9WPJSOAK1nOnN3O/98ik4lF4D2nMRgEZh9znlICWHLM6BDYD189m+UNWxxe5gx2zhht4AWud2AWpoQJtx/weehFNAhYCFUSpgY1jGGVEAqeC5ZVholhM6JSM2UDTkARMjbLF7bl1rhXP8iOpKwRrof6eyEigVBq4ujMgMFGr3lz811MQEJlKb2U/+NejjIdxAiyky/V+IiyIrHk8lscloyBSTQiVXH9g0QmRhIIOsaKjsVeDWCfdy4aNG/Zds9ZqFiGV0Sk6Q3VkoyvUQreojTqIohl6Ri/o1Xgy3ox342PZWjKKmRP0B8bnD+WxnYE=</latexit>

x
(0)
1

<latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit><latexit sha1_base64="ZkDmhO56pze7LJSSSOh0YHQukkM=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JIQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9Z3b7IXcc1a3bDXsBaJ05BaqhA2zW/h35EEkFDIBwrNXDsGEYZlsAIp3llmCgaYzLFYzrQNMSCqlG2uD23zrXiW0EkdYVgLdTfExkWSqXC050Cw0StenPxX0+BwDKV/sp+CK5HGQvjBGhIluuDhFsQWfN4LJ9JSoCnmmAimf7AIhMsMQEdYkVH46wGsU66lw3Hbjh3zVqrWYRURqfoDNWRg65QC92iNuoggmboGb2gV+PJeDPejY9la8koZk7QHxifP+dLnYI=</latexit>

x
(0)
3

<latexit sha1_base64="NUDjfej4DmVHpLKBFlJugwmcyVA=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0oJzMmqfte28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHYbn0c=</latexit><latexit sha1_base64="tbHQmME0f3JYbkWslzqRPkpvgIo=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnmT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9QoQ8=</latexit><latexit sha1_base64="tbHQmME0f3JYbkWslzqRPkpvgIo=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnmT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9QoQ8=</latexit><latexit sha1_base64="mIXbusuhyF7RqXYqalF8n0JnJJY=">AAACEXicbVDLSsNAFJ3UV62vWJduBotQNyVRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Asv6Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8bp1N3QvXrFkNaw68SuyC1FCBlmt+D/yYpiGLgAqiVN+2EnByIoFTwaaVQapYQuiYDFlf04iETDn5/PYpPtWKj4NY6ooAz9XfEzkJlcpCT3eGBEZq2ZuJ/3oKQiIz6S/th+DayXmUpMAiulgfpAJDjGfxYJ9LRkFkmhAquf4A0xGRhIIOsaKjsZeDWCWd84ZtNew7u9a8LEIqo2N0gurIRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+mPnYE=</latexit>

x
(1)
0

<latexit sha1_base64="/JWU+4wErRpmTByGZBXYBfyVU9Y=">AAACEXicbVDJSgNBEK2JW4zbGPHkpTEI8RJmRNBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9bxYCo2O82VlVlbX1jeym7mt7Z3dPXs/X9NRohivskhGquFRzaUIeRUFSt6IFaeBJ3ndG1xN/Po9V1pE4S2OYt4OaC8UvmAUjdSx8y3kQ/T8dDi+S4vu6bjjdOyCU3KmIMvEnZNC+fDtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB/nWonmMWUD2uNNQ0MacN1Op7ePyYlRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsScicZdDGKZ1M5KrlNyb9xC+RxmyMIRHEMRXLiAMlxDBarAYAhP8Awv1oP1ar1bH7PWjDWfOYA/sD5/AHLrn0U=</latexit><latexit sha1_base64="3rttvzBPCvT0ylkoIrMOUa1PjdU=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyURQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfIXg0q3+grgRt1259A/8DKePhbYeuHA4517uvceNOZNgml/a0vLK6tp6YaO4ubW9s6vvlZoySgShDRLxSLRdLClnIW0AA07bsaA4cDltuYOrsd+6p0KyKLyFNKZ2gHsh8xnBoCRHL3WBDsH1s2F+l1Ws09wxHb1sVs0JjEVizUi5dvD2WBl9Htcd/bvrRSQJaAiEYyk7lhmDnWEBjHCaF7uJpDEmA9yjHUVDHFBpZ5Pbc+NEKZ7hR0JVCMZE/T2R4UDKNHBVZ4ChL+e9sfivJyHAIhXe3H7wL+2MhXECNCTT9X7CDYiMcTyGxwQlwFNFMBFMfWCQPhaYgAqxqKKx5oNYJM2zqmVWrRurXDtHUxTQITpCFWShC1RD16iOGoigIXpCz+hFe9BetXftY9q6pM1m9tEfaKMf/CChDQ==</latexit><latexit sha1_base64="3rttvzBPCvT0ylkoIrMOUa1PjdU=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyURQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfIXg0q3+grgRt1259A/8DKePhbYeuHA4517uvceNOZNgml/a0vLK6tp6YaO4ubW9s6vvlZoySgShDRLxSLRdLClnIW0AA07bsaA4cDltuYOrsd+6p0KyKLyFNKZ2gHsh8xnBoCRHL3WBDsH1s2F+l1Ws09wxHb1sVs0JjEVizUi5dvD2WBl9Htcd/bvrRSQJaAiEYyk7lhmDnWEBjHCaF7uJpDEmA9yjHUVDHFBpZ5Pbc+NEKZ7hR0JVCMZE/T2R4UDKNHBVZ4ChL+e9sfivJyHAIhXe3H7wL+2MhXECNCTT9X7CDYiMcTyGxwQlwFNFMBFMfWCQPhaYgAqxqKKx5oNYJM2zqmVWrRurXDtHUxTQITpCFWShC1RD16iOGoigIXpCz+hFe9BetXftY9q6pM1m9tEfaKMf/CChDQ==</latexit><latexit sha1_base64="r0JqNGpgIiXPltTo5pMqqzzHtnc=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1UxIRdFlw47KCfUAbw2QyaYfOJGHmRhpCvsK9W/0Fd+LWL/AP/AynbRbaeuDC4Zx7ufceP+FMgW1/GWvrG5tb25Wd6u7e/sGheVTrqjiVhHZIzGPZ97GinEW0Aww47SeSYuFz2vMnNzO/90ilYnF0D1lCXYFHEQsZwaAlz6wNgU7BD/Np8ZA3nPPCsz2zbjftOaxV4pSkjkq0PfN7GMQkFTQCwrFSA8dOwM2xBEY4LarDVNEEkwke0YGmERZUufn89sI600pghbHUFYE1V39P5FgolQlfdwoMY7XszcR/PQUCy0wGS/shvHZzFiUp0Igs1ocptyC2ZvFYAZOUAM80wUQy/YFFxlhiAjrEqo7GWQ5ilXQvmo7ddO6ceuuyDKmCTtApaiAHXaEWukVt1EEETdEzekGvxpPxZrwbH4vWNaOcOUZ/YHz+AOZfnX8=</latexit>

x
(1)
2<latexit sha1_base64="uJ9DwsLJQe7aCzWIi26NYbXnJHU=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpQX3bNwpdey8U3SmIMvEnZN8+ejtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB9nW4nmMWUD2uNNQ0MacN1Op7ePyalRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsSsicZdDGKZ1EpF1ym6N26+fA4zZOAYTqAALlxAGa6hAlVgMIQneIYX68F6td6tj1nrijWfOYQ/sD5/AHYfn0c=</latexit><latexit sha1_base64="NVFN/vm8pAr+tKUuPYhKy658ri0=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2nZOsvsqq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9UoQ8=</latexit><latexit sha1_base64="NVFN/vm8pAr+tKUuPYhKy658ri0=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2nZOsvsqq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9UoQ8=</latexit><latexit sha1_base64="XPjqhnwp2DyVFqDbGHTmPR0xS7s=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0MUwmk3boTBJmbqQh9Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8RPOFNj2l1Ha2Nza3invVvb2Dw6PzONqV8WpJLRDYh7Lvo8V5SyiHWDAaT+RFAuf054/uZn7vUcqFYuje8gS6go8iljICAYteWZ1CHQKfphPZw953bmYeU3PrNkNewFrnTgFqaECbc/8HgYxSQWNgHCs1MCxE3BzLIERTmeVYapogskEj+hA0wgLqtx8cfvMOtdKYIWx1BWBtVB/T+RYKJUJX3cKDGO16s3Ffz0FAstMBiv7Ibx2cxYlKdCILNeHKbcgtubxWAGTlADPNMFEMv2BRcZYYgI6xIqOxlkNYp10mw3Hbjh3Tq11WYRURqfoDNWRg65QC92iNuoggqboGb2gV+PJeDPejY9la8koZk7QHxifP+mTnYE=</latexit>

x
(1)
3

<latexit sha1_base64="z7qgnPb7AU05b6pW337tKiz+m20=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0oJ7Mmqfte28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHe5n0g=</latexit><latexit sha1_base64="Z+zCjUyV/oQq/3xjMLVI2qISjOg=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnWT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwD9oRA=</latexit><latexit sha1_base64="Z+zCjUyV/oQq/3xjMLVI2qISjOg=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7RsnWT2ma2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwD9oRA=</latexit><latexit sha1_base64="j6mNJhg2cDeddYZxR3N66z+i7ao=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Atv+Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8js+m7oVr1uyGPYe1SnBBaqhAyzW/B35M05BFQAVRqo/tBJycSOBUsGllkCqWEDomQ9bXNCIhU04+v31qnWrFt4JY6orAmqu/J3ISKpWFnu4MCYzUsjcT//UUhERm0l/aD8G1k/MoSYFFdLE+SIUFsTWLx/K5ZBREpgmhkusPLDoiklDQIVZ0NHg5iFXSOW9gu4HvcK15WYRURsfoBNURRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+stnYI=</latexit>

x
(2)
1<latexit sha1_base64="PLRlfMYINAnsxhsby4WpjRR9n48=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpYXS2bjjduy8U3SmIMvEnZN8+ejtkQBApWN/t7oRSwIeIpNU66brxNhOqULBJB9nW4nmMWUD2uNNQ0MacN1Op7ePyalRusSPlKkQyVT9PZHSQOtR4JnOgGJfL3oT8V9PY0DVSHUX9qN/2U5FGCfIQzZb7yeSYEQm8ZCuUJyhHBlCmRLmA8L6VFGGJsSsicZdDGKZ1EpF1ym6N26+fA4zZOAYTqAALlxAGa6hAlVgMIQneIYX68F6td6tj1nrijWfOYQ/sD5/AHYjn0c=</latexit><latexit sha1_base64="NdumWmurGwKl0Oq/Mbb1hP2ZgFY=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZlq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9YoQ8=</latexit><latexit sha1_base64="NdumWmurGwKl0Oq/Mbb1hP2ZgFY=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZlq2XzIo5hbFMrDkp1Q7fHsvjz5O6rX933ZDEPg2AcCxlxzIj6KVYACOcZoVuLGmEyRD3aUfRAPtU9tLp7ZlxqhTX8EKhKgBjqv6eSLEvZeI7qtPHMJCL3kT815PgY5EId2E/eJe9lAVRDDQgs/VezA0IjUk8hssEJcATRTARTH1gkAEWmIAKsaCisRaDWCbNasUyK9aNVaqdoxny6AgdozKy0AWqoWtURw1E0Ag9oWf0oj1or9q79jFrzWnzmQP0B9r4B/9YoQ8=</latexit><latexit sha1_base64="p3noEG//BvC6deZdG8WSVWk5IWI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0MUwmk3boTBJmbqQh9Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8RPOFNj2l1Ha2Nza3invVvb2Dw6PzONqV8WpJLRDYh7Lvo8V5SyiHWDAaT+RFAuf054/uZn7vUcqFYuje8gS6go8iljICAYteWZ1CHQKfphPZw95vXkx8xzPrNkNewFrnTgFqaECbc/8HgYxSQWNgHCs1MCxE3BzLIERTmeVYapogskEj+hA0wgLqtx8cfvMOtdKYIWx1BWBtVB/T+RYKJUJX3cKDGO16s3Ffz0FAstMBiv7Ibx2cxYlKdCILNeHKbcgtubxWAGTlADPNMFEMv2BRcZYYgI6xIqOxlkNYp10mw3Hbjh3Tq11WYRURqfoDNWRg65QC92iNuoggqboGb2gV+PJeDPejY9la8koZk7QHxifP+mXnYE=</latexit>

x
(2)
2<latexit sha1_base64="x05fIj6EZE3WYu2VPnK13X57q3c=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsJMEPQY8OIxglkgiaGn05M06VnorpGEIV8hePSqvyBexKtf4B/4GXaWgyY+KHi8V0VVPS+WQqPjfFkrq2vrG5uZrez2zu7evn2Qq+koUYxXWSQj1fCo5lKEvIoCJW/EitPAk7zuDa4mfv2eKy2i8BZHMW8HtBcKXzCKRurYuRbyIXp+OhzfpYXS2bhT6th5p+hMQZaJOyf58tHbIwGASsf+bnUjlgQ8RCap1k3XibGdUoWCST7OthLNY8oGtMebhoY04LqdTm8fk1OjdIkfKVMhkqn6eyKlgdajwDOdAcW+XvQm4r+exoCqkeou7Ef/sp2KME6Qh2y23k8kwYhM4iFdoThDOTKEMiXMB4T1qaIMTYhZE427GMQyqZWKrlN0b9x8+RxmyMAxnEABXLiAMlxDBarAYAhP8Awv1oP1ar1bH7PWFWs+cwh/YH3+AHe9n0g=</latexit><latexit sha1_base64="wlWEKFMheGitEyUvJYwN/bqvCfs=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZVVsvmRVzCmOZWHNSqh2+PZbHnyd1W//uuiGJfRoA4VjKjmVG0EuxAEY4zQrdWNIIkyHu046iAfap7KXT2zPjVCmu4YVCVQDGVP09kWJfysR3VKePYSAXvYn4ryfBxyIR7sJ+8C57KQuiGGhAZuu9mBsQGpN4DJcJSoAnimAimPrAIAMsMAEVYkFFYy0GsUya1YplVqwbq1Q7RzPk0RE6RmVkoQtUQ9eojhqIoBF6Qs/oRXvQXrV37WPWmtPmMwfoD7TxDwEBoRA=</latexit><latexit sha1_base64="wlWEKFMheGitEyUvJYwN/bqvCfs=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuilJEXRZcOOygn1AW8NkMmmHTh7M3EhDyFcILt3qL4gbcduVS//Az3D6WGjrgQuHc+7l3nuciDMJpvml5VZW19Y38puFre2d3T19v9iUYSwIbZCQh6LtYEk5C2gDGHDajgTFvsNpyxleTfzWPRWShcEtJBHt+bgfMI8RDEqy9WIX6AgcLx1ld2m5epbZVVsvmRVzCmOZWHNSqh2+PZbHnyd1W//uuiGJfRoA4VjKjmVG0EuxAEY4zQrdWNIIkyHu046iAfap7KXT2zPjVCmu4YVCVQDGVP09kWJfysR3VKePYSAXvYn4ryfBxyIR7sJ+8C57KQuiGGhAZuu9mBsQGpN4DJcJSoAnimAimPrAIAMsMAEVYkFFYy0GsUya1YplVqwbq1Q7RzPk0RE6RmVkoQtUQ9eojhqIoBF6Qs/oRXvQXrV37WPWmtPmMwfoD7TxDwEBoRA=</latexit><latexit sha1_base64="MrEWs7uVul/lKkiNzmYfT6N/+XI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5IUQZcFNy4r2Ae0NUwmk3boTBJmbqQh5Cvcu9VfcCdu/QL/wM9w2mahrQcuHM65l3vv8WLOFNj2l1Ha2Nza3invVvb2Dw6PzONqV0WJJLRDIh7JvocV5SykHWDAaT+WFAuP0543vZn7vUcqFYvCe0hjOhJ4HLKAEQxacs3qEOgMvCCb5Q9ZvXmRu03XrNkNewFrnTgFqaECbdf8HvoRSQQNgXCs1MCxYxhlWAIjnOaVYaJojMkUj+lA0xALqkbZ4vbcOteKbwWR1BWCtVB/T2RYKJUKT3cKDBO16s3Ffz0FAstU+iv7IbgeZSyME6AhWa4PEm5BZM3jsXwmKQGeaoKJZPoDi0ywxAR0iBUdjbMaxDrpNhuO3XDunFrrsgipjE7RGaojB12hFrpFbdRBBM3QM3pBr8aT8Wa8Gx/L1pJRzJygPzA+fwDrMZ2C</latexit>

x
(2)
3

<latexit sha1_base64="DgxnltAfLKfc9AOYU1uaZwzd0Q4=">AAACEXicbVDJSgNBEK2JW4xbjHjy0hiEeAkzUdBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9dxICo22/WWlVlbX1jfSm5mt7Z3dvex+rqbDWDFeZaEMVcOlmksR8CoKlLwRKU59V/K6O7ia+PV7rrQIg1scRbzt014gPMEoGqmTzbWQD9H1kuH4LimUTseds042bxftKcgyceYkXz58eyQAUOlkv1vdkMU+D5BJqnXTsSNsJ1ShYJKPM61Y84iyAe3xpqEB9bluJ9Pbx+TEKF3ihcpUgGSq/p5IqK/1yHdNp0+xrxe9ifivp9GnaqS6C/vRu2wnIohi5AGbrfdiSTAkk3hIVyjOUI4MoUwJ8wFhfaooQxNixkTjLAaxTGqlomMXnRsnXz6HGdJwBMdQAAcuoAzXUIEqMBjCEzzDi/VgvVrv1sesNWXNZw7gD6zPH3lXn0k=</latexit><latexit sha1_base64="bQFRcZIYLxwvjvi0qi6PRODJMEo=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVqqnGb2ma0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKboRE=</latexit><latexit sha1_base64="bQFRcZIYLxwvjvi0qi6PRODJMEo=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVqqnGb2ma0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKboRE=</latexit><latexit sha1_base64="dxtmUkGByE8M7Jy0O3ubNyW0lI8=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1U5Iq6LLgxmUF+4A2hslk0g6dScLMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89fsKZAtv+MtbWNza3tks75d29/YND86jSUXEqCW2TmMey52NFOYtoGxhw2kskxcLntOuPb2Z+95FKxeLoHrKEugIPIxYygkFLnlkZAJ2AH+aT6UNea5xPvQvPrNp1ew5rlTgFqaICLc/8HgQxSQWNgHCsVN+xE3BzLIERTqflQapogskYD2lf0wgLqtx8fvvUOtNKYIWx1BWBNVd/T+RYKJUJX3cKDCO17M3Efz0FAstMBkv7Ibx2cxYlKdCILNaHKbcgtmbxWAGTlADPNMFEMv2BRUZYYgI6xLKOxlkOYpV0GnXHrjt3TrV5WYRUQifoFNWQg65QE92iFmojgiboGb2gV+PJeDPejY9F65pRzByjPzA+fwDsy52D</latexit>

x
(3)
0

<latexit sha1_base64="oVcpfhnVe1DnJbiSWlJIhehr8ow=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0sLZyajttO28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHYnn0c=</latexit><latexit sha1_base64="csZG3kJwOewLfsaRA2iPD0Vd9ag=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZpq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9coQ8=</latexit><latexit sha1_base64="csZG3kJwOewLfsaRA2iPD0Vd9ag=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZpq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRD/9coQ8=</latexit><latexit sha1_base64="R9jYZibmjSukyFIQKndwrSxpty4=">AAACEXicbVDLSsNAFJ3UV62vWJduBotQNyVRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Asv6Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8fnE2dS3XrFkNaw68SuyC1FCBlmt+D/yYpiGLgAqiVN+2EnByIoFTwaaVQapYQuiYDFlf04iETDn5/PYpPtWKj4NY6ooAz9XfEzkJlcpCT3eGBEZq2ZuJ/3oKQiIz6S/th+DayXmUpMAiulgfpAJDjGfxYJ9LRkFkmhAquf4A0xGRhIIOsaKjsZeDWCWd84ZtNew7u9a8LEIqo2N0gurIRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+mbnYE=</latexit>

x
(3)
1<latexit sha1_base64="bBENUEwisfvXZf9UMemewVju8NI=">AAACEXicbVDJSgNBEK1xjXEbI568NAYhXsKMCnoMePEYwSyQxNDT6Uma9Cx010jCkK8QPHrVXxAv4tUv8A/8DDvLQRMfFDzeq6KqnhdLodFxvqyl5ZXVtfXMRnZza3tn197LVXWUKMYrLJKRqntUcylCXkGBktdjxWngSV7z+ldjv3bPlRZReIvDmLcC2g2FLxhFI7XtXBP5AD0/HYzu0sLZyajttu28U3QmIIvEnZF86eDtkQBAuW1/NzsRSwIeIpNU64brxNhKqULBJB9lm4nmMWV92uUNQ0MacN1KJ7ePyLFROsSPlKkQyUT9PZHSQOth4JnOgGJPz3tj8V9PY0DVUHXm9qN/2UpFGCfIQzZd7yeSYETG8ZCOUJyhHBpCmRLmA8J6VFGGJsSsicadD2KRVE+LrlN0b9x86RymyMAhHEEBXLiAElxDGSrAYABP8Awv1oP1ar1bH9PWJWs2sw9/YH3+AHfBn0g=</latexit><latexit sha1_base64="rKkxUHhTWnnf3tGOwKH/aBdbJ3I=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZlq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwEFoRA=</latexit><latexit sha1_base64="rKkxUHhTWnnf3tGOwKH/aBdbJ3I=">AAACEXicbVDLSsNAFJ3UV62vWHHlJliFuimJCrosuHFZwT6grWEymbRDJw9mbqQh5CsEl271F8SNuO3KpX/gZzh9LLT1wIXDOfdy7z1OxJkE0/zSckvLK6tr+fXCxubW9o6+W2zIMBaE1knIQ9FysKScBbQODDhtRYJi3+G06Qyuxn7zngrJwuAWkoh2fdwLmMcIBiXZerEDdAiOlw6zu7R8dpLZlq2XzIo5gbFIrBkpVfffHsujz6OarX933JDEPg2AcCxl2zIj6KZYACOcZoVOLGmEyQD3aFvRAPtUdtPJ7ZlxrBTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKsaCiseaDWCSN04plVqwbq1Q9R1Pk0QE6RGVkoQtURdeohuqIoCF6Qs/oRXvQXrV37WPamtNmM3voD7TRDwEFoRA=</latexit><latexit sha1_base64="Vx1midxfaMjuyTtqP9XisZniYtI=">AAACEXicbVDLSsNAFJ3UV62vWJdugkWom5JRQZcFNy4r2Ae0MUwmk3bo5MHMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89XiK4Atv+Mkpr6xubW+Xtys7u3v6BeVjtqDiVlLVpLGLZ84higkesDRwE6yWSkdATrOuNb2Z+95FJxePoHrKEOSEZRjzglICWXLM6ADYBL8gn04e8fnE2dbFr1uyGPYe1SnBBaqhAyzW/B35M05BFQAVRqo/tBJycSOBUsGllkCqWEDomQ9bXNCIhU04+v31qnWrFt4JY6orAmqu/J3ISKpWFnu4MCYzUsjcT//UUhERm0l/aD8G1k/MoSYFFdLE+SIUFsTWLx/K5ZBREpgmhkusPLDoiklDQIVZ0NHg5iFXSOW9gu4HvcK15WYRURsfoBNURRleoiW5RC7URRRP0jF7Qq/FkvBnvxseitWQUM0foD4zPH+s1nYI=</latexit>

x
(3)
2<latexit sha1_base64="5wZgsmms0IrqeF7p/ttlKuKkuhk=">AAACEXicbVDJSgNBEK2JW4xbjHjy0hiEeAkzUdBjwIvHCGaBJIaeTk/SpGehu0YShnyF4NGr/oJ4Ea9+gX/gZ9hZDpr4oODxXhVV9dxICo22/WWlVlbX1jfSm5mt7Z3dvex+rqbDWDFeZaEMVcOlmksR8CoKlLwRKU59V/K6O7ia+PV7rrQIg1scRbzt014gPMEoGqmTzbWQD9H1kuH4LimcnY47pU42bxftKcgyceYkXz58eyQAUOlkv1vdkMU+D5BJqnXTsSNsJ1ShYJKPM61Y84iyAe3xpqEB9bluJ9Pbx+TEKF3ihcpUgGSq/p5IqK/1yHdNp0+xrxe9ifivp9GnaqS6C/vRu2wnIohi5AGbrfdiSTAkk3hIVyjOUI4MoUwJ8wFhfaooQxNixkTjLAaxTGqlomMXnRsnXz6HGdJwBMdQAAcuoAzXUIEqMBjCEzzDi/VgvVrv1sesNWXNZw7gD6zPH3lbn0k=</latexit><latexit sha1_base64="CMVNJCqhqWwK/mVEzYo4A3Gk5PM=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVo6O83siq0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKfoRE=</latexit><latexit sha1_base64="CMVNJCqhqWwK/mVEzYo4A3Gk5PM=">AAACEXicbVDLSsNAFJ34rPUVK67cBKtQNyWpgi4LblxWsA9oa5hMJu3QyYOZG2kI+QrBpVv9BXEjbrty6R/4GU4fC209cOFwzr3ce48TcSbBNL+0peWV1bX13EZ+c2t7Z1ffKzRkGAtC6yTkoWg5WFLOAloHBpy2IkGx73DadAZXY795T4VkYXALSUS7Pu4FzGMEg5JsvdABOgTHS4fZXVo6O83siq0XzbI5gbFIrBkpVg/eHkujz+OarX933JDEPg2AcCxl2zIj6KZYACOcZvlOLGmEyQD3aFvRAPtUdtPJ7ZlxohTX8EKhKgBjov6eSLEvZeI7qtPH0Jfz3lj815PgY5EId24/eJfdlAVRDDQg0/VezA0IjXE8hssEJcATRTARTH1gkD4WmIAKMa+iseaDWCSNStkyy9aNVayeoyly6BAdoRKy0AWqomtUQ3VE0BA9oWf0oj1or9q79jFtXdJmM/voD7TRDwKfoRE=</latexit><latexit sha1_base64="HeNQQ9UHqjOdHJ4rhWfmIZmAMfc=">AAACEXicbVDLSsNAFJ34rPUV69JNsAh1U5Iq6LLgxmUF+4A2hslk0g6dScLMjTSEfoV7t/oL7sStX+Af+BlO2yy09cCFwzn3cu89fsKZAtv+MtbWNza3tks75d29/YND86jSUXEqCW2TmMey52NFOYtoGxhw2kskxcLntOuPb2Z+95FKxeLoHrKEugIPIxYygkFLnlkZAJ2AH+aT6UNeuzifeg3PrNp1ew5rlTgFqaICLc/8HgQxSQWNgHCsVN+xE3BzLIERTqflQapogskYD2lf0wgLqtx8fvvUOtNKYIWx1BWBNVd/T+RYKJUJX3cKDCO17M3Efz0FAstMBkv7Ibx2cxYlKdCILNaHKbcgtmbxWAGTlADPNMFEMv2BRUZYYgI6xLKOxlkOYpV0GnXHrjt3TrV5WYRUQifoFNWQg65QE92iFmojgiboGb2gV+PJeDPejY9F65pRzByjPzA+fwDsz52D</latexit>

Hash value = 10 01 00 11 = 2 1 0 3
<latexit sha1_base64="rX3lAIqj3FW75pdH3fyHC1DhEg8="></latexit><latexit sha1_base64="oJiwvABy2us77/7Qqnx5O/KPFXI="></latexit><latexit sha1_base64="oJiwvABy2us77/7Qqnx5O/KPFXI="></latexit><latexit sha1_base64="MvnB+pXhzX3x5QSDaTnRrgMuDJ8="></latexit>

Figure 13: FORS signatures.

A FORS key pair can be used to sign q messages, where q is a function of d
and k. The reason why FORS can be used to sign more than one message can be
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argued roughly as follows. If we view each block in the hash value as a random
number, then after q signatures have been generated, for a particular block, λ
out of 2d private strings may have been revealed by the previously generated
signatures. For the message that the adversary wants to forge the signature,
the probability the adversary can get the private string for that block in the
message hash is the probability that the needed private string has been revealed
by previous signatures, which is λ

2d
, and some negligible probability that the

adversary can break the underlying cryptographic primitives. The message has
k blocks, so the probability of getting all private strings for the whole message
hash can be made negligible.

SPHINCS+ All previously mentioned multi-time signature schemes are
stateful, meaning that the signer needs to keep a state (e.g. how many messages
have been signed and which keys have been used). SPHINCS+ [6] is a stateless
hash-based signature scheme and is one of the three digital signature schemes
selected by NIST to become part of its post-quantum cryptographic standard
[55]. Technically, SPHINCS+ still has an upper limit on how many signatures
can be generated per key pair, it is just that the number can be made very large
(e.g. 260) so that it is unlikely to be reached in practice.

Before presenting the idea in SPHINCS+, let us look back at the Merkle
signature. A Merkle signature key pair can be used to sign 2a messages. If
a is large (e.g. 256), then it seems that each time we can randomly pick a
leaf signing key to generate the signature, without worrying about accidentally
picking the same leaf twice. Then why is not the Merkle signature stateless?
The reason is that to generate the public key, all 2a leaves need to be available in
the computation, and to generate a signature, the Merkle tree (that has 2a+1−1
nodes) needs to be available so that the authentication path can be retrieved
from the tree. For large a, it is computationally infeasible.Full Dynamic

FORS

XMSS
Subtree

Public Key

XMSS-MT
Hyper-tree

WOTS+

Figure 14: SPHINCS+ signature scheme, a path used in signing is shown
within the red line (diagram taken from [40]).

The basic idea in SPHINCS+ that allows many signatures to be generated
follows from the above, i.e. to have many signing keys and randomly pick one
when signing a message. To make it practical, as shown in Fig 14, there are two
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major refinements:

1. Rather than using a single Merkle tree, it uses a hyper-tree (a tree of trees),
in which each non-leaf node is an XMSS signature3 key pair. Each XMSS
key pair aggregates 2b WOTS+ (a more efficient variant of WOTS) key pairs
for some small b. The XMSS key pair is used to sign the public keys of
its children. Each XMSS key pair can generate 2b signatures, so each node
has 2b children. If we want 2a leaf nodes that hold the actual key pairs for
signing the message hash in the hyper-tree, we can do so by setting the tree
height to ⌈ab ⌉. It is worth noting that each XMSS key pair in a hyper-tree
node can be generated independently. Therefore the complexity of generating
SPHINCS+ public keys and signatures is much less than the naive Merkle
approach. The public key in SPHINCS+ is just the XMSS public key in the
hyper-tree root. Hence when computing the public key, in SPHINCS+ only
O(2b) computation is needed. To sign a message, only the path from one leaf
node to the root in the hyper-tree is needed. Also, the nodes in the path can
be generated on the fly without knowing anything about nodes not in this
path.

2. Each leaf node of the hyper-tree holds a FORS key pair. Because FORS is a
few-time signature scheme, using FORS in the leaf allows the same signing
key to be used more than once. The benefit of doing so is that the scheme
now can achieve unforgeability with a smaller tree height/size compared to
if the leaf nodes hold one-time signing keys. This in consequence reduces the
overhead when generating/verifying the SPHINCS+ signatures.

A SPHINCS+ signature is a list of h+1 signatures, where h is the height of
the hyper-tree used. To sign a message, the message is hashed into a message
hash to be signed and a random index of the leaf node. The FORS key in the
chosen leaf node is used to sign the message hash, and the FORS signature is the
first in the list. Then the public key in the leaf node is signed by the XMSS key
in its parent node, and the parent’s public key is signed by the parent’s parent,
and so on until reaching the root. The h XMSS signatures are appended after
the FORS signature, and the list of signatures is the SPHINCS+ signature.
Verification starts from using the message and the FORS signature to recover
the FORS public key in the leaf node, then using that and the next XMSS
signature to recover the parent’s public key, iteratively until reaching the root.
If the recovered root key is the same as the SPHINCS+ public key, then accept,
otherwise reject. The idea is similar to PKI, in which to verify a signature
generated by an untrusted CA, we need to find a chain of signatures leading to
a trusted CA.

3The hypertree might be viewed as a fixed input-length version of multi-tree XMSS
(XMSSMT ).
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B Algorithms in M-FORS

M-FORS consists of the following algorithms:

• keyGen(seed, n, d, k, aux): it takes as input a random seed, a security parame-
ter n, positive integers d and k, and aux that is either an empty string or some
optional data. The algorithm first call expandSeed(aux,n,d,k,seed) (see Al-
gorithm 1). In the subroutine, the seed is expanded intoX = (x(0), · · · ,x(k−1))
using a pseudorandom function, where each x(i) contains 2d distinct n-bit
pseudorandom strings.

Algorithm 1: expandSeed(aux, n, d, k, seed)

Input: aux is the auxiliary data or an empty string, n, d, k are the
M-FORS parameters, seed is the seed.

Output: (pk,X,T), where pk is the M-FORS public key, X is a list of
list (containing k · 2d secret strings), and T contains k Merkle
trees built on the strings in X.

1 initiate pk,X,T, rs;
2 for i = 0; i ≤ k − 1; i++ do

/* generate the i-th list of the secret strings */

3 initiate x(i);

4 for j = 0; j ≤ 2d − 1; j ++ do

5 x
(i)
j =prf(seed, aux||i||j);

6 end

7 append x(i) to X;
/* generate the i-th Merkle tree */

8 mti = genMerkleTree(aux, i, d,x(i), FALSE);
9 append mti to T;

/* mti[0][0] stores the root of mti */

10 append mti[0][0] to rs;

11 end
/* compute the last Merkle tree from all roots */

12 mtk = genMerkleTree(aux, k, ⌈log2(k)⌉, rs, TRUE);
13 pk = mtk[0][0];

While expanding the seed, k+1 Merkle trees T = (mt0, · · · , mtk) are built. In
particular, each of mt0, · · · , mtk−1 is built using x(i) as the input, and mtk is
built using r0, · · · , rk−1 that are the roots of (mt0, · · · , mtk−1) (see Algorithm
2).

keyGen outputs (pk, sk, param), such that the public key pk = rk where rk
is the root of mtk, the private key sk = seed, and the public parameters
mp = (n, d, k, aux).

• sign(sk,MD,mp): to sign a message hash MD ∈ {0, 1}k·d, parse it into k
blocks, each block is interpreted as a d-bit unsigned integer (p0, · · · , pk−1).
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Algorithm 2: genMerkleTree(aux, i, d,x, isLast)

Input: to generate the i-th Merkle tree (of height ht), using x as input,
aux is the auxiliary data or an empty string, isLast indicates
whether this is the last Merkle tree in an M-FORS tree.

Output: mt, a triangle matrix storing the Merkle tree nodes.
1 initiate mt with height ht;
/* assign values to leaf nodes */

2 if isLast == TRUE then
/* the last tree is built from k Merkle tree roots */

3 mt[ht] = x;

4 else
/* all other trees are built from hashes of secret key components */

5 for j = 0; j ≤ x.length− 1; j ++ do
6 mt[ht][j] = H1(aux||i||ht||j||xj);
7 end

8 end

9 pad mt[ht] to 2ht elements with unary strings 0n;
/* upper layers except for the root */

10 for l = ht− 1; l ≥ 1; l −− do
11 for j = 0; j ≤ 2l − 1; j ++ do
12 L = mt[l + 1][2j];
13 R = mt[l + 1][2j + 1];
14 mt[l][j] = H1(aux||i||l||j||L||R)

15 end

16 end
/* root node, size is d · k for the last tree, n for the others */

17 if isLast=TRUE then
18 mt[0][0] = H2(aux||i||0||0||mt[1][0]||mt[1][1])
19 else
20 mt[0][0] = H1(aux||i||0||0||mt[1][0]||mt[1][1])
21 end
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Then expandSeed(aux,n,d,k,seed) is called to obtain X and T.

Next, for 0 ≤ i ≤ k − 1, the i-th block pi, x
(i) and mti are used to generate

authpath
(i)
pi , which is the authentication path of the pi-th leaf node in the i-th

Merkle tree. Then (x
(i)
pi , authpath

(i)
pi ) is put into the signature. The signature

is a list of k pairs σ = {(x(0)
p0 , authpath

(0)
p0 ), · · · , (x(k−1)

pk−1 , authpath
(k−1)
pk−1 )}.

The details of the algorithm can be found in Algorithm 3 and 4.

Algorithm 3: sign(sk,MD, d, k, aux)

Input: sk = seed is the signing key, MD ∈ {0, 1}d·k is the message
digest to be signed, d, k, aux are the M-FORS parameters.

Output: σ, the signature of M under sk.
1 parse MD as k d-bit unsigned integers p0|| · · · ||pk−1;
2 (pk,X,T) = expandSeed(aux,n,d,k,seed);
3 initiate σ;
4 for i = 0; i ≤ k − 1; i++ do

/* the list X = {x(0), · · · , x(k−1)} */

5 x = x
(i)
pi ;

/* get the authentication path for leafpi in the i-th tree */

6 mt = T[i];
7 authPath = getAuthpath(mt, pi, d);
8 append (x,authPath) to σ

9 end

• recoverPK(σ,MD,mp): This algorithm output the public key recovered from
a signature σ and the message hash MD. First MD is parsed into k blocks
(p′0, · · · , p′k−1). Then for 0 ≤ i ≤ k − 1, σi = (xi, authpath

(i)) and p′i are
used to re-generate a Merkle tree root and get the value r′i (p′i is used to
determine the order of the siblings at each layer). Finally, r′0, · · · , r′k−1 are
used to compute mt′k and its root r′k is returned. See Algorithm 5 and 6.

• verify(σ, pk,MD,mp): to verify a signature, recoverPK(σ,MD,mp) is called.
If the recovered public key is the same as pk, accept the signature, otherwise
reject. The details of the algorithm can be found in Algorithm 7.

• partial-sig(σ,MD, i,mp): to extract a partial signature of the i-th block of

MD from a full signature σ = {(x0,authpath
(0)), · · · , (xk−1,authpath

(k−1))}.
The Merkle tree mtk can be recomputed from σ. The partial signature is
∂σ,i = (xi,authpath

(i),authpath(k,i)) where (xi,authpath
(i)) is a copy of

the i-th pair in σ, and authpath(k,i) is the authentication path of ri (the root
of the i-th Merkle tree) in mtk. The details of the algorithm can be found in
Algorithm 8.

• partial-rec(∂σ,i, pi, i,mp): This algorithm recovers the public key from ∂σ,i
and pi. Given ∂σ,i = (x,authpath,authpath′), first compute the Merkle
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Algorithm 4: getAuthpath(mt, p, d)

Input: mt is a Merkle tree, p is the index of the leaf node to be
authenticated, and d is the height of the tree.

Output: authPath, the authentication path.
1 initiate authPath;
2 idx = p;
3 for j = d; j ≥ 1; j −− do
4 if idx is an even number then

/* this node is a left child, so add the right child to authPath */

5 append mt[j][idx+ 1] to authPath;

6 else
7 append mt[j][idx− 1] to authPath;
8 end

/* the index of the parent node */

9 idx = ⌊idx/2⌋;
10 end

Algorithm 5: recoverPK(σ,MD, d, k, aux)

Input: σ = {(x0, authpath
(0)), · · · , (xk−1,authpath

(k−1))} is the
signature, MD is the message digest, k d, and aux are the
M-FORS parameters.

Output: pk, the last Merkle tree root in M-FORS
1 parse MD as k d-bit unsigned integers p0|| · · · ||pk−1;
2 initiate rs;
3 for i = 0; i ≤ k − 1; i++ do
4 temp = H1(aux||i||d||pi||xi);

/* recompute the i-th root from a leaf and its authpath */

5 r = reconRoot(temp,authpath(i), pi, d, i, aux, FALSE);
6 append r to rs;

7 end
8 mtk = genMerkleTree(aux, k, ⌈log2(k)⌉, rs, TRUE);
9 pk = mtk[0][0];
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Algorithm 6: reconRoot(leaf,authpath, p, d, i, aux, isLast)

Input: leaf is the leaf node to be verified in the Merkle tree,
authpath is the authentication path of leaf, p is the index of
the leaf node, d is the height of the Merkle tree, i is the index
of the Merkle tree, aux is the auxiliary data or an empty string,
isLast indicates whether this is the last Merkle tree in
M-FORS.

Output: r, the Merkle root recomputed from leaf and authpath.
1 idx = p, temp = leaf ;
2 for l = d− 1; l ≥ 1; l −− do
3 parentIdx = ⌊idx/2⌋;
4 if idx is an even number then
5 temp = H1(aux||i||l||parentIdx||temp||authpathd−1−l)
6 else
7 temp = H1(aux||i||l||parentIdx||authpathd−1−l||temp)
8 end
9 idx = parentIdx;

10 end
11 if idx is an even number then
12 L = temp,R = authpathd−1;
13 else
14 R = temp, L = authpathd−1;
15 end
16 if isLast == TRUE then
17 r = H2(aux||i||0||0||L||R);
18 else
19 r = H1(aux||i||0||0||L||R);
20 end

Algorithm 7: verify(σ, pk,MD, d, k, aux)

Input: σ is the signature, pk is the public key, MD ∈ {0, 1}d·k is the
message digest to be verified, d, k, aux are the M-FORS
parameters.

Output: Accept or Reject.
1 pk′ = recoverPK(σ,MD, d, k, aux);
2 if pk′ == pk then
3 output Accept ;
4 else
5 output Reject ;
6 end
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tree root r1 from (x,authpath, pi), then compute the Merkle tree root r2
from (r1,authpath

′, i). Output r2. The details of the algorithm can be
found in Algorithm 9.

Algorithm 8: partial-sig(σ,MD, i, k, d)

Input: σ = {(x0,authpath
(0)), · · · , (xk−1,authpath

(k−1))} is the
signature, M is the message, i is the index of the message block
to be authenticated by the partial signature, k and d are the
M-FORS parameters.

Output: ∂σ,i, the partial signature
1 parse MD as k d-bit unsigned integers p0|| · · · ||pk−1;
2 initiate rs;
3 for i = 0; i ≤ k − 1; i++ do
4 temp = H1(aux||i||d||pi||xi);

/* recompute the i-th root from a leaf and its authpath */

5 r = reconRoot(temp,authpath(i), pi, d, i, aux, FALSE);
6 append r to rs;

7 end
8 mtk = genMerkleTree(aux, k, ⌈log2(k)⌉, rs, TRUE);
9 authpath(k,i) = getAuthpath(mtk, i, ⌈log2(k)⌉);

10 ∂σ,i = (xi,authpath
(i),authpath(k,i))

Algorithm 9: partial-rec(∂σ,i, pi, i, d, k, aux)

Input: ∂σ,i = (x, authpath, authpath′) is the partial signature, pi is
the message block authenticated by the partial signature, i is
the index of the block, d, k, aux are the M-FORS parameters.

Output: pk the recovered M-FORS public key.
1 temp = H1(aux||i||d||pi||x);
2 r1 = reconRoot(temp,authpath, pi, d, i, aux, FALSE);
3 pk = reconRoot(r1,authpath

′, i, ⌈log2(k)⌉, k, aux, TRUE);
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C Tweakable Hash Functions

Recall the definition of tweakable hash functions from [6]:

Definition 2 (Tweakable Hash Function [6]). Let n, a ∈ N, P the public pa-
rameters space and T the tweak space. A tweakable hash function is an efficient
function

Th : P × T × {0, 1}a → {0, 1}n,MD ← Th(P, T,M)

mapping an a-bit message M to an n-bit hash value MD using a function key
called public parameter P ∈ P and a tweak T ∈ T .

In the definition, P is essentially a public hash key and T is a nonce that
makes hash function calls independent. With the combination, the security of
hash-based signatures (using Th) can be reduced to security properties weaker
than collision resistance.

We will use two security properties provided by tweakable hash functions:
post-quantum single function, multi-target-collision resistance for distinct tweaks
(SM-TCR) and post-quantum single function, multi-target decisional second-
preimage resistance for distinct tweaks (SM-DSPR).

SM-TCR allows an adversary to choose p targets, each is hashed with a
distinct tweak, in a game similar to the usual target collision game. More
formally:

Definition 3 (SM-TCR [6]). In the following let Th be a tweakable hash func-
tion as defined above. We define the success probability of any adversary A =
(A1, A2) against the SM-TCR security of Th. The definition is parameter-
ized by the number of targets p for which it must hold that p ≤ |T |. In the
definition, A1 is allowed to make p queries to an oracle Th(P, ·, ·). We de-
note the set of A1’s queries by Q = {(Ti,Mi)}pi=1 and define the predicate
DIST({Ti}pi=1) = (∀i, k ∈ [1, p], i ̸= k) : Ti ̸= Tk, i.e., DIST({Ti}pi=1) out-
puts 1 if all tweaks are distinct. A tweakable hash function Th is said to be
SM-TCR if for all adversary A, the following holds:

SuccSM−TCR
Th,p (A(n)) = Pr

[
P

R←;S ← A
Th(P,·,·)(n)
1 ;

(j,M)← A2(Q,S, P, n) : Th(P, Tj ,Mj) = Th(P, Tj ,M)

∧M ̸= Mj ∧DIST({Ti}pi=1] ≤ negl(n)

SM-DSPR captures the notion that it is hard for an adversary to distinguish
whether a certain hash value has more than 1 preimage or just 1. In [6], the
intuition behind this property is elaborated in detail. To define SM-DSPR, a
second-preimage-exists predicate is defined as the following:

Definition 4 (SPexists for tweakable hash functions [6]). The second-preimage-
exists predicate SPexists(Th) for a tweakable hash function th is the function
SP : P × T × {0, 1}a → {0, 1} defined as follows:

SPP,T (M) =

{
1 if

∣∣∣Th−1
P,T (Th(P, T,M))

∣∣∣ ≥ 2

0 otherwise
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where Th−1
P,T refers to the inverse of the function obtained by fixing the first two

inputs to th to the given values.

The formal definition of SM-DSPR is as follows:

Definition 5 (SM-DSPR [6]). In the following let Th be a tweakable hash
function as defined above. We define the success probability of any adversary
A = (A1, A2) against the SM-DSPR security of Th. The definition is parame-
terized by the number of targets p for which it must hold that p ≤ |T |. In the
definition, A1 is allowed to make p queries to an oracle Th(P, ·, ·). The query
set Q and predicate DIST({Ti}pi=1), are defined as in Definition 3. A tweakable
hash function Th is said to be SM-DSPR if for all adversary A, the following
holds:

AdvSM−DSPR
Th,p (A(n)) = max(0, succ− triv) ≤ negl(n)

with

succ = Pr
[
P

R← P;S ← A
Th(P,·,·)
1 (n); (j, b)← A2(Q,S, P, n) :

SPP,Tj (Mj) = b ∧DIST({Ti}pi=1

]
triv = Pr

[
P

R← P;S ← A
Th(P,·,·)
1 (n); (j, b)← A2(Q,S, P, n) :

SPP,Tj (Mj) = 1 ∧DIST({Ti}pi=1

]
Like several other hash-based signature schemes, we use a hash function

to select a random subset of a given set and derive the signature from this
subset. The security is based on the notion of target subset resilience of the hash
function. In such schemes, the signing key is essentially a set of random strings.
Each signature generated by such schemes includes a random subset of the
signing key components. Target Subset Resilience requires that the signing of q
messages does not leak enough signing key components that allow an adversary
to forge a signature of a chosen message.

Below we present the definition of Interleaved Target Subset Resilience (ITSR)
from [6]. ITSR further considers that there exist 2h distinct signing keys and
the hash function is also used to randomly choose one from them when signing
messages. Target Subset Resilience (TSR) can be defined as a special case of
ITSR in which h = 0.

Definition 6 (ITSR). Let H : {0, 1}n × {0, 1}α → {0, 1}d·k+ℓ be a keyed
hash function. Further consider the mapping function MAPℓ,k,d : {0, 1}d·k →
{0, 1}ℓ × [0, 2d − 1]k which maps a d · k + ℓ-bit string to a set of k indexes
((I, 0, J0), · · · , (I, k − 1, Jk−1)) where I ∈ [0, 2ℓ − 1] and each Ji ∈ [0, 2d − 1].
Note that the same I is used for all tuples (I, i, Ji). We define the success prob-
ability of any adversary A against TSR of H. Let G = MAPℓ,k,d ◦ H. The
definition uses an oracle O(·) which on input an α-bit message Mi samples a

key Ki
R← {0, 1}n and returns Ki and G(Ki,Mi). The adversary may query this

oracle with messages of its choosing q times. H is said to be ITSR if for any

61



adversary A, the following holds:

SuccITSR
H,q (A) = Pr

[
(K,M)← AO(·)(n)

s.t. G(K,M) ⊆
q⋃

j=1

G(Kj ,Mj) ∧ (K,M) ̸∈ {Kj ,Mj}qj=1

]
≤ negl(n)

D Soundness Analysis of πG

In πG, k instances of MPC are run. In the ith instance, the partial verification
procedure is used to verify every M-FORS signature in S, but only the i-th block
of the hash value being signed. Out of the k blocks (each block is d-bit), the
adversary may have learned the secret strings correspond to λ1 blocks through
q queries, and for those λ1 blocks, the adversary can pass the check for sure.
Given a particular λ1 = i, the probability of the adversary have learned λ1 out
of the k blocks after q queries is:

Pr[λ1 = i] =

(
k

i

)
(1− (1− 2−d)q)i((1− 2−d)q)k−i (1)

If using an MPC protocol without pre-processing, then in proving all the re-
maining k − λ1 blocks, the adversary must cheat. For each MPC instance, the
verifier opens the views of a subset of the MPC parties, and a cheating prover
can be detected with a probability 1− ϵ. So the overall soundness error is:

k∑
i=0

Pr[λ1 = i] · ϵk−i (2)

If using an MPC protocol with pre-processing, then the adversary can also cheat
in the pre-processing phase. If the adversary cheats in λ2 (out of M) copies of
pre-processing data, and not being detected when checking the pre-processing
data (the probability is denoted as Succpre(λ2, k,M)), then it needs to cheat in
k − λ1 − λ2 MPC instances. The soundness error is:

k∑
i=0

Pr[λ1 = i]

(
k−λ1∑
λ2=0

Succpre(λ2, k,M) · ϵk−λ1−λ2

)
(3)

As a concrete example, let us consider a case in which we implement πG using

KKW [38]. For KKW, Succpre(λ2, k,M) =
(M−λ2

M−k )
( M
M−k)

, ϵ = 1
N , then plugging them

and Equation (1) into Equation (3), the soundness error is:

k∑
i=0

(
k

i

)
(1− (1− 2−d)q)i((1− 2−d)q)k−i

(
k−λ1∑
λ2=0

(
M−λ2

M−k

)(
M

M−k

) · ( 1
N

)k−λ1−λ2

)
(4)

In the above, d, k, q are the parameters for the M-FORS signature, M is the
number of pre-processing data generated, and N is the number of MPC parties.
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When d = 16, k = 70, q = 1024,M = 1120, N = 16, then the soundness error is
2−257.769; when d = 16, k = 35, q = 1024,M = 560, N = 16, then the soundness
error is 2−128.987.

E Implementation Considerations

Now we present some detailed material of our implementation.

E.1 Overview of picnic3

We first briefly review the picnic3 signing and verification processes that we
use, for further details please refer to Section 7 of the picnic signature algorithm
specification [64]. A knowledgeable reader can skip this subsection.
An outline of the signing protocol is:

1. Prepare seeds and tapes, one tape for each party in each round.

2. Generate the aux tape, this is used when verifying to enable the simulation
to proceed, even when not all of the party’s tapes are available. To do
this, call compute aux for each MPC round.

3. Commit to the seeds and aux data.

4. For each MPC round do the simulation.

5. Commit to the data used in the simulations.

6. Calculate the challenge hash.

7. Use the challenge hash to obtain the list of rounds to remain unopened.
For unopened rounds, we also choose the party whose tape will remain
unopened.

8. Assemble the proof.
For each MPC round:

If (opened)

reveal seeds to allow the tapes to be generated by the verifier,
else

save data to enable the simulation to be done by the verifier.

Note that for the unopened rounds one of the party’s tapes is made unavailable,
so the masks used cannot be regenerated.
An outline of the verification protocol is:

1. Generate seeds and tapes for the opened rounds. For unopened rounds
generate the party’s tapes which are un-concealed.

2. For opened rounds generate the aux tape. To do this, call compute aux

for each opened MPC round. For unopened rounds the aux data is read
from the signature.

63



3. Commit to the seeds and aux data.

4. For each opened MPC round do the simulation.

5. Commit to simulation data from the signature.

6. Calculate the challenge hash and compare it with the value from the proof.

If (equal)

accept the signature,

else
reject the signature.

E.2 Generating the M-FORS trees

In the implementation we start by generating an M-FORS tree. We then gen-
erate a set of indices and these are used to calculate the group credential to
be used for signing (a set of partial authpaths, one for each base Merkle tree).
As we are using MPC for the proof and verification we derive the hash func-
tions that are used to build the tree (H1 and H2) from LowMC. The LowMC
encryption is:

ciphertext = low mc(key, plaintext)

This is used as a building block for the hash functions we need, based on [34]:

• H1 : {0, 1}∗ → {0, 1}n – this is the simplest case as n is the same as the
LowMC block size. In the implementation there are three cases we need
to consider (with 1, 2 or 3 blocks):

hash 1(u) = low mc(u, 0n),

hash 1a(u, v) = low mc(u, v)⊕ v, and

hash 1b(u, v, w) = low mc(hash 1a(u, v), w)⊕ w.

• H2 : {0, 1}∗ → {0, 1}d·k – this is used to generate the data to be signed
by the M-FORS tree. To do this we calculate a set of hashes

hash 2i(u) = hash 1a(u, i) for i = 0, . . . ,m

where m is chosen so that we get the k sets of d bits that we require. In
the implementation d = 16 and to avoid too much bit manipulation each
hash 2i is used to provide ⌊n/d⌋ indices.

• H3 : {0, 1}∗ → {0, 1}d·k+(log2 q)·h – this is used to generate a membership
ticket and its corresponding index. This hash function can also be imple-
mented by using low mc via H1 in a similar way as H2 implementation.

64



E.3 MPC F and masked hashes

In the Picnic signature scheme [19] an MPC version of LowMC is used. Masks
from the tapes are used internally, but outside the routine only the secret key
is masked. To maintain anonymity for the group members, the tree locations
and the intermediate results as we move up the tree must be masked as well.
To do this the starting point is a masked version of LowMC which we refer to
as MPC F. In MPC F the plaintext and ciphertext can both be masked with the
masks being obtained from the tapes.

MPC F can then be used to define masked versions of the hashes described
above. These functions can be chained together by using the same mask for the
output of one routine and the input of the next.

As we have more than one function using the tapes we introduce an extra
setup stage into the protocols outlined above. This sets up the tape offsets to
be used by the functions and returns the total number of bits needed for each
tape.

E.4 Node addresses

Each hash used to calculate a node value as we move up the tree has a tweak ap-
plied. This tweak is the address of the location of the hash on the F-SPHINCS+
tree. Parts of this node address are also masked to help maintain anonymity.
These are the index for the F-SPHINCS+ tree and, when calculating the nodes
for a base Merkle tree, the Merkle tree index. For the top Merkle tree there is
no need to conceal the index as the verifier knows which base tree is being used.

As we move up from one M-FORS tree to the next, the new M-FORS tree
index is obtained by dividing the current index by q (integer division). We
choose q to be a power of 2 so that the division is just a right shift. We apply
this shift to the index value and the mask, so there is no need for a new mask.
The same applies to the base Merkle trees where the index and mask are both
divided by 2.

E.5 Handling the top Merkle tree

The base Merkle trees are all complete binary trees, but this is not usually the
case for the top Merkle tree. In this case we need to handle a truncated Merkle
tree. Missing leaves could be set to zero and we can then proceed from there,
but this can be very wasteful. For example, if k = 35 the height would be 6 and
there would be 29 empty root nodes and further empty nodes as we move up the
tree. We opted for a different approach. Figure 15 shows part of a truncated
tree. In the diagram the left node, v, at the bottom has no partner right node
and so the parent node is given the value v. The value is ‘lifted’ up to the next
level. At this level there is a left and right node and so the parent value is
calculated in the usual way.

w = H1(h ∥ v ∥ node address)
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Figure 15: Handling a truncated tree.

In the diagram, this result, w, again has no partner and so this is ‘lifted’ to the
next level. This process carries on until we reach the root of the tree.

E.6 The MPC implementation

Figure 16: Partial path 2 for a F-SPHINCS+ hyper tree with k = 4, d = 2,
q = 3 and h = 3.

When signing and verifying we are using partial paths to improve efficiency
(see Fig. 16). We need to ensure that we get good coverage for all k partial
paths. In the implementation we have 16k rounds and so each partial path is
used 16 times. When determining which rounds should be unopened we again
ensure good coverage, each partial path is used once – which path to leave
unopened is chosen at random from the 16 rounds for that partial path. The
round numbers to be unopened are obtained from the challenge hash subject to
the requirements above.
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