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Abstract

Proxy re-encryption (PRE) allows a semi-honest party (called a proxy) to convert ciphertexts
under a public key into ciphertexts under another public key. Due to this functionality, there are
various applications such as encrypted email forwarding, key escrow, and secure distributed file
systems. On the other hand, post-quantum cryptography (PQC) is one of the most important
research areas. However, there is no post-quantum PRE scheme with security against adaptive
chosen ciphertext attacks (denoted by CCA2 security) while many PRE schemes have been
proposed so far.

In this paper, we propose a bounded CCA2 secure PRE scheme based on CRYSTALS-Kyber
(Kyber, for short) which is a selected algorithm in the NIST PQC competition. To this end, we
present generic constructions of bounded CCA2 secure PRE. Our generic constructions start from
PRE with a variant of security against chosen plaintext attacks (denoted by CPA security) and a
new PRE’s property introduced in this paper. In order to instantiate our generic constructions,
we present a Kyber-based PRE scheme with the required property. As a result, we can construct
a bounded CCA2 secure PRE scheme from Kyber.

1 Introduction

1.1 Background and Related Work

The notion of proxy re-encryption (PRE) was introduced in [5], and PRE is public key encryption
(PKE) which allows a semi-honest party (called a proxy) to convert an encryption of a message under
a public key into another encryption of the same message under another public key. That is, a user
Alice with a public key pk, can generate a re-encryption key rk4_,p converting ciphertexts under
pk 4 into ciphertexts under a public key pkg of another user Bob and give rks—, 5 to a proxy. Then,
this proxy can transform ciphertexts under pk, into ciphertexts under pkg, without knowledge of
underlying messages. Security of PRE ensures confidentiality of messages even though the adversary
has several re-encryption keys.

Due to PRE’s functionality, there are various applications such as encrypted email forwarding [5],
key escrow [21], secure distributed file systems [3|, and secure publish-subscribe system [26|. Hence,
there are many PRE schemes such as schemes based on the (computational or decisional) Diffi-
Hellman assumption (e.g., [5,7,/11,[25]), pairing-based schemes (e.g., |2}3,18,[23]), and obfuscation-
based schemes [9,/10].

In particular, we focus on post-quantum PRE because post-quantum cryptography (PQC) is
one of the most important research areas, and there are also many researches on selected algorithms
and candidates in the NIST (National Institute of Standards and Technology) PQC standardization
process (e.g., |1,/15,19,24,28|), due to advancement of quantum computers. As post-quantum PRE,
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several lattice-based PRE schemes have been proposed so far (e.g., |9,16126,31,[32]). However, there
is no post-quantum PRE scheme with security against adaptive chosen ciphertext attacks (denoted
by CCA2 security) which was formalized in [8]. To the best of our knowledge, all the existing
lattice-based schemes satisfy security against chosen plaintext attacks, non-adaptive chosen cipher-
text attacks, or honest re-encryption attacks (denoted by CPA, CCA1, or HRA security, respectively).
CPA and CCALl security are strictly weaker than CCA2 security and may be insufficient in PRE’s
applications, as discussed in |12]. Additionally, the relation between CCA2 and HRA security is not
known. Achieving CCA2 security is important because CCA2 security of PRE is one of the most
desirable security notions and provides a wide range of applications.

Related Work. Blaze, Bleumer, and Strauss introduced the notion of PRE and proposed a PRE
scheme based on the DDH assumption [5|. This scheme is bidirectional, multi-hop, and CPA secure.
Ateniese, Fu, Green, and Hohenberger presented the first (single-hop) unidirectional PRE scheme
with CPA security by using bilinear maps [4]. Since Canetti and Hohenberger [8] formalized CCA2
security for PRE, CCA2 secure PRE schemes have been proposed in |7,8.|11}23].

As post-quantum PRE, there are only lattice-based PRE schemes. Lattice-based PRE schemes
with CPA security have been proposed in [9}/17,[22/26,[32]. Fan and Liu |16] gave tag-based PRE
schemes based on the learning with errors (LWE) assumption and these achieve CCAl security.
On the other hand, Cohen [12]| introduced the notion of HRA security and showed that one of
practical lattice-based (CPA secure) PRE schemes of |26] was insecure in the HRA security model.
Furthermore, Fuchsbauer et al. |17] formalized adaptive CPA and HRA security notions and proposed
adaptive HRA secure schemes based on the PRE schemes of [9,(18|. Zhou, Liu, and Han [31] presented
a LWE-based construction of HRA secure fine-grained PRE scheme whose notion was introduced
in [32].

From the above, all the existing post-quantum PRE schemes do not satisfy CCA2 security.

1.2 Owur Contribution

Our goal is to propose a bounded CCA2 secure post-quantum PRE scheme with compact ciphertexts.
In the game of bounded CCA2 security of PRE, the numbers of queries which the adversary can issue
to the decryption and re-encryption oracles are at most a-priori parameters t; and t,., respectively.
Although bounded CCA2 security is a weak variant of CCA2 security, there are practical applica-
tions where PKE’s bounded CCA2 security introduced in [13] is sufficient (e.g., see [13120429,30]).
Compact ciphertexts for bounded CCA2 secure PRE mean that ciphertext size is independent of
the parameters tq, t,.

To achieve our goal, we propose a generic construction of bounded CCA2 secure PRE. This
construction is based on the generic construction of bounded CCA2 secure PKE [13], and its building
blocks are PRE with a variant of CPA security and one-time signatures (OTSs). To achieve compact
ciphertexts, we require the underlying PRE to satisfy an additional property. Moreover, we present
a lattice-based PRE scheme with this additional property, so that we can instantiate our generic
construction. Details on our contribution are as follows:

e We formalize a notion of bounded CCA2 security for single-hop unidirectional PRE. This
formalization is based on the definition of bounded CCA2 security for PKE [13|. As mentioned
before, the maximum numbers of queries which the adversary can issue to the decryption and
re-encryption oracles are bounded by a-priori parameters t4 and t,, respectively.

e Asanew property of PRE, we introduce re-encrytption key homomorphism in order to construct
the objective bounded CCA2 secure PRE scheme. Due to this property, we also formalize a
new security notion: RKH-CPA security, which is a variant of CPA security.



e We propose a generic construction of bounded CCA2 secure (single-hop unidirectional) PRE
with compact ciphertexts. This is based on the bounded CCA2 secure PKE scheme [13|. The
building blocks of our scheme are re-encryption key homomorphic PRE with RKH-CPA security
and strongly unforgeable OTS. An overview of this construction appears in Section [1.3]

e In order to instantiate our generic construction, we present a RKH-CPA secure PRE scheme
with re-encryption key homomorphism, from CRYSTALS-Kyber (Kyber, for short) [6] which
is a selected PKE algorithm in the NIST PQC competition. This Kyber-based scheme can
convert original Kyber ciphertexts under a public key into Kyber ciphertexts under another
public key. We have chosen Kyber since this is intended to be used widely as one of standard
PQC algorithms.

As a result, we can obtain a bounded CCA2 secure post-quantum PRE scheme with compact ci-
phertexts by applying our generic construction to the Kyber-based PRE scheme. Furthermore, our
Kyber-based PRE is simple and practical because this scheme is constructed just by adding the
re-encryption key generation and re-encryption algorithms to the original Kyber algorithms (i.e.,
Kyber’s key generation, encryption, and decryption algorithms). Hence, the resulting bounded
CCA2 secure PRE scheme is also constructed simply.

1.3 Technical Overview

We explain an overview of technical aspects of constructing a bounded CCA2 secure PRE with
compact ciphertexts.

Bounded CCA?2 secure PRE from CPA secure PRE. To construct bounded CCA2 secure PRE
with compact ciphertexts, we first consider a basic generic construction of bounded CCA2 secure
PRE B-PRE. This construction is based on the generic construction of bounded CCA2 secure
PKE [13], so that B-PRE achieves bounded CCA2 security. Furthermore, B-PRE is constructed from
CPA secure PRE and OTS in order to achieve the re-encryption functionality, while the generic
construction [13| starts from CPA secure PKE and OTS.

More concretely, a public key pk and a secret key sk of B-PRE consist of u public keys pki, . .., pk,
and u secret keys ski,...,sk/, of the underlying PRE, respectively, where a positive integer u is a
parameter of a cover-free famiy lﬂ Then, for a user i € {A, B}, let pk; = (pk},...,pki,) and
sk; = (Sk;,l’ e ,sk;u) denote the user i’s public key and secret key, respectively. A ciphertext
cta under pk, consists of (vk A,ctf,kA, o4), where vky is a verification key of the underlying OTS,
ct(,kA = (ct],...,ct)) is a tuple of v ciphertexts of the underlying PRE, and 04 is an OTS signature
oncty, . Here, ct) = (ctj,...,ct;)is a ciphertext associated with vky4, as follows: Let aq,...,ay €
{1,...,u} be indices determined by vk4 and a cover-free family, and ct] is a PRE ciphertext under
pk’ai for each i € {1,...,v}. Then the correctness of the ciphertext cty is ensured in the same way
as the PKE scheme of [13].

We consider converting cty into a ciphertext ctp = (vkp, ct(,kB,UB) under pkg. A re-encryption

key of B-PRE consists of u? re-encryption keys rk/(A,l)—>(B,1)v ey rk/(A,u)—>(B,u) of the underlying PRE.
Notice that each re-encryption rk(4 ) (5 ;) transforms a ciphertext under pk,4 ;) into a ciphertext
under pkp ;y (where i € [u] and j € [u]). When re-encrypting a ciphertext cta, it is possible to
generate a tuple of PRE ciphertexts ct)) . = (ctp ,...,ctp,) on another OTS verification key vkp
since it is possible to convert ct;u into a ciphertext ct%,ﬂ- under pk%% 3, by using a re-encryption key
rk(A,a;)—(B,3;), Where the indices p1,..., 8, € {1,...,u} are determined by vkp in the same way as

'For simplicity, we employ disjunct matrices in our PRE, instead of cover-free families. Notice that the notion of
such matrices is identical to that of cover-free families.



the indices a1, ..., a,. Because a new verification /signing key-pair (vkpg, sigkp) of OTS is generated
in the re-encryption procedure, we can generate a signature op on ct(,kB = (ct%m, e ,ctjgm) by
using sigkp. Since each ctp; is a valid ciphertext of the underlying PRE, the correctness of the
transformed ciphertext ctp = (vkp, ct(lkB,o*B) is also ensured.

Hence, this basic scheme B-PRE achieves the re-encryption functionality. In Appendix [A] this

concrete construction and its security proof are given.

Bounded CCA2 secure PRE with Compact Ciphertexts. We explain an overview of our bounded
CCA2 secure PRE C-PRE with compact ciphertexts, and this construction is based on the basic
scheme B-PRE. The main difference between these schemes is how to create ct(/kA when generating

a ciphertext ctg = (vka, ctf,kA, o4) under pk 4. More concretely, ct(,kA is an encryption of a message
under a compressed public key pkl, L= e (1,0} pk’ai. In order to ensure the correctness of this
encryption, we require the underlying PRE to satisfy an additional property: secret-key to public-key
homomorphism, which was formalized in [27].

Problem of Re-encryption of Our Scheme. One may think that the secret-key to public-key
homomorphism is sufficient to construct the objective PRE scheme; however, we cannot ensure the
correctness of re-encrypted ciphertexts just by requiring secret-key to public-key homomorphism. A
re-encryption key of B-PRE consists of rk/(A,l)—>(B,1)7 ey rk/(A,u)—>(B,u)' When re-encrypting cty =

(va,ctflkA, 04) by using re-encryption keys rk’(A@l)_)(Bﬂl), ey rk,(A,av)%(B,Bv) in the same way as
B-PRE, there are no ciphertexts cta q,,...,Cta o, since ct(/kA is a single ciphertext under the public
key pkl, %

In order to resolve this, we introduce a new property of PRE called re-encryption key homomor-

phism. This property guarantees the homomorphic evaluation of rk/(A7a1)*>(B7ﬁl)’ ceey rk,(A,av)H(B,,BU)'

Intuitively, we can convert cty, , under pkyy , into a single ciphertext ct;, . under pk{y , = Diefl, 0} Pk,

/
VkAHVkB

it is possible to ensure the correctness of the transformed ciphertext ctp = (vkp, ct(lkB,UB). Fur-
thermore, we need to consider a new security notion due to re-encryption key homomorphism, as the
remaining problem. We formalize RKH-CPA security for PRE with this homomorphic property. This
security is defined in the same as CPA security except that the adversary can access homomorphic
re-encryption key generation oracle which returns re-encryption keys {rk/(A7i)—>(B,j)}ie{l,...,u},je{l,...,u}

by using a re-encryption key rk = Zz‘e{l v} rk'(A as)—(B,:)" Due to the introduced property,

such that the homomorphic computation such as Zz‘e{l ) rk’(A as)—(B.Bs) is possible. Finally, we
give a security proof for C-PRE by assuming the RKH-CPA security of the underlying PRE.

2 Preliminaries

Throughout this paper, we use the following notation: For a positive integer n, let [n] := {1,...,n}.
For n values 1, ...,x, and a subset Z C [n], let (z;);cz be a sequence and {z; };c7 be a set of values
whose indices are included in Z. For a value v, let |v| be the bit-length of v. If a function f: N — R
satisfies f(A) = o(A™¢) for any constant ¢ > 0 and sufficiently large A € N, then f is said to be
negligible in A and denoted by f(A) < negl(\). A probability is an overwhelming probability if it is
at least 1 — negl()\). “Probabilistic polynomial-time” is abbreviated as PPT. For a positive integer
A, let poly(A) be a universal polynomial of A.

Matrices and vectors. For consistency, we use capital bold letters for matrices, non-capital letters
for scalars, and bold letters for (column) vectors. For a (binary) matrix M € {0,1}**" we use
the standard notation M = (m;;). For a n-dimensional vector v, v; is the i-th entry, namely
v = (v,...,v,) . For a binary matrix € {0,1}", let supp(z) := {i € [n] | #; = 1}. For
a binary matrix M = (m;;) € {0,1}"*" and a binary vector € {0,1}", the binary vector




y=Moxe{0,1}"is defined as Vi € [u], 4i = V¢ s.t. m, =1 %j> Where V/ is the bitwise-OR. For
a binary matrix M = (m; ;) € {0,1}"*™ and ¢ € [n], let ¢nar(c) := {i € [u] | m; . = 1}.
Rings and distributions. Let R := Z[X]/(XY + 1) and R, := Z,[X]/(X" + 1), where N = 2"’

such that X~ +1 is the 2V ~1-th cyclotomic polynomial. For a set S, s & 8 means that an element
s € S is chosen uniformly at random. For a probability distribution D, d < D denotes that d is
drawn from the distribution D. Following [6], we describe the definition of the central binomial
distribution B, for a positive integer 7, as follows: B, chooses {(a:,b:)}ic[y) & ({0,1} x {0,1})"
and outputs > (a; — b;). Here v < 3, denotes that v € R is drawn from a distribution /3, where
each of its coefficients is chosen according to B;. In the same way as this, v < B,]’; means that a
k-dimensional vector v € R¥ is chosen from 57’; .

Furthermore, we describe definitions of cryptographic primitives and computational assumptions
used in our schemes.

2.1 Proxy Re-encryption

Following [2]|, we describe the syntax of (single-hop) unidirectional proxy re-encryption (PRE), as
follows:

Definition 1 (Unidirectional PRE). For a security parameter X, let M = M(X) be a message space.
A (single-hop) unidirectional PRE scheme consists of six polynomial-time algorithms (Setup, KeyGen,
Enc, Dec, ReKeyGen, ReEnc):

e Setup(1*) — pp: The randomized algorithm Setup takes as input a security parameter 1* and
outputs a public parameter pp.

e KeyGen(pp) — (pk,sk): The randomized algorithm KeyGen takes as input a public parameter
pp and outputs a public key pk and a secret key sk. Here, both pk and sk implicitly include the
public parameter pp.

e Enc(pk, m) — ct: The randomized algorithm Enc takes as input a pubic key pk and a message
m € M, and outputs a ciphertext ct.

e Dec(sk,ct) — m/L: The deterministic algorithm Dec takes as input a secret key sk and a
ciphertext ct, and outputs a message m or the rejection symbol L.

° ReKeyGen(ski,pkj) — rkij: The randomized or deterministic algorithm takes as input a
secrete key sk; and a public key pk;, and outpuls a re-encryption key rki_;.

e ReEnc(rki;,ct;) — ctj: The randomized or deterministic algorithm ReEnc takes as input a
re-encryption key rk;_; and a ciphertext ct;, and outputs a new ciphertext ct;.

For simplicity, we suppose that a public parameter pp is implicitly contained in the inputs of the
algorithms Enc, Dec, ReKeyGen, ReEnc.

Definition 2 (Correctness). A single-hop unidirectional PRE scheme (Setup,KeyGen, Enc, Dec,
ReKeyGen, ReEnc) is said to be correct if, for every pp < Setup(1*), the following holds:

Encryption Correctness. For every (pk,sk) < KeyGen(pp) and every m € M, it holds that
Dec(sk, ct) = m with overwhelming probability, where ct < Enc(pk, m).



Re-encryption Correctness. For every (pk;,sk;) < KeyGen(pp), (pk;,sk;) < KeyGen(pp), ev-
ery m € M, and every rki; < ReKeyGen(sk;, pk;), it holds that Dec(skj,ct;) = m with
overwhelming probability, where ctj <— ReEnc(rk;_;,ct;) and ct; < Enc(pk;, m).

Following [2,8], we describe definitions of oracles in security games of PRE.

Definition 3. An adversary against a PRE scheme (Setup,KeyGen, Enc, Dec, ReKeyGen, ReEnc)
may be given access to the following oracles in a security game of PRE:

o Key Generation Oracle O.KeyGen(n,Z/{COIrupt).' Given a key generation query (n,LICOrmpt) such
that n is a positive integer and Ucorrupt 5 @ subset of [n], the oracle 0.KeyGen computes

(pk;, sk;) < KeyGen(pp) for every i € [n| and returns ({pki}ie[n}, {ski Yicteorrupe ) -

e Re-Encryption Key Generation Oracle 0.ReKeyGen(i,j): Given a re-encryption key query
(i,j) € [n] x [n], the oracle 0.ReKeyGen returns L if i € Unonest N J € Ucorrupt 07 i = J
holds; otherwise, this oracle does the following:

— If Twli, j] = rki—;, 0.ReKeyGen returns rk;_;, where Ty is the list of re-encryption key
GUETY-TESPONSE PAITS.

— If Tuld, j] = 0, it returns rk;_; < ReKeyGen(sk;, pk;) and sets Ty[i, j] < rki;.

e Challenge Oracle 0.Challenge,(i*, m§, m}): Given a challenge query (i*, m§, m}) (where i* €
[n] and (mg,my) € M x M), the oracle 0.Challenge, with b € {0,1} returns L if i* € Ucorrupt

or |m§| # |mi| holds, and returns ct* <— Enc(pk;, my) otherwise.

e Decryption Oracle 0.Dec(i,ct;): Given a decryption query (i,ct;), the oracle 0.Dec returns L
if (i,ct;) is a derivative of (i*,ct*) (Definition[]), and returns Dec(sk;, ct;) otherwise.

e Re-Encryption Oracle 0.ReEnc(i,j,ct;): Given a re-encryption query (i,7j,ct;), the oracle
0.ReEnc returns L if j € Ucorrupt and (i,ct;) is a derivative of (i*,ct*) (Definition ; other-
wise, this oracle does the following:

— If T[i, j] = rki—;, 0.ReEnc returns ctj <— ReEnc(rk;_,;, ct;).
— If Tuli, j] = 0, it computes rk;_; < ReKeyGen(sk;, pk;), returns ct; <— ReEnc(rk;,, ct;),
and sets Tyli, j] < rki—;.

Additionally, we describe the definition of derivatives of single-hop unidirectional PRE cipher-
texts in a CCA2 game, by following |[8]:

Definition 4 (Derivatives in CCA2 security [8]). Let PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc)
be a single-hop unidirectional PRE scheme. Suppose that the challenge ciphertext ct® under a public
key pk;- is defined in a security game of PRE. Derivatives of (i*,ct*) are defined as follows:

o (i*,ct*) is a derivative of itself.

o [f the adversary against PRE has queried the re-encryption oracle 0.ReEnc on input (i,i, ct;)
and obtained the response cty, then (i',cty) is a derivative of (i, ct;).

o [f the adversary against PRE has queried the re-encryption key generation oracle 0.ReKeyGen
on input (i,4"), and Dec(pky,cty) € {m§, mi}, then (i',cty) is a derivative of (i,ct;).

As a new security notion of PRE, we formalize a bounded variant of security against adaptive
chosen ciphertext attacks (denoted by bounded CCA2 security) by following [8}13].



Definition 5 (Bounded CCA2 security). Let tq,t, be positive integers. A single-hop unidirectional
PRE scheme PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is (t4,t,)-CCA2 secure if for any

PPT adversary A = (Ao, A1, A2) against PRE, its advantage Advgg’Et”;i_ccaQ()\) = Pr[Exptgg’é’ﬁCCﬂ(A) =1]-1/2

1s negligible in A\, where the experiment ExptgF‘é’Et’zccaQ()\) is defined as follows:

Exptgé’éﬁ_mﬂ()\) :
Generate pp + Setup(17);
Set Ty + 0;
(nvz/{Corrupta StateO) <~ AO()\a pp);
Run ({pki}ie[n]v {sKi }ictloorrypr ) < 0-KeyGen(n, Ucorrupt );
(i*,m;, mj, statey ) «— AJReNYERODCORER (qrarer {pk; }icrnys {5Ki Fictioommupr )
Sample b & {0.1};
Run ct* < 0.Challenge,(i*, mj, m});
b/ . Ag.ReKeyGen,D.Dec,D.ReEnc (statel, Ct*);

Return 1 if b =b'; otherwise, return 0,

where A is allowed to qury at most tqy queries to 0.Dec and at most t, queries to 0.ReEnc, and
(statey, statey) is internal state information.

2.2 One-Time Signatures

We describe the syntax of one-time signatures (OTSs), as follows.

Definition 6 (OTS). For a security parameter A, let M = M(\) be a message space. An OTS
scheme consists of three polynomial-time algorithms (KeyGen, Sign, Vrfy):

o KeyGen(1?) — (vk,sigk): The randomized algorithm KeyGen takes as input a security param-
eter 1* and outputs a verification key vk and a signing key sigk.

e Sign(sigk,m) — o: The randomized or deterministic algorithm Sign takes as input a signing
key sigk and a message m € M, and outputs a signature o.

o Vrfy(vk,m,0) — T/L: The deterministic algorithm Vrfy takes as input a verification key vk,
a message m € M, and a signature o, and it outputs T (accept) or L (reject).

Definition 7 (Correctness). An OTS scheme (KeyGen, Sign, Vrfy) is said to be correct if for every
(vk, sigk) < KeyGen(1") and every m € M, it holds that Vrfy(vk,m,o) = T with overwhelming
probability, where o < Sign(sigk, m).

As a security notion of OTSs, we describe the definition of strong unforgeability, as follows:

Definition 8 (Strong unforgeability). An OTS scheme OTS = (KeyGen,Sign, Vrfy) is strongly
unforgeable if for any PPT adversary against OTS, its advantage Adv%ﬂf—'ng()\) = Pr[A wins| is
negligible in A\, where [A wins| is the event that A wins in the following security game between a
challenger and A:

Setup. The challenger generates (vk,sigk) < KeyGen(1*), sets £ <+ 0, and gives vk to A.

Queries. A is allowed to access the signing oracle 0.Sign, where 0.8ign on input a signing query
m € M returns L if L # 0; otherwise it returns o < Sign(sigk, m) and sets L + LU{(m,o)}.

Forgery. A outputs a forgery (m*,o*). A wins if it holds that (m*,0*) ¢ L and Vrfy(vk,m*,c*) =
T.



2.3 Module-Learning with Errors (Module-LWE)

Following [6], we describe the definition of the Hermite normal form (HNF) variant of the module-
learning with errors (MLWE) assumption, as follows:

Definition 9 (MLWE assumption). For a security parameter X\, let n = n(\),k = k(\),n = n(\)
denote positive integers. The module-LWE problem is to distinguish between uniform samples
(ai,b;) € ng X Ry from m samples (ai,b;) € R’qC X Rq for i € [m], where a; & Rl;, s & ﬂ,’;,
and e; & By are samples (uniformly) at random, and b; = aiTs + e;.

The module-LWE assumption MLWE,,, 1., holds if for any PPT algorithm A solving the module-
LWE problem, its advantage

Adv:;{z;(A) =

Pr [b' =1

$ pmxk. m.
A & Ry Xk,(s,e)(—@’;xﬁn,
b=As+e b + A(AD)

—Pr {b/ =1 ‘ AiRZﬂXk;bﬁRZL;b’ +— A(A,b) ”
s negligible in \.

2.4 Disjunct Matrices

Following [14], we describe the definition of disjunct matrices. Notice that the notion of disjunct
matrices is identical to that of cover-free families.

Definition 10 (¢-disjunct matrices). Let n,u be positive integers. A binary matric M = (m; ;) €
{0, 1}4%™ 4s t-disjunct if for every distinct s1,. .., st € [n] and every j € [A|\{s1,...,st}, there exists
a row q € [u] such that my; =1 and Vj' € {s1,..., s}, mgj =0.

Without loss of generality, we suppose that the hamming weight of all column vectors of a
t-disjunct matrix M is some positive integer v.

For ¢-disjunct matrices, u and v are bounded by u = Q(t?logn) and concrete constructions with
order-optimal values of u and v = O(tlogn) were proposed (e.g., see [14]).

3 Bounded CCA2 secure PRE with Compact Ciphertexts

In this section, we propose a generic construction of bounded CCA2 secure PRE with compact
ciphertexts. To achieve this, we formalize re-encryption key homomorphism and a security notion
associated with this property. Then, we propose a generic construction starting from re-encryption
key homomorphic PRE with our formalized security and strongly unforgeable OTS, and give a security
proof for this construction.

3.1 Re-encryption Key Homomorphism of PRE

In order to construct a bounded CCA2 secure PRE with compact ciphertexts, we introduce re-
encryption key homomorphism as a new property of PRE. This property is inspired by the secret-
to-public key homomorphism defined in |27].

Definition 11 (Re-encryption key homomorphism). Let PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen,
ReEnc) be a PRE scheme with the secret key space Ky = Ke(A) and the public key space Kok =
Kok(X) for a security parameter A and a public parameter pp < Setup(1*). The PRE scheme PRE
is said to be re-encryption key homomorphic if there exist the following map p : Ko — Kok and
polynomial-time algorithms (HReKeyGen, ReKeyEval):



o Fwery (pk,sk) generated by KeyGen satisfies pk = p(sk);
e 1 is a homomorphism: i.e., for all sk,sk’ € Ky, it holds that u(sk + sk’) = p(sk) - u(sk’);

e HReKeyGen((ska, )icju: (P, )jefu]) —* (rka,—B; )icju) je) The randomized algorithm HReKeyGen
takes as input u secret keys (ska,)ieu) and u public keys (pkp,) ;e (where Vi € [u],Vj € [u] :
Ai # Bj), and outputs u re-encryption keys (rka,— B, )ic[u] je[u]-

o ReKeyEval((rka, B, )icju]) — rka—p: The deterministic or randomized algorithm ReKeyEval
takes as input u re-encryption keys (rka, B, )icjy and outputs a new re-encryption key rka,p.

e For everyn = poly(\), u = poly()), every pp < Setup()), every {(pk;, ski) < KeyGen(pp) }icin],
every (rka,—B;)iclu),jefu) < HReKeyGen((ska,)ic[u]; (PkBj)je[u]) (where Vi € [u],Vj € [u] :
Ai # BjAA; € [n]AB; € [n]), everyrka,p <+ ReKeyEval((rka, B, )ic[u)), and everym € M, it
holds that Dec(skp, ctp) = m with overwhelming probability, where ctp < ReEnc(rka—p,cta),
ctg < Enc(pky, m), pky = p(pkya,,-..,pPky,), and skp = u(skp,,...,skgs,).

Due to the property above, we need to introduce security against chosen plaintext attacks with
re-encryption key homomorphism (denoted by RKH-CPA security) as a new security notion, since
the two algorithms ReKeyGen and HReKeyGen are not compatible. This security is defined in the
same way as the definition of CPA security (Definition except that the adversary is given access
to the homomorphic re-encryption key generation oracle 0.HReKeyGen, instead of 0.ReKeyGen. We
formalize RKH-CPA security, as follows:

Definition 12 (RKH-CPA security). A PRE scheme PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen,
ReEnc, HReKeyGen, ReKeyEval) with key homomorphism is RKH-CPA secure if for any PPT adver-

sary A = (Ao, A1, A2) against PRE, its advantage Advlrakél;za()\) = Pr[ExpthkF?;ia()\) =1]— 1/2‘ is

negligible in X, where the experiment Exptf)ké?ia(k) 1s defined as follows:

Expt;kél;ia()\) :
Generate pp < Setup(11);
(n, Ucorrupe, Stateo) < Ao(A, pp);
Run ({pki}ie[n], {ski ictoorraps) < 0-KeyGen(n, Ucorrupt);
(i*, m87 mT? Statel) A A[ll'HRef{eyGen(Statem {pki}ie[n]a {Ski}iEMcOrrupt)§
Sample b & {0.1} and run ct* <— 0.Challenge,(i*, mj, m});
b o« Ag'HReKeyGen(statel, ct*);
Return 1 if b = b'; otherwise, return 0,

where (stateg, statey) is internal state information, and the oracle 0.HReKeyGen is defined as follows:

o Homomorphic re-encryption key generation oracle 0.HReKeyGen given a homomorphic re-
encryption key query ((Ai)icw)> (Bj)jep) such that Vi € [u] : A; € [n] A B; € [n] returns
L if Aj € Unionest N Bj € Ucorrupt 07 Ai = Bj holds for some (i,7) € [u] x [u] (where
Usonest = [n]\Ucorrupt ), and returns (rka,—B; )ieju) je[u) < HReKeyGen((ska, )iefu): (PKp;)jefu])
otherwise.

Regarding the relation between CPA security and RKH-CPA security, it is clear that RKH-CPA
security implies CPA security. However, it seems that CPA security does not necessarily imply
RKH-CPA security. This is because 0.HReKeyGen in the RKH-CPA game needs to return re-encryption
keys such that homomorphic evaluation is possible, while 0.ReKeyGen in the CPA game does not
necessarily return such re-encryption keys.



3.2 Construction from Re-encryption Key Homomorphic PRE

We give a generic construction of bounded CCA2 secure PRE scheme C-PRE with compact cipher-
texts. As described before, this is constructed from RKH-CPA secure PRE and strongly unforgeable
OTS. To achieve compact ciphertexts, we require the underlying PRE scheme to be re-encryption
key homomorphic (Definition [11]).

In the proposed scheme C-PRE, we employ the following cryptographic primitives:

e are-encryption key homomorphic PRE scheme PRE’ = (PRE’.Setup, PRE’.KeyGen, PRE’.Enc, PRE'.Dec,
PRE’.ReKeyGen, PRE’.ReEnc) with two PPT algorithms PRE’.HReKeyGen, PRE’.ReKeyEval;
and

e a strongly unforgeable OTS scheme OTS = (OTS.KeyGen, OTS.Sign, OTS.Vrfy).

The proposed PRE scheme C-PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is constructed as
follows:

e Setup(1*) — pp:

Generate pp’ < PRE'.Setup(pp).
Let M = M()) be the message space, which is the same as that space of PRE'.

— Let n = n(\),u = u(\) be positive integers, and let [n] be the verification key space of

oTsPl
Let M = (m; ;) € {0,1}**™ be a t-disjunct matrix.

Output pp = (pp’, 7, u, M).

e KeyGen(pp) — (pk,sk): Parse pp = (pp’, i, u, M) and generate (pk},sk;) < PRE’.KeyGen(pp’)
for i € [u]. Output pk = (pk;);c,) and sk = (sk});efy)-

e Enc(pk,m) — ct:

Parse pk = (pk;)icin)-
Generate (vk, sigk) < OTS.KeyGen(1?).
Compute {71,...,7} < ¢nar(vk), where all 71,...,7, € [u] are distinct.
Compute pkiy < [Ticpy PK7,-
!/

Compute ct/, + PRE".Enc(pk{,, m).
Compute o < OTS.Sign(sigk, ct/, ).

NSO e WD e

Output ct = (vk,ct),, o).
e Dec(sk,ct) - m/L:

. Parse sk = (ski);c[, and ct = (vk, ctl,, o).
. Output L if OTS.Vrfy(vk,ct/,,0) = L holds.

. Compute skiy < [T;c(, skr,, where {71,..., 7} = ¢nr(vk).

i€l
. Output m’ <— PRE’.Dec(sk,, ct!, ).

V|

I

2By using a collision resistant hash function, we can compress the verification key size of OTS into the space [7]
in order to reduce the public key size of C-PRE.
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e ReKeyGen(sk4, pkg) — rkap:

1. Parse skq = (skiy ;);eu) and pkg = (pK ;)ic[u)-
2. Compute (rk(ai)—(B.j))ic[ul,jefu] < PRE'.HReKeyGen((sk:M)iE[u], (pkj&j)je[u}).
3. Output rkq_,p = (I’k(A’Z-)ﬁ(BJ))ie[u]Je[u].

e ReEnc(rka_,p,cta) — ctp:

Parse rk = (rk(a,:)-s(Bj))ic[u.jel) and cta = (vka, cty, ,04).
Output L if OTS.Vrfy(vky,ct, ,,04) = L holds.

Generate (vkp, sigkp) < OTS.KeyGen(1*).

Compute {a1,...,ay} < ¢ar(vka) and {B1,...,Bu} < dar(vkp).
Compute rkyk, vk < ReKeyEval((rk(a,a,)—(B,3;))ic[])-

Compute cty, = + PRE’.ReEnc(rkyk , vk, Ctly )

vk o

Compute o + OTS.Sign(Sing,CtCkB)-

® N o gt WD

Output ctg = (vkp, ct(,kB,aB).

Due to the correctness of PRE’, OTS and the re-encryption key homomorphism of PRE’, the correct-
ness of C-PRE holds. Proposition [I|shows this correctness, and we omit the proof of this proposition
becuae this is proved clearly.

Proposition 1 (Correctness of C-PRE). If the PRE scheme PRE’ is correct and re-encryption
key-homomorphic, and the OTS scheme OTS is correct, then the resulting PRE scheme C-PRE
15 correct.

3.3 Security Proof
The following theorem shows the bounded CCA security of C-PRE:

Theorem 1 (Security of C-PRE). Suppose that the matriz M € {0,1}**™ is a t-disjunct matriz
and ny, is a number of honest users in (t,t)-CCA2 game. If the PRE scheme PRE’ is RKH-CPA
secure, and the OTS scheme OTS is strongly unforgeable, then the resulting PRE scheme C-PRE is
(t,t)-CCA2 secure.

Particularly, if there ezists a PPT algorithm A against a (t,t)-CCA2 secure PRE scheme C-PRE,
then there exists a PPT algorithm B against a RKH-CPA secure PRE scheme PRE' and a PPT
algorithm F against strongly unforgeable OTS scheme OTS, such that

AdvEEREE () < i - Advprer () + Advgs 7 (V).
Proof. Let A be a PPT adversary against the PRE scheme C-PRE. Let ct* = (vk*,ct/}., 0*) denote
the challenge ciphertext. In order to prove Theorem [I} we consider security games Gameg, Game;.

For i € {0,1}, let W; be the event that the experiment in Game; outputs 1.

Gamey: This game is the same as (¢, t)-CCA2 game. Then, we have AdvghtE)'jﬂ()\) = |Pr[Wp] — 1/2|.

Game;: This game is the same as Gameg except for the following procedures of the decryption
oracle 0.Dec and the re-encryption oracle 0.ReEnc: At the beginning of the game, the experiment
generates (vk*,sigk*) < OTS.KeyGen(1}). For a decryption query (i,ct;) (resp. a re-encryption
query (i, j,ct;)) (where ct; = (vk;, ct(,ki, 0i)), the experiment checks whether it holds that vk; = vk*,
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ct; # ct*, and OTS.Vrfy(vk;, ctf/ki,ai) = T. If so, this experiment aborts; otherwise, it returns the
result of 0.Dec(i,ct;) (resp., 0.ReEnc(i, j, ct;)).

Let Bad be the event that A issues a decryption or re-encryption query on ct; = (vk;, Ct(/k," 0;)
such that vk; = vk*, ct; # ct*, and OTS.Vrfy(vki,ct(,ki,ai) = T. Then, Gamey and Game; are
identical unless Bad occurs. Hence, we construct a PPT algorithm F breaking the strongly un-
forgeable OTS scheme OTS so that we bound the probability Pr[Bad]. On input a verification key
vk* of OTS, F generates pp < Setup(1*) and gives pp to A. Given (n,Ucorrupt), F generates
(pk;,ski) < KeyGen(pp) for every i € [n], and returns ({pk;}ic[n], {SKi}ictoorrp: )- BY using the gen-
erated key-pairs, this algorithm simulates the oracles 0.ReKeyGen, 0.Dec, and 0.ReEnc except for the
following: For a decryption query (i.e., a re-encryption query) on ct; = (vk;, ct(,ki, 0;), F aborts and
outputs (ct(,ki,ai) as a forgery in the strong unforgeability game, if it holds that vk; = vk*, ct; # ct*,
and OTS.Vrfy(vki,ct(,ki, 0;) = T (i.e., Bad occurs); otherwise, this algorithm checks whether (i, ct;)
is a derivative of the challenge ciphertext (i*,ct*) if (¢*, ct*) is defined. If so, it returns L. Otherwise
it returns m’ <— Dec(sk;, ct;) (resp., ctj <— ReEnc(rk;;,ct;)).

Additionally, when A submits (z*, m§, m}), F chooses b & {0,1} and computes ctl}. by following
the procedure of Enc(pk;«, m;). Then, this algorithm issues ct/} . to the signing oracle 0.8ign in the
strong unforgeability game and obtains ¢*. F returns the challenge ciphertext ct* = (vk*, ctl}.,0").
Finally, when A outputs ' € {0,1} and Bad has not occurred, F halts and aborts.

It is clear that the output of F is a valid forgery in the strong unforgeability game if Bad oc-
curs. Additionally, F completely simulates the oracles in the (¢,t)-CCA game since it has all key-
pairs. Hence, the probability Pr[Bad] is at most the advantage Adv%‘-f—& £(A) of F, and we have
IPE[Ie] — Pr{Wi]| < Advigts ~(A).

In order to bound the winning probability of 4 in Game;, we construct a PPT algorithm B
against the RKH-CPA security of PRE’, as follows: On input pp’ in the RKH-CPA game, B generates
(vk*, sigk*) < KeyGen(1%), sets pp = (pp’, 7, u, M), and gives pp to A. When A submits the key
generation query (n,Ucorrupt), B chooses i* & (], 7* & dar(vk*), and obtains ({pk; ;}icpljefu):
{sk;?j}(w)e[n]x[u]\{(i*,j*)}) by querying the key generation oracle in the RKH-CPA game. Here, for
simplicity, we suppose that (i,j) € [n] X [u] represents a user-index in the RKH-CPA game and

let Usonest := [1|\Ucorrupt- Then B sets pk;*’j* = pk;*7j* . (Zjequ(vk*)\{j*}(pk;*,j)_l) and returns

({Pk; }icn)» {5Ki tictoorrpe ), Where let pk; := (pk; ;) je[u) for every i € [n], let sk; := (sk; ;)i for every
i € [n]\{i"}, and let sk := (ski j)jeu)\(;+}- Additionally, B simulates the oracles 0.ReKeyGen,
0.Dec, 0.ReEnc, 0.Challenge,, as follows:

e 0.ReKeyGen(A, B): B checks whether A € Usonest N B € Ugorrupt holds. If so, this algorithms
returns L; otherwise, it obtains (rka i)—(B,j))ie[u],je[u) DY issuing ((A4,4)iep), (B, 1)) to the
oracle 0.HReKeyGen in the RKH-CPA game, returns rkq_,p = (rk(A,i)H(B,j))ie[u},je[u]7 and sets
Trk[A,B] — rkA%B.

e 0.Dec(A,cty): For cty = (vka,ct/y,04), B returns L if the challenge ciphertext is defined and
ct4 is its derivative. Otherwise, this algorithm does the following:

Abort and output a random bit if A =i* A j* € ¢pr(vks) holds.

Return L if it holds that vk4 = vk*, ct4 = ct*, and OTS.Vrfy(vky, ct(lkA,JA) =T.

Return L if OTS.Vrfy(vka,cty, ,04) = L holds.

Compute skyk, Zie[v] sk’oéi7 where {a1,..., a0} = dpr, (Vka).

Return m’ +— PRE’.Dec(skyk,, , iy, )-

A N S e
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e 0.ReEnc(A, B,cty): For cty = (vka, ctf/kA,aA), B returns L if B € Ucorrupt holds and cty is a
derivative of the challenge ciphertext. Otherwise, this algorithm does the following:

Abort and output a random bit if A =i* A j* € ¢pr(vks) holds.

Return L if it holds that vka = vk, ctq4 = ct*, and OTS.Vrfy(vka,ct'y,04) = T.

Abort and output a random bit if A =i* A j7* € ¢pr(vkp).

Return L if OTS.Vrfy(vka,cty, ,,04) = L holds.

Generate (vkp,sigkp) < OTS.KeyGen(1*).

Compute {a1,...,ap} < dar(vka), {B1, ..., Bv} < dnr(vkp).

If T [A, B] = 0, compute (rk(a i)~ (B.j))ie[ul.jelu) < HReKeyGen((ska i)iefu) (PKp ;) jefu))-
If T[A, B] = rka_p, parse rkap = (rk(a,5)—(B,j) )ic[ul je[u]-

Compute rkyk , vk Eie[v] rK(A,as)—(B,B:)-

9. Compute ct], s ReEnc(rkva%ka,ctva)

N T A o

®

10. Compute op < OTS.Sign(sigkp, ct)y ).

11. Return ctp = (VkB,CthB,JB).
e 0.Challenge,(i', m§, m}): B does the following:

1. Abort and output a random bit if i* # ¢ holds.

2. Obtain the ciphertext ct/i. by issuing ((i*,7*),m§, m}) to the challenge oracle in the
RKH-CPA game.

3. Compute 0* < OTS.Sign(sigk™, ct/}.).

4. Return ct* = (vk*,ctl}., 0%).

Finally, when A outputs b’ € {0,1}, B also outputs b'.

We analyze the algorithm B. B simulates the environment of A unless B aborts in the simu-
lation of the oracles 0.ReEnc,0.Dec,0.Challenge;,. To estimate the winning probability of B, we
define Abort as the event that this algorithm aborts in the simulation above (namely, A = i* A j* €
énm(vka) holds in the oracle 0.Dec or 0.ReEnc, or ¢* # ¢ holds in the oracle 0.Challenge). Ad-
ditionally, let Wy denote the event that B outputs a bit & € {0,1} such that b = ¥'. Then,
Pr[Wp | Abort] = 1/2 and Pr[-Abort] > 1/(nju?) hold since Abort can occur in the simulation of
the oracles 0.Dec, 0.ReEnc, 0.Challenge,. Hence, we have

Pr[Wpg] = Pr[Abort] - Pr[Wg | Abort] + Pr[—Abort] - Pr[Wp | —Abort]

1
—— - Pr[Wp | =Abort
< nhu2> nhug I“[ B | or]

1
<Pr[WB | ~Abort] — 2)

l\D\H

+

l\D\'—‘

nhu2

Since the A’s advantage €4 in Game; is equivalent to |Pr[Wp | =Abort] — 1/2|, the B’s advantage
eg = |Pr[Wg] — 1/2] is at least €4/ (npu?).
From the above discussion, we obtain
AdvCpre st (V) < i - AdvEREP (A) + Advgis ().

and complete the proof. O
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4 Re-Encryption Key Homomorphic PRE from Kyber

In order to instantiate our generic construction with compact ciphertexts, we give a Kyber-based
PRE scheme K-PRE with re-encryption key homomorphism and prove that K-PRE is RKH-CPA secure.
Concretely, the algorithms Setup, KeyGen, Enc, Dec of K-PRE are the same as those of Kyber [6],
and then we add the algorithms ReKeyGen, ReEnc, HReKeyGen, ReKeyEval in order to guarantee the
re-encryption functionality and re-encryption key homomorphic property of PRE.

To construct the PRE scheme K-PRE, we employ the following functions:

e The compression functions used in Kyber [6]:

— Compress,: For x € Z; and d € Z, the compression function Compress, with a parameter
q € Z is defined as Compress, (x,d) := [(2¢/q) - x| mod 2%,

— Decompress,: For z € Z, and d € Z, the compression function Decompress, with a
parameter ¢ € Z is defined as Decompress, (z,d) := [(q/2%) - z].

e The bit-decomposition algorithm BitDecomp given a vector x € Zév decomposes x into its bit
representation.

e The powers-of-two algorithm Powersof2 with ¢ = [log ¢], on input a (column) vector s € ZfIV ,
outputs (1,2,...,2) T ®s = (s,2s,...,271s) € qu\fé’ where ® is the standard tensor product.

We describe the PRE scheme K-PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) with (HReKeyGen,
ReKeyEval), as follows:

e Setup(1*) — pp:

— Let M = {0,1}* be the message space, where u = p(\) is a positive integer.

— For positive integers N = N(X), N’ = N’(\) and a prime ¢, R and R, are defined as
R :=Z[X]/(XN +1) and R, := Z,[X]/(X" + 1), respectively, where N = 2V¥'=1 such
that XV + 1 is the 2V'-th cyclotomic polynomial (e.g., N = 256, N’ = 9).

— Let ¢ := [logq].

For some positive integer 1, 3, is a distribution where each coefficient of a sample is

generated from B,,.

Let k,d;, d,, d, be positive integers.

Sample A & R'q"Xk.

Output pp = (A, u, N, N, q, €, 1, k,dy, dyy, dy, A).
e KeyGen(pp) — (pk,sk):
1. Parse pp = (A, u, N, N, q, 4,1, k,dy, dyy, dy, A).
2. Sample (s, 8) « 67’7“ X 67’7“ and (e, €) 67’7“ X 67’7“.
3. Compute t <— Compress (As + e, d;) and t Compress, (A3 + €, d;).
4. Output pk = (¢,£) and sk = (s, ).
e Enc(pk,m) — ct:

1. Parse pk = (t,1).
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Compute t <+ Decompress,(t, dy).
Sample (7, e;,ez) 57’; X 57’; X By.
Compute u Compressq(ATr +e],dy).

Compute v < Compress, (t'r + ez + [1] - m,d,).

IS A T

Output ct = (u,v).
e Dec(sk,ct) — m:
1. Parse sk = (s, 8) and ct = (u,v).
2. Compute u < Decompress,(u, d,) and v < Decompress, (v, dy).
3. Output m < Compress, (v — sTu,1).
e ReKeyGen(skg4, pkg) — rka_p:
Parse sky = (s4,584) and pkg = (tp,tp).
Compute tp < Decompressq(fB, dy).
Choose Rap1, Rasp + B* and ra_,p 3 < B
Compute Uyg_,g + ATRA_>B71 + RA—>B,2 S RI;XM.

Compute v4_p thA_”g,l + TZ_>373 — Powersof2(s£) € R’qd.

AR S

Output rkap = (Ua—~B,v4-B).

e ReEnc(rks_p,ctq) — ctp:

Parse rkap = (Ua—p,va-p) and cty = (ua,v4).

Compute uy « Decompress, (u4, dy) and vy Decompressq(vA, dy).
Compute up < Ug_,p - BitDecomp(u 4).

Compute vg < v4 + UX_>B - BitDecomp(u 4).

Compute up < Compress,(up,d,) and vp < Compress, (vp,dy).

A R S

Output ctp = (up,vp).

o HReKeyGen((ska, )ic(u), (PkB;)jefu) — (tka,—B; )icju] jefu)’

Parse ska, = (s4,,84,) and pkg, = (tBj,fBj) for every i € [u] and j € [u].
Compute fBj +— Decompressq(igj,dt) for every j € [u].

Choose Ra_p1, R + Bk

Choose T4, B, + 557”1 for every i € [u] and j € [u].

Compute Usp <+ AT Rap1 + Raspo.

SR AN el B

Compute va, B, < fgj Rasp1+ra—B; — Powersof2(s£i) for every i € [u] and every
J € [ul.
7. Output (rkAi%Bj)ie[u],je[ub where rkAiﬁBj = (UA%Ba'UAiHBj)-

[ J ReKeyEvaI((rkAiHBi)ie[u])_},kAﬂB :

1. Parse rka, B, = (Ua—p,va,-p,) for every i € [u].
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2. Compute va_,p Zie[u] VA,—B; € nge.

The scheme is correct and re-encryption key homomorphic with overwhelming probability. The
formal propositions and the proofs of these properties appear in Appendix [Bl We give informal
propositions, as follows:

Proposition 2 (Correctness of K-PRE (informal)). The proposed PRE scheme K-PRE is correct
with overwhelming probability, under a suitable parameter setting by the algorithm Setup.

Proposition 3 (Re-encryption key homomorphism of K-PRE (informal)). The proposed PRE scheme
K-PRE s re-encrytpion key homomorphic with overwhelming probability, under a suitable parameter
setting by the algorithm Setup.

Furthermore, the following theorem shows the security of K-PRE:

Theorem 2 (RKH-CPA security of K-PRE). If the MLWEy 1 s, assumption holds, the proposed
PRE scheme K-PRE is RKH-CPA secure.

In particular, if there exists a PPT adversary A against the RKH-CPA security of K-PRE, then
there exists a PPT algorithm B against the MIWE}_ 1 ¢, problem, such that

rkh-cpa mlwe
Ade_PRIE’A()\) < np(grrk+3) - Adeil?ke,n(B)a

where ny, is the number of honest users, and g, is the mazimum number of queries issued to the
re-encryption key generation oracle.

Proof. Let A denote a PPT adversary against the RKH-CPA security of the PRE scheme K-PRE.
Let n (= np+nc) be the total number of users whose key-pairs are generated in the RKH-CPA game,
where nj, and n. are the numbers of honest users and corrupted users, respectively. Let ¢., be the
maximum number of queries issued to the 0.HReKeyGen oracle. The challenge ciphertext under the
public key of the user i* € [n] is denoted by ct* = (u*,v*). In order to prove Theorem [2| we

consider security games Gamey, (Gamegﬁ))ne[nh], (Gamegﬁ))ne[nh}, (Gamegﬁ))ne[nh}, Gamey. For i € [3]
(k

and k € [ng), let WZ-(H) be the events that the experiment in Game;”” outputs 1 (i.e., b = b’ holds for
the output b’ € {0,1} of A). Let Wy and Wy denote the events that the experiments in Gamey and
Gamey output 1, respectively.

Gamey: This game is the original RKH-CPA game. Then, we have Adv;kélécia()\) = |Pr[Wp] — 1/2|.

Let Gamego) be the same game as Gamey. Here, without loss of generality, the index 7, € Uonest

of an honest user is denoted by k = 7, for every x € [np]. For every x € [ny], we consider a security

game Gameg'{).

Gamegﬁ): This game is the same as Gamegﬁ_l) except that £, = Compress (A3, + €, d;) is replaced

by a uniformly random £, = Compressq(l;,{,dt) (where b, € RE is chosen uniformly at random),

when generating the public key pk,. = (., fn) of the honest user k.

Assuming the existence of A, there exists a PPT algorithm Bgﬁ) against the MLWEy, ;. ,, problem,

-1)

because the secret value § is not necessary to simulate the environments of A in both Ga meg"C and

(%) )

Game; . By using A’s output, Bgn can distinguish between a MLWEj, ;, ,, sample and a uniformly

(k—1) mlwe (13(K)

random one, in the straightforward way. Hence, we have |Pr[W;" /] — Pr[Wl(N)] < Advplph (B)

for every k € [np].
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(0) (nn) (k)

Here, we define Game, ’ as the same game as Game; "/, and consider the security game Game,
for every k € Unonest -

Gameg”): This game is the same as Gameg’i_l) except that, on input a homomorphic re-encryption

key query ((A;)ic[u)> (Bj)jefu)) such that x = A; for some i € [u], the oracle 0.HReKeyGen generates
a uniformly random U 4_,p € ng <kt and a uniformly random v 4, B; € R’;( for every i € [u] and j €
[u], instead of Uy, g < ATRA_>B,1+RA_>B72 and va, B, fgj RA_>B,1+1°Ai_>Bj—Powersof2(sl).

(m,k)

For each m € [k], there exists a PPT algorithm B; distinguishing whether the m-th row
of [Uasp|lva,—B, - |lva,—B.] is an MLWE; i, sample or uniformly random sample. Namely,

there exists a PPT algorithm Bém’ﬁ) solving the MLWE; ¢, problem, by using A. In addition,
the total number of queries issued to the 0.HReKeyGen oracle is at most g.;. Hence, we have

Pr[WQ(”_l)] - Pr[WQ(K)] < ¢k - Advz‘f}c@f’n(lﬁéﬁ)) by letting Bgﬁ) be the PPT algorithm against the

MLWE 1, assumption, such that Advi"}S (B5™") < Adviie (B5™) for all m € [k].

Here, let Gamego) be the same game as Gamegnh), and we define the security game Gameén) for

every K € Ugponest-

Game:(f): This game is the same as Gamez(f_l) except that t,, = Compress, (ATS,@—i—e,{, dy) is replaced

by a uniformly random ¢,, = Compress, (b, d;) (where b, € RE is chosen uniformly at random), when
generating the public key pk, = (¢4, f,{) of the honest user x € Usonest -

There exists a PPT algorithm Bé’f) against the MLWEy, ;. ,, problem. Since s is not used in both
Gamegﬁ_l) and Gamegﬁ)7 it is possible to simulate the views of A in the two games and construct
Bén). Hence, we have Pr[Wé'{*l)] — Pr[Wé”)] < Advkmy}e"yvs(Bén)).

(7n)
3

Gamey: This game is the same as Game except that the challenge ciphertext ct* = (u*,v*) «

Enc(pk;s, m;) is replaced by a uniformly random (u*,v*) & R’; x Ry.

The secret key (s, 8,;) for every k € [ny] is not used in both Gamegnh) and Gamey. Thus, in these

games, it is possible to simulate the environments of .4 without using that secret key, and construct
a PPT algorithm Bii*) against the MLWEy, ;. ,, problem. Hence, we have Pr[W?Enh)] — Pr[Wy]| < np-
Advgi"{‘fkm(lgiﬁ)). Furthermore, Pr[W,] = 1/2 holds since the challenge ciphertext ct* is independent
of b € {0,1} in Gamey.

Let B be a PPT algorithm against the MLWEj, 1 1/, problem, such that it holds that Advfivifk€7n(B§H)) <
Advzni"lv‘fkm([)’) for all ¢ € [4] and all kK € Ugonest. From the discussion above, we obtain

3 np
rkh-cpa k—1 K
AdvieseR (A < ST ST [Pew Y] - Pew ]

i=1 r=1
1
+ ‘Pr[W:,f"h)] - Pr[W4]‘ + ‘Pr[W4] - 2‘
< np(grik + 3) - AdvE %0, (B).
This completes the proof. O

5 Conclusion

We aimed at constructing a bounded CCA2 secure post-quantum PRE scheme with compact ci-
phertexts. To this end, we formalized the notions of re-encryption key homomorphism and RKH-CPA
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security for PRE, and proposed a generic construction of bounded CCA2 secure PRE with com-
pact ciphertexts, which starts from re-encryption key homomorphic PRE with RKH-CPA security
and strongly unforgeable OTS. To instantiate this generic construction, we presented a Kyber-based
re-encryption key homomorphic PRE scheme with RKH-CPA security.

As a result, we can construct a bounded CCA2 secure post-quantum PRE scheme with compact
ciphertexts by applying the generic construction to our Kyber-based PRE. The resulting bounded
CCA2 PRE scheme from Kyber is simple because our Kyber-based PRE is constructed without
changing the original Kyber’s key generation, encryption, and decryption algorithms.

Although we just discussed single-hop PRE schemes, we can consider a multi-hop variant of our
PRE schemes C-PRE, K-PRE as an extension of these schemes.
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A Bounded CCA secure PRE from CPA secure PRE

In this section, we propose a generic construction of bounded CCA secure PRE, which starts from any
CPA secure PRE and strongly unforgeable OTS, and then give a security proof for this construction.

A.1 Building Blocks

We describe the definitions of CPA security and all-or-nothing transforms, which are used to con-
struct the objective PRE scheme.

Following |2|, we describe the definitions of security against chosen plaintext attacks (denoted
by CPA security) for PRE.

Definition 13 (CPA security). A PRE scheme PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc)
is CPA secure if for any PPT adversary A = (Ao, A1, A2) against PRE, its advantage Advpre 4 () :=

‘Pr[ExptgﬁaA(}\) = 1] = 1/2| is negligible in X\, where the ewperiment Exptpge 4(A) is defined as
follows:

Exptg;{aE’A()\) :
Generate pp + Setup(1*);
(nquorrupta StateO) — ./40()\7 pp);
Run ({pkz‘}ie[n]a {Ski}ieucorrupt) — DKeYGen(n»uCorrupt)S
(i*’ mEk)’ mT’ Statel) A ACIJ.ReKeyGen(StateO’ {pki}ie[n]v {Ski}iEL{cOrrupt);
Sample b & {0.1} and run ct* < 0.Challenge,(i*, mg, m7);
b — Ay (statey, ct*);

Return 1 if b =1V'; otherwise, return 0,

where (statey, state;) is internal state information.

All-or-Nothing Transform. An all-or-nothing transform (AONT) splits a message X into v secret
shares 1, ..., x, and a public share z and recovers X from the shares (x1,...,x,, 2). Thus, we can
regard an AONT as v-out-of-v secret sharing. We describe the definition of AONTSs, as follows:
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Definition 14 (AONT). An efficient randomized algorithm Trans is (u, i, v)-AONT if the following
conditions hold:

1. Given X € {0,1}*, Trans outputs v + 1 blocks (1, ..., 2y, 2) € ({0,1}*)**1 where fori € [v],
x; 1S a secret share, and z is a public share.

2. There exists an efficient inverse function Inverse which, on input (x1,. .., 2y, 2) € ({0, 1}#)*TL
outputs X € {0,1}H.

3. Trans satisfies indistinguishability, as follows: For any PPT algorithm A against Trans, its
advantage

Advi'll'qr(gns,A ()‘) =

Pr|b=t[b& {0,150  AMR(1Y)| - ;'

is negligible in X, where 0O.LR is the left-or-right oracle which, on input (j, Xo, X1) € [v] X
({0, 134)2, returns (T1, ..., Tj—1,Tjt1y- -y Ty 2).

A.2 Construction from CPA secure PRE

We present a bounded CCA secure PRE scheme B-PRE which is based on a generic construction |13]
of bounded CCA secure PKE. To ensure the re-encryption functionality, we use CPA secure PRE
while the PKE scheme of [13] uses CPA secure PKE. For simplicity, we employ disjunct matrices
while the bound CCA secure PKE [13] uses cover-free families. Notice that the notion of disjunct
matrices is identical to that of cover-free families.

In order to construct the proposed PRE scheme, we use the following building blocks:

e a CPA secure PRE scheme PRE’ = (PRE’.Setup, PRE’.KeyGen, PRE’.Enc, PRE’.Dec, PRE’.ReKeyGen,
PRE’.ReEnc) with the message space Mpger = {0, 1}#, where i = ji(\) is a positive integer
for a security parameter A;

e a strongly unforgeable OTS scheme OTS = (OTS.KeyGen, OTS.Sign, OTS.Vrfy); and

e a (i, f1,v)-AONT Trans with an efficient inverse function Inverse, where y = pu(\) and v = v(\)
are positive integers for a security parameter \.

The proposed PRE scheme B-PRE = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is constructed
as follows:

e Setup(1*) — pp:

— Generate pp’ < PRE'.Setup(pp).
— Let p = p(A), @ = @(N), and v = v(A) be positive integers.
Let M = {0,1}* be the message space.

Let n = n(A),u = u(\) be positive integers, and let [n] be the verification key-space of
OTS.

— Let M = (m; ;) € {0,1}**" be a t-disjunct matrix, where the hamming weight of each
column vector is v.

Output pp = (pp’, i, 4, v, 7, u, M).
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o KeyGen(pp) — (pk,sk): Parse pp = (pp’, i, i, v, i, u, M) and generate (pk}, sk;) < PRE".KeyGen(pp’)
for i € [u]. Output pk = (pk;);cf,) and sk = (sk});c[y)-

e Enc(pk,m) — ct:

Parse pk = (pK!) et
Generate (vk, sigk) < OTS.KeyGen(1?).

Compute (z1,...,Zy, 2) < Trans(m).

Compute {71,...,7} < éar(vk), where all 71,...,7, € [u] are distinct.
Compute ct; < PRE".Enc(pk_., z;) for every i € [v].

Compute o < OTS.Sign(sigk, (ct} || --- || ctl, || 2)).

A T S e

Output ct = (vk, (ct})ic[u), 2, )

e Dec(sk,ct) - m/L:

Parse sk = (sk});cpu) and ct = (vk, (ct});cpu), 2, 0)-

Output L if OTS.Vrfy(vk, (ct] || --- || ctl, || 2),0) = L holds.
Compute {71,..., 7} < ¢ar(vk).

Compute z; - PRE'.Dec(sk’_, ct}) for every i € [v].

A

Output m’ < Inverse(z], ..., x}, z) if 2} # L holds for every ¢ € [v]; otherwise, output L.
e ReKeyGen(sk4, pkg) — rkap:
1. Parse skq = (skiy ;)ieu) and pkp = (pK ;)ic[u)-
2. For i € [u] and j € [u], compute rk(4;)_,(p,j) < PRE'.ReKeyGen(sky ;, Kz ;).
3. Output rkap = (rk(a,i)—(Bj))iclu],jelu]-
e ReEnc(rka—p,cta) — ctp:
Parse rka—p = (rk(a,)-(B,j))iciu jelu) and cta = (vka, (cty ))icfv], 2, 04)-
Output L if OTS.Vrfy(vka, (cty || -+ || ctly, || 2),04) = L holds.
Generate (vkp,sigkp) < OTS.KeyGen(1%).

Compute {a1,...,ay} < dnr(vka) and {B1,...,Bu} < dnar(vkp).
For every i € [v], compute ctp ; = PRE’.ReEnc(rk(Am)ﬁ(Bﬁi),ct’Aﬂ-).
Compute op < OTS.Sign(sigkp, (ctp; || -+ || ct, [ 2))-

NS ot N

Output ctp = (vkp, (CtlB,i)iE[v]v Z,0B).

Proposition 4| shows that the correctness of PRE follows that of the underlying primitives PRE’,
OTS, and (Trans, Inverse). This proposition can be proved clearly. Hence, we omit this proof.

Proposition 4 (Correctness of B-PRE). If the PRE scheme PRE’, the OTS scheme OTS are correct,
and Trans with Inverse is (i, i, v)-AONT, then the resulting PRE scheme B-PRE is correct.
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A.3 Security Proof

Theorem [3|shows the bounded CCA2 security (i.e., (¢,t)-CCA2 security) of the proposed PRE scheme
B-PRE.

Theorem 3 ((t,t)-CCA2 security of PRE). Suppose that the matrix M € {0,1}"*" is a t-disjunct
matriz, and ny, is the number of honest users in the (t,t)-CPA2 game. If the PRE scheme PRE’
is CPA secure, the OTS scheme OTS is strongly unforgeable, and the algorithm Trans is (u, fi,v)-
AONT, then the resulting PRE scheme B-PRE s (t,t)-CCA2 secure.

Particularlly, if there exists a PPT algorithm A against the (t,t)-CCA2 secure PRE B-PRE, then
there exist PPT adversaries By against the CPA secure PRE PRE’, F against the strongly unforgeable
OTS OTS, and By against (ju, fi,v)-AONT Trans such that

Advy et (V) < npui? - AV oo (V) + AdvETs =(A) + na? - AdvESaonT (V).
Proof. Let A be a PPT adversary against the PRE scheme B-PRE. Let ct* = (vk*, (ct}*) e, 2%, )
denote the challenge ciphertext under pk;-.

For each i € {0,1}, we consider a security game Game; and define W; as the event that the
experiment in Game; outputs 1, in order to prove Theorem

Gamep: This game is the same as the (¢,¢)-CCA2 security game. Then, we have Advgﬁg_j{:ﬂ(/\) =

Pr[Wo] — 1/2].

Game;: This game is the same as Gamey except for the following procedures of the decryption oracle
0.Dec and the re-encryption oracle 0.ReEnc: For a decryption or re-encryption query on ct; = (vk;,
(ct;’j)je[v], zi,0;), the oracle 0.Dec or 0.ReEnc checks whether it holds that vk; = vk*, ct; # ct*, and
OTS.Vrfy(vki, (ct] 4[| -+ - |lct} , [|2i), o) = T. If so, the experiment aborts; otherwise, 0.Dec computes
m’ < Dec(sk;, ct;) and returns m" € MU {L}.

Let Bad be the event that A issues a decryption or re-encryption query on ct; such that
vk; = vk*, ct; # ct*, and OTS.Vrfy(vk;, (cti || -+ [ct] ,[|2i), 04)) = T. Then, Gamey and Game;
are identical unless Bad occurs. Hence, we bound the probability that Bad occurs. In order to
estimate this upper bound, we construct a PPT algorithm F breaking the strongly unforgeable OTS
scheme OTS. On input a verification key vk* of OTS, F generates pp < Setup(1*) and gives
pp to A. When A submits (n,Ucorrupt), F generates (pk;,sk;) <— KeyGen(pp) for every i € [n]
and returns ({pk; }ig[n]s {5Ki }icteorrp: ). BY using these generated key-pairs, F simulates the oracle
0.ReKeyGen. Additionally, the oracle 0.Dec (resp., 0.ReEnc) is simulated as follows: For a decryp-
tion query (7,ct;) (vesp., (4,j,ct;)) (where ct; = (vki, (ct} ;) ;e 2i,0:)), F aborts and outputs a
forgery ((ct} |- |lct},[[2i),0i) in the strong unforgeability game of OTS, if it holds that vk; = vk,
ct; # ct*, and OTS.Vrfy(vk;, (ct{ || - - - [[ct . [[2i), 04)) = T (i.e., Bad occurs); otherwise, the algorithm
computes m’ <— Dec(sk;, ct;) and returns m" € M U {L} (resp., computes ct; < ReEnc(rk;_;, ct;)
and returns ct;).

Furthermore, when A submits a challenge query (i*,m§, m}), F chooses b <i {0,1} com-
putes ((ct;");c[v), 2*) by following the procedure of Enc(pk;.,mjy). Then, this algorithm issues
(ctf*]| - - - [|cti¥]|z*) to the signing oracle in the strong unforgeability game and obtains o*. And then,
F returns the challenge ciphertext ct* = (vk*, (ctj*);c[y, 2%, 0*). Finally, when A outputs b’ € {0, 1}
and Bad has not occurred, F halts and outputs 0.

We analyze the algorithm F against OTS. It is clear that the output of F is a valid forgery in
the strong unforgeability game if Bad occurs. Unless this event happens, F completely simulates the
oracles in the (¢,t)-CCA2 game by using all key-pairs. Hence, the probability Pr[Bad] is at most the
advantage Adv%‘{s,f()\) of F, and we have |Pr[Wp] — Pr[W;]| < Advsc%s’f()\).
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In order to bound the winning probability of A in Game;, we consider the following exper-
iment B: At the beginning of the (¢,t)-CCA2 game, B gives pp + Setup(1*) to A and sim-
ulates ({pk; }icin]s {Ki ticteorrpe) < 0-KeyGen(n,Ucorrupt). And then, B generates (vk*,sigk™) <

OTS.KeyGen(1%), chooses indices i* & [ng], 7* & dar(vk™), and simulates the environment of A
except for the following: The experiment aborts and outputs a random bit if A issues

e a decryption or re-encryption query on (i*, (vki«, (Ctis ;)je[u]; 2i*, Ti+)) such that j* € dnr(vki+);
or

e a challenge query (7', m§, m}) such that ¢* # 7.

Finally, when A outputs b’ € {0,1}, B also outputs b'.

For the event Wj that b = b’ holds in the experiment B, we estimate the probability Pr[Wjg].
Let Abort be the event that B aborts in the simulation of the decryption or re-encryption oracle.
Notice that Pr[Wp | Abort] = 1/2. Due to the t-disjunct property of M, it holds that Pr[-Abort| >
1/(npu?). Then, we have

Pr[Wp| = Pr[Abort] - Pr[WB | Abort] + Pr[—Abort] - Pr[Wp | =Abort]

1
+ —— - Pr[Wg | =Abort

1
<PT[WB | ﬂAbort] — 2)

1\3\*i

—+

l\.')\'—‘

nhu2

The A’s advantage ¢ 4 in Game; is equivalent to |Pr[Wg | -Abort] — 1/2|. Hence, the B’s advan-
tage ep = |Pr[Wg] — 1/2| is at least e.4/(npu?). Here, let ¢pr(vk*) := {r},..., 75} and 7. = j*
(where 7f,..., 7 € [u] and k* € [v]). In order to bound eg, we change the environment of A.
In this modified environment, the j*-th share zj. generated by Trans is replaced with the all-zero

string 0 *‘, when producing the challenge ciphertext. The probability Pr[IWz] is defined as pO)
and the probability that Wy occurs in the modified environment is defined as p(*). Then we have
es < [p@ —pW| + [pH —1/2].

In order to bound [p(® — p(M| we construct a PPT algorithm B; against the CPA security
of PRE/, as follows: On input the public parameter pp’ in the CPA game, B; generates pp by
following the algorithm Setup and gives pp to A. When A submits the key generation query
(n,Ucorrupt), B1 generates (vk*,sigk®) «— OTS.KeyGen(1*), chooses i* & [n],j* & onr(vk™), and
obtains ({pk;7j}(i,j)€[n]><[u]7 {Sk;,j}(i,j)e[n]x[u]\{(i*,j*)}) by issuing a key generation query (nu, M(/Jorrupt)
such that Ugeprypre = {(4,5)}\{(¢%,5%)}, in the CPA game. Here, for simplicity, we suppose that
(i,7) € [n]x [u] represents a user in the CPA game. Then By returns ({pk; }ic[n], {SKi }icteorryp: )» Where
let pk; := (pki ;) e for every i € [n], let sk; := (ski ;) e for every i € [n]\{7*}, and let sk :=
(skix ;)jefu\{j*}- Furthermore, By simulates the oracles 0.ReKeyGen, 0.Dec,0.ReEnc, 0.Challenge,,
as follows:

o 0.ReKeyGen(A, B): If (A € Unonest N B € Ucorrupt) or A = B holds, B; returns L ; otherwise it
does the following:

— (Case A =i*): Obtain rkg j«)_(p ) by issuing ((i*,j*), (B, j)) to the re-encryption key
generation oracle in the CPA game, for every j € [u]. For every i € [u]\{j*} and every
j € [u], compute rkg- ;g j) + PRE.ReKeyGen(skix ;, pk ;).

— (Case A # i*): Compute rk4-(p,;)  PRE.ReKeyGen(skly ;, pk}s ;) for every i € [u]
and every j € [u].
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Finally, By returns rkq,p = (rk(A,i)H(B,j))ie[u],je[u]‘

e 0.Dec(A,cta): By parses cta = (vka, (ctly;)ic[]; 2, 04) and does the following:

1.
2.
3.

Return L if (A4,cty) is a derivative of (i*, ct*).
Abort and output a random bit if A = * A j* € ¢ar(vka) holds.

Return L if it holds that vkq = vk, cta # ct* and OTS.Vry(vky, (ctly |-+ - [lctly ,[12),
oq)=T.

Return L if OTS.Vrfy(vka, (ct)y ;|| -+ - [lct)y ,[|2), 74) = L holds.

. Compute x; - PRE".Dec(skly ;,ct’y ;) for every i € [v],.

/

. Return m’ « Inverse(, ..., z;, 2) if 2} # L holds for every i € [v]; otherwise return L.

y Yoy

e 0.ReEnc(A, B,cty): By parses ct4 = (vky, (ct;"i)ie[v], z,04) and does the following:

@

© 0 N> e

10.

. Return L if B € Ucorrupt holds and (A, cty) is a derivative of (i*, ct*).
. Abort and output a random bit if A =i* A j* € ¢pr(vka) holds.

Return L if it holds that vkq = vk, ctq # ct* and OTS.Vry(vky, (ctly |-+ - [lctly, [12),
oa)=T.

Return L if OTS.Vrfy(vka, (ct/y 4| -+ - [ty ,[[2),04) = L holds.

Generate (vkp,sigkg) < OTS.KeyGen(1%).

Compute rk(4 ) (B,j) + PRE'.ReKeyGen(sk ;, pk ;) for every i € [u] and j € [u].
Let {au1,...,au} < ¢nr(vka) and {1, ..., Bu} < énr(vkp).

Compute ctly ; <= PRE".ReEnc(rk(4,a,)(B,,): Ctla ;) for every i € [v].

Compute op < OTS.Sign(sigkp, (ct ;|| -~ - [tz , [12))-

Return ctp = (vkp, (¢t ;)ic(v] 2,0 B)-

e 0.Challenge;(i', m§, m}): By does the following:

NS otk W

Abort and output a random bit if i* # ¢'.

Let {7{,..., 70} < énar(vk™).

Compute (z7,...,z},2") < Trans(m}).

Obtain ct’% by submitting a challenge query (m},O’]) to the CPA game.
For every j € [v]\{;j*}, then compute ct’" < PRE’.Enc(pk'T;,:c;).
Compute o* <— OTS.Sign(sigk™, (ctf*]| - - - [|ctiF[|z*)).

Return ct* = (vk*, (ct}")icpy), 2%, 0%).

When A finally outputs the guessing bit ¥" € {0,1}, By outputs 1 if b = V'; otherwise, it outputs 0.

We analyze the algorithm B;. Unless A issues a decryption query or re-encryption query on (A,

p® — p

(vka, (ct)y ;)icfv), 24,04)) such that A =i* A j* € ¢ar(vka), B can simulate the oracles 0.Dec and
0.ReEnc. The t-disjunct property of M ensures that A cannot issue such a query. Additionally,
By wins the CPA game by employing A’s output, in the straightforward way. Hence, we have
)| < AdviRe, ().

PRE’,B,

In order to bound the winning probability in the modified environment (i.e., [p(!) —1/2|), we

construct a PPT algorithm By against (u, i, v)-AONT Trans. By using A, we construct Bs given the
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oracle 0.LR in the indistinguishability game of AONT: At the beginning of the (¢,¢)-CCA game, B; gives
pp < Setup(1*) to A. When A issues (n,Ucorrupt), Ba generates (vk*,sigk*) «— OTS.KeyGen(1%),

chooses i* & [n], 7* & onr(vk™), and generates all key-pairs (pk;,sk;) < KeyGen(pp) for all users
i € [n]. And then, By simulates the oracles 0.ReKeyGen, 0.Dec, 0.ReEnc by using the generated
key-pairs. Furthermore, B> simulates the oracle 0.Challenge,(i’, m§, m}) as follows:

1. Abort and output a random bit if i* = 7’.

2. Obtain ((=})ie[u)\{j*1> 2*) by issuing (mjy, 0#) to the given oracle 0.LR.

3. Compute ct/* «+ PRE’.Enc(kai*,rﬁ;‘) for every i € [v], where {7{,..., 7} = dar(vk™).
4. Compute o* < OTS.Sign(sigk™, (ctf" || -+ || ctif || 2%)).

5. Return ct* = (vk*, (ct}*)icfu), 25 0)-

When A outputs the guessing bit &’ € {0,1}, By also outputs b'.
By simulates the oracles 0.KeyGen, 0.ReKeyGen, 0.Dec, 0.ReEnc completely since it has the key-
pairs of all users. The oracle 0.Challenge is also simulated correctly since By can generate the

challenge ciphertext without knowledge of x7.. Hence, the By’ advantage Advi-ﬁr‘;lnsﬁ2 (\) is at least

[p) — 1/2|. Therefore, we have Adv;%aE,ﬁl()\) + Advi-Pr‘;nSﬁ2 (A\) > e4/(npu). From the discussion
above, we obtain

Advﬁfgfgjfﬂ(x) < npu? - Advy prer (A) + npu? - AdVASNT 5,(A) + AdvEts 7 ().

and complete the proof. O

B Omitted Proofs for Our Kyber-based PRE Scheme

In this section, we give proofs of the correctness and re-encryption key homomorphism of our scheme
K-PRE.

In order to show the correctness and re-encryption key homomorphic property of K-PRE, we employ
the distribution ¢ over R which is defined in [6]. Following [6], we describe the definition of ¥ for
positive integers d and k, as follows:

1. Choose y < R* uniformly at random.

2. Return (y — Decompress, (Compress, (y,d), d)) mod™ ¢.

B.1 Proof of Correctness

We show the correctness of K-PRE.

Proposition 5 (Correctness of K-PRE). Let pp = (A, u, N,N',q,¢,n, k,dy, dy,dy, A) be a public
parameter determined by running Setup(1*) and let A, B be distinct users. Then, the key-pairs of
these users and a ciphertext under the user A ’s public key are defined as follows:

o Let (pky,ska) = ((ta,ta),(54,84)) and (pkg,sks) = ((ts,tB), (sB,8B)) be key-pairs of the
users A and B, respectively, where t; = Compress (As; + e;,d;) and t, = Compress, (A3; +
é;,d;) forie {A, B};
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o Let cty = (ua,v4) be a ciphertext generated by running Enc(pky, m) for an arbitrary mes-

sage m € M, where t4 = Decompress(ta,d;), u = Compressq(ATr + eg’l,du), and v =
Compress, (tyr +eaz+ [§] - m, dy).

e Let ctp = (up,vp) be a re-encrypted ciphertext running ReEnc(rka—p,cta).
Let ¢y a, ¢ < U5, cun,cup < Uk | con < ta,. Denote

w = egr +ex + Cy A — SZGA,I - Szcu,A;
Wi=w+ (ega+ (€f + cZB)BitDecomp(uA)
+ ’I"XHB;), - BitDecomp(ua) — §5RA 5 2 - BitDecomp(ua) — 8¢, B;
5 := Pr i) > a/4].
Then, the proposed PRE scheme K-PRE is correct with probability 1 — 9.

Proof. We consider an arbitrary message m € M when showing the encryption correctness and re-
encryption correctness of K-PRE. Recall that pp = (A, u, N, N’ q,¢,n,k,ds,dy,d,, A) is a public
parameter determined by running Setup(1*) and let A, B be two distinct users. Then, these users’

key-pairs and an encryption of m are defined as follows:

o (pku,ska) = ((ta,ta),(s4,84)) and (pkg,skp) = ((tB,tB),(sB,8p)) are key-pairs of the
users A and B, respectively, where ¢ = Compress (As;+e;, d;) and t= Compress, (A3;+¢é;,dy)

for i € {A, B}; and

e cty = (ua,v4) is a ciphertext generated by running Enc(pk 4, m), where u = Compressq(ATr+
el,d,) and v = Compressq(tTr +ex+[4d]-m,d,).

First we show the encryption-correctness of K-PRE. Then, the public value 4 is represented as

ty = Decompressq(Compressq(AsA +eq,d),dr)

= Ass + ey + ¢t A

for some value ¢; 4 < @ZJZ.
Additionally, the value uy of the ciphertext ct4 = (ua,v4) under pky is

Uy = Decompressq(Compressq(Aer +ear,dy), dy)

=A'r+ €1+ c¢ya,
for some ¢, 4 wsu. And the value v4 is
vA = Decompressq(Compressq(tlr +e2+ [gJ -m,dy),dy)
:tlr+62+cv,,4+ [gJ -m
= (Asgt+estcia) rtestepat %J -m

= (Asas + eA)Tr +ex+tcya+ %J -m+ czAr,

for some ¢, 4 < 1q, .
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Then, we have

Vg — sguA = (Asa —i—eA)TrA +ea+cya+t [gJ -m +C,IA’I‘A

TiAT
—s,(A'rateqn+cya)
q
= bJ -m + ej;’rA +eq2+ cya— S,ZeAJ - Slcu,/y
Let w := eXrA +eas+cya— sXeA,l — sATc%A.
We define m’ = Compress, (v4 — sjua,1) and see that

5] o= (4] = o ] m =[]

Due to the triangle inequality and the fact that |w||s < [¢/4], it holds that

5] m=m|_ <2[4]
—l-(m—m <2|=
3] -m =]l <2[5
This implies m = m’, and the proof of the encryption correctness is completed.
Next, we show the re-encryption correctness of K-PRE. For simplicity, we also employ the above

value of (t4,ua,v4). Then, a re-encryption key rkqp = (Ua—p,v4-p5) generated by running
ReKeyGen(sk4, pk) are

[e.9]

Uisp=A"Ra,p1+ Raspp € RIZF; and

vi,p=tsRA 51+ "'X%B,?) — Powersof2(s }).

Additionally, a re-encrypted ciphertext ctp = (up, vp) is generated by using the value of (Us—,5,v4-B),
as follows:

up = (AERAAB,l + RA—>B,2) - BitDecomp(u 4);
vp =va+ (t5RA B + 1"2;_>373 — Powersof2(s ) )) - BitDecomp(u4).
Moreover, the decompressed value of (up,vp) is

up = Decompress, (Compress (up, dy))
= A"R4 ,p - BitDecomp(ua) + Ra_,p2 - BitDecomp(u4) + ¢, p;
vp = Decompress, (Compress, (vp, du))
= v+ (EfRA B + r}_,ng) — Powersof2(s}y)) - BitDecomp(u4) + ¢, 5

= (v4 — quA) + ngA%BJ - BitDecomp(u4) + TX_>B73 - BitDecomp(ua) + ¢, B,
for some (¢, B, cy,B) € RF x R. Additionally, the public value tpis

tp = Decompress, (Compress, (Asp + ép,d;), dt)

= ASg + ép + B
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for some ¢; p € RF. Hence, we have

v — .§Eu3

= (va — s ua) +Et5RA B - BitDecomp(ua) + TI_>B73 - BitDecomp(u ) + ¢y B
—~35(AT"RA,p1 - BitDecomp(ua) + Ra—p 2 - BitDecomp(u) + ¢, 5)

= (w + {%BJ m) + (f;RA_HgJ — (A§B)TRA_>B’1)BitDecomp(uA)
+ T’X%B’?) - BitDecomp(u4) — §ERAﬁB72 - BitDecomp(u 4) — §Ecu’3

= (w + F%BJ m) +(ég + CIB)BitDecomp(uA)
+ TX—>B,3 - BitDecomp(u 4) — §ERAﬁB72 - BitDecomp(u 4) — égcu’B.

The error-term o of (vg — §up) is defined as

W= w+ (2,5 + (é; + cZB)BitDecomp(uA)

+ T;ll——>B73 - BitDecomp(u4) — 65 RA .2 - BitDecomp(ua) — 5 5¢,u 5.
In addition, let m" := Compress (vp — s5up, 1). Hence, if [|]|oo < [g/4], it holds that
1) 2 [or = sius = [3] -] = lo+ [5]-m - [5] -

4 2
Due to the triangle inequality and the fact ||0||o < [¢/4], we obtain

) m=m| <2 []
—|l-(m—m <2-1=1.

3] tm =m0 <2-[3

This indicates m = m’. Therefore, the reencryption-correctness is shown.

From the discussion above, we complete the proof of the correctness of the proposed PRE scheme
K-PRE. O

o0

[e.e]

B.2 Proof of Re-Encryption Key Homomorphism
We prove the re-encryption key homomorphism of K-PRE.

Proposition 6 (Re-encryption key homomorphism of K-PRE). Let pp = (A, u, N, N’ q, 4,0, k, dy, dy,
dy, A) be a public parameter determined by running Setup(1?), and let A = {ay,...,a,} C [u] and
B = {b1,...,by} C [u] be two sets of distinct users. Then, the key-pairs of these users and a
ciphertext are defined as follows:

e Foreachi € [u]; let (pkaiv Skai) = ((tai’ £ai)7 (Sai’ '§ai)) (7"68]). (pkbi’ Skbq‘,) = ((tbw £bi)7 (Sbw §b1)))
be the key-pair of the user a; (resp. the user b;), where t,, = Compress (Asq, + €q,,d:) and
fbl. = Compress, (A8, + &p,,d:);

o Let cty = (ua,v4) be a ciphertext generated by running Enc(pky, m) for an arbitrary mes-
sage m € M, where pky = t4 = Zie[u] te,, ua = Compressq(ATr + elT,du) and vy =
Compress, ()7 + €2+ [§] - m,dy).

Let ey a, B Wk, €y = 0%, ¢y < Ya,. Let (UasB,Va, b, )icll jefu) < HReKeyGen((ska, )icqu)s (PKs,)jefu))
and (Ua—B,vAB) < ReKeyEval((rkai—)bi)ie[u])-
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Denote
-

w = Z raTi_ﬂ)i BitDecomp(u 4) Z €y, + Z Ci b, Ry _.B1+Cq,
i€(u] i€[u] 1€[u]

— 35RA_.p o - BitDecomp(u,) + 8 - thb - and
1€u]

6 :=Pr{lwle > q/4]
for g, « tha, and éyp, < VYq, (i € [u]), where let Sp = 3 e, Sp,, and for every i € [u],
(Ra—B1, Ra—B2,Ta; ;) 18 a tuple of values generated by running HReKeyGen((sk;)ic[u]» (PK;) jefu])-

Then, the proposed PRE scheme K-PRE satisfies re-encryption key homomorphic with probability
1-6.

Proof. We consider an arbitrary message m € M throughout the proof of Theorem [6] Recall that

pp = (A, i, N,N’, q,0,n, k,dy, dy, dy, A) is a public parameter determined by running Setup(1%), and

let A={ai,...,ay} C[n]and B = {b1,...,b,} C [n] be two sets of distinct users. For each i € [u],

let (pk,,,skq;) = ((ta;sta,)s (S 8a;)) (vesp. (pkp, , skp,) = ((ts,,tv,), (81,5 85,))) be the key-pair of the

user a; (resp. the user b;), where ¢,, = Compress (As,, +e€,,;,d;) and fbl. = Compress, (A8, +&,,dy).
For every i € [u], the values of t,, and £, is

to, = Decompress, (Compress(As,, + eq,, d;), dy)
= As,;, + €eq, + Cta;;

fbi = Decompressq(Compress(ATébi + ép,,dy), dr)
= A8y, + €, + Crp,

for some (ctq,,E1p,) € R¥ x RE.
Then we define public keys pk 4, pkgp, as follows:

pk 4 _Zta —AZsa +Zea "‘thaz Asy+eq+ca;

i€[u] 1€[u] 1€[u] 1€[u]
pkB—th—AZSb—i-Zeb-l-thb—ASB—i-eB—i-CtB,
i€fu] i€[u] i€[u] i€u]

where
o let 54 1= Zie[u} Sa;s €A 1= Zie[u] €q;, and ¢t 4 = Zie[u] Ctq,;; and

o let $p := Eie[u] Sp,, €p == Eie[u] ép,, and ¢ p == Zie[u] Ct. b, -
Let ct4 = (uwa,v4) be an encryption of m, under pk4 (i.e., (wa,v4) < Enc(pky, m)). The values
of uy and vy are
Uy = Decompressq(Compressq(ATr +e1,dy),dy)
=A"r+e +ey; and
vA = Decompressq(Compressq((pkA)Tr +e2+ [q/2] - m,dy),dy)
=(Ass+es+ ct,A)Tr +ea+[q/2] - m+cy
= (Asa+eas) r+es+[q/2) - m4c,+ CZAT
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for some (¢, c,) € R¥ x R.
Let (rka,—b,; )icfu] jefu) < HReKeyGen((ska, )icfu), (Pky, )je[u]) For every i € [u] and every j € [u],
the value of the re-encryption key rkq, b, = (Ua—pB, Va;p;) 18
Uissp=A"Ryp1+ Raspo;
Va,—b; = f;;RAHB’l + 7';:-—>bj — Powersof2(s;).

Then, the homomorphicly evaluated value v4_,p generated by running (Uas_,p,uap) <
ReKeyEval((rkq, b, )ic[u]) 18

VAR = Z Vo, b, = Z ibTiRA—>B,1 + Z T;—ﬂn - Z Powersof2(s;,).
i€(u] i€ [u] i€ [u] i€ [u]

Let ctg = (up,vp) be a re-encrypted ciphertext generated by using the re-encryption key
(Ua—p,va-p), and the value of (up,vp) is

up=(A"Ra,p1+ Ra_,p2) - BitDecomp(ua);

v =v4+ Z f;—,ERA—>B,1 + Z r;%bi - Z Powersof2(saTi) BitDecomp(u 4)

S 1€[u] 1€[u]

_UA—ZS ug+ thRA_Hgl—l—Zr _p, | BitDecomp(u4)

i€y i€[u] i€[u]

=04 — SZuA + | (Asp+ép+ ét,B)TRA_)BJ + Z r;_ﬂ,i BitDecomp(u 4)
1€[u]

=4 — S un
55A RA B+ Z r;%bi BitDecomp(u4) + (ép + é:.8) ' RaB1.
1€ u]
Then, the decompressed values of up and vg are
up = Decompress, (Compress (ua, dy), dy)

= ATRAHBJ - BitDecomp(u ) + Ra—,p 2 - BitDecomp(uwa) + €q,;
vp = Decompress (Compress, (v, dy), dy)

=4 — S Ul
égATRA_}BJ + Z r;%bi BitDecomp(u 4)

1€[u]

+(ép +¢é.8) Rap1 + Ca,
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for some (&4, ,¢4,) € R* x R. Hence, we have

VA — .§E’U,B

=v4 — sZuA

+85ATRaLp1+ | Y Ta,_, | BitDecomp(ua) + (ép + é,58) Raspi + éa,
1€[u)

-5} (ATRA—>BJ - BitDecomp(ua) + Ra—p 2 - BitDecomp(u ) + édu>

=y — quA + Z r;_ﬂ,i BitDecomp(u ) + (ép + ét,B)TRAﬁB,l + ¢4,
1€(u]

— 85RA_p 2 - BitDecomp(un) + 85¢éq, .
The error-term w of vg — §Eu B is defined as

w = Z r;—iﬁbi BitDecomp(ua) + (ég + é:.5) Rap1 + éa,
1€u)

- égRA_Hg,g - BitDecomp(u 4) + §;édu.

Additionally, let m’ := Compress, (va — §Lup,1). Then it holds that

412 o= st [3] ] = o 8] = [4]-

2
Due to the fact that ||w||s < [¢/4], it holds that

|15} m =m

and this indicates m = m’. The proof is completed.

[e.e]

q
[
~ 711
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