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Abstract

Recent active studies have demonstrated that cryptography without one-way functions (OWFs) could
be possible in the quantum world. Many fundamental primitives that are natural quantum analogs of OWFs
or pseudorandom generators (PRGs) have been introduced, and their mutual relations and applications
have been studied. Among them, pseudorandom function-like state generators (PRFSGs) [Ananth, Qian,
and Yuen, Crypto 2022] are one of the most important primitives. PRFSGs are a natural quantum analogue
of pseudorandom functions (PRFs), and imply many applications such as IND-CPA secret-key encryption
(SKE) and EUF-CMA message authentication code (MAC). However, only known constructions of
(many-query-secure) PRFSGs are ones from OWFs or pseudorandom unitaries (PRUs).

In this paper, we construct classically-accessible adaptive secure PRFSGs in the invertible quantum
Haar random oracle (QHRO) model which is introduced in [Chen and Movassagh, Quantum]. The
invertible QHRO model is an idealized model where any party can access a public single Haar random
unitary and its inverse, which can be considered as a quantum analog of the random oracle model. Our
PRFSG constructions resemble the classical Even-Mansour encryption based on a single permutation,
and are secure against any unbounded polynomial number of queries to the oracle and construction. To
our knowledge, this is the first application in the invertible QHRO model without any assumption or
conjecture. The previous best construction in the idealized model is PRFSGs secure up to o(A/ log \)
queries in the common Haar state model [Ananth, Gulati, and Lin, TCC 2024].

We develop new techniques on Haar random unitaries to prove the selective and adaptive security of our
PRFSGs. For selective security, we introduce a new formula, which we call the Haar twirl approximation
formula. For adaptive security, we show the unitary reprogramming lemma and the unitary resampling
lemma. These have their own interest, and may have many further applications. In particular, by using the
approximation formula, we give an alternative proof of the non-adaptive security of the PFC ensemble
[Metger, Poremba, Sinha, and Yuen, FOCS 2024] as an additional result.

Finally, we prove that our construction is not PRUs or quantum-accessible non-adaptive PRFSGs by
presenting quantum polynomial time attacks. Our attack is based on generalizing the hidden subgroup
problem where the relevant function outputs quantum states.

*This work was done in part while the first author was in KIAS, Korea.
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1 Introduction

In classical cryptography, one-way functions (OWFs) are the minimal assumption [IL89], because many
primitives, such as pseudorandom generators (PRGs), pseudorandom functions (PRFs), secret-key encryption
(SKE), message authentication code (MAC), digital signatures, and commitments, are all existentially
equivalent to OWFs. Moreover, almost all primitives (including important applications such as public-key
encryption and multiparty computations) imply OWFs.

In the quantum world, on the other hand, OWFs are not necessarily the minimum assumption [Kre21,
MY22, AQY22]. Many fundamental primitives have been introduced such as pseudorandom unitaries
(PRUs) [JLS18, MH24], pseudorandom function-like state generators (PRFSGs) [AQY22, AGQY22],
pseudorandom state generators (PRSGs) [JLS18], one-way state generators (OWSGs) [MY?22], one-way
puzzles (OWPuzzs) [KT24], unpredictable state generators (UPSGs) [MYY24], and EFI pairs [BCQ23].
Although they are believed to be weaker than OWFs [Kre21, KQST23, LMW24], they still imply many useful
applications such as private-key quantum money schemes [JLS18], SKE [AQY22], MAC [AQY?22], digital
signatures [MY?22], commitments [MY22, AQY22], and multiparty computations [MY22, AQY22].

Among them, pseudorandom function-like state generators (PRFSGs) [AQY22, AGQY?22] are one of
the most important primitives. PRFSGs are a natural quantum analogue of pseudorandom functions (PRFs).
A PRFSG is a quantum polynomial-time (QPT) algorithm G that takes a classical key k and a bit string
x as input, and outputs a quantum state |¢x(x)). Roughly speaking, the security requires that no QPT
adversary can distinguish whether it is querying to G(k, -) with a random k or an oracle that outputs Haar
random states.! PRFSGs imply almost all known primitives such as UPSGs, PRSGs, OWSGs, OWPuzzs, and
EFI pairs. PRFSGs also imply useful applications such as IND-CPA SKE, EUF-CMA MAC, private-key
quantum money schemes, commitments, multi-party computations, (bounded-poly-time-secure) digital
signatures, etc. However, all known constructions of (multi-query-secure) PRFSGs are ones from OWFs or
PRUs [AQY22, AGQY?22].

In classical cryptography, some idealized setups where parties can access some public source of
randomness are often introduced, such as the common random string model [BFM19] or the random function
or permutation oracle model [BR93, EM97]. These idealized setups reflect the reality of random source or
hash functions and naturally provide the practical instantiations of basic cryptographic primitives, and they
serve as a testbed for new analysis tools in classical and post-quantum settings [DKS12, ABKM?22].

It is natural to consider their quantum counterparts: public sources of quantum states and unitaries. In fact,
various quantum analogue of the setup models have already been introduced [CM24, DLS22, MY?24, Qia24,
CCS24, AGL24, BFV20], and several primitives have been constructed including commitments, PRSGs, and
restricted-copy secure PRFSGs. In particular, [AGL24] recently constructed bounded-query PRFSGs in the
common Haar state (CHS) model, which was shown to be optimal by the authors.

However, most previous works focus on the idealized model where the parties have access to the common
states, except for [BFV20, CM24]. The idealized model for common unitaries must be much more useful
than common states and perhaps connect the practical and heuristic constructions of quantum cryptographic
objects and theory in the near future, as in the random oracle and ideal cipher models in the classical and
post-quantum world. In particular, the limitation of the CHS model motivates the following question:

Are multi-copy secure PRFSGs achievable if a common random unitary is given?

IMore precisely, the oracle works as follows. If it gets = as input and = was not queried before, it samples a Haar random state 1),
and returns it. If x was queried before, it returns the same state 1., that was sampled before when x was queried for the first time.



1.1 Our Results

PRFSGs in the invertible QHRO Model. The main result of the present paper is a construction of
classically-accessible adaptive secure PRFSGs in the invertible quantum Haar random oracle (QHRO) model
which is a quantum analog of the random oracle model. In the invertible QHRO model, which is introduced
in [CM24] and considered in [BFV20], any party can query the same Haar random unitaries U = {Uj }ren
and their inverses U := {U)T\} AeN, where U, is a A-qubit Haar random unitary. 2

Theorem 1.1 (Informal). Classically-accessible adaptive secure PRFSGs exist in the invertible QHRO model.

More precisely, given the common Haar unitaries 2/, our construction of a PRFSG GY (k, ) — |y (z))
is the following one: For any x, k, k' € {0,1}*,

| (2)) = X ULXF|z), (1)

where X * applies Pauli X*i onith qubit foreach i € [\]. This XU X construction resembles the Even-Mansour
encryption, the simplest encryption scheme based on a single permutation [EM97, DKS12].

Our PRFSG is classically-accessible adaptive secure. Roughly speaking, it means that, for each x, | (z))
looks like an independent Haar random state even given access to U/ and /. The precise meaning is as
follows: let A(»") be an unbounded adversary such that

« AG) can query the first oracle only classically but adaptively at most poly(\) times.

« AL) can query the second and third oracle quantumly and adaptively at most poly(\) times.

Then, for any such A",

Pr 1« AGms®)UUT _ pro (] o A (k) UUN] < peg]( ), )
U+ p,k+{0,1}* U1, Onaar
where U = {U)} xen < p means that, for each natural number A, U), is sampled from the Haar measure over
A-qubit unitary group. Here, OZP/’[RFS and Opy,y are defined as follows:

o O rs(k,-): Tt takes x € {0, 1}* as input and outputs GY (k, 2) = | ¢y (2)).

* OHaar(+): Tt takes = € {0, 1}* as input and outputs |t,.), where |t ) is sampled from the Haar measure
over all A\-qubit pure states for each z € {0, 1}

PRSGs in the invertible QHRO Model. As in the plain model, PRFSGs trivially imply PRSGs in the
invertible QHRO model. As an cororally of Theorem 1.1, we also have the following result:

Theorem 1.2 (Informal). PRSGs exist in the invertible QHRO model.

The construction is the trivial one, namely, G¥ (k) outputs |¢y) = Ux|k), where k € {0,1}*. The
security means that for any polynomial ¢, ¢k>®t is statistically indistinguishable even given access to { and
ut.

The only known previous construction of PRSGs in the invertible QHRO model [BFV20] is more
complicated and requires high query depth to the common unitary. Namely, their construction has to query a
common Haar unitary Uy poly()) times. On the other hand, our construction queries a common Haar unitary
U, only at once, which is simpler construction than [BFV20].

2In [CM24, BFV20], they consider that anyone has access to A-qubit unitary U and its inverse for specific A. On the other hand,
in this work, we consider that any party has access to Haar random unitaries {U) }x and their inverses, where Uy is A-qubit Haar
random unitary for each A € N.



Our PRFSG is not quantum-accessible secure (and therefore not PRUs). We complement this result
by proving that our XU X construction is not secure quantum-accessible PRESGs, even non-adaptively and
without accessing inverse Haar unitary oracles. In particular, this implies that the construction is not PRUs.
Concretely, our attack learns the secret keys in polynomial time? given non-adaptive access to Uy and U P
using a variant of Simon’s algorithm [Sim96] for quantum states, inspired by the quantum attack on the
Even-Mansour encryption [KM12].

We also prove that a similar attack can break U P, a naturally strengthened variant of U X, but using
random Pauli P instead of random X. We believe a similar attack breaks the quantum-accessible security of
the PU P construction.

Haar Twirl Approximation Formula. To show a special case of Theorem 1.1, we introduce a new formula,
which we call Haar twirl approximation formula, which is our technical contribution. The formula is written
as follows:#

Lemma 1.3. Let k, d € N such that d > \/6k"/4. Define Sy, to be the set of all permutations over k elements.
Let A be a d*-dimentional register, and B be any register. Then, for any quantum state p on the registers AB,
) o Lot K
(MHaar,A ® ldB)(pAB) - Z dTRU,A ® TI‘A[(ROVA ® IB):OAB] S @ g 3 (3)
€Sy, 1

where Mgfa)ar(-) = Epep, USK (YUK, 114 is the Haar measure over d-dimensional unitaries, and R is
the permutation unitary that acts Ry |1, ...,2k) = |Tr-1(1), <oy Ta-1()) for all z1, ...,z € [d] for each

m € Sp.

We show Lemma 1.3 based on Weingarten calculus [CS06]. However, for applications, we do not need
any complicated facts about Wingarden calculus and Haar measure because Lemma 1.3 is stated based on
only permutation unitaries.

Alternative Proof of [MPSY24]. The above formula should be of independent interest, and will have many
other applications. In fact, by using the formula, we show alternative proof of the non-adaptive security of
PFC emsemble [MPSY24]. In their proof, they used the Schur-Weyl duality, but our Lemma 1.3 is based on
the Weingarten calculus [CS06]. This new approach will be useful in other applications.

Unitary reprogramming and resampling lemma. To prove Theorem 1.1 with the adaptive security, we
follow the post-quantum security proof of the Even-Mansour encryption [ABKM?22]. Along the way, we
develop the unitary variants of their main lemmas, the (arbitrary) reprogramming lemma and resampling
lemma. The unitary (arbitrary) reprogramming lemma can be understood as an adaptive version of the
generalization of the lower bound of Grover’s search [AMRS20], which was used in various applications
including the post-quantum security of MAC. The unitary resampling lemma can be thought of as a unitary
variant (and generalization) of the adaptive reprogramming lemma [GHHM21], which was widely used in
e.g., Fiat-Shamir signature and transform [KLS18, SXY 18] or in some of the first quantum applications of
random oracles [Unr14a, Unr14b, ES15]. We believe the unitary variant presented in this paper must have
further applications in quantum cryptography.

3A concurrent paper [ABGL24] proves that a single depth is insufficient to construct PRUs inspired by [CCS24]. However, their
attack is information-theoretic, thus two results are incomparable.

4[MPSY24] implicitly showed a similar result, but our formula is simpler. Moreover, our formula is true for any state p, while
their result holds only for specific states p on the distinct subspace.



1.2 Related work

Comparison with PRFSGs in the CHS Model. A recent work [AGL24] constructed bounded-copy
PRFSGs in the CHS model. Compared with their PRESGs, our PRFSGs have an important advantage in that
the number of queries allowed for the adversary is not limited: it is an unbounded polynomial time. PRFSGs
in the CHS model [AGL24] allows only o(\/log \) number of copies, and it was shown to be optimal. Our
result overcomes the barrier by considering the invertible QHRO model.

Comparison with previous works about invertible QHRO model. As mentioned, the invertible QHRO
model was considered in [CM24, BFV20]. In [CM24], they conjectured the Gap-Local-Hamiltonian problem
has a succinct argument in the invertible QHRO model. In [BFV20], they provide an idea of how to construct
PRSGs and a security proof sketch in the invertible QHRO model based on some (unproven but very plausible)
claim that might be proven through the Weingarten calculus. We give formal security proof of PRFSGs
without any conjectures. Moreover, our result immediately implies the existence of PRSGs in the invertible
QHRO model, which supersedes [BFV20].

Comparison with the concurrent work [ABGL24]. Ananth, Bostanci, Gulati and Lin independently
and concurrently show similar results in [ABGL24]. They consider the inverseless QHRO model in which
an adversary can query common Haar random unitary but cannot query its inverse, and construct PRUs,
classically-accessible adaptive secure PRESGs, and PRSGs in the inverseless QHRO model. The strength of
their result is to construct PRUs. They also prove that the query depth 1 construction cannot be information-
theoretic secure PRUs by suggesting the polynomial query attack. We do not construct PRUs, but our
classically-accessible adaptive PRESGs are secure even if an adversary has access to not only the common
Haar random unitary but also its inverse.

The state hidden subgroup problem We consider a variant of hidden subgroup problems when breaking
the quantum-accessible security. Two concurrent works [BGTW?24, MZ24] observe and use the quantum
state version of the hidden subgroup problem in different contexts.

1.3 Open Problems

* Can we construct quantumly-accessible adaptive secure PRFSGs in the invertible QHRO model?

* Can we construct PRUs and strong PRUs [MH24]> in the invertible QHRO model? As mentioned,
the recent concurrent work [ABGL24] shows that (inverseless) PRUs in the inverseless QHRO model.
However, their construction is broken when the inverse queries are allowed using the attack presented
in the same paper for the single query construction. Concretely, is XU XU X strong PRUs? This
candidate deviates from the known impossibility.

* For the XU X construction, can we use the same key for two X operators? Or, can we prove stronger
security of the construction, e.g., secure PRUs with pure state inputs?

* Can we find further applications of the new techniques presented in this paper? Our tools are quite
different from the tools used in the recent studies of the random unitaries; the Schur-Weyl duality

5Strong PRUs are efficiently implementable unitaries which are computationally indistinguishable from Haar random unitaries
even given access to them and their inverses.



[MPSY24] or the path-recording technique [BHHP24, ABGL24] developed in [MH24]. The Haar
Twirl approximation formula may be useful in the application of PRUs. The classical counterparts
or relatives of the unitary reprogramming and resampling lemmas are one of the main tools in the
post-quantum security analysis.

1.4 Technical Overviews

Our construction uses only single U,. Since each U, is sampled independently, it suffices to consider the
case an adversary queries the same Uy. We write it just U for notational simplicity. For k,z € {0, 1}*, we
construct PRESGs |¢y, 1/()) as

o (z)) == UXF* |z) or XFUXF|z), (4)

where X is the A\-qubit Pauli operator defined by &, X*. Here X*i acts on ith qubit. We show non-adaptive
security for U X* |z) and adaptive security for X*' U/ X* | ) based on independent techniques, which we will
explain below.

1.4.1 Non-Adaptive Security

First, let us consider when an adversary can query U only non-adaptively. This precisely means that for any
unbounded adversary A, any polynomial ¢, and any bit strings x1, ..., zy) € {0, 1}* with any polynomial ,
Pr[T < C] < 1/2 + negl()) in the following security game.

1. A can apply U on its state. Note that n; can be equal to n; for any 7 # j.

2. C samples b < {0,1}. If b = 0, C chooses k < {0,1}* and runs |¢x(z;)) < GY(k,x;) t(N)
times for each i € [¢(\)]. Then C sends |pg(21))®" @ ... @ |pp(z))*" to A. If b = 1, C sends
1) @ ... @ [10)®" to A, where |1);) is a Haar random \-qubit state for each i € [£(\)].

3. Areturns b’ € {0,1}. Note that A cannot query U after receiving the challenge state.
4. Coutputs T if and only if b = b'.

As we can see in the above definition of the security game, the adversary A can query U only before it receives
the challenge state.

Since our construction uses only single U, it suffices to claim that the trace norm between the following
two states is at most negligible in X for any polynomial ¢, £, any bit strings 1, ...,z; € {0,1}*, and any
quantum state p:

Y/
E  QUXF|z;) (x| XM UNY @ US™ ppcUy”™ 5)
Us—piga, i—1
k+{0,1}*
. t®
E ’ i®t> ®@ E US"opcUid™. (6)
g(wm ) (™) © B UZ"psol

Here f15x denotes the Haar measure over all A-qubit unitary, and 5, denotes the Haar measure over all
A-qubit pure states.



The main challenge is to compare the above two states. One possible way is to calculate the expectation
of the Haar random unitary U by invoking the Schur-Weyl duality as in [MPSY24]. However, this approach
encounters challenges due to the limitations of Schur-Weyl duality in facilitating comparisons between
different moments of the Haar measure. In our situation, a (¢/ 4+ m)th moment of the Haar measure appears
in Equation (5), but a mth moment of the Haar measure appears in Equation (6).

Solution: Approximation of the Haar Twirl. In order to overcome this challenge, we show and invoke the
following approximation formula for the Haar twirl as we state it in Lemma 1.3: for any quantum state p,

ki2
<0 (d) ; (N

where Mg?ar(-) = Epep, USR(-)UT®*, 114 is the d-dimensional Haar measure, and R is the unitary that
acts Ry |21, ..., Tg) = [Tr-1(1)s -+, Tr-1gy) forall xq, ..., 2y, € [d] for each 7 € S

From Equation (7), the Haar twirl can be approximated as the summation of permutation unitary R,.
This helps us to compare Equation (5) with Equation (6). By Equation (7) and the property of random Pauli

operator, we can show Equation (5) is statistically close to Equation (6).

1
H(M&’?M,A ®idp)(par) = Y. R A © Tral(Roa © In)pas)
ocESE

1

1.4.2 Adaptive Security

The quantitative security of the PUP construction is as follows.

Theorem 1.4. Suppose that A makes p classical queries to the PRFSG oracle and q queries to the (invertible)
n-qubit Haar random unitary oracle U. Then it holds that
34 202
B 3+ pPq
-0 ( e ) L®

The proof of the above theorem closely resembles the post-quantum security proof of the Even-Mansour
cipher [ABKM?22], which uses the standard hybrid arguments by changing the oracles. To this end, we
develop the following resampling and reprogramming lemmas for the unitary oracles.

AXNUXRU L py [AW’U — 1]

Us—p,W<—p

Pr
Us—p,(k,k")+{0,1}™

Lemma 1.5 (Unitary reprogramming lemma, informal). Consider the following experiment:

Phase 1: D outputs a unitary Fy = F over m-qubit, and a quantum algorithm C that decides how to
reprogram F.

Phase 2: C is executed and reprogram F on the subspace S and outputs the reprogrammed unitary F'. A
random b € {0, 1} is chosen and D receives oracle access (with only forward queries) to F (if b = 0)
or F' (if b =1).

Phase 3: D loses access to the oracle access, and is noticed how F is reprogrammed, and outputs a bit V.

Then, it holds that |Pr[D — 1|b = 1] — Pr[D — 1|b = 0]| < q - \/2¢, where ¢ is the maximum overlap of
any quantum state and the reprogrammed space.

Lemma 1.6 (Unitary resampling lemma, informal). Consider the following experiment:



Phase 1: D specifies two distributions of quantum states Dy, D1. D makes q forward or inverse queries to a
m-dimensional Haar random unitary U.

Phase 2: A random b € {0, 1} is chosen, and D makes an arbitrary many queries to U (if b = 0) or U’ (if
b= 1) where U’ is defined by U o SWAP , ., for |puo) < Do, |p1) < D1.6

Then, the following holds:|Pr [V = 1|b= 0] — Pr [t/ = 1|b = 1]| < 2/ 5L given that Do, D satisfy some
uniformity conditions.

We write X¥ UXF = VkU for simplicity. The real-world experiment where the algorithm is given oracle
access to VkU, U can be denoted by Hj below:

H,:U, VvV, U VY, U, .. 9)

where each U may include multiple forward and inverse queries to the unitary U, and VkU denotes a single
classical-query to the PRFSG oracle VkU = XFUXFk,
We consider the following hybrid experiments, which are close because of the unitary resampling lemma:

. U U

Ho: UV, UV,U.... (10)
Phase 1 Phase 2

H{):\l/]/,VkU/,U’,Vk',U’,.... (11)
Phase 1 Phase 2

where in Hy', we resample the random unitary U into U’ so that VkU' maps the first query to almost random
state. More concretely, for the first query x1, we define the distribution Dy samples x1 @ k for the random
key k, and D samples a random state. Then, it holds that

VU z1) = XFU'XF |21) = XF'U 0 SWAP, g |71 @ k) = XFU |p) =: |v) (12)

for random state |x). In turn, the output state |v/) also looks random.
We define W as a random unitary that maps |z1) to |v). Then, with some calculations, we can prove that
the hybrid experiment Hj, is close to the following hybrid:

H) U WU, VY, U, ... (13)

Intuitively, the first query to the PRFSG oracle is identical, and the later steps may differ slightly due to the
replacement of oracles. The actual proof requires multiple hybrid experiments in between.

Then, the unitary reprogramming lemma for F = [0) (0] ® U + |1) (1| ® U' proves the following two
hybrids are close:

H! .UwW, U VUV U,.. (14)
0 <~ k
Phase 1 Phase 2 Phase 3
H :UW, U VU, .. (15)
~  ——

——
Phase 1 Phase 2 Phase 3
(16)

6SWAP, y maps a |z) + B |y) = aly) + B |y) in the span of {|z), |y)}.



then the proof continues to reach
H,.U,W.UWU,... a7

that corresponds to the ideal-world experiment. By the standard hybrid argument, we conclude that Hj
and H,, are close, i.e., the p-query algorithm cannot distinguish the oracle X KU X* and W with a high
probability.

Simulation of Unitary Oracles. A careful reader may notice (multiple) problems in the above arguments.
In particular, if the adversary queries the same input x to the PRFSG oracle twice, some intermediate hybrid
answers them using one by Vk.U and the other by W. Another subtle problem is that reprogramming and
resampling may require the knowledge of some pure quantum states related to the oracle input/outputs.

We detour these problems by considering a stronger oracle algorithm. When an oracle W is always
queried by classical inputs by A, we consider the simulation oracle Sim (W) and corresponding the simulation
algorithm Sim(A) that work roughly as follows:

* When A makes the classical input query = to TV and obtain a pure state |¢,,) = W |z), Sim(A) queries
x to Sim(WW') and obtains a perfect classical description of |¢,) as an answer. Then it constructs |¢,)
by itself and proceeds as A. If the same query z is made by A later, Sim(A) does not make any query
and constructs |¢;) by itself again. The other behavior of Sim(A) is identical to A.

Note that even if the oracle W is changed during the experiment, Sim(A) does the same behavior. Therefore,
even if the oracle is replaced in the middle, the same input to the oracle is answered by the same output state.

By simulating the PRFSG oracles, we can extract the query information of the PRFSG oracles, thereby
reprogramming and resampling relevant spaces without affecting the algorithm’s success probability. This
resolves the subtle problems mentioned above and completes the security proof.

2 Preliminaries

2.1 Basic Notations

This paper uses the standard notations of quantum computing and cryptography. We use A as the security
parameter. [n] means the set {1,2, ..., n}. For any set S, z <— S means that an element x is sampled uniformly
at random from the set S. We write negl as a negligible function and poly as a polynomial. QPT stands for
quantum polynomial-time. For an algorithm A, y < A(x) means that the algorithm A outputs y on input x.

The identity operator over d-dimensional space is denoted by I;. When the dimension is clear from the
context, we sometimes write I for simplicity. We use X, Y and Z as Pauli operators. For a bit string z,
X7 = ®,; X*. We use Y¥ and Z7 similarly. The n-qubit Pauli group is defined as { X*Z> }ozef0,13n

For a vector [1), we define its norm as || |¢) || := v/ (¥|¢)). For two density matrices p and o, the trace
distance is defined as TD(p, o) == 3|p — 0|1 = 1 Tr [\/(p - 0)2}, where || - ||; is the trace norm. For any

matrix A, we define the Frobenius norm ||A||5 as /Tr[Af A]. For any matrix A, the operator norm || - ||

is defined as || Ao = max|y) \/ (1| ATA|¢)), where the maximization is taken over all pure state [¢)). id

denotes the identity channel, i.e., id(p) = p for any state p. For two channels £ and F that take d dimensional
states, we say ||€ — F o == maxy [[(id ® E)(|¢) (]) — (id @ F)(|¥) (])[1 is the diamond norm between
£ and F, where the maximization is taken over all d> dimensional pure states.
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The set (or group) of d-dimensional unitary matrices and states are denoted by U(d) and S(d). g and
1 denotes the Haar measure over U(d) and S(d), respectively. .Sy, denotes the permutation group over k&
elements. For m € S, and o € Sy, (m,0) € Sk¢ is the permutation that permutates the first & elements with
respect to 7 and the last £ elemensts with respect to . For 7 € Sy, we define d* x d* permutation unitary
Ry that satisfies Ry |71, ..., Tk) = |[Tr-1(1)s oy To-1()) forall oy, ..., 2y, € [d].

2.2 Haar twirl and Unitary Design

We define the Haar twirling map.

Definition 2.1. Let k,d € N and v be a distribution over U(d). We define the k-wise twirl with respect to v
./\/ll(,k) as
MP() = E USF(UTF, (18)

U+v

(k)

In particular, for the Haar measure 14 over U(d), we call it the Haar k-wise twirl, and write it by M.

Definition 2.2 (Unitary k-Design [Mel24]). Let k, d € N. We say that a distribution v over U(d) is a unitary
k-design if the action of the k-wise twirl is the same as that of the Haar k-wise twirl. Namely, for any
dF-dimensional state 0,

MB (p) = Mg (p)- (19)

M =L (20)

since Mga)ar(p) = I for any state p.

The following lemma follows from the straightforward calculation.

Lemma 2.3. For any n € N, the uniform distribution over n-qubit Pauli group is unitary 1-design.

2.3 Useful Lemmas

Theorem 2.4 (Theorem 5.17 in [Mec19]). Let 11y be the Haar measure over U(N). Given Ny, ..., N € N,
let X =U(Ny) x -+ x U(Ng). Let o = pun, X -+ X pu,, be the product of Haar measures on X. Suppose
that f : X — R is L-Lipschitz in the (*>-sum of Frobenius norm, i.e., for any U = (Uy,...,Uy) € X and

V=(W1,..,Vk) € X, wehave | f(U) = V(U)| < L\/>; |U; — V;||3. Then for every § > 0,

>
pr sz E

5] +6] < e (— W) , e

n 24172

where N := min{Ny, ..., N}

We use that the probability that an algorithm given access to U and its inverse U is a Lipschitz function
concerning U. The case when an algorithm queries only U is shown in [Kre21]. Since the proof for the case
when given access to U and U T is the same, we have the following.

11



Lemma 2.5 ([Kre21]). Let AVU pe g quantum algorithm that makes T queries to U € U(N) and its inverse.
Then, f(U) = Pr[1 « AVU"] is 2T-Lipschitz in the Frobenius norm, i.e., | f({U) — f(V)| < 2T||U — V|2
forallU,V € U(N).

Lemma 2.6 (Gentle Measurement Lemma [Win99, Wat18]). Let p be a quantum state, and 0 < ¢ < 1. Let
M be a matrix such that 0 < M < I and

Tr[Mp] > 1 —e. (22)
Then,

H _\/MP\/M S\/g (23)

Tr[Mp]

1

Lemma 2.7 (Quantum Union Bound [Gaol5, OV22]). Apply the two-outcome projective (Py,I —
Py),....,(Pn, I — Py,) sequentially on p, and let p,, be the final state conditioned on the outcome Py, ..., P,
all occurring. Suppose that Tr[P;p] > 1 — €; fori = 1, ..., m, then, it holds that

o — pmll < Ve + ...+ em. (24)

We also use the following lemma.

Lemma 2.8. Let A, B and C be square matrices of the same size such that 1: A is hermitian, 2: AB = BA,
3: B and C are positive. Then,

ITt[ABC]| < ||A]|Tx[BC]. 25)

Proof of Lemma 2.8. Since AB = BA, A and B has the spectral decomposition with the same basis {[;) };:
A =73%a; ) (Wil , B=3";bi|1:) (¥i]. Note that b; > 0 for any ¢ since B is positive. Therefore,

Tr[ABC]| = Izaz i (il C i) | < Zlazlb (il C i) < (m?XIail)Zbi (il C¢i) = [|All o Tr[BCT,
(26)

where, in the first inequality, we have used the triangle inequality and b; (1;| C' |1);) > 0 since b; > 0 and C'
is positive. o

The following two lemmas follow from the straightforward calculation.

Lemma 2.9. For any Hermitian matrix A,
All1 =2 Tr[MA] — Tr|A]. 2
Al =2 e Te[MA] - Tr4] @)
Lemma 2.10. Let A and B be registers such that the dimension of B is larger than that of A. Then, for

any unitary V on A and pure state |$) 5 g over the registers A and B, there exist a unitary W on B and a
quantum state £ on B such that

Tra[(Va ® I) |¢) (d|a] = VEsW (V' @ HWT\/Eg, (28)

where I denotes the transpose with respect to computational basis.

12



For k,d € N, define

1
Mg’ = 25 > Ro. (29)
‘o€eSK

Hg‘yiﬁ’f ) satisfies the following which are well-known facts. For its detail, see [Harl3, Mel24].

Lemma 2.11. Let k,d € N. Then, H§§;,,’“) is the projection. Moreover,
d+k—1
TrII{Ey = ( * . ) (30)
and
w5
E (W) W) = —5%5 31
) TG
where |17 is the Haar measure over all d-dimensional states.
Lemma 2.12. Let k,d € N. Then,
1 42 k
o S R, @ R, = 1", (32)

" oE€Sk

Proof of Lemma 2.12. Let A = A;...A}; and B := B;...Bj, where A; and B, are d-dimensional registers
for each ¢ € [k]. We define C; := A;B; foreach i € [k] and C := C;...Cj. Then, R, A ® R, B = R, c for
any o € Sy. Therefore Lemma 2.12 follows from Lemma 2.11. O

3 Definition of PRSGs and PRFSGs in QHRO Model

In this section, we introduce the quantum Haar random oracle (QHRO) model and define pseudorandom state

generators (PRSGs) and pseudorandom function-like state generators (PRFSGs) in the QHRO model. In the

QHRO model, any party is given oracle access to a family & = {U, } ,en of Haar random unitaries, where

U, is a Haar random unitary acting on n qubits. For simplicity, U <— p denotes U <— pox for each A € N.
We consider the following two different types of oracle accesses:

* Any party can query U but cannot query its inverse UT := {U},,cn.
* Any party can query both U and U,

We call the former the inverseless QHRO model, and the latter the invertible QHRO model.

3.1 PRSGs in the QHRO Model

The pseudorandom state generators in the plain model were defined in [JLS18]. Here we define PRSGs in the
QHRO model as follows.

Definition 3.1 (Pseduorandom States Generators (PRSGs) in the QHRO Model). We define that an
algorithm G isa pseudorandom state generator (PRSG) in the QHRO model if it satisfies the following:

13



* Efficient generation: Let \ € N be the security parameter and Ky be a key space over at most poly(\)
bits. GUU" s g QOPT algorithm that takes a key k € K as input, and outputs a quantum state |py).

« Pseudorandomness in the invertible QHRO model: For any polynomial-query adversary A", and
any polynomial t()\), there exists a negligible function negl such that

Pr [L« AU (|p)®)] = Pr [l AU ()] < negl()).  (33)
Uspi,k Ky U [ ) =y

If both the generation algorithm G and the adversary A are only allowed to query U non-adaptively before
receiving challenge states, we say it is PRSGs in the non-adaptive inverseless QHRO model.

3.2 PRFSGs in the QHRO Models

We give the definition of PRFSGs in the QHRO model and the invertible QHRO model. PRFSGs in
the plain model were defined in [AQY22, AGQY?22]. As a security, we can consider selective security,
classically-accessible adaptive security, and quantumly-accessible adaptive security. In this work, we focus
on selective security in the QHRO model and classically-accessible adaptive security in the invertible QHRO
model.

Definition 3.2 (Slectively Secure Pseudorandom Function-like State Generators (PRFSGs) in the QHRO
Model). We define that an algorithm G is a selectively secure pseudorandom function-like state generator
(PRFSG) in the QHRO model if it satisfies the following:

* Efficient generation: Let A € N be the security parameter and K be a key space at most poly(\) bits.
GUU" s g QPT algorithm that takes a key k € KCy and a bit string = € {0, 1}’\ as input, and outputs a
quantum state |y (x)).

o Selective security in the invertible QHRO model: For any unbounded adversary A, any polynomial t,
and any bit strings x1, ..., Ty(x) € {0, 1}* with any polynomial ¢,

P [ A o) () ) (34)

- Pr [ AU () [ ®)]] < negl(A). (35)

u<—.u‘7‘¢1>7"'7|¢4><_.“‘2s)\

If both the generation algorithm G and the adversary .4 are only allowed to query ¢/ non-adaptively before
receiving challenge states, we say it is PRFSGs in the non-adaptive inverseless QHRO model.

Definition 3.3 (Classically-accesible Adaptively Secure PRFSGs in the invertible QHRO Model). Let
G) be a QPT algorithm that satisfies the efficient generation property in Definition 3.2. If it satisfies the
following, we say it is a classically-accessible adaptive secure PRFSG in the invertible QHRO model.

* Classically-accessible adaptive security in the invertible QHRO model: For any unbounded adversary
AC) that queries each oracle at most poly () and can query the first oracle only classically,

)
Pr [« AOms BDUU _ pr (] o fCuuwk)UUT| < negl(X).  (36)
Us—p, kK U1, OHaar

;
Here, OZ,;{,}Z;;{S and Opaqy are defined as follows:
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OgRZ;S(k ): It takes x € {0,1}* as input and outputs GUUY (k. z) = | ().
— Obaar(-): It takes z € {0,1}* as input and outputs [1,), where [(p5) < p3, for each z € {0, 1}

4 Haar Twirl Approximation Formula

In this section, we derive the Haar twirl approximation formula, Lemma 1.3, which plays a crucial role in
proving the non-adaptive security of PRFSGs in the QHRO model. First, we intuitively explain why the
approximation formula holds in Section 4.1. Next, we introduce the Weingarten matrix and the Weingarten
function in Section 4.2, and give some lemmas of the Weingarten function in Section 4.3. Finally, we give a
proof of the approximation formula in Section 4.4.

4.1 Intuition for Approximation Formula

Our goal of this section is to show the following approximation formula, which we call Haar twirl approximation
formula: let p be a quantum state on the register AB, where the dimension of A is d¥ and B is some fixed

register. Then, for the Haar twirl Mg?ar() = Eyp, UPF(-) U8 ¥ defined in Definition 2.1,
]{32
<0 37
(%) o
1

where Sy is the set of all permutations over k£ elements, and R, is the permutation unitary that acts
R |21, ooy Tk) = [Tr-11); ooy Tom1(gy) forall oy, ...,y € [d]. )
Intuitively, the above formula is derived as follows; first, from Weingarten calculus [CS06],

|(M(a)arA ®ldB)(pAB Z RTrA®T1"A[(Rﬂ,A®IB)pAB]
WESk

(ME) s @ids)(pas) = 3. We(ro i d)Rl , @ Tralpan(Rra ® In)), (38)

o,TES}

where Wg( - ;d) is called the Weingarten function that maps an element of Sy, to a real number.” We give its
definition in Section 4.2. The Weingarten function has the following nice property?;

d=* if 7 is the identity,

39
O(d=*=1) otherwise. %

Wg(7;d) ~ {
Therefore, if we ignore all terms such that 7 # ¢ in Equation (38), Equation (37) seems to hold. We show
this formally in Section 4.4.

4.2 Weingerten Calculus

In this subsection, we review Weingarten calculus [CMN22].

We first introduce the Weingarten function as follows. Let us assume k and d are positive integers such that
k < d. Recall that S, is the permutation group over k elements, and, for 7 € Sy, R is d* x d* permutation
unitary that satisfies Ry |71, ..., Tk) = [Tr-1(1); -+ Tr-1(g)) forall zy, ..., 7y € [d]. We define k! x k! matrix
G(d) whose matrix elements are specified by two permutations o, 7 € .Sy, such that

G(d)gr = Tr[R,p1] = d* 1771, (40)

"Wg depends on k, but for simplicitly we omit k here.
8For the case when 7 is the identity, see Lemma 4.6. For other cases, we do not use it explicitly but it is shown in [CM17].
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Here, for m € Sk, || is defined by the minimum number of transpositions to represent 7 as a product of
those transpositions. Note that G(d)yr rx = G(d),,- for any m, o, 7 € Si. Let Wg(d), which is called the
Weingarten matrix, be a k! x k! matrix as the pseudo-inverse of G(d). We define the Weingarten function
Wg(-;d) : S — R such that

We(or 1 d) == We(d)or 41)

This is well-defined since Wg(d)s» = Wg(d)or rr for any m, o, 7 € S, where it follows from G(d)or rr =
G(d)or-
Weingarten calculus is the following lemma:

Lemma 4.1 (Corollary 2.4 of [CS06]). Let k, d € N. Let 4 be the Haar measure over U(d) and Sy, be the set
of all permutations over [k]. Let i = (i1, ...,ix),j = (j1, s ji)s @ = (i}, ey i%), 5" = (§1, -, 4%) € [d]".
Then,

E Uiljl" Ulk] U gt Uy jr = Z 61 o (i )6_] (5’ )Wg(To-il;d)a (42)

Ut g J1 "k

where, for € := ({1, ..., 0},), € [d]* and w € S, 7(£) = (Lu(1)s s brir))-
From Lemma 4.1 and the straightforward calculation, we have the following lemma.

Lemma 4.2. Let k,d € N. Let A denote the d*-dimensional register, and B denote any dimensional register.
Let M aB be a matrix. Then,

(MP y @ide)(Map) = 3. We(ro Sd)R! 4 ® Tra/[Map(Rea ® In)). 3)

o,TESE

Proof of Lemma 4.2. For any d* x d* matrix N, we have

= > Wg(ro ' d)Tr[NR-|R}. (44)

o,7ES}

Haar
We give its proof later. From Equation (44),

(Mt @ 38)(Man) =(1a © 1) (i ) (Mt p ©idn) (Man) (Ia & X1 Ul ) @9
J

_ZMHaaIA ) ‘ ><]|B (46)

—z > We(ro L d)Te[MO)RR] , @ i) (il @7
i, o,7€S)

= Y Welro k) m(ZTr MEDR i) Gl ) (48)
o,TES)

where MX’j ) = (Ia ® (i|g)MaB(IA ® |j)g)- From the standard calculation, we have

Zﬂ 117) (g = Tra/[MaB(Rra ® IB)]. (49)
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Thus, we have

(Mo a ®idB)(MaB) = Y We(ro 1 d)R! 5 © Tra[Map(Rra ® In)]. (50)

o, TESK

To conclude the proof, we show Equation (44). From Lemma 4.1, we have

k k .
My = Y (M&alr(N)) i) (] 51)
i,jE[d)* iJ
= Z UE Uilgl"‘UikekNﬁamUjlml"'Ujkmk |Z> <]| (52)
Hd
i,4,0,me[d]k
= > Y Newbio(h0eremWe(ro™ 1 d) i) (j| (53)

i,5,£,m€[d]* o,TESy

= > Wg(TO'_l;d)( > Nz,m5e,T(m)) ( > biog 1) <J'!)~ (54)

o,TESK £,me(d)* i,j€ld]*

From the definition of R,,

> Gialid Gl = > lo()) (il = RY. (55)
i,j€ld]* Jjeld)*
On the other hand,
Y Newmbereny= D, New(Br)me=Tr[NR;]. (56)
¢,me[d]F £,me(d]k
From the above three equations, Equation (44) follows. O

4.3 Useful Lemmas of Weingarten Function

We use some properties of the Weingarten function. First, the following lemma follows from the fact that the
Weingarten matrix is the pseudo-inverse of the Gram matrix.

Lemma 4.3. Let k,d € N. Then, for any 7,0 € Sy, Wg(m;d) = Wg(r~';d) and Wg(ron™1;d) =
Wg(o;d).

Proof of Lemma 4.3. First, let us show the former. Since the Gram matrix is symmetric by its definition, the
Weingartne matrix Wg(d) is also symmetric since it is the pseudoinverse of the Garm matrix. Thus, we have
We(m;d) = Wg(d)r,e = Wg(d)e,r = We (71 d).

Next, let us prove the latter. Since Wg (o771 d) = Wg(d),, -, it suffices to show We(d) ronr = We(d) s r
forany 7,0, 7 € Si. Form € S, let us define k! x k! matrix Wg(”) (d) such that Wg(”) (d)o,r = Wg(d)ro,rr-
Since G(d)rpar = dk—lmor =t = G(d)or, Wg™(d) is also the pseudo-inverse of G(d).
From the uniqueness of the pseudo-inverse matrix, we have Wg(™ (d) = Wg(d) for any = € S, which
implies Wg(d) g, rr = Wg(d),,, for any 7,0, 7 € Sj. O

— dk—|aT

The following are lemmas about a summation of the Weingarten function. The first lemma is shown in
section 3.1.1. of [CMS12].
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Lemma 4.4 ((CMS12)).

1
g;kwg(”;d):d(m D [dtk—1) (>7)
Lemma 4.5 (Lemma 6 in [ACQ22])).
1
Z ’Wg(md)‘:d(d_l)_,,(d_k+1)' (58)

TESK
The following lemma is a corollary of Theorem 3.2 in [CM17].

Lemma 4.6 ((CM17]). Let k,d € N such that d > \/614:7/4. Then,

(o8 <= K- o55))

4.4 Proof of Haar Twirl Approximation Formula

Now we are ready to prove the approximation formula.

Lemma 4.7. Let k,d € N such that d > \/6k™/*. Let A be a d*-dimentional register, and B be some fixed
register. Then, for any quantum state p on the registers AB,
]{32
<O|(—]. 60
o). @
1

Proof of Lemma 4.7. From the concavity of 1-norm, it suffices to show the case when p is a pure state |1)) (1.
In the following, we often write |1) (1| just as 1 for the notational simplicity.
It is clear that both matrices are hermitian. Thus, from Lemma 2.9,

. 1
H(MI({]?M’A ®idB)(paB) — Y ﬁR;A ® Tra[(Ro,a ® IB)pAB]
oESK

. 1
H(MI@}IA ®idB)(YaB) — Y %R;A ® Tras[(Roar ® IB)YAB] (61)
€Sk 1
k . 1
=2 M:BI%%(SI Tr M(('/\/ll(‘ld)dI,A & ldB)('(/)AB) — o.;k JRL’A & TI'A/ [(R0-7A/ X IB)qu’B])]
. 1
~ Tt |(Miga @ idB)(YaB) = 3 5 RL A © Trar[(Roar © In)dars] (62)
TESK

Thus, it suffices to show that both the first term and the second term are at most O (k2 /d).

Estimation of the first term in Equation (62). To show the first term is at most O(k?/d), we show

1 k?
‘TI“[MAB <<M(}fa)ar,A ®idB)(YaB) — Y ﬁR;A @ Tra[(Roar ® IBWA/B]H < O(d) (63)

oESk
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for any 0 < M < I. Without loss of generality, we can assume the dimension of B is larger than that of A.
Otherwise, we add some register C such that the dimension of BC is larger than that of A, and consider
Mygc = MaB ® Ic and [¢') sgc = |¥) ag |0-..0) . Thus, for any permutation o € Sy, there exists a
quantum state £ such that

Tra/[(Roar @ IB)YaB] = VEpRLBVEs = Vip UB\/B (64)

from Lemma 2.10. Here, for simplicity, we write that 12, g is a unitary which acts as R, on the subregister of
B whose dimension is the same as that of A, and as the identity on the residual subregister of B. By using
this, we have

1 1
Z @RL,A ® Tras[(Roar @ IB)YAB] = Z ﬁRL,A ® \/EBRL,B\/ZB- (65)

oES) oESK

By combing Equation (64) and Lemma 4.2, the k-fold Haar twirl can be rewritten as follows;

(Ml(—fa)ar A ®idB)(YaB) = > Wa(r d)R! oA @ Tra[(Rrar ® IB)Yars] (66)
o,TESE

> Wg(md)R! 5 @ Trar[(Reoar ® In)tars] (67)
o,mESk

S We(md)R! , ® VEgR! 5V, (68)
o,mESk

where we replaced the summention of 7 with 7 that satisfies 7 = wo. Then, we have

15[ Man (Mt ide)(0an) = 3 JoREp @ Trarl(Fonr @ waA/B])H (69)
oES
:Tr[MAB(<Wg(ed ) ZRTA®\fB UB\fB‘i‘ Z We(m; d)R A®\fB mB\/B>H
oc€Sk o,mESk,

T#e

(70)

<|Wg(e;d) —

Ik TI'|:MAB Z RZ,A & \/EBRI',B\/EB}

eSSy,

+ TI'|:MAB > Wg(md)Ri,A@\/gBij,B\/gB} ;
o,mES,
T#e

(71)

where we have used Equations (64) and (65) in the equality, and the inequality follows from the triangle
inequality. In the following, we show both the first term and the second term are at most O (k?/d).
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The trace of the first term in Equation (71) can be estimated as follows:

TﬂMm(Z;@A®¢&R%¢§J} E{Z;RA®¢BRm¢B] (72)
e e
<X TR AV EpRon Bl
o)
<> [TlE A]‘ (74)
€S}
:%!Cf+£-—1>, 5

where we have used

* the facts that 0 < M < I'and }°, g, RL, A® \/EBRL,B V&g is positive in the first ineqaulity. The
latter follows from Lemma 2.12;

* the riangle inequality and Tr[A]Tr[B] = Tr[A ® B] for any matrix A and B in the second equality;

. |Tr[\/gBRL,B V&gl = |Tr[éB Ry ]| < 1 forany o € S, since § is a quantum state and R, is unitary
in the third inequality;

 Tr[R}] = Tr[R,] > 0 for any o € S}, and Lemma 2.11 in the last equality.
By combing Equation (75) and Lemma 4.6, we have®

1 d+k—
‘Wg@d) [ (ZRA®\[B anB>:| ’Wg@d) dkk< i ) (76)
€Sk
K7/? d+k—1
o(E)u(*E)
k7/2
k2
< — |.
<0 ( d) (79)
Next, let us estimate the second term in Equation (71);
Tr MAB > We(md)R) 4 ©Vip meB] (80)
o,mESk,
n#e
=[Tr| > We(md)(RL A ® RLgRlp)(Ia © VEp)MaB(Ia © @3)] ‘ 81)
- o, mESK;m#e
=|Tr ( > Wg(md)Ia @ R7T,B> < > Roa® RU,B> (Ia ® Vég)MaB(IA ® \/EB)} ‘ (82)
TESk;THe oESE

Here,

7/2 2 ,3/2
ok = k ko <k—smced>\fk7/4
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* we have used R, = R, R, in the first equality;
+ we replaced the summation of 7 with 7—! and that of o with o~ in the second equality.
We want to apply Lemma 2.8 to Equation (82). Note that

* Znesk;mee Wg(m;d)Ia ® Ry B is hermitian:

t
( > Wg(w;d)IA@JRmB) = > Wg(md)Ia®R,1p (83)
meSyme reSyme
= Y  Wg(r hd)Ia®R.B (84)
TESK;THe
= Y Wg(md)Ia ® Ry s, (85)
TESK;THe

where we have replaced the summation of 7 with 7! in the second equality, and we have used
Lemma 4.3 in the last equality;

* Y pes, Roa ® Rop and (In @ V/Eg)MaB(Ia ® v/Eg) are positive, where the former follows from
Lemma 2.12;

* D respimte We(md)Ia ® Ry is commutive with 37, -, Ro A @ R, B as follows;

( Y We(md)a e RW,B) ( S Rea® RU,B) (86)

TESk;THe oc€Sk
=Y (RobaA®Rep)| Y, Wg(md)Ia® RLRWRU,B> (87)
ocESK TESE;THe
=3 (Rea@Ron)( Y We(md)a® Rory1) (88)
ocESK TESE;mHe
= Z (RyA ® RU’B)( Z Weg(o oy d) I ® Rﬂ",B) (89)
oESK ! €Sy F£e
(¥ Resofon)( ¥ Wetidlse Rop). 90)
€Sk 7' €Sy #e

where

— we replaced the summation of 7 with 7/ := owo ! in the third equality;

— we have used Lemma 4.3 in the last equality.
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Thus, we can apply Lemma 2.8 to Equation (82);

T1”[]\4AB Z We(m; d)R A®fB WB\[B]

o,mESk,
n#e

> Wg(md)Ia® RW,BH
TESK;THe oo oESK

> Wg(md)Ia® RmBH Tr [MAB(
TESK;THe

IN

> Roa®Ep aB\[Bﬂ

€Sk

oD

15[ (X Ron @ R ) (Ia © VEn) Man(ia © VEn)| 92

93)

We have already estimated the trace of Equation (93) in Equation (75). Hence, it suffices to estimate the

operator norm in Equation (93);

Z Wg(ﬂ-vd)IA ® R?T,B

H S We(md)Res
TESk;T#e S

TESE;TH#e HOO

< Y. [We(ma)

TESE;TH#e

1
“dd=D o d—krn  Weled)

i (1ro(5)) -k (1-0(%))

where we have used
* |A® Blloo = ||A|loc||Bl|co for any matrix A and B in the first equality;
* triangle inequality and || R;||oo < 1 for any 7w € Sy in the first inequality;
* Lemma 4.5 in the second equality, and Lemma 4.6 in the last inequality.
From Equations (75), (93) and (98), we can bund the second term in Equation (71) as follows;

d+k—-1 k2 k2

Tr[MAB > Wg(md)R A®\[B wanB:|

o,mESE,
T#e

Therefore, from Equations (71), (79) and (99), we have

Tr [MAB ((MI(-I]z)anA ® idB)(@ZjAB) - Z

€Sk

1
ﬁR‘T”A ® Tras[(Roar ® IBW)A/B])]

for any 0 < M < I. This implies that the first term in Equation (62) is at most O(k?/d).
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(94)

95)

(96)

o7

98)

) . (99
k2
<0 <d> . (100)



Estimation of the second term in Equation (62). To conclude the proof, let us estimate the second term in
Equation (62). To do so, it suffices to show the following;

. 1 k2
Tr {(Mg)ar,A ®idB)(YaB) — Y @R; A ®@Tra((Roa ® IB)¢A’B]} < O(d) (101)
og€ESy,
It is clear Tr[(/\/ll(ﬁ)mA ®id)(¢¥aB)] = 1. On the other hand,
1
Tl‘[ i RoA © Toal(Roar @ IB)wA/B]] (102)
ocESk
1 1
:&ﬁ[IA ®T1"A’[wA/Bﬂ +T1”[ Z %RL,A ®T1"A/[(R07A/ ®IB)¢A’B]:| (103)
ocESk;0#e
1
=1+ o > Tr[Roa|Tr[(Roa ® IB)Ya 8] (104)
ocE€Sk;o#e
Thus,
1
‘ﬂ{UiE“d(U,%k ® Ig)YaB(UL" @ Ip) — > %R;A @ Tra/[(Roar IB)wA/B]} ’ (105)
TESk
1
=2i| 2 TelRoalTi((Roa @ In)vas] (106)
ocESk;o0#e
1
<or X TR alTr[(Roa @ In)varm]| (107)
ocESk;0#e
1
<op > TilReall (108)
oc€Sk;o#e
1
:dk( Z Tr[Ry Al — Tr[IA]> (109)
ogEeSy,
1 dk
=7 (k!Tr[Hiym,)A] - Tr[IA]> (110)
1 d+k—1\
=5 (¥ - 11
(" ( : ) +) (111)
]{?2
<o X 112
_o( a ) a12)

which implies that the second term in Equation (62) is at most O(k?/d). Here we have used
* Equation (104) in the first equality;
o |Tr[(Ryar @ IB)YasB]| < 1forall ¢ € S, in the second inequality;
* |Tr[R,A]| = Tr[R, a] for all o € Sy in the second equality;

* Lemma 2.11 in the third and fourth equality.
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Therefore, by putting together Equations (62), (100) and (112), we have the desired result;

k2
< O(d) (113)

. 1
H(Mﬁ’?ar,A ®idp)(¥as) = Y. SR © Trad(Roar © In)Yarm)]
1
O

oESk

(d,k)
Remark 4.8. Our bound in Lemma 4.7 is optimal because p = W achieve the upper bound. We can
r[IL sym

check this as follows: from the concrete expression of Hg;lr’,]f ) in Lemma 2.1 1, we have
d,
MP @Ey = g gekpdPpter - Z E UStR, UM = - LS R, =1, (1)
Upa oeS Upa " oeSy

where we have used R,U®* = U®*R,, for any o € S and any U € U(d). On the other hand,

(d.k) _ )
> d—T My’ Ro]RE = ETr[ sym’ | RY (115)
€Sy, oES}
1 (d+k—1
:dk< ¢ ) S R (116)
O‘ESk
=(1+0(k?*/d)= Z R! (117)
. O'ESk
= (1+ O(k?/d)) T, (118)

where we have used Hg;l;,lf )Rg = Hg;l;f ) for any o € S}, in the first equality, and Lemma 2.11 in the second

and the last equality. Therefore,
k:2 Hsym k2
Sym ] 1

5 PRFSGs and PRSGs in the non-adaptive inverseless QHRO Model

(d,k) (d.k)
(k) Hsym 1 Hsym +
HMHaar<T (dk)}) > dkTr{T (dk)]R :|Ro

[T 0ES), [T

1

In this section, we construct selective secure PRFSGs in the non-adaptive inverseless QHRO model.
Theorem 5.1. Selective secure PRFSGs exist in the non-adaptive inverseless QHRO model.
This is shown by the following theorem.

Theorem 5.2. Let d, m,t, £ € N such that d > \/6(t{ + m)"/*. Let v be the unitary 1-design over U(d).
Then, for any quantum state p and distinct x1, ..., xy € [d],

4 L
LB, QWPzi) (il UMK @ UG pacU™ - ®( LWl ) @ B US"pmcUE
Pzﬁ;h i—1 [4hi) < A U+wva 1

<o( /) + o Um), 120

where iy denotes the Haar mesure over all d-dimensional states.
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Before proving Theorem 5.2, we show Theorem 5.1 assuming it.

Proof of Theorem 5.1. Since the proof is the same, we only show the existence of PRFSGs in the QHRO
model. Let A € N be a security parameter and U := {U, },cn be a single common Haar random unitary.
Then, the following QPT algorithm GY becomes a PRFSG:

s Fork,z € {0,1}*, GY(k, ) prepares X* |z) and query it to U, then outputs |¢y,(z)) :== U X" |z).

Let .AY be an adversary that queries {gc to Uy ®m()‘) ® (®:(/\1) Un(#))c before receiving challenge states from

the challnger, where 7 and m are a polyn0m1a1 of A, and n(i) # X for all ¢ € [r]. Note that this does not lose
the generality. Then, for any polynomial ¢, ¢, and any 1, ..., z, € {0, 1}*, the probability that A“ outputs 1
when it receives |y (21))®' @ ... @ | (24)) " is

L (1 AY(|pr(x1)) (Dr(21)| @ ... ® | (o) (D1 (20)[*")] (121)
l'<:<—{0,17}A
¢ 7(A) T(A)
= LB, (UAXF [23) (il XMUDR @ (USE © Q) Ungiy.c)éBe (U © @) Un( (122)
k{0, 1}>\ =1 i=1 i=1
l
= E (UNXF |a3) (] XMUDR @ U ppcUTS" (123)
U)\<_/J'2/\7 i=1 ’ ’
k«{0,1}*
l
= E  QUs\Pzi) (| PUDK @ ULE pcULH" (124)
Ux<pigx, im1
P+v

where

* pBc is defined as

r(2) ()
pBC = (I ® Q) Upi).c)ésc(B @ Q) Uny (125)
=1 =1

and we have inserted it in the second equality since n(i) # A for all ¢ € [r];
* v is the uniform distribution over all A-qubit Pauli operator, and, in the last equality, we have used

E XFlo)(z| X" = E  XFZV|2) (x| Z2F XM = E Pl2) (z| P (126)
k«{0,1}* k,k'<{0,1}* P+v

for any = € {0, 1}” since any Pauli Z does not cahnge |z) except for a global phase.

On the other hand, we have

W8 e A ™ @@ ) (0l ™) (127)
[91)50ns )=\
r(A) ()
—®(% WJZ <wz\®f) ® K ®®U o)épc( UAB®®U w.o)lt (128)
~& <¢Z 1) W’Z‘@t) ©, B UiirecUis" (129)

25



where ppc is defined above. Therefore

\ P 1L A u() (0r(0)|* © . © |x(e)) (B1(0)| ™)
k<—{0,1’}’\

_ Pr 1 AY(Jg) (1% @ ... ® [ibg) (e "))

u(;lu’QA )

1)) 115

(130)

¢ ¢
<| E  @QWPlxi) (2| PTUDR © UL pscUlH" ®( e <wz|®t) © E UgpecUE"
Un<tipn, .= ’ AN Ux<=pigx 77 oy
P+v
(131)
me (tl + m)*
<ol + o tLxmP) .
<negl(A), (133)

which implies GY is a PRFSG in the non-adaptive QHRO model. Here, we have used Lemma 2.3
and Theorem 5.2 in the second inequality. 0

Before a proof of Theorem 5.2, we show the following lemma.

Lemma 5.3. Ler d, k,{ € N and v be a unitary 1-design over U(d). For { distinct x1, ...,z € [d], define
x = (x1,...,x¢) and

k
A = 3 Q) lyi) (il (134)

Y1, Yk Eld]/{zr,. me} =1
Then, for any d*-dimensional state p,

Tr[A®) | pEk,ptek] > m%. (135)

P+v

Proof of Lemma 5.3. Note that

A
—A@ = > @ lyi) (wil < > Aiy, (136)

Y1y Yk €[d] i=1 i€[k].jele]
yi=x; for some i€[k] and jE€[¢]

where A; j = I @ |z;) (x;] ® I®%~%. Then,

Te[(I — A®) E p®k,piek) < Tr[Aij E P®kaT®k (137)
P+v ]
i€[k],j€[¢]
= > Tlp E PIEA; PO (138)
i€|k],j€[¢]
I®k
= Y T (139)
i€[k],j€[¢]
ml
== 140
R (140)
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which implies Equation (135). Here, the inequality follows from Equation (136), and the second equality
follows from the definition of A; ; and v is a 1-design as follows:

4 -1
E PT®RA;  POF = JE 197V @ P12 (x| P I9F1 = gf®’€. (141)
O
Now we are reday to prove Theorem 5.2.
Proof of Theorem 5.2. Let x = (x4, ...,x¢) and
k
A = > & lyi) (il - (142)
Y1, Yk €[]/ {m1,50 0510} =1
Define
k ®k
¢so= E P5pecPh (143)
and
A(Z) A(x)
o = —B=PCTB. 53)0 B_ (144)
Tr[A5 ¢BC]
Note that
, mé
I€c — €&Bell = O/~ (145)
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from Lemmata 2.6 and 5.3. Let us consider the following sequence of matrices:

1

Pibc = B QUP|xi) (ni PIUNZ & U™ ppcl™
ds -

Py =1

~

~

1 m m
Phbe =, B, @) (m UNR' & U™ el

~

2 m m
PRbo =, E, @) (m UNR' @ U™t

1
PABC = D Jiem 7 Re.aB © Trag(R] AB ® |2i) (2] ' © Epe)]

TESte4m =1
) 1 L t
/
PABC = < > deU> ® Z R ® Tre[R; g¢Bc]
oES} TESm

Y4
5
PE&%C = ® (
(6) ‘
PABC = g (I?/) Lo

;

05830 = ® (
(8) é

PABC = ® (

i=1 |wz><_ﬂd

wz ¢1|®t> 7— B® TI"B[ Tr,BfﬁC]

i) ES

|
‘wz wz‘®> ® E UgmeC T®m
M)

|7/)1> <¢z|®t >A ® Ugud UngBCUE@)m'

o) (Wil®") @ E Ug"tsc Ufgm

[vhs) <

We argue p(~ Y is indistinguishable from p(* for each i € [8]:

. ,05830 = pggc follows from the left and right invariance of the Haar measure:

VA
0
Pibo =, B @WUP i) el PIUNR © U5 oo U™
P(—I/, =1
= ® (U |23y (2] UDR @ (U PHEF ppe (U PHE™
U<—ud, i=1
Py —

- E ®U i) (i UNR © UR* (B P*pecPs"UL™

U'+vy

= E ®U\xz ) (2| UNZ @ ULk egcUL™

U'<+vy

1
= pE\%?.C’

where we replaced the expectation of U with that of U’ := U P in the second equality.

HPABC ,OABCH1 < O(y/ml/d) from Equation (145).
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(148)

(149)

(150)

(151)

(152)

(153)

(154)

(155)

(156)

(157)

(158)

(159)



o 10k — Pikcll < O((# 4+ m)2/d) by Lemma 4.7.

. pEAEC = p&%c from the following observation. Suppose that ™ € Sy, cannot be decomposed into

7 = (01,...,00,7) forany oy, ...,00 € S; and 7 € S,,. Then, for any state |¢)g,
¢
(Ia @ AR ) Rr,aB(Q) 1)) a |6 = 0 (160)

from the definition of A(*), which implies

L L

Tras [RL,AB(® |z:) <9Uz‘|§t ® fﬁc)] =Tras [RIr,AB(® |z:) (xl A ® fBC)AB] =0 (161)
i=1 i=1

for such € Sip1,,. On the other hand, if 7 € Sy, can be decomposed into 7w = (o1, ..., oy, 7) for
some o1, ...,0¢ € Sy and 7 € S,,,, we have

q}AB[ wAB(Q@L% aﬂ ®§BC>}—IHAB[R&1,WT AB(Q@im Jﬂ ®§BC)]

(162)
¢ t,0
=TranB |:<<® RJZ) & RT,B) <® |;) <$Z|§t & 5430>}
i=1 A i=1
(163)
= ((TL (R fo) 0] ) ol ) (164)
1€[{]
= Trg[R] 5éhc). (165)
Thus,
1 ¢
PQA%C = > qirm BraB ® Tran [Rjr,AB < & |zi) (il ' @ 530)} (166)
7r€Stg+m =1
1 ¢
t
= Z dt@er R(Ulv"'vgsz)vAB ® TrAB |:R-(|‘O'17...,O'[,T)7AB < ® ‘xl) <ﬂ?1|§ ® 5;30>:|
O14e,00ESE, TESM =1
(167)
1 ¢ ;
- Y < ® Rgi) ® Ryp ® Trs[R! 5éhc] (168)
O14.0,00ESE, TESM ; A
= ( 2 R) © Z Rrp © Trp[R] pépc] (169)
O'GSz TESH
b 70
. pr,,gc - Pgsc”l < O(¢t?/d) as follows: for each j € [¢ + 1], define
/( ) j_l ot 1 ®e—j+1 1 T
!/
PABC = <®< |¢@> (Wi > < > tRa) ) ® Y ——R.p® Trg[R] gépcl-
oESt TESm
(171)
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From Lemma 2.11,

o _ L _ £
|wz> ‘W Wil =2, dd—1)..(d—t+ 1)R” B (1 - O( d)) dtR”’ (172)

o€St oES

which implies [ p{hc — pAac 11 < O(t2/d) for all j € [0]. Since PR = plhc and pipe =

b we have [|phe — Pasclh < O(42/d).

o 10%he — PLlli < O(m?2/d) from Lemma 4.7.

HpABC PABc”l < O(y/mf/d) from Equation (145).

. pgéc = 53%30 follows from the left and right invariance of the Haar measure:

¢
05830 - ®<

i i ®t E Xm t®@m 1
LB W) © B UgescUl (173)

a ® (% 1) w2|®t) ® E Ug (PE PE* ppc PIER) UiE™ (174)
— ® (w L) wz!®t> ® U%VEP%V(UP)B PBC (UP)LM (175)
- é <¢1> 1) d”'@t) ®,E, Ug"oncUs™" (176)
- p%c’ (177)

where we replaced the expectation of U with that of U’ := U P in the last equality.

Therefore, from the triangle inequality, we have

ml tl +m)?
Ioithe — sl < 01/ %) + o (0, (178)

which concludes the proof. O

6 Adaptively-secure PRFSGs in the invertible QHRO Model

In this section, we prove the following theorem.

Theorem 6.1. Classically-accessible adaptively-secure PRFSGs exist in the invertible QHRO model.

6.1 Construction

We consider the following construction:

VU g) = XM o U o X*0|¢) (179)
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where a key k = (ko, k1) € K specifies two independent operators X*0, X*1 ¢ U(d).”° The following
theorem shows that VkU is a pseudorandom unitary if the queries are all classical, meaning that the input register
of VkU is measured in a computational basis before every query. This implies Theorem 6.1, combining with
the proof of [AGQY?22, Theorem 5.14], which says that if U is a Haar random unitary, then |z) — |2) @ U |z)
is adaptively-secure PRFSGs.

Theorem 6.2. Let Vj, be in Equation (179). Suppose that {X*},. is such that, for any b € {0,1} and
x €{0,...,d — 1}, X* |2) is uniformly distributed over {|0) , ..., |d — 1)} for random k. For any A having
access to two oracles that makes p classical-input queries to the first oracle and q queries'! to the second
oracle (including inverse queries), it holds that

3 2,2
Pr {AVkU,(U,UT) N 1} _ Pr {AW,(U,UT) - 1“ -0 ( p+pq> ) (180)
U—pg,k—K Upg,Wé—pq d

6.2 Preparation I: Lemmas

We use the following lemmas to prove the security of Equation (179).
For two quantum states |a) and |b), define the generalized swap operation

SWAP‘“M@ e ‘CL) + ,8 |b> + ‘C> — ’b> + B ]a> + ’C)

for any |¢) € span(|a),|b))*.12 It is the swap operation between two states if (a|b) = 0. We sometimes use
SWAP,, ;, for brevity.
Our two main lemmas are stated below. We give the proofs in Sections 6.5 and 6.6.

Lemma 6.3 (Unitary reprogramming lemma). Let D be a distinguisher in the following experiment:

Phase 1: D outputs a unitary Fy = F over m-qubit and a quantum algorithm C whose output is a quantum
state p and a classical string that specifies a classical description of the following data: a set S of
m-qubit pure states and a unitary Ug such that, for the span S of all states in S, Ug acts as the identity
on the image of I — lls, where llg is the projection to S. Let

€= sup Ig,[unswﬂ . (181)

|) :m-qubit state

Phase 2: C is executed and outputs p, S and Ug. Let Fy := F o Ug. A bit b is chosen uniformly at random,
and D is given p and quantum access to Fy, and makes q queries in expectation if b = 0, and sends the
quantum state vy, to the next phase.

Phase 3: D loses access to Fy, and receives vy, and the classical string specifying the classical descriptions S
and Ug outputted by C in the second phase. Finally, D outputs a guess /.

Then, it holds that
[Pr[D = 1|b=1] —Pr[D - 1|b=0]| < q- V2e. (182)

In fact, the trace distance TD(v, v1) between two cases after Phase 2 is at most q\/2¢.

0The independency of ko and k; are used in the proof of Claim 1.
U'We do not count the queries used by ViU
12This map is well-defined unitary as a (rotated) reflection in span(|a), |b)).

31



Lemma 6.4 (Unitary resampling lemma). Let D be a distinguisher in the following experiment:

Phase 1: D specifies two distributions of d-dimensional qudit pure quantum states D}, D' such that
E |pi) (ui| = I/d fori = 0,1. D makes at most q forward or inverse queries to a d-dimensional Haar
random unitary U©) := U, and sends the quantum state v to the next phase.

Phase 2: Sample |po) < D, |u1) < DY. Abitb € {0, 1} is uniformly chosen, and D, given v and classical
descriptions of |po) , |141), is allowed to make arbitrarily many (forward or inverse) queries to an oracle

that is either U®) ifb=00or UMV := U o SWAP o ., if b= 1. Finally, D outputs a bit b'.

Then, the following holds:

|Pr{t) =1b=0] —Pr[t) =1]b=1]| 32@. (183)

In fact, the trace distance between two distributions (v, |po) , | 1) , UQ) and (v, o) , |p1) , UM) is at most
24/ %1 where U and U’ are perfectly given as their classical description.

The following fact is (implicitly) used in this section multiple times.

6.3 Preparation II: Simulations

We occasionally consider that the algorithms or oracles have perfect knowledge of quantum states or unitaries,
without hurting the algorithm’s behavior. This section explains the classical simulation or descriptions of
quantum objects. Here and below, we fix a way to express (unnormalized) pure quantum states |¢) and unitary
U by classical strings str(|¢)) and str(U)—for example by the amplitudes of the state or matrix that describes
the unitary.

We define the classical simulation of the unitary oracle U with the classical-input access as follows.

Definition 6.5. Ler U be a d x d unitary. We define a classical simulation oracle Sim(U) with the
classical-input queries that are defined as follows:

e It maintains a list T of tuples of two strings representing quantum states, initialized by T = ().
* For the j-th query xj € {0, ...,d — 1}, it does:

— Ifthere isno £ < j such that (x¢,str(|1pe))) in T, it defines |1;) := U |x;) and returns str(|1);)).
It appends (xj,str(|1);))) at the end of T.

— If there is { < j such that (xy,str(|tg))) in T, it returns str(|yy)). It samples a new x' €
{0, ...,d— 1} where there is no { < j satisfying the above condition, and appends (x’,str(U |z')))
at the end of T'. 3

The list T after the j-th query is denoted by
Ty = {(a.str([9)))} - (184)

We define X := span(|x1), ..., |x;)) and V; := span(|v1) , ..., [1;)).

3This step is to maintain the same size of the list.
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Lemma 6.6. Let AW be an oracle algorithm that only makes classical-input queries to W. Then, there exists
an oracle algorithm Sim(A)S™W) with the same number of queries whose output is identical to AV . In
particular, Pr[AY — 1] = Pr[Sim(A)S™W) — 1].

Proof. We define B := Sim(.A) as follows:

* It runs A, but when A makes the j-th query z; to W, B makes query z; to Sim(WW') and obtain
str(|2);)). It recovers |1;) and returns to A as the output of the j-th query.

o If A terminates, 3 outputs whatever A outputs.

From the perspective of A, the oracle answers are always identical, proving the lemma. O

6.4 Security Proof
Given the lemmas, we will prove Theorem 6.2. In other words, we will prove Equation (180).

Proof of Theorem 6.2. We call the algorithms in the real world when accessing the oracles VkU, (U,U T), and
in the ideal world when accessing W, (U, UT). Below, we occasionally write U to denote the oracle access
to both U and Ut. We let B := Sim(A) and prove the indistinguishability with respect to the simulation
algorithm B with the simulated oracle Sim(W) or Sim(V,Y).

Recall B maintains the list T'; after the j-th pure state query, we write

Tj = {wjaStr(’¢i>))}i€[j] (185)
to denote the current 7', where it holds |¢);) = W |z;) in the ideal world, and
i) = V¥ |zi) = X¥ o U o X% |z;) (186)

for some k in the real-world experiment for i € [j].
We write IT)_, f; to denote fi o ... o f;; the order is important because we use the notation II for the
product of unitary operations. Following [ABKM?22, pp. 9-10], for any unitary U, we define:

J J
51“].7(]7]{; = H SWAPXkO|xi>7UTO(Xk1)T|wi>’ ?Tj,U,k = H SWAPUXkO\xZ),(Xkl)TWl)’ (187)

i=1 1=1
and define
Ur, = Ul = U © Gy (188)
for unitaries U. For any |z1) , [x2), |y1) ,|y2) and U, SWAPy |,y v}y,) © U © SWAP|,,y 1,y equals to
SWAPU\ml),U\y1> o SWAPU|I2>7U|y2> oU=Uo SWAP‘x1>’|y1> o SWAP|$2>7|y2>, (189)
which gives
Ur, ke = gTj,U,k oU. (190)

We divide the execution of B into p + 1 phases P, ..., P, where P; describes the execution between the
i-th and (7 + 1)-st queries to the first oracle; Py corresponds to the execution before the first pure state query.
Let g; denote the expected query number of B to the second oracle during P;. It holds that ¢ = ?:0 qj-
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We define the following sequences of experiments:

. U U U
Hj,O quVan )W7U) Vk 7UTj,ka Vk y " aVk )UTj,k (191)
—_———
Po,....P; (j-+1)-st pure state query and Pj {1 Pjio,....Pp
H .- Uj Uj Uj
7,1 U,VV,U, 7W7 U7 Vk 7[Uj]Tj,k7 Vk ) 7Vk 7[Uj]Tj,k (192)
—_—————
Po,....P; (j+1)-st pure state query and P41 Pjyo,....Pp
U;
H;,:UWU,--- WU, W, Uz, ks V7, Vk U ke (193)
—_———
Fo,.... P (j+1)-st pure state query and Pj 41 Pji2,....Pp
. U
H;3:UWU,--- WU, W, Ur, ks Vi, Vk yUT 1 k (194)
~—_———
Po,...,P; (j+1)-st pure state query and P41 Pjt1,.,Pp
. U
Hj 10:UWU,--- WU, W, U, Vi, Vk JUT ok (195)
——
F,...,P; (j+1)-st pure state query and Pj 1 Pjy1,...,.Pp

where U; will be specified later in the proof of Claim 2 where its actual definition is used. The characters
(with super/subscripts) in the descriptions of hybrids denote:

U: It denotes the phases F, ..., PP, that may contain multiple queries to the unitary U.

V,W: They denote a single pure state query to the corresponding simulation oracle Sim(V') or Sim(W).
Recall the oracles also store the query list 7'. If the j-th query input |x;) coincides with the previous
(-th query for some ¢ < j, the simulation oracle returns |1)y) without making the actual query.**

Note that Hy g and H,, o correspond to the real- and ideal-world experiments, respectively.

We write B(Hj; ;) to denote the algorithm with the hybrid experiment H; ;.. We will prove the following
claims, which correspond (parts of) [ABKM22, Lemma 6,7]. Note that in Claim 3 we connect the hybrid
H; and H; 3 and H, » appears as an intermediate hybrid in between.

Claim 1. |Pr[B(H,3) — 1] — Pr [B(H;j110) — 1]| < 4qj41/6p?/dforj =0,...,p — 1.
Claim 2. |Pr[B(H,o) — 1] — Pr[B(H;1) — 1]| < 2y/6g/d for j = 0, ...,p — 1.
Claim 3. |Pr[B(H;1) — 1] — Pr[B(H,3) — 1]| < 4y/p/dfor j =0,...,p — 1.

We prove these claims later. Given these claims, we prove our main result as follows.

IPr[B(Hoo) — 1] — Pr[B(H,) — 1]] (196)

< Z (4%“\/ +2f+4\f) (197)
[6p2 6

< 4q % + 2p\/? + 4p\/§ (198)

=0 (1/])34;;)2(]2) . (199)

This proves the desired result. O

4For example, even if [¢¢) = W |x¢) holds and the j-th oracle query is to ViU, the oracle returns the stored output |1)). This
resembles the assumptions that no same queries are made in the (classical or post-quantum) random oracle/permutations.
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Proof of Claim 1. Recall this claim compares the following two hybrids:
Voo Vi U (200)

Hj,3 ZU,M/,U,‘ T 7WU7 W7 UT]‘+1J¢,7
—_———
Py,...,P; (j+1)-st pure state query and Pj 1 Pjy1,...,Pp
. U U
Hj—}—l,() ‘U7I/V7U7' T 7VI/7U7 VV7U7 Vk y T 7Vk 7UTj+1,k (201)
——
Py,...,P; (j+1)-st pure state query and Pj 1 Pjt1,.,Pp

Note that the only difference between the two hybrids is the second oracle in the phase Pj 1. We define the
following distinguisher D using B to invoke the unitary reprogramming lemma (Lemma 6.3):

Phase 1: D samples Haar random unitary U and defines a unitary
Fo=F=10)(0|@U+[1)(1|aU. (202)
It defines the following algorithm:

C: It samples Haar random unitary W and k < K. It runs BB by answering the queries to the second
oracles using U and one to the first oracles using Sim (W), until after answering the (j + 1)-st
query to the first oracle with the intermediate state p. Until this point, D gets the list

Tjr1 = { (@i, str([vi)) Yiepja) (203)
of the input-output states to W. It then computes .S and Ug such that

Fi = FoUs=10) (0] @ Uz, + 1) (1| ® U, (204)

+1,k

holds by choosing Ug := |0) (0| ® 6Tj,U,k + 1) (1| ® 6’}%&1«
Explicitly, the following choice of S suffices by definition of Ur, , x and Equation (190):

{10) @ X% |z;),10) ® Ut o (X*)T i) 1) @ UXH ) 1) @ (X*)T ) HET. - (205)

We define the following subsets:

Soo == {]0) @ X0 &)}, Sor == {[0) @ Ut o (X*)T )}, (206)
S = {1 @UX |z}, 8= {[1) @ (XM ) (207)

Phase 2: C is executed and outputs S and p, and D is given quantum access to Fy. D resumes running 3
given p, by answering the queries using F,. When B makes the (j + 2)-nd pure-state query, this phase
is finished.

Phase 3: D is now given the classical string specifying k, W, T} 1. D resumes running 3, answering the
queries to the first oracle using Sim(VkU) (with the list T)j 1) and the queries to the second oracle using
Ur; 1 k- Finally, D outputs whatever 5 outputs.

This distinguisher D fits in Lemma 6.3. Also, if b = 0, the distinguisher accesses the oracle exactly as in
H; 10, whereas b = 1 gives H; 3.

The expected number of queries in Phase 2 is exactly the expected number of queries in Pj 1, that is,
¢j+1- To bound €, note that the last register of each vector in .S, described in Equation (205), is applied by
1-design unitaries over random k. We will show that the following inequality holds:

2] _ 12p?
E ITs 6] < =~

The claim is followed by the unitary reprogramming lemma. O

(208)
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Proof of Equation (208). For any b, c € {0, 1}, Sp. is the set of j + 1 orthonormal states. Let II;. and IT,,
be the projections to the span of Sp. and Spg U Sp1. Also note that the states in Spg U Sp1 and the states in
S10 U S11 are orthogonal. Thus it holds that

ITLs |¢) I* = [ITo |¢) [I* + [|TL1 |¢) || (209)

and we bound each term. Below, we give the upper bound of ||TIg |¢) ||?
same upper bound for ||TT; |¢) ||2.

Note that [IpIIg, = Ilpp. The following can be easily verified:

, and the same argument gives the

1§ = (o — Moo — Mo1)? + (oo — Mop ) (210)
which gives
1T |¢) ||I* = ||(TTp — Moo — TTo1) |¢) I + || (TToo — Mo1) |) |2 (211)
< || Moo (o — oo — Moy) [é) [|* + ||(Io — Igo) (Io — Moo — Moy ) |¢) |12 (212)
+ (IMoo |6) [| + I TTox o) [1)? (213)
= || TooIlo1 |6) [|* + [|(TTo — Ioo) (Lo — o) @) || + (/Moo [#) || + [ITlox [9) [)*  (214)
< [ Tooo1 |3 + [|(To — Too) (o — To1) I3 + 2|Tlgo [¢) [|* + 2[|Toy |¢) |12 (215)

where the first equality is obtained by considering (¢| () |¢) on Equation (210), and the inequality holds
because 1) we decompose the first term by the range of I1yp and (ITy — I1y), and 2) we apply the triangle
inequality on the second term. In the last inequality, we use the property of the matrix 2-norm and
(a +b)? < 2a? + 2b%. Using this inequality, we will prove that, using j < p — 1,

205 +1)2+4(j +1) _ 6p?

E |11 2= < = 216
E T [0) | - < @16)
By similarly bounding E ||TT; |¢) ||, we have the inequality ||TIs |¢) ||* < %, which concludes the proof of
Equation (208).

Recall that |¢);) = W |x;) for all i. For convenience, write Soo = {|ai1),...,|a;4+1)} and So1 =

{161, ey [bj11) } where |a;) == |0) ® X*0|2;) € Sp and |by) := |0) @ UT(X*)TW |24) € Sp1. For any
i,0 € {1,...,7 + 1}, it holds that

1
E [ fai) (@il - [be) bel I3 = E | (belai) |* = E | (x| WIXHUX® |z) |2 = p (217)

because Ei [ X5 |x;) (2;] (XF0)] = I/d.

We now give the upper bounds on the terms in Equation (215) in expectation over W, k, which are
randomness chosen by C. The third and last terms can be bounded by 2(j + 1)/d each easily.

Note that Sy is an orthonormal set for b = 0, 1, thus Ilog = > |a;) (a;|, o1 = Y |bs) (bs] . It holds that

IEHHoonH% :IEH > ai) (as] - 1be) (bel |13 (218)
1<, 0<j+1
i+ 1)2
SE Y oa) el o) (ol )3 = U1 @19
1<4,<5+1
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where we use ||A + Bll2 < max(||A|l2, || Bll2) < \/||Al|l3 + || B]|3 for two orthogonal projectors A, B such
that AB = 0, and ||AB||2 = || BA]||2 for two matrices. This gives an upper bound on the first term.

For the second term, note that || (ITp — I1gg) (ITp — ITo1)||2 = ||TIo1ILgo||2 is well-known' if their ranges
have only a trivial intersection {0}, which happens with probability 1. This gives the same upper bound on
the second term. O

Proof of Claim 2. Recall this claim compares the following two hybrids:

Hj,O : U7 W7 U7 T W7 U7 Vk‘U’ UT]'»]W VkU’ o VkU’ UTj7k (220)
—_——_—
Fo,....P; (j+1)-st pure state query and Pj 1 Pjio,..,Pp
U U; U,
Hj71 : U’ W7 U, ) W/a Ua Vk j’ [Uj]ijk7 Vk J’ o Vk J’ [Uj]ijk (221)

—_————
Po,....P; (j+1)-st pure state query and Pjy1 Pjyo,....Pp

Note that U; is yet to be defined; we will define U; by U o SWAP, .., for some d-dimensional qudit states
|to) 5 |111). The only difference between the two hybrids is that the unitary U in H; o from the (j + 1)-st
phase is replaced by U; in H; ;.

We define the following distinguisher D using B to invoke Lemma 6.4:

Phase 1: D samples a d-dimensional Haar unitary W and specifies the following two distributions of
ko) » k)

Dy :={[0),...,[d— 1)}, (222)
DY := {d-dimensional pure states}. (223)

Given access to a d-dimensional Haar random unitary U(®) := U, D runs B5™W).U until B asks the
(j + 1)-st query x4 to Sim(W). This phase is finished before answering this query. Until this point,
D gets the list Tj = ((w4,str(|1):))))ie[j) of the input-output states to V.

Phase 2: Samples |uo) « DF, ie., po + {0,...,d — 1}, and |u1) < D} and b + {0,1}. Now D got the
(j + 1)-st query |x;41) for some x4 € {0, ...,d — 1}. D defines k so that X* |z;11) = |uo) and
randomly chooses k;. Given oracle access to U (), D resumes running B, answering the remaining
queries to the first oracle using VkU(w and the remaining queries to the second oracle using [U (b)]Tj,k.
In particular, the (j + 1)-st query x4 to the first oracle is answered by U |p1).

The distinguisher fits in Lemma 6.4. Also, by defining U; := UM, the case of b = 0 corresponds to
H;, and b = 1 corresponds to H; ;, respectively. Since E |p;) (1;| = I/d holds for i = 0, 1, the unitary
resampling lemma proves the claim, where the number of queries in the first phaseis go + ... +¢; < ¢q. [

Proof of Claim 3. We consider the following variations of the second phase of the experiment in the proof of
Claim 2, where we highlight the changed parts by red and the omitted parts are identical to Phase 2:

!

(lfllu“((\pj))|/1'1>
”([71_[[;‘((\11].))“1/1 )

Phase 2-1: Samples |po) < DF and |p)) < Dy and b < 1. Define |p1) =
®; = span(|i1) , ..., |1;)) as defined in Definition 6.5.

ik Here

5]t can be proven as follows. Let Ro, Roo, Ro1 be the ranges of the projectors Ilp, IToo, Ilo1. Then it holds that Ry =
Roo ® Ro1 = Ry @ Rnn = R& @ Ry, which implies that there exist unitary Uy, U; such that Uy : Roo — Rp; and
Uy : Ro1 — Rpo. ForU = U@ Uy, it holds that Ty — IToo = UTlo, UT and vice versa, which proves || (ITo — oo) (IIo — Io1) |2 =
HUH(nUTUHooUTHz = ||TTo1 oo |.
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Phase 2-2: Samples |uo) < D} and |p11) is defined by UTW |2;,1) and b + 1. ... In particular, the
(7 + 1)-st query x4 to the first oracle is answered by U |p1) = W |xj41).

Phase 2-3: Samples |p) < D} and |y1) is defined by UTW |z;11) and b < 1. ... answering the remaining

queries to the first oracle using V" (I — Il an(; 1), (X k01 |y))) and the remaining queries to

the second oracle using [U (1)]Tj7k. The (j + 1)-st query xj41 to the first oracle is answered by
Ulpm) =W lzj).

Phase 2-4: Samples |1) < D} and |y1) is defined by UTW |z;11) and b < 1. ... answering the remaining
queries to the first oracle using VkU “ and the remaining queries to the second oracle using [U (1)]Tj’ k-

We write H§11), H§41) to denote these changed hybrids. In Phase 2-3, we only change the output [¢))

according to the oracle’s answers in the list 7.
* Note that H; ; coincides with Phase 2 with b = 0, and Hgll) only differs the projective measurement.
We think Hgll) as applying the projection (I — Iy i(g,)) on | w) and proceeding conditioned on its
success. Note that |;/}) is independent from U and the states in W¥; are orthogonal to each other. Thus,
the projection fails with probability

j .
J
Tty ) I = D1l U ) 2 = 5 < (224)
i=1

RS

By the gentle measurement lemma, we have | Pr[B(H; 1) — 1] — Pr[B(Hgll)) — 1]] < /p/d.

* Phase 2-2 is identical to Phase 2-1 because |1 is uniformly distributed over Im(Z — Iyt (g,)) in both
cases. Note that this corresponds to

, U; U,
Hj,? : U)W> U) 7W/7U7 LI/,UTj+1,k, Vk])"' 7VkJ7UTj+1,k' (225)
—_———
Po,....P; (j+1)-st pure state query and Pj 1 Pjio,....Pp

* For Phase 2-3, forany = € {0,...,d — 1} \ {z41}, the expectation over U, W, k satisfies

‘2 - é (226)

which represents that the projection on input z fails. Therefore, by the quantum union bound
(Lemma 2.7), we have

E (] X% )|

=B (21| UWTXF |2)

PrBHE) - 1) - Pr{BHY) »1]| < \/g. (227)
* Finally, Phase 2-4 corresponds to
Hj3:U WU, WU, W, Uty g Vil Vi Urppe (228)
————
Fo,....P; (j+1)-st pure state query and Pj 1 Pjio,..,Pp

Since VY and VkUj are identical in Im(HSpan(|rj+1>’ (X*0)7|up)))» the same argument above shows that
PrB(H) — 1] - PrBH(Y) — 1]| < \/g (229)
Combining the above, we prove the claim. O
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6.5 Proof of Unitary Reprogramming Lemma
This section proves Lemma 6.3. We recall the statement below for convenience.
Lemma 6.7 (Unitary reprogramming lemma). Let D be a distinguisher in the following experiment:

Phase 1: D outputs a unitary Fy = F over m-qubit and a quantum algorithm C whose output is a quantum
state p and a classical string that specifies a classical description of the following data: a set S of
m-qubit pure states and a unitary Ug such that, for the span S of all states in S, Ug acts as the identity
on the image of I — Ilg, where llg is the projection to S. Let

e= s E[[Os]e)]’]- (230)

|p):m-qubit state

Phase 2: C is executed and outputs p, S and Ug. Let Fy := F o Ug. A bit b is chosen uniformly at random,
and D is given p and quantum access to Fy, and makes q queries in expectation if b = 0, and sends the
quantum state vy, to the next phase.

Phase 3: D loses access to Fy, and receives vy, and the classical string specifying the classical descriptions S
and Ug outputted by C in the second phase. Finally, D outputs a guess /.

Then, it holds that
[Pr[D = 1b=1] —Pr[D = 1|b =0]| < ¢- V2e. (231)
In fact, the trace distance TD (v, v1) between two cases after Phase 2 is at most qv/2e.

Proof. Let Mc(pac) = 10) (0| pac |0) (O] + [1) (1| pac 1) (1] for a single-qubit register C' and
arbitrary ancillary register A. Let F' be a unitary over {0, 1}""". The controlled version of F' is defined by

cF=0)0|@T+|1)(l|®@F (232)
sothat cF : |c) |z) — |c) F|x) .'o The execution of D can be described by
(® o cF o M)dmax (233)

which is applied to some initial state p where gy, is the upper bound of the number of queries and @ is an
arbitrary quantum channel.” Let 'y, = ® o ¢Fj, o M and define

pi = (TF="F o Tf)(p) (234)

which corresponds to the final state where the first & queries are answered by cFp, and the remaining
queries are answered by cF. The intermediate state after the k-th query is denoted by p,(go) = F’g(p). The
final state of the algorithm using the Fj (or F}) oracle entirely is pg (pg,,..., Tespectively). We also define
pr = Tr [[ 1) (1l p,(co)} to represent the probability that the oracle query is made in the (k 4 1)-th iteration
for 0 < k < qmax-

1The controlled queries reflect the expected number of queries. See [ABKM22, Section 4.1] for a more detailed discussion.
7Each layer may have different channels ®1, ..., @, . . The standard argument with the counter, i.e. = Z?:‘i" 7)) - 1eP;
allows us to use a single channel ® without loss of generality.
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We give an upper bound

E[TD (|r) (| © pgmax: I7) (r] @ po)] < qv/2e (235)

where 7 is the randomness used by C. Note that ch o cF1 = cUg. By the monotonicity of TD under quantum
channels, for any r we have

TD (|r) (r| @ pi |r) (7| © p—1) < TD (eFyo Mo (pi) ,eFr o Mo (pi,)) (236)
—TD (Mc (p,(fjl) Us o Mo (p,ﬁ‘{)l)) . (237)
We can write
0 0
cUs o Mc (p) = Us (11) (Lle i 1) (1) +10) (0l o 10) (0] (238)
thus Equation (237) can be written as
0 0
TD (1) (1l o, 1) (U, Us (1) (1] 2, 1) (1)) (239)
= pr—1 - TD (0%-1,Us(0%-1)) (240)
where we recall p_; = Tr [|1> (1] /’1(21} and define o, be the normalization of |1) (1|~ 91(21 11) (1]
This gives
dmax
E[TD(Ir) (| © pguax 1) (| @ po)] Z ETD (|r) {r| @ pgy [r) (r] @ pr—1)] (241)
qmax
< > pe-1-E[TD (041, Us(ok-1))] (242)
k=1
<gq- supIE, [TD (0,Us(0))] - (243)
Using the fact that any mixed state is a convex combination of pure states and TD(|¢) , [¢))) = /1 — (¢|9))? =

1¢) = [) l2/v/2, we have

sup B (TD(o, Us(o))] < sup B (TD(10)  Us o)) = o =D 2O 10 e

6 S ’ V2

Plugging Equation (244) into Equation (243) concludes the proof. The last inequality of Equation (244) is
derived by, recalling the map Ug acts as the identity on the image of I — Ilg,

Elll16) = Us[9) ll2] (245)

= E[llLs [¢) — Uslls |¢) 2] (246)

< E{[lLs [¢) [l2] + E[[UsILs [#) [|2] (247)

= 2E[||ILs [¢) [|2] (248)

<2, [E[Us o) 3] < 2Ve (249)

for any |¢), where we use Jensen’s inequality in the last step. O
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6.6 Unitary Resampling Lemma

This section proves Lemma 6.4. We recall the statement below for convenience.
Lemma 6.8 (Unitary resampling lemma). Let D be a distinguisher in the following experiment:

Phase 1: D specifies two distributions of d-dimensional qudit pure quantum states D}y, DY such that
E |pi) (ui| = I/d fori = 0,1. D makes at most q forward or inverse queries to a d-dimensional Haar
random unitary U©) := U, and sends the quantum state v to the next phase.

Phase 2: Sample |po) < D}y, |u1) < DY. A bit c € {0, 1} is uniformly chosen, and D, given v, is allowed
to make arbitrarily many (forward or inverse) queries to an oracle that is either U if b = 0 or
U':=U o SWAP,, ., if b = 1. Finally, D outputs a bit V/.

Then, the following holds:
/ / 2q
[Pr [y’ = 1jp = 0] —Pr [t = 1/ =1]| < 2/ =L, (250)
In fact, the trace distance between two distributions (v, U) and (v,U’) is at most 24/ %1 where U and U’ are

perfectly given as their classical description.

Proof. We assume that the execution of the first phase of D can be described by'®
DV :=doU* o..oU 0o®olUod (251)

where @ is an arbitrary quantum channel that may include the intermediate measurements.
We consider the following two continuous distributions:

Do(vy,U): Tt samples a Haar random unitary U, |uo) , |i21). It runs DY on input |0) (0| and obtains v;.
Then it outputs (vy7, U) where U specifies the full classical description of U.

D1 (vy, U'): Tt samples a Haar random unitary U, |uo) , |p1). It runs DY on input |0) (0| and obtains vy;.
Define U’ := U o SWAP,,, ,,. Then it outputs (v, U’).

By the right-invariant property of Haar measure, the following distribution is identical to D;:

Do(vy, U): Tt samples a Haar random unitary U, |uo) , |p11). Define U’ := U o SWAP,,, ... Tt runs DY’
on input |0) (0| and obtains vy. Then it outputs (g, U).

We will prove that for any U, the following two mixed states are close:

TD (Z/U,VU/) < 2\)% (252)

Assuming this, we conclude the proof of the resampling lemma.

BTechnically, multiple projective measurements may exist between two oracle queries, which cannot be deferred because of the
pure state queries. The general case can be proven exactly the same way, and considering the general case only makes the description
of D complicated.
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Now we prove Equation (252). Let S = span(|uo) , |111)). We first define the projection Py := I — Ilg.
By the same analysis as in Equation (211), we can prove that

6
2
< -.
JE (Imste) 3] < 2 (253)
Alsonote that U" = UoSWAP i, = SWAPy-1(,,0) -1,y 0U. Wedefine T = span(U~" o) , U™ 1))
and P_ := I — Ilp, which satisfies by the same reason:
E [0 o) 3] < . (254)
0,11 —d
Observe that
UPy |¢) = U'Py|¢) and U~ P [¢) = (U") "' P [) (255)
for any quantum states |¢) , |1)). Therefore, we have
TD (vy, vyr) (256)
< TD (q> oU o .. oUH 0®(|0)(0]),® 0 U Pyo...o UL Py o &(|0) <0|)) (257)

+TD (<I> o (U Pyo...o (U)EPL o ®(]0) (0)), @ o (U)* o... 0 (U")E! 0 ®(|0) <oy)) (258)

where the terms in U*! Py, (U’)*! Py always have the same signs. The quantum union bound (Lemma 2.7)
ensures that each term is bounded above by 1/6¢/d. Thus we have

TD (vy, vy < 2,/% (259)

for any U. This proves Equation (252). O

7 Breaking quantum-accessible PRFSG security

We prove that the constructions in this section are not quantum-accessible PRFSGs.

Theorem 7.1. Let U be an n-qubit Haar random unitary given as an oracle and a, b be random n-bit strings.
Then, XU X" is not a quantum-accessible (nonadaptively-secure) PRFSGs in the QHRO model even without
inverse access to the QHRO. More explicitly, a polynomial-time algorithm exists given non-adaptive oracle
access to U and XU X that finds a, b with overwhelming probability.

We also consider the random Pauli variant and prove the following theorem.

Theorem 7.2. Let U be an n-qubit Haar random unitary given as an oracle and P be a random Pauli
operator over n qubits. Then, U P is not a quantum-accessible (nonadaptively-secure) PRFSGs in the QHRO
model even without inverse access to the QHRO. More explicitly, a polynomial-time algorithm exists given
non-adaptive oracle access to U and U P that finds P with overwhelming probability.

Before proceeding to the attack, we use the following variant of Simon’s algorithm for quantum states.
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Lemma 7.3. Let (|€:))zeq0,1)» be quantum states. Suppose that there exists t € {0,1}" \ {0"} such that
(&zlézat) = 1 for any x € {0,1}" and there exists a constant 0 < ¢ < 1 such that | (£;|&) | < c if
x @’ ¢ {07, t}. Suppose that there is an efficient algorithm A that prepares

er{o,l}" |) |§x>®t
NeT

for t such that ¢ < 272"+, Then, there exists an algorithm that recovers t using O(n) calls to A with
overwhelming probability.

(260)

Proof. Consider the following subroutine

>ec{o)n [T) €)% = Yayefoy (1" |y) |€2) %"

v 2" 261)
= 2yefo1yr y) Ex€;271}n(_1)x-y ‘§$>®t o
_ Syeqon [9) Daex (1) + (1)) |6,) (263)

2n

for X C {0,1}" of size 2" ! such that X U{x @t :x € X} = {0,1}", where the first state is prepared by
A then we apply the inverse QFT on the first register. Measuring the first n qubits, we obtain y such that
y -t = 0. Specifically, the probability of obtaining v is,

12 X0ex ()™ [&)* 2 1
Y L (264)
|2 S (D Gl 1 (265)
— qn 2n—1

|(Ealéar)'| _ 2272t 1
< Z 4n < 4n - 4 = 22n—2" 200

z,x' € X xF!

Therefore, the output is (1/2"1)-close in the statistical distance to the uniform distribution over y such that
y -t = 0. Repeating this procedure O(n) times, we can recover ¢ with overwhelming probability. 0

7.1 Breaking XUX

Proof of Theorem 7.1. Let U be Haar random unitary and V := XU X" for random n-bit strings a, b. Let
|®) = > pcqo,13n [7, ) /v/2" be the maximally entangled state. We have

(X*@D) - UeU)- (XY@ (X*®I) - VelU) (XYeI)|®) (267)
= (X"UXY@U)|®) @ (XP*UX"™ o U) |d). (268)

We write (X*UIXY @ U) |®) =: |Uy,) . We then consider the state

€)= (XTUXY@U) @ (X®*TUX" @ U) + (XU XY @ U) @ (X*UXY @ U)
T,y \/5
|Ux,y> ® |Ua®z,b@y> + |Ua®z,b@y> ® |Ua?,y>

_ > , (270)

@, @) (269)

43



Note that |£,44.yob) = |€2,y) holds. On the other hand, we later prove that | (£, €. .,/) | < 2n/2™/2 holds
for all pairs such that (x,y) & (2/,y") # (0,0) or (a, b) with an overwhelming probability over random U'.
Assuming this, t = O(1) satisfies the condition of Lemma 7.3 with overwhelming probability.

To prepare the target state, we prepare

1
> g ly) @ (12)°)® HZﬂary ® (1Uay) ® [Uagapoy)) ™ (271)
Y

using Equations (267) and (268). Then compute the projection I52» ® H?;fn where Il := Hgfnn’2) is the

projection to the space {W p,q € {0, 1}2"} as defined in Lemma 2.11. The probability of success
is at least 1/2¢, because

2
1
H(I22" ® Hgfn) Z on |2,9) @ ([Usy) © [Uagapey))™ (272)
?y
1 2t
= oo 2 Maym |Usy) @ U besy) | 273)
x?y
1 NN 1
>22n-12y(2) =5 (274)
where we use the fact that |U, ) @ |Usga,bay) is identical to
’Um’y> ¥ |Ua®zvb@y> + |Ua€9va€9y> ® |U377y> + |U$,y> ® ‘UaGBx,b@y) — ‘UaGBx,b@y) & ‘Ux,y> (275)

2 2

which implies the projection onto the symmetric subspace succeeds with probability 1/2 each. In particular,
if all the projections succeed, the outcome becomes

1
> o 12 y) @ 1€ay)®" (276)

x?y

It remains to prove that | (€. |&. ) | is small for (z,y) & (2, y") # (0,0) or (a, b). We use the following
lemma.

Lemma 7.4. Let a, b and c be n bit strings such that a # c. Then,

0l XUX Ut X0} |2 < 277
(o o) < @)

2 . .
—O(") over the choice of U with respect to pian.

with probability at least 1 — e

The proof is given below. Assume that this lemma is true. Then, by the union bound, with probability

at least 1 — 22ne=0(n*) — 1 — negl(n), Equation (277) holds for any a # c. The inner product is, using
Equation (270),
<§w,y‘§x’,y’> = <Uw,y’Um’,y’> <Ua®x,b®y‘Ua®x’,b®y’> + <Uw,y’Ua®z’,b@y’> <Ua®x,b®y’UZ’,y’>- (278)
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For 1/ # vy, we have

| (U ylUsr ) | = 1{®| (X*UXY @ U) (X"UXY @ U)|®) | (279)
= (@ (XVUTX" ' UXY @ 1) |®) | (280)
i jefoayn (i il (XVUTX*STUXY @ 1) |j, 5)
= (281)
2n
, W i XUt xeee g xy' |
_ ‘Zze{o,l} (il |4) (282)
2n
; yr7t vaedz’ y s
< ¥ | (i X UX2n UXY i) | < nn)l/Z_ (283)
1€{0,1}" \/T

The same inequality holds for | (Usqq by | U’ pay) | and | (Ug y|Usea pay) | if ' € {y,y & b}. Also, if
x # x', we have

[(Uay Uy | = | (@] (XTUXY & I (X7UXY 0 1) |9)| (284)
— (@] (T (X"UX") ) (I & (X" UXY)T)|®)| (285)
— (@] (I X" (UT) XYV UTX") |9)| (286)

using the ricochet property of the maximally mixed state (A @ I) |®) = (I @ AT) |®). A simple calculation
gives the same inequality holds for this case. If (2/,v') ¢ {(x,y), (x @ a,y®b)}, by the case-by-case analysis
on each term of Equation (278), it must hold that

2n
| Eayléery) | < onjz’ (287)
Therefore, we can prepare the state in Equation (276) in polynomial time which satisfies the conditions of
Lemma 7.3. Applying the attack in the lemma, we conclude the proof. O

The proof of Lemma 7.4 relies on the following lemma.

Lemma 7.5 (EAZ05]). Let A, B and C be d x d matrix. Then,

Tr[AB|Tr[C] I  dTr[A]Tr[B] — Tr[AB] I
E UAUTCUBU' = - <C —Tx[C ) 288
Uiy i d A —1) €15 (288)
Proof of Lemma 7.4. We show by the concentration inequality. To invoke it, we need the following expectation:
E |(0] XUX UTX*|0))? (289)
U(*,U,Qn
= E |{aUX°UT|c)|? (290)
U(—,ugn
= E (a|UX’UT|e) (c| UX UT |a) (291)
U(—,LLQTL
Te[(X?)?|Tr[|c) (c¢|] T = 2"Tr[X°]Tr[X?] — Tr[(X?)?] I
= () LT L o (19 =) el o) @9
hi 2n(22n—2h(b) _ 1) T
=l 37+ g (19l = 57 ) o) 293)
=0(27"), (294)

where we have used
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* Lemma 7.5 in the third equality;

o Tr[X?] = 27" in the fourth equality, where h(b) is the hamming distance of b;

*a#cand0 < % < 1 in the last equality.
Note that we can see (0| XU XUTX¢|0) |? is the probability that some algorithm given access to U and
U outputs 1. From this and Lemma 2.5, (0| X*U X°UTX¢|0) |? is 4-Lipshcitz for U. Therefore, from the
concentration inequality Theorem 2.4,

Pr [| (0| X“UX'UTXC|0) |2 < ——] > Pr { 0| X UX UTX|0) 2~ ©(27")| < — }

LPr 10 0P <= Pr |l 0P -6 < 5o
(295)
Zlexp<0<2 2n>) (296)
>1 — ¢ 00, (297)
O

7.2 Breaking UP

Proof of Theorem 7.2. We construct the quantum states |£) given oracle access to U and UP =: V for
random Pauli operator P over n qubits. More concretely, for (z, z) € {0,1}" x {0, 1}", write P, . to denote
PTEXOTZOF = TEH(XT ) @ .. @ (X 2. (298)

We define V' = UP for random Pauli P = F,;. Note that P, , - Py ., = ix'zl_x/'ZP(Lz)@(m/’z/) =
(=1)=#=2"2p,, - P, .. Tt well known that {|P, ) := (P, . ® I) |®)}... consists the orthonormal basis for
the maximally mixed state | D).

Let (2, 2') = (z, 2) ® (a, b). It holds that

Pa,be’,Z’ — Z'a-z’_g;/.b . P:E,z — ia‘z—ayb X Px,zy and Px’,z’ — ia-z—x-b X Pa,me,Z' (299)
Consider
1
\¢x,z> = ﬁ [(V®I® UDN+U®IVe® I)] (Pgw RIQFP;,® I)|®, ) (300)
— (U D)® [(pr,z ®@1)|®) @ (P, @1)|®) + (P, ®1)|®) ® (PP, @ 1) |®) o)
V2
[a-z—T Py oy Poz) + | Pozy P o)
:Zaz sz®I®2 ‘x77«'7 X,z 2 s 302
( ) NG (302)
Similarly, (UT ® I)®2|¢,s /) can be expressed by
(Pa,bpm’,z’ © I) ’(I’> & (P:r’,Z’ & I) ‘(I)> + (P:B’,Z’ & I) ‘(I)> ® (Pa,bpfv’,Z’ ® I) ’(I)> (303)
V2
_ a-z—x-b (P:L",z ® I) |<I>> ® (Pa,bpx,z ® I) |(I)> + (Pa,bpx,z ® I) ’(I)> & (P:Jc,z & I) |<1)>
=(-1) : (304)
V2
_ (_i)a-z—m-b ‘Pﬂyg, Pq:,z> + |Pa:,z; Pﬂc’,z’> ) (305)

V2
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From this and the orthogonality of {(P; . ® I) |®)},.., we derive that ¢, .)®* |, 2 /Y®? are identical for
(a', ) € {(x,2),(x,z) ® (a,b)} and otherwise orthogonal. Therefore, |¢, .) := |¢x 2)®? be our target
states. To construct ), . |7, z, & ), we prepare

Z |z, 2) @ |®)® Z |z, 2) @ | Py ) (306)
+—>Z2n 2, 2) @ (U@ D®* | Py, Py )2 (307)

where the first step is to apply (Py . ® I)®* and the second step apply (V ® I @ U ® I)®2.1° Then compute the
2n
projection Io2n ® 112 where gy = Hgm ) is the projection to the space {W p,q € {0, 1}2”}

sym
as defined in Lemma 2.11. It is not hard to see that the probability of success is at least 1/4. This is because

2
1
H(IQ% 7)) Z g w2 @Uelele N®2|Py 1, Py )2 (308)
4
22n Z Maym [ Por o1, Po2) | (300)

ZQM;<2> :1 (310)

where we use the invariant of the symmetric subspace under any unitary in the first equality, and

‘ » ’ > ‘Px’,z’an@') —; ‘Px,z,Px’,z’> + |Pz’,z’7Px7Z> ; |PI,Z,PI/72’/> ] (311)

Therefore, given U, U P we can efficiently construct the state in Equation (260) for |€,..) = |¢,..)®? for
|¢z,-) defined in Equation (300). By Lemma 7.3, we can extract (a, b) for P = P, ;, thus U P cannot be a
secure quantum-accessible PRFSG. 0

8 Application of Haar Twirl Approximation: Alternative Proof of Non-
Adaptive Security of PFC Ensemble

In this section, we give an alternative proof of the non-adaptive security of PFC ensemble [MPSY24]. They
essentially use the Schur-Weyl duality in the proof of [MPSY?24]. However, our proof does not invoke it and
essentially uses the Weingarten calculus.

8.1 Definitions and Lemmas

First, we define the action of a permutation unitary and a binary phase unitary.

Definition 8.1 (Permutation Unitaries on C?). Let Sy be a set of all permutations over d elements. For each
7 € Sy, we define the permutation unitary P, on C? that acts

Prlz) = |m(x)) (312)
forall x € [d].

®We ignore the phase which becomes irrelevant.
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Definition 8.2 (Binary Phase Unitaries). For a function f : [d] — {0, 1}, we define the binary phase unitary
Fy on C? that acts

Fplz) = (=1)7@ |z) (313)
forall x € [d].

Definition 8.3 (k-wise twirl). Ler k,d € N and F be a set of all functions f : [d] — {0,1}. We define the
PF Ek-wise twirl Mgp and PFC k-wise twirl Mg;ﬂc as follows:

Mpp()i= B (PeFp) () (PrFy) T, (314)
Mipo()= E _(PFO)* () (PFyC)#H. (315)
C’FV ’

Here, Sy is the set of all permutations over [d), F is a set of all functions f : [d] — {0, 1}, and v is any
unitary 2-design.

The following two lemmas are shown in [MPSY24], both of which are from the straightforward
computation (without Schur-Weyl duality).

Lemma 8.4 (Lemma 3.2 in [MPSY24]). Let k,d € N and v be any unitary 2-design. Define A be the
projection onto

span{|x1, ..., xk) ; X1, ...,z € [d] and x1, ..., x, are distinct. }. (316)

Then, for any quantum state p,

2
Tr[A E C®Fp0T8+ > 1 — o(k) (317)
C+v d

Lemma 8.5 (Immediate corollary of Lemma 3.8 of [MPSY24]). Let A be a d*-dimentional register
and B be any register. Let A be the projection defined in Lemma 8.4. Then, for any state pap such that
(Aa ® Is)paB(AA ® IB) = pAB,

. A
(MB) 4 @idB)(paB) = > ﬁRL,A ® Tras[(Roa’ ® Ip)pars). (318)
ocESk

Here A is a register whose size is the same as that of the register A.

8.2 Proof

Now by using Lemma 4.7, we show the following theorem which is originally shown by invoking the
Schur-Weyl duality in [MPSY?24].

Theorem 8.6. Let k, d € N such that d > \/ék” 4 Then,

. SO(\/E) (319)




Proof of Theorem 8.6. Let A be a d*-dimentional register and B be any register. It suffices to show that for
any state pAB,

k
(M a @ idan)(par) = (M, » ©idn)(pan) < o(=)- (320)
Define
EAB = C@y(q@}ik ® Is)paB(CSF © Ip)T, and (321)
/ (AA ® IB)éaB(AA ® IB)
= . 322
SAB = TT((As © In)éas) (322
From Lemmata 2.6 and 8.4, we have
léan — €xnlh <0( - ) (323)
Thus,
(Mifh A ®idaB)(paB) — (MUhe 4 ©idB)(paB) 1 (324)
=||(Mijor 4 ®1dAB)(EaB) — (M) 5 ®idB)(EaB) (325)
1
< () . , (k) . , k
<[ (Migzar,a ® 1daB)(EaB) — (Mpra ® idB)(EaB) 1 + 0 i) (326)
(327)

where the equality follows from the right and left invariance of the Haar measure, and the inequality follows
from Equation (323) and the triangle inequality.
To conclude the proof, we show

H(Mﬁ’?M,A @ 1dan)(€hn) — (Mppx @ ida) (€hn)| < 0(\2). (328)
Let us consider the following hybrids of matrices:
* §0,AB = (MI({ka)ar,A ®idaB)(EaB)-
* 6148 = Yocs, foBba @ Trarl(Ronr @ In)Earm).
* $2AB = ) pes, %R;A ® Tras[(Ro,ar ® IB)E R B
* §3AB = (MEDkJ)T,A ® idB)(ffAB)
From Lemma 4.7, we have
€0 = &1ll1 < O(K?/d). (329)
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Moreover, we have

§2=&3 (330)

from Lemma 8.5. Thus, it suffices to show ||¢; — &)1 < O(k?/d). Note that &; ap is invariant under the
action of 2-design twirl because

L (CRFemB)aas(CR oB) = 3 - E (CRICTM)A © Tras[(Roa @ In)Sam] (331
€Sk
1
= > FRLA© Tral(Roar @ In)Ehm] (332)
og€ESy,
= £1,AB, (333)

where we have used the fact U®* R, UT®* = R, for any o € Sj, and U € U(d) in the second equality. This
and Lemma 8.4 imply

Tr[(Aa ® I)é1,aB] > 1 — O(k;;). (334)
Thus, we have
1614 —&2.a8[1 < (s ® In)é AB(AA © I) — & B[ + o(jg) (335)
(8 e 0( )
o) ol )
< O(\%), (338)

where we have used
* Equation (334) and Lemma 2.6 in the first inequality and
e Tr[A]=d(d—1)---(d—k+1)and (Aa ® IB)é1,AB(AA ® IB) = &2 AB in the second equality.

Therefore, Equation (328) follows from Equations (329), (330) and (338), which concludes the proof. ]

Acknowledgments. SY thanks Benoit Collins for lecturing about Weingarten calculus. SY also thanks
Tomoyuki Morimae for helpful discussions and for helping him to write the introduction.
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