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Abstract. Proving non-native operations is still a bottleneck in existing
incrementally verifiable computations. Prior attempts to solve this issue
either simply improve the efficiency of proofs of non-native operations or
require folding instances in each curve of a cycle. This paper shows how
to avoid altogether in-circuit proofs of non-native operations in the incre-
mental steps, and only record them in some auxiliary proof information.
These operations are proved natively at the end of the computation, at
the cost of only a small constant number (four or five) of non-native field
multiplications to go from a non-native operation record to a native one.
To formalise the security guarantees of the scheme, the paper introduces
the concept of incrementally verifiable computation with auxiliary proof
information, a relaxation of the standard notion of incrementally veri-
fiable computation. The knowledge-soundness now guarantees the cor-
rectness of a computation only if the piece of information attached to
a proof is valid. This new primitive is thus only to be used if there is
an efficient mechanism to verify the validity of that information. This
relaxation is exactly what enables a construction which does not require
in-circuit proofs of non-native operations during the incremental part
of the computation. Instantiated in the Plonk arithmetisation, the con-
struction leads to savings in circuit-gate count (compared to standard
folding-based constructions) of at least one order of magnitude, and that
can go up to a factor of 50.

1 Introduction

1.1 Context

The modern approach to proving the correctness of a computation is to do so
incrementally. The computation is first decomposed into sequential steps. Then,
to prove the correctness of the overall computation, the idea is to sequentially
prove the execution of a single step starting from the output of the previous
step, assuming it to have already been proved correct. This is what is known as
Incrementally Verifiable Computation (IVC) [26]. The main advantage of this
approach is that the computation and memory requirements for the prover are



only proportional to the size of a single step, rather the size of the whole com-
putation as with monolithic Succinct Non-interactive Arguments of Knowledge
(SNARKS).

This granularity enables several practical applications such as proving the
execution of a virtual machine which runs instructions from a pre-determined
instruction-set architecture, e.g., RISC-V or the instruction-set of Ethereum Vir-
tual Machine. These instructions are equivalent to instructions in an assembly
language. The full specification of a virtual machine also includes the number of
registers and the main-memory type (e.g., read and write, read /write-only, static
or dynamic). At each IVC step, the prover then shows that a single instruction
has been correctly executed and that the new memory state is consistent with
the previous state and the executed instruction.

Another recent application of incremental computation are proofs [8] that
a public transition of a state machine stems from the private execution of a
function in a given public set. The execution of a function is considered private if
the proof reveals nothing else than the state transition (and what can be inferred
from it). In particular, the proof reveals no information about the executed
function nor its arguments.

The classical approach [3,26] to building an IVC scheme for a given function
(e.g., the transition function of a virtual machine) is to recursively use a proof
system that is universal (i.e., it can be applied to any circuit of a given maximum
size) and has succinct verification. At each step, the prover shows that the result
at current step is the result of a single application of the function to a result at
the previous step, and that it knows a proof of correctness of this previous result
that the verifier of the previous step (instantiated with the proof-system verifier)
would accept. The downside of this approach is that in its instantiation with
the most efficient SNARKS, the verifier performs ElliptiC-Curve operations and
computes pairings. These types of operations, especially pairings, are enforced
with a large number of high-degree circuit gates, and the larger this amount is,
the slower the prover gets.

Accumulation schemes [5] and folding schemes introduced in Nova [17] gave
a solution to IVC that significantly improves the efficiency of the prover as there
are no pairing equations to prove. They are primitives which reduce the task of
checking the membership of two (or more) instances to an NP language to the
task of checking the membership of a single instance. To build an IVC scheme
from a folding scheme, the idea is to fold at each step an instance that attests to
the correct computation at the current step and an instance (an accumulator)
that attests to the correct execution of all the previous steps. At the end of the
computation, the prover need only prove knowledge of a witness to the member-
ship of the last accumulator. The advantage of using folding schemes compared
to the previous approach is that the verifier in existing (pre-quantum) construc-
tions only performs ECC operations; it does not do any pairing computation. It
means that when the IVC prover shows that it correctly folded two instances, it
must only prove ECC operations.



However, given a group of points on elliptic-curve defined over a prime-order
field Fy, if r denotes its (prime) order, proving a group addition in an arithmetic
circuit defined over F, requires emulating I, operations in F,.. This emulation is
what is usually referred to as foreign-field or non-native field operations. If r < ¢
as it is for instance the case for the BN254 used on the Ethereum blockchain,
proving group operations in an arithmetic circuit incurs a large number of gates,
and the prover computation scales at least linearly with this number.

The Cyclefold scheme [16] addresses this issue by leveraging an idea reminis-
cent of a paper by Ben-Sasson, Chiesa, Tromer and Virza [2]. It uses 2-cycles of
elliptic curves, i.e., it assumes that there is another group of points on an elliptic-
curve defined over F,. that has order ¢q. To be more precise, half cycles exists as
this second group need not be pairing friendly. Applied to a folding-based IVC
construction, it requires two instance pairs: one pair per curve. The operations
in the F, curve induced by the folding of two instances (consisting of group el-
ements in that F, curve) are accumulated in the instance represented by group
elements in the I, curve, and vice versa. There are at least two downsides to
this approach. First, foldings-instances one each curve are now necessary instead
of a single one, and even if the second instance is for a small circuit, its validity
must also be checked at the end of the computation. Moreover, if the paradigm is
instantiated with folding schemes like Protostar [4] or ProtoGalaxy |7] in which
the folding verifier performs field operations, the [, field operations required to
check the folding of the instances in the F,. curve (i.e., the curve defined over F,.)
are non-native to the F, field of the group in the F; curve, although the correct
folding of these instances is constrained in F,.. Delegating these non-native field
operations to a subsequent IVC step while enforcing their consistency with the
current step is non-trivial and not addressed. The paper leaves as open task the
formalisation of a compiler that applies to any folding scheme describe over a
single curve.

The WARPfold paper [24] aims instead at efficiently simulating non-native
arithmetic in IVC schemes based on the Hypernova |18] and Protostar [4] folding
schemes, but does not obviate non-native field operations.

1.2 Contributions

This paper introduces an IVC scheme which does not require any non-native
operations to be proved at any IVC step. The idea is to record (in F,) at each
step the group operations to do, and to only prove them natively at the end of
the computation. This record is committed and the commitment is given with
the IVC proof. The delicate part is to prove that the recorded operations are
consistent with the operations required to, for instance fully verify a folding,
without introducing new non-native operations. This is precisely what the con-
struction in Section[4 achieves. Importantly, the size of the proof and the verifier
computation do not scale with the total size of the operation record. The size
of the circuit for which the verifier checks proofs only depends on the number
of recorded non-native operations at the current step. The instantiation of the



scheme in the Plonk [10] arithmetisation is given in Section [5| and called Goblin
Plonk.

The prover eventually only performs non-native operations at the end of
the computation to translate into IF, the operations recorded in F,. Per scalar
multiplication, this translation only requires a constant (four or five) number
of multiplications in F, to be proved over F,. In comparison, proving a scalar
multiplication in an F, circuit would require a number of F, multiplications
that scales linearly with the binary length of r (which is around 2, if A denotes
the security parameter). Section |§| shows how to prove the correctness of this
translation, and how to prove the overall validity of the record.

As a proof at a given IVC step now attests to the validity of the result only if
the recorded operations are valid, the scheme is not a standard IVC scheme per
se. It is rather an IVC with some auxiliary information attached to the proof,
and the IVC output is valid only if that information is valid, in addition to the
IVC proof. In other words, the knowledge-soundness requirements are relaxed.
Section [3] formally defines IVC with auxiliary proof information. It is worth
noting that this new notion captures what is tacitly done in recent work such as
Mangrove [20] or Stackproofs [8], in which IVC outputs are valid only if some
information at the end satisfies a predicate.

Section [3|also describes a framework that encompasses the paradigms behind
existing IVC constructions, whether from SNARKs or folding schemes. This
framework allows to describe the construction in Section [4] in a way that is not
tied to a particular pre-existing standard IVC scheme, and rather shows that the
construction applies to all (though not exactly in a black-box manner). The focus
can then be only put on the handling of auxiliary proof information, without
having to prove the knowledge soundness of the construction anew whenever it
is applied to a particular incremental scheme.

Section[7]gives an estimation of the number of gates in a Plonk circuit entailed
by the instantiation in Section [ and the validity proof in Section [f] Compared
to a standard folding-based IVC scheme, the estimation shows savings of at least
one order of magnitude, which may go up to a factor of 50.

2 Preliminaries

2.1 Notation and Convention

All algorithms are assumed to return an empty string, symbolised by &, when-
ever they are run on an input not in their defined input sets. Whenever an
algorithm returns @, it is said to abort or to return an empty output. An algo-
rithm is termed “efficient” if its run-time is a polynomial function of its input
size. Probabilistic algorithms which run in Polynomial Time are referred to as
PPT algorithms. Given a PPT algorithm A and binary strings  and r, A(x;r)
denotes the output of A on input  and random string 7.



2.2 Bilinear-Group Structures

An asymmetric bilinear group structure consists of a tuple (p, Gy, Gz, Gr,e€),
with p a prime integer, G1, Gy and G groups of order p, and e: G; X Gy — G
a non-degenerate bilinear map. Generators of G; and G4 are respectively denoted
[1]; and [1]. Define [1]7 = e ([1]1,[1]2) . For any = € F, [z]; is defined as x - [1];
for all 4 € {1,2,T}. A bilinear group structure is of type 3 if there is no efficiently
computable homomorphism from Go to Gy. All pairings considered herein are
of type 3.

2.3 Proof Systems

A proof system for an NP-relation generator R consists of a set-up algorithm
SETUP(R) — (par, ) that returns public parameters and a trapdoor (which may
be an empty string) on the input of a relation R < R (1/\) , and of a pair

(PROVE(par, z,w), VF(par, x))

of interactive algorithms. Generator R may for instance call on a generator of
bilinear group structures, and the NP relation for which proofs are computed is
defined over the generated bilinear group structure.

2.3.1 Properties. The proof systems considered in this paper are expected
to be complete and knowledge sound. A proof system is complete if VF accepts
any interaction with PROVE on a common instance x if the latter is given an
input w such that (z,w) € R. Knowledge soundness (also called extractability)
requires the existence of a probabilistic algorithm, called extractor, that runs in
expected polynomial time and computes a witness for any instance for which a
prover makes the verifier accept with a probability above a certain threshold.
This threshold is called knowledge-soundness error. The knowledge-soundness
error is a function of the security parameter and the size of the instance. The
extractor is given black-box access to the prover algorithm and also has control
over its random tape. These properties are formally defined in Appendix

2.3.2 Universal Proof Systems. A universal proof system can be defined
as a proof system for a generator which returns relations of the form

{<(C> x)’w): C(wi) = 0},

with C being an arithmetic circuit of a size determined by the security parameter.
To be accurate, the relations (e.g., Plonkish relations) are distinct but still NP-
complete, so a pair (C,z) can be mapped in polynomial-time to an instance of
the relation.

These proof systems are sometimes defined with an additional key-generation
algorithm which takes as input parameters and a circuit C, and returns proving
and verification keys. The verification key is a succinct representation of C.



2.4 Polynomial Commitments

A polynomial-commitment scheme allows a party to commit to a polynomial
and to later convince another party of evaluations of the committed polynomial.

2.4.1 Syntax. Given a field F, a scheme to commit to univariate polynomials
consists of a set of algorithms as defined below.

SETUP (1>‘7 Npax € N21) — par : generates public parameters on the input of
a security parameter encoded in unary and of a positive integer Ny ax. The
latter indicates a strict upper-bound on the maximum degree of the polyno-
mials that are committed to, i.e., the polynomials to be committed to are
of degree at most Ny.x — 1. It is here tacitly assumed that the set-up al-
gorithm also expects an auxiliary input which may for instance specify the
basis (e.g., monomial or Lagrange) in which the polynomials to be commit-
ted to are represented. For simplicity, this input is omitted from the syntax.
To lighten the notation, the parameters are given as an implicit input to the
algorithms to follow whenever they are clear from the context.

ComMm (f € F[X]<N‘““X) — (C,r) : computes a commitment to f (represented as
a tuple of at most Ny,ax field elements) and a piece of de-commitment infor-
mation r, which typically is a random value used to compute the commit-
ment.

OPEN (C, f,r) = b€ {0,1} : returns a bit indicating whether C' is a valid com-
mitment to f w.r.t. the de-commitment information r. The algorithm is said
to accept if it returns 1 and to reject otherwise.

EVAL : is a proof system for the language

{(C,u,v) : 3(f € FX]Nmex r) OPEN(C, f,7) =1 and f(u) =v}.

The bound Ny, on the degree of the witness f is here determined by par.

2.4.2 Hiding KZG Commitments. Polynomial-delegation schemes are sim-
ilar to polynomial-commitment schemes, except that the evaluations for which
proofs are computed are also committed. Zhang, Genkin, Katz, Papdopoulos
and Papamanthou [28| proposed a polynomial-delegation scheme which is sim-
ilar in spirit to the pairing-based polynomial-commitment scheme due to Kate,
Zaverucha and Goldberg [13]. The scheme which follows is a variation of standard
KZG commitments and is inspired by their construction. Kohrita and Towa [14]
proved it to be knowledge-sound under the ¢-DLOG assumption.

SETUP (1%, Nyyax € N>1) :
G = (p,G1,G2,Gr,e) + G (1*)

ST'S <— ([1]1, [7']1, cee, [TNmax_l]l s [6]1, [1]2, [7‘]2, [5]2) for T,§ g I
Return par < (G, srs).

CoM (f = (ag,...,an—1)):



r<glF
Cao-[i+ar-[rhi+- - +an—i- [TV 4 = [f(P)] +7-[€h
Return (C,r).

OPEN (C, f = (ag,...,an—1),7) :

CZap-[lli+ar-[th+-+an_1- [TN_1]1+7”'[§]1~

EvAL:

PROVE — VF:
g f—v: (X —u)

s<+gF
T [q(r)h +s-[€h
d—r-[11—=s-[th+(s-u)-[1])1 =[r—s(r—u)
Output (7, 9)

VF: e(C—v-[1]1,[1]2) =e(m [l —u-[1]2) + e (3, []2) -

2.5 Folding Schemes

A folding scheme [17] is a cryptographic primitive that reduces the task of veri-
fying the membership of two (or more) instances to an NP language to that of
verifying the membership of a single instance. Folding schemes are reminiscent
of accumulation schemes [5].

Formally, a folding scheme for an NP-relation generator R consists of set-up
algorithm SETUP(R) — (par,7) that returns public parameters on the input
of a relation R < R (1’\) , (let L denote the corresponding language) and of
a pair (PROVE(par, (zg, 1), (wo,w1)), VF(par, (xg,z1)) = (w,z) of interactive
algorithms. Both algorithms run on a couple (zg,z1) of instances. Algorithm
PROVE is also given witnesses wy and w; for the membership of xy and z; to
L. At the end of the interaction, PROVE returns a witness w and VF returns
an instance z. Instance x is referred to as the folding of zy and xlﬂ A folding
scheme is only useful in practice if the computational costs of the verifier added
to the costs to verify that (z,w) is in R are strictly less than the costs to verify
that (zg,wo) and (x1,w;) are in R.

2.5.1 Properties. A folding scheme should be complete and knowledge sound.
The completeness property requires that (z,w) € R if wy and w; are valid wit-
ness for xyp and z;. A folding scheme is knowledge sound if there exists an

3 The terminology of proof systems (“prover,” “verifier,” and “proof” in the case of

non-interactive schemes) is perhaps unfitting for folding schemes as a folding verifier
does not accept or reject, it simply returns a new instance computed from its input
instances and the messages exchange with the prover. The terms “(folded) instance
generator,” “witness generator” and “folding string” might be better suited.



extractor that returns valid witnesses wg and w; for the memberships of xy and
x1, when given rewinding access to any prover that convinces the verifier and
returns a valid witness with a probability above a certain threshold. That thresh-
old is the knowledge-soundness error. Formal definitions of these properties are

given in Appendix

2.5.2 Comparison with the Nova Definition. The definition of folding
schemes in the Nova series of papers [15,|17,|18] additionally includes a key-
generation algorithm that takes parameters as input and returns proving and
verification keys. That is because the constructions they give only allow to fold
instances for the same R1CS structure, which essentially means for the same
circuit. (The Nova paper [17] splits an R1CS instance as classically defined be-
tween the matrices which define a circuit, now called strcuture, and the rest of
the instance that is just called instance.)

Instances of a Plonk relation can be folded with the Protostar [4] and Pro-
toGalaxy [7] folding schemes. As explained in Section that relation can
be mapped to a relation of the form {((C,z),w): C(zx,w) = 0}, so ProtoGalaxy
folds pairs of the form (C,z). (Circuit C is described by Plonk selectors.) It
means that ProtoGalaxy actually folds different circuits and their inputs. In
contrast, a folding instance in Nova is not a pair (C, ) that consists of a cir-
cuit and its instance (C, ), but rather only of a circuit instance . That is, the
Nova folding scheme is for relations of the form {(x,w): C(x,w) = 0}, with the
relation being parametrised by a circuit C. The relation for ProtoGalaxy is not
parametrised by a fixed circuit, and it is for this reason that the above definition
of folding schemes does not involve a key-generation algorithm.

3 Definitions

This section first gives a classical definition of Incrementally Verifiable Computa-
tion (IVC) for (ternary) NP relations. It next proposes an alternative definition
from which the rationale behind all existing constructions can be explained in
a simple and unified manner. It then introduces IVC with auxiliary proof in-
formation, which essentially is IVC with a relaxed knowledge soundness notion.
This relaxation is precisely what will later enable constructions that are more
efficient that what the standard IVC definition permits.

3.1 Incrementally Verifiable Computation

Existing definitions of IVC schemes are given for NP functions F': (z,w) — y
which implies that to be able to repeat applications of F| its output set must be
included in its left-input set. However, most functions for which IVC schemes
are built are in fact binary-output functions (i.e., predicates), and {0,1} is not
necessarily a subset of its left-input set. This realisation motivates the following
definitions which is given for general NP relations. It is worth noting that the



definition of proof-carrying data (a generalisation of IVC) due to Biinz, Chiesa,
Mishra and Spooner [6] is similarly given for predicates.

To show the definition of IVC for NP relations captures that for NP functions
which need not be predicates, consider a generator A — F (IA) of NP functions
with arbitrary input and output sets. An IVC scheme for F can be defined as
an IVC scheme for the relation generator R that runs F' < F (1)‘) and returns
relation

Rr ={((z,y),w): F(z,w) =y}.

Definition. Consider an NP-relation generator R. An Incrementally Verifiable
Computation (IVC) scheme for R consists of a set of algorithms as defined
hereafter.

SETUP (R) — par : on the input of a relation R < R (1%), it generates public
parameters. The NP language corresponding to R is further denoted L.

PROVE(par, (i,xo, Tit1), i, T, w;) — Tip1 : given a non-negative integer ¢, a
proof m; (in case ¢ > 1) that there exist sequences z1,...,2;—1 (only if i > 1,
and just x; if ¢ = 1) and wy, ..., w;—; such that

((wo, 1), wo), . .., ((Ti—1, i), wi—1) € R,

and a witness w;, this algorithm computes a proof m;;; that there exist
sequences I1,...,x; and wo,...,w; such that

((.’E07£L'1)7U)0), ey ((l'i7l'i+1),w7;) € R.

VF(par, (i + 1,20, %i+1), mir1) — {0,1} : given a non-negative integer 4, this al-
gorithm deterministically returns a bit indicating whether ;1 is a valid
proof.

The integers that PROVE and VF receive as input (i and i 4+ 1 respectively)
indicate the number of IVC steps that have already been executed when the
algorithms are run. The number of executed IVC steps is here understood as the
number of number of IVC proofs that have already been computed.

Alternative Definition. An IVC scheme can equivalently be defined as a
sequence of knowledge-sound proof systems (P(i), V(”l))i N (sharing the same

parameters), each for an NP language L. Let
LVe =L = {(x0,21): 3wo ((x0,21),wo) € R}
and

LKBC = { (I0,$i+1)2 3 (wo, T1,W1...,T4, wz)
((1'071‘1)711)0) P ((xia xi+1)?wi) €ER }



for all positive integers i. For all i € N, Language L) must include LK}C (to be

able to compute valid proof for any instance in LK;CL and must be such that it
is hard to compute in PPT an instance in L(¥) that is not in L%}C.

Note that V(©) is not defined. That is because zg is the starting point of the
computation and there is thus no proof my to verify. Moreover, V+1) verifies
proof 7,41 computed by P and which attests to the validity of Tiy1-

Nevertheless, the prover in the definition of IVC is given as witness not a tuple
(wo, 1, w1, ..., x;,w;) but rather a previous output x;, a proof m; that it stems
from a computation that starts from zg and a witness w; for the membership
of (x4, 7;41) to L. This expresses the idea that it should be possible to carry
on an IVC from any step as long as the output is proved to be correct; there
should be no need to know intermediate computation results or witnesses. To

achieve it, existing IVC constructions define a sequence of predicates (F(i))i N

and build a sequence (P(i), V(i“))i cn of knowledge-sound proof systems for the
NP languages (parametrised by parameters par)

LW = {($07$i+1)1 (s, piywi) FO (par, (xo, zig1), i, pi, wi) = 1}-

These sequences of proof systems share the same parameter-generation algo-
rithm, which is omitted for simplicity, and the proving and verification algo-
rithms are run on the same parameters throughout the sequence. Note that as
P is given m; as witness input, p; should be efficiently and deterministically
computable from (par, zg, z;, 7;) if V(O accepts it.

Function F(©) generally is a predicate that is satisfied if its second and third
arguments are equal and if ((xg,z1),wp) € R (input pg is the empty string).
Language L) is then simply LES,)C. For any positive i, predicates F() are de-
fined so that an instance (zg,x;41) is in L if there exists (x4, 7, w;) such that
((z4,iq1),w;) € R and that V() accepts on input (par, xo, x;,7;). It is the case
for any (zg,x;41) in Lg;c (it suffices to run the previous provers) and therefore,
Liye € LO.

Conversely, languages L") are such that if a polynomial-time algorithm can
compute a proof m; ;1 that an instance (2o, z;41) is in L(i), then that instance is
likely in

{($0,$i+1)1 (@i, miywi) (iy Tig1),wi) € R
and V® (par, (zo,x;),m) =1 }

Moreover, a valid proof 7; can be efficiently extracted from the algorithm which
computes ;1 and on an instance determined by p;. The knowledge soundness
of the proof systems imply that (zq, 2;11) is likely to be in Lg;c. In other words,
it is hard to efficiently compute an instance in L(*) \LK}C.

Recursive SNARK Bootstrapping. In the case of recursive SNARK boot-
strapping [3], for any positive integer i, function F () accepts if and only if

(24, 7i41),w;) € R and V) accepts on (par, (xo,;), ™ = p;) . More precisely,

10



the construction assumes that a universal SNARK (P, V) is given. Its parame-
ters are those on which the proof systems in the sequence are run. (P©), V(1)
is defined as (P, V) applied to a circuit that ((xo,z1),wp) satisfies if and only
if it is in R. Proof system (P(l), V(z)) is now (P, V) applied to a circuit that
((zo, z2), (x1, 7, wy)) satisfies if and only if ((z1,22),w1) is in R and V() ac-
cepts proof m for instance (zg,z1). In general, (P®,V@+Y) is (P, V) applied
to a circuit that ((zo,x;4+1), (s, ™, w;)) satisfies if and only if ((z;, 2;41), w;) is
in R and V@ accepts proof 7; for instance (xg, ;). Although it is always the
same universal SNARK that is used, the circuit to which it is applied changes
at each iteration.

The construction of Proof-Carrying Data (a generalisation of IVC) due to Bi-
tansky, canetti, Chiesa and Tromer |3] is actually expressed somewhat differently.
The authors define a random-access machine that they call PCD machine, and of
which the input is equivalent to (i, (2o, z;4+1), %;, T, w;) in the notation herein.
The machine accepts if ((x;,z;41),w;) € R and if the SNARK verifier would
would accept m; as a proof that x; is the result of 7 invocation the PCD machine
from x¢. This definition is circular as the definition of the PCD machine depends
on the PCD machine itself. However, an application of Kleene’s recursion the-
orem resolves this apparent contradiction. In contrast, the inductive definition
in the previous paragraph is not circular and conveys the same idea. One of the
IVC constructions of Valiant in his seminal paper on IVC |26 Construction 2]
is similarly sequential.

Folding-Based Constructions. In the case of IVC schemes built from folding
schemes |17], function F() mainly checks that ((z;, i1 1),w;) € R, that a claimed
instance matches the folding of two instances, and that these two instances are
valid. Their validity attests to the correct execution thus far. More precisely,
IVC proofs

T = ((Uza Vz)v (uivvi)vri)

consist of two instance-witness pairs that are in the folding-scheme relation and
some randomness. Each instance is of the form (C, ), with C' denoting an arith-
metic circuit and x an instance for that circuit. Instance z is an input-output
pair (I,0) of the function of which C attests to the correct computation. The
first instance attests to the correct execution of functions FU) for all j < i — 1,
and the second attest to the correct execution of F*~1. These functions mainly
run one IVC step and ensure that the input to the corresponding step is the
correct output from all the previous steps. From an IVC proof m; as above, the
IVC prover folds the two instances U; and u; into U;y1, and computes a non-
interactive folding proof mpg ;11. Next, it computes a hash h;11 (with a function
H) of the function output at the current steps with randomness 7;41. This hash
acts as a compressing commitment to the outputs, so as to bound the size of the
public-output part of the folding instances, while chaining the computation by
making U; 11 part of the public outputs of u; 1. The prover then sets

pi — (Ui, ), Ui1, TS i 15 Tis Tik 1, Rige1)-

11



Formally, function F(®) simply checks that ((xg,z1),wo) € R (Up, ug and Uy
are undefined and not part of its inputs) and that hy = H(par, 1, (zg,x1),71).
The parameters par given as input to the hash function H are parameters for a
folding scheme FS. Function F'") enforces that ((x1,22),w1) € R, that u;.C =
FO)  that

u1.2.0 = H(par, 1, (xg,x1),71),

and that U, := u; is part of the public output of instance uo, i.e., that
h2 = H(par, 2a (an x2)7 Uy, 7"2).
For i > 2,

F(’L) (par, ($0>$i+1)>$i7piawi) :

Return 1 if
(w4, i), wi) € R
u;.C = F(iil)

FS.VF (par, (U, u;), mrs,i+1) = Uit1
u;.x.O = H(par,i, (xo, ), Ui, 7i)
hiv1 = H(par,i+ 1, (zo, Zit1), Uit1, Ti41)

Else return 0.

This explanation departs from that of the Nova paper. The Nova IVS scheme only
defines a single “augmented function” which takes (par,i, (zo, zi+1), i, pi, W;)
as argument, tests whether 7 is 0 or at least 1, and returns what F(®) does
on (par, (o, it1), i, pi, w;) . There is still a slight discrepancy as in the Nova
paper, the prover returns an empty accumulator U; at step 0, and that is folded
with u; at step 1. In that case F(!) = F(?) and that is why the case distinction
on ¢ is only between 0 and otherwise, rather than 0, 1 and otherwise. However,
folding an empty accumulator U; with u; is equivalent to setting U, < u; as
above.

Note that using a single function of which index ¢ is a field element, as it
is the case therein, means that the IVC scheme is only defined for i bounded
by the field size. The sequential definition of functions F*) does not have this
restriction, although this difference is irrelevant in practical IVC applications
when the field size is large, e.g., 22°6.

Besides, defining a single augmented function may seem circular as the folding
instances attests to the correct execution of the augmentation function being
defined. Yet, as the set in which to which the instances belong is fixed when
parameters are generated, the augmented function can just be defined w.r.t.
elements in these sets, and it is only once the function is defined that these
elements be interpreted as folding instances. The previous sequential definition
once again avoids this apparent circularity issue in the definition.

Notice that function F®) also includes a check that u;.C' = F(~1 ie., that
the circuit in instance u; is indeed the previous function F(~1) in the sequence.
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(Function F(~1 is here conflated with the circuit that attests to its correct com-
putation.) The Nova augmented function does not have such a test because the
Nova folding scheme folds instances for a particular circuit, and its knowledge-
soundness definition guarantees that the extractor returns witnesses for the two
input instances for the same circuit. Recall from Section [2.5.2khat a folding in-
stance in Nova is not a pair consists of a circuit and its instance (C,x), but
only a circuit instance x. In particular, only the IVC verifier checks that the
folding instance-witness pairs in the proof are valid for the circuit of the aug-
mented function, i.e., that ((F’,U;41), Vit1) and ((F”, u;+1), vit1) are valid, with
F’ denoting the Nova augmented function. If that is the case, by the knowledge
soundness of the Nova folding scheme, the extractor returns witnesses V; and v;
for folding instances U; and u; (deduced from v; 1) such that ((F’,U;),V;) and
((F',u;),v;) are valid. It is thus guaranteed at the next extraction step that wu;
is an instance for the same augmented function.

If the Nova IVC scheme were instead instantiated with a folding scheme that
folding circuits and their instances, like Protostar [4] and ProtoGalaxy [7], it
would be necessary for the augmented function to check at each step i that
circuit u;.C' is indeed F’ for the IVC scheme to be knowledge-sound.

Limitations and Alternative. Despite its elegance and simplicity, this ap-
proach to building IVC incurs significant costs as it requires P() to prove a
statement about F(9). Even though folding schemes greatly reduced these costs
compared to the SNARK-bootstrapping approach (because folding verifiers do
not perform pairing operations), folding-scheme verifiers [4,/17] typically per-
forms ElliptiC-Curve (ECC) operations. Unfortunately, ECC operations induce
a large number of high-degree constraints in the circuit of which P(*) proves the
satisfiability, even with the most practical circuit arithmetisations [10}/22]; and
the higher the number and degree of constraints, the slower provers are. That is
because the arithmetisation is done in the scalar field of the ECC group, which
means that arithmetising ECC operations requires to simulate operations from
the base field of the ECC in its scalar field.

This observation motivates the following idea: instead of proving the correct-
ness of expensive verifier operations at each step, simply accumulate (at each
step and) into some information auxiliary to the IVC proof constraints to prove
the input-output statements of these expensive operations. Proving the correct-
ness of expensive operations can thereby be deferred and proved at once for
multiple stepsE|; and the IVC proof now only guarantees the correctness of a
computation output up to the validity of the expensive operations accumulated
in the auziliary information. To formalise this idea, the next section introduces
IVC with auxiliary proof information.

4 Section EI shows how to prove the validity of these operations in their native field,
which is why the prover is eventually faster than in standard IVC constructions.
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3.2 Incrementally Verifiable Computation with Auxiliary Proof
Information

Incrementally verifiable computation with auxiliary proof information relaxes
the soundness requirement of IVC insofar as a proof attests to the validity of
a computation only if some auxiliary proof information is in a predetermined
language. The elements of that language are later qualified as valid. The relax-
ation enables constructions that are more efficient than those of classical IVC, as
operations that are expensive in the proof computation can be included in the
auxiliary proof information rather than proved at each step. Assuming the exis-
tence of an efficient scheme to prove the validity of auxiliary information, those
expensive operations can eventually be proved at once after a desired number
of computation steps. Together with the relaxed IVC proof, a validity proof for
the auxiliary information attests to the validity of the computation.

Definition. Consider a generator G which returns the description of an NP
relation R and of a family of NP relations R, defined for all positive integers
i. (Although there might be infinitely many distinct relations in the family,
the description should be finite.) Denote by LEJJI the language corresponding
NP language. Relation R is the main relation for which the IVC is computed.
Language LE;L consists of the pieces of auxiliary proof information that are
considered valid after ¢ computation steps.

An Incrementally Verifiable Computation (IVC) scheme for G consists of a
set of algorithms as defined below.

SETUP (R, (RE;ZI) - ) — par : generates public parameters on the input of a
i>1

relation and a sequence of relations

(R, (stgm)m) “G(1).

PROVE(par, (i,xo, Tit1), Ti, T;, QUT;, St w;) — (Ti41, GUT41, Stiy1) © receives as
input a non-negative integer ¢, a proof m; (in case ¢ > 1) that either auz; ¢

LEIQI or there exist sequences x1, ..., x;_1, (only if ¢ > 1, and just z; if i = 1)
and wg, ..., w;_1 such that
((zo, 1), wo), - -, (Tiz1, i), wi—1) € R,

a state st; (only if ¢ > 1) and a witness w;. This algorithm computes an
auxiliary piece of proof information auz;1; as well as a proof w41 that
either aux;11 ¢ LEZJ;D or there exist sequences zi,...,r; and wq,...,w;

such that

((I(),lj),wo), ey ((1’7;71’7;4_1),102‘) S ]’%7

and updates the prover state to st;;1. State st; is a witness for the mem-

bership of auz; to L%m and contains information that the prover needs to
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compute auz;y1, and state st; 1 information that the prover needs at the
next step.

VF¥(par, (i + 1,20, %i41), Tit1, auzi11) = {0,1} : given a non-negative integer 1,
this algorithm deterministically returns a bit indicating whether m;11 is a
valid proof w.r.t. auz;;1.

Formal definitions of completeness and knowledge soundness are given in Ap-
pendix [B]

Remark that standard IVC is a special case of IVC with auxiliary proof
information in which the auxiliary information and the prover state are empty
at all steps.

Alternative Definition. Similarly to classical IVC, IVC with auxiliary proof
information can be defined as a sequence of knowledge-sound proof systems
(P(i), V(H‘l))ieN (sharing the same parameters), each for an NP language L,
Let

L%S/)Cfaux = {(xo,ml, auxy): aury ¢ LE}JZ or Jwg ((xg,x1),wp) € R}

and

L@Cfaux = { (z0, Tit1, AUT;11): QUT;41 & LEZ;;I) or
I(wo, z1, w1, - . @i, w;) (w0, 21),w0) - - ., (%5, i41),wi) € R }

for all positive integers i. The prover state is (witnesses and) not part of the
instance as the verifier does not have access to it. For all i € N, language L(*)
must include the language of instances (xo, z;41, auz;4+1) for which there exist
intermediate computation results (if ¢ > 1) and valid Witnesse Language L)
should also be such that it is hard to compute in PPT an instance in L(®) for
which there do not exist intermediate witnesses and computation results.

The next section then shows how to build an IVC with auxiliary proof infor-
mation from a standard IVC that follows the paradigm highlighted in Section
B

5 To be able to compute valid proofs for any such instance. This is not required for
instances with an invalid auz;4+1 and for which intermediate computation results and
valid witnesses do not exist.
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Fig. 1. Illustration of incrementally verifiable computation with auxiliary proof infor-
mation for a generator of relations of the form {((z,y),w): F(z,w) = y}.

4 Construction

This section presents an IVC scheme with auxiliary proof information with no
expensive operation to be proved at any step. It is built from any IVC scheme
that follows the same model that existing constructions do, and from other
standard cryptographic primitives.

Decomposition of Predication Functions. As explained in Section [3.1]
each of the existing constructions of IVC schemes can be viewed as a sequence
(P(i), V(“‘l))ieN of knowledge-sound proof systems for NP languages

L = {(960733#1)1 (@i, piywi) FY (par, (w0, wit1), i, piywi) = 1}7

given a sequence (F(i))z, en of predicates. These sequences are such that if (zg, z;4+1)
is in L™, then a proof m; such that

1742 (par, (xo,x;),m) =1

can be extracted from a membership witness.

Let i¢ be the computation step from which function F(¥ contains expensive
operations. That is, ig is a non-negative integer such that for all ¢ > ig, functions
F@ can be written as a composition F,gi_)l 0--+0 Féi) of k > 2 functions that are
alternately inexpensive and expensive, or expensive and inexpensive. A function
is here considered “expensive” if it incurs a number of circuit gates or a degree
of gate constraints in a chosen arithmetisation that is above a desired threshold.
This threshold is at least high enough to consider a check that ((x;, z;11),w;) € R
as inexpensiveﬂ The goal is to defer execution proofs of expensive operations
by accumulating their inputs and outputs into some auxiliary information, and
only prove inexpensive operations at each IVC step.

5 As LF\)/)C = L, function F© typically only checks that ((xo,z1),wo) € R, which
is considered inexpensive, so i9 > 0. Note that in the case of recursive SNARK
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Integer k£ can be assumed to be 2 without loss of generality because the

techniques to follow readily extend to larger values of k. Function Féi) can be
)

assumed to be inexpensive and F’ 1( expensive for the same reason. For instance,

in the case of recursive SNARK bootstrapping, Féi) may include only the field
operations performed by the verifier and F fi) may represent its ECC operations.
(As ECC operations can be simulated with field operations, the decomposition
need not be unique.) In other words, function F (1) is further written as Fl(i) oFéi)7
with Féi) inexpensive and Fl(i) expensive. Language L(Y) can then be rewritten
as

{ (o, Tit1): i, pi, wi, 04) Féz) (par, (o, Tiy1), Ti, pi, wi) = 0
and o; € LF1<¢> },

with L ) denoting the language of inputs accepted by F l(i). Let R stand for
1 1

the corresponding NP relation. Language L®) is then

{ (SUO, $i+1)1 El(xiapiawiao'iawa,i) Féi) (pCWU ($07xi+1)a$i7pivwi) = 05

and (04, w,;) € RFl(i) }

Construction Outline. The idea of the construction is to only prove the in-
expensive part Féz) of F®) at each step i, and accumulate their outputs in a
running commitment. To prove that this accumulation was properly done, the
prover separately commits to the output of Féz) at the current step, and proves
that the new accumulator opens to the concatenation of the previous accumula-
tor and the current output of Fl(z). This proof is then to be verified at the next
IVC iteration. However, verifying a concatenation proof may itself incur ex-
pensive operations. The concatenation verifier algorithm is thus itself split into
expensive and inexpensive parts. The prover at the next iteration only proves
the inexpensive part and concatenates its output with the output of Fo(z) before
proving that the accumulation was correctly done.

Building Blocks. The construction makes use of the following algorithms.

I': a scheme to commit to vectors of a maximum length, say f.x, given as
input to its parameter-generation algorithm. It will be used to commit to
instance-witness pairs relations to be determined below. The bound on the
maximum vector length will in turn imply a bound on the maximum number
of IVC steps that can be proved.

bootstrapping, FO already implements VD which is generally considered expensive,
and thus ip = 1. However, in the case of folding-based IVC, F (M is inexpensive as
there is no check of a folding verifier (see Section , but F® is expensive, and
therefore ip = 2.

17



H” :

a non-interactive proof system to prove that a committed vector is the
concatenation of two other committed vectors. That is, a proof system for
the relation

{((Co,(cl,é),@) (Ag, 7%)2_g) : T.OPEN (Cy, Ay, 1) = 1

and (A = A1 || As or length(A;) # £ or £ + length(As) > fax) }

Algorithms II|.PROVE and II|.VF are further denoted PROVE| and VF|.
Note that a proof guarantees concatenation only if the length of the vector
committed in C; is of the length given as part of the public instance. (This
relaxation is to enable efficient instantiations.) This proof system should
therefore only be used if there is another mechanism to ascertain that this
length requirement is satisfied. The condition £ + length(As) > #yax Will be
enforced by the predicates to follow.

As VF| may itself incur operations that are expensive to be verified in-
circuit, the function this algorithm computes is also decomposed into two
parts, VF| o and VF| 1, the former inexpensive and the latter expensive,
such that

VFH = VFH,l o VFH70.

In fact, with the upcoming instantiation in mind, function VF; is further
decomposed into two functions VF“’1 and VFﬁyl. In the instantiation, VFﬁy1
performs ECC operations and VF“”1 performs pairing computations. Further
denote by LVF'H,l the input-output language of VFfl’1 and by RVFil,l the cor-

responding relation. The language of strings that VF|; accepts is supposed
to be in the complexity class P (in practice, it would be a set of ECC points
which satisfy a pairing equation). The auxiliary proof information will then
(also) contain the outputs of VFT"1 from each IVC step. However, for the
auxiliary information not to grow indefinitely, the outputs of VF?H at each
iteration is accumulated into a constant-size piece of information. That can
of course be done with a commitment scheme, as with the outputs of Fél),
but to further reduce proving costs, the instantiation leverages the linear
structure of the set of ECC points. More precisely, it computes a random
linear combination of a vector of ECC points which accumulates the outputs
of VFI\J in all the previous rounds, and its output in the current round. This
property is captured in the general case by the existence of an algorithm as
follows.

Acc(T;—1,7;) — T; : a PPT algorithm such that if 7; is in LVFW ) (the language

of strings that VFﬁ’1 accepts) then, except with probability eacc, inputs
T;_1 and 7; are as well. Probably €. may depend on the algorithm which
computes the triple. Conversely, if T;_; and 7; are in vau then T; is as
well with probability 1. The function it computes should be inexpensive.
Although this algorithm is probabilistic, the predicates to come, which are
not probabilistic, must check its correct execution. The randomness Acc
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uses is then to be derived deterministically, while remaining unpredictable
to any efficient prover. The construction thus uses a hash function to do so.

H : a hash function, modelled as a random oracle, that is used to derive ran-
domness for algorithm ACC by hashing its inputs. Define

Race = {((T",7),T), wacc): Acc(T',7;H(T',7)) =T} .

The auxiliary proof information further contains a witness wacc,; for the
correct accumulation of T;_1 and 7; into T;.

R : an NP-relation generator.

(F(i) = Fl(i) ) Fé”) N : a sequence of predicates parametrised by a relation R
ic
in the range of R.

(PO, v i+1) y ¢ asequence of knowledge-sound proof systems for

i€
{ (I0,$i+1)1 3(%; Piy Wi, Uiawg,i) F (Pm"a ($0,$i+1),$z’n’%wz‘) =0

and (0;,we,;) € RFl(i) }

Main Predicate. The IVC proof computed at step i is a satisfiability proof for
a predicate G . In addition to IVC input and output z; and ZTi+1, it takes as
input the auxiliary pieces of information auz; and auz;{; computed at steps i
and 7 + 1. These pieces of information each include three commitments:

— a commitment C; to the concatenation of the outputs of Fy, of the input-
outputs of VFh_1 (and witnesses for their memberships to L) and LVF/H 1)
; { ,

at all previous steps before the last one, and of an accumulation of VFI\J
outputs up to two steps ago (together with a witness which attests that its
accumulation with the output of VF1|,1 at the previous round results in the
accumulation of all the VFh’ 1 outputs up to the previous step),

— a commitment Cs to the output, input-output and accumulation at the last
step, and

— a commitment Cj to the concatenation of the openings to C7 and Cj, i.e.,
to the outputs, input-outputs and accumulation at all the previous steps.

The length of the concatenated table committed in C is also given. It is nec-
essary to ensure that the opening to Cj is the concatenation of the openings to
C1 and (3, because 11 does so only if the length of the opening to C; has the
length declared in the instance. Lastly, they contain a concatenation proof
as well as an accumulation T of the VF'H)1 outputs at all the steps before the
previous one. The prover state consists of a piece of de-commitment information
for Cy, of an opening A; to C; and a piece of de-commitment information rq,
and an opening As = ((o,ws), (1 = (7,7),w,), (T", wacc)) to Co and a piece of
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de-commitment information ry. That is to say,
auT; = (C(giil)a (Ciiil)agi—l) acéiil)aﬂu,iaTi—l)
sty = ( (i—1) Az 1) (1 1)”4%171)771;1;1))7

and similarly for auz;; and st;41.

The predicate essentially checks consistency between commitments Célil)
and Cl(l), guarantees that the output of the inexpensive part Fél) of predicate
F@ and the input-output pair of VFiH are indeed committed in Céi_l), that
the new length /¢; is indeed the sum of ¢;_; and the length of Ag_l), that this
new length does not exceed a bound /., dictated by the parameters of the
commitment scheme, that 7" in Ag) is consistent with 7;_; in auz}, and that T;
is the correct accumulation of T;_; and of the VF[L1 output.

What precedes only holds true for i > iy + 4. That is because there are no
expensive operations before step iy, and consequently no auxiliary proof infor-
mation computed before step ig, no concatenation proof computed before step
io + 1, no VF|| ; output before step g 42 and no accumulation of V¥ ; outputs
before step ig + 3. In the first ig + 4 steps, the auxiliary proof information has
the following form (the bracket notation indicates commitments):

st1 =aury = -+ = St;, = aux;, < I
Stig+1 <—A(i0) = (Tip, Woyip) = Aé 0) TSZO) = T(()iO)
aUT ;41 %C(“’) Cém = {Ag(’);r(io)]

(i0+1)
(010+17 We Zo+1) T2

QUi 2 Agioﬂ-l),Aéio-i-l);T(()io-&-l)} |:A(zo) (10):| Lior1s [Agzo+1);rézo+l):|

sti0+2 (—T(()i0+1),A(1i0+1) :A(()io) (i0) A(zg—i—l)

Tl io+2

Stig+s (_T(i0+2),A(io+2) _ (AgiOH),Ag"H)) 7r(()i0+1)

io+2
((Uzo+2; Weo 20+2) (Tio+27 wT,ioJrQ)) ’ T§ZO+ )

A§10+2),A§lo+2);r(()10+2):| 7 [Agio-&-Q);T(()io-&-l)} Liotas [Aéi°+2);r§i°+2)]

A(10+2)
QUL 5543 <

T\l io+3s Lio+2

Stig+4 <_7,(z0+3) A(zo+3 (A(10+2) A(10+2)> 7r(()¢0+2)

3
A(ZH ) = = ((Cig+3, Wo,i0+3), (Tig+3, Wr,ig+3)s (Tig+2, WAce,io+3)) »

(i0+3)
| io+4> Tlo+37 )

ausy e A(1i0+3),A§w+3);T(()¢o+3)} ’ [Agiws);r(()iﬁz)] s [A(7,0+3) (¢0+3)]

Tl io+4> Tio-‘r3'

For i > ig + 3, define
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G(Z) (par, ($07 Ti+1, auwi+1) aAéi)7 Téi)7 Ty Piy, AUT G, Aéiil)a ré’iil)a wl) — {07 1} .

Return 1 if
Fo(i) (par, (xo, Tiy1), Ti, pi, ws) = 05
I'.OPEN (Céi_l),Ag_l); réi_l)) =1
I.OPEN (Céi), A, réi)) -1
Céi—l) _ O{i)
VFH70 (paT”, (Céi_l), (Cfi_l)ﬂgi—l)) ’Céi—1)> 77TH,’£> [
¢; = ;_1 + length (Agi*”)
gi S Emax

Tioy = AV 17

Else return 0,

N

with
A = ((05,w0.0), (7 = (Fay 72)y wrs), (T1 Waces)) -

The second and third conditions in the predicate are easily proved in the Plonk
arithmetisation: constrain the inputs of G corresponding to Aéi_l) to be equal
to the values committed in C’Q(Fl); the latter is interpreted as a commitment to
extra columns of a Plonk execution trace. The same can be done for Aéi) and
ci?.

For i < g, function G returns 1 if and only if F* does so on the same
inputs. Function G(%) ensures that the output of FOiO) is committed in CFO).
GUot1) additionally enforces consistency between Céi(’) and C’l(iOH), and that

li,+1 in auz;, 42 matches the length of Ag”) in auz;,41 (this latter check is crucial
to later ensure correct concatenation). Function G(*0+2) further guarantees that

F()(’i0+2) (i0+2)

the output of and the input-output of VFTIJ are committed in C5 ,

that the ¢; 42 in aux;,4+3 is the sum of ¢;, 11 and of the length of Ag‘ﬁl) in

aux,+2, and that T 4o is the output of VFi"l.

A precise definition of G would require its input set to be completely
specified. Yet, vectors Agil) and Aél) that it receives as input might in practice
be of variable size. For a given fp. in the par input of G, the set to which
Ag_l) and A;i) respectively belong is simply defined as the union of the sets of
vectors of size 1 t0 £max. The input set of G(*) is then defined as the union over
fmax € N> of the input set for a given fax.

Now that the sequence of predicates G(*) has been defined, the construction
will also make use of the following primitives.
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(Po(i)7 O(iﬂ)) N : a sequence of knowledge-sound proof systems for the inex-
ic

pensive parts of functions (F (i)) i.e., for

ieN”
{($07$z‘+1)5 (x4, pi, wi, 04) Fél) (par, (xo, Tiy1), Ti, pi, W) = Ui}

for all ¢ > ig. This is easily obtained from the previous sequence by simply
removing the constraints to enforce that (o, ws,;) € R, = 1. In the Plonk
1

arithmetisation for instance, it simply means setting the selectors for these
constraints to 0. Let (PO(Z),VO(ZH)) = (PO, v+ for all i < ip. This
assumption is the reason why the construction is not entirely black-box,
though it holds for known practical applications.

(Q(i),W(iH))i o ¢ @ sequence of knowledge-sound proof systems for the lan-

guages of instances accepted by functions (G(i)) i.e., for

S\
{ (.’170, Ti+1, G/Uxi_;,_l) 3 (Agb)7 réi)7 Ty Piy, AUT G, Agi71)7 réiil)a wz)

G (par, (z0, Tit1, OUT;41) Agi), réi), Xy Piy QUT;, Aéi_l), rg_l)7 wl) =1 }

This sequence can be obtained from sequence ( Po(i)7 Vo(i+1))
ie

tra constraints to enforce the other checks performed by functions (G (i))

. by adding ex-

i>ig
(For i < ig, define (Q), W(+D) .= (PO V(+D) ) Similarly to the case of
sequence (P, V(”l))ieN ,
sequence (Q(i), W(”l))ieN share the same algorithm to generate parameters
which is denoted (@, W) .SETUP, and that the proving and verification algo-
rithms are run on the same parameters throughout the sequence. In practice,
these algorithms and parameters are those of a universal SNARK system or
of a folding scheme, and are the same as those for (P(i), V(H‘l))ieN. It is
further assumed that it is the case, and functions F(®) can thus be run on
parameters generated by (Q, W) .SETUP.

it is can be assumed that the proof systems in

Formal Description. Given the building blocks, the following scheme is an
IVC scheme with auxiliary proof information for a generator G that runs R and
returns its output together with a description of relations

R(l) [ R(io) « {(@’g)}’

aur ~ aur

Re {((C0702)7 (A2,72)) : Co = T2, Az € Rpo)

and T.OPEN (Ca, As, ) = 1},
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R%;m — { ((Co, (01,5)02,71'”), (TQ,A17T1,A27T2)) A€ RFl(io)

I".OPEN (Cl,Al,T‘l) =1
AQ S RF1(i0+1)

I'.OPEN (027 AQ, 7‘2) =1
¢ = length(A;)

and VF| (paru, (Co, (C1,0),C5) ,7TH) =1 },

Rffg;?’) — { ((C'O,Cl,Cg,?TH,T), (ro, A1,71, Ay == ((0,we ), (T,wy)) ,rg)) :
A € RF1(i0+1) X RFl(iO)
I'.OpPEN (C1,A1,711) =1

(O’, wg) S RFl(i—l), (7‘, wT) € Rvp/

II1
I'.OPEN (CQ, AQ, 7'2) =1
¢ = length(A;)

Ve (pary, (Co. (€1,0).Co) 7)) =1
and T € vail/,l },

and for i > ig + 4,

RE:?ZJU <~ { ((CO, Ola0277r|\aT)7 (T07A17T17A2 = ((Ua wo’)v (7-7 w‘f‘)v (T/awACC)) aTQ)) :
A € RA(li72>

I'.OPEN (017141,7"1) =1
(J, wg') (S RFl(i—l)7 (T, U)q-) € RVF\/H’ (((T/,T'),T),wACC) € Race

I".OPEN (CQ, AQ, 7“2) =1
¢ =length(A4,)

VFH (parH? (007 (Cla E) ) 02) 77'['”) =1
and T € Ly |},
with 7 = (7, 7),
R:Acc = {(T/awAcc)5 ((T",7),T), wacc) € Race}
(which is parametrised by 7 and T'), and
RA(li—Q) = RFl(iO) X RFl(io-H) X (RVF’H’1 X RFl(io-*-?) X Ri’\cc) 2

e X (Rvp/ X R (i—2) X R/Acc) .
Il Fy
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It is assumed that the security parameter 1* can be inferred from the output of
generator R.

The scheme algorithms are as follows. They are assumed to abort if any of
their inputs is not in their specified sets.

SETUP (R7 (R%I)Dl ,Kmax) — par :

parp + D.SETUP (1}, {ax)
par| + I1).SETUP (1%, lrnax)

parq.w) ¢+ (Q,W).SETUP (R)

par <parr, par|, parg.wy, <R51272z) ‘>1>
12
Return par
PROVE(par, (i,xo, Tit1), Ti, T;, QUT;, Sty w;) — (41, QUTi41, Stiy1)

Compute p; from (par(QW),xmxi,m)

0; FO(Z) (par(QW), (ﬂvo, Ii-s-l), Lis Pis wz)
Compute w, ; such that (i, w,i) € R,
1

sty = (T(()i71)’Agif1)7r§i71)7Aéiq)jréiﬂ))
auz; = (Céz;l), (Cfi’l),&_l) ,Céifl)vﬁu,z,ﬂ—l)
e (0 ) )

i < VF||0 (Parnaxl\,iﬂfl\,i)

7i < VF| 1 (i)

Compute w,; such that (r; == (7, 7i), wr;) € RVFIL
T, < Acc(T;_1,7; H (T;-1, 7))

Compute wace,; such that (((Ti—1,7:),Ti), Wace,i) € Race

1

AY (01, w0,0), (73, wr0), (Tim1, Wace,i)
02(1‘) + I'.Com (Agi), réi)> for a uniformly random réi)
i) A i—1 i—1 i—1) (=1
AP O AP = AT AgTY oY
Céi) + I'.Com (Agi) I Ag), ’I“(()i)> for a uniformly random r(()i)

¢; « length (Aﬁ“)
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mas1 < Provey (pary, (€57, (€7,6), ¢, (A | 4D, 40, 40))
Stiyq (réi), A(li), r(()i_l), Ag), réi)>

auzigy (€0, (Cf),4:) . O, A w140,

zow (%o, Tit1, QUT;41)

wo,w — (A;i),réi),xi,pi, auwi,Agfl),réFl),wi)

Tit+1 < Q(i) (PC”’Q,vaQ,vaQ,W)
Return (w41, auz;y1, stiy1)

VF¥(par, (i + 1,20, %i41), Tit1, auzit1) — {0,1}:

Return W (+Y) (par g w, (w0, Tiy1, auziry), Tiv1) -

The above definitions of the prover and verifier algorithms are given for the case
1 > 149 + 3. For ¢ < ig + 2, they simply do not perform the operations which are
undefined, given the definitions of auz; and G¥.

Notice that the work of the verifier is essentially the work of W(+1 which
verifiers proofs for a circuit which only takes the input-outputs Ag) and Agi_l)
at the current and previous steps, not a whole accumulator.

Completeness. Suppose that (Q(i),W(H‘l)) is complete for all ¢ € N and
that II) is complete. Assume I' to be correct. Then, the scheme is complete (as
formally defined in Appendix .

For i = 0, given any ((xg, 1), wp) in R, by definition, function F*) accepts on
(par, (0,29, 21), 2o, wo). As the prover algorithm simply runs Q(©), which proves
that G = F© would accept on (par, (zo, 1), 0, wp), the verifier algorithm,
which runs W) accepts the proof. Moreover, (auzi, st1) = (@, @) € R(ah)m

For 0 < i < ip (in case ig > 1), let (¢,x0, x4, 7;, auz;) be such that VF ac-
cepts on (par, (i, o, z;), T, auz;). Algorithm VF accepts if and only if W) =
V() accepts on (par, (xo,x;),m;) and aux; = &. Given x;11 and w; such that
the tuple ((z;,2i11),w;) is in R, by definition, G = F0) accepts on in-
put (parQ)W,(mo,xi+1),xi,pi,wi) if p; is correctly computed from the tuple
(parQW, Zo, i, ;). As the prover does just that before running Q) which shows

that G(*) accepts, the verifier, which runs W0+ accepts the proof computed

by Q). Besides, the prover sets auz;y, + @, so it is in Lgfj;l).
For i = iy, let (ig, o, xs,, Ty, aux;,) be such that VF accepts on input

(par, (i, 2o, i, ), T, ). It means that W) = V(o) accepts on (par, zq, i, , 75, )
and that euz;, = @. Let ;,4+1 and w;, be such that ((z;,,zi,+1), w;,) is in R.
The prover algorithm computes p; o from (par,zo,x;,,m;,) and computes the

output o;, of Fo(io) on input (par, (To, Tig+1), Tigs Pigs Wio) - 1t then commits to
(Gig We i) i CQ(“’) and sets C(()m) — C’él“). If I is complete, its opening algorithm
would accept on C’Q(ZO) and Ag“’), and W0t would therefore accept the proof
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computed by Q). Moreover, as F(0) accepts on (par, (2o, Ziy+1)s Tiy, Pig, Wig )
the instance-witness pair Aé“)) is in RFl“'O) and therefore (auz; 41, Stig+1) €
R,

For i € {ip + 1,40 + 2}, the correctness of I and the completeness of II}| in
addition to arguments similar to those given in the previous case guarantee that
the verifier accepts proofs computed by the prover, and that (auz;i1,stiy1 €

RUAD it (auz;, st;) € RS,
For i > igp + 3, the fact that Acc(T;—1,7;) is in Ly if T;—1 and 7; are,

8}
in addition to the previous arguments, implies that the verifier accepts proofs

computed by the prover, and that auz;y; € L(;Jy ) if aux; € LE;LC O

Knowledge Soundness. Suppose that (Q(i),W(H‘l)) is knowledge-sound for
all i € N and that II is knowledge-sound. Suppose that for all i € N, a proof
m; can be extracted from any PPT algorithm Which computes a valid proof m;41
and aux;41 € LY with probability at least KZ ). Assume T to be ep-binding
and Acc to have an error probability of ef when its randomness is computed
as a hash of its inputs with a function H modelled as a random oracle. Then,
the scheme is knowledge-sound (as formally defined in Appendix .

An error from algorithm AccC is here understood as the event in which a
probabilistic algorithm with runs in expected polynomial time returns a tuple
(T',7,T) such that T is in vaﬁl but 7 or 7" is not. The error probability may
depend on the probability that this algorithm returns such a triple with T" in

LVFW’ and on the number of random-oracle queries it makes. See Section for

an instantiation of AccC and its error probability.

Let A be an algorithm which returns a tuple (st, (n+ 1, zg, z,,)) with n non-
negative and constant in A, and let PROVE™ be a deterministic algorithm such
that, denoting by (7*, auz™) its output on input (st, (n+ 1, 2o, Zn+1)), the piece
of information auz* is in L{t" and algorithm VF accepts (7%, auz™) for the
instance (n + 1, 2o, ,+1) with probability at least €. Let gy be the number of
queries that PROVE* makes to the random oracle H.

To extract sequences of IVC outputs and witnesses from algorithm PROVE®,
the idea is to inductively define a sequence of extractors ECHY for all ¢ € N.
Intuitively, extractor ECHD g designed to extract sequences x1,...,x; (if i >
1) and wy,...,w; such that ((xg,x1),w1),..., ((x;,xiyr1),w;) are in R, given
rewinding access to a prover which computes a proof and an auxiliary piece of
information auz;; € Lgﬁ;l) that the verifier accepts. Each extractor calls the
previous one on an input and on a prover that is determined by its own input
and prover to which it has rewinding access. In addition to that, each extractor
is so that if the auxiliary information computed by the prover to which it has
access is valid, then the auxiliary information computed by the prover to which
it gives the previous extractor access is also valid. Extractor E then simply runs
E™*Y on input (20, #n41) and with rewinding access to PROVE*(st, n, -).

For all i € N, let Egﬂ) denote an extractor for proof system (Q(’) W(H‘l))
In the case of SNARK bootstrapping, it is an extractor for the universal SNARK,
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applied to the circuit for which W+ verifies satisfiability proofs. In the case of
the NOVA IVC scheme, it is an algorithm which computes (x;, p;, w;) from the
witness v; 41 for the instance u;y; which is part of the IVC proof that W+
verifies. Let E| be an extractor for II. Denote by E(pH'l) the algorithm which
extracts m; from any PPT algorithm which computes a valid proof m;;1 and
on an instance determined by p;. In the case of SNARK bootstrapping, it is
the algorithm which simply returns p;. In the case of the NOVA IVC, it is an
extractor for the folding scheme.

Extractor EY) is defined below for any probabilistic algorithm (P*)(O) that
runs in expected polynomial time and to which the extractor is given black-box
rewinding access (but without access to its state output). To define ECD for a
positive integer i, consider any probabilistic algorithm (P*)(i) that runs in ex-
pected polynomial time, of which the output is parsed as (IT; 41, AUX ;11,STi+1),
and to which EC+Y) is given black-box rewinding access (but without access to its
ST; 41 output). The algorithm is here assumed to run in expected polynomial
time rather than strict polynomial time because the algorithms to follow run
proof-system extractors, which are generally only guaranteed to run in expected
polynomial time, c.f. Appendix [A-1.2] Intuitively, it is an adversarial prover the
IVC step i. As extractor EHY will run extractor B (assuming it to already
be defined), a prover (P*)(i_l) for step ¢ — 1 must be defined.

The first step is to define an algorithm (Q*)(Fl) (given rewinding access to
(P*)(i)) which computes a witness tuple (AS), ng)’ Ti, Mgy QUL Aél_l), rg_l), wz) )
It runs on an instance (zg, Z;1+1, auz;+1) with a fived value aux;11. Assuming

auz;1+1 to be in LSED and denoting by ITii114px,,,~qus,,, the first output

of (P*)(i) conditioned on the event in which its second output is the fixed val-
ued auz;i, if the verifier accepts (Ii414px,, | = aus,,,» Gu%i+1) for the instance
(1 + 1,29, 2;41) with a probability greater than the knowledge-soundness error

threshold of (Q(), W(+1) and greater than x4 ™, then the tuple that (Q*)" ™"
returns is such that

G(l) (p(l?", (1‘0, Tit1, au‘ri-‘rl) ) Agb)v Téi)a Ty Pi, AUT G, Agi_l)7 Tg;_l)a w’i) = 1a
for p; computed from (par, zg, x;, ;).

%\ (i—1) (P*)(i) .
(Q") (parg w (2o, Tit1, auziy)) :
) ) o o i (P*)®
(Ag)7rg)7xi7pi7 G'Ul'iaAg 1)57'51 1)awi> — (E(Q:FV(l/'))

; (PH®
T — (E(erl)) (parQVW,p,;)

Return (Agi),réi),xi,m, aux;, Aéi_l),réi_l),w,) .
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Extractor Egﬁ,[l,) is here run on input (parQW, (zo, Tit1, au:z:i+1)) . The piece of

information auz; that it returns is in LE;Z:C if the fixed value auz;1q is in ngjxl).

Given the output of (Q*)(Fl) , the next step is to define a prover algorithm

(P*)(i_l) for the step i — 1, i.e., an algorithm which computes a state st; that
is a valid witness for the validity of the piece of information auz; auxiliary to

m;. In other words, this algorithm reconstructs from auz; a state st; such that

(auz;, st;) € RSfl)Lz However, E(® is not given access to this state output st;.

((P*)(i_l))(P*)(i) (par, (w0, Tit1, auzig), AY 18w, i, aW“qu),réifl)) :
Ifi>ig+2
e (e ) )
(Ak,mdi:o+—EﬁQ*ﬂFJ)(Paﬂw$n>
Return & if Ay # AS’”
p{TDLAGTY R g Ay

Iti>i+3
aur; =: <06171)7 (C§171)7£i71) 705171)77[-”,2'71-‘1'71)

Ifi=ip+3
A5 = (7 = (7, T2) wr), (00 0)
Else
A5 = (11 = (7 2),wr ), (000, (T wAce.d)
Return @ if T;_1 or 7; is not in LVF/H/~1
sty (Téi—l),A(li—l),rgi—l)’ Agi—l)ﬂﬂéi—l))
Return (z;, m;, auz;, st;).
Suppose that auz;;q is in LS;;” and that the verifier accepts on
(par, (i + 1,20, Ziv1), Hit 1) aux,,  —auss s, » QUTi+1)

with a probability greater than the soundness-error threshold of (Q(i), W(H'l))
and greater than /@E,ZH). As the tuple algorithm (Q*)(i_l) returns is such that

G(’L) (par, (l’o, Lit1, auzi—i—l) 7A(2i)7 Téi)a Ty, Piy, AUT G, Agi_1)7 Téi_l)a wz) = 1a
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o; is the output of Féi)

isin Lgij;l) and as Ay = A;i_l) if (P*)(Fl) does not abort, function Fl(i) accepts

on input o;, and therefore F() accepts on input (par, (zo, Tiy1), T3, pi, w;) -

The piece of information auz;y; being in Lgﬂ;l) and the fact that A5 = A(QFI)

on input (par, (xg, Tit1), Ti, pi, w;) . Moreover, as aut;y1

if (P*)(i_l) does not abort also imply that 7; = (7;,7;) is a valid input-output
of VFTIJ and that VFI\/J accepts on T;. If ¢ > ig + 3, the latter is the output
of algorithm Acc on input (T;_1,7;) because wacc,; is a valid witness for the
membership of ((77,7;),T;) to Lacc (the language corresponding to Racc), and
because the definition of G implies that T;_; = A(;).Ti’. If (P*)(i_l) does
not abort, T;_; and 7; are both in the language of inputs that VF“”1 accepts.
Therefore, by definition of G, algorithm VF|| accepts ) ; for the instance

(Céi—1)7 <O{i_1)7€i—1) ,C,éi—l)) '

It remains to show that there exists an opening to C’{Fl) that is in RA(1'72)
1
and that has length ¢; ;. The equality CY) = C’é%l) holds because GV accepts,
and there exists an opening to C’{l) that is in R -1 and that has length ¢;
because auz(tD) is in LERD. Algorithm (P*)(i_l) runs the extractor Ej of I
to extract openings to C’ézfl), Cl(%l) and 02(171). If the opening to 05171) is
distinct from Ag_l), the algorithm aborts as the binding property of I' has been
contradicted. Otherwise, since the length ¢;_; (in case i > ig + 2) on which VF|
is run is equal to £; —length (A;i*”) by definition of GV, that opening to C(gifl)

is the concatenation of an opening to C’{i_l) and Ag_l). That is also because
GO checks that £ < fax. As Ryoon = Ryoon x (Rve | X Rpeon X Rico)
that opening to Cf%l) isin R ,i-2), and auz; is thus in LSZBM
1
Given these algorithms, a sequence of extractors (E(Hl)) can now be
ieN

inductively defined as follows. Extractor gU+Y) mainly runs (Q*)(Fl) to extract
an IVC output x; and a witness w;, and runs E® with rewinding access to
(P*)"™Y to extract the rest of the intermediate IVC outputs and witnesses.

(P*)©
(V)" (par, (wo.21))

m \P
Wo < (EQJ/V) (pa’I‘Q’W, (JC07 1‘1))
Return wqg

and for 7 > 0,

, (P*)®
(E(Hl)) (par, (zo,Tit1)) :

(Tig1s auzsi1, stigr) (PP (

T0, Tit1)

Return @ if VF (par, (i + 1, xo, Tix1), Tix1, 0uz;41) = 0
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S - o LN (P
(Ag),rg),xi,m,aumi,Ag 1),r§l U,wi) — ((Q*)(L 1))

(P*)(i—l)
) (par, (w0, ,))

(wo, T1, W1, ..., Ti_1,Wi—1) (E(l)

Return (wo, T1, W1, ..., Ti, W;)-

The extractors abort if any of the algorithms they run as subroutines does.
With the extractors defined, the last step to analyse their success probabil-
ities and run-time. To that end, first let ng';‘l,) denote the soundness error of

proof system (Q(i), W(H'l)) and pgfml,) the polynomial factor in the extraction

(i+1) (i+1)
P

probability. Functions & and p, are defined similarly for EE}‘H), and £

and | for EH
Set (P*)(") (1) == PROVE*(st,n,-), and in case n > 1, algorithms (Q*)(i_l)

and (P*)(i_l) , for i € {1,...,n}, are as defined above. Recall that auz, 11 =
(n+1)

auz® is in Ly, ' by assumption, and that by the previous analysis, aux; is
consequently in L for alli e {1,...,n} if E™*Y does not abort.
Let Acc denote the event in which for some i € {ig + 4,...,n} (in case

n > ig+4), T; is LVFW but T;_; or 7; is not. The success probability of the

extractor is first conducted under the condition that Acc does not occur, and
the probability that it does is accounted for afterwards.
For all i € {0,...,n — 1}, let ¢ ((P*)(i)) denote the probability that algo-
) P*)(«H—l)
rithm ((P*)(’)) computes a triple (m;41, auz;11, st;11) that VF accepts
(mit1, aux;11) for the instance (i + 1, xg, x;41), conditioned on event Acc.
For i € {1,...,n}, let ¢ ((Q*)(i_l)) denote the probability that algorithm

. (p*)(i)
((Q*)(Z_l)) returns an output distinct from @, still conditioned on event

Acc. Note that (Q*)(Fl) runs Egﬁ,[l,) on a fixed value auz;y;. By an averaging
argument, conditioned on the event that VF accepts (m;11, auz;y1), for any real

value 0 < v < 1, auz;41 is with probability at least 1 —-y such that (P*)(l) returns
a pair that has auz; 1 as second component and that VF accepts with probability

at least vq ((P*)(i)) . For 4 < 1/2, it means that with probability at least 1/2,

algorithm (P*)(i) computes a pair that has auz;y; as second component and
that VF accepts with probability at least ¢ ((P*)(i)> /2. Therefore, assuming

that ¢ ((P*)(i)) > 2/{8}1,), algorithm Eg%) succeeds with probability at least
a (EGH) = (0 ((P)?) 2= wit)) 1 (2053)
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Assuming also that ¢ ((P*)(i)) > mffﬂ), algorithm (E(pH'l)) succeeds with
probability at least

q (E(pz‘+1)) — <q ((P*)(i)) _ Hgi-&-l)) /pg“)'

On this account, if ¢ ((P*)(i)> > max (2&8}%},&2””), algorithm (Q*)(Fl)

returns an output distinct from @ with probability

(@) 21— (1-a(BGW) +1-a(BS)).

If this lower bound is strictly greater than x|, then

q ((P*)(ifl)) >1- 1= <q ((Q*)(i71)> _ KH) /p” ter

(Q*)(’i—l)
‘1<EH

Notice that the sequence of lower bounds on (q ((P*)(i)))l is increasing, i.e.,
7

the closer to the start of the computation the extraction procedure gets, the
lower the success probability of the prover is.
Now define a sequence of knowledge-soundness errors as follows:

w0 = 5D

RUTD = inf{q € (max (2/@87{41,), /’i(piﬂ)) ) 1] : if ¢(B) = ¢ then

(@)Y =y et a (7)) > 50)

forie {1,...,n} (iftn>1).
As for the extraction polynomial factor, let

1
D=

p!
Suppose that ¢ ((P*)(i_l)> > k™. Let ¢ (E(i)) denote the success probabil-
ity of (E(i))(P* o conditioned on event Acc. It is at least
(a()0) = &) o,
assuming p(* to have already been determined. ‘
The success probability ¢ (E(”l)) of (E(”l))(lg*)m conditioned on event

Acc is at least

1— (1 —yq ((P*)(”) t1-¢g ((Q*)“‘”) Y1—g (E“))) .
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Define pU*t1) as a polynomial of smallest possible degree that is at least
as large as the ratio between (1 - Ii(hLl)) and the previous lower bound on

q (E(H'l)) with ¢ ((P*)(i)) replaced with £(+1),
Let eacc be the probability of event Acc. If € is such that € —eacc > gt

then E™+Y can extract from (P*)(”) a sequence of valid intermediate IVC out-
puts and witnesses.

Error

EAce = EAcc ((E(nﬂ))(P*)(n) . <(E(”+1))(P*)(n>)> |

is a function of the success probability of E™Y with access to (P*)(n), if
the check that T;_1 and 7; are is Ly, 1 were not present in the definition
of (P*)(ifl)7 and of the number of queries it makes to oracle H. The former
is precisely ¢ (E("+1)> (removing the check is tantamount being in an event in
which it always passes) and the latter depends on gy (the number of queries
PROVE" makes) and on the expected run-time of E"1). See Section for an
instantiation of algorithm AccC and an analysis of probability €acc.

In what follows, given an algorithm B, let T(B) stand for its run-time. For
i >1,

T ((E“*l))w*)(i)) =7 ((P)") + 1 (WD)

- (((Q*)(il))uﬁ)m) +T <<E(i))(P*)(“>>

by definition of E(+D, Furthermore,

(@)Y = (@)Y () ")

(i+1)
EQ‘W

E(le) run (P*)(i). It is in expectation at most polynomial in the length of
their inputs. These extractors may also do a number of operations that is in
expectation polynomial in the size of their inputs. These inputs are computed
from outputs that W+1 accepts, so they are of a length that is polynomial in
A. This implies that

(i+1) (i+1

Let n and ny  respectively denote the number of times that EQ7W) and

T (((Q*)ul))(P*)m) = (nli20 + 0@ T ((P9D) + poly(n).
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Besides, T' (W (1) = poly(\). Consequently,
TR (41) . (i+1) ()
T((E < (npg. g, +1)T (P*)*) + poly(A)

F T ((Eu))(’p*)(“)) .

In addition to that, if i > i + 2, denoting by n| the number of times that E,
o (p*)(i)
runs algorithm ((Q*)(z 1)) , which is in expectation polynomial in the size

of its inputs,

o ()Y < (@) poon

< (nggn +ni) T (PHY) + poly(n).

N

These two inequalities show that the run-time of g+

tation as long as n is constant in .

is polynomial in expec-

To define the knowledge-soundness error of the scheme, the number of oracle
queries E™*Y must be bounded by above, which means that the run-time of E
should strictly be polynomial instead of just polynomial in expectation. For this
reason, instead of running exactly E™Y on (P*)(n) , extractor E repeats the
following procedure J times, for a positive integer J to be determined later. E
runs E®Y for a number of steps that is at most twice the expected run-time of
ECHD 1t E®Y returns within that time an output distinct from &, algorithm
E exits the loop and returns that output, and otherwise continues.

To analyse the success probability of E, remark that by Markov’s inequality,
the probability that E"*Y does not return an output within twice its expected
runtime is at most 1/2. Now let (X,),>1 be a family of independent random
variables with the same binomial distribution of parameter 5. In essence, X,
indicates whether the v-th iteration of the loop is successful, and § is at least
half the success probability of E*Y (not conditioned on event Acc). Let T’ :=
min{r > 1: X; + --- + X, = 1}. It is a stopping time which indicates the
number of trials to obtain a success. The random variable T'— 1, which indicates
the number of trials before a success, has a negative binomial distribution with
parameters 1 and S. Its expectation is then (1— 3)/3. Therefore, by E[T] = 1/,
which is at most twice the inverse of the success probability of EHD,

Moreover, the Chernoff bound (Appendix implies that the probability
that the number of trials is higher that this expectation decreases exponentially
fast. Formally, consider a real number v > 0, and let J < [(1++)/8]. Note that
T > J if and only if X7 + -+ X; < 1, which is equivalent to

Xi+-+X;—JB<1—JB<—n.
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Besides, E[X1+ -+ X ] = Jf, and 0 < v/JB < 1. The Chernoff bound implies
that

PT>J <PXi+ +X;-JB<—7]
=P[X1+---+X;-JB<—(v/JB)JB

< exp(=(v/JB)*JB/2)
~ exp(—7/2) as v — .

In other words, the probability that none of the J executions of E™D Jeads to

a success decreases exponentially with J. Now set v = v(d) and J so that the
success probability of E is arbitrarily close to that of E™D, Yet, the run-time
of E is strictly polynomial time, which means that the number of random oracle
queries it makes is bounded. Now Let Acc’ denote the event in which, during
the execution of E (rather than E™*V) for some i € {ig +4,...,n} (in case
n>ipg+4),T;is LVF/H/ but T;_; or 7; is not. Let €’y ., be the probability of event

Acc'. Tf ¢ is such that ¢ — &y, > £, then E can extract from (PH™ () =
PROVE*(st,n, ) a sequence of valid intermediate IVC outputs and witnesses.
Define then the knowledge-soundness error of the scheme as the infimum of the
set of values ¢ such that if the success probability of a prover is , is larger than

max (2&2;’;/1), mgnﬂ)) and is such that

g (((Q*)“"”)B> > K
. <((P*)(”1)>B) S ),

then ¢ — &y, > k(Y. Define the extraction factor as a polynomial of smallest
possible degree that is at least as large as the ration between (1 — k) and the

difference between the lower bound on ¢ (E("H)) , with ¢ ((P*)(”)) replaced

and

with £("*t1) | and the additive factor (parametrised ) between ¢ (E(”H)) and

the success probability of E.
It should be noted that the preceding analysis abuses the knowledge-soundness
definition of proof systems because algorithms

@1V (PHY (@9, (PH)©

are only guaranteed to run in expected polynomial time, although the definition

requires extraction only from provers that run in strict polynomial time. To re-
_ (p*)(n)
solve this issue, one could instead define from ((Q*)(n 1)) an algorithm

%y (n)
-\ (n—1) (P)
<(Q*) ) that runs in strict polynomial, in the exact same way ex-

(P
tractor E was defined from E"*Y . Then, define from ((P*)(”_l)) (that
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(n—1)
still runs (Q*)(n_l) as sub-routine, not (Q*) — to preserve the previous
(=1 (PO
success probability conditioned on event Acc) an algorithm ((P*)

that runs in strict polynomial time overall. Foralli € {1,...,n—1} (if ¢ > 2), de-

e <(Q~*)(i1)>(13*)<i> o ((Q*)(i—l))(P*)(i> and <(ﬁ*)(z‘1)>(P*)<i) it

(i-1) -1\ PO
still runs (Q*) as sub-routine) from ( (P*)

eter v can be chosen for all the algorithms, and so that the success probabilities
(conditioned on event Acc) are negligibly (in A) close to those of the original
algorithms. As long as n is constant in A, the loss in success probability from

~\ (0)
(P*)(O) to (P*) remains negligible. O

. A common param-

5 Instantiation

The first part of this section shows how to represent ECC operations that arise
in IVC constructions as a finite state machine. This gives a precise structure in
that case to what is denoted Ap, A; and Ay in Section [d] The section continues
with instantiations of the building blocks of the construction given in Section [

5.1 ElliptiC-Curve State Machine.

In IVC constructions based on primitives that are secure under classical assump-
tions, the “expensive” operations usually are multi-scalar multiplications (ECC
operations) that the verifier algorithm performs. To apply the construction in
Section[4] to this case, the input-outputs to these constructions and the witnesses
for their correct executions must be represented in the arithmetisation chosen for
the IVC. What follows is an abstraction of these ECC operations. Then comes
an instantiation of this abstraction in the Plonk arithmetisation.

5.1.1 Abstract State Machine. Let E(FF,) be an elliptic curve defined over
a prime-order field Fy. Let (G, +) be a subgroup of the group of points of E that is
of prime order r. Computations in G are captured by the following deterministic
finite-state machine.

The state set is the union of

{(0,0),(0,1), (00,0, (00, 1)}

and

((G,0),(G,1): G € G}.

The initial state is (0,0) and the set of final states is {(c0,0), (0c0,1)}. The
boolean second state component is a flag indicating whether an invalid ECC
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operation has occurred in the machine execution thus far. State (oo, 0) is hence
interpreted as an accepting final state and state (oo, 1) as a rejecting final state.

The input alphabet is the set that consists of 0g, (+,P) for all P € G,
(,a,P) for all a € F, and P € G, (=, P) for all P € G, and oo. These represent
“reset,” “addition,” “scalar-multiplication” and “equality” operations.

The state-transition function is now defined as follows. From a state (0,b)
with b € {0, 1}, if the input is O, then the next state is set to (0, b). If the input
is 0o, the next (and final) state is set to (0o, b). From a state (G, b) with G € G
and b € {0,1}, if the input is (4, P), then the next state is set to (G + P,b).
If the input is (-, a, P), then the next state is set to (G + aP,b). If the input is
(=, P), then the next state is set to (0,b) if G = P and otherwise to (0, 1). Note
that once the second state component is set to 1, it can never revert to 0.

To illustrate an execution of the state machine, consider two field elements
a and b, as well as four group elements Fp,..., P;. The computation of two
separate group elements Q = Py + P; + aP, = ((0g + Py) + P1) + aP and
R := bP; is captured via the following sequence of inputs

OE_>(+,PO)_>(+,P1)_>('aa7P2)_> (:aQ)
= 0g = (0, P3) = (=,R) — oo

5.1.2 State-Machine Execution in the Plonk Arithmetisation. To rep-
resent an execution of the ECC state machine in the Plonk arithmetisation, it
is necessary and sufficient to “encode” its state and input at each step within an
execution trace (in IF,.). Encoding the state and input at a given execution step
here means defining a one-to-one correspondence between that state and input
and the entries of an execution-trace sub-matrix (together with a bit indicating
whether all gate constraints are so far satisfied). The correspondence naturally
depends on the relative sizes of I, and Fj,.

First suppose that r < ¢ < 2r. It is for instance the case for the BN254 curve,
for which 2%2%% < r < ¢ < 224, and which is still one of the most prevalent choice
for on-chain SNARKSs because of existing Ethereum pre-compiles. Let ¢ denote
the binary length of 7, i.e., 2671 < r < 2¢. The condition ¢ < 2r implies that
q < 271, Now let k be a integer such that £ < 2k < 2(¢—1), which exists as soon
as £ > 2. Under these conditions, for any integer x € {0,...,¢—1}, there exists a
unique pair (g, z1) of k-bit integers, i.e., integers {0,...,28 —1} € {0,...,r—1}
such that x = xg +2*x;. (The inclusion is because k < £ — 1, which implies that
2F < 2¢=1 < p)) Unicity of the pair is guaranteed via the Euclidian division of z
by 2%. As for its existence, it follows from the fact that

2142k (2F —1) =2 —1> 271 1 >4

In other words, an element in Fy, can be represented by two elements of F.
For inputs of the state machine that contain a group element, that input

is a pair (z,y) of F; elements in Weierstrass affine coordinates. What precedes

shows that x and y can uniquely be written as pairs (zo,z1) and (yo,y1) of F.,
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elements. On this account, the state (except for the boolean second state com-
ponent) and input (distinct from co) at each execution step of the machine can
be written in two consecutive rows of a four-column execution trace as follows.
Define an arbitrary one-to-one correspondence between each op € {0g, +,-,=}
and a subset of F,., e.g., {0,...,3} (and each operation is further conflated with
its image).

op Zo z1 Yo

0 U1 a 0

If op = 0g, set xg < 1 < yo < y1 < a + 0. If op # -, set a < 0. Input oo is
not represented in the execution trace as it is, by construction, necessarily the
final input to the machine, and that final input is the only occurrence of co.

Consecutive ECC operations represented in this way can be accumulated in
an execution trace from top to bottom.

In fact, if the elliptic curve has an efficiently computable endomorphism 1, a
scalar multiplication a - P can be reduced to |11,{12] computing aq - P+ aq - (P),
for ag and a; of around half the binary size of a. This reduces by half the amount
of computation to be proved in Section if the most significant half of the
bits of a only comprises zeroes (a; = 0). In the execution trace, the second row
can thus be replaced with

5.2 Commitment Scheme

The scheme used to commit to ECC-operation tables, denoted I" in Section [ is
the hiding KZG commitment scheme presented in Section 2:4:2] Let Nyayx the
maximum length of the vectors that can be committed using parameters that
have been generated for hiding KZG commitments. Note that a commitment to
a vector A € FY for some N < Ny is also a commitment to (A || 07) for any
J€{1,..., Nmax — N}. On this account, a KZG commitment to a vector A is
actually a commitment to the set of vectors (A]|0%) for all j € {1,..., Npax—N}.
The exact length (as referred to in Section [4) of a vector A € FVmex is defined
as the sum of 1 and the maximum index i € {0,..., Npax — 1} such that A; # 0
if such an index exists, and 0 otherwise.

5.3 Concatenation Proofs

Consider three positive integers Ny, N1 and N> such that Ny and N7 + No are
at most Nyax. Let Ag € FNo A; € FNM and Ay € FN2. Define 4y(X), A1(X)
and As(X) as the univariate polynomials of which vectors Ay, 4; and As are
the coefficients in the monomial basis. The main observation is that

Ag = Ay || Ay = (41,0™) + (0™, Ay)
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if and only if
Ap(X) = A1(X) + XNV Ay (X).

By the polynomial-identity lemma, the latter equation holds, except with prob-
ability at most Ny /|F|, if
Zy = Ag(X) — A (X) — 2N A5(X)

evaluates to 0 at z, for a uniformly random z <g F.

Given commitments Cy, C; and Cs to vectors Ag, A; and As, and the length
Ny of Ay, the verifier sends to the prover a uniformly random field element zx,
computes a commitment Cy — C; — 2™V Cy to Z, and uses it to verify a proof
that Z,(z) = 0.

To apply this idea to the case where Ag, A; and A, are not column vectors
but rather matrices with M columns, the prover must now show that for each
j€{0,...,M — 1}, polynomial

Agj(X) — Ay j(X) = XN Ay (X))

is the zero polynomial. This is equivalent to proving that the bivariate polynomial
M—1
D V7 (Ao(X) = A1 (X) = XM A 5(X)
j=0

is the zero polynomial. Except with probability at most (M + Nyax)/|F| (again
via the polynomial-identity lemma), it is the case if

M-—1
Zoy =y (Ao (X) = Ay ;(X) — 2™ Ay (X))
=0

evaluates to 0 at x. The verifier algorithm can thus proceed similarly to the case
of single-column vectors (i.e., M = 1), except that it now also sends a uniformly
random field element y (independent from z) in the first protocol round. Note
that instead of being independent of X, variable Y could be replaced with X Nmex
(which would incur a larger number of field operations).

Formally, the following protocol, denoted II, is for the relation

{ ((007 (0176)702)5 (Ak S FNmaXXMyrk)i:0> : I.OPEN (Ck,Ak,'I"k) =1

Ao(X) = Al(X) +X€A2(X) }7
PROVE <+ VF: z,y +gF
VF: Cz + 224:61 yk - (Cj,o - Cj1— xecj,z)

PROVE — VF:
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G4 Zyy (X —2)
s<gF
T [q(T)]1 +s-[€h
dr-[I1—s-[th+(s-x) [y =[r—s(t—2a)
Output (7, )

VE: e(Cr 1) Ze(m,[rla — 2 (1) +¢ (6, [€)

The non-interactive proof system denoted I} in Section@ can be instantiated
with the Fiat—Shamir transformation [9] of this interactive proof system. The
IVC prover in Scction@provcs a statement about VF|, so about a concrete hash
function instantiating the random oracle. Therefore, the security of the instan-
tiation of the construction in Section @ with the Fiat—Shamir transformation of
this proof system is only heuristic. However, that is already the case for exist-
ing IVC proof systems which apply the Fiat—Shamir transformation to either a
interactive universal SNARK or to an interactive folding scheme.

5.4 Accumulation Algorithm

Given the above protocol, define VF“’J as the algorithm which takes a tuple
(Cz,x,(m,d)), and returns 1 if

e(Cz,[1]2) = e(m [rl2) —e(z-m, [1]2) + e (4, [¢]2)

and 0 otherwise. (The function is parametrised by vk|.) Following the notation
of Section {4} Given T = (C%,a’,(n’,¢")) and 7 = (Cgz,z, (7, d)) as inputs,
algorithm AcCC generates « + F and returns T' < 7+ « - T’. Note that

e(Cz+aCy,[1)2) —e(r+an',[7]2) +e(x-m+a(z' - 7)), [1]2)
—e(0+ad,[¢2)
=e(Cz [l]2) —e(m [r]2) +e(z-m [1]2) — e (4 [f]2)
+a-(e(Cf () —e(n[r]2) +e(a"- 7', [12) — e (¢, [¢]2))

= (dlog[l]T(~) +a- dlong(-)) [

(dlong(-) + a - dlogpyy,. ()) is a degree-1 polynomial in F[a]. If T" and T satisfy
the pairing equation, it is the zero polynomial and thus T satisfies the pairing
equation as well. Conversely, if 7/ or 7 is non-zero, the polynomial is non-zero
and by the polynomial-identity lemma, T satisfies the pairing equation with
probability at most 1/|F|.

The construction in Section [4] de-randomises this algorithm by using a hash
function modelled as a random oracle. (Its domain should in practice be sepa-
rated from that of the random oracle used in the Fiat—Shamir transformation
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of the proof system in Section [5.3|) The inputs to the algorithm are hashed to
obtain the randomness on which the algorithm runs.
Denote by ¢ the linear map

(Cz,z,(m,0)) = e(Cz,[1]2) —e(m [r]2) + e (z-m [1]2) — e (6, [¢]2) -

In the random-oracle model, consider an algorithm which makes at most g
oracle queries and which, with probability at least €., returns m > 1 tuple

(T(;a%OaTO) PR (T;n—la 7i’m—lazjm—l)

such that for all ¢ € {0,...,m — 1}, with o; .= H (T}, %), T; = 7: + oI} and
¢ (Ti + oiT}) = 0.

Bagherzandi, Cheon and Jarecki [1] designed a forking algorithm which, when
applied to the present algorithm, returns tuples

(T(/)777—07T0,0) 5 (T6777—03T0,1> gee ey ( 717171777—m71uTm71,0) 3 (T(3777—07Tm71,1)

such that for alliin {0,...,m—1} and allb € {0,1}, T} p = T+ v T}, ;0 # i1,
and ¢(T;0) = ¢(T;1) = 0. It does so with probability at least /8, and in at
most 8m2qy /¢ - In(8m/e) times the runtime of the forked algorithm.

The forking algorithm does so by generating m + 1 executions of the algo-
rithm with the same random string; only the random-oracle answers change. In
each execution j € {0,...m}, foralli € {0,...,m—1}, the algorithm queries the
oracle (among other queries) at a pair ((TZ’)(] ) ,?i(] )) , receives an answer al(-] ),
and returns a value Ti(j) such that TZ-(J) = 7"}”—1—&5” (Ti’)(j) and ¢ (T;”) = 0. Im-
portantly, for each i, the corresponding query is made at the same computation
step. The executions are also such that all random-oracle answers in executions

iand i+ 1 (for ¢ € {0,...,m — 1}) are the same up to the step at which the al-
gorithm queries the oracle at ((Ti’ )(i) ,%i(i)> . The answers in the two executions

are generated uniformly and independently, and the forking algorithm eventually
returns a non-empty value only if the answers are distinct.

The fact that the answers are the same up to the forking point implies that
(T{)w = (Ti’)(iﬂ) and ﬂ(i) = ﬂ-(H_l). Set then T « (Ti’)(i), Ti fi(i), Qo
H(@)D 7Y, asa = 1 (@)D 70) g e 70 and Ty 70,
As T! = (Ty0 — Tin) (oo — 1)~ and 7, = Ty 0 — a; 077, the linearity of ¢
implies that ¢ (7;) = ¢ (T}) = 0.

In the knowledge-soundness proof of the construction in Section [ T; is
computed as 7; +a;T;_1 from step ig+3 included. Integer m is therefore n—ig—2
in that case. The forked algorithm is extractor E("‘H), and as shown in the proof
of knowledge soundness, the run-time of EHY g polynomial in expectation as
long as n is polynomial in the security parameter A, so the run-time of the forking
algorithm applied to E™Y s polynomial in expectation, and the number of
queries it makes also is. The forking lemma of Bagherzandi, Cheon and Jarecki

implies that the probability €scc of event Acc is at most 1 — ¢ (E(”“)) /8.
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In spite of this analysis, as in the case of the concatenation proof, the IVC
prover in Section [] proves a statement about Acc, so about a concrete hash
function instantiating the random oracle. The security of the construction is
therefore heuristic.

6 Proving Validity of Auxiliary Proof Information

This section first shows how to prove the validity of ECC-operation tables as
defined in Section It then gives a simple method to check the validity of
auxiliary proof information.

6.1 Validity of ECC-Operation Tables
As in Section consider an elliptic curve E over a prime-order field F, and a
group of points in E(F,) that is of prime order r such that r < ¢ < 2r. As shown

in that section, operations in that group can be represented in a four-column
Plonk execution trace over [F, in two consecutive rows:

op o I Yo
0 Y1 a 0
for op € {0g,+,-,=}, and xq, 1, yo and y; in {O7 2k - 1} for some integer

k such that ¢ < 2k < 2(¢ — 1). Such a matrix A, € F2V*4 is considered valid if
the state machine (Section [5.1)) it represents ends in an accepting state.

6.1.1 From F, to [F;. To prove that the validity of A,, let
v F 22/l -7 —Z/qZ =T,
denote the map which maps an F,. element with representative in {0,...,r — 1}

to the class in Fy of that representative. Now define a matrix A, in ]Fév %4 such
that

kL(Ar,Qi,z)

+2
+ 2% (A aiv1n)

for all i € {0,..., N — 1}. The rows of A, are thus of the form

op x Yy t(a)

41



In case the curve has an efficiently computable endomorphism, assuming that
Ay is defined with 5 columns instead of 4, its rows are of the form

op T Y t(ap) t(ay)

It is possible to prove the validity of A, with a universal SNARK for circuits
defined over Fy, but one must first prove that it is correctly computed from A,.
To that end, it suffices to show that

Z Aq,i,in: Z L(Ar,Qi,O)Xi

0<i<N—1 0<i<N—1

Yo AgiaX= Y (lArzin) + 2 Arzi0)) X
0<i<N—1 0<i<N—1

Yo AgieXT= Y (Arais) + 25 Argiin)) X
0<i<N—1 0<i<N-1

Yo AgsXi= > (Arpip)X

0<i<N—1 0<i<N—1

in F,[X]. (There is an extra equation to be proved if scalar a is split in two.)
These four polynomial equations hold if and only if an equality holds between
the two bivariate polynomials in X and Y of which the left-hand and right-hand
sides of the equalities respectively are their coefficients of degree 0,...,3 in Y.
This observation allows to prove all equalities at once. However, to explain in a
simple manner how to prove such an equality, first consider the case in which
there is only the first equation to prove. The proof for four equations at once is
a straightforward generalisation of that case.
Suppose that the prover is given a univariate commitment to

i
E Aq,i,jX :
0<i<N-1

The verifier can choose a uniformly random value = <—¢ F, and the prover can
reveal the evaluation of that polynomial at x, denote it v, together with a proof
that the evaluation is correct. The next step is to prove that

i
E t(Ar2i0)x" = v, mod q.
0<i<N-1

It is sufficient for that to prove the correct execution of an algorithm which takes
(L(Ar7i70))fivo_1 , ¢ and v, as input, computes > ., - y_q t(Ar2i,0)2" and accepts
if and only if it is equal to v, modulo q.

Wy L(AT,Z(Nfl),O)

For i = 2(N — 2) down to 0 by 2

Wg < t(Ari0) + - w, mod g
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?
Wy = vy mod g

. A . 2N—1 :
In practice, the prover is given a commitment to (A"'xivo)i:O , so the execution

of this algorithm is proved via a circuit defined over F,. Since the algorithm
performs computations modulo ¢, proving the correct execution of this algorithm
requires to prove arithmetic operations in a foreign field.

This method for proving one of the polynomial equations can be generalised
to the case in which all four equations are proved at once, provided that the
prover has commitments to the columns of matrix A,. Namely, the prove uses
a univariate commitment scheme to prove an evaluation v, , at (z,y) of the
bivariate polynomial of which the coefficients at Y°,...,Y? are given by the
univariate polynomials on the right sides of the previous equalities. The previous
algorithm now initialises a value

W,y «— [’(AT,Q(Nfl),O)—i_ Y- (L(AT72(N*1)’1) + 2kL(AT"2N_1’2))
+ 9 (L(Ar,2(N—1)73) + 2kL(AT72N—171))
+ 4* - (A 2n—1,2) mod ¢

and for i = 2(IN — 2) down to 0 by 2, updates it as

Wey < (Ario)+ y- (((Arin) + 2kL(Am‘,2))
+ 7 ((Ariz) + QkL(Ar,i-i-l,l))
+ 97 L(Ariy1,2)

+ 2 - Wy mod q.

Assuming that representing [, elements as two k-bit integers allows to compute
the above without having to constrain 2% - t(Ay;2) mod ¢ in an F, circuit, that
is four IF, multiplications in total per ECC operation to be enforced in an F,
circuit.

Note that no operation on the curve defined over F,, must be constrained in
an [F,. circuit. It means that the scheme does not actually need a curve cycle, it
only requires the existence of another cryptographic group that has order q.

6.1.2 Validity of Operation Tables in F,. Proving the validity of oper-
ations in {Og,+,=} is straightforward. The one which requires care is the -
scalar-multiplication operation.

As in section integer ¢ denotes the binary length of r, i.e., 2¢71 <
r < 2¢. Consider a positive integer h less than ¢ — 1 and the Euclidian division
{—1=hm+sof {—1 by h.

Note that

(Qh)m S (2h)m .95 — 2571 S r< 2@ — (Qh)m . 25+1 S (2h)m+1 .

The decomposition of a < r in base 2" thus has m digit; denote them aq, . . ., Gym_1.
Now observe that for any group element H, of which the distribution is to be
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determined later,

a-G= Y (2" 4G

0<i<m

:Z(2h)i-(ai~G+H—H)

:Z(Zh)i-(ai-G+H)—Z(2h)iH

i

= (aoG+H)+ 2" (mG+H)+2"- (2" (an_1G+ H)---))
N CA:s

This suggests an algorithm akin to the double-and-add algorithm in which in-
stead of doubling at each round, the algorithm doubles h times, and adds a
term (a;G + H). To verify the correct execution of this algorithm, constraints
enforcing correct point adding and doubling are necessary.

Given three points P = (zp,yp),Q = (29, yq) and R = (zg,yr) in E(F,),
assuming that Q # +P and that P and @ are both not the neutral element of E
(the point O at infinity), the equality P 4+ @Q = R is satisfied if and only if [23|

(zp +2q +ar)(rq —2p)’ — (Yo £ypr)* =0
(yp +yr)(xQ —2P) — (yo £yp)(xPp —R) = 0.

Moreover, in case @ = P, the equality 2P = R holds if and only if

3xb(zp —xr) — 2yp(yp + yr) = 0
4y (g + 22p) — 9zp(yb —b) =0

Elliptic-curve-point coordinates can be arranged in a Plonk execution trace
as follows.

Tp yp rQ YaQ
0 TR YR 0

(In case P = @, zg and yg can be replaced with 0.) The above equations thus
yield an algebraic equation that wire values must satisfy.

Distribution of H. The previous equations hold in case neither P nor @ is
0, and if @ # —P. If H were set to Og, then at the i+ 1-th step of the algorithm,
when a,,_1_; - G is to be added to the mutable variable which eventually holds
a - G, it is likely that a,,—1—; = 0. More precisely, it suffices for a to have
2" consecutive bits in its binary decomposition to be 0, which is likely if A is
small. In that case, the above equations which constrain the execution trace of
the algorithm to be correct would not be applicable. It is of course possible to
introduce conditionals to check whether the point to be added is Og and simply
set the result to match the first argument, but this would introduce several extra
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constraints. Alternatively, one could simply hash into E to obtain a uniformly
random value in the group. The probability that a,,_1_;G + H is zero for any
i is negligible. Besides, the probability (over the distribution of H) that, at any
step of the algorithm execution, the point to be added is the inverse of the value
currently stored is also negligible. Hashing into E to generate H thus guarantees
that with high probability, the equations given for the case P, # O and
P # —Q are sufficient to verify the correct execution of the scalar-multiplication
algorithm.

Multi Scalar Multiplications. Consecutive scalar-multiplication opera-
tions can be considered as a single Multi-Scalar Multiplication (MSM). In that
case, instead of writing the trace of successive executions of an algorithm for
single-scalar multiplication, write instead the trace of an MSM algorithm best
suited for the size of the MSMs that arise in practice. This can be Straus’s algo-
rithm [25], Pippenger’s algrorithm [21] or sliding-window methods [27]. In any
case, algorithms to compute MSMs often make use of variant of the double-and-
add algorithm, and potentially leverage results from a pre-computation phase.

Choice of h. The larger h is, the less iterations there are in the scalar-
multiplication algorithm, and the shorter the execution trace gets. However, the
number of group operations in a pre-computation phase grows with A in some
MSM algorithms. For instance, in Straus’s algorithm applied to an MSM of size
v > 2, the pre-computation phase requires 2*” — 1 — v group operations. The
online phase requires mh = £ — 1 — s doublings and approximately ¢/h group
additions. For £ = 254, the optimal value of h seems to be around 4.

6.2 Validity of Auxiliary Proof Information

To now show the validity of an auxiliary piece of proof information is after n >
19 + 3 steps construction, the verifier simply checks that C’én) is a commitment
to a valid table of ECC operations as per Section@ that VF| accepts on input

(par”, (Cén)a (Cl(n)vgn) 702(71)) ,7T|"n+1) )

and that T is in LVF(" s le, that ¢(T') = 0, for ¢ defined in Section

7 Performance

Throughout the incremental computation with auxiliary proof information, only
the proof at the end that table A, is correctly computed from A, (Section
requires [F, operations to be emulated in IF,. That is four or five F, multipli-
cations, depending on whether the curve has an efficiently endomorphism. In
comparison, standard IVC proofs requires I, operations to be simulated in F,
for each scalar multiplication that the SNARK or folding verifier does.

In the algorithm given in Section each of the m =~ /¢/h algorithm
steps requires h point doubling. That is at least 5(h + 1) multiplications in
F, (the 7 multiplications for point doubling are replaced with the number of
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multiplications for addition, which is 5, to get a lower bound). In total, it means
that the number of non-native field multiplications in standard IVC is m* 5(h +
1)/5 = m(h + 1) the amount in the construction. If £ = 254 and h = 4, then
m = 63, it means 315 times more [F, multiplications to be emulated in F,
compared to standard IVC. In the case of successive scalar multiplications that
are then treated as a single MSM, m(h+1) should be replaced with the amortised
number of F, multiplications per scalar multiplication.

A more precise estimation of the performance gain is as follows. Consider an
MSM of size v > 1. Denote by

Nr, (F,) the number of gates in the Plonk four-column execution trace of an F,
circuit to emulate a multiplication in IFy

Nr, (G) the number of gates in the execution trace of an F, circuit to emulate
an operation (addition or point doubling) in G

m(v, £, h) denotes the number of steps in a given algorithm to compute an MSM
of size v with (-bit scalars represented in base 2"

Ng(v,£,h) : the number of group operations per step of the same algorithm to
compute an MSM of size v with /-bit scalars represented in base 2"

Np, (v * (F, - G),£,h) the number of gates in the execution trace of an F, circuit
to emulate an MSM of size v, with /-bit scalars represented in base 2", for
the same MSM algorithm

Np,(G) the number of gates in the execution trace of an F, to emulate an
operation in G.

Note that the number of field and group operations that the prover performs
at the end of an IVC scales at least linearly with the number of gates in the
execution trace.

In the construction, the total number of execution-trace gates in [F,. that an
MSM of size v incurs is at most v 5% Ny, (F,) for the proof that A, is correctly
computed from A, and Ng (v * (F, - G)) for the proof of the MSM in the F,
circuit. That is at most

v 5% Nr, (Fg) + Nr, (v * (F,. - G), £, h)

gates in total.
In standard IVC, for the same MSM algorithm, the total number of gates in
an [, circuit is

m(v, £, h) x Ng(v, 4, h) x Nr,(G) * Ng,(F).

As an example to get a numerical estimation, let the MSM algorithm simply
consist of v executions of the algorithm in Section In that algorithm,
m(v,¢,h) =v[{—1/h| = vl/h, Ng(v,{,h) = (h+1) (there are h point doublings
and an addition at each step) and Nr_ (v (F,-G),¢,h) = vNg, (1*(F,-G), £, h).
Standard IVC requires at least

¢/hx (h+1) x N, (G) * Nr, (F,)
5% Nr, (Fy) + Ng, (F, - G, £, h)
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more gates than the construction the IVC with auxiliary proof information.

In practice, N, (G) is around 2 (one row for the inputs to the operation
and one row for the output), N, (F,) is around 10, and Ng, (F, - G,¢,h) is
approximately m(¢, h) ~ £/h. For £ < 254 ~ 256 and h < 4, the previous ratio
is at least 56. For v = 64, that is 7296 gates versus 409600. For an optimised
MSM algorithm, although the ratio would definitely be lower, the number of
constraints in standard IVC would still be at least an order of magnitude higher
than in the construction with auxiliary proof information.
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A Preliminaries

A.1 Proof Systems

The properties that proof systems should satisfy are formally defined as follows.

A.1.1 Completeness. A proof system for a relation-generator R is complete
if for all A € N>q, for all R in the range of R (1’\) , for all (par,7) in the range
of SETUP(R), for all (z,w) in R,

P[VF (par,z, PROVE(par, z,w)) = 1] = 1.

A.1.2 Knowledge Soundness. A proof system is knowledge sound with er-
ror k, function with values in (0, 1), if there exist a real polynomial p and an
extractor E, which runs in expected polynomial time (on the size of its inputs),
such that for any PPT algorithm PROVE" to which E is given black-box rewind-
ing access, for all A € N>, for any R in the range of R (1’\) and any (par,T) in
the range of SETUP(R), for any (potentially unbounded) algorithm A, for any
(st € {0,1}*,x) < A(par) such that

P [VF(proves(st),) (par, ) = 1] > k(A, |z]),
the inequality
P [(Jc,w) € R: w+ EEFRVET D) (pgp 7 x)}
> (P [VF(prove(st),) (par, ©) = 1] — k(X, |z])) /p(A, |z])

holds. The notation EF#VE (59:) means that E has rewinding black-box access
to PROVE", which runs on some state st to which E does not have access. It
is further assumed that E returns w # @ only if it is such that (z,w) € R.
The reason is that from any extractor E that satisfies the condition, one can
always another extractor which tests whether the witness E computed is valid
and returns @ if that is not the case. This new extractor has the same extraction
probability as E does.

It is in fact sufficient to show that the condition on the extraction probability
holds for any deterministic polynomial-time algorithm PROVE®. That is because
for any PPT algorithm PROVE®, its success probability is the expectation, over
the choice of its random string, of the success probability of PROVE® running
on a fixed random string. If the condition holds for any deterministic algorithm,
it holds for PROVE® running on any fixed random string, and therefore for the
probabilistic algorithm PROVE".

A.2 Folding Schemes

This section gives formal definitions for the properties that folding schemes
should satisfy.
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A.2.1 Completeness. A folding scheme for a relation-generator R is com-
plete if for all A € N>, for all R in the range of R (1)‘) , for all par in the range
of SETUP(R), for all (xg,wo), (x1,w1) in R, with (W, X) denoting

(PROVE(par, (zg,x1), (wo,w1)), VF(par, (zo,21)) ,

the random outputs of PROVE and VF in the interaction, P [(X,W) € R =1].

A.2.2 Knowledge Soundness. A folding scheme is knowledge sound with
error k, function with values in (0, 1), if there exist a real polynomial p and an
extractor E, which runs in expected polynomial time (on the size of its inputs),
such that for any PPT algorithm PROVE" to which E is given black-box rewind-
ing access, for all A € N>, for any R in the range of R (1)‘) and any par in
the range of SETUP(R), for any (potentially unbounded) algorithm A, for any
((st € {0,1}*, (xg,x1)) < A(par) such that P[(z,w) € R] > k(A |(xg,x1)|), the
inequality
P |(z0, wo), (z1,w1) € R: (wy, wy)  BEWVE D) (par (x07x1))}
= (P[(X, W) € R] = £(A, |(z0, z1)[) /p(A; | (20, 1)])
holds. The pair (W, X) denotes
(PrROVE(par, (zo, 1), (wo, w1)), VF(par, (xg, x1)),

the random outputs of PROVE and VF in the interaction. The notation

E(PROVE* (st),")

means that E has rewinding black-box access to PROVE™, which runs on some
state st to which E does not have access. It is further assumed that E returns
(wo,w1) # @ only if it is such that (zo,wp) and (z1,w1) are in R. The reason is
similar to that for the case of proof systems.

A.3 Chernoff Bound

The Chernoff bound gives bound on the tail distribution of sums of independent
Bernoulli random variables.

Theorem A.1 (|19, Theorem 4.2]). Let X1, Xo, ..., X, be independent Bernoulli
random variables such that, for 1 < i < n, P[X; = 1] = p;, with 0 < p; < 1.
Then, for X =31 | X;, E[X]=>""_p;, and any 0 <6 <1,

P[X < (1-6)E[X]] < exp (—E[X]5%/2).

B Definitions

This section gives formal definitions for the schemes defined in Section [3]
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B.1 Incrementally Verifiable Computation with Auxiliary Proof
Information

B.1.1 Completeness. An IVC scheme with auxiliary proof information for a

generator G is complete if for all A € N>, for all (R, (R22m> - ) in the range of
= i>1

G (1*) and all par in the range of SETUP (R7 (R%I) ‘>1) , for all ((zg,x1),wo)
in R, with (IT;, AUX 1, ST1) denoting the random variable

PROVE (par, (0, g, 21), wp) ,
PIVF (par,(1,x0,21),(II,,AUX1))=1] =1

and (AUX,,ST,) € Rg}x; and if for all (4, xq, x4, 74, aux,;) with ¢ positive such
that
Vr(par, (i, o, x;), 7, auz;) = 1,
for all x;41,w; such that ((x;,zi41),w;) is in R, with (IT;41, AUX ;41,5T4+1)
denoting PROVE (par, (i, o, Tit1), Ti, T, QUT;, S;, w;)
P [VF (par, (’L + 171'0,$i+1)7 (Hi+1,AUX7;+1)) = ].] = ].,

and (AUX ;41,S8T41) € Rff;;cl) if (auz;, st;) € R%m

B.1.2 Knowledge Soundness. An IVC scheme with auxiliary proof infor-
mation for a generator G is knowledge-sound with error x, function with values
in (0,1), if there exist a real polynomial p and an extractor E, which runs in
expected polynomial time (on the size of its inputs), such that for any PPT algo-
rithm PROVE™ to which E is given rewinding black-box access, for all A € N>,

for all (R, (Rﬁm)>1> in the range of G (1)‘) and all par in the range of

SETUP (R, (RE;L)

/L_

(st € {0,1}",(n+ 1,20, 2n+1)) < A(par)

) , for any (potentially unbounded) algorithm A, for any
1

with n positive such that,
P [VE (par, (0 + 1,20, 2u11), (IT*, AUX")) = 1| AUX* € L{Y
> k(A [(n+ 1,20, 2n11)]),
the inequality
P((zo,m1),wo0), - (Tn, Tnt1), wn) € R:
(W, T1, W1y« oy Ty, Wy) EPROVE*(St")(paT, (n+1,20,7n11)) | AUX™ € ngjgl)}

> (P [VE (par, (04 1,20, 2000), (1T, AUX")) = 1] AUX" € L3V

aux

—k O |1+ 1,30, 2041)1) ) /DO |1+ 1, 20, 2041) )
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holds. The triple (II*, AUX™*, ST™) denotes the random variable
PROVE*(st, (n + 1,20, Zny1))-

The notation EFFVE (59) means that E has rewinding black-box access to
PROVE®, which runs on some state st to which E does not have access. Extractor
E does not have access to the ST* output of PROVE™ either. That is because
the only additional capabilities that E should have compared to VF is to have
access to the random tape of PROVE". As VF is not given access to the ST*
output of PROVE®, the extractor should not have access to it either.

For E to run in time polynomial in the size of its inputs, n 4+ 1 should be
encoded in unary as E requires at least that many elementary steps to write its
output. It is further assumed that E returns an output distinct from & only if the
intermediate IVC outputs and witnesses are valid. Indeed, from any extractor E
that satisfies the condition, one can always define another extractor which tests
whether the outputs of E are valid intermediate IVC outputs and witnesses and
returns @ if that is not the case. This new extractor has the same extraction
probability as E does.

The definition fundamentally states that for any tuple (n + 1, zq, 2p41) that
algorithm A returns and for which algorithm PROVE" can compute a valid proof
with a probability above the soundness-error threshold, the extractor can com-
pute a sequence of intermediate computation results together with valid wit-
nesses if the auxiliary proof information is valid. It does so with a probability
that is close, up to a polynomial factor, to the probability that PROVE" com-
putes a proof with auxiliary information that passes verification. Note that the
definition requires successful extraction only if the auxiliary proof information
is valid: a relaxation compared to standard IVC schemes.

Similarly to the case of proof systems (see Appendix , it is sufficient to
prove a lower bound on the probability to extract intermediate IVC outputs and
witnesses from deterministic algorithms that return a piece of information auz*
in LEZZIU, instead of proving a lower bound on probabilistic algorithms. Indeed,
for any PPT algorithm PROVE”, its success probability conditioned on the event

auzx™ € LELZIU is the expectation, over the choice of its random strings that lead

to aux € L%‘;l), of the success probability of PROVE® running on a fixed such

random string.
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