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Abstract. Recently, the NSA has proposed a block cipher called ARADI and a mode
of operation called LLAMA for memory encryption applications. In this note, we
comment on this proposal, on its suitability for the intended application, and de-
scribe an attack on LLAMA that breaks confidentiality of ciphertext and allows a
straightforward forgery attack breaking integrity of ciphertext (INT-CTXT) using a
related-Initialization Vector (IV) attack. Both attacks have negligible complexity.
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1 Introduction
Greene, Motley and Weeks of the NSA have introduced the block cipher ARADI and the
mode of operation LLAMA for the use case of confidentiality and integrity of computer mem-
ory [GMW24]. This is an active area of research in both academia and industry, where en-
cryption can be performed by standard ciphers like the AES [DR02], PRESENT [BKL+07], or
ad-hoc lightweight ciphers such as PRINCE [BCG+12], QARMA [Ava17] or QARMAv2 [ABD+23].

We first note that ARADI, according to its own authors (cf. Section 3.5 of [GMW24]),
does not offer a major area advantage over the AES. A significant performance advantage
over the AES, in other words an appreciably lower latency, is achieved only with a much
larger area.

The area-latency product is between 1.3 and 3.7 times lower than that of the AES.
These values are similar to those obtained for the tweakable block cipher QARMA [Ava17]
(for instance, the area-latency product of QARMA9-128-σ1 is about 3.33 times better the
AES’s) and therefore the new design does not obviously seem better than the current state
of the art. Also, since ARADI, like the AES, is not a tweakable design, either latency, area,
or both may degrade by a factor up to 2 depending on the application. This suggests that
the performance comparison of [GMW24] should be improved.

LLAMA’s Suitability For Memory Encryption LLAMA is a counter-based mode of encryp-
tion, whereby a keystream is generated by encrypting successive values of the concate-
nation of an IV and a counter, and XORing the keystream to the plaintext to obtain
the ciphertext. Such an encryption mode suffers from a few limitations in the context of
computer memory:

1. If there is a ciphertext leakage channel while the machine is running, the method
requires fresh IVs at each write to the same location, otherwise the XOR of two plain-
texts is immediately recovered. This implies that the IVs must be stored somewhere
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in memory, which either takes space on the chip or reduces both memory availability
and bandwidth. In fact, in [AMS+22] it is shown that the memory requirements to
store the counter and the associated memory accesses can have a significant impact
on overall system performance, to the point that in many cases direct encryption
methods are preferred and replace previous keystream based methods (cf. the invo-
lution from SGX [Gue16] to Scalable SGX [JMSS20]).

2. If ciphertext leakage can occur only through warm- and cold-boot attacks [HSH+09],
then the security model is weaker, but one can use a fixed IV per cache line.

Attacking LLAMA Despite years of research in symmetric-key design, it is customary
that designers add their security analysis. The authors of [GMW24] do not offer any
security claim that can be verified. A user of ARADI does not have knowledge about
the claimed safety margins of the design. While other NSA designs such as Simon and
Speck [BSS+13] were also released without those claims, we note that LLAMA is proposed
without any security claims nor proofs, as common in modes of operation’s research. This
leads us to closely examine LLAMA, and realize its lack of concrete security claims and
proof is due to a simple nonce respecting related-IV attack that breaks the integrity and
confidentiality of the ciphertexts.

Unlike the general purpose CTR mode that treats different IV lengths differently, LLAMA
does not. The counter mode encryption is performed by concatenating an ℓ-bit IV with a
(128 − ℓ)-bit counter, and encrypts the result to obtain a 128-bit block of the keystream.
However, the IV length is not fixed, so one could, in theory, have two IVs i0 and i1 = i0∥0,
of lengths, say, 96 and 97 bits, and for the first values of a 31-bit counter c, if c′ = 0∥c,
then i0∥c′ = i1∥c and therefore the same keystream is generated. This immediately allows
breaking the PRF security (by decrypting under one IV to allow decrypting under the
second). Also, we can mount a straightforward INT-CTXT attack: Suppose that we
obtain a ciphertext-tag pair (C, T ) for some message M and the IV i0, then (C, T ) is a
valid forgery under the IV i1.

While the above attack is probably not a concern for memory encryption, where the
IV size is most likely fixed, users of LLAMA should be aware of this weakness. This raises
some suspicion about the soundness of the whole design.

2 Conclusion
In this note we have discussed a few shortcomings of the newly proposed ARADI and LLAMA,
suggested by [GMW24]. We have shown that the construction is probably not competitive
for memory encryption, and suggested that the LLAMA mode of operation may not offer
enough security in different context. To conclude, the proposal of ARADI and LLAMA lacks
design rationale, any concrete security claims and security proofs.
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