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Abstract. Blind signatures represent a class of cryptographic primitives
enabling privacy-preserving authentication with several applications such
as e-cash or e-voting. It is still a very active area of research, in partic-
ular in the post-quantum setting where the history of blind signatures
has been hectic. Although it started to shift very recently with the in-
troduction of a few lattice-based constructions, all of the latter give up
an important characteristic of blind signatures (size, efficiency, or secu-
rity under well-known assumptions) to achieve the others. In this paper,
we propose another design which revisits the link between the two main
procedures of blind signatures, namely issuance and showing, demon-
strating that we can significantly alleviate the second one by adapting
the former. Concretely, we show that we can harmlessly inject excess
randomness in the issuance phase, and then recycle the entropy surplus
during showing to decrease the complexity of the zero-knowledge proof
which constitutes the main component of the signature. This leads to a
blind signature scheme with small sizes, low complexity, and that still
relies on well-known lattice assumptions.
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1 Introduction

Introduced by Chaum in 1982, blind signatures [Cha82] are one of the fundamen-
tal tools of cryptography for privacy. Contrarily to standard signatures where
the signer knows the message m they sign and can trace the signature s they
generate in the process, blind signatures aim at hiding both m and s to the
signer so as to limit traceability. More precisely, a blind signature comes with
an interactive signing protocol where one can get a signature s on a message m
such that (1) validity of s can be publicly verified (as is the case with standard
signatures) and (2) the signer cannot link (s, m) to a specific issuance. The latter
property necessarily implies that m is hidden to the signer at the issuance time,
hence the term “blind signature”.

This feature might seem unwise for those who have classical signature use-
cases in mind (e.g., signing a contract) but there are some other applications
where blind signatures significantly improve privacy without jeopardizing secu-
rity. This is typically the case of electronic cash that was introduced by Chaum
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in his seminal work mentioned above. In this context, the signed “message” is
essentially a serial number of a coin whose only purpose is to facilitate double-
spending detection. For the signer (the “bank” in the e-cash terminology), the
only value that matters is the number of signatures it issues as it corresponds to
the number of minted coins, not their actual serial numbers. Blinding the latter
is then harmless to security while being essential for privacy. Similar situations
occur in other use-cases such as electronic voting [BW16], which led ISO/IEC
to standardize blind signature [ISO16].

In [Cha83|, Chaum introduced a first construction which astutely leverages
the RSA signing function. It defines a 2-round protocol where the user first
transmits a blinded message ¢ = ¢ - H(m) mod N where N is the RSA mod-
ulus, e is the signer’s public key and r is a random element of Zy. The signer
then generates an element s’ such that (s')¢ = ¢ mod N which can be unblinded
by computing s = s’/r. Indeed, s° = H(m) mod N, meaning that s is a valid
RSA signature on m. This elegant design has however a downside as no secu-
rity reduction to a standard assumption is known as of today. This led Bellare
et al. [BNPS03] to introduce a tailored interactive assumption, one-more-RSA,
where the adversary has access to an RSA inverse oracle. Thanks to this oracle,
the reduction can easily handle all the signing queries of the EUF-CMA security
experiment and then extract the “one-more” RSA inverse from the forgery. It thus
allows the reduction to succeed but the security assurances such an assumption
provides are arguably lower than those provided by a standard computational
assumption.

Another approach, based on the celebrated Schnorr identification proto-
col [Sch89], was later proposed, with several variants, some of which proved
under the discrete logarithm assumption (see [PS00] and references therein).
All these schemes inherit the 3-round approach of Schnorr’s sigma protocol and
thus require an additional interaction compared to [Cha83]. While the differ-
ence might seem insignificant at a time of widespread fast communications, the
sigma protocol approach introduces a very subtle issue when several signatures
are generated in parallel. This problem was already detected by Pointcheval and
Stern [PS00] who noticed that security can only be proven when a very low
limit is enforced on the number of concurrent executions of the protocols. Far
from being an artefact of the proof, this problem stems from a very concrete
vulnerability studied by Wagner [Wag02]. The resulting ROS attack, later im-
proved in [BLL"22| demonstrates the limits of Schnorr’s blind signature and its
variants. This has led cryptographers to favour two-round designs although we
stress that this problem is not inherent to 3-round blind signatures, only to those
following Schnorr’s blueprint.

The development of efficient zero-knowledge proof systems has led to an al-
ternative approach in the design of blind signatures which was formalized by
Fischlin [Fis06]. It essentially consists in (1) issuing a standard signature s on a
hiding commitment ¢ to the message m and (2) producing a zero-knowledge proof
that s is valid for the committed m. This framework actually shares many com-
monalities with the ones of other privacy-preserving primitives such as group



signature [CvH91,BMWO03], direct anonymous attestation [BCCO04] or anony-
mous credentials [CLO1]| and it is thus natural that all these mechanisms can be
implemented with the same building blocks, namely zero-knowledge proofs and
so-called signatures with efficient protocols (SEP) [CL02,CL04,BB08,PS16].

Unsurprisingly, the development of post-quantum blind signatures has proved
harder. To our knowledge, the first construction was proposed by Ruckert [Riic10],
and was later improved in [ABB20,BCE*20]. These schemes were based on
Lyubashevsky’s identification protocol [Lyu08| which can somehow be seen as
the lattice counterpart of Schnorr’s protocol. As a consequence, they inherit the
limited number of allowed parallel issuances. Worse, these constructions were
proven unsafe by Hauck et al. [HKLN20] who pointed out errors in their secu-
rity proofs and even attacks for some of them. In the same paper, the authors
proposed a sound construction but with poor performance as blind signatures
are 7.73 MB long even when the total number of signatures is limited to 7.

In [AKSY22|, the authors propose an interesting mix between the original
construction of Chaum and the framework of Fischlin. Concretely, the user first
generates a commitment ¢ = Ar+ H (m) which is inverted by the signer who gen-
erates a short s such that Cs = ¢ (A and C are public elements and r is a short
random vector). A proof of knowledge of s is then produced, as in [Fis06]. The
first step of the protocol can thus be seen as a transposition of Chaum’s approach
in the lattice setting, where H(m) is blinded using Ar (instead of 7¢) and then
inverted. Unfortunately, it leads to the same problem as in [Cha83]: the reduction
is unable to answer signing queries as it does not know any trapdoor for C in the
security game. This led [AKSY22] to resort to the same trick as in [BNPS03],
namely introduce a tailored interactive assumption called one-more-ISIS. The
nice performance of [AKSY22] comes thus at the cost of a heuristic security.

In [dPK22], del Pino and Katsumata circumvent this problem by using the
commitment to the message as a tag in a tag-based trapdoor system akin
to [MP12]. Thanks to this solution, they were able to prove security of their
construction under standard assumptions but at the cost of larger signatures
(about 100 KB per blind signature).

Very recently, Beullens et al. [BLNS23a] revisited the first part of the con-
struction in [AKSY22] by generating the commitment ¢ as Ar + H(H(r), m).
This apparently simple modification allows to prove security of the resulting con-
struction under standard assumptions while offering a very attractive signature
size (22 KB). Unfortunately, the issuance process requires a proof that c is well-
formed, which is not easy to produce given its reliance on hash functions. The
authors suggest to use general purpose NIZKs but the latter are very complex to
implement and are very long to generate (about 20 seconds per proof according
to the authors’ estimation), which is likely to affect users’ experience.

Overall, when looking at the most advanced post-quantum blind signature
schemes from the state-of-the-art, one must then choose between an efficient
construction with heuristic security [AKSY?22], a short and secure blind signature
but with an impractical issuance process [BLNS23a] and a secure construction
with larger signatures [dPK22|. As also highlighted in the context of e-cash in



a project by the Swiss national bank [HB23], there is a need for future research
and development on post-quantum blind signatures.

1.1 Owur Contributions

In this paper, we introduce a new lattice-based blind signature construction
which is both efficient and proven secure under standard assumptions. In partic-
ular, it comes with practical issuance and verification protocols, as demonstrated
by our implementation, and our signatures sizes are slightly smaller than those
in [AKSY22], namely 40 KB.

Our starting point is the first step of 2-round blind signature issuance proto-
cols. We note that, for all of them, it consists in generating some commitment c to
the (hashed) message H(m) blinded with some mask depending on a random ele-
ment r. In the context of cyclic or RSA groups, this mask can usually be removed
at the end of the process as illustrated by Chaum’s protocol [Cha83] or the ones
we could build using some SEP schemes (e.g., [PS16]). In such a case, r does not
affect the size of the blind signature and this approach therefore seems almost op-
timal. This is no longer true for lattice constructions [AKSY22,dPK22,BL.NS23a]
which must carry this randomness into the signature where it is included in the
witnesses of the NIZK proof. Although the performance of lattice zero-knowledge
proofs have significantly improved over the past few years, as illustrated by the
powerful framework of [LNP22|, the complexity of the latter is still impacted
by (1) the dimension of the witnesses vector and (2) the size of the witnesses
as larger witnesses requires larger masks and in turn a larger modulus. As a
consequence, the papers above naturally choose the minimal parameters for r so
as to ensure concealment of H(m) (through a mask Ar) while minimizing the
impact on the proof size.

In this paper, we take the opposite view. We choose a dimension and param-
eters for r which are much larger than what is necessary to hide H(m) in the
issuance process, but then recycle the remaining entropy to directly mask large
parts of the preimage s so as to reduce the whole witness size in the NIZK proof.
As we will explain, we can design our protocol in such a way that the negative
impact of larger r is largely offset by the positive impact of smaller NIZK proofs.

Let us consider the following basic blind signature scheme where the user first
blinds the message H(m) by computing a commitment ¢ = Ar + dH(m) (for
some public d) and then obtain a short s’ from the signer such that Cs’ = c for
a public matrix C. Our first remark is that, by enforcing mild requirements on
C, one can set A = C without jeopardizing blindness. In such a case, we usually
end up with a vector r of higher dimension (because A has generally less columns
than C) but we can then merge s’ and r since we now have A(s’ —r) = dH(m).
At this stage, compared to the classical approach, we thus only need a proof
of knowledge of a unique vector (s’ — r) instead of two vectors s’ and r, which
already reduces the proof size.

However, when we look at the new relation A(s’ —r) = dH(m), we can make
the following comments. The first one is that the size of r moderately impacts
the one of s = (s’ —r) as long as the coefficients of r remain smaller than those



of 8'. In other words, trying to make r as small as possible has only very limited
impacts on the resulting vector s. The second one is that our approach leads r to
play two roles. As in previous post-quantum blind signatures schemes, it is still
the key to blind m. But now, it also acts as some perturbation of the preimage
s’ which is very much akin to the one used in the preimage sampling process
of [MP12]. While we cannot use the convolution results of [Peil(] to conclude
in our case, we can still recycle a large part of the entropy of r to blind parts
of s’. More precisely, we show in our paper that we can fully disclose the lower
part (i.e., the lower bits) of each element in s as they are perfectly blinded by
the remaining entropy of r. It thus only remains to hide the higher part of s in
a zero-knowledge proof whose size is significantly smaller than the one of the
classical approach where the whole vector s would have been hidden. Obviously
the amount of bits of s we can safely leak directly depends on the size of r
but, as mentioned in our first remark, we can harmlessly increase the latter as
long as we remain under a reasonable threshold. In other words, we rely on the
somewhat counter-intuitive reasoning : the more we increase r, the smaller is
our blind signature.

If we were to rely on an interactive argument, such as one-more-ISIS, we
could prove security with only a few tweaks. Indeed, we would leverage the
oracle to handle signing queries and would extract the one-more-ISIS solution
from the forgery. However, as we restrict ourselves to standard assumptions we
need to adapt our protocol. To handle signing queries, we will resort to tag-based
pre-image sampling as in [MP12], which has a very important consequence for
our construction. Indeed, instead of using the same matrix A for all issuances,
we will use a matrix A¢ which is parametrised by a tag t which evolves across
issuances. Fortunately, t can be efficiently hidden in the zero-knowledge proof as
illustrated in e.g. [dPLS18,LNPS21,JRS23,AGJ " 24] but as the commitment ¢ =
Ar+dH(m) now depends on it, t must be either transmitted by the signer to the
user in a prior flow or selected by the user. We show that both options are possible
but they lead to different variants with specific features. Concretely, the first
option is conceptually the simplest one and yields the shortest blind signatures
but it technically makes our protocol 3-round. While this is not ideal, we stress
that this does not expose us to the ROS attack due to the very different structure
of our protocol. Moreover, contrarily to the Schnorr-style approach, this extra
round does not require to store secret values on the signer side in preparation for
the third round (as the used tag t can be made public), which facilitates state
management. Nevertheless, we show for completeness in Section 6 that we can
make our construction 2-round using the second approach which allows the user
to select his own tag. This variant obviously removes this additional round but
requires to implement safeguards to prevent a malicious user from selecting the
same tag twice. For example, this can be done by maintaining a set of used tags
on the signer side (and rejecting new requests associated with a tag in this list)
or by deriving deterministically this tag using a hash function evaluated on some
public information, when available. In all cases, it requires to work with a larger



tag space (to avoid incidental collisions), which in turns affects the structure of
A (to limit the reduction loss) and hence the system complexity.

Our blind signature then essentially consists in one vector s whose lower bits
can be safely disclosed and whose higher bits are concealed in a zero-knowledge
proof. Limiting to a minimum the size of the witness is the key to the performance
of the system, leading to a blind signature size of only 40.47 KB when plugged
in the framework by [AGJ'24] which provides all the necessary tools (tag-based
pre-image sampling and ZK proofs) for our construction. In addition to achiev-
ing such compact sizes while being based on well-known lattice assumptions, our
scheme is also reasonably efficient. We provide a proof-of-concept implementa-
tion in C' which showcases a concrete practicality. To our knowledge, this is the
first implementation of lattice-based blind signatures. In particular, we achieve
a reasonably fast issuance proof (the most computationally intensive part of
issuance) of only 720ms with a not yet optimized implementation, which is or-
ders of magnitude more efficient than when relying on general-purpose NIZKs
as required by [BLNS23a].

2 Preliminaries

In this paper, for two integers a < b, we define [a,b] = {k € Z : a < k < b}. When
a = 1, we simply use [b] instead of [1,b]. Further, ¢ is a positive integer, and
we define Z, = Z/qZ. We may identify the latter with the set of representatives
(—q/2,q/2) N Z. Vectors are written in bold lowercase letters a and matrices
in bold uppercase letters A. The transpose of a matrix A is denoted by AT”.
The identity matrix of dimension d is denoted by I;. We use [|-[|, to denote
the ¢, norm of R?, i.e., [all, = (Zie[d]|ai|p)1/p for any positive integer p, and
lall ., = max;c[q|ai|. We also define the spectral norm of a matrix A by [|Al[, =
maxxzol| Ax||y/|[x],-

2.1 Algebraic Number Theory

We now give the necessary notions in algebraic number theory. A more complete
background can be found in Appendix A.1.1. We present our results over a power-
of-two cyclotomic ring. We take n a power of two and let R = Z[z]/{z™ + 1) be
the power-of-two cyclotomic ring of degree n. We also define Ry, = Zg[z]/(z"™ +1)
for any modulus ¢ > 2. We sometimes use real-valued polynomials and consider
elements in K = R[z]/(z™ + 1).

We use 7 to denote the coefficient embedding, i.e., for all a = Zie[o,nfl] a;z' €
R, 7(a) = [ag] ... |an—_1]T. We sometimes use 7;(a) = a; to be the projection of
7(a) onto the i-th component. We also denote by M, the multiplication matrix
map, defined by the relation 7(ab) = M, (a)7(b). In power-of-two cyclotomic
fields, this corresponds to the usual nega-circulant matrix featuring the coef-
ficients of a. Then, the conjugate is defined by a* = a(x~!). These notations
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are extended to vectors and matrices entry-wise, except that the conjugate of
a matrix actually corresponds to the conjugate transpose. For an integer n, we
define S, = 771 ([=n, n]"), Sy = 7 ([=n,n—1]") and T;) = 7~ ([0,7]"). We also
define the usual vector norms ||-[|, over R by ||r[|, := [|7(r)]|,, and the spectral

||p7
norm [[Ally by [[Mx(A)ll,.

2.2 Lattices

A full-rank lattice £ of rank d is a discrete subgroup of (R¢, +). The dual lattice
of £ is defined by L£* = {x € Spang(L) : Vy € £,xTy € Z}. A lattice over R?
is identified with the lattice corresponding to its embedding into R™?. For any
A € R>™, we define the lattice £, (A) = {x € R™ : Ax = 0 mod ¢R}, while
for any u € R, we similarly define £%(A) = {x € R™ : Ax = umod ¢R}.

2.3 Probabilities

For a finite set .S, we define |S| to be its cardinality, and U(S) to be the uniform
probability distribution over S. We also let 9, be the centered binomial distri-
bution of parameter n € N\ {0} defined by the distribution of } ;. a; — b; for
ai,bi,...,ay, by, independently drawn from U({0,1}). We then use B, to denote
the distribution over R whose coefficients follow 1,,, i.e., 77! (¥7)- We use x <= P
to note the action of sampling x € S according to the probability distribution
P. In contrast, we use x ~ P when the random variable x follows P.

Probabilistic Norm Bounds. The preimage sampler of [AGJT24], which is
an instantiation of [MP12], requires a bound a priori on the spectral norm of the
secret trapdoor R. We use the following heurisitically verified bound, used in
a variety of works in the structured case, e.g. [MP12,GMPW20,LNP22]. Addi-
tionally, the security proof requires bounding projections Rm. For that we use
the following heuristic Johnson-Lindenstrauss-like bound which is empirically
verified.

Lemma 2.1 (JAGJ"24, Lem. 2.2 & 2.4]). Let R = Z[z]/(z" + 1) with n
a power-of-two. Let d,m be two positive integers. It (heuristically) holds that
IE”RNBme[HRH2 < E(Wd+ ym+6)] = 1/O(1) (in particular non-negligible).

Also, for an arbitrary m € R™, it heuristically holds that PRNBfXM[ Rm||, <

%\/ndeHz] = 1/C with C = O(1) (in particular non-negligible).

Gaussian Measures. For a center ¢ € R? and positive definite S € R?*?, we
define the Gaussian function p g, : x € R? = exp(—7(x — ¢)"S™!(x —¢)). For
a countable set A C RY, we define the discrete Gaussian distribution D, /g .
of support A, covariance S and center ¢ by its density D, 5. : x € A
Pvs.e(X)/pys.(A), where p g (A) =D c 4 py5.c(X). When ¢ = 0, we omit it
from the notations. When S = s2I;, we use s as subscript instead of v/S.

For ¢ € K& and a positive definite matrix S € R"*"? we define the dis-
crete Gaussian distribution over R? by T_l(DT( Ri) /B, c)), which we denote by



Dp J5.c Since 7(R?) = Z"4, the distribution corresponds to sampling an integer
vector according to DZWd’ V8,7 (c) which thus defines a vector of R via 771, As
coined by Micciancio and Regev [MRO7], we define the smoothing parameter of
a lattice £, parameterized by € > 0, by 7:(£) = inf{s > 0: py/,(L*) =1 +¢}.

We first need a Gaussian regularity lemma from [GPV08, Lem. 5.2| gener-
alized to non-spherical distributions. We state it over rings for coherence but it
also applies to the integers.

Lemma 2.2 ([GPV08, Lem. 5.2] adapted). Let d,m,q be positive integers,
and A € R(‘;X"‘ such that AR]" = Rg. Then, let € € (0,1) and S € R»mxnm

such that S — ﬁs(ﬁql(X))QInm is positive semi-definite. We finally define P =
KDRM,\@ mod gR. It holds that Vx € RI, P(x) € [(1—¢)/(1+¢),1 +¢e]g "

We now give the standard discrete Gaussian tail bound from [Ban93|. Notice
that when ¢ = 0, the smoothing requirement s > n.(£) in the following is not
needed.

Lemma 2.3 ([Ban93, Lem. 1.5]). Let £L C R? be a lattice of rank d, and
s> 0. Then, for all ¢ > 1//2m, we have

d
Pu~p, ., |1y > cs\/g] < (C\/ 27‘(’667#62)

We use ¢g to denote the smallest ¢ > 1/v/27 such that (cv2ree )4 <
2-(A+0M) where A is the implicit security parameter.

Our scheme leverages the elliptic sampler SamplePre of [AGJT24, Alg. 3.2
which corresponds to the sampler of [MP12] producing an elliptical distribution
with two widths s1, s instead of a spherical one. Concretely, SamplePre takes a
trapdoor R, the matrix A’ defining the first block A = [I4|A’], a syndrome u to
invert, a tag matrix T € GL4(R,), and two Gaussian widths sq, sp for the top
and bottom parts. It then outputs a sample that is close to DL;([A\TG—AR]),x@

with S = diag(s?I24, s314q). They provide a detailed security analysis and instan-
tiation of the latter. The security proof of our blind signature relies in particular
on the recent trapdoor switching argument proposed in [AGJ'24], which we
recall here. It is based on the structure of the trapdoors of [MP12] and argues
that one can extend the matrix to embed a partial trapdoor slot and change the
sampling method unbeknownst to the adversary. This lemma is essential in the
public key simulation step for the security of standard model signatures based
on such trapdoors.

Lemma 2.4 ([AGJ*24, Lem. 4.1]). Let d, q, k be positive integers, b = [q'/*].
Let e € (0,1/4) and sg > n-(Z"")v/b?> + 1. Then let A’ € R4, A = [I4]A"],
(R))jear1) € (R*F)ITLand the partial gadget matrices (G;)jeiq) = (€5 ®
[L[p] ... [6F71]); € (RPF)L. Let (t;)jear1) € (Ry)*L. Let i € [d]. We define
G = [G1]...]G4], R = [Rq]...|Ry] and R_; the matriz where the block R;
in R has been replaced by Ryr1. We also call T = diag(ty,...,tq) and T_; the



matriz T where the i-th diagonal entry is replaced by tqy1. Let s1,s2 be two
positive reals such that si > /2s&/(s& — 1) - max(||R]],, |[R—;lly) and so >
V282, + 1. (%”d@”“))? Finally, firu € Rg.

We call A the matriz [A|TG — AR|t441G; — AR411] mod ¢R for clarity,
and then define the following distributions.

r Sample v3 <= Dpi 4,, (V1,V2) < SamplePre(R, A’, u— (ta+1Gi — ARa+1)vs mod

Pll qR,T, s1,s2) and output (vi,va,Vvs).

[ Sanqﬂe Va2i < 1)Rk§2’ (V1,(VQJJ...,V2¢71,V3,V2¢+1P..,V2A)) <
Py SamplePre(R_;; A’ u — (tG; — AR;)ve; mod qR,T_;,s1,s2), define and
| output (vi,(va,5) cld), V3)-

It holds that Vv € LE(A), Pi(v) € [071,6] - Pa(v), where

s (1T (14 e/ndk
S \l-¢ 1 —¢/ndk

2ndk
) ~ L H2(12d(n = 1) + T)e

Rejection Sampling. Our security proof relies on a rejection sampling argu-
ment proven in [LNS21].

Lemma 2.5 (JLNS21, Lem. 3.2]). Let d be a positive integer, and S C R?
a set of vectors of Fuclidean morm at most T > 0. Let Pg be a distribution
over S. Let M > 1, a = \/w/InM and s > oT. We then define the following
distributions.

[ Sample s <> D5, y <> Dga , and set z = y +v. Then, sample u <> U([0,1)).
Pi If {(r(z), 7(s)) <0 orifu > ﬁexp(w(HT(s)Hg —2(7(z), 7(s)))/s?), output L.
| Otherwise, output (s,z).

" Sample s < Ps, and z Dpa ,. Then, sample u <= U([0,1)). If (1(z), 7(s)) <0

PIQ or if u > ﬁ, output L. Otherwise, output (s,z).

Conditioned on not aborting, it holds that Py and Ps are identical.

2.4 High and Low Decomposition

Our blind signature scheme relies on decomposing some vectors into low order
bits and high order bits, so as to only hide the high part. For that, we use the
decomposition functions from [CCD'23] but tweaked to meet the requirements
of our system. We consider b to be a power of two.

Algorithm 2.1: High(z,b) — Algorithm 2.2: Low(z,b)
return 2|z/2b] + 1 return z — b - High(z, b)

J

Algorithm 2.3: Decompose(x, b)

return (zg,zr) = (High(z,b), Low(z,b)) > Verifies xy, + by =

To prove the security of our scheme, we need the following two lemmas related
to the low and high order distribution of a uniform variable.



Lemma 2.6. Let b be a power of two. It holds that Low(U([—2b,2b — 1]),b) =
U([—b,b—1]) and High(U([—2b,2b — 1]),b) = U({—1,1}). Additionally, it holds
that U([-b,b—1])+b-U({-1,1}) = U([-2b,2b — 1)).

Proof. Let x be in [—2b,2b — 1]. If « € [-2b, —1], then we have High(z,b) = —1
which implies that Low(z,b) = z +b. If x € [0,2b— 1], then High(z,b) = 1 which
implies that Low(z,b) =z —b.

We thus directly get that High(U([-2b,2b — 1]),b) = U({-1,1}) as both
1 and —1 happen with probability 2b/4b = 1/2. Also, from the expressions of
Low(-,b) on each interval, we deduce that for z’ € [—b, b — 1] it holds

Pyv(—20,20—1)) [Low(z,b) = 2'] =Plz +b=2" Az < 0]+ Plz —b=2a" Az > (]
=Plz =2"— b+ Plz =2’ + b
—1/2b

As aresult Low(U([—2b,2b—1]),b) = U([—b, b—1]). Next, consider z ~ U([—b, b—
1]), y ~ U({—1,1}) and define z = = + by. Then z takes values in [—2b,2b — 1]
and for all possible outcome z’, we have

1 1
P.lz=2]= §]P’3,[x =2 +b+ §]P’x[9: =2 —b

_ 4ib(1(z'+b €l=bb—1])+1(z —be [~bb—1])

_ L
Ty

where the last equality comes from the fact that 2’ + b and 2z’ — b are distant by
2b and thus cannot be in [—b, b— 1] simultaneously, but because 2’ € [—2b, 20— 1]
at least one of them is. O

The motivation for this decomposition is to (1) minimize the size of z, while
(2) still having independent low and high part when « is uniform, and (3) still
have enough entropy in the high bits. The latter two points will be essential
for proving security of our construction. Another property we need from our
decomposition is the invariance of the uniform distribution by shift, which we
state in the following.

Lemma 2.7. Let b be a power of two. It holds that for any y € Z, Low(y +
U([_b7 b— 1])a b) = U([_ba b— ”)

Proof. We define y = High(y,b) and y, = Low(y,b). For any x € [-b,b — 1],
we have that |y/2b] —1/2 < (x +y)/2b < |y/2b| 4+ 3/2. As a result, we have
High(xz +y,b) € {yn — 2,ym, yu + 2} and thus Low(z + y,b) € {z +yr + 2b,x +
yr,x +yr, — 2b}. Hence, for o’ € [—b,b — 1], it holds that

Pyt ((—bp—1)) [Low(z +4,0) = 2'] = Py op(—pp—1p)[z € S]],

with S = {&’ —yr — 2b,2' — yp, 2’ — yr + 2b} N [=b,b — 1]. Because 2/, yy, €
[-b,b — 1], we always have |S| = 1. Indeed, —2b+ 1 < 2/ — y;, < 2b— 1. So
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if we assume towards contradiction that S = @, it directly means that either
—2b+1 < a'—yr < —b—1in which case ' —yr +2be S,or b <2’ —yp < 2b—1
in which case #’ — yr — 2b € S. Either way, we get a contradiction proving that
|S] > 1. Then, if we assume that S contains two distinct elements A # B, it holds
that |A — B| > 2b. As a result, both A and B cannot be in S simultaneously,
which proves that |S| < 1. In the end, because |S| = 1, it holds that

1
Ponv(ppo-plbow(z +y,b) = 2] = o,
thus proving that Low(y + U([—b,b — 1]),b) = U([—b,b — 1]). O

2.5 Hardness Assumptions

The security of our blind signature is based on the Module Learning With Er-
rors (M-LWE) and Module Short Integer Solution (M-SIS) problems [LS15]. We
consider both problems in their Hermite Normal Form, i.e., we use the same
distribution for the M-LWE secret and error, and we specify the identity in the
M-SIS matrix.

Definition 2.1 (M-LWE). Let R = Z[z]/(z™ + 1) with n a power-of-two. Let
d,m,k,q be positive integers and P, a distribution on R. The Module Learn-
ing With Errors problem M—LWEfl’dm’q’% asks to distinguish between the fol-
lowing distributions: (1) (A’,[L,|A’]R mod qR), where A’ ~ U(RP*%) and
R ~ 28tmF and (2) (A',B), where A’ ~ U(R™*?) and B ~ U(R]™F).

The advantage of a PPT adversary A against M—LWthd’m, 0.2, 18
Advneowe[A] = [PA(A, [T, |A'IR) = 1] - P[A(A", B) = 1]],

When the parameters are clear from the context, we define the hardness
bound as en.pwe = supy ppr Advmpwe[A]. Additionally, a standard hybrid
argument shows that M—LWEfL,d,W%% is at least as hard as M—LWE,lhd’m,q,%
at the expense of a loss factor £ in the reduction.

Definition 2.2 (M-SIS). Let R = Z[z]/{z™ + 1) with n a power-of-two. Let
d,m,q be positive integers and B > 0 with m > d. The Module Short In-
teger Solution problem in Hermite Normal Form M-SIS, 4.m 45 asks to find
x € L ([I4|A]) \ {0} such that ||x||, < B, given A’ «= U(RI*m=4).

The advantage of a probabilistic polynomial-time (PPT) adversary A against
M-5IS,, d,m,q,5 is defined by

Advyrgis[A] = P[[Ig/A'lx = 0mod gR A0 < ||x||, < B :x + A(A)],

where the probability is over the randomness of A’ and the random coins of A.
When the parameters are clear from the context, we define the hardness bound
as en-sis = sup 4 ppr Advarsis[A]. We now present the M-LWE problem in its
multiple secrets variant which we use throughout the paper.

11



2.6 Blind Signatures

Blind signatures extend the standard notion of digital signatures by requiring a
blindness property which prevents the signer from tracing a presented signature
to a specific issuance. This blindness logically affects the signing process as the
signed message must be concealed but also the unforgeability notion as the signer
can only keep track of the number of signed messages, not their actual content.

We use the definition and security properties from [JLO97] that we recall
below. A blind signature is a collection of three algorithms Setup, KeyGen, Verify
and an interactive protocol Sign between a signer and a user. The Setup algo-
rithms takes as input a security parameter A and outputs the public parameters
of the system pp. Then, the KeyGen algorithms uses pp and generates a pair of
keys (pk, sk) for the signer. A user can then interact in Sign with a signer holding
sk to sign a message m. In the end, the user gets back a signature sig and the
signer gets no output. Finally, the Verify algorithm takes as input pp, pk as well
as the message-signature pair (m,sig) and outputs 1 if the blind signature is
valid, and 0 otherwise.

From the security perspective, we expect a blind signature scheme to be
correct, one-more unforgeable and blind. We define these notions precisely here
in accordance with [JLO97]. We note that in the blindness game, the adversary
may choose the public parameters and keys maliciously.

Definition 2.3 (Correctness). A blind signature (Setup, KeyGen, Sign, Verify)
is correct if for any X, pp + Setup(1%), (pk,sk) < KeyGen(pp), message m and
signature sig outputted to U in the execution of Sign{S(pp, pk, sk), U(pp, pk,m)),
it holds that Verify(pk, m, sig, pp) = 1 with probability 1 — negl(X).

Definition 2.4 (One-More Unforgeability). Let (Setup, KeyGen, Sign, Verify)
define a blind signature. We define the following game.

e N

Challenger C Adversary A

pp Setup(l)‘)
(pk, sk) < KeyGen(pp) pp, pk

(J—a Slgz) — Slgn<c(pp7 pka Sk)7 'A(ppa pk7 m1)>
— Choose m;
Choose

(M7, sig} )iejQ+1] :
(mfa S'gf)ie[QH]

A wins if Vi # j,my #m}
and i, Verify(pk, m}, sig}, pp) = 1

\. J

The advantage of the adversary A is its probability of winning the above
game, that is

AdUOM—UF[A] = P[V’L € [Q + 1}7 Ve”fy(pka m;(7 SIg;a pp) =1AVi 7é Js m: 7é m;]
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We say that the blind signature is one-more unforgeable if the advantage of any
probabilistic polynomial-time adversary A is negligible in \.

Definition 2.5 (Blindness). Let (Setup, KeyGen, Sign, Verify) define a blind sig-
nature scheme. We define the following game.

Challenger C Adversary A

PP, pk, Mo, My

Choose pp, pk, sk, mg, my

p < U({0,1})
(L,siggy) < Sign(A(pp, pk, sk), C(pp, pk,m,))
(J—a Sigl) — Slgn <A(pp7 pk7 Sk)7 C(ppa pk, ml—p)>
sigg, Sig;

*

p Choose p* € {0,1}

A wins if p* = p

\. J

The advantage of the adversary A is AdvginalA] = [P[p* = p] — 1/2|. We say
that the blind signature satisfies blindness if the advantage of any probabilistic
polynomial-time adversary A is negligible in \.

3 Blind Signature from Lattices

We now introduce our new blind signature scheme. It requires a variety of tools
that we choose so as to leverage synergies. More precisely, we need a commit-
ment, a public key encryption, a signature that interfaces to sign commitments,
and zero-knowledge proof systems. Most of these tools are provided in the recent
framework of signatures with efficient protocols from [AGJ'24]|, which internally
uses a concrete instantiation of the Micciancio-Peikert sampler [MP12], and the
zero-knowledge proof system of [LNP22]. Our scheme also embarks the proof sys-
tem optimizations from [LNP22, Sec. 4.4, App. A] and [LN22, Sec. 3]. Although
the authors of [AGJT24] use a simple Ajtai commitment from part of the sig-
nature matrix, which could be used in our case as well, we aim at salvaging the
commitment randomness to blind part of the signature to minimize the amount
of secret data in the zero-knowledge proof. As mentioned in the introduction,
we thus use the full signature matrix Ay = [A[tG — B|Aj3] for the commitment.
Finally, the encryption mechanism only has a detection role in most blind signa-
ture constructions. As such, we do not need it to interact with the signature per
se, but the encryption circuit must be provable in zero-knowledge, while mini-
mizing the witness size to keep proofs short. For that we use a module version
of Regev’s encryption scheme [Reg09].

13



3.1 The Construction

- Algorithm 3.1: BS.Setup
Input: Security parameter \.

1. Choose a positive integer d.

2. Choose an odd prime ¢ s.t. ¢ = 5 mod 8.

3. Choose positive integer w. > Hamming weight of tags

4. Choose positive integer b. > Gadget base

5. Choose positive integers b1, ba. > Decomposition bases

6. Tw +— {f cTy: ||'£||1 = w} > Tag space

7. k + [log, q].

8. G=1L;® [1 s bk_l] S Rngk. > Gadget matrix

9. 7+ /In(2nd(2 + k)(1 +e71)) /7. > 7 > e (ZndHR)
10. sg < rvb? + 1. > Gadget sampling width
11. s1 + max (, /ﬁ(n\/a+ 2b1v2nd), Si:l‘fl - 5 (V2nd + Vndk + 6)) > Top

preimage width
12. s2 + max(rv/2b% + 3, ﬁbg\/m).
13. a1 +
14. ag +

> Bottom preimage width

> Rejection sampling slack

15. M; + exp(rw/a?) for i € [2].
16. seed < U({0, 1}2°°%)
17. d < H(seed, domain _separator ).
18. A’ < H(seed, domain_separator,,).
19. A3z < H(seed, domain_ separator,).
20. u <+ H(seed,domain_ separator,).
21. A « [I4|A'] € RI*24,

Verifiable Encryption.

> follows U(R;j
B> follows U(RE*?
> follows U(RZXk

)
)
)
> follows U(R;l)

22. Choose a prime p 7& q D> Verifiable encryption modulus
23. Choose positive integers me, de, 7 > Verifiable encryption parameters
24. A. < H(seed,domain_separator,). B> follows U(Rpe*%e)

25. b, < H(seed,domain_ separatory). > follows U(Rp'e)

Output: pp = (\,n,d, q, w,b, k,r, sg, 1, S2, a1, a2, M1, M2, seed).

- Algorithm 3.2: BS.KeyGen
Input: Public parameters pp as in Algorithm 3.1.

1. R+ B?**% conditioned on ||R|, < 15(v2nd + v/ndk + 6).
2. B« AR mod qR € R,

Output: pk = B, and sk = R.

r Algorithm 3.3: BS.Sign
Input: Signer S with pp, pk, sk, and user U with pp, pk and message m € {0,1}".
Signer S.
1. t« F(st).
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2. st+st+1
Send t to U.
User U.
if t¢ 7., abort.
ri,L < U(Sfld), rig < 7 H(U{~1,1}*").
ri <11, +biri g _
r2 < U(Slzd), r3 < U(S;g)
c < Ar; + (tG — B)rz + Asrs + dH(m) mod ¢R. > H(m) € T1
9. rc < By,
10. cto + Alr. mod pR.
11. ct1 < blr. + |p/2]H(m) mod pR.
12. w1 « Prove;(ri, [r2|rs], re, H(m)).
13. Send (e, cto, ct1,71) to S.
Signer S.
14. if Verify,(m) = 0, abort.
15. vz < DRk,SQ'
16. v = [vT|v3]" < SamplePre(R,A’,u+c — Azvs,t, 51, s2).
17. Parse v; into [vlT,1|v1T,2]T with vi1,vi2 € R¢
18. Send (V172,V2,V3) to U.
User U.
19. vii+u+c—A'vip— (tG —B)vy — Asvs mod gR.
20. p ([[vialvizl? < BY) A ([valvsll < B3).
21. if p # 1, abort.
22. (WI,H,WLL) < Decompose(v1 —Trir, b1) — (I'l,H7 0)
23. (Wi, m,w;,1) < Decompose(v; — r;, b2) for i € {2,3}.
24. Ty < Proveg(t, W1, H, WQVH,W:),’H).

w

®© N O

Output: S gets L, and U gets sig = (W1,2, W2,1, W3,L, T2).

s Algorithm 3.4: BS.Verify
Input: Public key pk, message m, blind signature sig = (w1,1, Wa,1, W3, 1, T2), and
public parameters pp.

Output: Verify,(m2) A (w1, € S21) A ([wa,z|ws L] € Sy "TV) A (H(m) € Th).

J

To remain as general as possible, our protocol description does not make any
assumption on the message m which is simply parsed as a bitstring. The mapping
to the appropriate set is then done through a hash function H which only add
the mild requirement that the produced digests do not collide. We stress that,
in the blind issuance process, 71 is a proof of knowledge of H(m), and not of m.
In particular, we do not need to prove that #(m) is indeed the output of some
hash function, which is key to the performance of our scheme.

Actually, we treat H as an extended output function such as SHAKE256,
which is why we use the same notation all along our protocol although the
output space depends on which element is expanded.
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3.2 Verifiable Encryption

The verifiable encryption is there to detect, in the one-more unforgeability proof,
the actual forgery so as to extract the witnesses of only one zero-knowledge proof.
Concretely, the challenger will use its knowledge of the decryption keys to keep
track of each message it has signed and thus be able to identify the one(s) it
has not. This naturally conflicts with the blindness property where the signer is
now controlled by the adversary and thus cannot access to such a knowledge. As
usual, this problem is dealt with by resorting to the random oracle model which
enables to set the public key b, either as a uniformly random element (standard
use and blindness proof) or as A.s. + e, mod pR for A, « U(R;”EXd“) and
(Se,€c) = Biet™e (one-more unforgeability proof). In the latter case (s.,e.)
serves as decryption key and uniformity of b, is argued under M-LWE. A zero-
knowledge proof ensures well-formedness of the ciphertexts (that may be gener-
ated by the adversary) but note that it only enforces a certain Euclidean bound
B, . on r}, not that it follows the expected distribution. We thus need to set the
parameters so that HeeTrgHOO < p/2 based on this sole requirement. For that, we
rely on HeeTr’cfHoO < |leelly - [Ir%|ly and use a concentration bound for the binomial
distribution to upper-bound ||e.||, (which is selected by the challenger and thus
follows the prescribed distribution).

Binomial Tail Bound. We can obtain a tail bound for the binomial distribu-
tion using Hoeffding’s inequality on X = ||x||§ In particular, X is a sum of i.i.d
random variables which all take values in [0,7?2]. Additionally, the expectation
of X is exactly 7./2 - N where N = nm, is the dimension of 7(x). As a result,
Hoeffding’s inequality shows that

x|y — mmene/2 > 1] < exp(=21* /mmen),

IPXNBZZE [

which can be written as

TeNMe 2\ Y
P, gme >4/ —— |1 —_— | <27
x| el V 2 e nmelogye | —

For typical parameters (e.g., n = 256, m, = 7, A = 128, 7. = 1) we get a bound of
around B, = t+/nenm./2 for t ~ 1.15. When 7, is small, we can actually derive
the exact probability. We do it for the case . = 1 which is used in our scheme. We
first observe that for each coefficient of 7(x), 7;(x) ~ 91 and therefore 7;(x)? ~
U({0,1}). We now consider the polynomial P =1/2+1/2-T € Q[T], and define
Px = PN = P"™m<. We can express Px directly as Px = 27" Y " (") T,

Finally, we observe that the probability that X equals ¢ is exactly the i-th
coefficient of Py, that is ("Te)/Q”me. For each a € [0, mm.], we can then compute

exactly
(03
2 _ nm
Pypme [||XH2 > a} =1- E 2 "me( ; e).
i=0
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For n = 256, m. = 7,\ = 128, we find that the probability is less than 27*
for o« = 1170 which corresponds to a tail cut ¢t ~ 1.14272. As it only affects
the verifiable encryption which represents only a small fraction of the issuance
phase, we use the tailcut ¢t = 1.15 and thus the proven bound B, . = t\/nenm./2,
giving us a security margin on the tail bound.

Security. In the security proofs of our blind signature, we need both the fact
that ciphertexts are indistinguishable from uniform, and that the public key
(when embedding a secret key in the one-more unforgeability proof) is indistin-
guishable from uniform as well. The latter simply relies on the M-LWE,, 4, . . 5,.
assumption. The former relies on the fact that for perfectly uniform (A.,b.),
the vector

T
[ﬁ%] r. mod pR

is uniform. This is argued using the Knapsack formulation of M-LWE which here

reduces from M-LWE,, ... (4. +1),m.p,5, - Choosing m. = 2d. + 1 thus means
that both arguments rely on the same M-LWE assumption.

3.3 Relations of Zero-Knowledge Arguments

Our blind signature requires two zero-knowledge arguments. The first one, em-
ployed in the issuance phase, aims at proving the commitment and the ciphertext
are well-formed by proving knowledge of (r1,ra3, 1., h) € R2IHE(A+HD)+metl gych
that

Ar, + [tG — B|Ag|ros +dh = cmod gR, ||ri]ly < Bra,|lros|ly < Bro, heTy
Alr. =ctymod pR, blr.+ p/2]h =ct; mod pR, and |r.|, < By,

where B,; = 2b1v/2nd, B,y = byy/nk(d+1), and B, = t\/nenme/2 and
ro3 = [rd|r?]T. We recall here that there is no need to prove correct hash
evaluation as the witness is the digest h = H(m) of the message m and not
m itself. In particular, our security proofs will not make any assumption on h
beyond that it belongs to the set Tj.

The second argument is used to finalize the blind signature and proves knowl-
edge of (W1 g, Wo i, W3 51, t) € R2HEEFDHL quch that

biAw, g +tGwa  + botGwo g — boBwo i + bsAsws g
=u+d-H(m)— Awy  +Bwsy 1 — Asws ; mod ¢R,

lwi s < Bi% |[won|wsnlly < By% and te Ty,

where (w11, Wa ,, w3 1) is included in the blind signature, and By = |(B1/b1 +

3v2nd)?|Y/?, and BYy = [(Ba/ba + 2¢/nk(d + 1))%]1/2.
The full description of these arguments is deferred to Sections A.3 and A.4
respectively.
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4 Security Analysis

We now prove the correctness, one-more unforgeability and blindness of our
scheme.

4.1 Correctness
Lemma 4.1. The blind signature of Algorithms 3.1, 3.2, 3.3 and 3.4 is correct.

Proof. First, we study the possible aborts of a legitimate signature generation.
Since F maps to Ty, the user does not abort at step 4. Then, the bounds B, ;, By ¢
are set so as to ensure that the proof generation in step 12 always succeeds except
if ||re]|, > By, which happens with negligible probability. The verification at
step 14 also goes through due to the completeness of the proof system. This
holds true for the checks performed on the partial signature (vi,vs,v3) thanks
to the correctness of the signature scheme from [AGJ"24]. Finally, we have to
show that the decomposition and bounds are correct for the second argument.

First, we have w1, +bywy g = Low(vy —ry 1, b1) + biHigh(vy —r11,01) —
biri, g = vi—(r1,+bir1 g) = vy —ry. Similarly, we have w; 1 +b;w; g = v; —r;
for i € {2,3}. We thus have

blAWLH + fGWg,L + bszWz,H — bgBWZH + b3A3W3,H
=u+d-H(m)— Aw;  +Bws — Asws 1, mod ¢R

Then, it holds that ||wq, HHQ < (Bi +|Ir1lly + [[wi,zll,) /b1 < Bf, because wi r,
has entries in Sy, , and ry in Sap, . Additionally, we have [|[wo, H|W3 allly < (B2 +
[[r2lrs]lly + | [Wa,L|ws,L]l|,) /b2 < Bj, as ri, w; 1, has entries in Sy, for i € {2,3}.

Generation and verification of the second argument then always succeeds.
O

4.2 One-More Unforgeability

Theorem 4.1. The blind signature of Algorithms 3.1, 3.2, 3.8 and 3.4 is one-
more unforgeable based on the hardness of M-LWE,, 4, m. ».8,. M-LWE,, 4.4.4.5, ,
M-SIS;, d,2d+2,q,8¢» M-SISp.d,2d,q,86, the collision resistance of H, and the sound-
ness of (Provey, Verify;) and (Proves, Verify,). More precisely, the advantage of
PPT adversary in breaking the one-more unforgeability of the blind signature is
upper-bounded by

AdUOM_ UF [.A]

S eliwe + cor(H) + el + 2max (h° (C(ITul - Q)efhsts + kel i)

1 1+e/ o
1(\/I)LWE + - ( go)und + 4C My Mah°? (CfoM sis T ]‘“51\/[ LWE)))
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where ei?und is the soundness error of (Prove;, Verify,) from Lemma A.2 and A.3,

eer(H) is the advantage of A against the collision resistance of the hash function
H, Eﬁ)_LWE and 51(\/1[2LWE are the respective hardness bounds of M-LWE,, 4, m. p 5,
and M-LWE,, 4 4.4.8,, and 51‘\)/[-818 and 5?/{-818 are the respective hardness bounds
of M-SIS,, 4,2d+m+1,q,80 @Nnd M-SIS;, 424,98 The constant C ~ 2 is the one
from Lemma 2.1. The function h°® corresponds to the d-th composition power of
the function h defined by

22—1 N
hz) = kel + 0 <2kgg;zm b6 (ke +a) ) ,

with

6_1+Q(>\_1/2) 14+e 12d(n—1)+5 1—|—5/ndkz 2ndk_1 2
B 1-¢ 1 —e¢/ndk

Proof. At a high level, the proof changes the one-more unforgeability game as
follows. The challenger guesses the tag t* that will be included in one of the
Q@ + 1 produced signatures, hoping that it will actually correspond to a fresh
adversarial signature and not a legitimately issued one. Depending on this guess,
the challenger will craft the cryptographic material following either the type
© or type ® approach from [AGJT24], while also hiding a decryption key in
b.. For each of the ) emitted signatures, the challenger stores the digests? h/,
decrypted from the ciphertexts. Upon reception of the ) + 1 message-signature
(Mg, sig;)icjo+1] pairs, the challenger chooses a pair (m;,sig;) such that H(m;)
does not belong to the set of decrypted digests mentioned above. Note that such
an index 7 necessarily exists under the collision resistance of the function H. It
then extracts the proof included in sig;, which can be used to solve an M-SIS
instance if the included tag is t*. We now prove it formally.

We denote Gy to be the original game. For each game G, we call Advg[A]
the advantage of A4 in winning the one-more unforgeability game in the modified
setting of game G.

Game G1. We first change the encryption material so that the challenger can
embed a secret decryption key. More precisely, the challenger samples A, <
U(R?eXdE), (Se,€c) < Bg:*me and set b, = A.s. + e, mod pR. Then, when A
queries 7 on (seed,domain_separatory) and (seed, domain_separatorg), it repro-
grams the random oracle and outputs A, and b, respectively. A distinguisher be-
tween Gp and i1 can then be turned into a distinguisher for M-LWE,, 4, m. ».5,.
on the instance (A, b.). When receiving an instance (A, b.), the M-LWE
distinguisher would program H to output A. and b, as above. As such, if
b, is uniform, it perfectly simulates Gy in the random oracle model, and if

2 We insist that because the encryption and proof generations are adversarial, the
adversary does not need to know an underlying input for these digests. As such we
use h; and h* later for these decrypted/extracted elements instead of H(m}) and
H(m™) to avoid confusion.
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b, = A s. + e, mod pR, it simulates GG;. The distinguisher between Gy and G
can then be used to distinguish between these two cases. As a result, we get

Adve, [A] < Adve, [A] + e\ e

where 51(\/812LWE is the hardness bound of M-LWE,, 4. m. p.B

Ne

Game Go. We now generate all the tags {();i € [Q]} at the outset of the game
instead of at each signature issuance. The challenger also uses s. to decrypt
the ciphertext in each of the (at most) @ queries. More precisely, it computes
u® = ct; (D — seTcto(i) mod pR and defines the coeflicients of h} € 17 to be 0 if
the corresponding coefficient of u(?) is closer to 0 than to |p/2], and 1 otherwise.
The challenger then stores the pairs (h/,t()) in a table T. We note that at
this stage, the decrypted digests are not used. Additionally, as the ciphertexts
are adversarially chosen, the decrypted digests may not be those which have
been used in the commitment and zero-knowledge proofs. Because these changes
do not change the view of the adversary, it then holds that G is identically
distributed as Gj.

Game G3. In this game, the challenger proceeds as in Gy and thus eventually

receives ((m;, wg), wéi)))ie[QH] where all m; are distinct. It then computes the
corresponding digests h; = H(m;) and aborts if a collision occurs. In the latter
case, A can readily be used against the collision resistance of H and we thus get

Advg, [.A] < Advg, [./4} +ea(H).

Game G4. We proceed as in Gs. At the end of the game, the challenger receives

((mg, W(Li), wgi)))ie[QH] from the adversary where all the proofs Wéi) verify and all

the m; are distinct. Since G3, there is no collision among the H(m;) either. The
challenger then computes j = min{i € [Q + 1] : #(m;) ¢ T}. Then, except with
(2)

soun

ﬂ'éj) and gets (W] g, W3 7, W3 5, t*) such that

the soundness error €. . of (Provey, Verify,) stated in Lemma A.3, it extracts

bIAWT y + CGWY) + bot"Gws y — b BWS y + by Asw? g
=u+d-H(m,;) — Awfz + ng)L - A3W§{i mod ¢qR,
2 2
lwi all, < B2 [llwsarlwi ], < Be®, and ¢ € 7o

It then holds that
Adve, [A] < Adve, [A] + &2

sound*

Game G5. We now introduce the branching of our security reduction. At the
outset, the challenger samples p «+= U({1,2}). If p = 1, the challenger expects
what we call a type @ forgery which corresponds to a one-more forgery where
the extracted tag t* from Gy is not in {t();i € [Q]}. On the other hand, if p = 2,
the challenger expects a type @ forgery which corresponds to a one-more forgery
where the extracted tag is among the emitted ones, i.e., there exists i € [Q] such
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that t* = (. The reduction aborts if the guess on the type of the forgery is
wrong. As a result, we get

AdVG4 [.A} = 2AdVG5 [.A]

Based on the value of p the challenger will then set the cryptographic ma-
terials and queries differently. We define Adv&[A] to be the advantage of A
in returning a type @ one-more forgery in game G, and Adv®[A] for a type
® one-more forgery. Because in G5 the type guess is correct, it holds that
Adve. [A] < max(Adv2[A], Adva[A]). We later introduce changes that may be
specific to one branch only. When describing each game, we specify which branch
is impacted (@ or @), except if the change impacts both branches.

The first change we introduce is that after sampling p and the set of tags,
the challenger samples t+ < U(T,, \ {t¥;i € [Q]}) in branch @, and in branch
@ it samples it < U([Q]) and sets t+ = (). Because t+ is not used anywhere
yet, it does not change the advantage. Hence, it still holds that

Advg,[A] < 2max (Adv25 ], Adv®, [A])

Game G (0). In branch @, the challenger hides a short relation in d. More
precisely, it samples s from B2? and defines d = As mod ¢R. It then reprograms
H so as to output d when queried on (seed, domain_separator, ). Similarly to the
change in G, we argue this change based on the M-LWE,, 4 4 4,5, assumption.
As it only impacts the branch i < @Q, we have

Adv® [A] = Adv [A], and Adv®_[A] < Adv® [A] + e\ s

where 51(\/1[2LWE is the hardness bound of M-LWE,, 4.4.4.5; -

Game G7 (0). We hide a short relation in u in branch @. The challenger samples
vy <> Dpaa g, and [v]|v3]T <= Dpucary ,,, and computes u = Avy + (t7G —
B)vs + Azvs mod ¢R. It then reprograms H so that it outputs u when queried
on (seed, domain_separator,). We use the same argument as from [AGJ*24| by
relying on the regularity lemma of [GPV08, Cor. 5.2] recalled in Lemma 2.2.
With our parameter choices, we then get that

0 _ 0 ) I 1+4¢ )
Advg, [A] = Advg, [A], and Advg, [A] € L sk J Advg, [A]

Game Gg (®). In branch @, the tag tT is chosen among the tags used in the
signing queries. As our goal will be to hide t* in the public key while still being
able to answer signing queries, we need to change the query i*. All other queries
can be answered legitimately. Our goal is to use the hidden relation of u to
answer the iT-th query later. But it also needs to be a correct partial signature,
which means we need to extract the message digest and commitment randomness
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i+
from 7752 ) In this game, we thus use the extractor from the soundness property

of (Provey, Verify,). It thus obtains (r;,ry,r5, h*,r]) such that

Arf + (t"G - B)rj + Asry +dh" = ¢ mod qR,
ATr} = cto) mod pR, blr}; + |p/2]hT = ct;") mod pR,

et < B il < B [eflla < Brer W ey

except with a soundness error Eiizm 4> detailed in Lemma A.2.

Correct decryption. Notice here that the verifiable encryption proof ensures
that the decrypted digest h/, matches the one (A1) that is in the commitment
and thus actually signed by the challenger. Indeed, when decrypting, it holds
that hl, is obtained by decoding ct; () —sTcty ) = eTrf + |p/2]hT mod pR.
Yet, it holds that HeeTerOO < lecllsllrelly < lleelly - Bre. Then, as e, is drawn
from Bj’¢, it holds that its norm is bounded with overwhelming probability by
B, . as well. Because we choose p > 4B;i€7 we get that the decryption is correct if
the tail bound on e, is verified. We insist here that because r. is adversarial, we
can only deduce a norm bound from the proof extraction but not a particular
distribution. In particular, one cannot set p based on a bound on the inner
product of two binomial vectors (which would be smaller) and needs to use this
worst-case bound on r.. This correct decryption will be needed to exploit the
forgery in the final game.

We then have

sound’

Adv® [A] = Adv®_[A], and Adv® [A] < Adv® [A] + )
Game Gy (8). We now enforce a bound on s- 't in anticipation of the rejection
sampling argument in the next games. We use the heuristic bound from [AGJ 24,
Lem. 2.4] recalled in Lemma 2.1. Concretely, for the i*-th query in branch @,

after extracting A we abort the reduction altogether if |[sh™|, > vnd||hT|,.
It then holds that

Adv@ [A] = Adv2 [A], and Adv@ [A] < CAdvE, [A],

for a small constant C' = 2.

Game G1g (8). We further prepare the rejection sampling argument for the -

th query only. During the i*-th query, the challenger samples (v§+), v§+), v§+))

legitimately using the preimage sampler, and then rejects based on the value of
(v1, v, v3) which are so far independent of (vﬁ), vgﬂ, vgﬂ). More precisely, it
samples uy,us ¢ U([0,1)). The reduction continues only if uy < 1/My, ug <
1/Ms, and (vy, sht +rf) > 0 and ([va|vs], [r§|rT]) > 0, otherwise the
challenger aborts. We insist that if the challenger does not abort, it answers the

query with (v§+), vgﬂ, vgf)) and not the hidden relation of u. It then holds that

Adv2 [A] = Adv® [A], and Adv® [A] < 4M; MoAdve [A],
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Game G1; (8). We now use the relation hidden in u to answer the iT-th query

in branch @, and perform rejection sampling to ensure a correct distribution
+

so that the adversary does not notice. After extracting ﬂgl ), the challenger

samples uy,uy <> U([0,1)), computes d; = (vi +sht +r, sht +r) and

8o = ([vo +rF|vs +rd], [rd|rT]). It then aborts the reduction if
1
61 <0, or u; > ﬁexp ( (Hsh+ —i—erZ - 261)> ,

1
or §, <0, or u2>MeXp< (H \rg ||2—2(52)>.

If the challenger did not abort, it constructs

@) ; i
[vzzl)l =vy+sh™ +rf, and véﬁ) =V + 1‘2+7V:(;+) = v +ry,

Viz2

and outputs (v vi") v{")

as the partial signature in step 18 of Algo-
rithm 3.3. Based on the bounds proven on the rjﬂ the one enforced on sht,
and the way the parameters s1,so are set in Algorithm 3.1, the rejection sam-
pling argument of Lemma 2.5 shows that the view of the adversary is identically

distributed in G11 and G10~

Hybrid Games G ;. For both branches, we now use the hybrid argument used
in [AGJT24| to hide the tag t* in the public key B. The authors rely on a
specific trapdoor switching method and define hybrid games G;; for j € [d]
and i € [0,9]. More precisely, G; is essentially G1; but where B = [AR; +
ttGy|...|AR;_1+t7G,_1|AR;| ... |AR,] with G, = e,®[1]b|...|b*"!] € RI¥k
where ey is the zero vector that has a 1 at the /-th entry. In particular, we note
that G1 9 = Gs. Then, G, hides a gadget in A3 as Az = G; — A} for A drawn
uniformly, thus reprogramming # on input (seed,domain_separators;). In Gj 2,
the challenger hides a relation in Az as Az = G; — AR/, under M—LWEﬁd,d’qﬁf
In Gj 3, the challenger uses the partial trapdoor R;- instead of R; to produce
signatures (except for the it-th query, if it < @, which remains unchanged),
which is argued by the trapdoor switching lemma of [AGJ 24, Lem. 4.1] recalled
in Lemma 2.4. Then, G 4 simulates the partial public key B; = AR; mod ¢RR
and instead samples B; uniformly in Rng, which is unbeknownst to A under
M—LWEZ7d)d)q)Bl. G5 adds the tag guess as B; = B} + t*G; with B/ uniform.
In Gjg, it re-introduces a partial secret key to get B; = AR, + t"G; under
M- LWEn d.d,q.B,- Lhe trapdoor switching is used again in G 7 to use the partial
trapdoor R] instead of R. In G5, we replace AR/, by a uniform Aj again

under M- LWEk dd,q. B, Flnally, Aj; is again changed to be perfectly uniform in
Gj79 so that GLQ = G]+170

The analysis of the hybrid argument is exactly the same as in [AGJT24], and
it thus holds that by looping over j € [d], we have

Adv®,, [4] S bt (AdvE, [A]) , and A, [A] S bt (AdvE, [A])
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where h°¢ corresponds to the d-th composition power of the function h, which
is itself defined by

2A-1 2X
h(z) = k51(v112LWE +0 <2k€1(\/1[2LWE +0 (kgl(\/llzLWE + 35) . ) )

with

s=14+Q0—1/2). [ (22 AT 1 g mdk N 2
B 1-¢ 1 —¢/ndk

Game G13. For both branches, we re-introduce a short relation (without gadget)
in A3. More precisely, it samples R/ from deXk and defines A3 = AR’ mod ¢R.
It then reprograms the random oracle H so as to output Az when queried
on (seed,domain_separator;). We can again argue this change based on the
M-LWE,, 4,4,4.8, assumption. We thus get

Adv®, [A] < Adv® A + kel . and Adv®, [A] < Adv® [A] + ke we,

Game G13. In this game, the challenger aborts if the tag guess is incorrect. More
precisely, in branch @, the adversary must return a type @ one-more forgery
which means that t+ ¢ {t®):i € [Q]}. Because t* is hidden to the view of the
adversary, the guess is correct with probability 1/(|7.,| — Q). For branch @, the
adversary must return a type @ one-more forgery meaning there exists i* € [Q)]
such that t* = t("), The challenger thus aborts if i+ # i*, meaning the guess is
correct with probability 1/Q. We thus get

Adve [A] = (ITo]| — Q)Adv2  [A], and AdvE ,[A] = QAdvE A,

Exploiting the one-more forgery. We now explain for each branch how to ex-
ploit the one-more forgery outputted by A to find a solution of a specific M-SIS
instance. As the two branches are fairly different, we thus bound Advgls[A]
and Advg ., [A] separately. The challenger indeed receives two instances A =
[I4/A’|d|u] and A" = [I4A’] of M-SIS,,. d,2d42,¢,80 and M-SIS,, 4244, respec-
tively. The first will be used to define the material when p = 1, while the other
will serve for the branch where p = 2. Depending on the value p sampled at
the outset, it discards one of these two instances and reprograms # for the rel-
evant material® from the M-SIS instance. It then proceeds as in Gp3 following
the determined branch.

Branch @. We start with the easier branch to bound Advgls[.A]. It holds that
t* = t7, which means that *G — B = t*G — AR — t"G = —AR mod ¢R.

We define w; = W%J)L +biwi  and wag = [WéJ)L\WéJJ);] + bo[w3 g |W3 g]. The

3 Recall that in the branch @, all the partial signature queries are answered legiti-
mately using the preimage sampler, and there is no hidden relation in d nor u.
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challenger then aborts if ||[~R|R/]was||, > Vnd|was]|,. Again, by the Johnson-
Lindenstrauss-like bound of [AGJT24, Lem. 2.4] recalled in Lemma 2.1 (as
[-R|R/] is indeed drawn from B;), the challenger continues with probability
at least 1/C for C ~ 2. We then re-write the extraction equation as

Aw; + A[-R|R]wos — dH(m;) — u = 0 mod ¢R,

ie., [IgJA’|d[u]x* = 0 mod gR with x* = [(w1 + [~R|R/]wa3)T| —H(m;)| - 1]T.
The last coefficient is non zero which ensures x* # 0. Based on the extracted
value, it holds that ||w1||, < b1v2nd-+b1 B}, and ||was||y < bay/nk(d + 1)+boB).
We thus have

Il < ¢(b1 (Vand+ By) + V- by (Vak(@+ 1+ B;) ) +n+1= fo.

thus proving that x* is a solution of M-SIS,, 424+2,4,36- We get Advyigis[A] >
Adv®, [A]/C which leads to

AdvE ,[A] < Cefigs:

Branch @. We now bound Advg13 [A]. Recall we are also in the case where t* = t+
so that t*G — B = —AR mod gR. We define w; and w3 as in the previous
branch and thus obtain the same bounds on their norm from the extraction.
We then define Aw; = wy — (vgl ) ri) where vgl ) was part of the partial
signature in the iT-th query, and rf was the randomness extracted in the iT-th
query. We also define

AWz, =

The challenger then aborts if ||[-R|R/[s]Awasp, ||, > Vnd|| Awasy, ||, which hap-
pens with probability at most 1 — 1/C for C =~ 2 using Lemma 2.1 again.
Then, it holds that Aw; + A[-R|R/]was — As?(m;) = umod ¢R. Yet, u =
Avi — ARvy + AR'vs = AV —sht —rf) — ARV —r}) + AR (v ) —

r7) mod ¢gR. We can thus rewrite the equation as

A (Aw; + [-R|R/|s]Awas,,) = 0 mod ¢R.

Because H(m;) ¢ T, it holds that H(m;) # h... Also, based on the de-
cryption correctness explained in Game Gy, it holds that h[, = h*, and as
such we have H(m;) # h™. Using the same argument as in previous works,
e.g., [LLM*16,LNPS21,LNP22,JRS23,AGJ*24|, the unpredictability of s en-
sures that x* = Aw;+[—R|R/|s]Awag,, is non-zero except with negligible prob-
ability. We now bound x*. Because of the rejection sampling argument in game
G11, it holds that Vgﬁ) ~ Dpea g, , and [vgi+)\v§i+)] ~ Dprr+1) 5,- We can then
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derive bounds on Aw; and Awag,, using the Gaussian tail bound of Lemma 2.3,
and the bounds proven on the r;", as well as the facts that h* and H(m;) are

in Ty. In particular, we get |[Awqll, < bi(V2nd + B}) + By + 2b1V2nd (=
2B; + 6b1v2nd), and similarly

| Awaslly </ (bs(BS + v/nk(d + 1)) + Ba + boy/nk(d + 1))2 + n.

In the end, we obtain

Ix*l, < by (B{ + 3@) + By + \/%\/(bQ (Bg + %/W) + 32)2 tn
= e,

thus proving that x* is a solution of M-SIS,, 424.q,8,- We obtain Advam.gis[A] >
Advg13 [A]/C — negl(\) which leads to

Advgl:s [‘A] S CEI\Q/I—SIS + neg'@\)-
Advantage Bound. We can now combine all of the advantage bounds from each

game hop from G5, with the derived bounds on the advantages in G13. We obtain
the following equations.

Adv25 [A] < ho (C(|77u| — Q)eMsis + k51(v112LWE) 5

1+¢
1—¢

Advg, [A] S e\we T (40M1M2h0d (CQEI?/I—SIS + kgl(\/llzLWE) + 5£C1>1)Jnd) .
Combining these inequalities with the first game hops from Gy to G5 gives the
claimed bound on Advg,[A].

O

4.3 Blindness

Theorem 4.2. The blind signature of Algorithms 3.1, 3.2, 3.8 and 3.4 is blind
in the random oracle model based on M—LWEde,me’p’Bnd M_LWEn,d,d,q,U(Tl)’
and the zero-knowledge property of (Provey, Verify;) and (Proves, Verify,). More
precisely, the advantage of PPT adversary in breaking the blindness of the blind
signature is upper-bounded by

AdvyinalA] < 2(e5) + % + e 1w + e\t awe)s

where ailk) is the zero-knowledge loss of (Prove;, Verify,) from Lemma A.2 and A.3,

Eg\/?-LWE and 55\/2[2LWE are the respective hardness bounds of M-LWE,, 4, m, p.8,.

and M-LWEn’(Ld’q,U(Tl) :
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Proof. We prove the blindness by a sequence of hybrids where we change the
blindness game progressively while proving these changes can be made unbe-
knownst to the adversary. The game Gy is the original blindness game from Def-
inition 2.5. More precisely, the adversary chooses (potentially maliciously) the
public parameters pp (which includes seed € {0,1}?%% to derive public matrices
and vectors), the public key pk = B and two messages mg and my in {0, 1}*. Tt
sends it to the challenger, who then samples a random bit p <= U({0,1}). After
that, the challenger plays the role of the user in two concurrent interactions of
Sign with the adversary A. In the end, it gets sig, as the blind signature on m,
and sig; as the blind signature on m;_, and sends both signatures to .A. The
adversary then decide on a value p* € {0,1} and wins if p = p*.

Game G;. In this game we first change the way hash queries are handled, es-
pecially those to derive the verifiable encryption materials. When A queries the
random oracle on (seed, domain_separator;), the challenger samples the matrix or
vector uniformly in its space. In particular, on input (seed, domain _separator;),
(seed, domain _separators) and (seed, domain _separatorg), the challenger samples
A" = U(R>M), A, « U(Rp<*%) and b, <> U(R]™) respectively. In the
random oracle model, Gy and G are identical.

Game G5. The challenger now simulates the zero-knowledge proofs involved in
both executions of the blind signing protocols. Instead of calling Prove; and
Proves on the secret data, it calls the simulators S; and Sp without resorting
to the secret witnesses. Based on the zero-knowledge properties of both proof
systems, Lemma A.2 and A.3 yield

|Adve, [A] — Adve, [A]] < 24 +¢5))

Game G3. In this game, the challenger will further simulates the ciphertexts.
For each of the two executions of the blind signature, instead of computing ctg
and ct; legitimately, it samples ug <= U(R<) and uy < U(R,) and define the
ciphertexts as ctg = ug and ct; = u; + |p/2]H(m,) mod pR (or with H(mi_,)
for the other execution). Noticing that the randomness r. is no longer used in
the proof generation, this change can be argued with the M-LWE,, 4, m. ».5,.
assumption. This argument follows the one we would use to prove the IND-CPA
security of the encryption scheme. Here, we already enforced the encryption key
to be uniform (i.e., so that the adversary does not have a secret key to decrypt)
which results in a slightly simpler argument.

More precisely, we can use a distinguisher D between G2 and G3 to distin-
guish a 2-secret M-LWE,, 4, m, p 5, instance

n
[oF]

from uniform. This instance follows the Knapsack formulation of M-LWE, which
is equivalent to M-LWE,, 4, . p,5,. asshown for example in [BJRW23, Sec. 4.1]*
4 The loss incurred by the reduction is linked to the splitting of p. In our case, we can

choose p to split into at most n/4 factors to keep this loss negligible.
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Given a 2-secret instance ([uf”|u”], [ul' ™ u{""""]), the distinguisher would
proceed as in Gy and G3 except in the generation of the ciphertexts where
cto = uél) and ct; ) = ugz) + [p/2]H(m;) mod pR. If the instance is uniform,
it perfectly simulates G5 and otherwise it simulates G. It then holds that

|Adve, [A] — Adve, [A]] < s%p Advg, 6,[D] < Qsﬁ?LWE,

where 81(\/6[2LWE is the hardness bound of M-LWE,, 4, m. p.B

ne "

Game G,4. As the messages are now masked by a perfectly random and indepen-
dent value, we can have the challenger sample the ciphertexts at random directly
without using the messages. So it directly samples ct; (¥ U(R,). As ugl) was
chosen independently of m;, the distribution stays the same and G3 and G4 are
then identical.

Game G5. We now change the way the commitment is computed by essentially
relying on its hiding property. By decomposing c into by Ar; i+ (Ar; 1+ (tG —
B)ry + Asrs +d#H(m)) mod gR, we replace Ar; gy by a uniform vector. As rq g
is independent from the rest, this can be done under the M—LWEm dd,q,U(Th)
assumption. The reason for using only the high-order bits r; y and not the
whole r; is because r; s is also used in the masked part w;  revealed in the
blind signatures. But rq g is used nowhere else as we simulate the second zero-
knowledge proof. As a result, the challenger samples t(¥) « U (Rg) for each
execution and constructs ¢(®) = b1t@ + (DG — B)r) + Asrl” + dH(m;)) mod
qR. Using the same reasoning as that of G2-G3 but for the M-LWE
instance [I4|A’lr; gy mod ¢R, we get that

n,d,2d,q,U(T1)

[Adve, [A] - Adve, [A]] < 264 e,
where 51(\?LWE is the hardness bound of M-LWE_ , 0 U(Th)" Note that for that
we need to ensure that A’ is perfectly uniform which is the case due to our
change in (G;. Also, notice that T7 does not include zero coeflicients which may
be unusual. Using the bijection z € {0,1} — 22 —1 € {—1, 1}, a trivial reduction
shows that M-LWE is equivalent to M-LWE,, 4 4 4 v (1), that is with
binary secret/error.

n,d,d,q,U(T1)

Game Gg. We keep modifying the commitment by sampling t(*) <= U (Rg) and
computing c() = t(i)—l—(t(i)G—B)réi)—&—Agréi)—l—d’}-l(mi)) mod gR. Because b; is a
power-of-two less than ¢, it holds that by € ZX C RX. As such, bU(RY) = U(RY)
which proves that G5 and Gg are identically distributed.

Game G7. As t(® is independent from the rest, we can simply sample ¢() uni-
formly in R;l without using the messages. It then holds that Gg and G7 are
identically distributed.

Game Gs. Now that the randomness r; 1, rg,r3 are used nowhere else, we com-
plete our argument by sampling the w; ;, uniformly in S;, without resorting to
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the adversarially chosen signatures v;. So the challenger, for each of the two

blind signature executions, samples w( )L uniformly with entries in Sb

To argue that it is identically dlstrlbuted we rely on the fact that our decom-
position preserves the invariance of the uniform distribution by shift. It means
that Low(y +U([—bj,b; —1]),b;) = U([—b;,b; —1]) for any y € Z by Lemma 2.7.
Applying it coefficient-wise ensures that G7 and Gg are identically distributed.

The final blind signatures (w11, Wa,1., W3, 1, T2), as well as the issuance tran-
scripts, no longer depend on the messages and elements chosen by the adversary.
As a result, they are independent of the bit p which means the probability that
A finds the correct bit is exactly 1/2, making its advantage 0. We then have
Advg,[A] = 0. By combining the above hybrids, it then holds that

Advppina[A] < 2(5;13 ( ) + E1(\/61)LWE + 81(\/2[2LWE)

as claimed. O

5 Performance

5.1 Parameter Selection

The soundness and zero-knowledge losses sgf))und and ES() rely on some M-SIS
and M-LWE assumptions identified in Theorem 4.1 and 4.2. As a result, we
have to estimate the hardness of each of them and compute the actual security
by taking into account the reduction loss specified in these theorems. For the
M-LWE assumptions, we use the lattice estimator [APS15] on the unstructured
assumptions to determine the minimal BKZ block size B for lattice reduction
attacks. We note that algebraic attacks [AG11,ACF*15] or combinatorial at-
tacks [Wag02,BKWO03] in our case are more expansive than those based on lattice
reduction. We then estimate the hardness bound with ey g = 27 (0-2925+16.4)
classically and eyp.pwr = 27 (0-278+16-4) quantumly. For M-SIS,, 4. 4,5 assump-
tions, standard attacks find a smaller-dimensional lattice of dimension N €
[nd,nm| that minimizes the root Hermite factor g = ﬁl/Nq*"d/Na and then
we use the formula by Chen [Chel3] to find the BKZ block size from d5. More
precisely, Chen [Chel3]| showed that under the Gaussian heuristic and the Ge-
ometric Series Assumption, the root Hermite factor dp of a BKZ-reduced basis
with block size B is 6p ~ (B(wB)'/B /27me)'/2(B=1)_ Then again, we estimate
the hardness bound of said M-SIS instance by eygrg = 27 (0-292B+16.4) ¢]aggi-
cally and eypgrs = 27 (0-2575+164) quantumly.

We thus search for parameters n,d,d.,q,p and also the parameters of the
proof systems to get the desired security when plugged into the loss functions and
the plethora of assumptions considered in Theorem 4.1 and 4.2. The parameters
detailed in Tables B.1, B.2, B.3, B.4 in Appendix B lead to the hardness bounds
indicated in Table 5.1, which still ensures 126 bits of classical security for the
one-more unforgeability and 125 for the blindness, despite the reduction loss.

For these parameters, we reach blind signatures of 40.47 KB, for a total
issuance transcript of 58.86 KB. We give in Table 5.2 the sizes in KB of each
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o (2] (1) (2) (e) (1) (2) (1) (2)
EM-SIS  EM-SIS EMLWE EM-LWE EM-LWE Esound €sound €2k €2k

27203.5 27182.2 27157.7 27147.2 27163.2 27128.2 27126,9 27127.3 27127

Table 5.1. Classical hardness bounds of the different assumptions for the signature,
encryption and proof systems.

contribution. The public key of the signer is 53.94 KB but only needs to be
transmitted once so we do not include it in the issuance transcript.

Issuance Transcript Blind Signature
It] |c| |ct| | |v| |wi| ||
0.03 KB 3.59 KB 1.62 KB 44.91 KB 8.70 KB 5.38 KB 35.09 KB
Total 58.85 KB 40.47 KB

Table 5.2. Size estimates for the issuance transcript between the user and signer, and
the blind signature.

These estimates are obtained based on the parameters chosen as described
above and thus depend on the reduction loss. In particular, in the case of one-
more unforgeability, we need to set a bound ) on the maximal number of signa-
tures per key pair. We set @ = 2%2 which means that the tag guess loss |T,,| is
at least 232. In practice, the loss incurred via guessing arguments is sometimes
implicitly not taken into account in the parameter selection. Actually, it is un-
clear whether previous papers on blind signatures account for such loss factors
or not. In our case, we design our scheme so as to keep this loss acceptable and
consider it when setting parameters. By discarding it, we could choose smaller
parameters and end up with a transcript size of 52.41 KB and a blind signature
of 35.72 KB.

5.2 Implementation Performance

One caveat of the blind signature in [BLNS23a] is that the issuance relies on
general-purpose NIZKs which are very complex and very slow in practice, even
though they lead to short proofs. Our system does not need to rely on such
tools which then significantly improves the issuance phase. To demonstrate the
concrete practicality of our blind signature, we propose a proof-of-concept im-
plementation in C°. For that, we built upon the implementation of anonymous
credentials of [AGJT24] which is publicly available® and adapted it to our scheme
and parameters. In particular, we updated the parameter-specific parts such as

® https://github.com/latticeblindsignature/lattice-blind-signature
5 https://github.com/Chair-for-Security-Engineering/
lattice-anonymous-credentials
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expansion and sampling procedures. We also implemented the encryption mech-
anism modulo p, the decomposition functions, and obviously overhaul the whole
implementation of zero-knowledge proofs as our relations are different. Regard-
ing the latter, we point out that our scheme features the optimizations on the
proof from [LNP22, Sec. 4.4, App. A] and [LN22] as opposed to [AGJT24].

We benchmarked our implementation using a laptop featuring an Intel Core
i7 12800H CPU running at 4.6 GHz. We used the same compilation options
as [AGJT24], namely -03 -march=native using gcc 11.4.0 with pthread dis-
abled when building FLINT. The timings (in milliseconds) of each main step of
the blind signature can be found in Table 5.3.

Time (ms)
Round Procedure Reference -
mean  med min max

key gen. Alg. 3.2 673.873 498.793 451.248 1212.177
@ tag gen. Alg. 3.3, Steps 1-2. 0.002 0.002 0.002 0.014
tag verify Alg. 3.3, Step 4. 0.001 0.001 0.001 0.001
commit Alg. 3.3, Steps 5-8. 2.305 2.302 2.294 2.325
@ encrypt Alg. 3.3, Steps 9-11. 0.373 0.375 0.360 0.385
embed; Alg. 3.3, Step 12. 0.674 0.672 0.629  0.848
prove: Alg. 3.3, Step 12. 721.214 514.244 189.558 1774.477
® verify Alg. 3.3, Step 14. 121.494 121.556 118.736 125.494
pre sign cmt.  Alg. 3.3, Steps 15-17. 73.859 73.617 73.264 75.445
pre sig verify  Alg. 3.3, Steps 19-21. 2.119 2.116  2.105 2.153
decomp. Alg. 3.3, Steps 22-23. 0.081 0.080 0.077 0.095
embeds Alg. 3.3, Step 24. 2.556  2.551 2.521 2.655
proves Alg. 3.3, Step 24. 669.633 386.768 141.606 1738.951
verifyo 88.231 88.022 85.609 90.618
verify Alg. 3.4 90.775 90.569 89.105 93.165

Table 5.3. Benchmark results. Statistics over 100 executions. Where applicable, the
key and message were randomized. High variance timings are due to rejection sampling.

The entire blind signature generation following Algorithm 3.3 can thus be
performed in 1595 ms on average, mostly because of the generation of the two
ZK proofs m; and ms. Note that although Proves is part of the blind signature
generation, it no longer requires the signer. The total “online” time can thus
be amortized to 925 ms on average. We insist that these timings are reported
by our implementation which is not yet optimized. Vast improvements could be
brought for example by the use of a parameter-specific arithmetic backend (so
as to rely on stack allocations rather than heap allocations which are generally
much slower), parallel hashing, vectorized computations leveraging the AVX2
instruction set, etc. Additionally, as we only prove quadratic lattice relations,
improvements on the zero-knowledge proof framework itself would transfer to our

31



scheme. We leave these optimizations as future work. Nevertheless, this provides
a first milestone in the implementation of lattice-based blind signatures.

5.3 Comparison

As discussed in the introduction, the state-of-the art of post-quantum blind
signatures is limited to a few constructions, in particular since the work by
Hauck et al. [HKLN20] which invalidates all previous 3-round designs. While
this paper introduced a secure 3-round construction, it was essentially a proof
of concept that is clearly outperformed by our scheme. We thus choose to
compare our scheme to the much more competitive two-round constructions
in [AKSY22,dPK22,BLNS23a]. Obviously, this comparison has some limits but
we believe it remains relevant as the spirit of our construction is closer to the
one of two-round designs.

In our security assessment, we opted for a more realistic lattice sieving cost
model but we note that certain previous works use the Core-SVP model instead
which estimate the hardness bounds as 2702925 instead of 27 (0-2925+164) Ney-
ertheless, they aim for a smaller security target which means that we achieve
a similar security level to these works when using the Core-SVP model. The
comparison is therefore given for a target classical security of 128 bits.

Assumptions  Round NIZK (iss.) [transcript| |bsig|
One-More-ISIS
[AKSY22] NTRU 2 None 1.37 KB 45.19 KB
M-SIS/M-LWE
[dPK22] M-SIl\g}‘I\IEEJLWE 2 Algebraic Relations 932 KB 102.6 KB
[BLNS23al M-SI%?BI}I%WE 2 General Purpose 60 KB 22 KB
Ours M-SIS/M-LWE 3 Algebraic Relations 58.85 KB 40.47 KB

Table 5.4. Comparison of lattice-based blind signatures. The transcript size corre-
sponds to all the messages exchanged between the signer and user. The “NIZK (iss.)”
column describes the type of relations proven only in the issuance part, the proof being
part of the transcript. The final generation of the blind signature includes a proof of
algebraic lattice relations for all the constructions cited above.

Compared to [AKSY22|, we achieve slightly smaller blind signatures at the
expense of a larger transcript due to the commitment opening proof m;. But
most importantly, our construction shows that we can achieve the same level
of compactness without compromising on security. Indeed, we do not need the
one-more-ISIS assumption and only rely on the standard lattice assumptions
M-SIS and M-LWE. Our blind signature and transcript sizes are also much
smaller than the construction of [dPK22|, whose security is based on standard
assumptions as well. Finally, the blind signature of [BLNS23a] achieves a similar
transcript size but with a blind signature that is almost twice as small as ours.
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However, as mentioned in the introduction, their construction requires the use of
general purpose NIZKs for the commitment opening proof which are very time-
consuming. The author estimate this proof generation to be around 20 seconds.
In our case, our issuance does not need to prove hash evaluations which means
we can use efficient proof systems for algebraic lattice relations. Typically, the
generation of m; takes on average 720 ms in our proof-of-concept implementation.
As mentioned above, this timing can be vastly improved with a highly optimized
implementation. All in all, our blind signature is competitive with the existing
ones in terms of size, while providing strong security guarantees by relying solely
on standard lattice assumptions, and by having a concretely efficient issuance.

6 Round-Optimal Blind Signature

The previous construction describes a blind signature in three rounds, the role of
the first round being only to transfer the tag t to use in the commitment phase.
This 3-round version essentially allows us to rely on the stateful (adapted) version
of the signature of [AGJ"24]. As such, it avoids certain intricacies of the security
proof making the scheme more efficient. We insist however that as mentioned
in Section 1.1, our 3-round blind signature of Section 3 is not subject to the
ROS attack due to its very different structure compared to Schnorr-like blind
signatures. Nevertheless, in this section, we describe how to simply obtain a
round-optimal, i.e., 2-round, version of our scheme.

Actually, all we require from t is that it differs for each signature issuance.
For example, the tag t could be randomly generated by the user and then sent,
along with the commitment and the proof, to the signer. The latter would then
check if t has already been used in a previous session in which case it would
abort. An alternative option, which does not require to maintain a state on the
signer side, is the one where the user would deterministically derive the tag from
some fresh public data using a hash function. For example, in the case of a user
accessing to a remote signer, those data could be extracted from the previous
messages exchanged to establish a secure channel (e.g. the TLS handshake).

In all cases, we need to limit the number of incidental tags collisions, which
requires to work with a larger tag space and thus to adapt our protocol to limit
the reduction loss. In the following, we consider the option where the tag is
derived from a hash function since the other alternative can readily be derived
from it.

Actually, our 3-round scheme follows a similar argument to the stateless
version of [AGJ124] described in the construction of [JRS23| from which it takes
inspiration. We let w be a positive integer smaller than n. In the first round, the
user U starts by hashing a bitstring in (the public data mentioned above) of
length [ using an extendable output function such as SHAKE256) to obtain w
ring elements ti,...,t, in 35 1o /0110, 1} - X, that is elements of T} such
that all the coefficients of degree higher than |n/w] are 0. The signature matrix
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(also used for the commitment) is then

Ay . =[A] ) 4B; —BJAg],

J€[w]

where the matrices B; are appended to the public key and are defined as B; =
XG-Dln/olg — AR; mod ¢R, for R; ~ deXkd which are appended to the
secret key. It then holds that the second block of Ay, . ¢, is equal to tG —
AR+ o iRe) with t =37, XG@=DIn/wly; € Ty, As a result, the effective
tag is t and the trapdoor matrix used to sample preimages is R + Zie[w] tR;

whose spectral norm can be bounded by (1 + wLn/wJ)%(m + Vnkd + 6).

Note that there are no longer restrictions on the Hamming weight of each
tag segment t;, which means that the tag space is of size 2¢"/%J which prevents
incidental collisions with overwhelming probability as long as the inputs in are
different.

The caveat with having an exponentially large tag space is that the one-more
unforgeability proof needs to guess the tag. Fortunately, we can use a confined
guessing strategy akin the one from [LLMT16][JRS23, App. G| to avoid this
exponential loss in the security proof. More precisely, at the outset of the game,
the challenger would sample @ tags (tgi), o ,tfj))ie[Q] and reprogram the ran-
dom oracle queries on in to output the preselected tags. In the branching in
Game G5, we note that if it expects the adversary to use an already queried tag
(tgﬁ), cee ffr)) in the extracted forgery, the reduction can proceed as for the
3-round case and still end up with a loss term Cst/{-SIS (which is independent
of the size of the tag space). If it expects a type @ one-more forgery, the chal-
lenger cannot guess the forgery tag as it will incur an exponential loss. Instead,
it samples iy <> U([Q]) and ¢ <= U(|w]). Then, with probability 1/Qw, the
challenger correctly guesses the longest common prefix between the forgery tag
(t],...,t) and the issued tags. More formally, it expects that

vieltt -1, =", and Vie Q] £t

Then, we only have to guess the value of tj,. So the challenger samples tz;
uniformly and also sets tj' = t;-m for j < 7. Using the same hybrid games we
progressively replace B = AR by B = AR + (3¢ 1+ tf x=Dn/wHG, and
finally change B; = AR, mod ¢R for j > ¢*. In the end, when extracting the

proof from the blind signature, the guess of the /T first tag segments is correct
with probability 1/(Qw2!l™/*]). In that case, the second block of the matrix is

B -B=[ Y (-tHxU V| G- AR+ ) CAR;
i€fw] JE[eF] >t

=A|-R+ ) R,

j>et
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We can therefore re-write the verification equation as [A|d|u]x* = 0 mod ¢R

with

w1 + [—R + 3,00 ERy
—H(m;)

RI] W2a3
x* =

which allows to conclude our security proof as well. Due to the confined guessing,
the corresponding loss term is CQuw?2™/«! af\’/[_SIS which can be made polynomial
depending on the value of w. By tweaking the parameter w, we can thus have
a 2-round blind signature while trading off between the security reduction loss
and the size of the signer’s keys.

Additionally, the relation to be proven with Proves would be different so as to
account for the different tag structure. In particular, it would require committing
to each t; individually.
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A Zero-Knowledge Arguments

A.1 Additional Preliminaries

A.1.1 Background on Algebraic Number Theory. We briefly recall some
additional details in algebraic number theory, especially on the subring embed-
ding technique used in zero-knowledge arguments, e.g., [LNPS21,AGJ*24].

Subring Embedding. When considering a power-of-two cyclotomic ring R =
Z[z]/{z™ + 1) with n a power of two, we can naturally benefit from the tower
of ring structure and embedding elements of R into smaller degree power-of-two
cyclotomic rings. Formally, we let 71 be another power of two dividing n, and
R = Z[x]/{z™ + 1). Then, we can map R to R* where k = n/A. To do so, we
define the subring embedding 6 : R — RF by

@ Zje[oﬁ—l] TjE-H)(a) - -

Va€e R, 0(a)=| : | = : € RF

L 2 jel0a1) Tkt (ion)(@) - 27
If we use @g to denote the product in R, and ®@p for the product in R to avoid
confusion, it then holds that the inverse embedding is efficiently computable by

0_1([60, s vaﬁ_l]) = Zie[ojg_l] az(xk) QR x.
Multiplication Matrix. The product in R translates to a matrix-vector mul-

tiplication in R* with the subring embedding. More precisely, it holds that
0(a @pr b) = My(a)f(b) where the matrix-vector product is performed in R and
where

ao aE_ll‘ NN 6193
Zil :
M@(a) = . ) ] 5
~ o Te®
a’];71 al ag

where @;z = @; ®p v is the product in R. The subring embedding @ is extended
to vectors entrywise and the multiplication map My blockwise to vectors and
matrices over R, i.e., for A = [am]i,j S Rdxm by MQ(A) = [Mg(ai,j)]i,j S
ﬁzdxgm.

Coeflicient Embedding. The coefficient embedding introduced in Section 2.1
can then be seen as a specific subring embedding where n=1%kk=mn and
R = Z[z]/{x 4+ 1) = Z. The multiplication matrix map My also generalizes M,
as @; @ * = —a; when Ris of degree 1.

A.1.2 Dilithium Compression. The zero-knowledge protocol we use em-
barks the optimization put forth in [LNP22, App. A|, namely the compression
of the commitments. We thus recall the additional functions and notations that
we use for this. These functions aim at extracting low and high-order components
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of elements of Z, (and coefficient-wise for vectors of RZ). They are originally pre-
sented in Dilithium-G [DLL*17]. We introduce specific notations which are only
used in these functions. For an integer a, we call ¢’ = ¢ mod™ ¢ the unique
element in [0,q) such that ¢’ = a mod ¢. Then, for an even integer «, and an
integer a, we let ¢’ = a mod® « be the unique integer in (—a/2, a/2] such that
a’ = a mod a. Note that as opposed to our previous decomposition functions of
Section 2.4, mod™ maps to an interval where the lower end is excluded instead
of the upper end. We note that in our case, 7 is chosen so that it is an even
divisor of ¢ — 1, and such that o = (¢ — 1)/~ is also even. More details on these
functions can be found in [DLL*17,LNP22].

Power2Round,(r, D) Decompose, (7, )
00 7 7 mod™ ¢ m
01 rz ¢ r mod™® 2P 11 rp, < r mod®

02 return (rg,rr) = ((r — rL)/2D,rL) 12if r—rp=q—1

13 then (rg,rr) < (0,7 — 1)
14 else ryg < (r—rp)/y

15 return (rg,rr)

UseGHintg(y, 7, 7)
03a+ (¢g—1)/v

04 ryg < HighBits, (r,7)
05 return (rg +vy) mod™ « HighBits, (r, )

16 (rg,rp) < Decompose, (r,)

MakeGHint, (z, r, ) 17 return rg

06 < (¢g—1)/v

07 ru < HighBits,(r,7)

08 v < HighBits, (r + z,7)
09 return (vg — rg) mod® «

Fig. A.1. Functions for commitment compression.

A.2 Parameter Setting

We use the challenge space from [LNP22|, which was also used in other works,
e.g., |[LN22,BLNS23b,AGJ*24|. More precisely, we let p = [(22A+1D/% — 1) /2]
and 7 be a positive integer (heuristically determined so that the bound in the
definition of C is verified with probability at least 1/2), and define the challenge
space to be

C= {c € §p :¢* =c¢ and ||02k’||}/2k/ < 77}.

Because we chose moduli that split into two prime ideals in power-of-two cyclo-
tomic rings, we can rely on [LNP22, Lem. 2.6] to argue that any difference of
distinct challenges is in qu

We employ the commitment compression technique from [LNP22, App. A]. Tt
involves two parameters v and D for the low-order bit cuts of w and t 4 respec-
tively. Both parameters impact the bound of the M-SIS assumption underlying

39



the soundness argument. As such, we proceed as prescribed in [LNP22] by first
selecting the largest + that makes the M-SIS problem still hard, and we then
set D to be the largest integer such that 2P~!pn < v. Note that 7 is selected
so that it is an even divisor of ¢ — 1. We thus adjust the modulus factor ¢; so
that ¢1¢ — 1 has such a divisor close to the threshold value of y (threshold above
which M-SIS does not meet the security target). Note that this decomposition
is recalled in Section A.1.2 and is different from the one presented in Section 2.4
which is used in our blind signature generation procedure.

Once q; is set, we define gmi, = min(q,q1), and set £ = [A/21ogy Gmin| SO
that the soundness error term g 2¢ is smaller than 2-*. The parameter ¢ defines
the number of parallel repetitions for boosting the soundness, i.e., the number
of garbage commitments g; for the quadratic evaluations. The factor 2 is due to
the optimization presented in [LNP22, Sec. 4.4].

A.3 Commitment Opening and Verifiable Encryption Proof

A.3.1 Initial Relation. We now detail how to prove the desired relation in
the issuance phase. We start by describing the relation we aim to prove.
After receiving the tag t from the signer, the user sample r; «+ U(S2b1)

roz < U(S (dﬂ)) and commits to H(m) € T;. Notice that the sampling of
ri in the scheme is decomposed into first sampling (r1,z,r1,7) and combining
them into ry = ry + bir1 5. By Lemma 2.6, both methods yield the same
distribution for r;. The user also samples r. <> B;'c and encrypts h = H(m)
using the verifiable encryption scheme from Section 3.2. The user now wants
to prove the following equations. We again insist that the prover only proves
knowledge of h but not m itself. As a result, it does not need to prove the hash
evaluation circuit.

Ar, + [tG — B|As]ry; +dh = cmod gR (1)
T

[A ] h /ﬂ} h= { } mod pR (2)

I3 < B2, (3)

lIrasll3 < B2, )

el < B2, (5)

heT (6)

where B, 1 = 2b1v2nd, B2 = bay/nk(d+ 1), and B, . = ty/n.nm./2. Note

that Equation (2) must hold over R, and not R,;. We explain how to deal with
the R, equation, as well as with the r;; element more compactly using the
approximate range proof.

A.3.2 Verifiable Encryption with Approximate Range Proof. Because
the encryption modulus p is much smaller than all other moduli, it is undesirable
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to have a proof modulus that has p as factor. To prove the well-formedness of
the ciphertexts, we would thus need to prove knowledge of (re, h,j) such that

] = [t [ e

over R. For that, we prove the equation modulo the proof modulus ¢ and argue
that all the elements are small enough so that the equation holds over R. As each
element of R, can be seen as an element of S}, /5, and that p < g, the argument
would go through. In particular, from this equation, we have

. 1|[TAT 1 cto
J S'H} re +{ + lp/21Vn/p
lilly < 2l E |||, Imellz + 5 et ||, T P/21VR

< ?(\/nme(de +1)Bre+Vde +1+14+1/p).

We define Bj = @(w/nme(de +1)Bre +vde +1+ 1+ 1/p). In the approach
described in [LNP22], the authors avoid committing to j and instead add an
approximate range proof in infinity norm to prove that

= (] = el )

has a small infinity norm. In our case, we instead show that this vector is small in
Euclidean norm as we already require a Fuclidean approximate range proof for
other parts of the witness. This avoids computing another high-dimensional chal-
lenge matrix R(¢) which was identified in [AGJT24] as an intensive step when
the dimensions are large. Most importantly, it avoids requiring an additional
mask y(¢), response z(¢), and rejection sampling step, which would increase the
number of repetitions, in turn degrading performances. The Euclidean approx-
imate range proof will give us the desired conclusion without impacting other
parts of the proof. This is mostly due to the fact that the constraint will be
(roughly) that the proof modulus ¢ should exceed pB,,,. But this is already
subsumed by other equations which require g > Bgrp. We however insist that,
besides from the approximate range proof, we do not prove any specific norm on
j. As such the norms of j only determine the correctness of the proof system for
the approximate range proof to go through. Indeed, in the extraction, we would
extract r}, h* and define the vector

o (][] [

< [3*llz < Barp-

and from the approximate range proof, we would get that ||j*||

We can then re-write the definition of j* as

cto AZ * 0 * sk P~
[ctl} — {bf} r, — [Lp/z]] h* —pj* = 0 mod qR
Because all the elements are short with respect to ¢, the equation holds over R

if > p/2+ pynmeBye/2 + |p/2] + pBarp- We thus remove Equation (2) as it
will be proven differently as we just described.

41



A.3.3 Lifting. First, the lifting simply consists in multiplying the mod-¢
equations by ¢;. If one then proves the equation g1a = ¢1b mod ¢1gR, we can
deduce that a = b mod ¢R. Indeed, it holds that g1a = ¢10+ g1gc in R, and thus
it also holds in the fraction field K where ¢; is invertible. As a result, we get
a = b+ gc in R which means a = b mod ¢R. We thus change Equation (1) into
Equation (7) below.

qlAI"l +q1 [’cG — B|A3]I‘2;3 + q1d17, = q1C mod aR (7)

A.3.4 Embedding. We now embed the relation in R using 6. The idea is to
define an equivalent relation over R in terms of the subring embeddings of the

secret elements. First of all, we note that the coefficient embedding of 8(a) € Rk
is a simple permutation of that of a € R. As a result, Equations (3), (4), (5)
and (6) can be expressed directly in terms of their embedding. It gives Equa-
tions (8), (9), (10) and (11).

16(r1)5 < B2, 8
16(r25)Il5 < B2, 9
lo(ro)lls < B2, (10

)
)
)
o(h) € TF (11)
where k = n/n is the dimension of the subring embedding. Let us now look
at the linear equations. We essentially apply 6 to each row and rewrite it to
be in terms of O(r;),0(h),0(r.). Using the multiplication matrix map My, we
can easily express all the linear terms. We can then substitute Equation (7) by
Equation (12).

@1 My(A)0(r1)+q Me(fG—B|A3])0(ra3)+q1 Mp(d)0(h) = ¢16(c) mod qAﬁ (12)

We also note that the approximate range proof term for the encryption will need
to be updated to be expressed in terms of §(r.) and 8(m). More precisely, it will
be defined as

o o) ()0 [

A.3.5 Norm Inequalities. To tackle the norm inequalities from Equation (8),
we use the four-squares decomposition method employed in [BLNS23b,AGJ*24].
More precisely, we compute four integers ai,a1,1,a1,2,a1,3 such that Bi1 —
||0(r1)||§ = a}y 4+ ai, + ai, + afs. We define the ring element ay = a1 +
a112 + a1 22% + a 32° € R. Tt then holds that I[6(r1)|aa] |5 = B?,. Proving
the equality (while hiding a1) will indeed prove the desired inequality. We do
the same thing for 6(ra3) and 6(r.) and define the ring element ass,a. € R
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such that [|[(ras)]azs])|l; = B2,. and [[0(r.)|ac))|; = B2.. We thus replace
Equation (8), (9) and (10) by Equations (13), (14) and (15).

- 2
Q(rl) _ 2
"] - (13)
[6(r25)] |
Lo =B, (14)
23 2
o)
e _ 2
Qe ] ) - Bhe (15)

A.3.6 Bimodal Rejection Sampling. We now transform the relation fur-
ther in order to support bimodal rejection sampling on the witness vector. Con-
cretely, it means that within the proof we would form z; = y; + ¢ - bs; for a
random bit b € {—1,1}. This however affects the relation we are proving and
we thus need to adjust it slightly. The way this task is performed in [DDLL13]
is to consider an even modulus so that the equation is sign-invariant. Another
way, described in [LN22], is to additionally commit to b. Concretely, the proof
would start — after lifting, embedding, etc — by sampling b «+= U({—1,1}) and
considering part of the witness vector in the BDLOP part. The relation to be
proven would then be slightly different. The idea is to commit to bs; instead of
s1 in the Ajtai part. The quadratic terms would not change, but the linear ones
would need to be multiplied by b. Also, we would need to prove that b is a sign as
described in [LNP22, Sec. 5.1]. The problem is that [LNP22, Sec. 5.1] holds for a
prime modulus. They prove that b is an integer in Zz and that b2 = 1 mod qAﬁ
Concluding that b € {—1,1} only holds for ¢ prime. If § = ¢1¢, the equation
proves that b € {—1,1,q1[q; ']q — al¢ " a1>2la™ g — @1lay g} To circumvent
this issue, we can instead commit to b in the Ajtai part and use the approximate
norm bound on s; to conclude that b is small. In general, other conditions on
the modulus will ensure that the equation b? = 1 holds over Z, thus concluding
that b € {—1,1}. We note that it is actually sufficient to discard the two prob-
lematic solutions by arguing that they are much larger than the approximate
norm bound proven on b. More precisely, the approximate range proof shows
that [|s1]l, < /g whereas, in most cases, |q1[g; ']g — ¢lg™ ¢ | > /. Combined
with b2 = 1 mod ¢, it thus proves that b is a sign. Let us now translate each
equation to its new form.

Equations (13), (14) and (15) are sign-invariant which results in no changes
whatsoever when multiplying by b. We can thus express them directly as

_b9<r'l) _ 2
I b(l,l ) - Br,l (16)
(60 (ra3)] ||

23 _ 2
| b(1,23 1l - BT‘,Q (17)
r 2
bﬁ(r(,) o B2 (18)
| ba, ) re




Equation (11) would need to be transformed so as to prove that 7(b6(h)) €

{0,6}7%. In [LN22], the authors argue that it can be done by proving that bf(h)—
(b —1)/21z; has binary coefficients. Albeit true, the proof would need to first
prove an equation modulo ¢ with a masking term y, € R which do not a priori
verify that y, — 1 has even coefficients. It thus seems that one need to resort to
2~ mod ¢ which is generally extremely large, which means it is going to place
further constraints on ¢ for that equation to hold over Z. Instead, we proceed
in a slighlty different manner by revisiting [LNP22, Lem. 2.5]. In our case, it
suffices to show Equation (19).

(T(60(h)), T(bO(h) —blgz)) =0 mod GZ. (19)

Let us explain how we can conclude based on the other statements we prove.
Since we prove that b is a sign, if Equation (19) holds, then we can conclude
that (7(b0(h)), 7(b0(h)) —bl.7) = 0 mod g. Then, using the approximate norm
bound B,,p, on bf(h) and that b is a sign, we have that the equation holds over
Z if § > Bayp(Barp ++/n). Finally, we use the following generalization of [LNP22,

Lem. 2.5] to conclude that 7(b0(h)) € {0, b}ﬁg.

Lemma A.1 ([LNP22, Lem. 2.5] generalized). Let N be a positive integer,
x € ZN and b € {—1,1}. Then, (x, x —bly) =0 if and only if x € {0,b6} 7.

Proof. If x € {0,b}", then we trivially have that (x, x—b1ly) = 0. Now assume
(x, x—bly) =0.1It holds that (x, x—bly) =3, (5 i(zi —b). Yet, because
b € {—1,1}, the map a € Z — a(a — b) is positive. As such, (x, x — bly) is
a zero sum of non-negative terms, which implies that each term is zero. As a
result, z; € {0,b} for all ¢ € [N]. O

We now change Equation (12) to express it in terms of (b0(r;),b6(m),b).
Since b will be proven to be a sign, and because the equation is purely linear,
we can simply multiply it by b and get the equivalent equation is

@1 Mp(A)bO(r1) + 1 Mp([tG — B|A3])b0(ra3) + q1 Mp(d)b6(h)
— b@16(c) = 0 mod R (20)
We note that multiplying the whole equation by b does not work for equations
featuring quadratic terms because it would make the equation cubic. For the
approximate range proof term of encryption, we also need to adjust it. We can

virtually see it as if we committed to bj instead of j. It means that the approxi-
mate range proof will feature the term

(o () (e [offos)

while still allowing us to extract the correct equation from it. Finally, the equa-
tions needed to prove that b is a sign are

Vi€ [n—1],(r(b), 7(z")) = 0 mod §Z (22)
6 — 1 =0 mod R (23)

44



A.3.7 Requirements on q. We note that the majority of the equations we
prove must hold over Z to be meaningful. This is ensured by the approximate
range proof subroutine which derives a approximate norm on the witness vector
later denoted by s; (and the term from Equation (21)) from the norm of a
low-dimensional projection of it. Typically, we get that Hs1||§ is bounded by
Bgrp with high probability where Bgrp = 12—3 {0356 -337y2B? - 256J7 with B? =
B, + Bl, + B, +n+ B + 1. To derive this approximate bound, we rely
on [LNP22, Lem. 2.9] which requires

> 417m1 Barp (24)

Next, to be able to prove Equations (16), (17) and (18), we need —g < —BZ,
and B2, — B?, < qforie {1,2,e}.

For Equation (22), we simply need Bap, < ¢. Then, when combined with
Equation (23), we either need —g < —1 and B2, —1 < ¢ for the equation to hold
over Z, or simply |q1[¢7 ']g — ¢lg™ g, | > Barp to discard the two problematic
solutions as described above The latter condition is in most cases less restrictive.
Once all these equations are true over Z, we can deduce that Equation (19) is also
true over Z if ¢ > Bayp(Barp + /1) as described before. Finally, for as mentioned
in Section A.3.2, we need ¢ > p\/nmeBy /2 + pBarp + p+ 1/2 for the verifiable
encryption proof. All things considered, we need g to verify Equation (24) as
well Equations (25), (26), (27), (28), (29) and (30) below.

q> maX(Bil, BEQ’ Bie) 25
Z]\> Bgrp - min(BE,lvBE,%BE,e) 26

4> Barwp
la1lar g — alg™ gy | > Barp
7> B, + BapVn
g > p(y/nmeBre/2+ Bayp +1) +1/2

In our case, all these conditions will be subsumed by Equation (29).

A.3.8 The Prove; protocol. We now describe the protocol to prove Equa-
tions (20), (16), (17), (18), (19), (22), (23) (and (21)). To simplify the notations,
we define the following quantities.

'{19(1"1)'
[7(1,1
b6(ra3)
s1 = bz(zi?) , and
ba,
bO(h)
b

s1,; = b0(r;) s} ; = [bzgm} , i€ {1,23,¢}
b

1;
S1,n = b()(h) S1,6 =
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The witness dimension is then m; = (2dE+1)—|—(k(d+1)?c\+ 1)+(m£+1)+/k\+1 =

k(2d+ k(d+1) +me + 1) + 4. We also define the following public matrices and
vectors.

Ag = q1 My(A) u = q0(c)
{BZ — MG~ BIAS) AL = My([Afb]T) {ct' "y (m)
Dy = g1 Mp/(d) I = [0][p/21L;]" '

We detail each step of the five rounds needed in the zero-knowledge arguments.
As it follows the blueprint from [LNP22,LN22]| already described in details in,
e.g., [BLNS23b,AGJ 24|, we refer to these works for more explanations of each
step.

Algorithm A.1: Prove;.Round-1

1. S2,1 ¢ XinE, S2,2 < XE
2. Y1 < Dﬁml,al
3. ¥21 < Dpy-a > Y22 < Dga
4. y3 < 'Dﬁzss/ﬁ)\g_g
5. g+ U({$ € Rg: TU(JJ) =0A Tﬁ/g(l’) = 0}2)
6. m <+ [yslg"]"
T. ta < Ais1 + A./QSQ’l + S22 mod a]i
8. W+ Ay +Abya1 + y2,2 mod qR
9. tp + Bygse,1 + m mod gR
10. (wu,wr) < Decomposez(w,7)
11. (ta,m,ta,r) < Power2Roundj(ta, D)
(Ro,R1) = H(lLarsxmsg) € ({01} A0mHReti? ywith msg, =

(tam,te, wi).

- Algorithm A.2: Prove;.Round-2

7(s1)
T(p (s1pct’ — Alsye —I's11))

1. z5 < 7(y3) +R >R =Ry —R;

(Vi) iezg = H(2,crs,x,msg,, msg,) € Z;‘]X%g*’ﬁ with msg, = z5.

jE[259+7)

- Algorithm A.3: Prove;.Round-3
1. For i € [2/] do
tMp; = D ciasg Vi (€5 Y3+ 1814172 p (s1,0ct' — Alsie —T's1 ) —25 ;) +
Yi257(S117811 — B21) + 7i,258(8h 25*sh 03 — BEo) + Yi,259 (81, "S1,e — nye) +
Yi.260S1 1 (S1,n = S1615%) — D ey Vi, 2604751,
2. For i € [{] do

fi = gi+ 27 (tmpy,_y +tmp3, ) + 2™/ - 27 (tmp,,; + tmp3,) mod @\R

(p4): = H(3,crs,x, msg, , msg,, msg;) € ﬁ?dﬁﬂ with msgs = (f1,..., fe).
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By developping the expression of f;, we can express it as follows:

n/2 / /
fi =i + (Y2iz1,257 + 2"/ Y2i,257)81.1781 1

/24, . rowg)
721,258)51,23 51,23

+ (v2i-1,258 + 2"
+ (V2i-1,250 + fﬁ/2’72i,259)511,e*5/1,e
+ 27 (241,260 + -rﬁ/2'72i,260)(5>{7h(51,h —s1plzr) + (T, —S115:)81,n)
+ 27N (SEy 1 + 2™ SEy)y; + 27 (SEs,_y +2"/*SE3,)ys
+ 27 (SRyi11 + 2"/ ?SRy;1)st + 27 (SRS _y 1 +2"/2SRS,; )8y
+27 SRy 12+ xﬁ/zSRgijg)pfl(sLbct’ —Alsy e —Tsyp)*
+ 2_1(5}331‘71,2 + xﬁmSR;i,z)p_l(sl,th/ —Alsie—Isip)
+ ¢S] p + i1
—d;

where

SEi* = Z %«J-ej, and SRi*yl: Z 'yi*ﬁjrj,l, (31)

jE€[256] j€[256]

and the polynomials ¢;, ¢; and d; are defined by

n/2-1
c=2"" —"24,2604+7/2 Z (Y2i-1,26045 — Y2i,260+j+7/2)T7 + ’72i71,260+ﬁ/2xn/2
j=1
n—1 )
+ Z (Y2i-1,2604+5 + V2i,260+5—7/2)T (32)
j=m/2+1
f/2-1
i =271 | yai26047/2 + Z (Yai26047/2—5 — V2i-1,26047— )T — Y2i-126017/2T
j=1
n—1 )
+ Z _(’YQi—l,QGOJrﬁfj + 721,260+3ﬁ/2-j)17] (33)
j=n/2+1
d; = Z '72i71,jz§,j —+ V2¢71,257BE,1 + 721'71,25833,2 + 721'71,259-37%,(2
je[256]
+ z"/? Z ’721‘,]‘232,:,]' + 721',25733,1 + 72i,25833,2 + ’721‘,25933@ (34)
je[256]

Algorithm A.4: Prove;.Round-4

1. my + —B,yy2,1 mod aR

2 ’ E—y
/ 721,258))’1,23 V1,23

2. eg + el Mi ((72i—1,257 + Iﬁ/QVzi,zm)y/l,l*y/l,l + (y2i-1,258 + "
+(712i—1,250 + wﬁ/272i,259)}’3,e*y/1,e

+ 27 (y2i-1,260 + ﬂiﬁ/z’Yzi.zso)(YT,h(yl,h - yl,blﬁg) +in - )’I,blgg)}’l,h))
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2
thepars1Y1,0

3. Compute SE1,SR1,1,SR1,2,...,5F2,SRas1,SR2e2 and c1,c) ..., ce,cp as in
Equations (62), (63) and (64)
doe1 < Xicigmi ([I?ly]256/a+71
+27 [y a5 (SE2i 1 + a™/?SEy) + 27 (SES,_, + xﬁ/2SE;i)[ﬁly]:2n@
2 3
+27 'y (SRai—1,1 + 2™/2SRoi 1) + 2_1(SR§1-,1,1 + Iﬁ/2SR;i,1)y1
+2 7 Ny1,ect’ — Alyr,e — T'y1,n)* (SR2i—1,2 + 2™/25Ry; 2)
+27 pT (SR, 5 + 2" /2SRS, 5) (y1ect’ — Alyie —Ty1n)
+eiyie +Civie
+(v2i-1,257 + xﬁ/2’721.257)()’;,1*5/1,1 +si Y1)
+(v2i—1,258 + 173/2’)’27’,,258)(3';,23*511‘23 + 5,1,23*3’/1,23)
+(v2i—1,250 + Iﬁ/z’mi,%g)(yf,esl,e + ST,CYLE)
+27 1 (v24-1,260 + zﬁ/272i,260)(}’;,h(51,h —s1elsp) + sTn(yi,n — Yi,6153)

F T = Yl + (T - sLelivin) )
+ Zie[dg] teti[Aoyi,1 +Boyi,2s + Dyi,n —yi1,6uls
+20, 454 181,6Y 1,0

5. tg « bTy'g’l + ep mod Z]\E
6. t1 + b's21 + e1 mod R

¢ = H(4, crs,x, msg,, msg,, msg;, msg,) € C with msg, = (to,t1).

- Algorithm A.5: Prove;.Round-5
Z1 < y1 t+cs

Z2,1 < Y2,1 + ¢s2,1 and le,z <~ Yy2,2 +CS22

Set 74 |2 52 - |2

x — 7([sT|(p™ " (sppct’ — Alsie —I's1n))7]7)
u1,3, U2 < U([O, 1))

2 2
lfesa Il [[Rx|
exp(w 012 2 4 > 2
1

Z R
My My cosh [ 2m &) (o) o (o | X>)
71 73

AN

6. if u1,3 >

, go to Algorithm A.1

exp(nllesz[13/03)
My -cosh(2m(7(2}), T(cs2))/o

8. Z3,2 < ZIQ’Q — CtA,L — W[,
9. if ||z2,1||3 + ||Z2,2]|2 > Ba,2, go to Algorithm A.7
10. h < MakeGHintz(z2,2, YWH — Z2,2,7)

7. if uz > 77, 8O to Algorithm A.1
2

Output: m = (tA,H,tB7Z§,f17 ooy festi,c 21,221, h)

J

Note here that as opposed to [AGJT24], we are not performing rejection
sampling on z% at round 2 but only at round 5. In addition, we perform rejection
sampling on the joint distribution of (z1, z%). The main reason is that we use the
same bit b for the bimodal rejection sampling, which prevents us from separating
the two rejection steps. We now argue that our method leads to the same compact
parameters as if we used two different bits for each separate rejection, but with
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only one single bit b to commit to by adjusting the rejection step. If we define z =
[7(21)|25] € Z"1+256 it equals [ (y1)|7(y3)]+b[7(cs1)|RX] where X is the actual
secret we set out to hide in the approximate range proof and is such that bx = x.
We also define §7 similarly, which is the actual witness to be hidden. For clarity,
we define y = [7(y1)|7(y3)] and v = [7(c$1)|Rx]. As b is uniformly random,
the source distribution of z is %Dzﬁm1+2567\/§7_\, + éDZﬁmﬁ%s’\@N, where V/S =
diag(o1Lsm, , 03I256). We then perform rejection sampling to achieve a target
distribution for z of Dyzm, 1256 /5. For a fixed 01,03, the joint rejection rate M
must satisfy

~ 2 ~2
cs Rx

exp (7r” 12”2 + 7r7” 2”2>
1 93

g

cosh (27T (r(z1), ;’(CS~1)> +or (22, 2Ri))>
0'1 0_3

M >

Because cosh > 1, it suffices to bound the numerator. We can do so by setting
o1 = /7/In MK, and o3 = /n/In M3K3 where K; and K3 are the usual
bounds on |/¢s1]|, and ||RX||, as in [LNP22]. The rejection rate M would then
be M Ms;, which is the same rate as if we were doing two separate rejections.
Overall, the only change comes from adapting the rejection probability. Finally,
we note that the rejection probability is an even function of (S, X), which is why
the specification of Algorithm A.5 uses (s1,x) directly instead of the "unsigned
pair" (s1,X).

The only caveat in performing this joint rejection is that we cannot reject zZ
early on in the protocol. As such, we have to perform all the computations of
rounds 3 and 4 at each iteration. It can therefore cause very slight slowdowns
in the proof generation compared to [AGJ ' 24| where the reported timings were
for a protocol that could abort at round 2.

A.3.9 Verification. We now give the algorithm Verify, associated to the proof
system. We note that as opposed to the interactive version presented in [LNP22,
App. A], our proof is non-interactive. In particular, notice the elements wy and
to are not part of the proof and thus need to be recovered during verification. The
vector wg can be recovered using UseGHints with the proper inputs depending
only on the proof elements and the hint vector h. Once wgy is computed, we can
derive all the challenges from round 1 through 3. We can then recompute ¢y and
recover the last challenge ¢ and check it is consistent with the one provided in the
proof. Finally, we check all the norms of the responses z1, z2 1 (with the recovered
Z2,2), z% as well as h. The expressions of B, ; and B 3 are determined by the
Gaussian tail bound of Lemma 2.3, while B, 5 (also used in Algorithm A.5) is
determined by the Gaussian tail bound on the compression error norm bounds.
More precisely, we have

=

Bﬂ,l = Cam, 01V NM1
B = Cam,02vnmg + (2P~ + 1) v nd
Br 3 = c25603V256
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r Algorithm A.6: Verify,

. tmp «— Az; + Abzo; — 2Pta, g mod qAﬁ

. wg < UseGHintz(h, tmp, )

. Z22 < Ywg —tmp

Z2,1

Z2,2

(Ro,R1) < H(1,crs,x, (ta,m,ts,wr)) and R+ Ry — Ry
(’ﬁ,j) < H(Q,CI’S,X, (tA,H,tB,WH), Z%)

(ni) = H(3,crs,x, (tam, te, W), 25, (f1,.. .. f2))

I/I\lz < CtB — Bng2,1 mod aR

Compute SEi,SRi,...,SE2,SRy and ci,c1,di...,ce,cp,de as in Equa-
tions (31), (32), (33) and (34)

/2 /2
lo =X e mi ((v2i-1,257 + 22y 057)2) 1724 1 + (v2i—1,258 + 27/ 2 ¥2i,258)2] 537 2] 53

Zo

© XN o e W

»—
e

+(v2i—1,250 + ﬂﬂﬁ/z’)’zi,zw)zi,e*zi,e
+ 27 (y2i—1,260 + xﬁ/z’)’n,%o)(zf,h(zl,h —z1,0l.5) + (21, — Zihl;g)%,h))
+”e+d§+1zih
+c (Zie[z] i ([ﬁlz]256/ﬁ+i
+27 (@] 56 (SEai—1 + 2™/2SE2) + 27 (SE3,_, + a;ﬁ/ZSE;i)[fflz]:%
42712 (SRas 11+ 2/2SRoi1) + 2 (SRE 4y + 2"/ 2SRE, )z
+27 p Nzt — ALz, — Uz )" (SR2i—1,2 + 2"/2SRai 2)
+27 p (SR} _y 5 + 2"/ 2SR}, ,) (71, 6ct’ — ALz —T'z1 )
+eizl g +C;zl,b)
+ 2 ican He+i[Aozi1 + Boza 2z + Dzyp — zl,bu]i)
—c? (Zie[z] wi(di + fi) + l”e+d£+1)
—c-t1 + bT2271 mod Zﬂ/%

1. ¢+ H(4,CI’S,X7 (tA,H7tB7WH)7Z§a (fla ) fl)7 (toatl))

Output: [c = I Allz1]l, < Bra] Alllzelly < Bro] Afl|25], < Brsl Allb]l,, <
A Vi € [0, 7o(fi) = 0 A 7aya(fi) = 0]

J

A.3.10 Proof Size. We can then compute the proof size as in [AGJ 24| where
the Gaussian vector are encoded with rANS, and where here the commitment
t4 is compressed. We also account for the size of the hint vector h as given
in [LNP22]. Overall, the proof size is given by

P e 256 o~
|ma| = nd ([logy q] — D + 2.25) + <ﬁ + 20+ 1) [log, q] + n[log,(2p + 1)]

~ 1 ~ ~ (1 1
+ nmy (2 + log, al) +n(mg —d) (2 + log, 02) + 256 (2 + log, 03) .

A.3.11 Security. Let us now state the security result for the proof system
regarding soundness and zero-knowledge. The zero-knowledge property relies
more precisely on the extended M-LWE assumption defined in [LN22|, which is
generally assumed not significantly easier than M-LWE itself. We refer to [LN22,
Sec. 3.1] for more details.
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Lemma A.2 (JLNP22,LN22] adapted). Let My, M, M3 be in (1,00), and
let j = \/m/InM; for j € [3]. Let Bs, = \/33,1 + B2y + B2, +n+1bea
bound on the witness and B = /B2 + BJ? be a bound on the vector used in the

approximate range proof. We then define o1 = a1nBs,, 02 = asnv/nma, and
o3 = a3V/337B. We take the other parameters, especially qi, be such that the
conditions on q of Section A.3.7 are verified. Then, (Provey, Verify,) is knowledge
sound with an extractor running in expected polynomial time and soundness error

o _ 2 —n/2 —2¢ —128 sound
€sound = m + qminl:l + Qmin +2 + SRXFS?S

and zero-knowledge with loss Eii) = ¥ 1 wi + negl(A). The term 594 is the

hardness bound of M-SIS; 5\ = 54y where

2
g = 4n\/4c%m10%ﬁm1 + <2cﬁm202\/ﬁm2 + (2P0 +7)V ﬁd) )

. Zk .
while e3f 1wg @5 the hardness bound of M'LWEﬁmz—cT—L256/ﬁj—€—1,mz7qﬁl/3‘\1'

A.4 Signature Verification Proof

A.4.1 Initial Relation. After receiving the partial signature (t, vy, va,vs)
from the signer, the user checks that the received elements satisfy the correct
constraints and moves on to generating the final blind signature. For that, the
user decompose each v; — r;. For ¢ = 1, it directly separates r; 1 and ry g so
as to avoid remaining carries. In particular, it obtains w; 1, w; g that verify
Vi —r; = Wi 1 + byw; g. In particular, we have ||wi gll, < ([villy + |lri]l, +
[wi,Lll;)/b1 < B and |[[Wo,m|ws, ulll, < By where

Bi2 = [(Bi/b +3V2nd)? |, and By? = |(Ba/bs +2y/nk(d+ 1)),

The division by b; allows us to reduce the proof modulus compared to the case
without compression. The user now wants to prove the following equations.

biAw, 11 + tGwa 1 + batGwo 7 — baBwo 17 4+ b3Asws iy = u’ mod ¢R  (35)
w13 < B (36)
Ifws,ulws,u]ll; < B (37)
43 = w (38)
teT) (39)

where the w; 1, are public and u’ = u+d-H(m)—Aw;  +Bwsa 1, — Asws 1, mod
qR. We follow the same blueprint as in Section A.3, namely by lifting it modulo
q = qq1, embedding it into R, and changing it so as to perform bimodal rejection
sampling. In particular, we encompass the optimizations from [LNP22,LN22].

o1



A.4.2 Lifting. We lift Equation (35) by multiplying by ¢; and get the equiv-
alent Equation (40) below.

ql(blAWl’H"_tGWQ’L"_thGWQ_H_bQBWQ,H"_bgASW:{_H) = qlll, mod Q\R (40)

A.4.3 Embedding. Asin Section A.3, the equation on the coefficients of the
witness directly translate in the subring as the embedding simply permutes the
coefficients. The linear terms are also easily handled using the multiplication
matrix map Mpy. Note that the term ¢;tGwy 1, is also linear as w1, is known.
In particular it can be expressed as

010([Gwa,L]1 - 1)
G(qltGwz,L) = = q1M9(W2,L) . 9(0
010([Gwz,z]a - t)

Finally, the term ¢1b2tGws g is quadratic. It was shown in [AGJ*24] that it can
be expressed as

G(t)T . qleGo . 0(W27H)
0(q1b2tGwo ) = : ,
Q(t)T . Q1b2Gd7€*71 . 9(W27H)

where G; = [ngilg|M9($E717i2)TP\0gx(d_il_l)g]Mg(G) with (i1,42) the quo-

tient and remainder of the Euclidean division of ¢ by % and P the permutation
matrix with ones only on the anti-diagonal. From these transformations, we can
substitute Equations (40), (36), (37), (38) and (39) by the equivalent Equa-
tions (41), (42), (43), (44) and (45).

0<t>TG00(W2~H)
@1 (01 Mp(A)O(w1 1) + Mo(Gwa, 1)0(t) + ba :
007Gz O(warr)

— by My(B)0(wo 1) + bsMg(As)0(ws. 1)) = ¢10(u’) mod GR. (41)
16(w1.m)l5 < B (42)
110(wa,1)10(ws,z0)]ll5 < BS? (43)
16(O)]5 = w (44)
o(t) € TF (45)

A.4.4 Norm Inequalities. We then turn norm inequalities into equalities
using the four-squares decomposition method and additionally committing to
this decomposition. We thus replace Equations (42) and (43) by Equations (46)
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and (47).

2

"[e<v(vlll.ﬂ>] -5 (46)
O(wo,r)] ||

| l"("giﬂ)] = By’ (47)

o (15)

for a; = a; 0 + ;17 + a; 20% + a; 32° € R such that ||a1||§ = B}? - HO(WLH)H;
2 2
and [|az||; = By — [|[0(W2,2)|0(w3 a)]ll5-

A.4.5 Bimodal Rejection Sampling. We now use the same methodology
as in Section A.3 to change the relation so as to support bimodal rejection
sampling on the witness vector. Equations (46), (47) and (44) are sign-invariant
which results in no changes whatsoever when multiplying by b. The membership
proof to 771({0,6}"*) of O(t) is also handled as in Section A.3. We can thus
express them directly as

5 -
bﬁ(WZH) 2

‘ lb@(wzg,,,)l = B}? (50)
bas 9

l66(6)]15 = w (51)

(r(b0(t)), T(bO(t) — blgz)) = 0mod gZ (52)

We just note that as opposed to Section A.3 where we do not prove a norm on
the message, here Equation (51) shows the tag has norm /w. We can then use
this to have a much less restrictive modulus condition for Equation (54) to hold
over Z. In particular, using the fact that b is proven to be a sign and that t has

norm +/w, it only requires § > w + V witk. Then, we change Equation (41) into
Equation (53), and add the sign proof for b

b0 ()T Gobl(ws 1)
q1 (b1 Mg(A)b - bO(w1 1) + Mp(Gwa )b - bO(t) + by :
bO(0)TG 2, b0(ws, 1)
— by My(B)b - 00(wo 1) + bsMy(A3)b - b0(ws 1)) = g16(u’) mod GR. (
Vi€ [n—1],(r(b), 7(=%)) = 0 mod gZ (54)
b? —1 = 0 mod gR (

A.4.6 Requirements on q. The approximate range proof ensures that the
witness vector s; has norm less than B,;, with high probability where Barp =
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2| 356 - 33773 B2 - 256, with B2 = B{?+B}?+w+1. To derive this approximate
bound, we rely on [LNP22, Lem. 2.9] which requires condition (56). The norm
equations, the sign proof, and the tag membership proof then require that the

following conditions are met.

q > 417y Bap (56)
q> maX(BiQ, BQQ, w) (57)
7> B2, —min(B*, By, w) (58)
7> Bup (59)
la1lar g — ala™"1gu| > Barp (60)
§>w+ Vwik (61)

In our case, all these conditions will be subsumed by ¢ > Bgrp.

A.4.7 The Prove; protocol. We now describe the protocol to prove Equa-
tions (53), (49), (50), (51), (54) and (55). To simplify the notations, we define
the following quantities.

Sl,i = be(W,H)

bo(w
(;,N"”) ;o To0(wrn)
o S11 = ba
be(Wz_u) b(_) 1
sy = |b0(ws x)|, and , (Wo,m)
bas Si2 = [’9(["\’3‘11)
bo(t baz
2 10 = 0O
S1,6 = b

The witness dimension is then m; = (QdE + 1)+ (k(d+ 1)7% +1)+ k+1 =
k(2d+k(d+1)41)+3. We also define the following public matrices and vectors.

A’ = q1b1 Mg(A) AL = q1bsMy(As)
G’ = 1 My(Gwy 1) u’ = q6(u)
B’ = q1b2My(B) G; = ¢102G;

where G; is defined before Equation (41). We detail each step of the five rounds
needed in the zero-knowledge argument as in the issuance proof of Section A.3.

Algorithm A.7: Prove:.Round-1

—d d
S2,1 <= X277, S22 <2 X

Y1 < Dﬁml o1
¥21 < Dpoy-i,,
ys <> Dpose/a
g U({z e ﬁq :70(z) = 0 A Th/2(z) = 0})
m <« [y3[g"]" ~

ta— Agsi + A/252,1 + 82,2 mod ¢R

;Y22 <~ D

Rd,oq

N O e W
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8. W+ A1y1 +4 A'2y271 4 ygg mod Z]\R
9. tg < Bygsa1 4+ m mod qR

10. (wu,wr) < Decomposez(w,7)

11. (tA,H,tAyL) — POWGr2R0und§(tA,D)

(Ro,R1) = H(1,crs,x, msg,) € ({0,1}2°0*7™1)2 with msg, = (tam,tp, Wu).

s Algorithm A.8: Provez.Round-2
1. 25 < 7(y3) + Rr(s1) > R=Ro—R;
(’yi,j) ic[2e] = 7—[(2, Crs, X, msg,, msg2) € Z§£X259+ﬁ with msg, = Z%.
j€[259+7]
- Algorithm A.9: Prove>.Round-3

1. For i € [2/] do
tmp; < Zje[256] Yig(ejys +rjs1 — 75 ;) + Zj€[2] Yi,256+5 (81,781, — B}?)

+i,259 (Sf,tsl,t —w) +’Y¢,2605T,t(51,t — S1,[11§g) — Zje[;l_l] ’Yi,260+jsl,blﬁ_j
2. For i € [{] do

fi e gi+ 27 (tmpy, 4 +tmpj, ;) + 2™/ - 27 (tmpy; + tmp},) mod @\R

(“i)ie[udﬁﬂ] = H(3, crs, x, msg, , msg,, msg;) € ﬁ?dk“ with msgy = (f1,..., fe).

J

By developping the expression of f;, we can express it as follows:

n/2 l ’
fi=gi+ Z (Vai-1,25645 + &7 Y24 25645)s1 ;781
jel2]

+ ((v2i-1,259 + Y2i—1,260) + xﬁ/z(%i,zsg + Y2i,260))ST +51,¢

— 27 (vai-1,260 + xﬁ/2721,260)(s>1k7t51,b 1gr +8Tpl5e81,0)
+27Y(SEyi_1 + 22 SEo)y5 + 27 (SE3,_y + 2"/*SE3,)ys
+ 271 (SRyi_1 +2"/2SRy;)st + 271 (SRy;_, +2"/2SR3,)s:
+ ¢isTp + CiS1p

—d;

where

SEi*: Z Yi*,i€5, and SRi*: Z Yi* 5V, (62)
j€[256] J€[256]
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and the polynomials ¢;, ¢; and d; are defined by

f/2—1
- j f/2
ci=2"" —72i,260+7/2 Z (v2i—1,26045 — 72i,260+j+ﬁ/2)37] + V2i—1,260+7/2% /
=1
A1 _
+ Z (Y2i-1,2604+5 + V2i,260+5—7/2)T (63)
j=n/2+1
7/2—1
- j 7/2
¢ =2 ' V2i,2604+7/2 T Z (Yai,260+7/2—j — V2i-1,260+7-7)T — Va2i—1,260+7/2T /
j=1
-1 '
+ Z *(721—1,260+ﬁ7j + '72i,260+3ﬁ/2—j)x] (64)
j=n/2+1
d; = Z ’722'—1,j2§,j + Y2i—1,250W + 721—1,257312 + ’Yzi—l,zssBéz
JjE€[256]
+ z"/? Z ’Yzz',jzgj + v2i,250W + 'Y2i,257312 + 72i,2583é2 (65)
jE[256]
- Algorithm A.10: Prove:.Round-4
1. I/I\ly — —Bygy2,1 mod a\ﬁ
2. €0 ¢ i b (Zje[z] (V2i-1,256+5 + @ *v25,25645)¥1 ;Y15

+((v2i—1,259 + Y2i—1,260) + Eﬁ/z(’ym‘,,zsg + 'Y2i,260))3';,t,y1,t

— 27 (v2i-1,260 + mﬁ/z,ygi,%o)()’f,tm,blﬁg + y;,bl%gbﬂ,t))
+ 2 e am) Heti (le,tGgyL2 +y1,0([A'y11)i — [B'y1,2]i + [ASy1,8]i + [G,th]i))
thepar1 Yo

3. Compute SEi,SRi,...,S8FE2,SRy and ci1,¢i...,ce,c; as in Equa-
tions (62), (63) and (64)
4. e1 < X pi | Mylase/ng
+27 [y g5 (SE2i—1 + 2™/?SE2) + 27 (SE3; 4 + &™/?SE,) [y 256
+271yT(SR27;71 + Zﬁ/2SR27;) + 271(SR;i71 + wﬁ/2SR;i)y1
+eiylp +Ciyie
+ X ez (2125605 + 27 2 Y20,25645) (¥ ;781 + 817 Y,)
+((v2i—1,250 + Y2i—1,260) + In/2(’Yzi,259 + 721.260))(Yit51,t + Sf,tyl,t)
=27 (y2i-1,260 + xﬁ/2’y2i,260)((§’itsl,b + Sf,tyLb)lﬁg + 1}?2 (¥1,657 5 +51,t¥7.5))
+ Zie[dg] Heti (sftG;yLz +s1,0([Ay1,1]i — [B'y1,2)i + [ALy1,3]i + [G'y1,¢]:)
+y{,,G§51,2 +y1,6([A's1,1]i — [B's1,2]i + [Afs13]i + [Glsl‘t]i))
2004 45 4151,0Y1,0

5. to <— bTy271 + eo mod (/]\E
6. t1 «— bTSQJ + e1 mod a\R

¢ = H(4,crs,x, msg,, msg,, msg,, msg,) € C with msg, = (to, t1).
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r Algorithm A.11: Prove;.Round-5
z1 < y1 +cs1
Z2,1 <> y2,1 +¢s2,1 and z5 5 < y2.2 + S22
Z2.1 S2.1
tzh < |7 «— |2
u1,3, U2 < U([O, 1))

2 2
cs R7(s
e ( Il 12||2 Il 7(21)”2)
of o3

L e

o

if u1,3 >

e 8° to Algorithm A.7
]wlMs-cosh(27r (r(z1). r(es1)) 4 on 25 TP05L )
o7 a3

exp(rllesa|3/03)
My -cosh(2m(7(2}), T(cs2))/o
Z2,2 z'g’g —ctarp —wg
if \|zQY1||§ + ||z2,2 |§ > By 2, go to Algorithm A.7
h < MakeGHintg(z2,2, YWi — 22,2,7)

if uo >

77, 8O to Algorithm A.7
2

© N o

Output: 72 = (ta,m,t5,25, f1,..., fo,t1,¢,21,22,1, h)

J

As is done in the issuance proof of Section A.3, we perform rejection sampling

on z% conjointly with z; in round 5.

A.4.8 Verification. We now give the algorithm Verify, associated to the proof
system. The expressions of B, ; and B 3 are determined by the Gaussian tail
bound of Lemma 2.3, while B 2 (also used in Algorithm A.11) is determined by
the Gaussian tail bound on the compression error norm bounds. The expressions
are the same as those from Section A.3 but the parameters have different values.

B7r,1 = Cam, 01V h\ml
B2 = Cim,02v Mg + (nQD’l + %) v nd
Br 3 = c25603V256

r Algorithm A.12: Verify,
1. tmp < A1z + Abzo 1 — 2Pt 4 g mod ?jﬁ
2. wg + UseGHintg(h, tmp,~)
3. Z22 < ywpy — tmp
4. 79 22,1
Z22
5. (Ro,R1) < H(1,crs,x, (ta,m,te,wg)) and R < Rg — Ry
6. (vij) < H(2,crs,x, (tam,ts, wu),25)
7. (i) < H(3,crs,x, (ta,m,te, Wwi), z%, (fi,.--5 fe))
8. m; < ctp — Byy2z2,1 mod qAﬁ
9. Compute SE1,SRi,...,SE2,SRe and ci,c1,d1...,ce,¢)p,de as in Equa-
tions (62), (63), (64) and (65)
10. tO — Zie[l] 1221 Eje[?] ('72i—1,256+j + 7577/272%2564»]’)2/1,]'*2/14
+((v2i—1,250 + Y2i—1,260) + $ﬁ/2("/2i,259 + 721,250))zitz1,t
— 27" (y2i—1,260 + $ﬁ/272i,260)(zit21,b1§g + Zibl}?ﬁzl,t))
+ 3 (aR) Heti (z?,tG;zl,z + 21,0 ([A'21,1]i — [B'z1,2]i + [Ajz1,3]: + [Glzl,t]i))
+M2+dg+1z?,h
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Fe ey M ([ﬁlz]256/ﬁ+7:
+27 . ] 56 (SE2i1 + 2"/?SEs;) + 27 (SE3, 4 + 2™/ SE3,) (], 256
S : 25
+27 2% (SRoi—1 + 2"/2SRo;) + 271 (SR, _, + 2"/2SRE,)z1
ezl +ciz1e
— (Zie[él wilds + fi) + X cpapy merila”li + #Hdﬁﬂ)
—ct1 + szzJ mod Qﬁ

11. ¢ < H(4,crs, x, (ta,m, te, wi), 25, (fi,..., fo), (to, 1))

Output: [c = T A [lzll, < Bral Alllzall, < Br2] All|25, < Brsl Al <

LA Vi € [0, 70(hi) = 0 ATaya(hi) = 0]

A.4.9 Proof Size. We can then compute the proof size as in [AGJ*24| where
the Gaussian vector are encoded with rANS, and where here the commitment
t4 is compressed. We also account for the size of the hint vector h as given
in [LNP22]. Overall, the proof size is given by

N N 256 o
|m2| = nd ([logy q] — D +2.25) + (ﬁ + 20+ 1) [log, q] + n[logy(2p + 1)]

~ 1 N ~ (1 1
+ nm;i (2 + 10g2 O'1> + n(m2 — d) <2 + 10g2 O'2> + 256 <2 + 10g2 0'3) .

A.4.10 Norm Gap after Extraction. Recall that the bound proven on
the w; i was a worst-case bound B; (in particular independent on w; ). As a
result, the extracted solution, when recombined with the lower part, will verify
|willy < b1B) + b1v2nd, and |[[wj|w3]|l, < baBj + bay/nk(d + 1). This small
additive gap is then taken into account when deriving the M-SIS bounds in the
one-more unforgeability.

A.4.11 Security. Let us now state the security result for the proof system
regarding soundness and zero-knowledge just like for the issuance proof system.
We note that we used the same notations for the parameters of the two proof
systems but the actual value are likely different (d, m1,ma, ¢, etc.).

Lemma A.3 ([LNP22,LN22] adapted). Let My, Mo, M3 be in (1,00), and
let aj = \/m/InM; for j € [3]. Let Bs, = \/Bi2+ Bs2+w+1 be a bound on
the witness. We then define 01 = a1nBs,, 02 = agny/nmse, and o3 = ag\/ﬁle.
We take the other parameters, especially q1, be such that the conditions on q of
Section A.4.6 are verified. Then, (Proves, Verify,) is knowledge sound with an
extractor running in expected polynomial time and soundness error

) 2 —n/2 —2¢ —128 d
6gound = m + qmlr;/ + min +2 + gi/(I)fLSTiS
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and zero-knowledge with loss 62? = e Lwr + negl(\). The term e300 is the
hardness bound of M-SIS; 5.\ = 50 where

2
3@ — 4n\/4c%mlofﬁm1 + (QCﬁmQO'Q vVams + (2P0 + )V ﬁd)

. k .
while e3f 1wg @5 the hardness bound of M'LWEﬁ,mz—J—L256/m—é—1,m2,a,17§1'

B Parameters
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Symbol Description Value
Signature Parameters
A Security parameter 128
n Signature ring degree 256
d Module rank 5
q Modulus 8388581 ~ 223
k Gadget length 3
b Gadget base 204
b1 First decomposition base 512
bo Second decomposition base 8
€ Smoothing loss for samplers 910
S1 Top preimage sampling width 111520.358
S2 Bottom preimage sampling width 1156.135
w Hamming weight of tags 5
K Number of splitting factors of ¢ 2
Q Maximal number of signature queries 232
ai,a2  Rejection sampling slack 2.13
M, M> Rejection sampling repetition rate 2
B First verification bound 2687499.37
B Second verification bound 35802.64
B First proof bound 5400.81
B Second proof bound 4611.09
Security Estimates
BKZ® Required BKZ blocksize for M-SIS® 641
BKZ® Required BKZ blocksize for M-SIS® 568
BKZ®Y Required BKZ blocksize for M-LWE™® (key) 484
BKZ® Required BKZ blocksize for M-LWE® (hiding cmt.) 448
e s Hardness bound for M-SIS®? Q72035
€8 qis  Hardness bound for M-SIS® Q1822
Eﬁ?LWE Hardness bound for M-LWE(®) Q1577
61(\,212818 Hardness bound for M-LWE® 21472
Efficiency Estimates
|pk]| Size of public key (B, rest generated from seed) 53.94 KB
|sk| Size of secret key (R) 9.38 KB
|sig]  Size of partial signature (vi,2,v2,vs) 8.70 KB

Table B.1. Suggested parameter set for the blind signature (signature).
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Symbol Description Value
Signature Parameters

A Security parameter 128
n Signature ring degree 256
de Module rank 3
P Modulus 4993 ~ 2123
Me Number of samples 7
Ne Binomial parameter 1
By Binomial tail bound 34.42
p/ Bf,e Decryption correctness gap 4.21

Security Estimates
BKZ® Required BKZ blocksize for M-LWE(®) (IND-CPA) 503
Hardness bound for M-LWE(®)
Efficiency Estimates

|ct] Size of ciphertext 1.63 KB
Table B.2. Suggested parameter set for the blind signature (encryption to the sky).

(e) —163.2
EM-LWE 2
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Symbol Description Value
Proof System Parameters
A Security parameter 128
n Proof system ring degree 64
k Subring embedding dimension 4
d Module rank 22
Q1 Modulus factor 17179868957 ~ 234
Qmin Smallest modulus factor 8388581
q Proof system modulus (gq1) 144114722315180017
14 Soundness amplification dimension 3
mi Witness dimension 148
mo Dimension of ABDLOP randomness 69
X Distribution of ABDLOP randomness B
p Infinity norm of challenges 8
n Manhattan-like norm of challenges 93
(a1, a2,a3) Rejection sampling slacks (2.13,2.13,2.13)
(M1, M2, M3) Rejection sampling repetition rates (2,2,2)
o1 First rejection sampling width 10258622.895
o2 Second rejection sampling width 13157.086
o3 Third rejection sampling width 2220943.590
0% Mask commitment compression parameter 603990638
D Witness commitment compression parameter 21
Security Estimates
BKZ59%d  Required BKZ blocksize for M-SIS, Lem. A.2 389
BKZ%¢ . we Required BKZ blocksize for M-LWE, Lem. A.2 280
gsound Hardness bound for M-SIS, Lem. A.2 9~129.9
e LWE Hardness bound for M-LWE, Lem. A.2 g~127:3
e Soundness error 21282
5511() Zero-Knowledge security bound 21273
Efficiency Estimates
|7r1] Proof size 44.90 KB

Table B.3. Suggested parameter set for the blind signature (Prove;).
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Symbol Description Value
Proof System Parameters
A Security parameter 128
n Proof system ring degree 64
k Subring embedding dimension 4
d Module rank 22
Q1 Modulus factor 268435157 ~ 228
Qmin Smallest modulus factor 8388581
q Proof system modulus (gq1) 2251790057742217
14 Soundness amplification dimension 3
mi Witness dimension 119
mo Dimension of ABDLOP randomness 65
X Distribution of ABDLOP randomness B
p Infinity norm of challenges 8
n Manhattan-like norm of challenges 93
(a1, a2,a3) Rejection sampling slacks (2.13,2.13,2.13)
(M1, M2, M3) Rejection sampling repetition rates (2,2,2)
o1 First rejection sampling width 1406027.473
o2 Second rejection sampling width 12770.028
o3 Third rejection sampling width 277540.144
0% Mask commitment compression parameter 146557902
D Witness commitment compression parameter 19
Security Estimates
BKZ59%d  Required BKZ blocksize for M-SIS, Lem. A.3 380
BKZ¢ . we Required BKZ blocksize for M-LWE, Lem. A.3 379
esound Hardness bound for M-SIS, Lem. A.3 Q1273
e LWE Hardness bound for M-LWE, Lem. A.3 o127
e? Soundness error 27126.9
Eii) Zero-Knowledge security bound 27127
Efficiency Estimates
|72 Proof size 35.09 KB

Table B.4. Suggested parameter set for the blind signature (Proves).
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