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Abstract. Delegatable anonymous credentials (DACs) are anonymous
credentials that allow a root issuer to delegate their credential-issuing
power to secondary issuers who, in turn, can delegate further. This dele-
gation, as well as credential showing, is carried out in a privacy-preserving
manner, so that credential recipients and verifiers learn nothing about
the issuers on the delegation chain. One particularly efficient approach
to constructing DACs is due to Crites and Lysyanskaya (CT-RSA’19),
based on mercurial signatures, which is a type of equivalence-class signa-
tures. In contrast to previous approaches, this design is conceptually sim-
ple and does not require extensive use of non-interactive zero-knowledge
proofs. Unfortunately, the “CL-type” DAC schemes proposed so far have
a privacy limitation: if an adversarial issuer (even an honest-but-curious
one) was part of an honest user’s delegation chain, the adversary will be
able to detect this fact (and identify the specific adversarial issuer) when
an honest user shows its credential. This is because underlying mercurial
signature schemes allow the owner of a secret key to detect when his key
was used in a delegation chain.

In this paper we show that it is possible to construct CL-type DACs that
does not suffer from this privacy issue. We give a new mercurial signa-
ture scheme that provides adversarial public key class hiding; i.e. even
if an adversarial signer participated in the delegation chain, the adver-
sary won’t be able to identify this fact. This is achieved by introducing
structured public parameters which for each delegation level, enabling
strong privacy features in DAC. Since the setup of these parameters
also produces trapdoors that are problematic in privacy applications, we
show how to overcome this problem by using techniques from updatable
structured reference string in zero-knowledge proof systems (Groth et al.
CRYPTO’18).

In addition, we propose a simple way to realize revocation for CL-type
DACs via the concept of revocation tokens. While we showcase this ap-
proach to revocation using our DAC scheme, it is generic and can be
applied to any CL-type DAC system. Revocation is a feature that is
largely unexplored and notoriously hard to achieve for DACs. However
as it is a vital feature for any anonymous credential system, this can help
to make DAC schemes more attractive for practical applications.
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1 Introduction

Anonymous credentials (ACs) allow an authority (the issuer) to issue user cre-
dentials that can then be used for anonymous authentication. This primitive
was envisioned by Chaum in [16] and later technically realized by Camenisch
and Lysyanskaya in [12]. Importantly, in an AC scheme, a verifier and a user
(also called a “credential holder”) engage in a showing (also called a “proof” or
“presentation”) which proves to the verifier that the user has a valid credential.
The scheme is anonymous if a user can show their credential multiple times in
an unlinkable fashion. Intuitively, anonymity means that after verifying the cre-
dentials of two users, an adversary should not be able to tell if the credentials
are both from a single user or from two different users.

Delegatable anonymous credentials (DACs) were introduced by Chase and Lysyan-
skaya [15]. As the name suggests, DAC schemes allow a root issuer to delegate
their credential-issuing power to other “intermediate” issuers. This delegation al-
lows any intermediate issuer to issue credentials on behalf of the root issuer (or
possibly, re-delegate their issuing power), creating a delegation chain between
the root issuer, the intermediate issuers, and the credential holder. Belenkiy,
Camenisch, Chase, Kohlweiss, Lysyanskaya and Shacham showed how to realize
DACs for arbitrarily long delegation chains [2].

Delegation alleviates the burden on the root issuer without revealing the root
issuer’s secrets to any other issuer, similar to a key hierarchy in a public key
infrastructure (PKI) system. Unlinkability of DACs ensures the anonymity of
credential holders, as well as the anonymity of any issuers who participated in
that credential’s delegation chain. The anonymity of intermediate issuers implies
that given the showing of two credentials, an adversarial verifier cannot deter-
mine if they were issued by the same intermediate issuer or different intermediate
issuers. Hiding the intermediate issuer is important for a DAC scheme as reveal-
ing the identities of these intermediate issuers might reveal information about
the end user. The root issuer is always identified in a showing as the verifier
must trust some key for unforgeability.

An important property when practically using AC and DAC is non-transferability.
This property ensures that users cannot easily share their credentials with other
users. One way of providing this is to ensure that a user cannot share one of her
credentials without sharing all of her credentials (and corresponding secrets).
This is known as the “all-or-nothing” approach [12] and should disincentivize
sharing of credentials by users’ fear of losing control over their credentials. An-
other feature that is particularly important for the practical application of (del-
egatable) anonymous credentials (but is unfortunately often neglected) is revo-
cation. It is quite clear that when preserving user’s privacy, standard approaches
to recovation known from classical PKI schemes do not work. While there are



various different approaches to revocation of anonymous credentials [71/9-13}20],
in the delegatable setting this seems much harder to achieve and the topic is
largely unexplored [1].

1.1 Previous Work on DAC and Motivation for our Work

As in the recent work of Mir, Slamanig, Bauer, and Mayrhofer [28], we are par-
ticularly interested on developing practical DAC schemes. For a broader under-
standing, readers are directed to their comprehensive overview. The first practi-
cal DAC was proposed by Camenisch, Drijvers, and Dubovitskaya [§], but unfor-
tunately they do not support an anonymous delegation phase. This, however is a
crucial privacy requirement. The DACs by Blomer and Bobolz [4] as well as [28]
represent two relevant and efficient DAC candidates as they have anonymous
delegations and additionally, compact credentials. Unfortunately, [28] does not
provide the important property of non-transferability, and for both [4] and [2§]
the delegated credential is distributed independently of any of the previous del-
egators. Consequently, it seems very hard to efficiently achieve revocation of
delegators for those schemes.

Crites and Lysyanskaya [18] came up with a simple architecture (which we will
call “CL-type DAC”) for delegatable anonymous credentials that uses mercu-
rial signatures (MS). These CL-type DACs bring the use of equivalence class
signatures, extensively used in anonymous credentials [17}[20}21}25]26}[28], to
the DAC setting (with numerous follow up works [19}27,/29,31] on various as-
pects). In CL-type DACs, the “links” in a delegation chain are signatures; this
chain includes the root’s signature on the first intermediate issuer’s public key;
then for i > 1, the " intermediary’s signatures on the i + 1% intermediary’s
public key, and finally the last intermediate issuer’s signature on the credential
holder’s public key. In order to ensure unlinkability, mercurial signatures allow
randomization of both the signer’s public key to an equivalent but unlinkable
public key, and the randomization of the message to an equivalent but unlink-
able message. As an example delegation chain in a CL-type DAC, there would
be a root (or certification) authority which holds a signing key of an MS scheme
and to issue a credential to Alice, the root authority produces a signature oca a
on an MS public key pka of Alice. By demonstrating knowledge of the corre-
sponding secret key to pk, along with the root’s signature on pk,, Alice can
authenticate herself. Now if Alice wants to delegate a credential to Bob, she uses
her corresponding secret key to produce a signature oa g on Bob’s MS public
key pkg, where the signature acts as a credential for Bob. Now Bob can au-
thenticate himself by demonstrating knowledge of the corresponding secret key
(to pkp) and showing the signatures from both the root (oca,a) and from Al-
ice (pk4,04,p). This principle can be applied to an arbitrarily long delegation
chain. Now assume that Bob wants to show in a privacy-preserving way that
he has been delegated a credential by CA. He can do this by demonstrating
(pkca, pka’, pkg’), (0ca.ar, oar /) where pka' and pkg’ are new representatives of
the respective key classes (and by the properties of MS, they are unlinkable to



the previous ones) and the signatures (ocaas,oa g/) are adapted to the new
messages and public keys respectively (which are similarly unlinkable). In the
concrete CL construction [18], the MS scheme works in a bilinear group setting
where w.l.o.g. the public key of the CA lives in the second source group, Go,
and the public key of Alice in G;. Consequently, since the public keys of the MS
scheme on the next level need to live in the message space of the MS scheme of
the previous level, one always needs to switch the groups for the MS scheme on
every level, which is an important detail to keep in mind.

One important limitation of existing DAC approaches [18}/191/28//31], besides not
yet supporting revocation, is that they only satisfy a weak notion of privacy.
In particular it is not possible to guarantee anonymity even in the case of an
honest-but-curious delegator in the credential chain (or when the root authority
and a single delegator on the delegation chain collaborate, in the case of [2§]).
In prior constructions of CL-type credentials |18}/19}/31] this is because public
keys in these constructions are traceable (using the secret key) regardless of how
they have been randomized. Thus, a malicious delegator can identify itself on a
chain and break anonymity.

When it comes to revocation in DAC, the only work so far is by Acar and
Nguyen [1], which is based on the generic DAC template in [2] from randomizable
NIZK proofs and in addition uses homomorphic NIZK proofs. While this can be
instantiated from the Groth-Sahai [24] proof system, this is not very attractive
from a practical perspective due to significant costs. So having practical DACs
with revocation is an open problem.

Consequently, there exists a gap in that we do not have practical DAC
schemes with strong privacy guarantees that support practical revocation of
delegators. Our aim is to close this gap.

Our work can be seen as the continuation of the research initiated by Crites and
Lysyanskaya in [18], closing these existing gaps for practical DAC schemes. To
do this, we create a mercurial signature scheme with a stronger privacy property
called adversarial public key class-hiding. An overview of this approach is out-
lined in the technical overview in Section [I.3] Ensuring that maliciously created
public keys in mercurial signatures are not traceable by their owners after being
randomized has been an open problem since their introduction in [18]. A very re-
cent work introduced the notion of interactive threshold mercurial signatures [29|
to overcome said limitation, but it requires an interactive signing protocol that
computes a signature from shares of a secret key that are distributed among par-
ties. While such an approach is satisfactory for anonymous credentials and can
also be used to distribute trust of the root authority in DAC schemes, it’s un-
clear how it can be used to efficiently manage delegations. Instead, we introduce
structured public parameters which we carefully glue over the delegation levels
to enable strong privacy features (and without requiring any interaction). Since
the setup of these parameters also produces trapdoors that endanger privacy,
we show how to overcome this problem by using techniques well-known from



updatable structured reference string in zero-knowledge proof systems [23]. For
revocation in DAC, we introduce a new and practical approach that is applicable
to any CL-type DAC scheme.

1.2 Owur Contributions

Subsequently, we summarize our contributions:

New mercurial signatures. First, as our core building block, we define a
new flavor of a mercurial signature scheme which satisfies a stronger class hiding
property, namely adversarial public-key class hiding. Unlike in the mercurial
signature definition of Crites and Lysyanskaya [18], here the adversary comes
up with a public key and signs a message of its choice; the challenge for an
adversary is to distinguish between a randomized version of his own public key
and signature and a fresh, unrelated public key and a signature on the same
message under that fresh public key. (As we will see below, adversarial public-
key class hiding is sufficient to construct a DAC scheme with strong privacy.) We
give a construction of adversarial public-key class-hiding mercurial signatures in
the generic group model.

New technique for revocation in DAC. We introduce a new revocation
approach for DACs. The basic idea is that a revocation authority maintains a
public deny list, which verifiers can use to ensure that a credential shown to them
does not contain any revoked delegators. Thereby any user who wants to receive
a credential or obtain delegation rights (while still supporting later revocation)
must first register their key with the revocation authority. This registration is
anonymous and neither a verification of the user’s identity is needed nor a proof
of knowledge of their key needs to be performed. This gives a simple privacy-
preserving way for revocation in DAC, can be used for any CL-type DAC and
does so without resorting to heavy tools such as malleable NIZKs as done in [1].

Model and instantiation of DAC with strong privacy and revocation.
We introduce a conceptually simple model for revocable DAC schemes with
strong privacy using game-based security definitions. We believe that this notion
is easier to use than the simulation-based security notions provided in [1]. Then,
using our mercurial signature scheme with ¢ = 2, we construct a conceptually
simple DAC scheme with delegator revocation and without requiring extensive
use of zero-knowledge proofs. We stress that this gives a CL-type DAC scheme,
where privacy holds even when the adversary is allowed to corrupt the root and
all delegators simultaneously.

1.3 Technical Overview

Public keys in the mercurial signature from [18] are vectors of group elements
from a bilinear group and are constructed as pk = {X;};cjq = {P" }i¢| Where
the secret key is sk = {z;}icq € (Z5)" and P and P the generators of each



source group. Anyone can randomize a public key pk to a new representative of
the equivalence class to get pk’ = pk” = {Xf}ie[g] for p € Z,. Unfortunately,
such public keys are immediately recognizable to an adversary who holds the
corresponding secret key. For an adversary to recognize a public key, it suffices to
exponentiate each element in the public key by the inverse of the corresponding
element in the secret key and check that the result has the form: {P”}z‘em} (a
vector of equal elements).

One approach to overcome the above limitation is to ensure that each element in
a public key is computed over a distinct generator of the group where the discrete
logarithms between these generators are random and not known. In other words,
to add a trusted setup to the scheme: Setup(1*) — pp = {151, Py, ...,Pg} where
P, = Pb for ¢ randomly sampled b; scalars in Z,. Consequently, public keys
can be computed as {XZ = Pf"}ie[g] and it can be shown that under the DDH
assumption an adversary cannot distinguish a randomization of their public key
from a freshly sampled key.

This appears promising, especially since these P, values are all distinct and
can be efficiently sampled in the ROM. But, if an honest user receives a pub-
lic key, it is not immediately clear how to ensure that it wasn’t created mali-
ciously so that they are recognizable (e.g., ensure the adversary did not com-
pute the public key independent of the public parameters as pk = {Pxi}iem
which would be recognizable). To ensure that maliciously created public keys
are computed over these bases without the need for zero knowledge proofs, we
add what we call “verification bases” to the public parameters. The verifica-
tion bases are structured so that they can be paired with the key to prove
that it was computed using the trusted public parameters. To accomplish this,
we need to expand the size of the public key vectors to double their length
(2¢). This extra half of the public key will be the result of exponentiating dif-
ferent bases in the public parameters with the same secret key as in the first
half. Specifically, our public parameters (w.r.t. public keys) consist of B =
{Bi}ie[gg] = {Pbl, ..., Pbe pbrdr pbﬂd‘} such that dlogéi(BHi) = d;. We
then include the verification bases in the public parameters which are computed
as: V.= {Vilicig = {pvidi . pvede pvi P} (for randomly sampled
scalars, {v;}ic[q) such that Vi € [0],e(Vi, By) = e(Viys, Bryi). Then, key pairs
are computed as sk = {xi}ie[f] <3 Zp, pk = {Xz}ze[f] = {B?}ZemH{ngﬂ}lem
We can see now that Vi € [£], e(Vi, X;) = e(Viyi, X¢4i). Thus, a verifier can take
this length 2¢ public key and use the verification bases (V) to verify it by com-
puting these pairings. If these pairing equations hold, then, because the elements
in the upper half of B are the only elements in the second source group that
is exponentiated with cii, the adversary must have computed the upper half of
the public key with these bases. Through a similar argument, the lower half of
the public key must be computed over the lower half of the public key bases in
the public parameters. Thus, if the pairing equations hold for a public key, then
randomizations of that public key are unrecognizable to the adversary. Because



we need correlated randomness in the trapdoors (e.g. both V; and B@_H‘ are com-
puted using d;) we can no longer use the ROM to generate these parameters and
instead must use the common reference string (CRS) model.

We quickly run into a second problem as with these modified public keys, cor-
rectness falls apart when we attempt to sign messages. In [18], signatures are
computed as 0 = (Z,Y,Y) with Z = (ILigpg M), Y = PYY and Y = P/v.
Verification is done via a pairing product equation: e(Z, Y) = Hz‘e[@] e(Mi,Xl-),
which will not verify unless the messages are also computed using a compatible
setup. Therefore, we expand the message space to vectors of 2¢ elements instead
of ¢ elements and include Vi € [¢], P, = P% in the public parameters. Messages
then have the form: M = {P™};c(g|[{P/" }ic[g for some vector {m;};cjq € ZE.
In this modified scheme, the structure of Y and Y remains unchanged, but
we then use the upper half of the message vector in our Sign function and
the lower half of the message vector in our Verify function. This modification

A AN iTib;
leads to a correct verification, now given by: e(Z,Y) = e(P, P)Z‘Gm TP and

[Licy e(M;, X;) = e(P, P)Ziem ™% We also have to add more structure to
achieve a signature that yields DAC as the lower half of the message (which will
be another public key in a DAC credential chain) is recognizable. We add this
extra structure in Section [3l

Constructing a strongly private DAC. As previously mentioned, [18] works
by alternating the use of two signature schemes so that even delegation levels
are signed with one of the schemes and the odd ones with the other. This way,
the message space in one of the schemes is the public key space of the other.

Our approach is to build a structured random string so that each scheme can
sign public keys for the next level of the credential chain using unique blinding
factors taken from the CRS for each level. This poses a challenge as we need
to correlate the structure of both schemes for messages and public keys. To
this end, the elements used in the CRS for each level L > 1 is twice the size
of ¢, the length of messages/public keys. Fortunately, for CL-type DACs ¢ =
2 and typical applications that use delegation do not require long delegation
chains (e.g., driving licenses or official identity documents), making this approach
entirely practical. To illustrate it, we consider a DAC scheme for L = 3. We can
generate the public parameters, pp = {P"", P"'}, pp’ = { P, P Ploti phiti},
pp* = {P, P'i Pl PV} We can see that the bases from pp and pp’ have
a structure that satisfies: e(P"", P") = e(P, P"""") and similar for pp’ and pp*.
Hence, such public parameters can be used to build public keys for the credential
chain as: pk = {P,;"IO,P];"wl}, pk/ — {P?){,wf)’pf)’l ,gg’l’P?;‘]f)(]mg’pf)Jf)’lz’l}’ pk* =
{Pb'3””3,Pbi*zi,PZ’(JbGIS,PZ’/bezI}. It follows from inspection that if we use sk =
{xg, 71} to sign the third and fourth elements of pk’, the signature will verify
using the first and second elements from pk’. Similarly, if we use sk’ = {z{, 2} } to
sign the third and fourth elements in pk*, the signature will verify under the first
half of pk” with the first half of pk* as the message. Because these trapdoors are



shared across schemes, we need the security properties of our signature scheme
to hold when multiple correlated copies of the scheme are generated. We describe
this requirement of our signature scheme further in Sec. [3.3] where we present
the above example with more detail in Fig.

Removing trust in the parameter generation. As it is apparent from our
above discussion, the generation of parameters in setup involves a number of
exponents that must not be available to any party. Putting trust in the party
running this setup to discard these values is typically not desirable, especially
in a DAC setting where there are numerous parties involved. One way to deal
with this issue is to run specific multi-party computation protocols to generate
the parameters [3/6], e.g., running distributed key generation protocols. In order
to avoid interaction among many parties, one particularly appealing approach
was proposed by Groth et al. [23] in the context of zk-SNARKSs, i.e., so called
updatable reference strings. This means that some (potentially malicious) party
can generate a reference string and any (potentially malicious) party in the
system can update the reference string. Thereby every party outputs a proof
that the computation was performed honestly and when the chain of proofs
from the generation until the last update of the reference string verifies and
at least one of the involved parties is honest, it is ensured that no one knows
the trapdoors. Since this process can be done strictly sequentially this seems
much more interesting for practical application, as for instance demonstrated
by the powers of tau ceremony recently run by Ethereumﬂ with around 95k
contributors (cf. [30]). We note that in our case this can be done very efficiently
using Fiat-Shamir transformed Schnorr proofs for discrete logarithm relations. In
Supplementary Material we present the concrete relations for the updates.
In brief, the costs are 5¢ Pedersen commitments for the trapdoors, 8¢ group
elements for the Schnorr proofs for the base group elements in pp and 10¢ Z,
elements for the Schnorr proofs which include the trapdoors. Concretely, for
¢ = 2 this amounts to 26 group elements and 20 Z, elements per level (where
for usual applications L < 5) being several orders of magnitude smaller than
the one run by Ethereum. We also note that the computation and verification
of these Schnorr proofs is highly efficient.

Revoking intermediate issuers and users in a DAC scheme. Concep-
tually (but not technically) our approach to revocation shares similarities with
verifier local revocation kown from group signatures [5]. In particular, to revoke
these credentials, we generate revocation tokens that verify with a given public
key and can later be provided to a trusted revocation authority (TRA). The
TRA adds these tokens to a deny list. To achieve this, the TRA first creates the
ephemeral secret and public keys. The TRA then registers the user by signing
the user’s public keys with the corresponding ephemeral secret key. This forms
a signature chain similar to the mercurial scheme described in [18].

! https://github.com/ethereum/kzg- ceremony- specs
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When a user needs to prove their credentials, they present a revocation token
for each public key in their chain. Since this revocation method mirrors the
credential chain approach in [18], i.e., mercurial signatures on public keys, the
tokens can be randomized to maintain user anonymity during the presentation.

To revoke a user or issuer in a credential chain (perhaps if the credential chain
is used to perform some illegal action) these revocation tokens can be supplied
from the verifier to the TRA who can then look through all the secret ephemeral
keys they generated to recognize the credential chain and add the respective
ones to a deny list.

Later, any verifier can verify the TRA’s signature in the revocation token and
iterate through the deny list, using each secret key to attempt to match each pub-
lic key in the chain. More specifically, the verifier exponentiates the ephemeral
public key in the revocation token with the inverses of the secret keys in the
deny list (as described earlier in Sec. . If a match is found, the verifier can
confirm that the credential has been revoked (cf. Sec. [4] for details).

2 Background

Notation. We use [{] to denote the set, {1,2,...,£}. We use the notation z €
Func to mean that x is a possible output of the function, Func. When drawing
multiple values from a set, we may omit notation for products of sets, e.g. (z,y) €
Z, is the same as (z,y) € (Z,)* where only the latter is formally correct. For
a map from the set Z to the set S, m : Z — S, we will denote m[i] € S
as the output of the map in S with input i € Z. We use bold font to denote a
vector (e.g. V). For brevity, we will sometimes denote the elements in a vector as
V = {Viicig = {V1,..., Ve}. For a vector, V = {Vi,...,V;}, of group elements,
we denote the exponentiation of each element by a scalar (p € Z,) with the
notation: V» = {V{ ... Vf}. By (m,*) € S we mean there is a tuple in the set
S such that the first element of the tuple is m and the second element is another
value which could be anything. {(m,x*) € S : A(m)} is the set of all tuples in
S with m as their first element meeting condition A. We use “wildcards” (x) in
equations. For example, the equation (a,b) = (a’,*), holds if « = o’ no matter
what the value of b is. For two distributions, A and B, we use the notation,
A ~ B, to denote that they are computationally indistinguishable.

2.1 Bilinear Pairings

A bilinear pairing is a set of cyclic groups Gi,Go, G of prime oder p, along
with a pairing function, e where e : G; X Go — G which preserves structure.
We call Gr the “target group” and call G; and Go the first and second “source
groups” respectively. In this work, we use Type III pairings, which means that
there is no efficient, non-trivial homomorphism between G; and Gs. The pairing
function is efficiently computable and has a bilinearity property such that if
(P) = Gy and (P) = Gy, then for a,b € Zy, e(P*, P?) = e(P,P)®. In our



pairing groups, the Diffie-Hellman assumptions hold in the related groups, such
that for a,b,c s Z,, (P%, P’ P%) ~ (P2 P’ P°). Also, given (P%, P%) it is
difficult to compute P%®. We’ll use hats to denote elements in the second source
group, e.g. X € Gy, X € Gy. We also use the generic group model in the bilinear
pairing setting [33].

2.2 Mercurial Signatures

The original scheme from [18] comprises the following algorithms: Setup, KeyGen,
Sign, Verify, ConvertPK, ConvertSK, ConvertSig, and ChangeRep. The scheme is
parametrized by a length, ¢, which determines the upper bound on the size of
messages that can be signed. A mercurial signature scheme is parameterized by
equivalence relations for the message, public key, and secret key spaces: Ry,
Rpk, Rek- These relations form equivalence classes for messages and keys and
define exactly how messages and signatures can be randomized such that their
corresponding signatures can correctly be updated to verify with the updated
keys and messages. Allowing the keys and messages to be randomized is what
gives this signature scheme its privacy-preserving properties. In this work, we
introduce auxiliary algorithms to verify the correctness of messages and public
keys with respect to the scheme parameters. These are VerifyMsg and VerifyKey,
respectively. Thus, the syntax of mercurial signatures used in this work is given
by:

— Setup(1*,1¢) — (pp, td): Outputs public parameters pp, including parameter-
ized equivalence relations for the message, public key, and secret key spaces:
R, Rek, Rs and the sample space for key and message converters. This
function also outputs a trapdoor (¢d) that can be used (in conjunction with
the corresponding secret key) to recognize public keys.

— KeyGen(pp) — (pk, sk): Generates a key pair.
— Sign(pp, sk, M) — o: Signs a message M with the given secret key.

— Verify(pp, pk, M,0) — (0 or 1): Returns 1 iff o is a valid signature for M w.r.t.
pk.

— ConvertPK(pp, pk, p) — pk’: Given a key converter p, returns pk’ by random-
izing pk with p.

— ConvertSK(pp, sk, p) — sk’: Randomize a secret key such that it now cor-
responds to a public key which has been randomized with the same p (i.e.
signatures from sk’ = ConvertSK(pp, sk, p) verify by the randomized pk’ =
ConvertPK(pk, p)).

— ConvertSig(pp, pk, M, o, p) — ¢’: Randomize the signature so that it verifies
with a randomized pk’ (which has been randomized with the same p) and M,
but ¢’ is otherwise unlinkable to o.
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— ChangeRep(pp, pk, M, o, i) — (M’',0’): Randomize the message-signature pair
such that Verify(pk, M',o’) = 1 (i.e., ¢/ and o are indistinguishable) where
M’ is a new representation of the message equivalence class defined by M.

— VerifyKey(pp, pk) — 0,1: Takes a public key and verifies if it is well-formed
w.r.t the public parameters pp.

— VerifyMsg(pp, M) — 0, 1: Takes a message and verifies if it is well-formed w.r.t
the public parameters pp.

In the construction of [18] as well as our construction, relations and equivalence
classes for messages, public keys, and secret key are defined as follows:

Ry ={(M, M) € (G})" x (G})"|3r € Z, st. M' = M"}

Rok = {(pk, pK') € (G7)* x (G})|3r € Zj s.t. pk’ = pk"}

Re = {(sk,sk’) € (Z3)" x (Z;)|3r € Z;; s.t. sk’ =1 - sk}

Consequently, equivalence classes are denoted as [M]r,,, [Pk]®,,, [sk]r,, for mes-
sages, public keys, and secret keys respectively, such that: [M]g,, = {M’ :
(M, M) € Rus}, [pKlr, = {pK' : (pk,pk') € Rk}, [sklmy, = {sk' : (sk,sK) €
Rk }- Because of the properties of equivalence classes (reflexivity, symmetry, and
transitivity), the following relations hold: [M|z,, = [M'|r,, iff (M, M') € R,
[Pkl,, = [PK'r,,. iff (pk, pk’) € Ry, and [sk]r, = [sk']r,, iff (sk,sk’) € R

Besides the usual notions for correctness and unforgeability, security of mercu-
rial signatures requires message class-hiding, origin-hiding and public key class-
hiding. We recall the original definitions and provide some intuition.

Definition 1 (Correctness [18|). A mercurial signature for parameterized
equivalence relations, R, Rpk, Rsk, message randomizer space, sample,, and
key randomizer space, sample,,, is correct if for all parameters (X, £), ¥(pp, td) €
Setup(1*, 1), and V(sk, pk) € KGen(1*), the following holds:

— Verification. VM € M, o € Sign(sk, M) : Verify(pk, M, o) = 1 A VerifyMsg(pp,
M) = 1 A VerifyKey(pp, pk) = 1.

— Key conversion. Yp € sample, (ConvertPK(pk, p), ConvertSK(sk, p)) € KGen(1%),
ConvertSK(sk, p) € [sk|r,,, and ConvertPK(pk, p) € [pk]r,,-

— Signature conversion. VM € M,o,p € samplep,a’7 pk’ s.t Verify(pk, M, o) =
1, o' = ConvertSig(pk, M, o, p), and pk'" = ConvertPK(pk, p), then Verify(pk’
,M,o') =1.

— Change of message representation. YM € M,o,u € sample,, M', o’

such that Verify(pk, M,c) = 1 and (M’,0’) = ChangeRep(pk, M,o;u) then
Verify(pk, M’,0') =1 and M’ € [M|g,,-

Unforgeability rules out forgeries on the same equivalence class for messages that
have been queried to the signing oracle and public keys as these ‘“forgeries” are
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actually guaranteed to be computable by correctness. Thus, only forgeries on
new equivalence classes are accepted as valid forgeries.

Definition 2 (Unforgeability [18]). A mercurial signature scheme for
parameterized equivalence relations Raq, Rpk, Rk, 15 unforgeable if for all pa-
rameters (A, £) and all PPT adversaries A, having access to a signing oracle,
there exists a negligible function negl such that:

pp + Setup(1*,1%) Verify(pk™, M*,0") = 1
Pr (pk, sk) < KeyGen(pp) A [Pk R, = [PE]IR, | < negl(N)
(pk*,M*,O'*) « ASign(sk,‘)(pk) AVM € Q, [M*]'RM 7& [M]RM

Where Q is the list of messages that the adversary queried to the Sign oracle.

Message class-hiding provides unlinkability in the message space, and it’s implied
by the DDH assumption in the original scheme from [18].

Definition 3 (Message class-hiding [18]). For all A, ¢ and all PPT adver-
saries A, there exists a negligible negl such that:

pp Setup(l’\,lg)
1
Pr | My < M; M2 < M; M} « [Mi]g,, |V =b| < 3t negl(\)
b <5 {0,1};b + A(pp, My, M)

Importantly, converted signatures should look like freshly computed signatures
in the space of all valid ones. This notion is captured with the origin-hiding
definitions as shown below.

Definition 4 (Origin-Hiding for ConvertSig |18]). A mercurial signature
scheme is origin-hiding for ConvertSig if, given any tuple (pk,o, M) that veri-
fies, and given a random key randomizer p, ConvertSig(c, pk, p) outputs a new
signature o’ such that o’ is a uniformly sampled signature in the set of verifying
signatures, {o*|Verify(ConvertPK(pk, p), M,c*) = 1}.

Definition 5 (Origin-Hiding for ChangeRep [18]). A mercurial signature
scheme is origin-hiding for ChangeRep if, given any tuple (pk, o, M) that verifies,
and given a random message randomizer u, ChangeRep(pk, M, o, u) outputs a
new message and signature M', o’ such that M’ is a uniform sampled message
in the equivalence class of M, [M|r,,, and o' is uniformly sampled verifying
signature in the set of verifying signatures for M', {o*|Verify(pk, M',o*) = 1}

For anonymous credentials such as the attribute-based credential (ABC) scheme

from [21], the notion of message class-hiding is sufficient to provide unlinkability
alongside origin-hiding. This is because in AC’s the adversary doesn’t know the
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Diffie-Hellman coefficients of the message vector that is signed to produce a
credential (these coefficients are only known to the honest user who created the
message). In DAC’s schemes from mercurial signatures the messages to be signed
are public keys, which may be provided by the adversary. Since the adversary
knows the corresponding secret key, achieving a class-hiding notion for public
keys is much harder. The definition below only considers honestly generated keys
for which the adversary doesn’t know the secret key. This is similar to the case
of message-class hiding but it clearly restricts applications.

Definition 6 (Public key class-hiding [18]). For all A\,¢ and all PPT ad-
versaries A, there exists a negligible negl such that:

pp < Setup(1*,1°); (pky, sk; ) = KGen(pp);

(pk3, sk3) < KGen(pp, £())); p < (pp);

pkj = ConvertPK(pk,, p); sky = ConvertSK(sk,, p);
b s {0,1};b'  ASiEn(sk1)Sign(ska) (pp pk . pkb)

/

|
S

< =+ negl(N)

DN =

Mercurial Signature Construction CL19 [18]. We review the mercurial
signature construction from [18] in Fig. [1] so that the differences are clear when
we present our construction in Sec.

Setup(1*,1%) — (pp): Generate a description of a cryptographic bilinear pairing, BP.
Output pp = BP. A R
KGen(pp): Sample sk = {xi}icg <5 Zp and let pk = {X;};cqq where Vi € [¢], X; =

Sign(sk, M) — o: Sample y < Z, and compute a signature: o
(2= @Iz My Yy = P,y = P,

¢
Verify(pk, M, o) — (0 or 1): Accept iff [] e(Mi, Xi) = e(Z,Y), and e(Y, P) = e(P,Y).
i=1
ConvertSig(pk, M, o, p) — ¢’: Sample v < Z,. Compute: Z' = Z¥?, Y’ = Y'/¥ and
Y =YY¥ Output o’ = (Z',Y",Y").
ConvertPK(pk, p) — pk’: Compute: pk’ = pk”.
ConvertSK(sk, p) — sk’: Compute: sk’ = psk.
ChangeRep(M, o, 1) — (M’,o”’): Sample 9 < Z, and compute: ¢’ = (Z' = Z**,Y' =
YUYy = YY) valid for M’ = M*.

Fig.1. CL19 Mercurial Signature Construction [18]

We note that a function (RecognizePK shown in Def. [7) can be added to this
scheme to recognize any randomization of a public key given a secret key [22].
We use this in our DAC construction to tell if users have been revoked.

Definition 7 (Recognize function for CL19 public keys [22]).
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— RecognizePK(pp, sk, pk) — {0,1} Parse pk as pk = {)A(i}iem. Parse sk =

{@:}icq. Check if Vi€ [0 — 1], XF/™ = X4,

3 New Mercurial Signature Construction

In this section we present our core mercurial signature scheme satisfying a
stronger notion of adversarial public key class-hiding (APKCH), which will then
build the basis for our DAC construction with strong privacy.

3.1 Modified Security Definitions

Subsequently, we present security definitions for our mercurial signature scheme
that are modified (or added) when compared to previous work and before going
into details we discuss their generality.

On the generality of our definitions. Since our main focus in this work is the
construction of DAC, we include in our basic definitons (adversarial public-key
class hiding and unforgeability) a “levels” parameter L, which tells the challenger
how many correlated schemes to construct (i.e., how many levels there will be in
the delegation chain of the DAC). In our definitions, after receiving the public
parameters for every level, the adversary picks a level, 7, and the challenger
generates a public key for that level to complete the game with. This allows
the reductions in our proofs to ensure that the DAC scheme appears correct to
the adversary while reducing APKCH to the anonymity of the DAC scheme. To
reduce to unforgeability, we need a similarly modified definition for unforgeability
where the challenger generates a number of levels and the adversary chooses
which level to continue the game with. Clearly, by setting L =i = 1 we obtain
versions of the definitions for a standalone mercurial signature scheme. In our
definitions, Setup outputs a set of correlated parameters of different signature
schemes (pp) and we use pp; to refer to the parameters that define level i.

First, we formalize the APKCH notion in Def. |8 In this definition, first the chal-
lenger generates the public parameters and a public key and gives these to the
adversary. The adversary then constructs a message, a key pair and a signature
and returns these to the challenger. The challenger then either randomizes the
adversary’s public key and signature or creates a new signature on the same
message from a randomization of the challenger’s key. The adversary is then
challenged to determine if the returned key/signature pair is randomized from
their own key /signature that they supplied, or if it is a signature from the ran-
domized challenger key. Looking ahead, this property ensures that in a DAC
scheme, an adversary cannot determine if they themselves provided a credential
to the prover (user) or if another issuer created the credential.

Definition 8 (Adversarial public key class-hiding). A mercurial sig-
nature, I', has adversarial public key class-hiding if the advantage of any PPT
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set of algorithms A = {Ag, A1, A2}, the following advantage Adv/}%CH(/\) is
negligible,

AdVAPKH () = ’Pr [Emp’}t)jCH’o()\) - 1} _Pr [Emp?ijH’l()\) - 1} ‘

where Emp/;PXCH’b()\) is the experiment shown in Figure @

1: pp < Setup(1*,1°,1F)

2: (i,st) + Ao(pp)

3: (sk, pk) < KGen(pp,);

4: (pk g, 04, M, st) AT (pp, pk,st)

5: o < Sign(pp,, sk, M)

6: po <8 Zy; pk® < ConvertPK(pp;, pk, po);

7: o° « ConvertSig(pp;, 7, po)

8: p1 <8 Zy; pk' < ConvertPK(pp;, Pk 4, p1);

9: o' « ConvertSig(pp,, .4, p1)

10: if Verify(pp,,pks,04, M) =1 A VerifyMsg(pp,,pp, M) =1 A
11:  VerifyKey(pp;, pp,pk4) =1, return Agig““’""’“")(ppi, pp, st, pk®, o)
12: else return A5 P%) (pp. pp,st, L, 1)

Fig. 2. Adversarial public key class-hiding experiment Exp?‘?ﬁCH’b(/\).

Finally, we provide the unforgeability definition that also considers multiple lev-
els in Def.

Definition 9 (Unforgeability). A mercurial signature scheme for parame-
terized equivalence relations R, Rok, Rk, s unforgeable if for all parameters
(A, £) and all PPT adversaries A, having access to a signing oracle, there exists
a negligible function negl such that:

PP Setup(l)\? lea IL) . * * %
p (i,st) + Ao(pp) Ve”fY(p/rzi,p:*vMia )k: 1 o
' (sk, pk) < KGen(pp,); [p* 1Ry = [PE]R, | < megl(N)
(pk* M* (T*) — Afig"(PPwSkf)(pk) AVYM € @, [M }RM e [M]RM

Where Q is the list of messages that the adversary queried to the Sign oracle.

3.2 Construction

In Fig. |3} we construct a mercurial signature (MS) scheme which in particular
provides adversarial public key class-hiding (APKCH) as defined in Def. We
fix L = 1 for this construction and explain how we can set correlated parameters
while still achieving APKCH in Sec.
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As in prior MS constructions, our equivalence classes will be parameterized by
the public parameters consisting of a description of the bilinear group (G1, G2, Gr,
e,p, P, ]5) Unlike prior constructions, they will also be parameterized by sev-
eral length-2¢ vectors that are part of the public parameters of the system.
Specifically, the public parameters will include the vectors B = (Bj, ..., Bay),
B = (Bl, .. .,3%), and V = (f/l,...,f/zg), V = (V4,..., Vo). These public pa-
rameters have trapdoors which include b = (by,...,bs), b = (by,...,b;), and
d= (dl, ceey (ig) which are vectors in Zf, and sampled uniformly randomly by
Setup. The vector B will be used to define the message space (and construct
messages), while the vector B defines the public key space and allows users
to create valid public keys. These public parameters are structured based on
the trapdoors, such that Vi € [¢], B; = P¥, Byy; = B;%, Vi € [{], B; = P¥ and
Bgﬂ» = Bidi. To verify that keys and messages are computed over these bases, we
include the verification bases (shown above as V and V) in the public parameters
which are constructed as: Vi € [¢],V; = P%b V., = P% Vi e [(],V; = Pvidi
and V,4; = P". The vector V is used to verify messages while the vector V is
used to verify keys as described in Sec. [[.3] Structuring the parameters in this
way ensures that our construction achieves adversarial public key class-hiding as
discussed in Sec. [I.3]and defined in Def.[8] Let pp denote the public parameters.

Our message space will consist of vectors of 2¢ dimensions over G; that have
certain structure determined by pp; i.e., not every 2¢-dimensional vector will be
a valid message. Specifically, our message space, MPP+* is defined as:

Mpp7g = {(Ml’ t "M2Z) ‘ dm = (m17 s 7m€) S Zf, such that
V1<i<{ M;=B""NMp;=Bey™}.

Note that, using pp, it is possible to verify that a 2¢-dimensional vector is in the
message space. In our scheme, the public parameters will include extra bases V=
{Vl, e ‘724} to pair with messages to verify them, i.e. ensuring that e(M;, ‘A/Z) =
e(Mi_l’_[,‘/);;_A'_[)). Moreover, they include extra bases V. = {V7,...,Vas}, to pair
with public keys in the same manner, i.e. e(VZ-,XZ—) = €(Vi+£,Xi+£)- We label
messages as M = {My, ..., Ma,} and public keys as pk = {Xl, . ,ng}. We are
now ready to define our equivalence class over the message space, which is the
same as in prior work [18]:

RPPC = {(M,M) : 3u € Z, s.t. M,M' € MPP* A M/ = M¥}.

Our public key space will be defined similarly to our message space, but defined
over vectors B = (]5”1,...,be,Pbldl,...,PbEd@) included in pp as well. Like
messages, our public key space is a strict subset of the space of 2¢-dimension
vectors in G3, defined below:
PKPP! = {(Xy,..., Xa¢) | 3x = (21,...,2¢) € Z! such that
V1<i<{l X;=By"AXp; =B}
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We define our equivalence classes over the public key space (similarly to [18]):
R = {(pk,pk') : 3p € Z, s.t. pk,pk' € K" A pk' = pk?}.

We will see in the construction that the related structure of these messages and
public keys (i.e. the fact that they both use the values b and b) ensures that
randomized keys and signatures are not linkable even when the adversary holds
the secret key {z1,...,z,}, while also ensuring that signatures still correctly
verify.

Our secret key space takes up the entire space of /-dimensional vectors in sk?? =
(Z,)¢ and is defined identically to [18] as:

RFPE = {(sk,sk') : 3p € Z, s.t. sk, sk’ € skPP* A sk’ = psk}.

In the sequel, when clear from the context, we will omit the superscript pp, £.
In our construction, the key and message converter spaces are KC <% Z, and
MC 5 Zy,.

Our construction. We are now ready to present our MS construction in Fig.
which achieves our APKCH definition for L = 1. In Sec. we will discuss mod-
ifications to the public parameter generation, allowing the scheme’s extension
for constructing DAC. While verifying the message or public key is not required
for unforgeability, we include it in the Verify function as it is needed for public
key class-hiding and message class-hiding.

Theorem 1 (Correctness). The mercurial signature construction in Fig. @
is correct as described Def. [1]

Theorem 2 (Unforgeability). The mercurial signature construction in Fig. @
meets the unforgeability definition in Def. [ assuming that the mercurial signa-
ture construction in [18] is unforgeable in the generic group model.

We prove Theorem [2| by noting that the CL19 construction 18| is unforgeable
in the generic group model, and thus, by showing that our construction’s un-
forgeability relies solely on the unforgeability of the construction of CL19, our
construction is also unforgeable in the generic group model.

Theorem 3 (APKCH). The mercurial signature construction in Fig. @ meets
the APKCH definition in |8 in the generic group model.

Theorem 4 (Origin-hiding of signatures). The mercurial signature con-
struction in Fig. [ meets the Origin-hiding of signatures definition in Def. [})

Theorem 5 (Origin-hiding of ChangeRep). The mercurial signature con-
struction in Fig. [3 meets the Origin-hiding of ChangeRep definition in Def. [3
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Setup(1*,1%) — (pp): Sample {b;, bi, d;, ¥, v; }ic(q) <$ Zp and compute
B = {Bi}ic[2q, where Vi€ [(], B; < P" Byy; < P""

B = {Bi}ie[zg]7 where Vi€ [Z}, Bz «— Pgi,Bngi — péidi
V = {Vi}icjae), where Vi € [€], Vi « P%% Vi, « P%

V = {Vi}icjze, where Vi € [(], Vi < PY% Vi, « P
Output: pp = (B,B,V,V) R A
KGen(pp): Sample sk = {x:}icig <3 Zp and let pk = {X;};c(2g where Vi € [(], X; =
BT, Xipe = B,
VerifyKey(pp, pk): Accept iff Vi € [¢],e(V;, )A(E) =e(Vite, )A(Z;H).
VerifyMsg(pp, M ): Accept iff Vi € [€],e(M;,V;) = e(M;+e¢, Vite).
Sign(pp, sk, M) — o: If VerifyMsg(pp, M) = 1, sample y <—¢ Z, and compute a signa-
ture:
o= (2= (T2 ML), Y = PYYY = PYv).
Verify(pk, M,c) — (0 or 1): Accept iff VerifyMsg(pp, M) = 1, VerifyKey(pp, pk) = 1,
L N N . N
11 e(M;, X;) = e(Z,Y), and e(Y, P) = e(P,Y).
i=1
ConvertSig(pp, pk, M, o, p) — o’: Sample ) < Z,. Compute: 2" = Zvr Yyl = yye
and Y/ =YY%, Output o’ = (Z',Y',Y").
ConvertPK(pp, pk, p) — pk’: Compute: pk’ = pk”.
ConvertSK(pp, sk, p) — sk’: Compute: sk’ = psk.
ChangeRep(pp, M, 0, 1) — (M’,0’): Sample 1 s Z, and compute: o' = (Z' =
ZV Yy =YYy = vYY) valid for M’ = M*.

Fig. 3. Our Mercurial Signature Construction.

Theorem 6 (Message class-hiding). The mercurial signature construction
in Fig. [3 meets the Message class-hiding definition in Def. [3

The proofs of theorems and [6] follow directly from those of CL19, and
are thus omitted here. The proofs of unforgeability (Theorem [2) and APKCH
(Theorem [3)) are provided in the Supplementary Material

3.3 Extending our Construction to Multiple Levels

In a CL-type DAC scheme, we need chains of public keys that can sign each
other. In [18], this is achieved by alternating the source groups of the mercurial
signature scheme for each level in the chain. For example, to sign public keys in
the highest level of the delegation chain L, if the public keys in level L are in
source group Gg, then, in the level L — 1, a scheme with public keys in G; will
be used to sign the public keys of level L.

This approach works in [18] because the scheme is symmetric, meaning the public
parameters are the same whether public keys are in Gy or G;. Unfortunately,
our scheme is not symmetrical. When we split our message bases and public key
bases into halves, B = B!||B" and B = B!|B", we can see that the second
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half of the bases for messages includes the trapdoors, Ei, being formed as B" =
{Pbii’i}ie[é]. This trapdoor is included in the first half of the bases for public
keys (Bl = {Pi’i}iem). But, the upper half of the bases for public keys includes
the trapdoors, d;. This upper half is formed as B" = {Pi’i‘zi }iejg- The trapdoors
d; are not seen in the lower bases for messages (B! = {Pbi}iem). Due to this
asymmetry, we cannot simply invert the groups to start signing public keys from
higher levels. At first glance, it appears we could fix this by setting d; = b; (thus
allowing messages to be used to sign public keys by computing the signatures on
the second half of the public key). Unfortunately, this solution would break the
APKCH property of our scheme as computing public keys over Phibs permits a
recognition attack using the bases PYibi_This forces us to choose a more involved
solution.

In practice, the parameters for our scheme will be constructed using the functions
in Fig.[4] This function generates L—1 sets of correlated public parameters. While
each set of public parameters defines one signature scheme, generating each set
using the function in Fig. [4] ensures that the message space of each scheme is
compatible with the next level, which ensures that DAC can be realized from
the set of parameters.

To further exemplify how our multi-level scheme is structured, we show an ex-
ample delegation chain in Fig. [5| Effectively, the public key space of one scheme
becomes the message space of a lower scheme.

Setup(1*,1%,1%) — (pp): Sample {bi j, vi; }ic(e),je(r] <5 Zp and compute the following
bases: R R
For j € [L],if j mod2=0,G=P,G' =P andifj mod2=1, G=P,G =P,

B = {Bi}icraq, where Vi € [(], Bi ¢~ G*9, Bpyy = GPhabivi
V; = {Vi}ieiae, where Vi € [(], V; = (G')"9%371 Viyi + (G')"
For j € [L —1]: pp; = {Bj+1,B;, V41, V;} such that By, V; are for keys and

B; 1, V41 are for messages.
Output pp = {pp; }je(L_1]-

Fig. 4. Parameter generation for multiple levels

Proving the multi-level scheme secure Because a generic group model proof
for L — 1 sets of public parameters simultaneously might be difficult to compre-
hend, we instead introduce the notion of “extending” parameters. Intuitively, this
ensures that the correlation between the sets of public parameters does not cause
any individual scheme to leak information even when its trapdoors are shared
with other schemes. We can then write a proof for APKCH against a generic
adversary for our scheme in Fig. 3| (for L = 1) and then use a hybrid argument
in the standard model to extend the proof to any polynomial number of levels.
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Level 1
MS scheme pp; used Level 1

8. V sky, = {x1.4}s
where B; = {Bl,i}ie[Ql] ki = {X1,ikiciag = {B1 ;" ie{Bei i1 bicrn

ab A dl — [(phiimiany, Phiidt Ty,
= {P" i i l{P i Yy { Yiell{ Yielo

pk, signs pk,

o1 = (Z1,Y1,Y1) where
Z1 = (iege (Xa,e0)"10) "

Bu=8: Bo by @ sz 4
= (Hze[e] P2il1,i%2,i%1,1)v1
Y, = PY/v1,y, = pl/v1)
Level 2 P
MS scheme pp, used o eve v
B,,V to make pk sky = {z2,i}icly
ppy = {B2,B2, V3, Vy} Pka

' AT ; ~ T .
pky = {Xz,i}iepq = {B2,2iw}i€[f]|‘{Bzi%1,2}ie[£]

=P P i i

where By = {32,1'}7?6[2[]

= {Phj”}ie[E]H{th"m”}ie[z]

pk, signs pkg

02 = (Z2, Y2, Y2) where
Zy = (Hie[e]()e3)[+i)z2,i)?ll

B2 =Bs = (H"E[l] 1583,i"’2./733,i$2,7:)y2
Y, = P?/v2 ¥, = pl/v2)
Level 3
MS scheme pp3 used ) L?vel 3}
P skg = {x3,: }s
pp; = {B3,B3, V3, V3} to make pks 3 3,iriele]

={X3,}, — (R¥3i . LRI
where Bg = {B3,i}ie30 pky = {Xs,i}icl2g {Bg,z }ze[l]H{Bg_;_,;,g}ze[e]

pbs,i pbs,ib2 — (Phsivai P pbaibo vz ;
= {P"i )l {P"3" Yicy { Yiergll{ Yier

! i

Fig. 5. A series of compatible mercurial signature schemes and a credential chain.

When a reduction uses this extended scheme, the resulting parameters will be
identically distributed as Fig.

In the following discussion we refer to the keys at the end of delegation chains
as “higher-level” keys as the root is at level 0 which is the lowest level of the
delegation chain. In order to sign these higher-level public keys with lower-level
public keys, starting from our construction in Fig. [3] we need to “extend” the
signature scheme so that new public key bases can be used to sign public keys
from another scheme. To do this, we need to create a new scheme (with public
keys in G;) with similar structure as in our original scheme in Fig. [3l We recall
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that in this scheme the message bases and public key bases share the b; trapdoor
values as described in the above paragraph. When extending our scheme to sign
public keys, we’ll treat d; as this shared value, including it in the trapdoor for
the new public parameters (remember, d; is used in the upper half of the public
key bases, B in the public parameters). In order to create security properties
independent of the length of the delegation chain, we need to ensure that adver-
saries can extend the chain while still retaining security properties of the original
signature scheme. We could choose to instead directly prove our scheme secure
in a setting with multiple levels, but this would complicate the proof.

Unfortunately, we cannot simply reveal d; to use to extend the scheme as this
will break the security properties of our original signature scheme. Specifically, if
d; were revealed, the adversary could compute a public key as pk = {Pwi}iem I
{Pzid*}iem which would verify with the verification bases, but would easily be
recognizable. Thus, instead we reveal D = {D;};cq where Vi € [(], D; = P%.
Intuitively, because D lives in G; instead of G, the adversary cannot use it to
create malicious public keys that verify. Revealing D from the old scheme allows
the new scheme to create a new set of public key bases (in G1) that share the
trapdoor from the public key bases in the original scheme. Thus, proving that
our scheme is secure when revealing this vector D ensures that it is secure for
any number of extensions. We prove that our scheme’s security holds with the
addition in the Supplementary Material

Using D the bases for the lower level scheme could be formed as B/ = {D,...,
Dy, D£+1’ . 24} where each d/ is sampled at random by the new scheme. We
can see that Wlth this structure, signatures on the higher level public keys from
the lower level public keys now verify. For example, let’s say we have a higher
scheme (with bases B = {B }Yiee) a with key pair (sk, pk), where sk = {J}l}le[g],
pk = {X }ze ] = {B }ze[é H{BZJrz}ze[Z]: Vi e [{], B = Ph B€+z = Phids and
b and d; are randomly sampled as a :crapdoorA of the public parameters. We
can create a new scheme (with bases B’ = {(B /»)}ie[@]) and key pair (sk’, pk’)

where sk’ = {2/ }icig, Pk = {X[}icig = {(B)" }ie[z]||{(32+i)mi}ie[e] and Vi €
[0, (B}) = D;, (BZH-) D ,D; = P4 and d} is randomly sampled as a trapdoor
of the public parameters. We can see that if we form signatures as we did in Fig.[3]

these signatures still verify. In Fig. 3} (if we swap the source groups) signatures
are formed as o = (Z,Y,Y) where Z = ([], H(XM) Y = Py Yy =

P'¥ and y is randomly sampled. We see that e(Y, Z) = e(P, P)Z o bl _
[Lc el e(XZ,X ) which means that this signature verifies. To ease this difficult
concept, we provide a diagram in Fig. [f] For example, in Fig.[5] we can see that
when the lower level bases of levels 1 and 2 are paired together they are equal to
the pairing of the higher level bases of level 2, i.e. e(By i, By ;) = e(Pb2¢, Pbri) =

bo,ibr i
(P P) 2,101,
verify. We’ve pointed out this structure by highlighting IA)M- in orange and 132714

= 6(32,é+i7 ) This structure is what ensures that our signatures
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in blue. This relation holds for levels 2 and 3 as well. Note that in Fig. [5] the
source groups for level 2 are flipped, meaning that the Bg,i elements are in G;
and the Z5 element is in Go. For clarity, we keep the notation of the generators,
P and ]5, correct with respect to levels 1 and 3.

While a real setup will not reveal D to an adversary, it is important that the
signatures retain their security properties even when this is revealed. Intuitively,
this is because schemes built on top of a signature scheme requires some corre-
lated structure. Revealing P% in our security games ensures that this correlated
structure cannot be leveraged to defeat the security of the higher scheme. We de-

scribe the formalization of extendable mercurial signatures in the Supplementary
Material [Al

4 Delegatable Anonymous Credentials

In this section, we introduce a new DAC construction, showcasing advanced
features as strengthened privacy, revocation capabilities, and non-transferability,
all while preserving efficiency.

4.1 DAC Functionality

In contrast to non-revocable DAC schemes, our approach integrates a Trusted
Revocation Authority (TRA) to efficiently revoke malicious users and maintain a
deny list. We outline the high-level functionality of our DAC scheme in Def. [I0]
This consists of the algorithms: Setup which initializes the scheme, TKeyGen
which generates the TRA’s keys, RootKeyGen which generates the root’s keys,
UKeyGen which generates a user’s or issuer’s keys, RegisterUser which allows the
TRA to distribute revocation tokens, and RevokeUser which allows the TRA
to revoke users. The scheme also consists of the interactive protocols to issue
and show credentials: (Issue <> Receive) and (Prove < Verify). This scheme
begins with a trusted Setupﬂ Then, the TRA generates an opener secret key
and public key using TKeyGen. A root authority (who can be malicious for the
sake of anonymity) generates the root key using RootKeyGen and distributes
the root public key to users. A user who wishes to receive a credential runs
UKeyGen and then interacts with the TRA to receive a revocation token by
providing their public key to the TRA so that the TRA can run RegisterUser on
it. Subsequently the user interacts with the root (or an issuer that the root has
delegated to) using (Issue <> Receive) and receives a credential (which includes
their revocation token). The user then uses their credential and secret key in an
interactive protocol (Prove > Verify) with any verifier. These verifications can
occur at any level within [L] (i.e. for some level, L’ such that L’ < L). The verifier
can check if the user has been authorized and has not been revoked using the

2 Note that as already discussed in practice this can be done by multiple parties in a
sequential way by using ides from updatable common reference strings and only a
single party among the set of all parties needs to be trusted.
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TRA’s public key tpk. More specifically, the verifier receives a revocation token
for each level in the credential chain from the credential presentation. If the
verifier discovers that the prover was malicious through an out-of-band method,
they can submit these tokens to the TRA. The TRA will then update their deny
list (this deny list is included in the TRA public key for the sake of simplifying
the presentation), preventing any future showings that include the user or issuer
corresponding to the revocation token from being verified.

We note that our scheme supports a strong model for anonymity where the
holder of the root key cannot de-anonymize users. To model this, we allow the
adversary to choose the root public key along with the corruption of any users
of their choice, representing a delegation path from a (corrupted) root credential
where delegations can be performed maliciously, in the privacy game.

Definition 10 (Delegatable Anonymous Credentials). A DAC includes
the following algorithms and protocols for isswing and showing of credentials and
revoking users as:

— Setup(1*,1£) — (pp, td): Initializes the scheme, outputting public parameters
and a trapdoor td.

— TKeyGen(pp) — (tsk, tpk): Takes pp and outputs a keypair (tsk, tpk) for the
TRA. The tpk includes a deny list of revoked users and is continously updated.

— RootKeyGen(pp, L) — (sk,pots PKyoor): Generates a key pair used for the root
key pk,oo¢ (i-e., L' = 0) which is trusted for integrity but does not need to be
trusted for anonymity.

— UKeyGen(pp, L) — (sk, pk): Generates a user’s key pair for a specified level.

— RegisterUser(pp, tsk, pk) — (tok): Creates a revocation token on the given
public key so that the public key can be revoked later with a deny list.

— (Issue(sky, credy, L') <> Receive(sky, tok, L)) — credg: An interactive proto-
col to receive a signature on a pseudonym. It is run between the two users
distinguished by I for issuer or R for receiver. If this is a root credential then
cred; = L.

— (Prove(skp, credp, L") < Verify(pk, o, L', tpk)) — (b, {tok;}ic[z/): A user proves
they know a credential on a pseudonym that verifies under the given root key,
Pk, o0 If the verification is successful, the verifier outputs 1 along with a list of
revocation tokens for the prover and the chain of credentials. If the verification
is unsuccessful, the verifier outputs 0.

— RevokeUser(pp, tsk, tpk, tok) — tpk': Takes in the TRA’s key pair (tsk, tpk) as
well as the token for a registered public key and outputs an updated public
key tpk’ that can be used to recognize any showings in which this public key
is part of the chain. For security reasons, this can fail, outputting L. As an
example, we want this function to fail if a malicious tok is provided.
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4.2 DAC Security Definitions

In Fig. [6] we formally define the oracles used in our security games. Any formal
outputs of oracles are received by the adversary and any modified internal state
of the challenger is listed in the description. When calling interactive functions
from the DAC scheme (such as Prove(-) <+ Verify(+)), the challenger records the
transcript of the interaction in addition to the output of the function. For ex-
ample, in the VerifyCred oracle in Fig. [f] we have the challenger interact with
the adversary using the Verify function, and in addition to outputting the result
of the verification (b) and the list of revocation tokens, {Zok;};c[r], the protocol
also outputs a transcript (7) of the interaction between the prover and the veri-
fier. Throughout the game, the challenger maintains some state to keep track of
honest users and credentials that were given to the adversary. This global state
is used in the unforgeability game. Specifically, the challenger keeps track of one
set, DEL 4 to keep track of what has been delegated to the adversary. Moreover,
the challenger initializes three maps to keep track of honest user state, SK holds
user secret keys, CRED holds user credentials, and LVL records what level a user’s
credential is for. They are as follows: SK : H — SK, CRED : SKX — CRED and
LVL : SK — [L], where H is the set of all honest user handles, SK is the set of all
secret keys, and CRED is the set of all credentials. The root key is included in
SK as id = 0 with LVL[SK][0]] = 0. The root does not have a credential in CRED.
The challenger also keeps track of what keys have been added to the deny list
with the list SKpr, C SK. At the start of any game, the challenger initializes all
sets to the empty set and initializes all maps to be degenerate, such as mapping
Vi € H,SK[i]] =L. In the unforgeability game, we give the adversary access to
all of the oracles. In the (OCreateHonestUser o1acle  the adversary specifies two users
with one issuing a credential to the other. We initialize users at the same time
that they are issued a credential to simplify the scheme. As an example use of
this oracle, the adversary can specify id; = 0 at the start of a game to have a
credential be issued from the root. We do not allow the adversary to issue to a
user multiple times, and thus if the specified user already exists when the ad-
versary calls (OCreateHonestUser ‘thoy the challenger aborts. We allow the adversary
to issue credentials to honest users using the OReceiveCred gracle, In this oracle,
the adversary specifies a user to receive a credential at a specified level. If the
adversary was never issued a credential that would allow them to delegate this
credential to the honest user, the challenger set a forgery flag in the global state
(labeled forgery) which is checked in the unforgeability game. In the ('ssueFrom
oracle, the adversary receives a credential from an honest user and the chal-
lenger records which adversarial key received this credential at which level. In
the OProveTo oracle, the adversary acts as the verifier for a user. In the (ORegisterUser
oracle the adversary can receive a revocation token for one of their public keys.
In the ORevokeUser gracle, the adversary can add a user to the deny list.

Anonymity: Our anonymity definition is shown in Def[I1] The anonymity game
involves the adversary and the challenger. The adversary controls all partici-
pants, including the root credential authority (but does not control the TRA).
The game proceeds as follows: The challenger generates the public parameters,
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(QCreateHonestUser(idl7 idR, L/) N (pk) OlssueFrom(id) o A

if SK[idr] #L,return L if SK[id] =L, return L

if SK[id;] =L,return L if CRED[id] =1, return L

if LVL[SK[id;]] # L' — 1,return L (cred, T) « (Issue(SK[id], CRED[id]) +> A)
(sk, pk) + KGen(pp) DELA = DELA U {(Ep.r(7), LVL[SK[id]])}
SK[idg] = Epk(pk)T return cred

LVL[sk] = L'

ProveTo/
tok = RegisterUser(pp, tsk, pk) © (id) & A

(cred, 7) < (Receive(pp, SK[idr], tok, pk,,,,, L) if SK[id] =L, return L

<+ Issue(pp, SK[id;], CRED[id], L)) if CRED[id] =L,return L
CRED[ZdR] = cred Prove(pp, SK[Zd]a CRED[ZdL pkmot) s A
return (7, pk) return L
OReceiveCred(idR7L/) PN A ORegiSterUser(pk) — tok
if SK[idr] #L,return L return RegisterUser(pk)

sk, pk) < KGen(pp

( ) ) ( T) ORevokeUser(pk)

SKlidr] = Ep(pk)

LVL[sk] = L’ tpk’ = RevokeUser(pp, tsk, pk)
. /

tok = RegisterUser(pp, tsk, pk) if tpk” #.L,

’
(cred, 7) < (Receive(pp, SK[id r], tok, pK,,o;, L) tpk’ = tpk

oot

+ A(pk)) SKpr = SKpr U {€«(pk)}
!
if cred #1 AVi € [L'], (,4) & DEL 4, return tpk
forgery =1
CRED[idg] = cred
return L

Fig. 6. Definition of Oracles.
T The oracle uses £y to ensure SK[id] holds a canonical representation of the secret
key.

which are given to the adversary along with the registrar’s public key and access
to a registration and revocation oracle. The adversary creates two credential
chains of the same length, rooted at the same credential authority, and provides
the secret keys of the end users of these chains to the challenger. The challenger
ensures that they are valid credential chains. The challenger randomly selects
one of the users and proves possession of the corresponding credential chain to
the adversary. The adversary wins if it can correctly identify which user the
challenger picked. No honest users are created in this game, as the adversary
controls all aspects except for the registration and revocation oracles. To model
issuer privacy and showing privacy, the adversary outputs a bit, j, to indicate
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whether the challenger should act as the issuer or the shower. We formalize this
game in Def. [IT]

Definition 11 (Anonymity). A DAC scheme is anonymous if the advantage
any PPT adversary (A = {Ay, A1}) in the following anonymity game, defined
by the chance that the game outputs 1, is 1/2 + negl(\):

1: pp + Setup(1*,1F)

2: (tsk, tpk) < TKeyGen(pp)
ORegisterUser ( _)’ORevokeUser(_) (

3: (st, 3, Pkyoor, Sk, credg, sky, credy, L) <— A pp, tok)

4: Yie{0,1}:

5: if (Prove(pp,sk;,cred;, L") <> Verify(pk, .., L', tpk)) # (1, %), return L
6: b+s{0,1}

7 if =0,

8:  Prove(pp,sky,credy, L') <> Ay (st) =V

9:if j=1,

10:  lIssue(pp, sky, credy, L') <> Ay (st) —
11: return b’ =

Unlike the anonymity definition in [18], we allow the adversary to participate
in the challenge credential chain. Therefore, we do not need to control the state
of the game with the challenger; in the anonymity game, the challenger only
performs the role of the TRA and the challenge user. In addition, we aim to
maintain the anonymity of honest users even when the anonymity of some ad-
versarial users is revoked. This new definition represents a simplified and more
comprehensive anonymity model, which we present as a novel contribution.

Unforgeability: Our unforgeability game is simpler than [18], even though it is
conceptually similar. We remove oracles that reveal pseudonyms of honest users.
Revealing pseudonyms alone has no real-world use-case in DAC and the adver-
sary effectively reveals pseudonyms during a showing anyway. Also, we integrate
user creation with credential issuance, as a user’s key pair is not used until it
is associated with a credential. Otherwise, our unforgeability definition (Def.
is mostly unchanged from [18], but we add the RegisterUser and RevokeUser
functions that facilitate revocation.

Moreover, our unforgeability definition ensures that the adversary was correctly
delegated a credential on line [I0] in Def. [[2] and that none of the keys in the
adversary’s credential are on the deny list, on line [T1]

To ensure that the challenger can check the key classes, we parameterize the
definition with the extractor, &, which takes in a public key and extracts a
secret key from it. If £y is run on the transcript of a showing, it extracts the
secret key of the credential holder. If & is run on the transcript of an issuing,
it extracts the secret key of the issuer. We denote these by & g for receiver
and &k, 1 for issuer. This extractor must extract the same secret key no matter
how the public key has been randomized. For mercurial signatures, this means
that the extractor extracts a canonical secret key which is constant over any
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representation of the equivalence class of secret keys. We also assume an extractor
Ecred that can take in a credential or the transcript of a showing of a credential
and output the canonical secret keys used in the delegation chain including the
end user of the credential.

Definition 12 (Unforgeability). A DAC scheme is unforgeable if any PPT
adversary’s advantage in the following game, defined by the chance that the game
outputs 1, is negligible in X. A is given all the oracles labeled as O from Fig @
1: (pp, td) + Setup(1*,1F)
: (tsk, tpk) < TKeyGen(pp)
: (sk, pk) < RootKeyGen(pp)
: SK[O} = Sk7 pk'root = pk
: (st, L) + AF (pp, pk)
: (b, ), 1) < (Verify(pk, oot L tpk) <> Aq(st)
- {skiiein < Ecrea(T)
: if forgery = 1,return 1
9: if sky # sk, return b
10: if Vi € [L'], (sk;,i) & DEL 4, return b
11: if 3i € [L'], s.t. sk, € SKpp, return b
12: return 0

PO N D S o

4.3 DAC Construction

Our DAC construction uses a function MultiSetup which builds L sets of public
parameters for our underlying mercurial signature scheme with ¢ = 2 such that
the schemes have the structure described in Sec. 3.3l We note that for the root
authority we use the CL19 scheme [18] instead of our scheme as this is sufficient
for the root. This function is described in the Supplementary Material [A]

To simplify our DAC construction, we add a function TracePK, which takes in a
“linker” and a revocation token and returns if this linker is associated with the
revocation token. These linker values will be stored in the deny list in the TRA’s
public key tpk.

Definition 13 (DAC counstruction).

— Setup(1*,1%) — (pp, td): Call the MultiSetup function described in the Sup-
plementary Material [A] which generates L correlated parameters for our sig-
nature scheme in Fig {pp; }icir) = MultiSetup(1*,1¢=2,1%). Then initialize
extra bases for the revocation authority and the root authority using the CL19
scheme, (ppci1g) <= Setupci19(1*, 152). Output pp = ({pp; }ie[z], PPcL1o); td =
({tdi}ic)-

— RootKeyGen(pp) — (sK,ot; PKroot): Generate a CL19 key pair using ppcy1g-

— UKeyGen(pp, L) — (sk, pk): Create a secret key for the corresponding scheme,
(sk, pk) = KGen(pp; /). The user initializes their credential chain as chain =_1.
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— TKeyGen(pp) — (tsk, tpk): Create a CL19 key (sk, pk) of length ¢ = 2, (¢sk,
tpk o) < KGen(ppcg)- Initialize a set of linkers, tsky,x = (). Initialize a deny

list, DL = (). Let tskg = sk, tsk = (tsksk, tskynk), and tpk = (tpkpk, DL).

— RegisterUser(pp, tsk, pk) — (tok): Generate a new key pair (sk,.,, pPk,e,) using
PPcLig- Sign pk,., using tsks where tsk = (tsksk, tskiink) yielding og. Then,
use sk,,, to sign pk, yielding o;. This yields the revocation token, tok =
(PK,ey 00, 01). The secret key, sk,.,,, will serve as the linker for this revocation
token and it is denoted as link. Save this linker in the TRA’s state, tsk};,, =
tskiine U{link} and update the state: tsk’ = (tsksk, tsk};,; ). Output revocation
token tok.

— RevokeUser(pp, tsk, tpk, tok) — tpk': Tterate through the linkers (link;) in
tskiink and check if TracePK(pp, link;, tok) = 1 for each of them. If this holds
for a linker, link;, concatenate link; to the linkers in ¢pk (the deny list) and
output this new public key as tpk’.

— TracePK(pp, link, tok) — {0,1}: Parse tok as tok = (pk,e,,00,01). Check if
RecognizePK(ppcy1g, link, pk,e,) = 1 (cf. Sec. [2). Therefore, parse pk,,, as

pK,, = (Xl,Xg). Parse link = (x1,22). Check if X’fﬁxl = X,. If this holds,

TEV

output 1. Otherwise, output 0.

— (Issue(sky, credy, L) <> Receive(skg,tok, L)) — credr: The receiver samples
p < KC and generates a randomized public key from their secret key, pk’, using
the randomization factor, p. They also randomize their revocation token, tok,

yielding, tok = (pkl,,,0h,0}), such that Verifyc 10(PPcL1gs tPk; PKowys 0h) = 1

and Verifyc 10(PPcL19s PKrew, PK'; o) = 1. The receiver sends over pk’. The is-

suer then randomizes all public keys in their credential chain along with the
signatures, randomizing their secret key to match. They also randomize all re-

vocation tokens in their chain as described above. They then sign pk’ yielding a

signature, 0. They send their randomized credential chain, chain, along with o

to the receiver. The receiver computes the chain, chain’ = chain| (pk’, o, tok’).

The receiver stores their credential as cred = (chain’, p). The randomizer is

also stored to ensure the receiver can correctly randomize their secret key to

match their public key in the chain.

— (Prove(skp, credp, L) < Verify(pk, o, L', tpk)) — (b, {tok;}ic[z/1): The prover
randomizes all public keys and signatures in their credential cred using p* =
p*p' where p is the randomizer found in their credential. They send over their
randomized credential chain, chain, and perform an interactive proof of knowl-
edge that they know the sk that corresponds to the last public key in the chain.
The verifier then verifies each public key with the signatures. The verifier also
iterates through the revocation tokens in the credential chain checks that for
each public key pk; and tok; = (pk,e, ;,7i0,0i1) in the chain it holds that
Verifycp19(tpk, PKyey i5 0i0) = 1 and Verifycp 19(pk,e, ;5 PK;, 041) = 1. They then
also iterate through each link; € tpk and ensure that TracePK(pp, tok;, link;) =
0 for each level 7 in the length of the chain. If all these checks hold, the ver-
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ifier outputs 1 and if any checks fail, the verifier outputs 0. The verifier also
outputs all of the tok; values received from the prover.

Theorem 7 (Unforgeability of the construction in Def. . If the un-
derlying signature scheme is unforgeable with respect to Def.[3, our construction
in Def. [13 is unforgeable with respect to Def. [12

Theorem 8 (Anonymity of the construction in Def. [13)). If the under-
lying signature scheme has origin-hiding and has adversarial public key-class
hiding, the DAC scheme in Def. is anonymous with respect to definition [11]

We prove these theorems in Sec. [B-3]

5 Conclusion and Future Work

In this paper, we constructed mercurial signatures with stronger security prop-
erties than seen in the literature, which could potentially be used for many
privacy-preserving schemes just as the first such signatures in [18]. We use it as
a basis for an efficient DAC scheme with strong privacy guarantees and dele-
gator revocation functionality. Our DAC construction could be further adapted
to support attributes extending its functionality, where the technique from [32]
seems promising. We leave this extension to future work.
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Supplementary Material

A Extendable Mercurial Signatures with an Updatable
CRS

A.1 Updating the CRS

While we rely on a trusted setup (i.e. our construction is secure in the common
reference string model) we describe a process to update the CRS which is very
efficient. As described in |23|, an updatable CRS has the functions: Setup, which
generates the CRS, Update which updates the CRS and produces a proof of
consistency, and VerifyCRS which takes in a proof and ensures that the CRS is
correctly updated. Using these functions ensures that an efficient sequential setup
can be performed and if only one of the users who include a proof in the setup
is honest, the resulting CRS is secure (i.e. no party knows a full trapdoor that
would allow them to break any security properties of the scheme). By “sequential”
we mean that the parties that update the CRS do not have to be online at the
same time, any updater can take an existing CRS and add their own trapdoors
to it. We define these functions for our scheme below:

— (pp, m)  Setup(1?): Generate the public parameters as normal:

— Setup(1*,1¢) — (pp, 7):
Sample {b“ 57;, CL', {}Z‘, ’Ui}ie[é] —$ Zp.
Compute: )
B = {B;}icoq, where Vi€ [(], B; < P",Byy; + PV

B = {Bi}ie[%]v where Vi € f], Bz — Pél ,Bg.H — Pi)l(i’“
V = {‘72'}1'6[2[]? where Vi € [(],‘A/; — p@ii)i, ‘72+i — Pﬁi

V = {Vi}ticppg, where Vi € [(],V; < P%, Vi + P”

Output: pp = (B, B.V, V). As the proof, 7, commit to each of the trapdoors
and produce a proof that each of the trapdoors is known (i.e. a proof of
equality of discrete logarithm representation over the generators of the bilinear
pairing). This can be done efficiently with Pedersen commitments and Schnorr
proofs [14] (in the ROM), using only 1 group element for the commitment and
2 elements in Z,, for each proof base with constant computation cost.

[
[

32



— Update(1*, pp, (mi)ien)) — (pp’,7'): Sample {b’i,l;i,czi,ﬁi,vi}ie[g] <% Z, and
compute:

. b b’ b
Vi € [f],Bi/ — B;’, B€+i — Bg+i i

>/ b >/ A
B; < B;", By < By
!

T ~1
(7! VAR Y 7 0;
07 VI Ve - 0,

Vi Vi Ve e (Vi)

Output: pp’ = (B, BV, V’). Commit to each trapdoor and prove that the
resulting bases pp’ were computed correctly over pp (using techniques similar

to Setup). Output the Schnorr proofs and commitment as the proof, 7. Include

the old pp in the proof as well. This can be represented using Camenisch-
Stadler notation: g = N[ZK[{bi, b;, d;, vy, 'Ui}ie[f]y {Obi, Ol;i, O(Zi , O, 5 Oy, }ie[é] :

Vi € [(],Cy, = Com(b;,0y,),C; = Com(b;,0;,),Cy = Com(d;,0,),Cs, =
Com(d;,0y,), Cy, = Com(vi, Oy, ) }icja, Bi' = Bi%, Beyi = Beyi% Bl = B, BZH =

Bg% ] = W”@VM = Wﬁia V' = V¥ Vo' = (Vey!)"). Thus, 7x using
Schnorr proof with Fiat-Shamir applied consists of the 5¢ Pedersen commit-
ments to the trapdoors, Vi € [¢], Ch,, Cy,,Cy,5 Co,, Cy,, as well as 40 commit-
ments to the multiplications of those trapdoors, Vi € [K],biiyi,éil;i,ﬁilsi,vicii,
which makes up 9¢ group elements. The Schnorr proof itself then consists
of 8¢ first message “commitments” (which are group elements), for each base
in the public parameters, as well as 9¢ first message commitments to each
of the commitments to the trapdoors (including the multiplications of trap-
doors). We then need 18¢ final messages for the Schnorr proof, one for each
trapdoors, and one for each opening of a commitment to a trapdoor.

A.2 Extending the scheme to multiple levels

Extendability was an implicit property in [18] but was much simpler as the
scheme was symmetric. Our scheme’s parameters are structured in a way that
we must have explicit functions to extend the scheme such that public keys at
one level in the resulting DAC scheme can sign public keys from another level.
To that end, we include algorithms, ExtendSetup and FinalizeSetup, which are
needed by the proof of our DAC scheme to ensure the scheme can be extended
to multiple levels. We also update each of our security definitions to include
an interactive setup which invokes these functions. The syntax of our mercurial
signatures is thus given by the functions in Def.

To explain why we need such functions and properties for our proof, let’s attempt
to construct a reduction from APKCH to DAC anonymity where the APKCH
challenger generates a single set of public parameters for one mercurial signature
scheme, but the DAC scheme requires multiple levels of mercurial signature
schemes such that public keys in the schemes can sign public keys from the next
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higher scheme. This reduction receives pp from the APKCH challenger. In the
anonymity game, the reduction will need to make the credential depend on the
APKCH challenger’s secret bit. In our proof of anonymity, we’ll create hybrids
(shown in Def. which replace each public key in the credential chain with a
random public key (which, in our reduction is the APKCH challenger’s public
key). Thus, in our reduction, we need to replace one of the signatures in the
credential chain with the signature which is returned by the APKCH challenger
(o? in Fig. . To ensure that the adversary won’t simply abort, we need this
signature to appear as though it came from the DAC scheme. Thus, if this is
some intermediate signature in the credential chain, ¢® must come from some
public key, pk;, be signed by some public key, pk,_;, and sign another public key,
pk;, 1 to continue the chain. The natural pk; to use is the pkb returned by the
PKCH challenger as this verifies with ¢®. But, if this signature is in the middle
of a credential chain, we’ll need to sign pk® = pk, with some pk,_;. But, pk®
is valid only for the public parameters that the APKCH challenger generated.
Thus, this reduction must somehow include the pp generated by the APKCH
challenger into the public parameters for the DAC scheme. The public key bases
for pp are B = {Bi}ie[Qg] where Vi € [f],éi = Pbi,BgH = Pbidi Let’s assume
we have the secret key for pk;_;, sk;_; = {7} If we compute the signature
the normal way, o = (Z,Y,Y) where Z = (L Xﬁi)y,Y = pYv)y = pi/y,
and pk® = {Xi}ie[[]v we can see that e(Z,Y) = [Ticig Phidizi  Thus, to create

public key bases for the signature scheme at level i — 1, we would need to know b;
or d; (otherwise, our public parameters would simply be B,_, = {P};cjq which
is trivially distinguishable). Unfortunately, the trapdoors, 132 and cii, are only
known to the APKCH challenger, and thus, our reduction cannot generate these
bases. We could have the APKCH output P% (which is part of our solution), but
then we run into a similar problem when we attempt to generate a pk,,; (which
is considered a message in the APKCH challenger’s scheme) that verifies with
the APKCH challenger’s public parameters, pp, while still allowing the reduction
to generate the public parameters for levels ¢ + 1,..., L. Defining ExtendSetup
and FinalizeSetup solves this problem and allows our proof of APKCH to focus
on a single set of parameters.

Definition 14 (Extendable mercurial signatures).

— Setup(1*,1%) — (pp, td): Outputs public parameters pp, including parameter-
ized equivalence relations for the message, public key, and secret key spaces:
R, Rpk, Rek and the sample space for key and message converters. This
function also outputs a trapdoor (td) that can be used (in conjunction with the
corresponding secret key) to recognize public keys.

— ExtendSetup(pp’) — (pp, td): Exztends a scheme (described by pp’) such that
the outputted scheme defined by pp can be used to sign the public keys of the
scheme defined by pp* where pp* < FinalizeSetup(pp’, td’) where td’ is the
trapdoor for pp'.
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— FinalizeSetup(pp, td, td") — (pp*, td*): Finalize a previously generated scheme,
(pp, td), after it has been extended, where td' is the trapdoor from the exten-
ston.

— KeyGen(pp) — (pk,sk): Generates a key pair.
— Sign(sk, M) — o: Signs a message M with the given secret key.

— Verify(pk, M, o) — (0 or 1): Returns 1 iff o is a valid signature for M w.r.t.
pk.

— ConvertPK(pk, p) — pk’: Given a key converter p, returns pk’ by randomizing
pk with p.

— ConvertSK(sk, p) — sk’: Randomize a secret key such that it now corresponds
to a public key which has been randomized with the same p (i.e. signatures from
sk’ = ConvertSK(sk, p) verify by the randomized pk’ = ConvertPK(pk, p)).

— ConvertSig(pk, M, o, p) — o’: Randomize the signature so that it verifies with
a randomized pk’ (which has been randomized with the same p) and M, but o’
is unlinkable to o.

— ChangeRep(pk, M,o,u) — (M',0"): Randomize the message-signature pair
such that Verify(pk, M',0’) = 1 (i.e., ¢’ and o are indistinguishable) where
M’ is a new representation of the message equivalence class, [M|r,,-

— VerifyKey(pp, pk) — 0,1: Takes a public key and verifies if it is well-formed

— VerifyMsg(pp, M) — 0,1: Takes a message and verifies if it is well-formed
w.r.t public parameters pp.

Definition 15 (Correctness). A mercurial signature for parameterized equiv-
alence relations, R, Rk, Rsk, message randomizer space, sample,, and key
randomizer space, sample,,, is correct if for all (X, £), ¥(pp, td) € Setup(1*, 1%),
and ¥(sk, pk) € KGen(1*), the following holds:

— Verification. VM € M, o € Sign(sk, M) : Verify(pk, M, o) = 1AVerifyMsg(pp, M)
1 A VerifyKey(pp, pk) = 1.

— Key conversion. Yp € sample , (ConvertPK(pk, p), ConvertSK(sk, p)) € KGen(1%),
ConvertSK(pk, p) € [sk|z,,, and ConvertPK(pk, p) € [pk|z,,.

— Signature conversion. VM € M, o,p € sample,, o', pk’ s.t Verify(pk, M, o) =
1, o' = ConvertSig(pk, M, o, p), and pk'" = ConvertPK(pk, p), then Verify(pk’
,M,o') =1.

— Change of message representation. VM € M, o, u € sampIeM,M’,a’

such that Verify(pk, M,c) = 1 and (M’,0’) = ChangeRep(pk, M,o;u) then
Verify(pk, M’,0') =1 and M’ € [M|g,,-
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— Extension. V(pp’, td') + ExtendSetup(pp), (pp’, td') € Setup(1*,1¢). V(pp*, td*) +
FinalizeSetup(pp, td, td'), (pp*, td*) € Setup(1*,1%). Further, M’ = PK* where
M’ is the message space for pp’ and PK™ is the public key space for pp*.

To ensure our scheme stays secure when extended, we define an interactive setup
protocol with an adversary (Setup®™* in Fig. [7) which generates a scheme with
Setup then interacts with the adversary to extend it. This is used by the un-
forgeability and class-hiding properties in Definitions [2] and [§]

(Setup®™(1*,1%) « A) — (pp, td)
PPo < -A(lka 1[)
if ppy =1,
(pp;, td1) « Setup(1*,1%)
else ,
(pp;, td1) < ExtendSetup(pp,)
td" < A(pp,)
(pp, td) < FinalizeSetup(pp,, td1, td")
return (pp, td)

Fig. 7. An interactive setup extension function for security games

(Setup®™M(1*1%) < A) — (pp, td)
(PPy; tdo) < Setup(1*,1°)

td' « A(ppy)

(pp, td) < FinalizeSetup(pp,, td1, td")
return (pp, td)

Fig. 8. An interactive setup extension function for message class hiding

Definition 16 (Unforgeability under extension). A mercurial signature
scheme for parameterized equivalence relations R, Rpk, Rsk, 45 unforgeable if
for all parameters (X, £) and all probabilistic, polynomial-time (PPT) algorithms,
A, having access to a signing oracle, there exists a negligible function negl such
that:
Verify(pk*, M*,0*) = 1| PP + (Setup®(1*,1) « A);

Pr APk IRy = [PE]R,. (Pk, sk) < KeyGen(pp);| < negl(\)

/\VM c Q, [M*]R]\/I ;é [M}Rj\l (pk*,M*,U*) < ASIgﬂ(Sk,)(pk)
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Where Q is the list of messages that the adversary queried to the Sign oracle.

Definition 17 (Adversarial public key class-hiding under extension).
A mercurial signature, I', has adversarial public key class-hiding if the ad-
vantage of any PPT set of algorithms A = {A1, Az}, the following advantage

Adv’?FXCH(A) is negligible,

AdVAPKH ()) 1= ’Pr [Emp’}iIZCH’O()\) - 1} _Pr [Emp'}zlzm’l()\) - 1} ’

where Exp?PjCH’b()\) is the experiment shown in Figure @

pp « (Setup®™(1*,1%) & A);
(sk, pk) <= KGen(pp);
OSiEn (sk )
(Pka, 04, M, st) = A; (pk, pp)
o < Sign(sk, M)
P0 <5 Zyp; pk® < ConvertPK(pk, po);
o < ConvertSig(o, po)
p1 8 Zny; pkl ConvertPK(pk 4, p1);
o' < ConvertSig(c ., p1)
if Verify(pk 4,04, M) =1 A VerifyMsg(pp, M) = 1 A VerifyKey(pp, pk 4) =1

Sign
return AY ) ) (pp, st, pk’, o)

._.
@

Sign
11: else return A g &) (pp,st, L, 1)
APKCH,b
(A)-

Fig. 9. Adversarial public key class-hiding under extension experiment Exp7 4

A.3 Construction of Extendable Mercurial Signatures

We now complete our construction from Sec. 3.3 We left off with an insecure but
correct scheme. While constructing a lower level scheme as described in Sec.
(i.e., simply using D; as the new (B!)) allows us to ensure the two schemes
are correct and the higher level scheme is secure, the naive construction does
not ensure that this lower level scheme is secure. To fix this, we need to ensure
that our signature scheme is secure when accepting a D; from the higher level
scheme. This requires extra work, as for the lower level scheme to remain secure,
we need to inject new unknown trapdoors into B’. We describe this process in
the ExtendSetup function in Fig. To ensure the higher scheme is then correct
after this modification, we also have to update the B vector in the higher level
scheme using the trapdoor from the lower level scheme, which we describe in the

FinalizeSetup function in Fig.

We now describe the function, MultiSetup, in Def. used to generate multi-
ple correlated mercurial signature schemes. This function is used in the DAC
scheme in Sec. [l We can see by correctness in Def. [I] that because we’ve called
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— ExtendSetup(1*, pp’) — (pp, td): R R
Parse pp’ = {D;, (B)), (Biy.), (Bi), (Biya), Vi, Vi'}
Sample: b}, by, di, vi, 0; < Zp

Vi € [¢],
Bi + (B)", Beyi + (Bpyy)""
B (D)%, Bess « (Db
‘A/i<_P@idAi7 W+z<_Pﬁ1
V — (V)/v dL V£+i — (‘A/Z/Jri)vi
B' = {Bi}icg,.B" = {Beti bicps
B' = {Bi}icg.B" = {Beyiticis
= {V}ze[i]a - {w-‘rl}ze[é
= {Viticig, V" = {‘{E+i‘}:i€[£ly A
Output: pp = gBl,B“,B‘,B“,VI,V“,VI,V“)
and td = {bi,di,vi,'ﬁi}z‘e[z]
— FinalizeSetup, (1%, pp’, td) — (pP"): R
Parse pp/ = {Dlj (B;)z (Bé+1)7 (B;)v (Bz+z)7 ‘/ilv ‘/il}ie[l]~
Parse td = {b;, d;, vi, ﬁi}ig[g]
Compute pk* = {B", B**, B"*, B V!* v V! V"] where:
Bl* ={(B )}ze[é]
:{(BZJbrz) }ze[é]
Bl* ={(Bi) 1}16[5
={( Be+z ) }ze[e]

Vl* = {( bi }ZE [
Vu* = {(Ve+z)}ze 14
={(V)}iery
{(V£+z)}z€ (0]

Output pp _ {B1*7Bu*7Bl*7Bu*7Vl*7vu*7vl*7VU*}.

Fig. 10. Setup that can sign public keys from another scheme.

ExtendSetup and FinalizeSetup, with the correct values, by the Extension cor-
rectness property our resulting parameters will be in the possible output of
Setup(1*,1%) and thus they satisfy the rest of the properties in the correctness
definition and their message and public key spaces will be correctly linked to

create delegation chains.

Definition 18 (Generating multiple levels of correlated mercurial sig-

natures with APKCH).
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— MultiSetup(1*,12,1%) — {pp,}ie(r): Compute: (pp),,td) = Setup(1*,1/=2)
and then call Vi € [L], (pp’_,, td;) < ExtendSetup(pp’). To compute ExtendSetup
correctly, an implementation will work backwards from i = L. Next, call
Vi € [L], (pp;, td;) < FinalizeSetup(pp}, td;, td;_,) to finish the parameters and
trapdoors, {pp;,td;},cir) (the final level of parameters, pp,, do not need to be
finalized as they have not been extended). The mercurial signature schemes
are extended as described in Sec. [3.3.

How extension impacts our proofs. After the scheme is extended, the higher
scheme which this was extended from will use the bases for public keys attained
from the lower scheme as long as they were generated honestly (we model this
by having the lower parameter generation function output the discrete logs used
to update the bases so that the higher scheme can inspect them). When proving
our construction with extension secure in the Supplementary Material our
reduction receives these trapdoors, B;, d;, 0, from the adversary and because each
of them is multiplied with a random scalar, the resulting b¥, d¥, o} are effectively
random, and thus our reduction can proceed as if it had generated the trapdoors
itself. We're also able to keep the generation of D; out of any of our generic
group model proofs by first proving Lemma [5| without these D; values and then
reducing to this lemma in the standard model while generating D, values while

proving Thm.

We note that FinalizeSetup must be called one extra time to propagate the b;
which is exponentiated with (B)) up one higher scheme in order to ensure cor-
rectness. A reader can verify that this ensures the schemes are correct. Also,
since we do not propagate b; further down, proving this secure is a subcase of
our proof for the existing call to FinalizeSetup as an adversary can simply set
b; = 1 to simulate this experiment. To fix our reduction in this case, we need
the APKCH game to exponentiate an element in G; with b; to ensure the DAC
reduction can still create the correct parameters. Note that this would break
message class-hiding for this scheme, but because in the APKCH game, the
same message is used for both the challenger’s signature and the adversary’s
signature, revealing b; does not break our APKCH security proof.

B Proofs

We first prove (in Sec. properties where the public parameters generated in
the games are simply outputted by Setup instead of being outputted by Setup®*
as described in Fig. [7]in Sec. [A] We then prove that our properties still hold
when Setup®™* is used in Sec.

B.1 Proofs using Setup

Correctness of the mercurial signature scheme in Fig.

Unforgeability of the mercurial signature scheme in Fig.
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Proof of Thm. @ (Unforgeability of the construction in Fig. @ This proof re-
duces the unforgeability of our scheme to that of the original mercurial signature
construction in [18]. To prove this, we give a reduction that, given a forger for
our scheme, outputs a forgery for the Crites-Lysyanskaya mercurial signature
scheme. Intuitively, this reduction works for two reasons: (1) the signature and
verification algorithms of our scheme are identical to that of [18] (ignoring veri-
fication, which makes our construction stricter on what is accepted) and (2) the
public parameters will be generated by the reduction, and thus, the reduction
will be able to transform public keys and signatures from either scheme so that
they appear as though they were generated from the other scheme.

Our reduction takes as input a public key pk = {Xl, cee X@} from its unforge-
ability challenger and needs to form a public key pk’ to forward to the adversary
for our scheme. It forms pk’ = {X{’I,XSZ, ...,Xgl,Xflbl,ngbz, ...,ngbz} where
pk = {Xl, ey Xg} is the public key from the challenger.

The reduction is now ready to receive signature queries from the adversary,
and respond to them. When the adversary queries the reduction on message
M, the first step is to verify that the messages is in the message space using
VerifyMsg(pp, M). Next, the reduction will parse the message M = (M, ..., May)
into the lower half M! = (Mj,..., M,) and upper half M“ = (M1, ..., Moy).
It queries the Crites-Lysyanskaya mercurial signature challenger on the message
M* and receives the signature o = (Z,Y, Y), and returns it to the adversary.
We can see by inspection of the this signature computed the same way as our
signature for the public key pk’.

Finally, the adversary outputs its forgery: a message M* and a signature o*
under public key pk*. For the forged message, M*, the reduction will use the
upper half of the message vector output by the adversary, the lower half of the
public key vector exponentiated with the inverse of the trapdoor (b;), and will
output the adversary’s signature unchanged. Because the signature verification
of our scheme is identical to that of [18], this is guaranteed to verify under [1§]
without changing the o* outputted by the adversary. To formalize this proof, we
show the reduction in Fig. [B.I] and analyze it.

Analysis. We know that the adversary’s outputted message, public key, and sig-

nature will all verify. Thus, we have that e(ZA YA) = e(MA, XA), (MA Vi) =
(M€+17w+1) and e(V;, X) = e(VéH»Xg_H) We also know that pk™ is in

the same equivalence class as pk’ and thus, Jp such that (pk) = pk™. Be-

cause e(MA ,Vl) = e(MHl,Vgﬂ), we know that My.; = Mzb . Thus, we can

see that the modified public key, pk* verifies with M*: e(M;, (X;“)l/i’i) =

e(Mél_i/rl;i, (XA) = e(M;, (X)) = e(Z,Y). We can see that because the lower
half of pk’ is simply the challenge public key from CL19 raised pair-wise to the
b; power, then because pk™ is raised to the inverse of b; power, then if pk

in the same equivalence class as pk’, then pk* is in the same equivalence class

as pk. Thus, our reduction’s outputted forgery, M*, pk*, o, is valid and pk* is
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Sign,CL19 N .
RACTE (ppey g, PK) — (1%, M*, o)

pp = {Di,Bi,BgH,Bi,BgH,Vi,ViH,Vi,ViH}ie[Z] where V’L S [E],BZ = Pbi,
B£+i — Pbibi’ Ez — pbidi’ D, = Pdi, ELH — Bldb =, V; = Pvidi’ A Pvidi7
Vi = B, and Vi, = P

7: Parse pk = {Xl, . ,Xg}

8: pk' = {X71, X%, ..., X0, X0 X202 X[}

9: (pkt, 4, M4) < A9 (pp, pk')

10: Parse pk* = {Xf‘, cee X{}}

11: Parse MA = {M{*, ..., Mss}

12: pk™ = {(X7)V0, . (X0

13: M* = {M74,,..., Ms}}

14: return (pk*,M*, %)

OSig"(M) — 0o

1: Parse M = {Mq,..., Mo}

2: g« OSECH N MY
3: return o

Fig. 11. Unforgeability proof reduction

in the same equivalence class as pk. Furthermore, if M doesn’t belong to the
equivalence class of any message submitted to the reduction’s signature oracle
by the adversary, it’s also not in the equivalence class of any message submitted
to the CL19 signature oracle, making it a valid forgery.

Proof of Thm. [3| (APKCH of the construction in Fig. . We show an
overview of the proof structure in Fig. We will first prove that we can extract
the discrete logs of messages and secrets keys from the adversary’s message
vectors and public keys, thus proving Lemmas [3] and @] We will then prove
that the construction in [18] satisfies a modified version of public key class-
hiding (Lemma [5). We will then use these extractor of messages and keys in a
reduction to a challenger of this modified public key class-hiding game, using
an adversary from our strong public key class-hiding game to show that our
construction achieves strong public key class-hiding if the construction in [18]
satisfies this modified public key class hiding, and thus, by Lemma 5] will prove
that our scheme is secure in the generic group model (GGM). This modified
scheme works similarly to the game in Def. [6] but reveals the public key in
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the first source group (as well as the second source group). This allows our
reduction to construction its public parameters in a certain way, such signatures
from the 18] construction will either be well-formed on keys that our reduction
chooses, or random keys, depending on the challenge bit. We then use this to
have our strong public key class-hiding adversary distinguish these two cases.

Lemma m Lemma [

Lemma B

Extraction of Extraction of 118]
m from M sk 4 from pk 4 satisfies
in APKCH in APKCH PKCH-Prf

Reduction (in Fig.

to adversary
in extendable

APKCH game (Fig.

Reduction (in Sec. [B.2)
to adversary in
APKCH game (Fig.

Reduction from

Fig. 12. Overview of the proof of Thm.

To make our proof simpler, we will first prove a lemma (Lemma [2)) that we use
in our proof.

Before we begin to write generic group model proofs, we first create a framework
for proofs in the generic group model. We first define a generic group adversary
in Def. [19| and informally define the GGM heuristic in Remark

Definition 19 (A generic group model adversary). A generic group model
adversary is an adversary that receives a “group operation oracle” instead of
knowing the exact parameters of the group which would allow the adversary
to perform these operations itself. Instead, a challenger (or reduction) handles
queries made to this oracle. Instead of returning group elements, the challenger
returns encodings of elements. We define this oracle as O™ (elt, s) where elt is
an encoding of an element and s is a scalar in Z, that the adversary wishes to
scale that element to (where p is the size of the generic group). If we are work-
ing with bilinear pairings, the adversary gets access to the oracles, O%™!(elt, s),
0esm2(elt, 5), O™ (elty, elty), and O™ (elt, s), for the first source group, sec-

42



ond source group, pairing operation, and target group, respectively. The pairing
operation takes in two encodings instead of a scalar.

Remark 1 (The GGM heuristic (informal)). A scheme that is proven to have
certain properties against a generic group adversary has those properties in prac-
tice.

Remark [I] is false but generally holds for non-contrived schemes.

To ensure that the adversary’s view is correct, the challenger will usually main-
tain a map from group elements to encodings which we label ¢. At the beginning
of the game, the challenger initializes this map with the parameters given to the
adversary, which generally includes the generators of the bilinear pairing, P and
P. Thus, to begin, the challenger samples the encodings, e; p < {0, 1}* and
€1 p {0,1}*, and then sets ¢(1,P) = e; p and ¢(1,P) = e, p- If the ad-
versary queries O#™1(P, ), the challenger will sample and return e, ; and set
¢(a, P) = eq1. If the adversary then samples O%8™!(P,1/a), the challenger
finds that it must return e; p in order to create a valid view for the adversary.

A challenger using a generic adversary can choose not to sample values in the
scheme. Instead, the challenger can leave these values as indeterminate. For
example, for DDH, instead of sampling a,b, and ¢, the challenger can set the
maps ¢(1, P%) = ey pa, ¢(1,P’) = ep pv and ¢(1, P¢) = ey pe without defining
a,b, and c.

The usual proof strategy with the GGM is to leave all trapdoors of the scheme
undefined until the end of the game and then use the Schwartz-Zippel lemma
to prove that there’s only a negligible chance that challenger created an invalid
view.

If DDH is secure in the generic group model (which it is) our challenger can
create a map, ¢, that “works” for both cases (where ¢ = ab or ¢ < Z,) i.e. the
encoding is a valid view of both schemes with high probability. In other words, a
generic adversary cannot distinguish the case where ¢ = ab or ¢ <% Z,, (the two
experiments) without finding some query to the oracle that returns a different
encoding in one of the games. We call this the “distinguishing query”. This allows
us to state Lemma Lemma [l

Lemma 1 (Distinguishing polynomial). For any bit-guessing security game
against a generic adversary (as defined in Def. @), either the generic adversary
cannot defeat the game or there exists an extractor that can extract a “distinguish-
ing polynomial” such that the polynomial is identically zero in one experiment
and identically non-zero in the other. A bit-guessing game is defined as a game
where the adversary outputs a bit and their advantage wins if they guess the
challenger’s random bit with greater than 1/2 4 negl(\) chance.
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Proof of Lemma[ll We observe that any query the adversary makes to a single
oracle could instead be made to a 'polynomial’ oracle. We define this polynomial
oracle as such: O%8™ (9, a, 3, k) where 7 refers the the scalar the adversary wishes
to exponentiate P by, « refers to the scalar the adversary wishes to exponentiate
P by, B for P, and & for P°.

We call this the polynomial oracle because a reduction can represent queries as
polynomials. For example, in the above query, the reduction can represent the
adversary’s query as P(n,a,3,k) = + aa + b + kc. The reduction can then
map these polynomials to encodings.

If the adversary has an oracle in the experiment, we can update this GGM ora-
cle. Perhaps the adversary has a signature oracle which returns a single element
(o) as the signature. We can update this oracle as the adversary makes more
and more queries. After the adversary makes one signature query, the challenger
updates the oracle to accept O%™(n, a, 8, k, §1) where d; is the scalar the adver-
sary wishes to exponentiate the first signature by. After ¢ queries, the adversary
has access to the oracle, O%™(n, a, 8, k, 01, ..., 0q).

Further, we see that this distinguishing query must be equal to a polynomial
that the adversary previously queried in one experiment, and distinct from that
query in the other experiment. If this is not the case, the reduction could update
the map, ¢, to make the adversary’s view the same in both games.

Thus, if the adversary makes this distinguishing query to distinguish the two
experiments, we find two polynomials in experiment 1, p; ; and py; such that
p2.1(K2) — p1,1(K1) = 0 where K3 and K, are the sets of scalars the adversary
used in these queries. But, in the second experiment, p} ; (K2) — p} ; (K1) # 0.

Thus, we see that if the adversary can distinguish the two experiments, the chal-
lenger must be able to sift through the adversary’s queries to find a polynomial
in one of the experiments that is identically zero, while in the other experiment,
the polynomial is not identically zero.

We use this observation in our proofs by proving that there is no such polynomial
that is identically zero in one experiment while being non zero in the other. Thus,
the adversary must not have been able to distinguish the two games.

As an extra note, we can see that because we only increase the options of the
GGM oracle as the adversary makes new queries, any distinguishing query the
adversary could’ve made during the game could’ve instead been made at the
end of the game, after they’ve finished querying the oracles. This observation
simplifies our proofs.

Lemma 2 (Extraction of m; values from valid messages). Inthe APKCH
hiding game, before the challenge, because the message satisfies Vi € [(], e(M;, V;) =

e(Miye, Viye), the adversary must know the discrete logs, {m;}iciy, such that
m; = dlogp, (M;) = dlogp,, (M) for 0 <i < /.
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Proof intuition for Lemma @ We can see that if b;,b;,d; are independently
random, then, verifying messages using V; allows us to extract the m; values
in the generic group model. As a quick example to give the reader intuition
as well as a review of the generic group model, we’ll show this holds for mes-
sages when ¢ = 2. Suppose an adversary supplies M = (M;, Ma, M3, My) such
that e(Ml,Vl) = e(Mg,Vg) and e(Mg,Vg) = e(M4,V4). We want to prove that
we can extract m; = dlogg, (M1) = dlogp,  (M3) and my = dlogp, (M2) =
dlog . (M,). By “extract” we mean that the adversary must query these val-
ues into the GGM oracle. A generic adversary in the GGM cannot compute
the group operations themselves and instead must query an oracle with scalars
and encodings of group elements to perform group operations. The adversary
receives encodings of the generators of the generic group, as well as encod-
ings of any elements that the challenger creates. Thus, for pp generated for
¢ = 2, the adversary has encodings of P, By, By, Byi1, Byyo. Ignoring the sig-
nature oracle, the adversary must construct M; from known encodings, i.e.
the public parameters. This means they can choose a set of scalars: K1) =

(’y(l), agl), aél), n(ll), H(Ql)) € Zyp, and query the group operation oracle for G; to

o <) ) &) a

) .
compute: My = PY " B1™1 By* Bpi1"1 Byys™ . Let us also label their com-
3) (3) (3) (3) (3)

putation of M5 as M3 = P7" B1“1 By®2 Byy1™ Byyo™ . Because e(My, 171) =
e(Ms, V3) (and dlogp(V1) = (91b1) and dlogp(Vs) = (1)) we know that:

(")/(1) + blagl) + bQOégl) + (bli)l)ligl) + (bQZ;Q)K/él)) * @1?)1
= (’y(?)) =+ b1a§3) + bQOégg) + (bll;l)li§3) -+ (bglA)Q)li(zg)) * 01 (2)

We can simplify this by dividing both sides by 1/(61131):

(’)/(1) + bla(ll) + bQOé;I) —+ (bll;l)li(ll) + (bgi)g)lﬂ?gl)) * ’LA)l/bl
= (7(3) -+ b1a§3) -+ bQOLéS) + (bli)l)lﬁl?) -+ (leA)Q)H(Qg)) * 131/(1)1?)1) (3)

Distibuting Eq. [3] we get Eq [

(")/(1){)1 /bl =+ Ozgl)’f)l + bgagl)ﬁl/bl =+ Z)lli(ll)’[}l + bgi)gligl)’f}li)l)

= (’y(s)f}l/(bllgl) —+ 0153)’[)1/61 + bgaé?))f}l/(bli)l) —+ I{(13)1A}1 + bgi)glig%)’[}l/(bli)l))
(4)

This implies that when you subtract the right side of Eq. [ from the left, it
equals 0. The general proof strategy in the GGM is to leave values that the
adversary does not know undefined and instead have the oracle remember alge-
braic relations between encodings to return encodings such that the adversary
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will not notice that the challenger has not initialized the undefined variables.
We call these undefined variables “indeterminate”. The oracle then samples the
indeterminate after the game is complete and proves that there is a negligible
chance that the adversary’s scalar operations resulted in winning the security
game (e.g. creating a forgery). We can see that every term on the right side of
Eq. 4|includes indeterminate 1/ by except for oy ﬁf'). On the left side, every term
has 1/b; or 131 except for ﬁlagl). Thus, because 131 and b; are indeterminate, the
only way for the adversary to satisfy this relation in the GGM after the GGM

oracle instantiates variables b; and b; randomly is to set mf’) = agl) and leave all

(€} (3)
other chosen values 0. This gives us M; = B1** and M3 = By11™ , allowing a
reduction to extract an m; value that satisfies M; = B;™' and M3 = By ™.
While the 97, and 0, values seem unnecessary here, they ensure that an adversary

that knows my, mo cannot use the bases (V;) to recognize a message after it has
been randomized. We now introduce the formal proof of Lemma

Proof of Lemma[Z To prove this, we’ll first show that using the public param-
eters alone, a generic adversary cannot produce a message where they do not
know the correct discrete log.

The adversary sees pp = {B;, Bi, Be1s, Beyi, Vi, Vigs, Vi, ‘7i+é}ie[é], where Vi €
[g],BZ < Pbi,Bi {— pbi,Bngi < Pbibi,Bg+i < pbidi, ‘A/Z = P{]i/bi, ‘714,[ =
Pﬁi/bii),‘,, ‘/1 — PU’/B’, %+€ — PU7/b1Bz

The adversary sees {B;, Beyi, Vi, Vize}icl in Gy and can exponentiate these

values to create a message. Thus, we can represent any element in G; that the
adversary can create with the following polynomial: Q({«;, ki, V4, I/Z‘Jr[}ig[g]) =

Dicfg @ibitd e Kibibit) e Vivi /bit ) e Vivevi/ (bibs), where {ov, ki, vi, Vigebiep
can be chosen by the adversary. We’ll look at one verification equation for M;

and M;,, and label Q(K) where K = {a, ki, V4, Viteticlg as the computa-

tion of M; and Q'(K') where K' = {oj,~},vj, Vi }ici as the computation

for M;,,. We see that because e(M;,V;) = e(M; s, Vii¢), we must have that
9;Q(K)/bj = 9;Q'(K")/(b;b;). We can multiply this equation on either side by

bib; to we see that Q(K)b; = Q'(K’). Thus, it must be that:

Zie[e] Oéibibj+zie[q ﬁibibibj‘i’zie[@] Vivibj/bi+zie[é] Vitevibj/(bib;) = Zie[@] b+
Dicqe Fibibi + 3 e Vivi/bi + X ie i Vigovi/ (bibi)

We can quickly see that these polynomials will certainly not be equal if we have
any «;, ki, V;, Vive 77 0 where ¢ # j since in this case, the left equation would
have some b;b; or b;/b; term which the right equation does not. From this, we
can deduce that for all i # j, o, K, v, v{,, = 0, since we established that for
any term where i # j, the left side must be zero and thus including any non-zero
indeterminate on the right side of the equation would unbalance the equation.

Thus, we have that only the bases, {B;, Bryj,V}, Viy;} are used in the compu-
tation of Mj, M;, for any j (critically, {B;, Beyi, Vi, Veyitice\g5) are excluded
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from the computation). Thus, we have the following equation for the verification
of M; and M-

Oéjbjbj + /ijbjb? +vjv; + Z/j_;,_gvj/(bj) = Oé;-bj + /ﬁ;-bjbj + l/j/-’Uj/bj + V;-Jrg’l}j/(bjbj)
From this, we can see that this is only satisfied when «; = «/; and all other

j
values chosen by the adversary are 0. Thus, we can extract m; = o; = /4:;-

dlogp, (M;) = dlogg,, , (Mie).

Next, we need to show that even after seeing signatures, the adversary cannot
include secrets from the signatures in their messages. Since the adversary cannot
create a message without knowing the discrete log using the parameters, and the
public key is in G2, we know the message in the first query to the signing oracle
is independent of any of the challenger’s secret. Now, we’ll assume this for query
n and show that for n + 1 this holds (proof by induction).

For query j, the adversary chooses a message, {f;}icjg, and the challenger
signs it, yielding 7, = Hl - prigbibieiy; Y, = PY¥% in G,. After query n, the
adversary has seen {Z;,Y}};c[n) in Gy along with the public parameters. Let
K be the set of the adversary’s choices. K = {u j,v;, i, Ki, Vis Vige }jeln) icll]
where «;, ki, V;, Vie are defined similar to their previous definition in this proof,
i ; is the choice of message, and «; is the scalar for Y;. We can update the
polynomial representing any of the adversary’s evaluations in G; from the last
proof (when the adversary only had pp). We’ll split this polynomial (R) into the
sum of two polynomial: ) (from the last proof) and S using signatures (new
to this proof). R(K) = Q(Kq) + S(Ks) where Kq = {c, k4, Vi, Vite }ic[q and
KS = {/‘i,ja’}/j}ie[é],je[n]- S is defined as S(Ks) = Zje[n](Zie[e] umbibixiyj) +
>_jein Vi/yi- We do not include a direct scalar for exponentiating Z; values
because any scaling of Z; by the adversary can be countered by multiplying
with pi; ;, as the relation is proportional.

Again, focusing on one verification equation for index k:

If e(My, Vi) = e(Myrs, Vise) we see that byR(K) = R'(K’) (where R(K) is
the adversary’s computation of M), and R/(K’) is the computation of My).
Because S is dependent on y; which does not appear in @), no term in @ can be

used to cancel these terms out. Thus, it must be that: by S(Kg) = S'(K%). This
means that:

Zje[n](Zie[e] Hi,jgkbigiwiyj) + Zje[n] %‘Bk/yj = Zje[n](Zie[Z] /J’;,jbii)iwiyj) +
> jeln V3/Yi

Where K = {1 ;,7; }ic[e),jen) are the adversary’s choices from K’ used in the
computation of '(K§) used to compute My, We can see that all terms on
the left side of the equation include the indeterminate b, whereas on the right
side, only one includes by. Thus, it must be that:

Y e (Dt Higbrbibiwiy) + 3 Vibk /Y5 = (Cicq Hh;bibrwiyn) + Vi /v
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We can see that on the left side, each term includes some y; when j # k and
thus it must be that:

(X iery i brbibiziye) + Yebe [y = Xieg :U’;,jbiékxiyk) + Y/ Yk

We can see that terms on the left side include either byb; or by /yx while in-
determinate of this form are absent on the right side. Thus, it must be that
Vi € [é],j € [n],m,j = 0,’)/j = 0.

Thus, after n queries to the oracle, the adversary must still know the discrete
log of the message, and thus by induction, must always know the discrete logs
of messages during the game. O

Recall (see Fig. the security game. After the adversary interacts with the
signing oracle for pk for a while, it is ready to receive its challenge: a public key
pkb that is either in the same equivalence class as pk or in the same class as pk 4
chosen by the adversary; as well as the signature o under pk® on the message
M of the adversary’s choice. The adversary may continue making further queries
to the signing oracle for the original public key pk. After receiving (pkb, o’), the
adversary may be able to use the fact that, in case b = 1, the signature o® will
include the adversary’s own secrets. For example, the adversary can incorporate
these secrets into the messages they choose to query to the signing oracle. Thus,
we need to prove a second lemma to ensure that the adversary does not include
elements of previous signatures in their queries after receiving the challenge.

Lemma 3 (Extraction of m; values from valid messages after the chal- R
lenge). Inthe APKCH hiding game, because the message satisfies Vi € [(],e(M;,V;) =

e(Miye, Viye), the adversary must know the discrete logs, {m;}ic(y, such that
m; = dlogp, (M;) = dlogp,, (M) for 0 <i < /.

Proof of Lemma[3 We can apply our logic from the proof of Lemma 2] to ensure
that when b = 0 the adversary cannot make their messages depend on secrets
from the signature since the returned challenge will be distributed identically to
other queries. This is because the challenge signature comes from the same oracle
that the adversary has already been receiving signatures on, it is just randomized.
Thus, fixing b = 0, if an adversary exists that can break key extraction with the
challenge, we can reduce to a reduction that does not receive this challenge, but
instead simply queries one more signature, randomizes it, and hands it to this
adversary as the challenge.

When b = 1, the adversary gains a values in Gy which are distinct from previous
signatures. Specifically, they learn: Z, = PXier FiePeXiVe and Y, = P1/Y% where
{Xi}iepy is the adversary’s secret key, {fii.c}icq is the adversary’s submitted
message, p. is the randomization that the challenger computes, and y,. is the
randomizer used in the signature. As in the proof of Lemma [2] we split the poly-
nomials representing M}, and My, into sums of polynomials ) and S. But, we
include Z. in the computation of S such that for K = {fts,c, Ve, ti,5, Vj }ic[e],jen]»

S(Ks) =2 jem (> Mi,jbii)ﬂz‘yj)+2je[n] Vi )95+ (3 ticbibipeye) +e/ye- Again,
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because the adversary could simply compute y} . = Xiftic, we do not include x;
in this polynomial WLOG.

Again, we see that all terms in S(Kg) include y. or y; and thus, no term in

Q(Kq) can cancel these indeterminate out. Thus it must be that S(Kg)b, =

S(KY)

2 jefn] (22 i ORDDiTiY ) +3 ey Vib/ Y+ (2 Hicbrbibipeye) Hcbi /Yo = 2 jepm (0 17 jbibiiyy) +
e Vi/Yi + GO w bibipeye) + e/ ye

Using similar logic from the proof of Lemma [2| we can see that Vi € [{],j €

[n], pi; = 0, tie = 0,7; = 0 and 7. = 0. The logic from the proof of Lemma

holds because it only relies on the presence of by, and not on z; which is the only

difference that the challenge signature has. (]

Before we continue, we need to prove that we can extract the secret key from
the adversary’s public key in the experiment in Fig. [2l We define this property
in Def.

Definition 20 (Key extractability). For all parameters A\, ¢ and any PPT
algorithm, A, there exists an efficient extraction algorithm, Ex and negligible
function, negl such that:

VerifyKey(pp, pkA) = 1A | pp + Setup(l)‘7 12); (sk, pk) + KGen(pp);
T

. negl(\
(sk™, pk™) & KGen(pp) | pk™ < ASE" (%) (pp); sk Egc(pk™) i

Lemma 4 (Extraction of the secret key (z;) values from valid public
keys). The mercurial signature construction in Fig. @ has key extraction as

defined in Def. 20

Proof of Lemma [} Intuitively, in the APKCH hiding game, because the public
key satisfies Vi € [(],e(Vi, Xi) = e(Vite, Xite), the adversary must know the
discrete logs, {z;}ic[, such that z; = dlogp (X;) = dIogB,Hi(XgH) for 0 <@ < L.
More formally, the adversary sees pp = {B;, B;, By, Bg.;,_i, Vi Vite, v, Ai_;'_g}ie[g],
where Vi € [é],Bz — Pbi7éi < Pbi,Bg_H' — Pbibi,Bg_H' — Pbidi, Az' = pﬁibi,
Viee = P%, Vi = PUi, Vg = P,

After ¢ queries to the signature oracle, the GGM adversary will create the fol-
lowing polynomials in Go:

P(K)=3_ ﬁzl;z +> ﬁuigidi + > vy + vitib; + R Zu
Where K is a set of the adversary’s choice of 3;,;, and v;.

Because the adversary’s public key verifies, i.e. e(V;,XZ-) = e(VHZ—,XgH), we
know that:

diP(K;) = P(Ky)
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Thus, P(K,.;) must contain d; or P(K) must be zero, which can be easily
detected and rejected. We can see that the only term in P(K) that includes d; is
Be+ibid;. Thus, the adversary must use this term in the computation of P(K;).

We can see that this includes the indeterminate b;. Thus, the adversary must
include the terms 83;b; or v;0;b; in the computation of P(K;). If the adversary
were to include I/Z’lA}ZIAh in the computation of P(K;), we can see that no other
term includes d;9;b;. Thus, there would be no way for the adversary to balance
this equation. Therefore, the adversary must only use the term ﬂllA)l for P(K;)
and BgHBﬂZi for P(Kyy;), meaning we can extract these values as the correct
secret key.

After the challenge, the adversary only learns a single additional element in Go,
Y = PY/v. The discrete log of this element is independent of any other elements
that the adversary saw in Go so it does not help the adversary incorporate it
into their computation of any verifying public key.

Proof of Thm.[3 In proving Thm. [8] we'll see that the following game will
become useful. We will prove that the construction in [18] meets this definition.
This game is similar to the public key class-hiding game in [18], but the adversary
receives some structured bases as B!, B, and B! are related in a DDH type of
way. They also effectively can only query the oracle once, which is modeled by
having the adversary output the message that they want signed and then calling
them with the signature later. Later, our reduction will play the role of the
adversary in this experiment.

Lemma 5. For any PPT generic adversary, A = {A;, As}, we have that | Pr [EwpiKCprrf’O =1

-Pr E:l:pJPLlKCH_P'ﬁ1 = 1} ’ is negligible. Where EwpiKCH_Prf’l is described in Fig.

B2
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{bi, bi, eiticies Py Y <3 Zp

]31 = {Bi}iE[l] where B,’ = Pbi

B" = {Buy.}icqy where Byy; = Pbibi

Bl = {Bi}iE[l] where BZ = 161;"'

| DR {E?}ic(g where EY = prbi

E' = {Eil}ie[g] where E} = pei

m « A (B',B",B", EP)

70 — (I1 Pmipbi,)y’YO — Pl/y’YO — pt/y
Z' = ([ P™< )Y, Yt = pl/y7§/1 — pl/y
b o— A (20, Y0, YY)

return b’

Fig. 13. Experiment EpoKCH'P'f’b used in Proof of Thm.

Proof of Lemma[5 We will prove this in the generic group model. In the generic
group model, the goal of any adversary is to find a computation that is equivalent
to e(P, P) when b =V’ but is not equal to e(P, P) when b=1-1'.

Lemma 6. If the adversary does not use Byy; values in their distinguishing
polynomial, we can reduce to PKCH of the mercurial signature construction in
118].

Proof of Lemma [ Intuitively, this Lemma holds because By ; is the only el-
ement that differs from the PKCH game and everything else, a reduction can
generate. This can be seen by looking at computations that the adversary can
create without these elements (disregarding Z for now):

e(P, PY' T e(P, B;)% [T e(P, EY)< [T e(B;, P)* [T e(B:, B;) 55 [ e(Bi, B
This polynomial appears as: A ' 4
QK)=n+>bixB +> eixe+ Y bixal+> b; xb; x5+ 2 bikej k0
We can create a reduction playing the PKCH game with the CL19 construction
which generates these trapdoors, b; itself. Because we are assuming that By, is
never included in any distinguishing polynomial, our reduction does not need to
know b; to create encoding when the adversary exponentiates it. Instead, the re-
duction simply leaves the discrete log of each By ; as an indeterminate and maps
any encoding of this element to be the same as e(B;, BJ) After this adversary
finds a distinguishing polynomial, our reduction removes their own trapdoors
from the polynomial, leaving: Q' (K) =n+ 3 bi# Bl + Y eixe; + Y ol + 3 b; *
oo+ 26 * e

We can see that if Q(K) is a distinguishing polynomial in the game in Fig.|B.1]
then Q'(K) is a distinguishing polynomial in the CL19 game when we replace
By; with elements from the pk; from the CL19 challenger and replace E? with
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elements from the pkg challenger. Thus, the adversary must include one of these
elements (Byy; or Z) in their distinguishing polynomial, otherwise, we break the
PKCH of the construction in CL19. We have a similar argument to Lemma [0]
for proving that the distinguishing polynomial cannot be independent of Byy;
as our reduction can generate Z° using the CL19 challenger. U

Thus, using Lemma [6] we find that the distinguishing polynomial must include
By

The only elements that have b; in them are B; and By ;. Thus, for the adversary
to win, they must be able to cancel out the By,; that they include in their
computation with one of these elements.

The adversary must also include the Z or E? elements as these are the only
elements that differ in the two games.

We can see that (without using Z°) any computation with Y or ¥ will only add
the indeterminate 1/y to the computation, any these could simply be replaced
with P with the same result. So, we can ignore these for now.

Because the Z° values are independent of the b; values, they cannot be used to
cancel out the given By ;. These might still be useful if the adversary is able to
first cancel out the b; present in their computation of Byy;. Thus, if we can first
prove that the adversary cannot cancel out the b; in their computation without
the Z° values, there’s nothing the adversary can do to use these Z° values to
obtain an equation that results in e(P, P).

In a similar argument, no computation without B; or By; can be used to cancel
out the b; values.

Thus, the part of the adversary’s computation that cancels out b; appears as the
following equation where the adversary can choose to include or remove specific
pairings:

H B(Bi7 p),yom H B(Bi, Bj)’yﬁjj H B(BZ‘, EA?)’YW,J' H 6(Bg+i, P)'yﬁyl H 6(Bg+i7 B])’Yﬁj H e(Bg_H', EA;?)’Y”:J'

In order to cancel out an b;, there must be some division of elements with this
value. For any B; or By; used in the numerator of the computation, there must
be another in the denominator.

This, ¥, 9% 49549549+ 4 =0

Let’s look at the discrete log of this equation:

Ifb=0:
E ’}/a’ibi + Z ’}/g:;bii)j + Z ’Y;;bipl;j + Z ’)/K’ibii)i + Z ’Y;:jbli)zgj + Z ’Y;;;—bii)ip[;j
Ifob=1:

E ’}/a’ibi + Z ’}/g:;bii)j + Z 'y;’;biej + Z ’Yn’ibii)i + Z ’Y;:jbﬂ;li)] + Z ’Y;"’;bii)ie]‘
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. ~ b
We can see that if the adversary sets v** > 0, they have a e(P,P) " term.
Because each other term has b;, this cannot be removed from the polynomial.
Thus, it must be that v** = 0.

Thus, we have the two computations:

Ifb=0:

> ’Yg:;bigj +> ’Y,,?’j;bipéj +> ’y“’ibii)i +> ’yg”;bii)z‘i)j +> 'y,";,’;bil;ip@j
Ifb :41:A . R o o

E ’yg”;bibj + Z ’Y;’;bﬂj + Z v 'h;b; + Z 'Yg:;bibibj + Z ’y;””;bibiej

It must be that some *y;“j, fy;;; must be non-zero otherwise the equation would
always look the same in both games.

These contain either p or e; which are not included in the other terms. Thus,
they can only be canceled out by each other and thus, the adversary must be
able to cancel them out with the following computations:

Ifb=0: o
>V 0ipb; + 37 vy ibibipb,
fo=1:

Z 'yf]‘jbiej + Z 'y;””;bil;iej

We can see that the second term in b = 0 contains b;;, which the first term does
not. Thus, this polynomial must be zeroed out on its own. Similarly for when
b = 1, the second term contains b; while the first term does not. Thus, these
terms must zero out independently of one another. Thus, we can analyze them
independently.

Case 1:
Ifb=0:
22V bipb;
fo=1:

> nbies
Case 2:
fb=0:
52 bbby
Ifb=1:

> Y jbibie;
We'll deal with case 1 first. We see that any b; cannot be cancelled out for any

term that includes a different b;. Thus, the computation for a fixed ¢ must be
equal to e(P, P). We can see that

Thus, for a given i,
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fo=0: X
2 Ty bipb; = e(P, P)
Ifb=1: R
> ¥, ;biej = e(P, P)

We can see that each of these terms have a distinct l;j or e; and thus they can
only be zero when v, = 0 for all j.

Moving on to case 2, we can use the same logic from case 1 to fix an ¢ value.
For a given 1,

fb=0

5, ihbiehy

Ifb=1:

X vabies

We can see in the second game that each term has a distinct e; in them and thus
will never cancel out. In the first game, we see that either there is a distinct b;

in the term, or a (lA)i)2 when ¢ = j. In both cases, the polynomial does not zero
out.

Thus, the adversary cannot zero out one polynomial in one game without zero-
ing out the other game and due to Lemma [ the adversary has no chance at
distinguishing in the generic group model. 0.

Proof of Thm.[3 using Lemma[5. We can now reduce to Lem. [5] to ensure that
our scheme in Fig. [3] satisfies APKCH.

To do this, we’ll create three hybrids. The first hybrid is where the challenge
signature (o?) returned in the APKCH game (Fig. [2) is the same one used in
the signature oracle in this game (pk,). The second hybrid is where the challenge
signature returned is from a new random key, independent of pk, and pk 4. The
third hybrid is where the returned challenge secret key is from a randomization
of the adversary’s public key pk 4.

We'll first prove that the first two hybrids are indistinguishable. The reduction
will generate the sk used in (Fig. . To first prove that this reduction secret key
is indistinguishable from random in the challenge key/signature, the reduction
will specially craft the public parameters from the challenger in the ExpPXH-Prf
experiment. The reduction uses pei given from the challenger in experiment
ExpPKH-Prf to construct the public parameters. This is done by treating x} as
l;i in the parameters, i.e., the reduction samples b;, 9,,v; <% Z, and computes:
B; « P% B; « X!, Byy; = (X)), By = (X% Vi € [£]. The reduction
then computes the verification bases as: Vi € [(],V; = (X})%,Viiy = P%. We
can see that while the reduction does not receive any element like P/ the
reduction can still create verification bases that are distributed identically to
an honestly generated scheme as dIogVi(VH@) = 1/(z}) = 1/(b;) exactly like
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Setup would generate normally. The reduction then computes the rest of the
verification bases as follows: Vi € [{], V; = PV, V¢ = Pv/%. This ensures that
the verification bases, {V;}, are computed correctly as well.

The reduction then generates its challenge key pair, (sk, pk), and gives the public
key and parameters to the adversary.

The reduction then answers signature queries with the public parameters and
challenge secret key.

The adversary then submits an adversarial public key and signature. The reduc-
tion then “presigns” the lower half of the message {M;};c[q with its challenge
secret key (computing M’ = {M;""}) and passes this message to the challenger in
the proof experiment, ExpPXcH-Pf If the challenger’s bit is b = 0, the challenger
exponentiates this message M’ with its secret key and forms a signature. We can
see that because the reduction presigned the message with the reduction’s secret
key, this is distributed identically to a signature from the reduction’s secret key
as we treat the challenger’s secret key as the b; values in the parameters. If the
challenger’s bit, b, is 1, then this signature appears to be from a random secret
key. To ensure the returned public key from the proof challenger verifies, we
exponentiate it with b; and concatenate the resulting ¢ dimension vector to the
end of the returned public key.

We then have a second reduction that operates exactly like the last, but instead of
using the reduction’s secret key to presign the message to query to the challenger,
it uses the adversary’s extracted secret key. Our reduction must extract the secret
key from the adversary. To do this, we leverage Lemma M to show that if the
public key verifies, then we can extract the secret key in the GGM (thus ensuring
that the extractor E is efficient).

We formalize this reduction in Fig. [I5] This reduction is split into the two al-
gorithms necessary for the Exp”K“H-Prf experiment and takes in a generic hybrid
distinguisher, A, along with the input from the experiment. We use i = 1 to
denote the reduction that distinguishes between hybrids 1 and 2 and i = 2 to
denote the reduction that distinguishes between hybrids 2 and 3. We can see
that pk’ is a valid public key because (X{)b = X, 1¢, which verifies when sub-
stituted into the verifying pairing equation: e(‘/i,f(i) = e(Viqs, Xg+i). Because
we used the lower half of the message to pass to the PKCH-Prf challenger after
exponentiating it with sk, this message has the form M’ = {B;" };cy. If the
PKCH-Prf’s secret bit is b = 0, then they exponentiate with their secret key
and form the signature Z,Y, Y. Because we’ve included the challengers public
key elements in our public parameters, the challenger’s secret key is effectively
equal to {(;i}ie[g] for our reduction’s public parameters. Thus, the computation
of Z will be: (T](B;")%)Y = ([[(Bes:"))Y, which is distributed identically to
a signature from the reduction’s secret key. If b = 1, this Z value will instead
be: (JJ(B;**)*2!)¥. This key effectively looks random to the hybrid distinguish-
ing adversary, thus appearing as the second hybrid. While this signature and
public key may not appear to verify as it does not depend on 13i, we see that
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if this signature verifies in the [18] scheme, it will also verify in our scheme as
the construction in [18] implies that e(Z,Y) = [],¢;ye(M], Xi) = 1. We see
that our verification is instead e(Z,Y) = [Licg e(M;, X!) = 1 where X} = X"
and M = M?® (or X! = X7"* and M] = M;"* if i = 2). Thus, because of

1
the properties of bilinear pairings, the verification of the signature holds in our

scheme and thus the adversary’s view is identical to the real game.

Fig. 14. Hybrid,

Hybrid,; (1)
pp + Setup(1?)
(sk, pk) = KGen(pp)
(Pk™, 0, M, st 4) < Ai(pp, pk)
sk 5 (pk.a)
p$Zy
if i =0,

pk’ = ConvertPK(pk, p)

o = Sign(ConvertSK(sk, p), M)
ifi=1,

(sk, pk') = KGen(pp)

o = Sign(sk", M)
cif i =2,
pk’ = ConvertPK(pk*, p)
o = Sign(ConvertPK(sk*, p), M)
2 b As(sty, pk', o)
: return b’

e el e
RN sl s

Thus, because the first hybrid is identical to the APKCH game when b = 0 and
the third hybrid is indistinguishable from the APKCH game when b = 1, we've
proven that these two cases are indistinguishable. O

B.2 Proofs of the extendable construction in Fig.

To show that any property of a non-extended scheme still holds for an extended
scheme, observe that ExtendSetup will exponentiate each element in the pub-
lic parameters with random scalars and that the resulting public parameters
have the same distribution as the extended ones. Thus, our adversary cannot
distinguish between these two cases (where ExtendSetup is called and when
Setup is called). Thus, a reduction to any game on our original construction
can be reduced by our extended construction by simply a reduction that sim-
ply ignores the pp’ given by an adversary and instead using the pp from the
challenger. This works because the ExtendSetup scheme effectively chooses a
random set of valid public parameters and thus the one from the challenger
is just as likely as any other set of public parameters. This works because
the structure of public parameters can be verified by performing the follow-
ing checks: Vi € [{],e(Vi,B;) = e(Viys, Beti), e(Bi, Vi) = e(Beyi, Veyi) and
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Fig.15. APKCH proof reduction
RyA(B', B, B, EP) — (st, M)
d= {di}ie[é] <3 Zp
r= {{)i}ie[i] <—$ Zp
o= {'Ui}ie[l] 3 Zp
pp = {Di,Bi,B[,_H',Bi,Bg_H,‘/;;,‘/i+g,‘7i,‘7i+g}ie[g] where Bi,BHi,Bi are drawn
from the reduction’s input, and D; = P%, B, ; = Bfi =, Vi =PY% Vi, = PY%,
Vi = B!, and Vi, = P¥ . .
(sk, pk) = KGen(pp) such that sk = {x;};c(q and pk = {B;" }icig|{ ByL; Yiel
(pk*, o™, M, st 4) < Ai(pp, pk)
sk? « Ex(pk4)
ifi=1M = {Mfi}ie[g]
ifi=2M = {Mj”f‘}ie[g]
: return (st, M')

—_

RyA(st,0) = b

11 if i = 1,pk" = {(E})" }iepq
b

A
)" Yiep

12: if i = 2,pk’ = {(E
13: pk' = pk'[|(pk’)%
14: b+ Ax(st 4, pk', o)
15: return b’

e(Bi,Bi) = 6(Bg+i,P). These checks ensure that the public parameters are
structured correctly.

When calling FinalizeSetup, for any of the games, we can create a reduction that
simply uses td to exponentiate elements from the challenger with b; and b; or
exponentiate elements with 1/b; and 1/b; from the adversary. This poses a non-
trivial challenge as the adversary submits a signature which already has these b
or b; values in it which our reduction cannot do a pair-wise exponentiation to fix.
But fortunately, if we simply update the verification bases of the public key with
1/ b; or 1 /b;, we can see that it verified with the unfinalized public parameters
and the rest of the public key, signature, and message are distributed correctly.
This makes our reduction valid for the unforgeability game, but in the APKCH
game, the challenger will then return a randomized public key and signature.
We can see that after receiving the public key from the APKCH challenger, this
reduction can simply exponentiate it with b; and b; to make it look right for the
adversary and thus, our reduction works for any of the games.

Thus, because we can replace the output of ExtendSetup with fresh parameters,
and also, we can translate messages and public keys between the schemes after
using FinalizeSetup to win the security games with our reduction, our proofs hold
when using Setup®* instead of Setup O
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B.3 DAC proof

Proof of Thm. @ (Unforgeability). From the game in Def. we know that if the
adversary wins with non-negligible probability, then one of three cases occurred,
either (1) sky # skyoor; (2) Vi € [L], (sk;, i) & DEL 4, or (3) 3i € [L'], s.t. sk; €
SKpr. We'll start with the first case, where sk, # sk,,,,. We can see that our
construction checks to ensure that the first public key is the root’s key so this
cannot occur. In the second case, we have that Vi € [L'], (sk;,i) ¢ DEL4. In
this case, we have that no key in the credential chain was actually delegated to
that adversary. In this case, we can either reduce to the unforgeability of the
scheme, or recover a secret key of an honest user through the adversary’s proof
of knowledge of the end user. In the third case, we have that 3i € [L], s.t. sk; €
SKpr. Because the TRA reveals the secret keys of any blacklisted user, and
recognizing public keys succeeds with probability 1, we see that this cannot
happen. Thus, our DAC scheme is unforgeable.

Proof of Thm. @ (Anonymity). We can see in the anonymity game that the
only difference is between b = 0 and b = 1 is when the adversary receives the
anonymity challenge. We will construct hybrids that replace the non-root public
keys with random public keys starting from the lowest level and working up. We
can create hybrids that replace public keys and signatures from the bottom up
to prove that either credential that the challenger picks is indistinguishable from
a random chain.

Definition 21 (Hybrid,, ;).

1: pp < Setup(1*,1%)
2: (tsk, tpk) < Setup(pp)
, ORegisterUser ( . ) ,ORevokeUser(i)

8: (8t, PKyoors SKg, credo, skq, credy, L') + A, (pp)
4: Vi € {0,1},if (Prove(pp, sk;, cred;, L") <> Verify(pK,,o:, L', DL)) # 1,return L
5: {(pk;,0;, tok;)} + credy

6: Skj—l = 5pk(ij_1)

7: Vi e [L' —j],

8: (Skj+i717 Pk;ﬂ'fl) + PK(pp),

9:  tokj,, 1 < RegisterUser(pp, tsk,pk;; 1)
10: ‘7;;+¢—1 < Sign(pp, sk, 4; o, pkji—i—l) .
11: cred” = {(pk;, 0y, tOki)}z‘e[j] H{(pkj-i-i—la O';'CJriflv tij+i—1)}
12: Prove(pp,sky.,cred”, L") > Ay (st) = V'

To create these hybrids, the challenger in these hybrids will extract the secret
keys from the public keys in the chains. We construct our reduction from an
adversary that can distinguish hybrid j and j + 1 to APKCH in Def.

After we’ve proven that Hybrid  is indistuiguishable from Hybrid j,, we can
again create hybrids that instead use the public keys in cred; in the anonymity
challenge, thus proving that Hybrid, o is indistinguishable from Hybrid, ;. We
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then observe that Hybrid, , is identical to Hybrid, ; as all keys have been re-
placed with random ones. Thus at either end of our hybrids, we’ll have either
case of the anonymity challenge and thus prove that they are indistuighuishable.

Definition 22 (Reduction of distinguishing Hybrid, ; from Hybrid,, ; ., to
APKCH).

RO (pk, pp) — (pk*, 0, M*,st)

1: If j = L — 1, the reduction interacts with Setup®™* in the APKCH game by
first supplying L (as pp, on line Line |1 of Setup®* in Fig. @ to make the
challenger generate the parameters using Setup. The reduction receives the
public parameters from the challenger which they label pp’ (these param-
eters are generated by the challenger on line Line @ of Fig. @ in Setup®™t
and in that function they are labeled pp,). The reduction then generates
(pp},_,td;_1) < ExtendSetup(pp}) and returns tdi_, to the challenger
(on line Line @ of Setup®™* as td') which allows the challenger to finalize
their setup parameters. The challenger then returns the finalized param-
eters, which the reduction labels pp;. The reduction then generates Vi &
(L —1)(ppi_y, tdi_q) 4 ExtendSetup(pp;) and Vi € [L — 1]\ {L}, (pp;, tdi)
FinalizeSetup(pp}, td;, td;_,). The reduction then computes pppac = {PP; }ic[1)-

2: If j # L — 1, the reduction generates (pp’,td;) = Setup(1*,1=2) and then

calls ¥i € [L — j], (PP 1 td;M) < ExtendSetup(pp,;;1). The reduction

then interacts with Setup®t in the APKCH game by supplying pp’ i1 as the
parameters labeled pp,, in Setup®™* in Fig. @ The reduction labels these param-
eters as ppJ The challenger then extends this computing (ppkl, tdj_l) =

ExtendSetup(pp;) and returns td;;l to the challenger (labeled td' in Fzgp)

The challenger then returns public parameters which the reduction labels

as pp;. The reduction then finishes initializing the scheme by computing

Vi € [j — 2], (pp}, td; < ExtendSetup(pp}, ). The reduction then calls Vi €

[5 — 1], (pp;, td;) < FinalizeSetup(pp}, td;, td;_,) to finish the parameters,

PPoac = {PPi}ic(r)-

(tsk, tpk) < TKeyGen(pppac)

OReglsterUser( ), ORevokeUser(.)

: (St7 pkroot’5k07Cred07sk17credla ) A 'AO (ppDAC)

Vi € {0,1},if (Prove(pp, sk;,cred;, L) <> Verify(pk, o L', tpk)) # (1, %), return L

- {(pk;, o, tok;)} + cred,

In the neat line, the reduction returns their public key pk;,
message, pk;q to the APKCH challenger.

7: return (pk;, 0, pk; 1, st = (tsk, pppac))

D T e

signature o;, and

pp, st, pkb*,ab*) =

Here, the reduction has received pkb*,ab* from the APKCH challenger which
is either a randomization of pk;,o; or a new signature form an unrelated
key.

tok™ < RegisterUser(pp, tsk, pk®")

: cred” = {(pk;, 03, tok;) bic[y)

Sign
RY

° >

99



I{(pk"", 0", tok™)}

{(PK;pss Tjitiy tok i) bicn—)
10: Prove(pppac,sky,cred®, L) <> Aj(st) =V

Analysis. We can see that if the APKCH challenger’s bit, b, is 0, this appears
identical to Hybrid, ;. This is because the challenger returns a pk,, in the same
equivalence class as pk;. Because our scheme achieves perfect origin-hiding, this
means that this appears exactly as if a real user had randomized it. If b is 1,
then pk, is a random public key, and we appear exactly as Hybrid,, ;. This is
because the pk, returned is now a random public key.

For issuing, we can see that the proof is similar, except that the issuer produces
a credential chain on a message from the adversary as long as that message
verifies.
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