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Abstract. Evolving secret sharing is a special kind of secret sharing
where the number of shareholders is not known beforehand, i.e., at time
t = 0. In classical secret sharing such a restriction was assumed inher-
ently i.e., the number of shareholders was given to the dealer’s algorithm
as an input. Evolving secret sharing relaxes this condition. Pramanik
and Adhikari left an open problem regarding malicious shareholders in
the evolving setup, which we answer in this paper. We introduce a new
cheating model, called the almost semi-honest model, where a share-
holder who joins later can check the authenticity of share of previous
ones. We use collision resistant hash function to construct such a secret
sharing scheme with malicious node identification. Moreover, our scheme
preserves the share size of Komargodski et al. (TCC 2016).
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1 Introduction

Secret sharing, initially introduced to safekeep cryptographic keys, has now
evolved to have numerous applications in other protocols like multiparty compu-
tation, private information retrieval etc. The main motto of such a protocol is to
share an information (usually encoded as a field element) among few sharehold-
ers so that some qualified combinations can recover it back whereas the other
forbidden combinations may not. Few interesting articles and references on secret
sharing are [1-4,6,7,9,12,13,17,19,21,24,37].

In simple words, evolving secret sharing [25] covers the special case of secret
sharing where the number of shareholders is not known beforehand, i.e., at time
t = 0. In classical secret sharing such a restriction was assumed inherently i.e.,
the total set of shareholders (or, at least the number of them) was given to the
dealer’s algorithm (the ShareGen algorithm) as an input. Evolving secret sharing
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relaxes this condition. This is a budding research direction that has attracted a
good amount of researchers such as [10,11,16,18,20,23,26,30].

In secret sharing, be it classical (bounded set of shareholders) or evolving,
the context of cheating varies. For example, in semi-honest setup, shareholders
follow the protocol but try to learn more information than their entitlement. On
the other hand, malicious cheaters may deviate from the protocol according to
their whim. In this manuscript, now onwards, we shall abuse the word ‘cheater’
to mean malicious cheaters only. In literature there exist many schemes which
address cheaters such as [5,8,14,15,22,27-29,31-35].

Open Problem: Despite some good amout of research in evolving secret sharing,
to the best of our knowledge no work on malicious node detection or the so
called cheater identification has been done yet. This question was asked by Pra-
manik and Adhikari in [30]. We answer this question in this paper using collision
resistant hash functions and assumption of a trusted public bulletin board. To
the best of our knowledge, evolving schemes preserve qualified sets, i.e., once
qualified, a set always remains so. We maintain this assumption in this work.

Organization: In Sect. 1.1, we discuss threshold evolving secret sharing. In Sect. 2,
we breifly discuss hash functions. In Sect. 3, we define a new model of cheating
called the almost semi-honest model. We present our construction in Sect. 4. In
Sect. 5, we leave two open problems.

Notations: In this work, we use the following notations.

Symbol Meaning

t time

l bit length of secret value
ShareGen share distribution protocol
Reconst  secret recovery protocol

k secret recovery threshold

g generation number

a <— X sampling an element a from the set X
S addition modulo 2

size(g) size of the g" generation

C centralized malicious cheater

Lec shareholders under control of C

I}, the (k, 00) secret sharing due to [25]
H collision resistant hash

Ay restriction of access structure at time ¢
Ry reconstructing shareholders from A,
P, tth shareholder

1.1 Threshold Evolving Secret Sharing

For completion, allow us to summarize how a threshold evolving secret sharing
scheme, also known as (k, c0) secret sharing scheme works. A shareholder, when
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he arrives, is assigned to a generation by the dealer. To be specific, t € N is
assigned to generation g = log, t. Naturally, the generations grow in size: For
g = 0,1,2,... the g-th generation begins with the arrival of the k9-th party.
Hence, the size of the g-th generation is size(g) = k91 — k9 = (k — 1).k9. We
state the evolving secret sharing on threshold access structure by [25] in Fig. 1.

Evolving Secret Sharing in the Threshold Setup

Let s be an [-bit secret. During the beginning of a generation g, the dealer

stores kY many [-bit strings s4 for all A = (ug,...,ug—1) € {0,...,k}9 (where
if g = 0 it preserves only s). Each such s, is an [-bit string that we share to the
shareholders in generation g assuming that in generation ¢ € {0,...,9 — 1}, u;

parties arrived.

(k,00) Secret Sharing

The owner of the secret sets the value of sy where A =
(uo, - .., uq) as follows:

(Notation: let sp.cya) = s if g = 0 and S,re0a) = S(u,..
otherwise.)

cylUg—1)

1. If uy = 0, then set s4 = 5,,.cp(4) and HALT.
2. If ugp + - -- +ug < k, then the owner of the secret:

(a) samples 74 < {0,1}! uniformly at random.

(b) sets 54 = Sprey(a) © TA.

(c) shares the I-bits r4 among the shareholders in the g-th
generation using any ideal (ug4, size(g))-threshold secret
sharing scheme (for example, Shamir’s [37]).

3. If ug +--- 4+ ug = k, then the dealer shares the [-bit string

Sprev(A) among the parties in the g-th generation using using

any ideal (ug, size(g))-threshold secret sharing scheme.

Fig. 1. Construction of (k, co) secret sharing due to [25].

2 Hash Functions

Cryptographic hash functions or simply hash functions play an important role
in efficiently ‘hiding’ an information. To be specific, a hash function H takes as
input an arbitrary bit string x and outputs a fixed length output H(z). A hash
function H : X — Y is called one way or pre-image resistant if for given y € Y
there is no efficient algorithm to find x € X such that H(z) = y. H is called
second pre-image resistant, if for x € H, there is no efficient algorithm to find
2’ (# x) € X such that H(x) = H(x'). In case of collision resistant hash function,
there is no efficient algorithm to find distinct z, 2’ € X such that H(z) = H(z').
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It can be shown that collision resistance implies second pre-image resistance,
which further implies onewayness. For further reading on the same one may
refer [36,38].

3 The ‘Almost’ Semi-honest Model

We introduce a new cheating model in (evolving) secret sharing, called the almost
semi-honest model. In this model, in short, a malicious shareholder may choose
to submit incorrect (arbitrary) shares for reconstruction of the shared bit(s) but
with a very high probability, will be detected by the latter shareholders, if so.
Let us explain the same by the following game (Fig. 2).

Game between the scheme and a centralized cheater C

1. A centralized cheater C chooses a last cheating shareholder.

2. C may corrupt at most ¢ shareholders arrived before him.
Let their collection be denoted by Lec.

3. Reconst round takes place, strictly consisting of at least one
shareholder who has arrived after the last cheating share-
holder.

4. In the reconstruction round Reconst, some of the sharehold-
ers in L¢ submit false shares.

Fig. 2. Cheating model

Let Cé(»z)ccess denote the probability that all the honest shareholders partici-
pating in Reconst accept share submitted by at least one P, € L. We call an
evolving secret sharing scheme e-secure if ng)ccess <€, VP. € Lo. We call this
model almost semi-honest, because the latter shareholders’ authenticity cannot
be verified by prior shareholders, as, once distributed, refreshing of shares are
not allowed.

4 Our Construction

Let I} denote the (k,00) scheme described above, for some positive integer
k > 1. Also, let ‘H denote a collision resistant hash function. H is made public.
Moreover, let ¢ denote the maximum number of corruptions possible, where
k > 2c+ 1, i.e., we assume honest majority. We describe our construction in
Fig. 3.
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A construction for (k,c0) secret sharing with cheater
identification

Dealer’s Algorithm: The dealer shares a bit secret as follows.

1. When the t*" shareholder arrives, the dealer calls the share
generation protocol of IT; and outputs a share v;.

2. Moreover, the dealer calculates the hash H(v:), and pub-
lishes it on a trusted public bulletin board.

3. The t*" shareholder is handed over his share v;.

Reconstructing Shareholders’ Algorithm: Suppose at some
point of time ¢, a set of shareholders R; C Ay, the latest access
structure, wish to recover the secret bit(s).

1. If the reconstructing shareholders do not form a qualified
set, ABORT.
2. If they form a qualified set:

(a) (Round-1): Every shareholder announces his share.

(b) (Local computation): Every shareholder P; checks if v
where s € {j : P; € R;} \ {¢} matches its hash from the
public bulletin. If it doesn’t match for some shareholder,
he marks him as a cheater.

(c) If a shareholder gets marked as a cheater by at least
¢ + 1 shareholders, he is put in a list £ of cheaters. If
R\ L remains a qualified set, they reconstruct using the
reconstruction algorithm of I, and output the secret
bit(s) and L, else they output a symbol L and L.

Fig. 3. The construction

The scheme described above is an instance of (k,co0) secret sharing with
cheater identification property. To support our claim, we study the scheme case
by case.

External View: An external shareholder with no shares can only view the hash
function H and the digest of shares. Due to properties of hash function, it hides
the shares. Similar arguments apply for a forbidden set.

Qualified Set with No Cheaters: In this case, whenever a qualified set of
shareholders wish to recover the secret, they use the reconstruction algorithm of
IT;; and recover the secret bit(s). Moreover, they cannot guess the shares of the
other shareholders from their digest.
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Cheaters’ View: The c colluding cheaters can, before the secret reconstruction
phase takes place, see c of their shares and the public digests of other shares, the
latter of which doesn’t aid them. Moreover, ¢ shares in a k threshold scheme, is
not enough to learn the secret bit(s).

Semi-honest Shareholders’ View: The honest shareholders may easily check
the authenticity of modified shares by verifying using the public digest. Suppose
the security parameter of the hash H is ¢, then the probability that at least
one of the cheaters modifies share but does not get caught is bounded above by
¢- 279, In other words, our construction is ¢ - 2~ %-secure.

Note that our construction preserves the share size of the underlying (k, 0o)
scheme, namely that of [25]. Based on the case by case discussion above, we may
restate the following result from [25], modified to suit our context.

Theorem 1. For every k,l € N our construction gives a secret sharing scheme
for the evolving (k,00) access structure with cheater identification and an l-bit
secret in which for every t € N the share size of the t*" party is bounded by
kt - max{l,log kt}. The construction is c-27° secure.

The share size may be further modified to (k — 1)logt + 6k*lloglogt -
logloglogt + 7Tk*llog k.

5 Concluding Remarks

In this paper, we answer the open problem from [30] regarding cheating share-
holders in the evolving setup. For the same, we introduce a new cheating model,
called the almost semi-honest model, where a shareholder who joins later can
check the authenticity of share of previous ones. We use collision resistant hash
function to construct such a secret sharing scheme with malicious node identifi-
cation. Moreover, our scheme preserves the share size of [25].

The kind of model that we introduce here probably does the best that can be
done in the evolving setup, since refreshing shares is not allowed. However, the
authors are hopeful that the use of public bulleting board may not be manda-
tory and leave that as an open problem. In this regard, use of some decentralized
mechanism like blockchain might be of interesting, and demands more research
in this direction. Moreover, since, evolving secret sharing schemes are, as it is,
expensive, use of hash function, yielding computational security instead of infor-
mation theoretic security, is probably a better option. Constructing information
theoretically secure cheater identifiable evolving secret sharing scheme is left as
another open problem.

Acknowledgment. In the end, the authors would like to thank the anonymous
reviewers who have suggested constructive modifications, rectifications and amplifi-
cations, resulting in the current form of manuscript.
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