A preliminary version of this paper appears in the proceedings of PKC 2018. This is the full version.

Public-Key Encryption Resistant to Parameter
Subversion and its Realization from
Efficiently-Embeddable Groups

Benedikt Auerbach* Mihir Bellare Eike Kiltz*

January 6, 2018

Abstract

We initiate the study of public-key encryption (PKE) schemes and key-encapsulation
mechanisms (KEMSs) that retain security even when public parameters (primes, curves)
they use may be untrusted and subverted. We define a strong security goal that we call
ciphertext pseudo-randomness under parameter subversion attack (CPR-PSA). We also
define indistinguishability (of ciphertexts for PKE, and of encapsulated keys from random
ones for KEMs) and public-key hiding (also called anonymity) under parameter subversion
attack, and show they are implied by CPR-PSA, for both PKE and KEMs. We show
that hybrid encryption continues to work in the parameter subversion setting to reduce
the design of CPR-PSA PKE to CPR-PSA KEMs and an appropriate form of symmetric
encryption. To obtain efficient, elliptic-curve-based KEMs achieving CPR-PSA, we introduce
efficiently-embeddable group families and give several constructions from elliptic-curves.
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1 Introduction

This paper initiates a study of public-key encryption (PKE) schemes, and key-encapsulation
mechanisms (KEMs), resistant to subversion of public parameters. We give definitions, and
efficient, elliptic-curve-based schemes. As a tool of independent interest, we define efficiently-
embeddable group families and construct them from elliptic curves.

PARAMETER SUBVERSION. Many cryptographic schemes rely on some trusted, public parameters
common to all users and implementations. Sometimes these are specified in standards. The
Oakley primes [Orm98], for example, are a small number of fixed prime numbers widely used
for discrete-log-based systems. For ECC (Elliptic Curve Cryptography), the parameters are
particular curves. Examples include the P-192, P-224, ... curves from the FIPS-186-4 [NIS13]
standard and Ed25519 [BDL*"11].

There are many advantages to such broad use of public parameters. For example, it saves
implementations from picking their own parameters, a task that can be error-prone and difficult
to do securely. It also makes key-generation faster and allows concrete-security improvements in
the multi-user setting [BBMO0O]. Recent events indicate, however, that public parameters also
bring a risk, namely that they can be subverted. The representative example is Dual-EC. We
refer to [BLN15] for a comprehensive telling of the story. Briefly, Dual EC was a PRG whose
parameters consisted of a description of a cyclic group and two generators of the group. If the
discrete logarithm of one generator to base the other were known, security would be compromised.
The Snowden revelations indicate that NIST had adopted parameters provided by the NSA and
many now believe these parameters had been subverted, allowing the NSA to compromise the
security of Dual EC. Juniper’s use of Dual EC further underscores the dangers [CCGT16].

SECURITY IN THE FACE OF PARAMETER SUBVERSION. DGGJR [DGG'15] and BFS [BFS16]
initiated the study of cryptography that retains security in the face of subverted parameters,
the former treating PRGs and the latter treating NIZKs, where the parameter is the common
reference string. In this paper we treat encryption. We define what it means for parameter-
using PKE schemes and KEMs to retain security in the face of subversion of their parameters.
With regard to schemes, ECC relies heavily on trusted parameters. Accordingly we focus
here, providing various efficient elliptic-curve-based schemes that retain security in the face of
parameter subversion.

CURRENT MITIGATIONS. In practice, parameters are sometimes specified in a verifiable way, for
example derived deterministically (via a public algorithm) from publicly-verifiable coins. The
coins could be obtained by applying a hash function like SHA1 to some specified constants (as is
in fact done for the FIPS-186-4 curves [NIS13] and in the ECC brainpool project), via the first
digits of the irrational number 7, or via lottery outcomes [BDF*15]. This appears to reduce
the possibility of subversion, but BCCHLN [BCC™14] indicate that the potential of subverting
elliptic curves still remains, so there is cause for caution even in this regard. Also, even if such
mechanisms might “work” in some sense, we need definitions to understand what “work” means,
and proofs to ensure definitions are met. Our work gives such definitions.

BACKGROUND. A PKE scheme specifies a parameter generation algorithm that returns parame-
ters m, a key-generation algorithm that takes m and returns a public key pk and matching secret
key sk, an encryption algorithm that given m, pk and message m returns a ciphertext ¢, and a
decryption algorithm that given 7, sk, c recovers m. We denote the classical notions of security
by IND —indistinguishability of ciphertexts under chosen-ciphertext attack [BDPR98, CS98]—
and PKH —public-key hiding, also called anonymity, this asks that ciphertexts not reveal the
public key under which they were created [BBDPO01]|. For KEMs, parameter and key generation
are the same, encryption is replaced by encapsulation —it takes m, pk to return an encapsulated
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Figure 1: Relations between notions of security. The notions are defined, and the relations
hold, for both PKE schemes and KEMs. An arrow A — B is an implication: if a scheme meets
A then it also meets B.

key K and a ciphertext ¢ that encapsulates K— and decryption is replaced by decapsulation

—given m, sk, ¢ it recovers K. We continue to denote the classical goals by IND —this now asks for
indistinguishability of encapsulated keys from random under chosen-ciphertext attack [CS03]—
and PKH. We stress that these classical notions assume honest parameter generation, meaning
the parameters are trusted.

We know that, in this setting, IND PKE is reduced, via hybrid encryption, to IND KEMs
and ind-cpa symmetric encryption [CS03]. To the best of our knowledge, no analogous result
exists for PKH.

Mass surveillance activities have made apparent the extent to which privacy can be violated
purely by access to meta-data, including who is communicating with whom. PKE and KEMs
providing PKH are tools towards systems that do more to hide identities of communicants. We
will thus target this goal in the parameter subversion setting as well.

DEFINITIONS AND RELATIONS. For both PKE and KEMs, we formulate a goal called ciphertext
pseudorandomness under parameter subversion attack, denoted CPR-PSA. It asks that cipher-
texts be indistinguishable from strings drawn randomly from the ciphertext space, even under
a chosen-ciphertext attack (CCA). We also extend the above-discussed classical goals to the
parameter subversion setting, defining IND-PSA and PKH-PSA. For both PKE (Proposition 3.1)
and KEMs (Proposition 3.2) we show that CPR-PSA implies both IND-PSA and PKH-PSA.
We thus get the relations between the new and classical notions summarized in Figure 1. (Here
CPR is obtained by dropping the PSA in CPR-PSA, meaning it is our definition with honest
parameter generation. This extends the notions of [M6104, DGG15] to allow a CCA.)

We ask whether we can reduce the design of CPR-PSA PKE to the design of CPR-PSA KEMs
via hybrid encryption. Proposition 3.3 says the answer is yes, but, interestingly, requires that
the KEM has an extra property of well-distributed ciphertexts that we denote WDC-PSA. (The
symmetric encryption scheme is required to have pseudo-random ciphertexts. Such symmetric
schemes are easily obtained.) We now have a single, strong target for constructions, namely
CPR-PSA+WDC-PSA KEMs. (By the above they imply CPR-PSA PKE, which in turn implies
IND-PSA PKE and PKH-PSA PKE.) Our goal thus becomes to build efficient KEMs that are
CPR-PSA+WDC-PSA.

PARAMETER-FREE SCHEMES. We say that a scheme (PKE or KEM) is parameter free if there are
no parameters. (Formally, the parameters are the empty string £.) Note that a parameter-free
scheme that is XXX secure is trivially also XXX-PSA secure. (XXX € {CPR,IND,PKH}.)
This is an important observation, and some of our schemes will indeed be parameter-free, but,
as we discuss next, this observation does not trivialize the problem.



ISSUES AND CHALLENGES. In an attempt to achieve PSA security through the above observation,
we could consider the following simple way to eliminate parameters. Given a XXX-secure
parameter-using scheme, build a parameter-free version of it as follows: the new scheme sets its
parameters to the empty string; key generation runs the old parameter generation algorithm
to get m, then the old key generation algorithm to get pk and sk, setting the new public and
secret keys to (7, pk) and (7, sk), respectively; encryption and decryption can then follow the
old scheme. This trivial construction, however, has drawbacks along two dimensions that we
expand on below: (1) security and (2) efficiency.

With regard to security, the question is, if the old scheme is XXX, is the new one too? (If
so, it is also XXX-PSA, since it is parameter free, so we only need to consider the classical
notions.) The answer to the question is yes if XXX = IND, but no if XXX € {PKH, CPR}.
Imagine, as typical, that the parameters describe a group. Then in the new scheme, different
users use different, independent groups. This will typically allow violation of PKH [BBDPO1].
For example, in the El Gamal KEM, a ciphertext is a group element, so if two users have groups
Gg and G1, respectively, one can determine which user generated a ciphertext by seeing to which
of the two groups it belongs. The same is true for RSA where the group G; = Zy;, is determined
by the modulus /V; in the key of user 7. Even when the moduli have the same bit length, attacks
in [BBDPO1] show how to violate PKH-security of the simple RSA KEM.

With regard to efficiency, the drawback is that we lose the benefits of parameter-using
schemes noted above. In particular, key-generation is less efficient (because it involves parameter
generation for the old scheme, which can be costly), and public keys are longer (because they
contain the parameters of the old scheme). We aim to retain, as much as possible, the efficiency
benefits of parameters while adding resistance to PSA.

BBDP [BBDPO1] give (1) parameter-free IND+PKH RSA-based PKE schemes and (2)
parameter-using discrete-log based IND+PKH PKE schemes. The former, since parameter-free,
are IND-PSA+PKH-PSA, but they are not CPR-PSA and they are not as efficient as ECC-based
schemes. The latter, while ECC-based and fast, are not secure against PSA.

The open question that emerges is thus to design efficient, ECC-based KEMs that are
CPR-PSA+WDC-PSA. The technical challenge is to achieve CPR-PSA (and thus PKH-PSA)
even though the groups of different users may be different.

OVERVIEW OF THE APPROACH. We introduce and formalize efficiently-embeddable group (eeg)
families and identify desirable security properties for them. We give two transforms constructing
CPR-PSA+WDC-PSA KEMs from secure eeg families. This reduces our task to finding secure
eeg families. We propose several instantiations of eeg families from elliptic curves with security
based on different assumptions. An overview of the resulting KEMs is given in Table 1. We
discuss our results in greater detail below.

EFFICIENTLY-EMBEDDABLE GROUP FAMILIES. As described above, having users utilize different
groups typically enables linking ciphertexts to the intended receiver and hence violating CPR-PSA.
However, certain families of groups allow to efficiently map group elements to a space, which is
independent of the particular group of the family. Building on these types of group families it is
possible to achieve CPR-PSA secure encryption while still allowing each user to choose his own
group.

We formalize the required properties via efficiently embeddable group families, a novel
abstraction that we believe is of independent interest. An eeg family EG specifies a parameter
generation algorithm EG.P sampling parameters to be used by the other algorithms, and a
group generation algorithm EG.G sampling a group from the family. Embedding algorithm EG.E
embeds elements of the group into some embedding space EG.ES. The group element can be
recovered using inversion algorithm EG.l. An important property is that the embedding space



eeg family Transform Parameter Assumption Bificiency Key size
KEG | KEE | KED

EGtwist eegToKE1 P sCDH-PSA tTGen 2,2 2 10k
EGiwist eegToKE2 D CDH-PSA tTGen 3,3 3 12k
EGY,ictre eegToKE1 — sCDH-PSA tTGen | 3, 0+1 1 ok
EG,ictre eegToKE2 — CDH-PSA tTGen | 4,042 2 11k
EGiwist-re eegToKE1 — sCDH-PSA tTGen 3,3 1 9k
EGiwist-re eegToKE2 — CDH-PSA tTGen 4,4 2 11k
EGYy, EGhp eegToKE1 P sCDH-PSA tElNGen | 3,4+ 1 1 6k
EGY e EGYore | eegToKE1L — sCDH-PSA LENGen | B, £+1 1 5k

Table 1: Our elliptic curve based CPR-PSA+WDC-PSA KEMs. The modulus of the
used field is denoted by p. Efficiency of KE.G is dominated by the sampling time of the curve-twist
pair or the Elligator curve respectively. Efficiency of KE.E (average, worst case) and KE.D (worst
case) is given as the number of exponentiations on the curves. The key size is measured in
bits, k = [|Fp|] being the bit length of the used modulus. For the rejection sampling based
constructions, £ denotes the cut-off bound.

only depends on the parameters and in particular not on the used group. Looking ahead, the
KEM'’s public key will contain a group sampled with EG.G and ciphertexts will be embeddings.
We require two security properties for EG in order to achieve CPR-PSA+WDC-PSA KEMs. Both
assume parameter subversion attacks and are defined with respect to a sampling algorithm EG.S,
which samples (not necessarily uniformly distributed) group elements. The first, embedding
pseudorandomness (EPR-PSA), is that embeddings of group elements sampled with EG.S are
indistinguishable from uniform. Further we give definitions of the computational Diffie-Hellman
assumption and the strong computational Diffie-Hellman assumption with respect to EG, the
latter being an adaption of the interactive assumption introduced in [ABRO1] to our setting.
The definitions differ from the usual (strong) computational Diffie-Hellman assumption in two
points. The group used for the challenge is sampled using EG.G on a parameter of the adversary’s
choice and additionally one of the exponents used in the challenge is sampled with sampling
algorithm EG.S. We denote the assumptions by CDH-PSA and sCDH-PSA.

KEY ECAPSULATION MECHANISMS FROM EEG FAMILIES. We give two transforms of eeg families to
CPR-PSA+WDC-PSA-secure KEMs. The difference is in the computational assumptions made
on the eeg family in order to achieve CPR-PSA. The first transform eegToKE1 is applicable
to any eeg family EG. If EG is both EPR-PSA and sCDH-PSA the resulting KEM is CPR-PSA.
The second transform, eegToKE2, is only applicable to eeg families consisting of groups, which
order has no small prime factors. Its security is based on the computational Diffie-Hellman
assumption instead of the strong computational Diffie-Hellman assumption, i.e. it achieves
CPR-PSA KEMs under the weaker assumption that EG is both EPR-PSA and CDH-PSA.
However, this comes at the cost of larger key size and slower encryption and decryption. Both
transforms yield WDC-PSA KEM:s if the used eeg family is EPR-PSA.

INSTANTIATIONS FROM ELLIPTIC CURVES. We propose several instantiations of eeg families
from elliptic curves. It is well known that elliptic curves are not all equal in security. We target
elliptic-curve groups over the field IF,, for a large odd prime p since they are less vulnerable to
discrete-log-finding attacks than groups over fields of characteristic two [Fre98, PQ12]. While
the usage of standardized primes allows for more efficient implementations, several cryptanalysts



eeg family Curve type Parameter ‘ AEPR-PSA ‘ See ‘

EGiwist twist P 0 §5.2

EGY, isore twist — (1/2)* §5.3
EGiuwist.re twist — 0 § 5.4
EGY;, EGY Elligator ) (2/3)* § 6.2
EGY1rer EGo 1 Elligator — (4/5)" §6.3

Table 2: Security of our eeg families. The modulus of the used field is denoted by p.
Agpr-psa denotes the maximal advantage of an (unbounded) adversary in breaking EPR-PSA.
£ denotes the cut-off bound used in the construction based on rejection sampling.

further suggest that p should be as random as possible for maximal security, see for example
Brainpool’s RFC on ECC [LM10]. These constraints make building eeg families more challenging.
We offer solutions for both cases. Our construction differ a) in the type of curves the family
consists of and b) whether the modulus p of the used field serves as parameter or whether
it is sampled randomly alongside the curves. Regarding a), we give eeg families consisting
of curve-twist pairs and eeg families consisting of Elligatorl or Elligator2 curves [BHKL13].
Curves of this type allow for an efficiently computable and efficiently invertible map between (a
subset of) the curve points and a set, which only depends on the modulus of the underlying
prime field. This enables the definition of sampling, embedding and inversion algorithms.
Our eeg families EGgyist, Ewaist-rs and EGiyistre rely on pairs of a curve and its quadratic
twist, solutions EGYyy, EGYyy,EGYyy.,s and EGYy, . are based on Elligatorl or Elligator2 curves
respectively. The latter result in smaller key sizes of the corresponding KEM but are only
applicable to transform eegToKE1 since they consist of groups of even order. The eeg families
EGiwist, EGyy, EGYpp were implicitly given in prior work [Kal91l, M6l04, BHKL13]. In these
constructions the modulus p of the field serves as parameter and also determines the embedding
space.

Regarding b), we provide alternatives to these constructions, which no longer rely on a fixed
modulus. The constructions have empty parameters and p is sampled at random in the group
generation algorithm. The technical challenge is to still achieve pseudorandom embeddings
in an embedding space independent of the group. Our solutions EG! i s, EGi1rer EGEl2 s
build on the corresponding eeg families and achieve this by using rejection sampling with
cut-off parameter . The corresponding embedding spaces consist of bit strings of length only
dependent on the security parameter. The sampling algorithms have a worst-case running time
of ¢ exponentiations, but the average cost is either two or three exponentiations independently
of {. Eeg family EGyyist.re building on a range expansion technique from [HOTO04] improves on
EG{,istrs both in terms of efficiency and security. As in the other constructions embeddings are
bit strings, but sampling only requires a single exponentiation.

SECURITY OF THE INSTANTIATIONS. We now discuss the security properties of our instantiations
in greater detail. An overview is given in Table 2. All of our constructions achieve EPR-PSA
statistically. Embeddings in eeg families EGyist, and EGiyist-re are perfectly random, i.e. any
(unbounded) adversary has advantage 0 in breaking EPR-PSA. For families EGY;;, EGYs,
EG 1 res EGYo.rs and EGY, ... . the advantage decays exponentially in the cut-off bound /.
Diffie-Hellman problems CDH-PSA and sCDH-PSA are non standard. They are defined with
respect to the eeg family’s sampling algorithm and assume parameter subversion attacks. However,
for all of our proposed instantiations we are able to show that CDH-PSA and sCDH-PSA can be

reduced to assumptions, which no longer depend on the sampling algorithms, but use uniformly



sampled exponents instead. The assumptions differ in the type of curves and whether the
modulus p of the used field serves as parameter or is chosen at random. Constructions EGgyist,
EG it rs and EGyistre Use curve-twist pairs of elliptic curves. Correspondingly, in this cases
CDH-PSA security of both the curve and its twist is required. Families EGgm, EGém, EGﬁlu_rS,
EGY)5 s use Elligator] or Elligator2 curves. So in this case each group in the family corresponds
to a single curve, which has to be secure. Considering the parameters of our constructions,
they belong to one of two classes. Eeg families EGiyist, EGYy; and EGYyjo use the modulus p as
parameter, which might be subject to subversion. Accordingly CDH-PSA in this case corresponds
to the assumption that the adversary’s possibility to choose p does not improve its capacities
in solving Diffie-Hellman instances on either curve-twist pairs or Elligator curves respectively.
Eeg families EGY, i ., EGiwist-res EGYyy. and EGYyo. . serve as more conservative alternatives.
Each of these eeg families is parameter-free and each user choses his own modulus at random,
resulting in the weaker assumption that solving Diffie-Hellman instances over curves sampled

with respect to a randomly chosen modulus is hard.

RELATED WORK. One might consider generating parameters via a multi-party computation
protocol so that no particular party controls the outcome. It is unclear however what parties
would perform this task and why one might trust any of them. PKE resistant to parameter
subversion provides greater security.

Parameter subversion as we consider it allows the adversary full control of the parame-
ters. This was first considered for NIZKs [BFS16] and (under the term backdoored) for PRGs
[DGG*15, DPSW16]. Various prior works, in various contexts, considered relaxing the assump-
tions on parameters in some way [CPs07, GO07, GGJS11, KKZZ14], but these do not allow the
adversary full control of the parameters and thus do not provide security against what we call
parameter subversion.

Algorithm-substitution attacks, studied in [BPR14, BH15, DFP15, BJK15, AMV15], are
another form of subversion, going back to the broader framework of kleptography [YY96, YY97].
The cliptography framework of RTYZ [RTYZ16] aims to capture many forms of subversion.
In [RTYZ17] the same authors consider PKE that retains security in the face of substitution of
any of its algorithms, but do not consider parameter subversion.

2 Preliminaries

NOTATION. We let € denote the empty string. If X is a finite set, we let x <—s X denote picking
an element of X uniformly at random and assigning it to z. All our algorithms are randomized
and polynomial time (PT) unless stated otherwise. An adversary is an algorithm. Running time
is worst case. If A is an algorithm, we let y < A(x1,...;r) denote running A with random coins
r on inputs x1,... and assigning the output to y. We let y <—s A(z1,...) be the result of picking
r at random and letting y < A(z1,...;7). We let [A(x1,...)] denote the set of all possible
outputs of A when invoked with inputs z1,.... We use the code based game playing framework
of [BRO6]. (See Figure 4 for an example.) By Pr[G] we denote the probability that the execution
of game G results in the game returning true. We also adopt the convention that the running
time of an adversary refers to the worst case execution time of the game with the adversary. This
means that the time taken for oracles to compute replies to queries is included. The random
oracle model [BR93] is captured by a game procedure RO that implements a variable output
length random oracle. It takes a string x and an integer m and returns a random m-bit string.
We denote by Py, the set of primes of bit length k& and by [d] the set {0, ...,d —1}. Furthermore,
the uniform distribution on M is denoted by Uys. If two random variables X and Y are equal in
distribution we write X ~ Y. The statistical distance between X and Y is denoted by A(X;Y).



If A(X;Y) < we say X is d-close to Y.

3 Public-Key encryption resistant to parameter subversion

In this section we recall public-key encryption schemes and key encapsulation mechanisms. For
both primitives we define the strong security notion of pseudorandomness of ciphertexts in the
setting of parameter subversion and show that it implies both indistinguishability of encryptions
and public-key hiding. We further define the security notion of well-distributedness of ciphertexts
for key encapsulation mechanisms. Finally, we recall symmetric encryption schemes and revisit
the hybrid encryption paradigm in the setting of ciphertext pseudorandomness under parameter
subversion attacks.

3.1 Public-Key encryption schemes

Below we give a syntax for public-key encryption schemes. It follows [CS03], but uses slightly
different notation and includes an additional algorithm setting up global parameters to be
utilized by all users. We then formalize a novel security requirement of pseudorandomness
of ciphertexts under parameter subversion attacks (CPR-PSA), which says that even if the
parameters of the scheme are controlled by the adversary, ciphertexts obtained under any public
key are indistinguishable from random elements of the ciphertext space, which depends only
on the security parameter, the message length and the global parameters. We then recall
two existing requirements of public-key encryption schemes adapting them to the setting of
parameter subversion attacks. The first is the well-known notion of indistinguishability of
encryptions [GM84], the second, from [BBDP01, ABC'05], is that ciphertexts under different
public keys are indistinguishable, which they called anonymity or key hiding and we call public-
key hiding. In Proposition 3.1 we show that the first requirement implies the other two, allowing
us to focus on it subsequently. We model the possibility of subverted parameters by having the
adversary provide the parameters, which are used in the security games.

PuBLIC-KEY ENCRYPTION. A public-key encryption scheme (PKE) PE specifies the following.
Parameter generation algorithm PE.P takes input 1¥, where k € N is the security parameter,
and returns global parameters 7. Key-generation algorithm PE.G takes input 1%, 7 and returns a
tuple (pk, sk) consisting of the public (encryption) key pk and matching secret (decryption) key
sk. PE.CS associates to k, m and message length m € N a finite set PE.CS(k, 7, m) that is the
ciphertext space of PE. Encryption algorithm PE.E takes 1*, 7, pk and a message M € {0,1}*
and returns a ciphertext ¢ € PE.CS(k, 7, |M]|). Deterministic decryption algorithm PE.D takes
1%, 7, sk and a ciphertext ¢ and returns either a message M € {0,1}* or the special symbol L
indicating failure. The correctness condition requires that for all k € N, all 7 € [PE.P(1¥)], all
(pk, sk) € [PE.G(1¥, )] and all M € {0,1}* we have Pr|PE.D(1*,, sk, c) = M| > 1 — PE.de(k),
where the probability is over ¢ +—s PE.E(1* 7, pk, M) and PE.de : N — Rsq is the decryption
error of PE. Our PKEs will be in the ROM [BR93], which means the encryption and decryption
algorithms have access to a random oracle specified in the security games. Correctness must
then hold for all choices of the random oracle. We say a PKE is parameter-free if PE.P returns e
on every input 1%,

CIPHERTEXT PSEUDORANDOMNESS. Consider game Gpg 4 (k) of Figure 2 associated to PKE
PE, adversary A and security parameter k, and let

AdvER (k) = 2Pr[GEER (k)] ~ 1.

We say that PE has pseudorandom ciphertexts under parameter subversion attacks (also called



Games Gi P (k), Gpg 12 (k), GREP™ (k) Ini(n) // G 2™, Gpp

L (pk, sk) +s PE.G(1¥, )
b+s{0,1} Return pk
b s AINII,EN(j,DEc,RO(lk) INIT(7T) // Gg}é},l;lpsa
Return (b =1?) B
cpr-psa ind-psa kh-psa (pko’ Sk‘o) A PEG(l ’ﬂ-)
RO(z,m) // Gpe i +Gpg s +Gpea (pk,, sky1) < PE.G(1*, 7)
If (T[z,m]=1) If (pkg =L Vpk,=1)
then Tz, m] +s {0, 1}™ return L
Return Tz, m] Return (pky, pkq)
Exc(M) // GRT™ Decte) /] G G
If (pk = L) then return L If (¢ = ¢*) then return L
If (b =0) then ¢* +s PE.CS(k,, |M]) Else return PE.DRC (1%, 7, sk, ¢)
Else ¢* <s PE.ERO(1% 7, pk, M)

Drc(c) // G ™
If (¢ = ¢*) then return L
My + PE.DRO(lkﬁr7 sko, c)

Return c¢*
ENC(Mo, M) // Gpg 5™

If (pk = L) then return L M, + PE.DRO(1% 7, sky,c)
If (|Mo| # |Mi|) then return L Return (Mo, M)

¢ s PE.ERO(1F, 7, pk, M)

Return c*

ENc(M) // GREP™

If (pkg =L Vpk, =1)
return L

¢* «s PE.EERO(1, 7, pky, M)

Return ¢*

Figure 2: Games defining security of PKEs. In each game the adversary is given access to oracles.
The game, to which an oracle belongs, is indicated behind the oracle’s name. In each game
oracles INIT and ENC may be queried only once. Further INIT has to be queried before using
any of the other oracles.

CPR-PSA) if the function Advglg;i’sa(-) is negligible for every A. In the game, b is a challenge
bit. When b = 1, the challenge ciphertext ¢* is an encryption of a message of the adversary’s
choice, but if b = 0 it is chosen at random from the ciphertext space. Given the public key and
challenge ciphertext, the adversary outputs a guess b’ and wins if ¥’ equals b, the game returning
true in this case and false otherwise. The adversary has access to an oracle INIT, which sets up
the public key using parameters of the adversary’s choice, and an oracle ENC to generate the
challenge ciphertext. Furthermore it has access to the random oracle and a decryption oracle
crippled to not work on the challenge ciphertext. We require that the adversary queries the
oracles INIT and ENC only once. Furthermore INIT has to be queried before using any of the
other oracles.

INDISTINGUISHABILITY OF ENCRYPTIONS. Consider game Gpg 2 (k) of Figure 2 associated to

PKE PE, adversary A and security parameter k, and let

AdvpE R (k) = 2Pr[Gpe B (k)] — 1.
We say that PE has indistinguishable encryptions under parameter subversion attacks (also called
IND-PSA) if the function Advglg_jsa(-) is negligible for every A. In the game, b is a challenge

bit. The adversary has access to an oracle INIT, which sets up the public key using parameters of
the adversary’s choice, and an oracle ENC, which receives as input two messages My, M of the
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same length and outputs the challenge ciphertext ¢*. When b = 0, the challenge ciphertext is an
encryption of My, if b =1 an encryption of M;. Given the public key and challenge ciphertext,
the adversary outputs a guess b’ and wins if b’ equals b, the game returning true in this case and
false otherwise. Again, the adversary has access to the random oracle and a decryption oracle
crippled to not work on the challenge ciphertext. We require that the adversary queries the
oracles INIT and ENC only once. Furthermore INIT has to be queried before using any of the
other oracles.

PUBLIC-KEY HIDING. Consider game Gglg;\psa(k) of Figure 2 associated to PKE PE, adversary
A and security parameter k, and let
Advhe ™ (k) = 2Pr[GRE™ (k)] — 1.

We say that PE is public-key hiding under parameter subversion attacks (also called PKH-PSA) if
the function Advglg;tpsa(-) is negligible for every A. In the game, b is a challenge bit. Unlike the
prior games, two key pairs are generated, not one. The challenge ciphertext c¢* is an encryption
of a message of the adversary’s choice under pk,. Given the public keys and the challenge
ciphertext, the adversary outputs a guess v’ and wins if b’ equals b. This time the crippled
decryption oracle returns decryptions under both secret keys. The adversary sets up the public
keys with its call to oracle INIT, and an uses oracle ENC to generate the challenge ciphertext.
Again we require that the adversary queries the oracles INIT and ENC only once. Furthermore
INIT has to be queried before using any of the other oracles.

RELATIONS. The following says that pseudorandomness of ciphertexts implies both indistin-
guishable encryptions and anonymity. We give both asymptotic and concrete statements of the
results.

Proposition 3.1. Let PE be a PKFE that has pseudorandom ciphertexts under parameter sub-

version attacks. Then:

1. PE is IND-PSA. Concretely, given an adversary A the proof specifies an adversary By such
that Advglgjsa(k) < 2- Advpg 5(k) for every k € N, and By has the same running time
and query counts as A.

2. PE is PKH-PSA. Concretely, given an adversary A the proof specifies an adversary By such
that Advglgzpsa(k) <2. Advgérgsa(k) for every k € N, and By has the same running time
and query counts as A.

Proof. We first prove statement 1. Let k£ € N and let 4 be an adversary against the encryption
indistinguishability game of Figure 2. We construct an adversary By against the ciphertext
uniformity game. The definition of By may be found in Figure 3. To analyze By’s advantage
note that

Advf;%%’j%k:) = Pr[GE,Ig:é’;a(k) =true | b=1] — Pr[GEﬁ’Er’_g:a(k) = false | b = 0].

Assume that b sampled in Gpg 5™ (k) equals 0. In this case all input that A receives as answer

to its oracle queries is independent of d. Hence Pr[Gpg (k) = false | b = 0] = 1/2. On the
other hand if b = 1, A’s query to SIMENC is answered with an encryption of message M,. Hence

in this case By provides A with a perfect simulation of Gglg_jsa(k). Since By returns 1 exactly if

d = d', this implies Pr[GRg 5" (k) = true | b=1] =1 /2AdvESP(A) (k) 4 1/2 Combining both
equalities yields Advpg 2> (k) = 1/2- AdV:;I,IE1 (k) as desired.
We now prove statement 2. Let k € N and let A be an adversary against the public-key

hiding game of Figure 2. We construct an adversary B; against the ciphertext uniformity game.
The definition of B; may be found in Figure 3. To analyze Bi’s advantage note that

Advig 5 (k) = Pr[Gpg 5" (k) = true | b = 1] — Pr[GpE 5 (k) = false | b = 0.
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Adversary By PEORO (1k) SIMENC(My, M)

d<+s{0,1} Return ENc(M,)
d' s AINIT,SmENc,DEc,RO(1k)

If (d = d’) then return 1
Else return 0

Adversary By"PECRO (k) SIMINTT(7)
d<«s{0,1} pk s INIT(7) ; pk, < pk
d s ASIMINIT,ENc,SmDEC,RO(lk) (pkl—da Sk’l—d) s PE.G(lkﬂr)
If (d = d’) then return 1 If (pky = L V pky = L) then return L
Else return 0 Return (pky, pky)
SIMDEC(c)
If (¢ = ¢*) then return L
M,y <+ DEC(c)

M, _q <+ PED®O(1¥ 7, ski_g,¢)
Return (Mg, M)

Figure 3: Adversaries for the proof of Proposition 3.1.

cpr-psa

Assume that b sampled in Gpg g, (k) equals 0. The answer (pkg, pk;) to A’s initialization query
is independent of d, since pk, and pk; are equal in distribution and independently generated.
Furthermore the answer to A’s query to SIMENC is a uniformly sampled ciphertext, which is
independent of d. Hence Pr[Gpg 5" (k) = false | b= 0] = 1/2.

On the other hand, if b = 1 the answer to A’s query to SIMENC(M) was generated as
c* s PE.E(1¥, pky, M). Hence in this case Bj provides A with a perfect simulation of game
GEIE};lpsa(k). Since By outputs 1 exactly if d = d’, we obtain Pr[Gpg 5™ (k) = true | b = 1] =
Prd=d |b=1]=1/2- Advgléh;lpsa(k) +1/2. Plugging the results into the equation from above
yields Advggglsa(k) =1/2- Advglggpsa(k:) as desired. O

3.2 Key encapsulation mechanisms

Below we first give a syntax for key encapsulation mechanisms. It follows [CS03] but with
notation a bit different and including an additional algorithm setting up global parameters to be
utilized by all users. As for public-key encryption schemes we formalize the security requirement
of pseudorandomness of ciphertexts under parameter subversion attacks (CPR-PSA). We then
adapt the two existing KEM requirements of indistinguishability of encryptions [CS03] and public-
key hiding [BBDP01, ABC™05] to the setting of parameter subversion attacks. In Proposition 3.2
we show that —as in the case of public-key encryption— the first requirement implies the other
two. We furthermore define a new security requirement called well-distributedness of ciphertexts,
which is necessary to achieve CPR-PSA in the hybrid PKE construction. It states that key-
ciphertext pairs generated using the KEM’s encapsulation algorithm are indistinguishable from
choosing a ciphertext at random and then computing its decapsulation.

KEMS. A key encapsulation mechanism (KEM) KE specifies the following. Parameter generation
algorithm KE.P takes input 1%, where k € N is the security parameter, and returns global
parameters . Key-generation algorithm KE.G takes input 1%, 7 and returns a tuple (pk, sk)
consisting of the public (encryption) key pk and matching secret (decryption) key sk. KE.KS
associates to k a finite set KE.KS(k) only depending on the security parameter that is the key space
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Game G (k)

b<s{0,1}
b s AINIT,DEC,RO(lk)
Return (b =1')

Game Gﬁlé_jsa (k)

b+s{0,1}
b s AINIT,DEC,RO(lk)
Return (b =1")

Game Gﬁlgj:fsa(k)
b<s{0,1}
b s AINIT,DEC,RO(lk)
Return (b =1')

r-ps ind-psa
DEec(c) // GCKII)E,,E avGKE,j
If (¢ = ¢*) then return L
K + KE.DR'O(lk,ﬂ, sk, c)
Return K

DEc(c) // GRe ™

If (¢ = ¢*) then return L
Ko «+ KE.DRO(1% 7, sko, c)

RO(r,m) // GEX" GRe k™ Gheld™
If (T[x,m] = 1)
then Tz, m] +s{0,1}™
Return Tz, m]
Inr(n) // G 3™
(pk, sk) +s KE.G(1*, 7)
If (pk = L) then return L
If (b =1) then (K*,¢*) s KE.ERO(1%, 7, pk)
Else K* s KE.KS(k)
c* +s KE.CS(k, )
Return (pk, K*, ¢*)

IN'T(7) // G &

(pk, sk) <—s KE.G(1%, )

If (pk = L) then return L
(K*,¢*) s KE.ERO (1, 7, pk)

If (b= 0) then K* s KE.KS(k)
Return (pk, K*, c*)

Init(n) // GREP™

(pky, sko) <—s KE.G(1¥, )
(pky, sky) <—s KE.G(1¥, )

Ky + KE.DRO(l’“,ﬂ'7 skq,c)

If (pky = L Vv pk; = L) then return L
Return (Ko, K1)

(K*, ¢*) «s KE.ERO(1% 7, pk,)
Return (pkg, pkq, K*, ¢*)

Figure 4: Games defining security of key encapsulation mechanism KE. In each game the
adversary is given access to oracles. The game, to which an oracle belongs, is indicated behind
the oracle’s name. In each game oracle INIT must be queried only once, which has to be done
before using any of the other oracles.

of KE. KE.CS associates to k and parameters 7 a finite set KE.CS(k, ) that is the ciphertext space
of KE. Encapsulation algorithm KE.E takes 1%, 7, pk and returns (K, c) where K € KE.KS(k)
is the encapsulated key and ¢ € KE.CS(k,7) is a ciphertext encapsulating K. Deterministic
decapsulation algorithm KE.D takes 1*, 7, sk and a ciphertext ¢ and returns either a key K €
KE.KS(k) or the special symbol L indicating failure. The correctness condition requires that for all
k€N, all 7 € [KEP(1*)] and all (pk, sk) € [KE.G(1*, 7)] we have Pr[KE.D(1¥,, sk,c) = K| >
1 — KE.de(k), where the probability is over (K, c) <—s KE.E(1¥, 7, pk) and KE.de : N — Rx is the
decryption error of KE. Our KEMs will be in the ROM [BR93|, which means the encapsulation
and decapsulation algorithms have access to a random oracle specified in the security games.
Correctness must then hold for all choices of the random oracle. We say a KEM is parameter-free
if KE.P returns € on every input 1%

CIPHERTEXT PSEUDORANDOMNESS. Consider game GCKpéjﬁsa(k) of Figure 4 associated to KEM
KE, adversary A and security parameter k, and let

Adv&pgjsa(k) = 2Pr[Gf<pE:jsa(k)] —-1.
We say that KE has pseudorandom ciphertexts under parameter subversion attacks (also called
CPR-PSA) if the function Advf(péjsa(-) is negligible for every A. In the game, b is a challenge

bit. When b = 1, the challenge key K* and ciphertext ¢* are generated via the encapsulation
algorithm, but if b = 0 they are chosen at random, from the key space and ciphertext space,
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respectively. Given the public key, challenge key and challenge ciphertext, the adversary outputs
a guess b’ and wins if b’ equals b, the game returning true in this case and false otherwise. The
adversary has access to an oracle INIT, which sets up the challenge. We require that the adversary
queries INIT before using any of the other oracles and that it queries INIT only once. Further
the adversary has access to an oracle for decapsulation under sk, crippled to not work when
invoked on the challenge ciphertext. It, and the encapsulation and decapsulation algorithms,
have access to the random oracle RO. The parameters used in the game are provided by the
adversary via its call to INIT.

INDISTINGUISHABILITY OF ENCAPSULATED KEYS FROM RANDOM. Consider game Gﬁlg:jsa(k) of
Figure 4 associated to KEM KE, adversary A and security parameter k, and let
Advige [ (k) = 2Pr(Gyg B (k)] — 1.

We say that KE has encapsulated keys indistinguishable from random under parameter subversion
attacks (also called IND-PSA) if the function Advﬂlgjjsa(-) is negligible for every A. In the
game, b is a challenge bit. When b = 1, the challenge key K* and ciphertext c¢* are generated
via the encapsulation algorithm, while if b = 0 the key is switched to one drawn randomly from
the key space, the ciphertext remaining real. Given the public key, challenge key and challenge
ciphertext, the adversary outputs a guess ' and wins if b’ equals b. Again the adversary has
access to a crippled decapsulation oracle and the random oracle and provides the parameters
used in the game via his call to the oracle INIT, which has to be queried before using any of the
other oracles.

PUBLIC-KEY HIDING. Consider game Gﬁlgj:fsa(k) of Figure 4 associated to KEM KE, adversary
A and security parameter k, and let
AdvREP (k) = 2 Pr[GRED™ (k)] — 1.

We say that KE is public-key hiding under parameter subversion attacks (also called PKH-PSA)
if the function AdvﬁkE}:fsa(-) is negligible for every A. In the game, b is a challenge bit. Unlike
the prior games, two key pairs are generated, not one. The challenge key K* and ciphertext
c* are generated via the encapsulation algorithm under pk,. Given the public keys, challenge
key and challenge ciphertext, the adversary outputs a guess b’ and wins if ¥’ equals b. This
time the crippled decapsulation oracle returns decapsulations under both secret keys. Again the
adversary provides the parameters to be used in the game via his single call to the oracle INIT,
which has to be queried before using any of the other oracles.

RELATIONS. The following says that in the parameter subversion setting CPR-PSA implies both
IND-PSA and PKH-PSA. We give both the asymptotic and concrete statements of the results.

Proposition 3.2. Let KE be a KEM that has pseudorandom ciphertexts under parameter
subversion attacks. Then:

1. KE is IND-PSA. Concretely, given an adversary A the proof specifies an adversary B such
that Adv}?gjsa(k) < 2- AdvE 57 (k) for every k € N, and B has the same running time
and query counts as A.

2. KE is PKH-PSA. Concretely, given an adversary A the proof specifies an adversary B such
that AdvﬁkE}’lfsa(k) < 2- Advy 3™ (k) for every k € N, and B has the same running time
and query counts as A.

Proof. We first give a proof for statement 1. Consider the sequence of games Gg, G, Go of
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Games G()(k), Gl(k), G2 (k)

Inir(m) // Go

b s AINIT,DEC,RO(Ik)
Return (b’ =1)
DEC(C) // GQ, Gl, G2
If (¢ = ¢*) then return L
Else return KE.DRO(lk, m, sk, c)
RO(:L‘7 m) // Go, G17 G2
If (T[z,m] = L) then
Tlx,m] +s{0,1}™

(pk, sk) <—s KE.G(1*, )

If (pk = L) then return L
(K*,c*) s KE.ERO (1%, 7, pk)
K* +s KE.KS(k)

Intr(7) // Gy

(pk, sk) +s KE.G(1*, )

If (pk = L) then return L
K* <5 KE.KS(k)

c* <s KE.CS(k, )

Return T'|x, m
[z m] Return (pk, K*, ¢*)

Intr(7) // Ge

(pk, sk) +s KE.G(1*, )

If (pk = L) then return L
(K*,¢*) s KE.ERO (1, 7, pk)
Return(pk, K*, ¢*)

Figure 5: Games for the proof of Proposition 3.2.

Figure 5. Using Gg and Go we may rewrite A’s advantage in the CPR-PSA game as
Adviie 5 (k) = Pr[Ga(k)] — Pr[Go(k)]
= Pr[Gy (k)] — Pr[G1 (k)] + Pr[Gi(k)] — Pr[Go(k)] .

We give two adversaries By and By satisfying Advyg (k) = Pr[Ga(k)] — Pr[Gi(k)] and
Advyg 5" (k) = Pr[Gi(k)]—Pr[Go(k)]. This yields Adviy?g;lfa(k) = Advi 5 (k) +AdvE 57 (k).
Hence defining B as an adversary which samples d <—s {0, 1} and runs B, yields the claim.

The definition of the adversaries may be found in Figure 6. Consider adversary By. If b

of game Gyg (k) equals 1, By provides A with a perfect simulation of Ga(k). If b = 0 it

provides A with a perfect simulation of G1(k). Thus
AQVETE (k) = Pr{Ga(k)] — Pr[Ga (k)] -

Now consider asversary Bi. If b = 1, B; provides A with a perfect simulation of Go(k). If b =0
it provides A with a perfect simulation of Gy (k). By returns 1 — b, which yields

Pr[GyE 5 (k) = true | b = 1] = Pr[Go(k) = false] = 1 — Pr[Go(k)] and

Pr[Gyg 5. (k) = false | b = 0] = Pr[G1(k) = false] = 1 — Pr[Gi(k)] .
We obtain

Advig 5 (k) = Pr[Gyg 5" (k) = true | b = 1] — Pr[GyE 57 (k) = false | b = 0]
= Pr[Gi(k)] — Pr[Go(k)] .
As stated above, taking an appropriate combination of By and B; yields an adversary as described
in the claim.
Now we prove statement 2. Let £k € N and let A be an adversary against the public-key

hiding game of Figure 4. We construct an adversary B against the ciphertext uniformity game.
The definition of B may be found in Figure 6. To analyze B’s advantage note that

Advig 57 (k) = Pr[Gyg 57 (k) = true | b = 1] — Pr[GyE 5™ (k) = false | b = 0].
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Adversary BéNITDEC,RO (1k) Adversary B{NIT,DEC,RO (1k)

b/ s AINIT,DEC,RO(lk) b/ s ASIMINIT,DEC,RO(lk)
Return v/ Return 1 — ¥
SIMINIT(7)

(pk, K*, ¢*) <s INIT(7)
K* +s KE.KS(k)
Return (pk, K*, ¢*)

Adversary BINT-DECRO (1K) SIMINIT(7)
d<s{0,1} (pk, K*, c*) «<—s INIT(7) ; pky + pk
d s ASIMINIT,SIMDEC,RO(lk) (pkl—da Skl—d) s KE.G(lk,ﬂ')
If (d = d’) then return 1 If (pky = LV pky = L) then return L
Else return 0 Return (pkg, pky, K*, ¢*)
SIMDEC(c)
If (¢ = ¢*) then return L
Ky + DEC(C)
Ki_4+ KE.D(1¥, 7, ski_g,¢)
Return (Ko, K1)

Figure 6: Adversaries for the proof of Proposition 3.2.

B returns 1 exactly if the bit d’ returned by A equals d. Assume that b sampled in the definition

of G&péjgsa(k) equals 0. In this situation the answer (pkg, pk;, c*, K*) to A’s initialization query
is independent of d, since pk, and pk; are equal in distribution and K* and ¢* are sampled
independently of the keys. Hence Pr[Gyg 5™ (k) = false | b = 0] = 1/2.

On the other hand, if b = 1 the key-ciphertext pair was generated as (K*, c¢*) «—s KE.E(1%, pk,).
Hence in this case (pk, pk, K*, ¢*) is distributed as in Game GﬁkE}:fsa(k). Since B outputs
1 exactly if d = d', we obtain Pr[Gyg 5" (k) = true [ b = 1] = Prld=d |b=1] = 1/2-
AdvRE P (k) +1/2.

Plugging the results into the equation from above yields Advyg 5™ (k) = 1/2- Advﬁlgj:fsa(k;)
as desired.

O

WELL-DISTRIBUTED CIPHERTEXTS. Consider game G‘&'Eipsa(k) of Figure 11 associated to KEM

KE, adversary A and security parameter k, and let

Advig TP (k) = 2 Pr[GReP™ (k)] — 1.

We say KE has well distributed ciphertexts under parameter subversion attacks (also called
WDC-PSA), if the function Adv‘l'zgf:\psa(-) is negligible for every adversary A. In the game b is
a challenge bit. If b equals 1 the adversary as response to querying the initialization procedure,
which may be done at most once, receives a key-ciphertext pair generated using KE.E. If b
equals 0 it receives a pair (¢*, K*) generated by choosing ¢* at random and then setting K* to
be the decapsulation of ¢*. The adversary has access to a decryption oracle. We require that
the adversary queries INIT before querying any of the other oracles. Looking ahead, all of our
instantiations achieve this notion statistically.
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Game Ggg' 4 (k) Enc(M)

bes{0,1} If (b= 0) then c* «s SE.CS(k, | M])
K <sSE.KS(k) Else ¢* < SE.E(1*, K, M)

b < ABNODEC(1R) Return c*

Return (b =1') DEc(c)

If (¢ = ¢*) then return L
Else return SE.D(1%, K, ¢)

Figure 7: Games defining one-time security notions of SKEs.

3.3 Symmetric encryption

Below, we recall symmetric encryption. Our definition follows [CS03] but uses different nota-
tion. We further define the security notion of ciphertext pseudorandomness for symmetric key
encryption.

ONE-TIME SYMMETRIC-KEY ENCRYPTION. A symmetric-key encryption scheme (SKE) specifies
the following. SE.KS associates to security parameter k key space SE.KS(k). SE.CS associates to
security parameter k and message length m € N the ciphertext space SE.CS(k, m). Deterministic
encryption algorithm SE.E takes as input 1%, key K € SE.KS(k) and a message M € {0,1}*
and returns ciphertext ¢ € SE.CS(k, |M|). Deterministic decryption algorithm SE.D on input
1* K € SE.KS(k), c € SE.CS(k, m) returns either a message M € {0, 1}™ or the special symbol |
indicating failure. For correctness we require that M = SE.D(1¥, K, ¢) for all k, all K € SE.KS(k)
and all M € {0,1}*, where ¢ <+ SE.E(1¥, K, M).

ONE-TIME SECURITY Consider game Gg%rA(k) of Figure 7 associated to SKE SE, adversary A

and security parameter k, and let
Advep 4 (k) =2Pr[GgE 4(k)] -1 .

We say that SE has pseudorandom ciphertexts (also called CPR) if the function Advep 4(-) is
negligible for every A. We require that ENC is queried at most once.

3.4 PKE from key encapsulation and symmetric-key encryption

Below, we analyze hybrid encryption in the setting of parameter subversion. Formally we give a
transform KEMToPE that associates to KEM KE and symmetric-key encryption scheme SE a
public-key encryption scheme PE. The construction essentially is the hybrid encryption scheme
of [CS03] including an additional parameter generation algorithm. The scheme’s parameter
generation, key generation encryption and decryption algorithms are in Figure 8. PE’s ciphertext
space is given by PE.CS(k,m,m) = KE.CS(k, ) x SE.CS(k,m). It is easy to verify that PE has
decryption error PE.de(k) = KE.de(k). The following essentially states that hybrid encryption
also works in setting of ciphertext pseudorandomness under parameter subversion attacks, i.e.,
combining a KEM that is both CPR-PSA and WDC-PSA with a SKE that is CPR yields a
CPR-PSA PKE, where the well-distributedness of the KEM’s ciphertext is necessary to correctly
simulate the decryption oracle in the CPR-PSA game with respect to PE.

Proposition 3.3. Let KE a KEM and SE a SE such that KE.KS(k) = SE.KS(k) for all k € N.
Let PE = KEMToPE[KE, SE] be the PKE associated to KE and SE. If KE is CPR-PSA and
WDC-PSA and if SE is CPR then PE is CPR-PSA Concretely, given adversary A against

Ggg:f{sa(k), there exist adversaries B, B, Bs having the same running time and query count as
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PE.P(1%) PE.E(1*, m, pk, M)

T s KE.P(1%) (K, cy) s KE.ERO (1% 7, pk)
Return 7 e + SE.E(1F, K, M)
PE.G(1*, ) Return (e, ¢2)

(pk, sk) s KE.G(1*, ) ~ PE.D(*,, sk, )

Return (pk, sk) (c1,¢2) ¢

K« KE.DR‘O(lk,ﬂ', sk,cq)
M + SE.D(lk,K,CQ)
Return M

Figure 8: PKE KEMToPE|[KE, SE| associated to KEM KE and SE SE.

A, which satisfy
AV (06) 2 AdVE () + AAVREE™ () + AdvE g () + KE.de(h)

Proof. Let PE = KEMToPEI[KE, SE], and A be an adversary against Gpg 4 (k). Consider the
sequence of games Gy, ..., Gg of Figure 9 associated to PE, A and security parameter k. We
have

AdvE (k) = Pr(Ga(k)] — Pr{Go(k)] -

Games Gg and G; only differ by a conceptual change in the way decryption queries are are
answered. Hence

Pr[Gi(k)] — Pr[Go(k)] =0 . (1)
As a next step we give an adversary By such that
Pr[Ga(k)] — Pr[Gi (k)] < AdvREE™ (k) . (2)

The definition of By may be found in Figure 10. If the challenge bit b of game GZE%‘; **(k) equals
1, adversary Bs provides A with a perfect simulation of Go, if b equals 0 it provides A with a
perfect simulation of Gi. This establishes Equation (2).

We now give an adversary B} such that

Pr[Gs(k)] — Pr[Ga(k)] = AdvifE B7 (k) . (3)
s

The definition of adversary Bj may be found in Figure 10. If the challenge bit b in game
G&pggf *(k) equals 0, adversary B} provides A with a perfect simulation of game Gs. If b
equals 1, it provides A with a perfect simulation of game Gg. Since B] returns 1 — b, we have
AdeKpé:g,lsa(k) = (1 — Pr[Gz(k)]) — (1 — Pr[G3(k)]). Equation (3) follows.

As a next step we give an adversary B3 such that

Pr(Gy(k)] — Pr[Gs(k)] = AdvEZy, (k) . (4)

The definition of adversary B3 may be found in Figure 10. If the challenge bit b in game
Gt g, (k) equals 0, adversary By provides A with a perfect simulation of games Gs. If b equals
1 it provides A with a perfect simulation of game G4. Hence Equation (4) follows.
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Games Go(k), ..., Ge(k)
L

b s AINlT,ENQDEc,RO(lk)
Return (b’ = 1)

Inir(w) // Go,...,Gg
(pk, sk) <—s KE.G(1%, )

Return pk
RO(z,m) // Go,...,Gg
If (T[x,m] = 1)

then T'[x, m] < {0,1}™
Return T'[x, m]
DEC(C) // G, Gg
If (¢ = ¢*) then return L
(c1,02) < ¢
K + KE.D(1*, 7, sk, c;)
M + SE.D(1%, K, ¢3)
Return M
DEC(C) // Gl,.. .,G5
If (¢ = ¢*) then return L
(c1,¢2) ¢
If (¢; = ¢f) then K + K*
Else K < KE.D(1%, 7, sk, c1)
M « SE.D(1*, K, c3)
Return M

ENC(M) // G(),G1

If (pk = L) then return L

c; s KE.CS(k,m)

K* «+ KE.D(1%, 7, sk, c})

¢ «sSE.CS(k, |M]); ¢* < (cf,¢3)

Return c*

ENC(M) // G,

If (pk = L) then return L
(K*, ¢t) «s KE.ERO (1% 7, pk)
ch s SE.CS(k, | M|)

¢ = (cf, c5)

Return c*

Exc(M) // Gq
If (pk = L) then return L

K* +s KE.KS(k)

c; <s KE.CS(k, )

¢ s SE.CS(k, |M]); ¢* < (cf,¢3)
Return c*

ENc(M) /] Gy

If (pk = L) then return L

K* s KE.KS(k)

c; s KE.CS(k,m)

¢y + SE.E(1F, K*, M); c* + (ct,c3)
Return c*

Exc(M) // Gs, Gy

If (pk = L) then return L

(K*,¢%) s KE.ERO (1%, 7, pk)

¢y + SE.E(1F, K*, M); c* + (ci,c3)
Return c*

Figure 9: Games for the proof of Proposition 3.3.

We continue by giving an adversary B{ such that

Pr[G5 (k)] — Pr[Gy(k)] = AdvilE DR (k) . (5)
eS|
The definition of adversary BY may be found in Figure 10. If the challenge bit b in game
GCKpg:é),ls,a(k) equals 0, adversary BY provides A with a perfect simulation of game Gy. If b equals
1, it provides A with a perfect simulation of game Gs. Equation (5) follows.
Note that games G5 and Gg only differ in the way decryption queries having first ciphertext

component c; = ¢j are answered. The games only differ if ¢ does not decrypt to K*. Hence
Pr[Gg (k)] — Pr[Gs(k)] < KE.de(k) . (6)

Combining Equations (1) to (6) and defining B; to be the adversary that flips a coin and then
either runs B} or BY yields the claim of the proposition. O
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Adversary B,™N"TPEORO (k)

b s ASIMINI'I‘,SIMENC,SIMDEC,RO(1k)
Return 1 — &/

. I Dec,RO
Adversaries 8/1/ NIT,DEC, (1}@)’ B2IN1T7DEC,RO(1/€)

b s ASMINIT,SIMENC,SIMDEC,RO (lk)
Return ¥’

SwINiT(7) // By, BY, Ba
(pk, K*,c}) <—s INIT ()
Return pk

SIMENC(M) /] By, Bs

If (pk = 1) then return L
¢ < SE.CS(k, | M)

¢ = (e, ¢5)

SmmDEc(c) // B, BY, Ba

If (¢ = ¢*) then return L

(c1,¢2) ¢

If (¢; = ¢}) return SE.D(1%, K*, ¢5)
Else K + DEC(¢1)

Return SE.D(1%, K, ¢5)

Return ¢*

SIMENC(M) // BY

If (pk = 1) then return L
¢y + SE.E(1F, K*, M)

¢ = (ef, ¢3)

Return ¢*

ENC,DEC(lk)

Adversary B, SIMENC(M)

If (pk = L) then return L

b s ASIMINIT,SIMENC,SIMDEQSIMRO(1k)

Return ¥’ ¢t +s KE.CS(k, )
SIMINIT(7r) ¢ <_$(ENC(])W)

M A c* <+ (c},c5
(pk, sk) +— KE.G(1*,7) Return c*
Returmn pk SIMDEC(c)
SIMRO (2, m) If (¢ = ¢*) then return L
If (T[x,m] = 1) (c1,¢2) ¢

then T'[x,m] <s {0, 1}™
Return Tz, m]

If (¢1 = ¢}) return DEC(co)
Else K + KE.DRO(1% 7, sk, ¢1)
Return SE.D(lk,K, o)

Figure 10: Adversaries for the proof of Proposition 3.3.

4 KEMs from efficiently embeddable groups

In this section we define efficiently embeddable group families (eeg). We define the security notion
of pseudorandom embeddings under parameter subversion attacks (EPR-PSA) and adapt the
computational Diffie-Hellman problem (CDH-PSA) and the strong computational Diffie-Hellman
problem (sCDH-PSA) to the setting of efficiently embeddable group families and parameter
subversion. Further we give two generic constructions of key encapsulation mechanisms from
eeg families. The first construction achieves security assuming SCDH-PSA and EPR-PSA, the
second requires only CDH-PSA and EPR-PSA.

4.1 Efficiently embeddable group families

EFFICIENTLY EMBEDDABLE GROUP FAMILIES. Let k& € N denote the security parameter. An
embeddable group family EG specifies the following. Parameter generation algorithm EG.P takes
as input 1% and returns parameters 7 to be utilized by all users. If EG.P returns € on every
input 1%, i. e. if no parameters are used, we say that EG is parameter-free. Group generation
algorithm EG.G is used to generate a group of the family. Formally, on input 1%, 7 it returns
a tuple G = ((G),n,g), were (G) is a description of a cyclic group G of order n, and g is a
generator of G. EG.ES associates to k a finite set EG.ES(k, 7) called the embedding space that

20



Game Gyg ™ (k) RO(z,m)

b+s{0,1} If (T[x,m]=1)

b s AINIT,DEC,RO(lk) then Tz, m] +s{0,1}™
Return (b =1b") Return T'[z, m]

INIT(7) DEc(c)

If (¢ = ¢*) then return L
K+ KE.DRO(lk,ﬁ7 sk, c)
Return K

(pk, sk) +—s KE.G(1*, )

If (pk = 1) then return L

If (b= 1) then (K*,¢*) s KE.ERO (1%, 7, pk)
Else ¢* «+—s KE.CS(k, )

K* « KE.DRO(1* 7, sk, c*)

Return (pk, K*, c*)

Figure 11: Games defining well-distributedness of ciphertexts of KEs.

Game G‘é‘(’{:}‘m(k) INIT(7)

b+<s{0,1} G +sEG.G(1%,7)

b s ANT(1F) If (G = 1) then return L
Return (b =1?) (G),n,g9) « G

If (b =1) then
y +sEG.S(1*,7,G)
c+sEG.E(1*, 7, G, g¥)
Else ¢ s EG.ES(k, )
Return (G, ¢)

Figure 12: Game defining embedding pseudorandomness of eeg family EG.

is only dependent on k and 7. Sampling algorithm EG.S is used to sample exponents for the
group generator. Formally, it receives as input 1%, 7 and G € [EG.G(lk, m)] and outputs y € Zy,.
(We do not require y to be uniformly distributed.) Embedding algorithm EG.E is used to embed
group elements into the embedding space. It receives as input 1%, 7, G € [EG.G(1¥,7)] and
h € G and returns an element ¢ € EG.ES(k, 7). Deterministic inversion algorithm EG.I is used
to invert the embedding. formally, on input of 1*, 7, G € [EG.G(1*,7)] and ¢ € EG.ES(k, ) it
returns an element of G. For correctness we require that

Pr[EG.I(1*, 7, G, ¢) = ¢!] > 1 — EG.ie(k)

holds for all k£ € N, all 7 € EG.P(1¥) and all G € [EG.G(1%,7)], where the probability is over
y+sEG.S(1¥,7,G) and ¢ +sEG.E(1*, 7,G, g¥). EG.ie : N — R is called the inversion error
of EG.

EMBEDDING PSEUDORANDOMNESS. Consider game G?g:jsa(k) of Figure 12 associated to eeg
family EG, adversary A and security parameter k. Let

Advgg 17 (k) = 2Pr[Ggg 17 (k)] — 1.

We say that EG has pseudorandom embeddings under parameter subversion attacks (also called
EPR-PSA) if the function AdveE%_js.a is negligible for every A. In the game, b is a challenge
bit. When b = 1, the challenge embedding c* is generated by sampling an exponent using EG.S

and embedding the group generator raised to the exponent with EG.E. If b = 0 the adversary
is given an embedding sampled uniformly from the embedding space. Given the group and
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Game Ggg £ (k) IN'T(7) // GEE ™, GiayP™

7 s AWNT(1k) G s EG.G(lkJT)

Return (Z = g®™¥ AG # 1) If (G = 1) then return L
scdh-psa (<G>,n, g) «~G

Game Ggg 17 (k) z s,

7 s AINIT,DDH<1k) 1Y s EG,S(lk,ﬂ',G)

Return (Z = ¢g*Y AG # 1) Return (G, g%, 9")
pou(Y, 2) // Goia™™
Return (Y?* = Z)

Figure 13: Experiments for the computational Diffie-Hellman problem and the strong computa-
tional Diffie-Hellman problem with respect to eeg family EG. In both games oracle INIT may be
queried only once and in the SCDH game it has to be queried before using oracle DDH.

the embedding, the adversary outputs a guess b’ and wins if b’ equals b. The parameters used
in the game are provided by the adversary making a single call to the oracle INIT. All of our
instantiations sample exponents such that the resulting embeddings are statistically close to
uniform on EG.ES(k, 7), and hence achieve this notion statistically.

COMPUTATIONAL PROBLEMS ASSOCIATED TO EG. The computational Diffie-Hellman problem
for a cyclic group G of order n, which is generated by g, asks to compute ¢g*¥ given ¢g* and ¢¥,
where x,y <5 Z,. In the strong computational Diffie-Hellman problem introduced by Abdalla
et al. in [ABRO1] the adversary additionally has access to an oracle, which may be used to check
whether Y* = Z for group elements Y, Z € G. We give definitions for the (strong) computational
Diffie-Hellman problem with respect to eeg families EG, which allow parameter subversion. An
additional difference is that y is not chosen uniformly from Z,, but instead sampled using EG.S.

Thus, consider games GEdG}:fsa(k) and szcgﬁpsa(k) of Figure 13. The games are associated
to eeg family EG, adversary A and security parameter k. In both games the adversary has access
to an oracle INIT setting up a problem instance according to the parameters it is provided. The
oracle may be queried only once. In game GSECg,ﬁpsa(k:) we require that INIT is queried before

using DDH. Let

AdVECT (k) = Pr[GEER ()] . AdvEdl™ (k) = Pr[GELP™ (k).
We say that the computational Diffie-Hellman problem under parameter subversion (also called
CDH-PSA) is hard with respect to EG if Adv(é%h:fsa() is negligible for every adversary A and

that the strong computational Diffie-Hellman problem under parameter subversion (also called
sCDH-PSA) is hard with respect to EG if Advsécéi k;psa() is negligible for every adversary A.

4.2 Key encapsulation from efficiently embeddable groups

Below, we give two generic constructions of a key encapsulation mechanism from an eeg family
EG. The security of the first construction is based on the strong Diffie-Hellman problem.
Le. if SCDH-PSA is hard with respect to EG, the KEM is IND-PSA. If additionally EG has
pseudorandom embeddings, the KEM has pseudorandom and well-distributed ciphertexts.

The construction is similar to the standard El Gamal based key encapsulation mechanism as
for example used in [ABRO1, CS03]. As an intermediate step in the proof that the construction
is CPR-PSA we obtain that it is IND-PSA. The proof of this property follows the outlines
of the proofs given in [ABRO1, CS03]. Afterwards we use the pseudorandomness of the eeg
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KEGl(lk, 7T)

G +<EG.G(1*, )

If (G= 1) return L
(G),n,9) « G

T <45 Lp; X < g°
pk + (G, X)

sk« (G, z, pk)
Return (pk, sk)

KE.ERC (1%, 7, pk)

(G, X) < pk

y s EG.S(1%, 7, G)

Y« g¥

c+sEG.E(1*, 7,G)Y)

K < RO((pk,c, X¥), m(k))
Return (K, c)

KE.DYO (1%, 7, sk, ¢)
(G, z, pk) < sk

Y «+ EG.I(1*,7,G,c)

K + RO((pk,c, Y™),m(k))
Return K

KE.Py(1F)

7 +s EG.P(1F)
Return 7

KE.G2 (1%, )

G +sEG.G(1%, )

If (G= 1) return L
(G),n,g) « G

To <3 Zn, Xo < gz0
Ty s Ly X1 g*t

KE.EXC (1%, 7, pk)

(G, Xo, X1) + pk

y +sEG.S(1* 7, @)
Y «— ¢g¥
c+sEG.E(1*,7,G,Y)
7 +— (Xg,X%)

KE.DSO (1%, 7, sk, ¢)

(G, xo,x1, pk) < sk

Y « EG.I(1%,7,G,c)

Z e« (YFo,y ™)

K + RO((pk, ¢, Z),m(k))
Return K

pk — (G7 X07X1) ]R(Z_ R?}({(pl;vca Z)vm(k)) KEPQ(]_]C)

sk (G,$0,$1,pl€) eturn ) C T k

Return (pk, sk) ™ s EG.P(17)
Return 7«

Figure 14: KEMs KE; = eegToKE1[EG, m] and KE; = eegToKE2[EG, m] built from eeg
family EG and polynomial m via our transform. Both KEs have key space KE.KS(k) = {0, 1}™(*)
and ciphertext space KE.CS(k,7) = EG.ES(k, 7).

family’s embeddings to show, that our construction achieves pseudorandom and well-distributed
ciphertexts.

The second construction uses the twin Diffie-Hellman technique introduced in [CKSO08]
to achieve security under the weaker CDH-PSA-assumption. It is applicable to eeg families
consisting of groups, which orders do not have small prime factors.

CONSTRUCTION 1. Formally we define a transform eegToKE1 that associates to an eeg family
EG and a polynomial m : N — N a KEM KE = eegToKE1[EG, m|. The parameter generation,
key generation, encryption and decryption algorithms of KE are in Figure 14. The construction
is in the ROM, so that encryption and decryption invoke the RO oracle. The key space is
KE.KS(k) = {0,1}™*). The ciphertext space KE.CS(k,7) = EG.ES(k, ) is the embedding space
of EG. It is easy to verify that KE.de = EG.ie, meaning the decryption error of the KEM equals
the inversion error of the eeg family.

CONSTRUCTION 2. The second construction defines a transform eegToKE2 that associates
to an eeg family EG and a polynomial m : N — N a KEM KE = eegToKE2[EG,m]. KE’s
algorithms may be found in Figure 14. As in the first construction the key encapsulation
mechanism has key space KE.KS(k) = {0,1}™®) ciphertext space KE.CS(k,7) = EG.ES(k, )
and decryption error equal to EG’s inversion error. Again the construction is in the random
oracle model.

SECURITY OF THE CONSTRUCTIONS. The following says that if SCDH-PSA is hard with respect
to eeg family EG then eegToKE1[EG, m] has desirable security properties.

Theorem 4.1. Let KE = eegToKE1[EG, m] be the KEM associated to eeg family EG and
polynomial m : N — N as defined in Figure 14. Assume that EG is EPR-PSA and that
sCDH-PSA is hard with respect to EG. Then
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Games G()(k), Gl(k),GQ(k) INIT( ) // Gy

b s ANT.DECRO(1k) (pk, sk) +s KE.G(1*, )
Return (b’ =1) If (pk = L) then return L
RO(x,m) // Go,Gl,Gg K* s KEKS(k)

If (T'[z,m] = L) then Ee;ifl(fisl(f 7Tc)*)
Tz, m] <s{0,1}™ pk, ,

Return T'[x, m] It () // Ga

Dec(c) // Go,G1,Go (pk, sk) +s KE.G(1*, )
If (¢ = ¢*) then return L If (pk = 1) thenégtuin -
Else return KE.D®C (1% 7, sk, ¢) (K™, c") s KEETZ (17, 7, pk)
K* «s KE.KS(k)
Return (pk, K*, c*)

Intt(mr) // Go

(pk, sk) <—s KE.G(1%, )

If (pk = L) then return L
(K*,c*) s KE.ERO (1% 7, pk)
Return (pk, K*, c*)

Figure 15: Games for the proof of Theorem 4.1 (7).

(i) KE has pseudorandom ciphertexts under parameter subversion attacks.
(ii) KE has well-distributed ciphertexts under parameter subversion attacks.

Moreover, if EG is parameter-free so is KE. Concretely, given an adversary A making at most
q(k) queries to RO the proof specifies adversaries By and By having the same running time as
A satisfying
AdvEP(A) (k) < AdvELEP (k) + Advgl B2 (k)
where By makes at most q(k) queries to DDH. Furthermore given an adversary A’ the proof
specifies an adversary B having the same running time as A’ such that,

AQVRESE () < AdVELE™ () + EGie(h)

Proof. Let k € N and A be an adversary against the ciphertext pseudorandomness game defined
in Figure 4 making at most ¢(k) random oracle queries. Consider the sequence of games
Gy, G1, Go of Figure 15. By definition of the games

AV () = Pr(Ga(k)] — PrlGo(k)]

To prove the theorem we construct adversaries By, B; such that Pr[Ga(k)] — Pr[Gi(k)] <
AdeECg,}gg)sa(k) and Pr[Gq (k)] — Pr[Go(k)] = Adv%%jﬁfa. Plugging both equations into the
equation from above yields the claim. First we prove the bound on Pr[Ga(k)] — Pr[Gi(k)].
Note that the answer (pk, K*, ¢*), which A receives as response to its call to INIT, has the same
distribution in G; and Go. Furthermore from A’s view the games are equally distributed until
it queries its random oracle for RO((pk, ¢*, g"¥), m(k)) = KE.D(1*, 7, sk, c¢*). Denote by Q the
event that A queries RO on this input. Since G; and Gg are equal in distribution until Q
occurs, the probability of Q is the same in both G; and Gs. This implies

Pr[Gy(k)] — Pr{Gi (k)] = (Pr[Ga(k) | Q] — Pr[Gi(k) | Q]) Pr[Q] < Pr[Q)].

We construct an adversary By against SCDH-PSA providing A with a perfect simulation of
games Go and Gj until A queries for RO((pk, c*, g*¥), m(k)). By furthermore returns a valid
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Adversary B(I)NIT’DDH(II“) SIMRO(t,m')

b s ASIMINIT,SIMDEC,SIMRO(lk) If (TRO [t, m/] 75 L) then return TR/O [t, m/]
Return L TRC/) [t,m] s {0, 1}™

(pk' ¢, Z) <t
StvInir(m) If (pk’ # pk v m' # m(k)) then return Tro[t, m/]
(G, X,Y) ¢ INrT(7) Else if (DDH(EG.I(1%, 7, G, ¢), Z) = 1)
If (G = L) then return 1 If (¢ = ¢*) then halt; output Z
pk < (G7X) TDH[C} — 7Z

c* +sEG.E(1*, 7 G,Y)
K* +s KE.KS(k)
Return (pk, K*,c*)

If (TDEC [c] 75 J_) then Tro [t, m'] < Thrc [C]
Return Trolt, m/]

StMDEC(c)

If (¢ = ¢*) then return L

Else if (Tprc[c] = 1)
Z TDH[C]
If (Z # L) then Tpgclc] < Trol(pk, ¢, Z), m|
Else Tpgc|c] +—s KE.KS(k

Return Tpgc[c]

Adversary BN (1F) SIMRO(t, m)

v s ASIMINIT,SIMDEC,SIMRO(lk) WJ_) then T[Lm] s {07 1}m
Return v/ Return T'[t, m]

SIMINIT(7) SiMDEC(c)

(G, c*) s INIT(7) If (¢ = ¢*) return L

If (G = 1) then return L Else Y < EG.I(1*,7,G,c)

((G),n,g) + G Return SIMRO((pk, ¢, Y*), m(k))

T s Ly,

pk (G, g")

K s KE.KS(k)
Return (pk, K*, c¢*)

Figure 16: Adversaries for the proof of Theorem 4.1.

solution to its SCDH-PSA-challenge exactly if Q occurs. This implies Advlszcgfgfsa(k) = Pr[Q].
The definition of By may be found in Figure 16.

By provides A with a perfect simulation SIMINIT of oracle INIT for both Gy and Gg. By is
able to detect whether Q occurs using its oracle DDH and in this case returns a valid answer
to its sSCDH-PSA-challenge. By furthermore uses DDH to provide A with perfect simulations
SiMDEC, SIMRO of the oracles DEC and RO. Note that By queries its DDH-oracle at most
once to respond a SIMRO-query of 4. Summing up we constructed an adversary By against

GSECS }gpsa(k) having the same running time as A, making at most ¢(k) queries to DDH, which

furthermore satisfies Pr[Go (k)] — Pr[G1(k)] < Pr[Q] = Advfzcgﬁlgpsa(k).
We proceed by constructing an adversary B; against game Gglgjsa(k), which satisfies
Pr[Gi(k)] — Pr[Go(k)] = Adv?éjsa(k;). The definition of B; may be found in Figure 16. If the
epr-psa

bit b in game Ggg 4 (k) equals 1, adversary By provides A with a perfect simulation of G1(k),
if b = 0 it provides A with a perfect simulation of Go(k). We obtain

Advyg 1 (k) = Pr[Gy (k)] — Pr[Go (k)] ,

which, as pointed out above, concludes the proof of statement (7).
We now prove (ii). Consider the sequence of games of Figure 17 defined with respect to
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Games G()(k), Gl(k), Gg(k)

Inir(m) // Go

b s A/INIT,DEC,RO(lk)
Return (b’ =1)

RO(z,m)

If (T[z,m] = 1)
then T'[x, m] <—s {0,1}™

(pk, sk) <—s KE.G(1%, )

If (pk = L) then return L
c* s KE.CS(k,7)

K* «+ KE.D(1%, 7, sk, c*)
Return (pk, K*,c*)

Intr(m) /) Gy

(pk, sk) <—s KE.G(1%, )

If (pk = L) then return L
(K*,¢*) s KE.ERO (1%, 7, pk)
K* + KE.D(1*, 7, sk, c*)
Return (pk, K*,c*)

Intr(7) // Go

(pk, sk) <—s KE.G(1%, )

If (pk = L) then return L
(K*,¢*) s KE.ERO (1%, 7, pk)
Return (pk, K*, c*)

Return T'[x, m]

DEec(c)

If (¢ = ¢*) then return L
K « KE.DRO(1% 7, sk, ¢)
Return K

Figure 17: Games for the proof of Theorem 4.1 (7).

Adversary B™T(1F)
b s ASIMINIT,SIIVIDEC,SIMRO (1k)

Return b’

SIMINIT(7)

(G, c*) s INIT(7r)

If (G = 1) then return L
(G),n,9) < G

T s Ly,

pk < (G,g%); sk « (pk,z)

Y + EGI(1% 7, G, c*)

Return SIMRO((pk, ¢*,Y™), m(k))

SIMRO(t, m)

If (T[t,m] = L) then T'[t,m] <s{0,1}™
Return T'[t, m]

SmMDEC(c)

If (¢ = c¢*) return L

Y « EG.I(1%, 7, G,c)

Return SIMRO((pk, ¢, Y*), m(k))

Figure 18: Adversary for the proof of Theorem 4.1 (7).

KEM KE, adversary A’ and security parameter k. We have

AdvEE P (k) = Pr[Ga(k)] — Pr[Go(k)] -

Note that games Go and Gy only differ if a decryption error occurs. Since for KE we have
KE.de(k) = EG.ie(k), we obtain
Pr[Ga (k)] — Pr[G1(k)] < KE.de(k) = EG.ie(k) .
We now give an adversary B’ satisfying
Pr[G1 (k)] — Pr[Go(k)] = AdVERE™ (k) |
Combining the two equations yields statement (i7). The definition of B’ may be found in
Figure 18. If the challenge bit b in GeEIg:lgsa(k) equals 1, B’ provides A’ with a perfect simulation
of game Gy, if b equals 0 it provides A’ with a perfect simulation of game Gy. This implies
Pr[G1 (k)] — Pr[Go(k)] = Advig 57 (k) as desired.
O
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Game GtEVgr;Sth'psa(k) INIT(77)

(Zo, Zy) +—s ANTT-PRH(1F) G +sEG.G(1%,7)

Return (Zy = g™Y A Z; = g™Y) If (G = 1) then return L
(G),n.g) « G

pou(Y, Zo, 4) o < L @1 48 Lo
Return (Y% = Zo AY™ = Z; NG # 1) y +sEG.S(1*, 7, G)
Return (G, g™, g**, g¥)

Figure 19: Experiment for the strong twin Diffie-Hellman problem with respect to eeg family
EG. Oracle INIT may be queried only once and it has to be queried before using oracle DDH.

Our second construction used with an appropriate eeg family achieves security under the
weaker CDH-PSA-assumption.

Theorem 4.2. Let m,n: N — N be polynomials and EG an eeg family, such that for oll k, all
7 € EG.P(1%) and all G = ((G), n,g) € [EG.G(1*,7)] the smallest prime factor of n is larger than
21(k) - Furthermore let KE = eegToKE2[EG, m| be the KEM associated to EG and polynomial

¢:N — N as defined in Figure 14. Assume that EG is EPR-PSA and that CDH-PSA is hard
with respect to EG.

(i) KE has pseudorandom ciphertexts under parameter subversion attacks.
(ii) KE has well-distributed ciphertexts under parameter subversion attacks.

Moreover, if EG is parameter-free so is KE. Concretely, given an adversary A making at most
q(k) queries to RO there exist adversaries By, By having the same running time as A making at
most q(k) queries to DDH satisfying

q(k)

on(k) -

Furthermore given an adversary A’ the proof specifies an adversary B' having the same running
time as A’ such that,

AR (A) (k) < Adv‘,;%*jga(k) + Advi B (k) +

AdVEF™ (k) < AdvEgE™ (k) + EGiie(k) .

The proof of the theorem is analogous to the proof of Theorem 4.1 but additionally relies on
the twin-Diffie-Hellman technique from [CKS08]. We give a sketch of the proof below:

In [CKSO08] the authors show that for groups of prime order the computational Diffie-Hellman
assumption is equivalent to the strong twin Diffie-Hellman assumption. In this variant of the
strong Diffie-Hellman problem an adversary given group elements g¥, g*°, g*' has to compute
g*o¥ and ¢g*¥. We give an adaption of this problem to the setting of eeg families and parameter
subversion in Figure 19. Thus for security parameter k, eeg family EG and adversary A consider
game GtEVélfdeh_psa(k) of Figure 19. The adversary has access to oracles INIT and DDH, where
we require that INIT is queried only once and that it is queried before using DDH. Let

Advévgzscdh—psa(k‘) — Pr [GtEvgilL—‘scdh—psa(k)} '

We say the strong twin Diffie-Hellman problem under parameter subversion (also called
twinsCDH-PSA) is hard with respect to EG if Adv?grfgdh_psa is negligible for every adversary
A.

Theorem 3 of [CKS08] states that for groups of prime order the computational Diffie-Hellman

assumption is equivalent to the strong twin Diffie-Hellman assumption. It is easily adapted to
the setting of eeg families consisting of groups of (potentially) composite order:
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Lemma 4.3. Let 1: N — N and EG be an eeg family, such that for all © € [EG.P(1¥)] and all
G = ((G),n,g) € [EG.G(1*,7)] the smallest prime factor of n is larger than 2"%). Further let
A an adversary against twinsCDH-PSA with respect to EG making at most q(k) queries to its
DDH-oracle. Then there exists an adversary B against CDH-PSA with respect to EG, which has
the same running time as A and furthermore satisfies

q(k)
on(k)

AdvEgh PR (k) < AdvES T (k) + oo

Using this result Theorem 4.2 can be derived as follows. Analogously to the proof of
Theorem 4.1 it is possible to construct from adversary A an adversary B} against twinsCDH-PSA
running in the same time as A, making at most ¢(k) queries to DDH and an adversary By against
the embedding pseudorandomness game such that

AdviE 7 (k) < Advig P (k) + Advig B (k)

Now an application of Lemma 4.3 yields the statement 7). Statement i7) can be shown as in the
proof of Theorem 4.1.

5 Efficiently embeddable group families from curve-twist pairs

In this section we give instantiations of eeg-families based on elliptic curves. The main tool of
the constructions is a bijection of [Kal91] mapping points of an elliptic curve and its quadratic
twist to an interval of integers. We first give a construction using parameters, the parameter
being a prime p of length k serving as the modulus of the prime field the curves are defined
over. The construction has embedding space [2p + 1]. Since we assume, that the parameter
shared by all users might be subject to subversion, security of this construction corresponds to
the assumption that there exist no inherently bad choices for p, i.e. that for any sufficiently
large prime p it is possible to find elliptic curves defined over F, on which the computational
Diffie-Hellman assumption holds.

As an alternative we also give parameter-free eeg-families whose security is based on the
weaker assumption that for random k-bit prime p it is possible to find elliptic curves defined over
[F,, such that the computational Diffie-Hellman assumption holds. Since in this construction
the modulus p is sampled along with the curve, it is no longer possible to use [2p + 1] as the
embedding space of the eeg family. We propose two solutions to overcome this, one using
rejection sampling to restrict the embedding space to the set [2¥], the other one is based on a
technique from [HOT04] and expands the embedding space to [28+1].

5.1 Elliptic curves

Let p > 5 be prime and F), a field of order p. An elliptic curve over F,, can be expressed in short
Weierstrass form, that is as the set of projective solutions of an equation of the form
YZ? = X3 +aXZ?+ 023,

where a,b € F, with 4a3 4 276> # 0. We denote the elliptic curve generated by p,a,b by
E(p,a,b). E(p,a,b) possesses exactly one point with Z-coordinate 0, the so called point at
infinity O = (0:1:0). After normalizing by Z = 1 the curve’s other points can be interpreted
as the solutions (z,y) € }FIQ, of the affine equation y? = 2% + ax + b. It is possible to establish an
efficiently computable group law on E(p, a,b) with O serving as the neutral element of the group.
We use multiplicative notation for the group law to be consistent with the rest of the paper.

28



Twists oF ELLipTIiC CURVES. In [Kal9l, section 4] Kaliski establishes the following one-to-one
correspondence between two elliptic curves defined over I, which are related by twisting and a
set of integers.

Lemma 5.1. Let p € N>5 be prime. Let u € Zj be a quadratic nonresidue modulo p and a,b € Z,
such that 4a3 + 27b% # 0. Consider the elliptic curves Ey := E(p,a,b) and Ey := E(p, au?,bu?).
Then |Eo| + |E1| = 2p+2. Furthermore, the functions ly : Eg — [2p+2] and 1y : E1 — [2p+ 2]
defined as

p if P = O
lo (P) = q (uz mod p) if (P=(z,y)AN0<y<(p-1)/2),
(uz modp) +p+1 if (P=(z,y))A((p—1)/2<y)

and
2p+1 sz:Ol
Lh(P)=qx if (P=(z,y)N0<y<(p-1)/2)
r+p+1 if (P=(z,y)A((y=0)V(p—1)/2<y))

are injective with nonintersecting ranges, where Oy and O1 denote the neutral elements of Ey
and Eq respectively.

Lemma 5.2. The functions ly and ly can be efficiently inverted. That is, given z € [2p+ 1], one
can efficiently compute the unique (P,0) € Eg U Ey x {0,1} such that l5(P) = z.

Proof. Note that z € [p] satisfies z € im(lp) exactly if (u='z)? + au™lx + b is a square modulo p.
Further for z € {p+1,...,2p} we have z € im(l;) exactly if u (z —p— 1)+ a(z —p—1) +b)
is a square modulo p. Hence for all elements of [2p 4 2] its is possible to efficiently determine,
whether they lie in im(lp) or im(l/;). Furthermore both [y and [; can be efficiently inverted by
additions and multiplications modulo p. More precisely, let z € im(lp)\{p}. If z < p we are able
to recover its preimage as [ L(2) = (u='2,%), where y is the unique solution of the equation
y?> = ((u™12)® + au™12 4 b) in Z,, which furthermore satisfies y < (p — 1)/2. On the other hand,
if z > p we have lal(z) = (u"'(z — p—1),y), where y is the unique solution of the equation
v =((u(z—p—1))3+au"'(z —p—1) + b)in Z,, which furthermore satisfies y > (p — 1)/2.

Analogously for z € im(l1)\{2p + 1} with z < p we have I;*(2) = (2,%), where y is the
unique solution of the equation (y* = 2% + az + b)in Z,, which satisfies y < (p — 1)/2. Finally
let z € im(ly) \ {2p + 1} with z < p. Then I;'(2) = (z — p — 1, y), where y is the unique solution
of the equation y* = ((z —p — 1) + a(z — p — 1) + b)in Z,, which satisfies y > (p —1)/2. O

Definition 5.3. A curve-twist generator TGen on input of security parameter 1% and a k-
bit prime p returns (Go,G1), where Gy = ((Ep),no,90) and Gi1 = ((F1),n1,91) are secure
cyclic elliptic curves defined over the field F),. More precisely we require Ey := E(p,a,b) and
Ey = E(p,au®,bu®) for a,b € F, such that (4a® + 27b*) # 0 and quadratic nonresidue u.
Furthermore we require that go generates Ey and g1 generates Ey as well as |Eg| = no, |E1| = n1
and ged(ng,nq) = 1.

GENERATION OF SECURE TWISTED ELLIPTIC CURVES. There exist several proposals for
properties an elliptic curve over a prime field I, should have to be considered secure (e.g.,
[BL, FPRE15]). Firstly, the elliptic curve’s order is required to be either the product of a big
prime and a small cofactor — or preferably prime. Secondly, several conditions preventing
the transfer of discrete logarithm problems on the curve to groups, where faster algorithms to
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compute discrete logarithms may be applied, should be fulfilled. Finally, for our applications
we need both the elliptic curve and its quadratic twist to be secure, a property usually called
twist security. For concreteness, we suggest to implement TGen(1%*, p) by sampling the necessary
parameters a, b, u with rejection sampling such that the resulting curve E(p, a, b) fulfills the three
security requirement mentioned above. This way, TGen can be implemented quite efficiently!
and furthermore, with overwhelming probability, the resulting curve fulfills all relevant security
requirements from [BL, FPRE15] that are not covered by the three security properties explicitly
mentioned above.

COMPUTATIONAL PROBLEMS ASSOCIATED TO TGen. Let TGen a curve-twist generator. We give
two versions of the (strong) computational Diffie-Hellman assumption with respect to TGen. In
the first version the prime p on which TGen is invoked is chosen by the adversary, while in the
second version p is sampled uniformly at random from all &-bit primes. For d € {0, 1} consider
games G 3" (), Grgaa™ (), Grgad™ "' (), Greaa™ " () of Figure 20. We
define advantage functions

twisty-cp-cdh
AdvTGen,A

. [ ~twistg-cp-cdh
= Pr|Grgen A (’f)]
. [ ~twisty-cp-scdh

=Pr G'TGen,.A (k’i)}

A dvtwistd—up—cdh

(
AV
TGen, A (

(

) ,
) ,

B) = Pr[Grea ™" ()]
)

twistg-up-scdh
AdvTGen,A

. [ ~twistg-up-scdh
=Pr _GTGen,A (k)} .

Definition 5.4. Let TGen be a curve-twist generator. We say the computational Diffie-Hellman

assumption for chosen (uniform) primes holds with respect to TGen, if both Advfrwclzao(';z;:d;()

and Advfrvgzzl(_;iiidi() (or Adv%%i?&if{fﬁl() and AdvtTngt]l(_;E)_}:ﬁ‘() respectively) are negligible
for all adversaries A.

Furthermore we say the strong computational Diffie-Hellman assumption for chosen (umni-
form) primes holds with respect to TGen, if both Advfrvgzts:;p_“dh(-) and Advfr“gzz{:fp_“dh(-) (or

AdvfrWGi:tnO(_;E)_:th() and Advfr“gzal(_;i)_:cjh() respectively) are negligible for all adversaries A.

5.2 An eeg family from elliptic curves

In [Kal91] Kaliski implicitly gives an eeg family based on elliptic curves. The family is parameter-
using, the parameter being a prime p serving as the modulus of the field the elliptic curves
are defined over. The definition of eeg family EGiyist may be found in Figure 21. Parameter
generation algorithm EGiyist.P on input of security parameter 1¥ returns a randomly sampled
k-bit prime? p. Group generation algorithm EGiyisi.G on input of parameter m = p checks,
whether p is indeed a prime of appropriate length, and —if so— runs a curve-twist generator
TGen(1*, 1) to obtain the description of two cyclic secure cyclic elliptic curves Gy = ((Eq), no, go)
and G = ((E1),n1,91). Its output is ((G),n, g), where G <— Ey x Ej is the direct product of

Tn [GMO00] Galbraith and McKee consider elliptic curves F chosen uniformly from the set of elliptic curves over
a fixed prime field F,,. They give a conjecture (together with some experimental evidence) for a lower bound on
the probability of |E| being prime. Using a similar technique [FPRE15] argue, that the probability of a uniformly
chosen elliptic curve over a fixed prime field F, to be both secure and twist secure is bounded from below by
0.5/1log?(p). Since their definition of security of an elliptic curve includes primality of the curve order and since
due to Lemma 5.1 the orders of curve and twist sum up to 2p + 2, this in particular implies that the curve and its
twist are cyclic and have coprime group order.

2In practice one would preferably instantiate EGiyist with a standardized prime.
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twistg-cp-cdh twistg-cp-cdh twistq-cp-scdh
Game GTGen,.A (k) INIT(W) // GTGen,.A ’ GTGem.A

7 s AINIT(lk) p—T

Return (Z = g3”) If (p ¢ Px) then ret}curn 1
twistg-cp-scdh (GO’ Gl) A TGen(]- ap)

Game Grgen.a (k) ((Ed4),na, ga) < Ga

7 s .AINI’I"DDH(lk) T8 an§ Y 1an

Return (Z = g3}¥) X9 Y < g5

Return (Go, G1, X,Y)
DDH(Yy, Za) // G X"

If Y, o4 EqVv Z, g FE; then return L
Return (Y;" = Zg)

Game Gfl_vg;ies;ﬁup—cdh(k) M // Gfrméiesrt]ﬁup-cdh’ Gyrvgsrﬁii;\up—scdh
7 s ANIT(1F) p s Py .
Return (Z = g3;¥) (Go, G1) =5 TGen(1%, p)
twistg-up-scdh (<Ed>’ s gd) — Ga
Game GTGen,dA ° (k) T3 Ln,; Y3 L,
7 s AINIT,DDH(lk) X gg; Y gg
Return (Z = g3}¥) Return (Go, G1,p, X,Y)

~ o~ wistg-up-scdh
poi(Ya Za) // Groe 2™ " (k)

If (Yd ¢ Eaq V Zd~¢ E,;) then return L
Return (Y;" = Zy)

Figure 20: Experiments for the (strong) CDH problem for chosen (uniform) primes with respect
to d € {0,1}, adversary A and curve-twist generator TGen.

the two elliptic curves, n < ng - ny and g < (go, g1). Here we assume that the description (G)
of G includes the values ng and ni, which are used by EGtyist’s other algorithms. Note that
|G| = n and since ng and ny are coprime, g generates G. Furthermore, if we regard Ey and F;
as subgroups of G = Ey x E7 in the natural way, we may rewrite the set £y U E1 C G as

EyUE, = {(ho,ol) ‘ hg € Eo} U {(00,h1) ‘ hi € El}
= {(90,01)Y |y€Zpn:y=0 modngory=0 mod ny}

Algorithm EGiyist.S uses this property to efficiently sample y € Z,, such that ¢ ~ Ug,ug,. It
first samples z <—s Zgpy1. If 2 < ng it returns @er(z,0). Else it returns ¢e(0, 2 — ng — 1). Here
@ery denotes the canonical isomorphism Qe : Zng X Zny — Zn. As a result y s EGiyise.S(1%, G)
satisfies y ~ Uy, where M := {y € Z, | y = 0 mod ng or y = 0 mod n;}. Embedding
algorithm EGyyist.E receives as input 1%, 7, G and h = (hg, h1) € G. It first checks, whether
h lies outside of the support [EGgywist.S(1%, 7, G)] of the sampling algorithm, i.e. whether both
ho # Op and h; # Op. In this case the element is mapped to 0. If h is an element of
[EGiwist-S(1%, 7, )], algorithm EGyyist.E returns lo(hg) if h1 = Oy, and Iy(hy) if hy # O;. Here
lo: Ey — [2p+ 2] and l1: By — [2p + 2] denote the maps of Lemma 5.1. By Lemma 5.1
the map EGiwist-E(1%, G, -)|g,up, is a bijection between Eg U Ey and [2p + 1] and we obtain
EGiwist.E(1%, G, g¥) ~ Upgp+1) for y sampled with EGiwist.S(1%, G).

Let A be a (potentially unbounded) adversary against the embedding pseudorandomness
game of Figure 12 with respect to EGyyist. Denote the parameter A calls the procedure INIT on
by 7. If 7 is not a prime of length k, we have 1 <s EGtWist.G(lk, 7) and procedure INIT returns
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EGtwist'P(lk) EGtWiSt.S(lk,ﬂ',G)

p s Py pem

T4 p z <=5 Liopt1

Return = If (z < ng) return @e(z,0)
EGuwise.G(1¥, ) Else return ¢¢t(0,2 —ng — 1)
pT EGtwist-E(lka 7, G, (ho, h1))

If (p ¢ Pr) return L If (ho # Op A hy # O1) return 0
(Go,G1) < TGen(1%,p) Elseif hy = Oy return ly(ho)

((Eo), go,m0) < Go; ({E1),91,n1) + G1  Else return Iy (hq)

G« By Eui g (90,90 n M0 M EG (14,7, G, 2)

G  (B),m ) . |

Return G If (z € im(lp)) return i, " (2)
Else return I !(2)

Figure 21: Definition of eeg family EGyist with embedding space EGyyist-ES(k, ) = [2p + 1]. o
and [; denote the maps from Lemma 5.1, ¢ the canonical isomorphism Z,,, X Zy, — Zy,.

L. On the other hand if 7 is a prime of appropriate length, as discussed above INIT returns (G, ¢),
where g <3 EGtwiSt.G(lk, 7) and ¢ ~ U[QP_H] for both b = 0 and b = 1. Hence for any choice of 7
adversary A’s call to INIT is answered with a response, which is independent of the challenge bit b.
This implies Advge ™™ (k) = 0. Furthermore, for all 7 € [EGuyist-P(1%)], G € [EGuwise-G(1¥, 7)),
y € [EGiwist-S(1%, 7, G)] and ¢ = EGiyiss.E(1%, 7, G, g¥), algorithm EGiyig;.| efficiently reconstructs
gY from c using Lemma 5.2. Summing up we have the following.

Lemma 5.5. EGyys from Figure 21 is an eeg family with embedding space EGyyst.ES(k, G) =
[2p+1] and inversion error EGyy;si.ie(k) = 0. Furthermore EGyyise has pseudorandom embeddings.
More precisely, for every (potentially unbounded) adversary A we have

Adveg,,a(k) =0 .
Concerning the hardness of CDH-PSA with respect to EGiyist We obtain the following.

Lemma 5.6. Let EGyyst be the embeddable group generator constructed with respect to twisted
elliptic curve generator TGen as described above. If the (strong) Diffie-Hellman assumption for
chosen primes holds with respect to TGen, then the (strong) Diffie-Hellman assumption holds
with respect to EGyyist.

cdh-psa

Concretely for every adversary A against game GEszistA(') there exist adversaries By, By

against games GtTWGlz?ig%p_th(-) or G l;:lp_‘:dh(-) respectively satisfying

cdh-psa twistg-cp-cdh twist -cp-cdh
Adveg, (k) < Advrge s, (k) +Advrge s (k).

Furthermore if A is an adversary against GISECSZ;ZSZ(-), which makes at most ) queries

to its DDH-oracle, then there exist adversaries By, Bi against games GtTWGiZ?g;p_Sth(-) or
GtTWGiZE{Z;Clp_Sth(-) respectively making at most Q queries to their DDH-oracles, satisfying

scdh-psa twistg-cp-scdh twisty -cp-scdh
Adveg, (k) < Advrge, s, (k) + Advrgen 5, (k).

Proof. We show the statement on SCDH-PSA. The statement on CDH-PSA can be shown
analogously. Let A be an adversary against the sCDH-PSA game with respect to EGiyist. Let
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Game Go(k) INIT(77)

7 s AINIT,DDH(lk‘) p&s T
Return (Z = g"Y NG # 1) If (p ¢ Py) then ret}:rn +
(Go,G1) < TGen(1%, p)
G Gi(k
Lll() . ({(Eo), 9o m0) < Go; ((E1),91,m1)  Ga
Z s AINIT,DDH(1k) G < Eo x E1; g < (g0, g1); n 4= 1ng -1
Return (Z =g AY e E; AG # 1) G+ ((G),n,9)
pou(Y. Z) L

y <—$ EGtWist.S(1k7 ™, G)
X+—g"Y+g¥
Return (G, X,Y)

Return (Y?* = 2)

Figure 22: Games for the proof of Lemma 5.6. Both games use the same procedures INIT and
DDH. In G; we see Ej as a subset of Ey X E in the natural way.

Adversary BéNIT’DDH(lk) SIMINIT(7)
SIMINIT,SIMDDH (1 k pa—
(Zo, Z1) <= A (1* p
Return Zg If (p ¢ Py) then return L

(Go, G1, Xo,Yy) s INIT()

SMDDH((Y0, Y1), (0, 21)) () iy o) ¢ G (), masgn) < G

If (Y = Z4) o G « ((Eo x E1),non1, (g0, 91))
then return ppH(Yy, Zg) X1 45 L,y X1+ g1t
Return false X + (X0,X1); Y « (Yo,01)

Return (G, X,Y)

Figure 23: Adversary for the proof of Lemma 5.6.

k € N. Consider games Gg and Gy defined in Figure 22. Note that Gg is the usual sCDH-PSA
game with respect to EGiywist and adversary A as defined in Figure 13. Hence

AdvESTP (k) = Pr[Go(k)] (7)

In game G let d’ denote the indicator random variable taking value 0 if Y € Ey and 1 if Y € Ej.
This yields

Pr[Gy (k)] = Pr[Go(k) Ad = 1] < Pr[Go(k) | d' =1] , (8)
Pr[Go(k)] — Pr[G1 (k)] = Pr[Go(k) Ad = 0] < Pr[Go(k) | d' =0] . 9)

We construct an adversary By such that
Pr[Go(k) | d' = 0] < Advigg ™" (k) . (10)

The definition of adversary By may be found in Figure 23. It provides A with a perfect simulation
of game G (k) conditioned on the events d’ = 0. Since A solving its sCDH challenge implies By

solving its SCDH challenge, we obtain Pr[Gg(k) | d = 0] < Adv%vgza%?_“dh(k).

Analogous to the case above there exists an adversary B; against game G
satisfying

twist1-cp-scdh
TGen,B; (k)

Pr[Go(k) | d' = 1] < Advigg 5" (k) . (11)
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Ewamt s’ (lk) Ewa1st TS’ S(1k7 T, G) Ewa1st s’ (1k7 T, G7 h)

Return ¢ (G',p) + G (G',p) « &

EGf\mst rs* G(1k7 71') For £* =1to ( Z s EGtWiSt'E(lkvpa le h)

p<s Py Do y ¢ EGiwist-S(1%,p, G") Return z

G s EGui G(15p) M (ECom EAL0.G0) <20 g6l 100,62

G+ (G',p) Retum 1Y (G',p) « G

Return G h < EGuwise.|(1%,p, G, 2)
Return A

Figure 24: Parameter-free eeg family EGY

twist-rs*

Now Equations (7) to (11) yield
AdvEG T (k) < AdiGIUEY N (k) + Advig 5 (k)

as desired. O

5.3 A parameter-free eeg family using rejection sampling

Eeg family EGyigs of Section 5.2 is parameter-using, the parameter being the size p of the
field IF,,. Correspondingly, hardness of the CDH problem with respect to EGyyist follows from
the assumption, that the elliptic curves output by curve-twist generator TGen are secure,
independently of the prime p the curve-twist generator TGen is instantiated with. In this section
we show how EGiyis; can be used to construct an eeg family EG! . .. for which hardness of
CDH-PSA follows from the weaker assumption that TGen instantiated with a randomly chosen
prime is able to sample secure elliptic curves.

We now discuss eeg family EGLy s The construction is parameter-free and has embedding
space [2’“] The size p of the field over which the elliptic curves are defined is now sampled
as part of the group generation. The embedding algorithm uses rejection sampling to ensure
that embeddings of group elements g¥ for y sampled with EG{, i .S are elements of [2F]. The
specification of EG! .. .’s algorithms may be found in Figure 24.

Theorem 5.7. Let £ : N — N be a polynomial. EG',,,, .. as described above is an eeg family
with embedding space EGL iurrs ES(k, ) = [2F] and inversion error EGY,;,, . ie(k) < 27¢F),
Furthermore EGY, ;... has pseudorandom embeddings. More precisely, for every (potentially
unbounded) adversary A we have

Adve (k) < o tk)

twist-rs?

Proof. The polynomial ¢ ensures that the sampling algorithms runs in polynomial time by
serving as an upper bound on the number of rounds the algorithm tries to sample y satisfying
EGthSt E(l G gy) < 2k

We first bound EG, ., . .ie. Fix k € Nand G = ((G),n,g) € [EG! .G(k)]. Note that

twist-rs*

EGlest .| only fails to invert EG! . ...E, if L s EG! . ..S(1%,G). Let £ denote the event that
EGthSt 1 S(1% @)} returns L and let M := {y € [EGiwist-S(1¥, G)] | EGiwist-E(1%, G, g¥) < 2F}.
‘We have

M| =25 > (2p+1)/2 = | [EGuiar-S(1F, G)]| /2.
Hence Pr[£] < 27*) which implies EG! ;. ,«-ie(k) < 2 Z(k).

Let A be an adversary against the embeddlng pseudorandomness game of Figure 12. Since

EG! is parameter-free, the parameter 7 that A provides to INIT does not influence its success

twist-rs
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probability in the security game. Hence to prove the bound on AdveEpGr[ bsa (k) it suffices

twist-rs>

to bound the statistical distance between elements of EG{, . ..ES(k, ), which are sampled

and embedded using the algorithms of EGY and elements of EG! .ES(1*, 1), which

twist-rs» twist-rs

are distributed uniformly on EG’ .ES(k, ). Conditioned on the event —L the output y of

twist-rs

EwaiSt_rs.S(lk , G) is uniformly distributed on M. For all ' € M we obtain
Prly =y'] = Pr[y =14 | £] Pr[L] + Pr[y = ¢/ | -L] Pr[-L] = 27% Pr[-L].

Since the map M — EG! ES(k) = [2¥];y — EGuwist-E(1%, G, g¥) is a bijection,

twist-rs*

1 1
A(ZU?UM):§ Prly = 1]+ > |Prly =y _%)
y'eM
1 11
yeM
_1 Pr|Lf] + Pr|L ! = Pr[g] < 27¢R)
yeM
This completes the proof. =

As discussed above, we obtain that —assuming that TGen invoked on randomly sampled

prime p returns a secure curve-twist pair— the CDH-problem with respect to eeg family EG, i
is hard.

Lemma 5.8. Let £ : N — N be a polynomial and EG',,,, .. the eeg family with underlying

curve-twist generator TGen as described above. If the (strong) computational Diffie-Hellman
assumption for uniform primes holds with respect to TGen, then the (strong) computational
Diffie-Hellman assumption holds with respect to EGY .., ..

Concretely, for every adversary A against game GICEth_psa

twist-rs?

A() there exist adversaries By, By

, isto-up-cdh ist1 -up-cdh . o ,
against games GtTVgZEOsz by op GPFVVG‘:le‘ip cdb () respectively running in the same time as A

and satisfying

cdh-psa
AdvE p

twist-rs?
for all k € N>g.
Further for every adversary A against game G

wistg-up-cdh wisty -up-cdh —
L) < 3 (AdVREP M (k) + Advies 5" (k)) + 2718

scdh-psa
Ewaist-rs’t ist dh twist dh
. . . . wisto-up-sc wisti -up-sc

its DDH-oracle there exist adversaries Bo, Bi against Gigen's, () or Grgens, ()
respectively, making at most QQ queries to their DDH-oracles and running in the same time as

A, which satisfy

scdh-psa
AdvE py

twist-rs?
for all k € N>¢.

A() making at most Q queries to

A1) = 3 (AVEEIEY ™ (8) + AQVRZ = 0) 2

Proof. We prove the statement on sCDH-PSA. The statement on CDH-PSA can be shown
analogously. Let £ € N>¢ and A be an adversary against the strong CDH game with respect

to EGl,isire- Consider games Go and G; defined in Figure 25. Note that G is the usual
sCDH-PSA game with respect to eeg family EG! . . and adversary A and that condition

G # | always holds. We obtain

scdh-psa
AdvE py

twist-rs>

(k) = Pr(Go(k)] - (12)
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Game Go(k) INtT(7)

7 s AII\'IT,DDH(lk) P s Py

Return (Z =g AG # 1) E?E(]L;;l) <—$>TG32¥(1IC(7<121 ) VG
0/)>90,M0) < Go; 1):91,11) < Gy

Game G (k) G}(k) G<—Ego x Ei; g+ (90,91)?%—”0%1

Z s ANTPPH(1E) G« ((G),n,9); G « (G, p)

Return (Z =g AY e E; NG # 1) x s 7y

ppu(Y, Z) y s EG . ...S(1F 7, Q)

X +—g% Y« g

Return (Y* = 2) Return (G, X,Y)

Figure 25: Games for the proof of Lemma 5.8. Both games use the same procedures INIT and
DDH. In G; we see Ej as a subset of Ey x F in the natural way.

Adversary BéNIT’DDH(lk) SIMINIT(7)

(ZO7 Zl) s ASIMINIT,SIMDDH(lk) (GO, th’ Xo, YO) +—s INIT
Return Z ((<;JIEo>, &%go) ; >G0; (<E(1>, m,)%l)GF G(lG’ :
YT 5 5 <~ 0o X Li),non1, (go, 91)); G < P
SIM?DH((SiO,SG), (Zo, Z71)) 1 s Zs Xy 4o gt
If (V"' = Z1) o X + (X0, X1); Y + (Yo, 01)
then return DDH(Yp, Zp) Return (G, X,Y)
Return false

Figure 26: Adversary for the proof of Lemma 5.8.

In game Gg let d’ denote the indicator random variable taking value 0 if ¢ € Ey, 1 if ¢¥ € E;
and L if y = L. We have Pr[G;] = Pr[Go A d’ = 1]. This yields

Pr[Go (k)] — Pr[Gy (k)] < Pr[Go(k) Ad = 0] + Pr[d = 1]
< Pr[Go(k) | d' = 0] 4 274%) (13)

and

Pr[Gy (k)] = Pr[Go(k) Ad = 1] < Pr[Go(k) | d' =1] . (14)

We construct adversaries By and By against GtT“gzz‘i_B‘ép_Sth(-) or GtTWGIZEIEP_Sth(‘) respectively,

which satisfy
Pr[Go(k) | d' = 0] < 3AdvE 3z (k) (15)
Pr[Go(k) | d = 1] < 3AdVZR AP (k) (16)

Plugging this into Equations (12) to (14) yields

AdVEGT™ (k) < 3 (Advigays ™" (k) + Advich g (k) + 27

twist-rs»

as desired.
We show how to prove equation (15); equation (16) can be obtained in a similar way. Consider
adversary By of Figure 26, which provides A with a simulation of game Gy(k) conditioned on
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the event d’ = 0. Note that A solving its challenge implies that Zj is a correct solution to By’s
challenge.

We now proceed to analyze By’s success probability. By definition of By, the value G
generated by By consisting of prime p and the description of group G’ is distributed as in Go(k).
Furthermore —as in game Gq(k)— the group element X generated by B is uniformly distributed
on Ey x Ey and procedure SIMDDH is a perfect simulation of the DDH oracle of Go(k). However
by definition of GtTWGIZtS;;;p_Sth(k:) the value Y is uniformly distributed on Ey C Ey x Fy, while in
G conditioned on d’' = 0 it is distributed as Y = ¢¥, where y s EG! ; ,«.S(1%, 7, G), with the
additional condition that Y € Ey. We conclude the proof by showing that A — even on input
(G, X,Y) with Y ~ Ug, — looses at most a factor of 3 in its success probability of computing
g.

To prove this, we condition on G. We write Prg, and Prg,,,, to indicate, whether we
consider probabilities in game Gg(k) or G%-ngﬁfgép_“dh(k). Let G € [EG! G(1*, )], where

twist-rs*

G = (G, p) and G’ = ((Ey x E1),nigri1, (o, §1)). In a first step we show that for all Yy € Eq
Prg, Y = (¥, 01) | d' =07 G = G| <3Prgy,., Yo=Y | G=G] . (17)

Let M :={Y € Egy x By | Y € Eg AEG!, .o .E(1%,G,Y) < 2F}, where we interpret Ej
as subset of Fy x F; in the natural way. In game G conditioned on the events G = G and
d' = 0 we have Y ~ U, since rejection sampling is used to generate y. We compute a bound
on |M]|. Since EG!, i .E(1%,G,0) = p < 2F, we have O € M. Now let Yy € Ep \ {Op} and

Y = (Y, 01). Write Yj in its coordinate form Yy = (Czrcy) € F}Q,. Then }7071 = (¢z, —¢y) and

Yyl = (?071’ Oy). If we assume that ¢, # 0, this by definition of EGf ;s .E implies that either
Ewaist-rs'E(1k7W7G7Y) = ZO(YE)) <p< Qk or EGfWist-rs'E(1k77T7 G’le) - lo(}/b_l) <p< 2k7

where lo : Eg — [2p + 2] is the function of Lemma 5.1. Hence either Y or Y~!is an element of
M. Since there are at most 3 points on Ey having y-coordinate 0, we obtain [M| > (1ip — 3)/2.
For all Yy € Ej this yields

Prg, [V = (Y0, 01) | d' = 0A G = G|/ Prayu, [Yo = Yo | G = ]

c M, by 1 <3
= (g—3)/2 T1-3/myg = 1—2-G-4 ="

This establishes (17). Here we use the fact that in G%nga?;g%p_“dh(k) —conditioned on the event
G = G— the value Yj is uniformly distributed on Ej. Furthermore, the second to last inequality
uses Hasse’s Theorem and the last inequality holds since k > 6.

Conditioned on the events G = G and Yy = Y adversary By provides A with a perfect
simulation of Gg conditioned on G = G and Y = (Y, Oy), which in particular implies d’ = 0.
Using Equation (23) we obtain

Prg, [Go(k) | d =0AG =G

= Y Pra, [Golk) |V = (¥,01) Ad' =0AG =G| Pr, [Y = (Y5,01) | d =0AG =G
Y(JEEO

(17) |

S Z PrGtwistO
YO EEO

wistg-up-scdh ~
= 3PrGyyu, | Gremom (k) | G =G| .

GEI_VVGi:tSE(l)P—Sth(k) | Yy = )?0 NG = G’} . 3PrGtwist0 [}/0 = Yb | G = G’}

An application of the law of total probability yields (15). O
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EGtWiSt_re.G(lk, 7T) EGtwist—re~P(1k)
p s Py Return ¢
G' = EGuwist-G(1%,p); G = (G',p) EGuuwistre-E(LF, 7, G, D)
Return G (G'p) G
D
EGtwist—rc-S(1k7 T, G) b <8 {0, 1}
(G',p) — G A EGtWist~E(1k7pa le h’)
2z s [2FH1] If z <281 —(2p+1)
If (2 < 2p) z4+z+b(2p+1)
Y+ a(2) Return z
If (EGtwist-E(1k7pa legy) < 2k+1 - (2]7 + 1)) EGtwist—re'|(1k7 , G7 Z)
return y ’
Else z <+ EGwist-E(1%,p, G, g¥) (If(;plz Cj_ 1
Else z <z — (2p+1) z;zpf(2p+1)
y < va(2) I EGuuiet.I(1%, p. G, 2)
Return y Return h

Figure 27: Definition of eeg family EGiyistre with embedding space EGiyist-re-ES(k, ) := [2FF1].
g denotes the bijection [2p + 1] — [EGiwist-S(1%, p, G')] defined in Section 5.4.

5.4 A parameter-free family using range expansion

In this section we modify the algorithms of EGiyist to obtain an embeddable group family
EGiwist-re With embedding space EGiwistre-ES(K, 7) = [2’““]. The eeg family has inversion error
EGiwist-re-ie(k) = 0 and achieves uniformly distributed embeddings. The construction is building
on a technique introduced by Hayashi et al. [HOTO04], where it is used to expand the range of
one way permutations. As in Section 5.3, the hardness CDH-PSA with respect to EGyyist-re iS
based on the hardness of the CDH problem for uniform primes with respect to TGen.

The sampling algorithm — in contrast to the construction based on rejection sampling —
needs access to only one uniformly random sampled integer, performs at most one exponentiation
in the group and uses at most one evaluation of EGyyist.E to output 4 with the correct distribution.
Furthermore, exponents sampled by EGtyist-re.-S are distributed such that the eeg family achieves
EGiwist-re-ie(k) = 0 and for every (potentially unbounded) adversary A we additionally have
AQVEER (k) = 0.

The description of EGiyist-re may be found in Figure 27. We now discuss the construc-
tion in greater detail. Let (G',p) = G € [EGiwist-re-G(k, )], where G = ((G),n,g). The
idea of the construction is to partition [EGiwist.S(1%,p, G')] into two sets My, Mo with M; U
My = [EGiwist-S(1%, p, G")], {EGuwist-E(1¥,p, G/, g¥) | y € My} = {281 — (2p 4+ 1),--- ,2p} and
{EGiwist-E(1%,p,G", g¥) | y € Ma} = {0,--- ,2¥*1—(2p+2)}. The sampling algorithm EGyist-re-S
is constructed such that for y sampled by EGiwist-re.S(1%, 7, G), the probability Pr[y = ¢/] equals
27k for all y € My and 2= 1 for all v/ € M;. Embedding algorithm EGgwistre.E on input
(1%, 7, G, h) first computes ¢ + EGiyist-E(1%,p, G', h). If ¢ € {281 — (2p+1),--- ,2p} its output
remains unchanged. Otherwise it is shifted to {2p + 1,--- ,2¥1 — 1} with probability 1/2. In
this way we achieve embeddings , which are uniformly distributed on EGgyist-re-ES(k, ) = [2FF1].

Our construction relies on the existence of a bijection g : [2p + 1] — [EGwist-S(1%, p, G')]
for all (G’,p) = G € [EGiwist-re-G(1¥,7)]. We use the bijection, which was implicitly given in the
definition of EGgyigt.S. That is, for z € [2p + 1] we define

Cr 270 if z < n
v(z) = 1 P ’
(pcrt(07 Z2—ng— 1) elsev
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where ¢¢¢ denotes the canonical isomorphism Z,, X Z,,, — Zy,.

Theorem 5.9. EGyyisre as specified in Figure 27 is an embeddable group family with embedding
space EGiypistre-ES(k, ) = [2F1] and inverson error EGiyist.re-ie(k) = 0. Furthermore EG yisi-re
has pseudorandom embeddings. More precisely, for every (potentially unbounded) adversary A
we have

Adveg,,.,..a(K) =0 .

Proof. Let k € N and (G',p) = G € [EGuyist-re-G(1¥)], where G’ = ((G),n,g). It is easy to
verify that EGiwistre.l is able to retrieve g¥ from EGiyistre.E(1%, 7, G, g¥) for m1 = £ and all
G € [EGiwist-re-G(1%,7)] and y € [EGwistre-S(1%, 7, G)]. This implies EGiyistre-ie(k) = 0.

Let A be an adversary against the embedding pseudorandomness game of Figure 12 with
respect to EGiyistre. Since EGiwist-re is parameter-free, the parameter 7 that A provides to
INIT does not influence its success probability in the security game. Hence to show that
AdveErg;vazire’ (k) = 0 it suffices to show that elements sampled and embedded using EGyist-re’s
algorithms are distributed uniformly on EGiyistre-ES(k, 7). Let M := [EGiwiss-S(1%, p, G)]. We
partition M into two disjoint sets via

My := M N {y € Zy | EGuisi-E(1F,p, G, g¥) > 2571 — (2p + 1)}
M2 =Mn {y € Zn | EGtwist'E(lkapa G,agy) < 2k+1 - (2p+ 1)}

We have to show that EGtwist_re.E(lk, 7, G, ¢Y) is uniformly distributed on embedding space
EGiwist-re-ES(km, ) = [2FF1] for y <= EGiwistre-S. As an intermediate step we prove the following
claim.

Claim 5.10. Let i/ € M and y < EGiwist-re.S(1%, 7, G). Then

2~ if o/ e My
2~k if y/EMQ.

Prly =y = {

Denote by £ the event that EGiyistre.S returns y in line 4 of its definition. Since z +—
EGiwist-E(1%,p, G7, g¥¢(?)) is a bijection we have Pr[£] = (2811 — (2p 4+ 1))/25*! and Pr[-&] =
(2p +1)/2F1. Hence

Prly =y | €] —{

0 for v € M,
1/(2F1 — (2p 4 1)) fory' € My

Now assume that £ does not occur. Then y is uniformly distributed on M. This holds since
in this case y = 1)g(z) where z ~ Ujgp, ). Summing up we obtain

2k+1_(2p4-1 1 2p+1 1 e !
P [ . /} o 0- gkg—l ) + 2p+1 2212-4-1 = oFF1 lfy e M
ry=yv,]= 1 2k+1_(2p+1) + 1 2p+1 2 if v € M ’
2FFT—(2p+1) ok+1 opt1 ok+T — ghrr Y 2

which proves Claim 5.10. Building on Claim 5.10 we show that embeddings under EGiyigt-re-E
are uniformly distributed on the embedding space. For z € [2¢T!] consider the probability

p(z) = Pr [EGtWiSt‘Te'E(1k7 T, Ga gy) = Z} for Y EGtwist—re'S(lka U G)
e Case 1: z < 2M1 —(2p +1).

Then p(z) = Pr [Ectwist.Eak,p, G gV)=2/Nb= 0} = 1/2-27F = 27+ The last
equality is due to Claim 5.10 using that in this case y € Ms.

39



Game Go(k) INtT(7)

7 s AII\'IT,DDH(lk) p s Py

Return (Z =g AG # 1) E?E(]L;;l) <—$>TG32¥(1IC(7<121 ) VG
0/, 90,M0) < Go; 1),91,n1) < Gy

Game G (k) G}(k) G<—Ego x Ei; g+ (90,91)?%—”0%1

7 s AIMT,DDH(lk) G« (<G>,n,g), G «— (G/,p)

Return (Z =g AY e E; NG # 1) x s 7y

ppu(Y, Z) y s EGiyistre.S(1¥, 7, G)

X +—g% Y« g

Return (Y* = 2) Return (G, X,Y)

Figure 28: Games for the proof of Lemma 5.11. Both games use the same procedures INIT and
DDH. In G; we see Ej as a subset of Ey x F in the natural way.

e Case 2: 2M1 — (2p+1) < 2 < 2p.
In this case p(z) = Pr {EGtWiSt.E(lk,p, G g¥) = z} = 2= (k+1) " Again the last equality is
due to Claim 5.10 using that in this case y € M;.

o Case 3: z > 2p.
Then p(z) = Pr [EGtwiSt.E(lk,p, G,¢%)=z—2p+1)ANb= 1} =1/2-27F = 2=(k+1) Here
the last equality is due to Claim 5.10.

Summing up EGiwistre-E(1%, 7, G, ¢¥) is uniformly distributed on EGiwist-re.ES(E, ) for expo-

nents y sampled with EGiyistre-S(1¥, 7, G), which completes the proof. O
As in the case of EG! . .., we obtain that —assuming that TGen invoked on randomly

sampled prime p returns a secure curve-twist pair— CDH-PSA with respect to eeg family
EGtwist-re is hard.

Lemma 5.11. Let EGyyistre be the eeg family defined above with underlying curve-twist generator
TGen. If the (strong) computational Diffie-Hellman assumption holds with respect to TGen, the
(strong) computational Diffie-Hellman assumption holds with respect to EGyyistre-

Concretely, for every adversary A against game G(EdGli;isfm A(+) there exist adversaries By, By

against games Gfrvgzaoégp_th(-) 0 Gfrvgzall;';p_(:dh(-) respectively running in the same time as A
satisfying
cdh-psa twistg-up-cdh twist -up-cdh
Advgd P (k) < 2 (AdvREaP " (k) + Advien 5o (k) ).

Furthermore, for every adversary A against GSECSZZSZA() making at most QQ queries to

its DDH-oracle there exist adversaries By, B1 against G‘}ngafl;‘;p_s‘:dh(-) or G‘}“’Gizafl;?p_Sth(-)
respectively running in the same time as A and making at most QQ queries to their DDH-oracles,

which satisfy

scdh-psa twistg-up-scdh twist, -up-scdh
Advdt P (k) < 2 (AdvREaP ™ (k) + Advign 2o () ).

Proof. We prove the statement on sCDH-PSA. The statement on CDH-PSA can be shown
analogously. Let k € N and A be an adversary against the sCDH-PSA game with respect
to EGiwist.re- Consider games Gg and G defined in Figure 28. Note that Gg is the usual
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Adversary By"™"PP (1) SIMINIT(7)

(ZO, Zl) s ASIMINIT,SIMDDH(lk) (GO, G1,p, Xo, YO) s INIT
Return Z, (E;O,Tlo,go) — Go; (BE1,n1,01) < Gy /
SIMPDH<(YE)7Y1)> (Zo, Z1)) xGl :$%Z;<)€1£0;§1’ (90,90)), G = (&)
It (Vi = Zy) o X + (X0, X1); Y < (Y5,01)

then return DDH(Yp, Zp) Return (G, X,Y)
Return false

Figure 29: Adversary for the proof of Lemma 5.11.

sCDH-PSA game with respect to EGtywist-re and adversary A, and that condition G # | always
holds. We obtain

AdVESIP (k) = Pr{Go(k)] - (18)

In game G let d’ denote the indicator random variable taking value 0 if Y € Ey and 1if Y € Ej.
This yields

Pr[Gi(k)] = Pr[Go(k) A d = 1] < Pr[Go(k) | d = 1] , (19)

Pr[Go(k)] — Pr[Gi(k)] = Pr[Go(k) A d = 0] < Pr[Go(k) | d = 0] . (20)

. . twistg-up-scdh twist1-up-scdh
We construct adversaries By and By against games Grge, 5, (1) and Grgen 5, (+) respec-

tively, which satisfy

Pr[Go(k) | d' = 0] < 2Advigg ™" (k) (21)
Pr[Go(k) | d = 1] < 2AdvyE 3P (k) (22)

Plugging this into Equations (18) to (20) yields
AQVEGTE™ (k) < 2 (Advagiyg ™" (k) + Advrg 5P (1))
as desired.

We show how to prove equation (21); equation (22) can be obtained in a similar way. Consider
adversary By of Figure 29, which provides .4 with a simulation of game Gg(k) conditioned on
the event d’ = 0. Note that A solving its challenge implies that Zj is a correct solution to By’s
challenge.

We now proceed to analyze By’s success probability. By definition of By the value G
generated by By consisting of prime p and group G’ is distributed as in Go(k). Furthermore —as
in game Gg(k)— the group element X generated by B is uniformly distributed on Ey x E; and
procedure SIMDDH is a perfect simulation of the DDH oracle of Go(k). However by definition of

G%-VVGiZEOES%p_Sth(k) the value Y is uniformly distributed on Ey C Ey x E1, while in Gg conditioned

on d = 0 it is distributed as Y = ¢¥, where y s EGiyistre.S(1%, 7, G), with the additional
condition that Y € Ey. We conclude the proof by showing that A — even on input (G, X,Y)
with Y ~ Ug, — looses at most a factor of 2 in its success probability of computing g*¥.

To prove this, we condition on G. We write Prg, and Prg,,,, to indicate, whether we

consider probabilities in game Gq(k) or G%-“’Giza[i%p_“dh(k). Let G € [EGiwist-re-G(1¥, )], where
G= (é’,ﬁ) and G/ = ((Eg x E’1>,ﬁoﬁl, (go,1)). In a first step we show that for all Y, € E

Pra, |V = (Y0,01) | d' =0AG =G| <2Prg Yo=Y | G=G] . (23)
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As seen in the proof of Theorem 5.9, integers sampled by EGiwist-re.S(1%, 7, G’ ) either occur
with probability 27 or 27(*+1), This yields Prg, [d’ =0]|G= G} > 1ip/2F*1. Hence for all
3;0 € Eo

Prg, Y = (Y,01) | d' =07 G =]
PrGtwistO [Y = YO | G = é:|

- Pr, [Y = (Y, 01) Ad =0] G =]
_PrGO[df:mG:é] PrGuyi Yo = Y0 | G =G

This establishes (23).

Conditioned on the events G = G and Yy = Yy adversary By provides A with a perfect
simulation of Gg conditioned on G = G and Y = (Yp, O;), which in particular implies d’ =
Using Equation (23) we obtain

Pr, [Go(k) | d =0AG =G|

= Y Pra, [Gok) |V = (¥,01) Ad' =0AG =G| - Pr, [Y = (Y5,01) | d =0AG =G
Y()EE()
(23) twistg-up-scdh Y, A N Vs _ A
S Z PrGtWiSEO {GTGen,BO (k) ’ }/b - }/0 /\ G - G:| ’ 2PrGtwist0 |:Yb - }/0 | G - G:|
Y()EE()
wistg-up-scdh ~
= 2PrG o, | Gremar (k) | G =G .

An application of the law of total probability yields (21). O

6 Efficiently embeddable group families from Elligator curves

Let p a k-bit prime and F, a field of order p. In [BHKL13] Bernstein et al. consider elliptic
curves I/ with special properties defined over F,,. They introduce two maps — Elligator 1 and
Elligator 2 — mapping the set [(p + 1)/2] injectively to a subset S C E. Since by Hasse’s
theorem |E| ~ (p + 1), S covers approximately half of all curve points. To sample elements
from S, [BHKL13] proposes an algorithm using rejection sampling. As pointed out in [BHKL13],
sampling uniformly from .S and applying the inverse of the injective map on the sampled curve
point yields an uniformly distributed element of [(p + 1)/2].

In this section we discuss how this result may be interpreted as eeg family EGY; with p
serving as parameter. We furthermore show, that sCDH-PSA with respect to EGYs is hard, if
one is willing to assume that for any choice of p it is possible to find secure Elligator curves. In
the last part of the section we construct a variant of EGys, which is parameter-free and whose
security is based on the weaker assumption that for randomly sampled p it is possible to find
secure Elligator curves.

6.1 Injective maps into elliptic curves

We first describe the two injective maps Elligator 1 and Elligator 2 of [BHKL13| mapping integers
z € [(p+1)/2] to points on particular elliptic curves defined over F,,, where p is a k-bit prime.
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ELLIGATOR 1. The map for Elligator 1, which we denote by ¢1, may be defined for primes p
with p = 3 mod 4. It maps elements of [(p + 1)/2] to points of an appropriately chosen complete
Edwards curve defined over F,. Complete Edwards curves are elliptic curves E defined by an
equation of the form 22 + y? = 1 4 da?y? for some d € F,\{0,1}. It is well known that Edwards
curves contain a point of order 2, meaning F has even order. Elligator 1 furthermore requires that
the curve parameter d can be written as d = —(c+ 1)2/(c — 1), where ¢ = 2/5? for some s € Fy
with —2 # s? # 2. As pointed out in [BHKL13], in this situation we have d € F,\{0,1}. Hence
F is indeed a complete Edwards curve. ¢q is derived from an efficiently computable function
¢: F, — E, which was first introduced in [FJT13], satisfying ¢! (¢(2)) = {—2, 2} for all z € F,,
Hence restricting ¢ to the set [(p+1)/2] yields an injective map t1 := @(p4+1)/9: [(P+1)/2] — E.
Since by Hasse’s theorem ||E| — (p + 1)| < 2,/p, the image of +; covers roughly half of all curve
points. Furthermore, ¢; can be efficiently inverted and containment in the image of ¢; can be
efficiently checked.

ELLIGATOR 2. The map for Elligator 2, denoted by ¢o is applicable to elliptic curves defined
over a field F,,, where p is a prime satisfying p = 1 mod 4. It maps to a curve £ defined by an
equation of the form y? = 23 + ax? + bx, where a,b € [F, such that ab(a® — 4b) # 0 and a? — 4b
is not a square modulo p. Again, such curves contain a point of order 2, meaning F has even
order. [BHKL13] constructs an efficiently computable map ) mapping elements of F,, to E such
that for all z € IF,, the preimage of ¢(z) is given by {z, —z}. Analogous to the construction from
above setting t2 := 9[((p41)/2): [(p +1)/2] — E yields an injective map with an image covering
roughly half of all curve points to E. Again, ¢ is efficiently invertible and membership of a
point in im(e2) can be efficiently checked.

ELLIGATOR CURVE GENERATORS. [BHKL13| points out that a fraction of roughly 1/16 of all
elliptic curves E over all prime fields can be written as a complete Edwards curve fulfilling the
additional conditions necessary for the application of Elligator 1. Elligator 2 on the other hand
is applicable for a fraction of curves of even order over prime fields F, with p =1 mod 4. Hence
it seems reasonable to assume similar as in Section 5.1 that it is possible to efficiently generate
k-bit primes p and elliptic curves E over I, compatible with the map Elligator 1 or Elligator 2
respectively. For 0 € {1,2} we denote by Ps, the set of k-bit primes, which are compatible with
the Elligator  map. That is

Pir:={p€Pr|p=3modd}; Pay:={p€Pr|p=1mod4} .

Definition 6.1. An Elligator 1 curve generator EllGen; on input of security parameter 1* and
prime p € Py returns a secure cyclic elliptic curve G = ((E),n,g), where E is defined via
the equation z* + y*> = 1 + dz*y* over prime field F,, has even order n and is generated by
g. Here we require that d can be written as d = —(2/s* +1)%(2/s*> — 1)* for some s € F}; with
—2+4 5242,

An Elligator 2 curve generator EllGeny on input of security parameter 1¥ and prime p € Po k.
returns a elliptic curve G = ((E),n,g), where E is defined via the equation y?> = x3 + ax? + bz
over a primefield F,, has even order n and is generated by g. Here we require for a and b it
holds that ab(a® — 4b) # 0 and a® — 4b is not a square modulo p.

COMPUTATIONAL PROBLEMS ASSOCIATED TO EllGen; AND EllGensy. Let 6 € {1,2} and EllGen;
be an Elligator ¢ curve generator. Similar to Section 5 we give two variants of the strong

computational Diffie-Hellman problem with respect to EllGens. Consider games G‘Ellll‘g:,f’;idh()
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ells-cp-scdh
Game GEIIGené,A (k)

7 s AINIT,DDH(lk)
Return (Z = ¢g*¥)
ppu(Y, Z)

Return (Y?* = Z)

INIT(7)

p—T

If (p ¢ Psy) then return L
G <s EllGens(1%, p)
(E);n,g) < G

T8 L, Y 5 Ly

X—g% Y —gY

Return (G, X,Y)

ells-up-scdh
Game GEIIGené,A (k)

7 s AINIT,DDH(lk)
Return (Z = ¢g*V)
ppH(Y, Z)

Return (Y* = Z)

INIT

D s Ps i

G <s EllGens(1%, p)
(E),n,g) « G

T =5 L Y <5 Lo,
X+ g Y+ g

Return (G, p, X,Y)

Figure 30: Games for the strong Diffie-Hellman problem for chosen (uniform) primes with respect
to Elligator § curve generator EllGens and adversary A.

and G‘Eﬂll‘g;]i_jdh() of Figure 30. We define the advantage functions
115-cp-scdh 115-cp-scdh

AdVeEnéG:ri,sj (k) = Pr{GeEnéGecriiz (k?)] )
11;-up-scdh 115-up-scdh

AdVeEnéG;ijZ (k) =Pr {GEMSG;SSEX (7‘3)} .

We say that the strong computational Diffie-Hellman assumption for chosen Suniform) primes
holds with respect to EllGeny if the advantage Advglll‘g:f;ﬁdh(-) (or Adv'éllll‘g;ifi ") respectively)
is negligible for every adversary A. Since Elligator curves are always of even order hence transform
eegToKE2 cannot be applied, we do not consider CDH over Elligator curves.

6.2 An eeg family from Elligator curves

Let k € N, 6 € {1,2}, p € Psj, and EllGen; an Elligator ¢ generator. For G = ((E),n,g) €
[EllGens (1%, p)] we let v5: [(p 4+ 1)/2] — E denote the Elligator § map. In [BHKL13] Bernstein
et al. propose to use rejection sampling to sample uniformly from im(¢5). Curve points sampled
in this way then can be embedded in [(p + 1)/2] using ¢; *. Generating an Elligator § curve and
using the sampling and embedding algorithms described above can be seen as an eeg family
with embedding space [(p + 1)/2], where the prime p serves as parameter. A comprehensive
description of the eeg family EG£H5 may be found in Figure 31. We obtain the following.

Lemma 6.2. Let (: N — N be a polynomial, 6 € {1,2} and EllGens an Elligator 6 curve
generator. EGill& of Figure 31 is an eeg family with embedding space EGZ;M;.ES(k:, )= [(p+1)/2],
where m = p. Further it has pseudorandom embeddings and for k > 4 its inversion error is
bounded by (2/3)'%). More precisely for every (potentially unbounded) adversary A and k > 4
we have

Adv ™, (k) < (2/3)1)

Proof. Let k € N>y, p = € EGY5.P(1F) and G € [EGYy5.G(1%,7)]. By £ we denote the event
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that EGYy5.S(1%, 7, G) outputs L. We show Pr[£] < (2/3)®). Then the result follows analogous
to Lemma 5.7.
By Hasse’s inequality n < p + 1+ 2,/p. Furthermore [im(s5)| = (p +1)/2. Hence

1)/2 1 2
Priy gim() <1 - LIy Lt
p+1+2p 24 27k/242 = 3
where the last inequality holds since k > 4. This implies Pr[£] < (2/3)4*). O

Assuming that there is no inherently bad choice of the parameter ™ = p, i. e. it is possible to
find secure Elligator ¢ curves independently of the (possibly subverted) parameter m, sSCDH-PSA
is hard with respect to EGY,5. More formally, we obtain the following.

Lemma 6.3. Let £ : N — N be a polynomial, 6 € {1,2}, EllGens an Elligator § curve generator
If the strong computational Diffie-Hellman assumption for chosen primes holds with respect to
EllGeng, then the strong computational Diffie-Hellman assumption holds with respect to EGﬁm.

More precisely, let A be an adversary against GSECGdl}l_psaA(J. Then for all k > 4
elld-rs?

dh- 115 -cp-scdh ¢
Advigr (k) < 3Advigen 5 (k) + (2/3))
Proof. Let k € N>4. We condition on parameter m and group G. Note that A by definition of
EGYs.G cannot succeed in the sCDH-PSA game with respect to Egﬁud, if it does not provide
a parameter satisfying 7 € Psy. Hence let p = 7@ € Psy, and G € [EGY5.G(k,7)], where

G = ((E),,§). Note that games GsEcgz}l_pj(k) and Gglﬂl‘g:f:idh(k) conditioned on the events
ellé’ ’

m =& and G = G only differ in the distribution of the group element Y. In GS%P% (k)

EG£1157“4

conditioned on the events m = 7, G = G and y # L the element Y is distributed uniformly on
the set im(ts), which has size (p+1)/2. On the other Hand, in Geéllll‘ggfgﬁdhfk) conditioned on
the events m = 7 and G = G the element Y is distributed uniformly on £. We write Prg,,

to indicate whether probabilities are taken in game G"™P5 () or GeEllll‘ggf;deh(k).

and Prg EGE,, A

ellgen

Using Hasse’s inequality we obtain for every Y € E

PrGeg{Y:}}]y#L/\Gzé/\ﬂ:fr] p+1+2p

Prag

YZYIG:G*Aw:ﬂ = (p+1)/2 <3, (24)

ellgen |:

where the last inequality holds since k > 4. Conditioning on Y yields

scdh-psa ~ 5
PrGeg {GEGQI;A (k) ly#LANG=GAm= 7r]

< ZPrGeg[GSth'psa(k)]Y:?/\G:G’/\w:fr] Pre, Y =Y [y#£ LAG=CGAr=7|

- EGﬁllé”A
Yek
(27) ells-cp-sc ¥ ~ ~ < ~ ~
<3 Prag,. |Gaieer (k) | Y =V AG =G Am=7| Prag,., |V =V |G =CGAr =7
YeE
ells-cp-scdh A ~
= 3 PrGellgen {GEII(SGeri,.A (k) | G = G /\ ™= 7T:| : (25)
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EG.y5-P (1) EGLs.S(1*,7,G) EGLs-E(1%, 7, G, h)
PsPsp; ™ p ((E),n,g) + G If (h € im(i5))
Return 7 For ¢* =1to ¢ return ¢5 ' (h)
EGﬁué.G(lk, ) })fo yyess.Zn Else return 0
p—TmT (gt € lm(b)) EG£115.|(1]€, T, Ga C)
If (p & Ps) return L Ret ' Ern 4 Return ¢5(c)
G s EllGens(1%, p) et
Return G
EGﬁll&—rs'P(lk) EGgllé-rs‘S(lkvﬂ—vG) EGﬁll&—rs‘E(lkvﬂvG’h)
Return ¢ (G',p) + G If (h e im(L(;l))

¢ k E)n,g) « G return ¢5  (h
M (P<‘or>€* :9)1 to £ Else return(;()( )
p s Ps
G’ +s EIIGen(;(lk',p) Do Yy <_$_Zn EGgllé—rs'|(1k7 , Gﬂ C)
G+ (G',p) It (gy_el im(ce)) b Return ¢5(c)
Return G If (157 (9) <2777)

return y
Return L

Figure 31: Description of eeg families EGYyjs and EGYys.. for 8 € {1,2} and Elligator § generator
EllGens. t5 denotes the injective Elligator 6 map [(p + 1)/2] — E.

Furthermore,

[ scdh-psa A o~
Pra,, |Gra P (k) [ G = G nm = w}

< Prg,, Gsécggll;;j(k)]y#J_/\G:é/\W:ﬁ +PrGeg{y7éJ_|G:C~¥/\7T:7~r}

scdh-psa A
< Prg,, _GEGﬁll(g,A(k) ly#LANG=GA~

7| + (2/3)¢F). (26)

Here we use, that Prg,, {y =1|G=GAn= 7| < (2/3)“*) for all parameters # € Psj and

groups G € [EGY5.G3(1%, 7)], which was shown in the proof of Lemma 6.2. Combining Equa-
tions (25) and (26) and an application of the law of total probability yields the claim. O

6.3 A parameter-free eeg family from Elligator curves

Let 6 € {1,2}. In this section we give an alternative construction EGYs . of an eeg family from
Elligator 6. The construction is parameter-free; prime p used to sample the Elligator curve is
now generated during the execution of EGYs...G. The property that embeddings are elements
of the new embedding space EGYys...ES(k, 7) = [252] is ensured by imposing a second rejection
condition in the sampling algorithm. A comprehensive description of the algorithms of EGYs
may be found in Figure 31. We obtain the following.

Lemma 6.4. Let £: N — N be a polynomial, 6 € {1,2} and EllGens an Elligator § curve
generator. EGYys_ . of Figure 31 is an eeg family with embedding space EGY);5.ES(k, ) := [2F2].
Further it has pseudorandom embeddings and for k > 6 its inversion error is bounded by (4/5)°*).
More precisely for every (potentially unbounded) adversary A and k > 6 we have

AdVeEIg{;ZS,:(k) < (4/5)(k)
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Proof. Let k € N, p = m € EGY5...P(1¥) and G € [EGYs...G(1%,7)]. By £ we denote the
event that EGYs ..S(1%, 7, G) outputs L. We show Pr[£] < (4/5)/®). Then the result follows
analogous to Theorem 5.7.

Let M = {y € Zy: ¢¥ € im(15) A 15 (g¥) < 2872}, Then |M| = 2¢=2. Further by Hasse’s
inequality n <p+1+2,/p <2F+ 2k/2+1 We obtain

- ok—2 1 _4
Prly ¢ M] <1-— SR =L T ok S
where the last inequality holds since k > 6. This implies Pr[£] < (4/5)4*). O

Assuming that for randomly chosen p it is possible to find secure Elligator § curves, sCDH-PSA
is hard with respect to EGYys. More formally, we obtain the following.

Lemma 6.5. Let £ : N — N be a polynomial, § € {1,2}, EllGens an Elligator § curve generator.
If the strong computational Diffie-Hellman assumption for uniform primes holds with respect to
EllGengs, then the strong computational Diffie-Hellman assumption holds with respect to EGYy;.. ..

More precisely, let A be an adversary against Gzcg?_psaA(-). Then for all k € N>g
ells-rs?

scdh-psa ells-up-scdh
AdvEGﬁll:_)m,A(k) < BAdvg g 1 (k) + (4/5))

Proof. Let k € N>g. Consider GeEllll‘SG_;gfzdh(k) of Figure 30. For consistency with the sCDH-PSA

game with respect to EGYs.,. we write G = (G’,p), where p is the prime and G’ the Elligator

curve returned on queries to INIT in game G%l"g;g—jdh(k). Note that the game differs from game

GSth_psaA(k:) of Figure 13 only in the distribution of the group element Y. Let (é’,ﬁ) =Ge¢

4
EGellJ—rs’

[EGY5.0s.G(k, m)], where G = ((E), 1, ). In GSth_psaA(k) conditioned on the events G = G and

EGﬁ]l(;—rs’
y # L the element Y is distributed uniformly on the set {Y € im(z5) | EGYs.0e-E(1%, 7, G, Y) <
2621 which has size 2=2. On the other Hand, in GeEllll‘SG_;gfidh(k) conditioned on the event G = G

the element Y is distributed uniformly on E. We write Prg,, and Prgengen to indicate whether

EG!

probabilities are taken in game G4Ps (k) or G(Ellll‘g;i _deh(k). Using Hasse’s inequality we
elld-rs? ’

obtain for every Y € E

PrGeg[Y:}N/|y7éJ_/\G=C~;] ok 4 ok/2+1

- - —— <5, (27)
PrGellgen |:Y = Y | G = G:| 2k ?
where the last inequality holds since k > 6. Conditioning on Y yields
dh- ~
Prg,, {GISECGﬁ“;iSzA(k) ly# LANG= G}
<y PrGeg[Gzcgf‘PSjA(k) yyzimazé} -PrGeg[Y:ff \ y;éL/\G:G‘}
VGE ells-rs
(27) ells-up-scdh ” ~ > =,
S 5 Z PrGellgen |:GE||5GenI?5,.A (k) | Y=Y A G = G:| ’ PrGellgen |:Y =Y ’ G = G:|
YeE
ells-up-scdh A
= 5PrGellgen |:GE||5GenI;,A (k) | G = G:| : (28)
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Furthermore,

[ scdh-psa A
Pra., | GEa™ ()| G = G}

< Prg,, GESEL; L) ly#LAG = é} +Prg, |y # 1 |G =0

< Pra,, |G () |y # LAG =G|+ (4/5)®. (29)
L ellé-rs?

Here we use, that Prg,, [y =1|G= (}} < (4/5)4*%) for all G € [EllGen,(1%, )], which was
shown in the proof of Lemma 6.4. Combining Equations (28) and (29) and an application of the
law of total probability yields the claim of the lemma. O

RANGE EXPANSION? It seems not possible to transform EGY,s into a parameter-free eeg
family using the range expansion technique applied in Section 5.4 to twisted elliptic curves.
This technique for each Elligator § curve with corresponding Elligator map s would require an
efficiently computable bijection 1) mapping elements of the set [(p+1)/2] to {y € Z,, | ¢¥ € im(s5)}.
However we are not aware of the existence of maps with this property, which would furthermore
give a way of sampling uniformly from {y € Z,, | ¢g¥ € im(i5)} without having to rely on rejection
sampling.
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