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Abstract

Since May (Crypto’02) revealed the vulnerability of the small CRT-exponent RSA using
Coppersmith’s lattice-based method, several papers have studied the problem and two major
improvements have been made. (1) Bleichenbacher and May (PKC’06) proposed an attack for
small d, when the prime factor p is significantly smaller than the other prime factor ¢; the
attack works for p < N468, (2) Jochemsz and May (Crypto’07) proposed an attack for small
d, and d, when the prime factors p and g are balanced; the attack works for d,,d, < N°973.
Even a decade has passed since their proposals, the above two attacks are still considered as the
state-of-the-art, and no improvements have been made thus far. A novel technique seems to be
required for further improvements since it seems that the attacks have been studied with all the
applicable techniques for Coppersmith’s methods proposed by Durfee-Nguyen (Asiacrypt’00),
Jochemsz-May (Asiacrypt’06), and Herrmann-May (Asiacrypt’09, PKC’10). In this paper, we
propose two improved attacks on the small CRT-exponent RSA: a small d, attack for p < N%®
(an improvement of Bleichenbacher-May’s) and a small d,, and d, attack for d,,d, < N122
(an improvement of Jochemsz-May’s). The latter result is also an improvement of our result
in the proceeding version (Eurocrypt ’17); dp,d; < NO-091 " We use Coppersmith’s lattice-
based method to solve modular equations and obtain the improvements from a novel lattice
construction by exploiting useful algebraic structures of the CRT-RSA key generation equation.
We explicitly show proofs of our attacks and verify the validities by computer experiments. In
addition to the two main attacks, we also propose small d, attacks on several variants of RSA.
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1 Introduction

1.1 Background

Let N = pqg be a public RSA modulus whose prime factors p and ¢ are usually the same bit-
size. A public exponent e and a secret exponent d satisfy ed = 1 mod (p — 1)(¢ — 1). For
encryption/verifying (resp. decryption/signing), the heavy modular exponentiation of e (resp.
d) modulo N has to be computed. To achieve fast computation, a simple solution is to use a
small public or secret exponent. However, Wiener [Wie90] showed that a public RSA modulus is
factorized in polynomial time when the secret exponent is too small such that d < N%25. Boneh and
Durfee [BDO00] revisited the problem with Coppersmith’s lattice-based method [Cop96b, How97]
and improved the bound to d < N°?%, Furthermore, in the same work, the bound was improved to
d < N%292 by exploiting sublattice structures from the previous one although the proof is involved.

To simultaneously thwart the small secret exponent attack and achieve fast decryption/signing,
the Chinese Remainder Theorem (CRT) is often used as described by Quisquater and Cou-
vreur [QC82|. Instead of the original secret exponent d, there are CRT-exponents d,, and d, that
satisfy

edy=1 mod (p—1) and ed;=1 mod (¢—1).

The PKCS#1 standard [PKC]| has specified that an RSA secret key should be (p, q,d, d,, dq, qp_l),
where d), and d,; are the CRT-exponents.

Then a natural question to ask is whether there exist analogous attacks of the Boneh-
Durfee [BD00] to the small CRT-exponents. The first affirmative answer was given by May
(Crypto’02) [May02]. May analyzed the unbalanced RSA whose prime factor p is significantly
smaller than the other prime factor ¢, and proposed an attack for a small d, with an arbitrary
large d,,. The paper contains two attacks, where the former attack works for p < N 0382 The latter
attack works only for smaller p, however, is better than the former attack for p < N°23 in the sense
that a larger d, can be recovered. Since May’s attack works only in the unbalanced setting, it is
an interesting open question if the attacks can be improved to cover the balanced RSA.

Subsequently, several improved attacks on the small CRT-exponent RSA have been proposed.
Bleichenbacher and May (PKC’06) [BMO06] revisited May’s work [May02] in the same attack scenario
and proposed an improved attack. The attack works for a larger p such that p < N946® and recovers
a larger d, than May’s attack for any size of p. However, Bleichenbacher-May’s improved attack
could not still cover balanced prime factors. To attack the balanced RSA, Bleichenbacher and May
analyzed other attack scenarios, where both d, and d; are small in the same work. They proposed
an attack which works when e is significantly smaller than N. Although the same situation was
already studied by Galbraith et al. [GHMO05], Sun and Wu [SWO05], their attacks only work for a
smaller e. Finally, Jochemsz and May (Crypto’07) [JMO7] proposed the first attack that works for
a full size e when dp, d,; < NO-073,

In the past decade, no improved attacks of Bleichenbacher-May [BMO06] and Jochemsz-
May [JMO07] have been proposed. Hence, following these attacks seems to be the best way
to study the security of the CRT-RSA. Indeed, until recently, several papers followed the at-
tacks and reported the vulnerabilities of the CRT-RSA, e.g., an attack on Takagi’s RSA [SIK11],



an attack on the RSA with multiple exponent pairs [PHL'15], and partial key exposure at-
tacks [BM03, LZL14, SM09, TK15, TK16b].

1.2 Technical Hardness

Coppersmith introduced two lattice-based methods; to solve a modular equation [Cop96b] and
an integer equation [Cop96a]. May’s attack and Bleichenbacher-May’s attack used the former
method whereas Jochemsz-May’s attack used the latter method. Both methods first construct a
lattice and then solve equations with a small root in polynomial time using the LLL lattice reduc-
tion [LLL82|. In this research area, constructing better attacks is equivalent to designing better
lattices that reflect the more useful algebraic structure of the equation. For the purpose, several
useful strategies and techniques for lattice constructions have been introduced thus far. Currently
best known small CRT-exponent attacks [BM06, JM07, May02] are based on the state-of-the-art
lattice constructions; the Durfee-Nguyen technique (Asiacrypt’00) [DNOO] and the Jochemsz-May
strategy (Asiacrypt’06) [JMO06]. Since the Durfee-Nguyen technique is useful to handle the rela-
tion N = pq and the Jochemsz-May construction yields good lattices for arbitrary polynomials,
these approaches [BM06, May02] seem appropriate to study the attack. Moreover, to the best of
our knowledge, there remained no useful strategies to analyze the attack scenarios at that time.
After the proposals of [BM06, JM07, May02], a new technique called unravelled linearization was
introduced by Herrmann and May (Asiacrypt’09) [HMO09]. The technique has been used to study
various attack scenarios on RSA, e.g., [BVZ12, Her1l, HM10, HHX14a, Kunl2, KSI14, PHLW16,
PHL"17, TK14b, TK14c, TK16a, TK16¢c, TK16d, TK17a, TK17b], and drastically developed the
research area. For example, Herrmann and May [HM10] showed an elementary proof of Boneh-
Durfee’s stronger attack [BD00] for d < N%292 by exploiting the sublattice structures. However,
unfortunately, unravelled linearization could not improve small CRT-exponent attacks. Although
Herrmann and May (PKC’10) [HM10] tried to exploit sublattice structures, they could not obtain
better asymptotic bounds. Therefore, to obtain better bounds, a novel technique seems to be
developed.

1.3 Our Results

In this paper, we develop a novel lattice construction technique for Coppersmith’s modular method,
where the technique enables us to exploit more useful algebraic structures of the CRT-RSA key
generation equation. A basic application of the technique is an improved small d, attack for
unbalanced prime factors (Section 3). As opposed to the previous results by May [May02] and
Bleichenbacher-May [BMOG6], our attack is the first result to reach a meaningful bound, i.e., p <
N5 Hence, we solve one of the major open problems for the security of the small CRT-exponent
RSA. Moreover, our attack can recover a larger d, than [BM06, May02] for any size of p. In
addition, our attack requires less lattice dimensions than Bleichenbacher-May’s attack [BMO06] since
our technique exploits sublattice structures from [BMO06]’s lattice, where the approach is similar
to Boneh-Durfee [BD00]. Indeed, our experiments show that Bleichenbacher-May’s attack works
better than their theoretical analyses. Hence, our careful analysis successfully fills the gap between
theoretical and experimental behaviors.



We claim that our technique is not limited to the small d, attack. The technique is also
applicable to a small d, and d, attack (Section 4) that improves Jochemsz-May’s attack [JMOT7].
As we mentioned, small d; attacks [BM06, May02] and small d, and d, attacks [JMO07] were studied
with different approaches in previous works; the former attack used Coppersmith’s modular method
whereas the latter attack used Coppersmith’s integer method. However, our powerful technique
enables us to improve these attacks in the same manner. Our attack works for d,,d, < N 0122 with
a full size e where the exponent of N is about 40% larger than Jochemsz-May’s attack. Notice that
our proposed attack in this paper is much better than that in our proceeding version [TLP17] that
works when dp, d,; < NO0-091

Recently, numerous papers [EKU15, HHX ' 14b, LZL13, LZPL15, PHHX15, PHL"15, PHL16,
Sarl4, Sarl6, SIK11, TK14b, TK16a, TK16c] have been studying the security of RSA variants.
Hence, we show several extensions for our small d, attack on the RSA variants (Section 5), i.e.,
the Multi-Prime RSA, Takagi’s RSA, and the RSA with multiple exponent pairs. Our attacks
significantly improve previous attacks on these variants [PHL 115, SIK11].

1.4 Key Technique

We show an overview of our technique. The CRT-RSA key generation for d, is written as
edg=1+k(qg—1) (1)
with some integer k. By multiplying the equation by p, we obtain
edgp =p+ k(N —p) =N+ (k- 1)(N —p). (2)

Recall in May’s and Bleichenbacher-May’s attack scenario [BM06, May02], the prime p is signif-
icantly smaller than the other prime ¢q. They solved the latter equation (2) modulo e to recover
unknown (k — 1,p). Since the prime p is significantly smaller than the other prime ¢, to construct
better attacks, solving the equation (2) is more promising approach than solving the equation (1)
to recover (k,q). Hence, only the equation (2) was used in previous attacks. However, it means
that the constructions of previous attacks significantly rely on the fact that p is much smaller than
g. As a result, these attacks do not work when p is close to N2,

What we focus on is a fact that the equations (1) and (2) are essentially the same; there
are two representations for the same CRT-RSA key generation. As opposed to previous works,
our improved lattice constructions utilize the algebraic structure of both equations (1) and (2)
simultaneously, not only the equation (2). The two representations are compatible in the sense
that the combination enables us to exploit more useful algebraic structures. More specifically, we
use the equations (1) and (2), where the proportion can be adaptively determined by the sizes of
p and ¢q. Then, to solve the modulo e equation as previous works, our framework always yields the
better lattices than previous approaches. Our attacks are better than Bleichenbacher-May’s attack
for any size of p.

At a glance, our lattice construction technique is specialized to the improvement of
Bleichenbacher-May’s attack. As we pointed out, May’s attack and Bleichenbacher-May’s attack
used Coppersmith’s method to solve a modular equation [Cop96b, How97] whereas Jochemsz-May’s



attack used the method to solve an integer equation [Cop96a, Cor04]. The modular equation for
the former attack and the integer equation for the latter attack have completely different algebraic
structures. However, surprisingly, our powerful technique enables us to construct better lattices
and improves Jochemsz-May’s attack, too. It suggests that our proposed technique is quite useful
to study the security of CRT-RSA over a wide range.

2 Preliminaries

Consider a modular equation h(x1,...,2,) =0 (mod W), where all the absolute values of the target
solutions (Z1,...,Z,) are bounded above by X1, ..., X,. When H;:1 X is reasonably smaller than
W, Coppersmith’s method can find all the solutions in polynomial time. In this section, we recall a
simplified reformulation of the method proposed by Howgrave-Graham [How97] and its basis tools,
i.e., Howgrave-Graham’s lemma and the LLL algorithm.

Let ||h(z1,...,2,)|| denote a norm of a polynomial which represents the Euclidean norm of the
coefficient vector. The following Howgrave-Graham’s lemma reduces the modular equations into
integer equations.

Lemma 1 (Howgrave-Graham’s Lemma [How97]). Let h(z1,...,z,) € Z[z1,...,z,] be a polyno-
mial with at most n monomials. Let m, W, X1, ..., X, be positive integers. Suppose that:

1. h(Z1,...,%) =0 (mod W™), where || < X1,...,|&| < X,
2. ||h(z1 X1, ..., 2, X)) < W™//n.
Then h(&1,...,%.) = 0 holds over the integers.

To solve r-variate modular equations h(zi,...,z,) = 0 (mod W), it suffices to find r new
polynomials ﬁl(xl,...,a:T),...,iLr(xl,...,xr) whose root is the same as the original one, i.e.,
(x1,...,2) = (Z1,...,%), and whose norms are small enough to satisfy Howgrave-Graham’s
lemma.

To find such small norm polynomials from the original modular polynomial h(x1,...,z,), lat-
tices and the LLL algorithm are used. An n-dimensional lattice is an additive discrete subgroup
of Z™. In other words, a lattice represents all integer linear combinations of its basis vectors.
All vectors are row representation throughout the paper. Let by,...,b,, be n-dimensional lin-
early independent vectors in Z". A lattice spanned by these vectors as a basis is defined as
L(bi,...,by) == {3, cjbj i ¢j € Zforall j = 1,2,...,n}. We also use a matrix representation
for the basis. We define a basis matrix B as m X n matrix which has the basis vectors by, ..., b,
in each row. A lattice spanned by a basis matrix B is denoted as L(B). We call a lattice full-rank
if and only if n = m. A determinant of a lattice det(L(B)) is defined as the m-dimensional volume
of the fundamental parallelepiped; P(B) := {cB : c € R™,0 < ¢; < 1,for all j = 1,2,...,m}.
The determinant can be computed as det(L(B)) = y/det(BBT) in general and that of a full-rank
lattice can be computed as det(L(B)) = | det(B)|. In this paper, we only use a full-rank lattice.
More specifically, we only use a lattice with a triangular basis matrix. Hence, the determinant of
the lattice can be computed easily as the absolute value of a product of all diagonals.



Lattice has been used in various ways in cryptographic research. See [Cop97, Cop01, May03,
May10, NSO01] for more information. In cryptanalysis, finding non-zero short lattice vectors is
usually an essential operation. In this paper, we recall the LLL algorithm [LLL82| that outputs
short lattice vectors in polynomial time.

Proposition 1 (LLL algorithm [LLL82, May03]). Given linearly independent vectors by, ..., by, in
Z", the LLL algorithm finds new basis vectors by, ..., by, for a lattice L(by,...,by,) that satisfy

B < 2= VAC=IED det(L(B)) VI for 1 < j <m,
in time polynomial in n and the mazimum input length of by, ..., by,.

Again, we explain how to solve the modular equation h(z1,...,2,) =0 (mod W). At first, we
construct n polynomials hq(x1,...,2.),..., hn(z1,...,z,) that have the root (Z1,...,&,) modulo
W™ with some positive integer m. Then we construct n basis vectors by, ...,b, and equivalently
its matrix representation B. Each elements of a vector b; for j = 1,2,...,n consist of coefficients of
hj(z1X1,...,2,X,). Since all vectors in a lattice L(B) are integer linear combinations of the basis
vectors, all polynomials whose coefficients are derived from lattice vectors have the root (Z1,...,Z,)
modulo W™. We apply the LLL algorithm to a lattice basis B and obtain r LLL-reduced vectors
bi,...,b,. Then new polynomials izl(xl,...,:z:r), .. ,ﬁr(arl, ..., xy) which are derived from the
above r LLL-reduced vectors satisfy Howgrave-Graham’s lemma provided that det(L(B)))/" <
W™, Here, we omit small terms. When we obtain r polynomials INzl(ml, ey T )y Br(a;l, cey ),
the root (Z1,...,Z,) can easily be recovered by computing resultant or Grobner bases for the
polynomials.

We should note that the method needs heuristic argument for multivariate problems. The
polynomials k; (T1yenoy @)y, hn(z1,...,2,) derived from LLL output vectors have no assurance
of algebraic independency. In this paper, we assume that the polynomials are algebraic independent
as previous works [BM06, JMO07, May02] since there exist few negative reports. Moreover, we justify
the validity of our attacks by computer experiments.

3 Small d, Attack

In this section, we propose an attack for small d, where p is significantly smaller than ¢. The attack
improves Bleichnbacher-May’s attack [BMO0G6].

3.1 An Overview of the Lattice Construction

At first, we explain our strategy for lattice constructions. Since our lattice construction is highly
technical, we show toy examples that compare previous lattices [BM06, May02] and ours. We hope
that these examples help readers to understand our technique easily.

Recall the CRT-RSA key generation;

edg=1+k(qg—1)



with some integer k. If we can solve the following modular equation:

fo(@q,yq) =1+ 24(yg —1) =0 (mod e)

whose root is (z4,y,) = (k,q), a public modulus N can be factorized. However, since the prime
factor q is significantly larger than the other prime factor p, i.e., p = N and ¢ = N'=# for § < 1/2,
May [May02] multiplied the above equation by p and obtain the following equation:

edgp=p+k(N —p) =N+ (k= 1)(N —p).
Hence, if the following modular equation can be solved, the public modulus N can be factorized:
fo(@p,yp) = N+ 2p(N —yp) =0 (mod e)

whose root is (z,y,) = (k — 1,p). Let e = N® and d; = N°. Then the absolute values of the
100t (Zp, Ty, Yp, Yg) is bounded above by X, := N+l x = Notf+I-1y .= NB Y, .= N17F
respectively within constant factors. Later we also use a notation X := X, = X,. In this setting,
the other CRT-exponent d,, can be arbitrary large such that d, ~ N 8.

3.1.1 May’s Matrix

May [May02] solved the modular equation fy,(z,,y,) = 0 under the standard lattice construction
which can be captured by Jochemsz-May’s strategy [JMO07]. For example, although we omit the
detail, he constructed the basis matrix as the following:

€

0 eX,

N NX, -X.,

0 0 0 €Yy :
0 0 NX)Y, NY, —-X,Y?

0 0 0 0 0 ey,

0 0 0 0 NX,Y} NY? —-X,Y}

where the rows consist of coefficients of seven polynomials:

€,ETp, fp(xpa yp)a €Yp, ypfp(l‘pa yp)a €y§a ygfp(l'pa yp)-

All the polynomials share the common root as f,(xp, yp) modulo e. In addition to the base polynomi-

als, i.e., e, exp, fp(xp, yp), he added extra y,-shifts, i.e., eyp, ypfp(zp, Yp), eyg,ygfp(xp,yp). Applying
the LLL reduction to the above matrix, polynomials derived from the LLL output vectors satisfy
Howgrave-Graham’s lemma when

XYl <e' s d(a+B+6-1)+98 < 3a
a+ 138
—

The core idea of the approach is solving the equation (2) not (1) since p is significantly smaller
than ¢. Hence, if p becomes close to ¢ such that 8 > 0.382, May’s attack does not work.

So<1l—



3.1.2 Bleichenbacher-May Matrix

To improve May’s attack [May02] based on the above matrix, Bleichenbacher and May [BMO6]
made use of the relation y,y, = N as Durfee and Nguyen [DNO0O]. Although the exact solution
of y, is unknown, the relation enables us to reduce powers of Y, in the diagonals by multiplying
powers of y4 to all the polynomials. By optimizing the powers of y,, Bleichenbacher-May’s matrix
always offers better results than May’s matrix.

To explain our improvement later, we modify Bleichenbacher-May’s matrix, where the modified
matrix offer the same bound as the original Bleichenbacher-May matrix. The modification helps
readers to understand the spirit of our improvement. Previous May’s matrix used only extra y,-
shifts, however, modified Bleichenbacher-May’s matrix used both y,-shifts and y,-shifts. Hence, we
omit eyg, yg f(zp,yp) from the above matrix and add ey, N~1 -y, f»(@p, yp) in turn where the new
polynomials share the common root as f,(xp,y,) modulo e:

(&

0 eX,

N NX, -X,Y

0 0 0 eY,

0 0 NXpY, NY, —-X,Y?

0 0 0 0 0 eYy,

0 -X, 0 0 0 Y, XY,

The rows consist of coefficients of seven polynomials:

€, EXyp, fp(xzn yp)7 €Yp, ypfp(l'p: yp): €Yq, N~L yqu(xpa yp) -

Although the precise definition of the polynomial selection is slightly different from the one in the
original paper, they are essentially the same in the sense that the above matrix yields the same
bound as the original Bleichenbacher-May attack. Applying the LLL reduction to the above matrix,
polynomials derived from the LLL output vectors satisfy Howgrave-Graham’s lemma when

X,V Yle' <e' e d(a+B+6—1)+48+2(1— B) < 3
1 a+63

SH< = — )
2 4

Compared with May’s matrix, the matrix reduces the powers of Y, by multiplying the powers of Yj,.
It means that Bleichenbacher-May’s approach tries to control the appearance of Y, and Y;. Then
the attack works for larger p than May’s attack up to p < N%4%8. By optimizing the selection of
yp-shifts and y,-shifts, Bleichenbacher-May’s attack is always better than May’s attack.

3.1.3 Our Matrix

To improve the Bleichenbacher-May attack, what we focus on is the representation of the polyno-
mial. More concretely, previous works used the only one representation, i.e., f,(zp,y,), however,
there is the other representation, i.e., f,(xy,yq), for the same polynomial. Indeed, a useful algebraic



property can be exploited from the polynomial f,(z4,y,) by making use of the fact that x, = 2, +1.
For the above Bleichenbacher-May matrix to be triangular, the polynomial ey, is necessary. Since
eY, is larger than the modulus e, the polynomial does not contribute to maximize the solvable root
bound as explained in [May10, TK14a]. However, we make use of f;(z4,y,) and show that the
matrix becomes triangular without ey, as follows:

&

0 eX,

N NX, -X,Y,

0 0 0 ey,

0 0 NX)Y, NY, —-X,\Y7?

0 -X, 0 0 0 X,Y,

The rows consist of coefficients of six polynomials:

e, eTp, [p(Tp, Yp)s €Yp, YpSp(Tp, Yp)s | fo(Tq, Yg) |

Although the above Bleichenbacher-May matrix used N ! - Yqfp(xp, yp) in the bottom row, we use
f4(24,yq) in turn. Notice that f,(z4,y4) = N~' - yyfp(zp,yp) and we use the same polynomial
as the Bleichenbacher-May, however, the algebraic structure of f,(x4,y,) , i.e., the relation z, =
xp + 1, enables the matrix to be triangular without ey,. The operation means that Bleichenbacher-
May’s matrix contains better sublattices. The representation fq(x4,y,), which was not used by
Bleichenbacher and May, enables us to exploit the sublattices. Indeed, by construction, our matrix
always outperforms the above Bleichenbacher-May matrix with less lattice dimensions. Applying
the LLL reduction to our above matrix, polynomials derived from the LLL output vectors satisfy
Howgrave-Graham’s lemma when

XX Y Yeed < e d(a+f+6—1)+48+ (1 - B) < 3a

3 a+708
So< - — .
<4 4

Since § < 1/2, the bound is always better than the above Bleichenbacher-May example.

3.1.4 May’s modulo ¢ Attack

We should notice that our lattice construction technique does not always offer the best attack.
More concretely, as we discussed above, our lattice offers better results than all the existing lattices
to solve f,(xp,yp) = 0 and f,(z4,ys) = 0. However, there is the other formulations to attack CRT-
RSA, i.e., May’s modulo ¢ approach [May02]. From the CRT-RSA key generation ed, = 1+k(q—1),
May solved a modular equation;

r+ey=0 (mod q)

whose root is (k —1,d,). Since the modulo e and the modulo ¢ approach is different, we should
check whether which method is the better. Although our modulo e attacks are the better in most
cases, we will show in Section 5.2 that the modulo p approach outperforms modulo e approach for
small d, attack with a modulus N = p"q.

10
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Figure 1: Comparison between our attack (Theorem 1) and the Bleichenbacher-May for a = 1.

3.2 Attack for Large e

Although the above discussion handled only toy examples, our approach improves an asymptotic
condition of the small CRT-exponent attack. In this section, we propose an improved attack that
works when o > B/(1 — 8). The attack is the first result to cover the desired bound, i.e., § < 1/2
with a full size e.

Theorem 1. Let N = pq be an RSA modulus, where p = N? and ¢ = N'=P for B < 1/2. Let
e =N and d, < N? be a public/CRT exponent respectively such that ed; = 1 (mod (¢—1)). Given
public elements N and e, if N is sufficiently large and

(1—8)(3+28) —2¢/B(1 - B)(aB + 3a + B) 3

and o > ——,

348 1-p5

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

o<

As opposed to previous results, when o = 1, the attack works to § < 1/2. Figure 1 compares our
result and the Bleichenbacher-May for @ = 1. Our attack covers larger § than the Bleichenbacher-
May attack for all 3.

Proof of Theorem 1. To solve the modular equation fy(z4,vq) = 0 and equivalently f,(zp,yp) =0,
we use the following shift-polynomials:
91i.4) (Tp: Up) = ) fy(2p, yp)e™
95,1 (@ps Up) = Y Lo (Tps yp)e™
gle',j] (xzn Lq; Yps yq) = f;_j ($p7 yp)fg (wqa yq)em_za

with some positive integer m. For non-negative integers i and j, all the shift-polynomials share the
same root as fp(xp,yp) and fy(z4,y,) modulo e™. May [May02] used the same shift-polynomials as

11



95,51 (Tp, yp) and gfi’j] (2p,yp). The (modified) Bleichenbacher-May attack used an additional shift-
polynomial which used only f,(xp,yp). However, as we showed an example in the previous section,
we use the both representations fy(zp,yp) and fq(x4,y,), simultaneously. Then we can construct
triangular basis matrices that generalize the toy example as follows.

Lemma 2. Let all the polynomials be defined as above. Let T, and 1, be constants such that 7, > 0
and 0 < 7, < 1. Define sets of indices
Z, ={i=0,1,....,m;j=0,1,...,m — i},
Zyp={i=0,1,...,m;j=1,2,..., [1,m]},
Tyq={i=1,2,...,myj=12,...,[14]}.

Let B be a matriz whose rows consist of coefficients of gj; j)(xpXp, YpYp), g fz J]( 2 Xps UpYp), and

/!

i j) (xpXp, g Xq, YpYyp, YqYq) with indices in I, I, p, and I, 4, respectively. If the shift-polynomials
are ordered as

/ 1

i3] = Iiig)> Il

9[i,j] = gri 5] gfi il < gfi/ Uk gf; 7l < gﬁ, '] fOT 1< i/

9li.j] = 915" g[z i = g[z,y] Q[z 5 = 9” for j<j',

and N~' (mod ™) is multiplied appropriately, then the matriz becomes triangular with diagonals

° Xlz’ﬂygem_i Jor g1 1(2p Xp, ypYp),
o« XY e for 9.5 (@ Xp, UpYp),
° XZYJ e forg (wp%aququpr,qu)

Here, we do not prove the lemma. In Section 3.4, we prove a more general form of the statement,
i.e., Lemma 3.

We compute the resulting condition of Theorem 1. The dimension n and the determinant of
the lattice det(B) = X*XY, 7Y, ¢ can be computed as:

Z 1+ Z 1+ Z mmg%—o(nf),

(4,§) €L (4,9)€Zyp (4,9)€ZLy,q
L 2 + 37 + 27,
Sy = Z (1+])+ Z i+ Z P q 3—|—o(m3),

1—1—37’ + 372
= X i X G = I

(1,J) €L (4,4)€Ly,p

7_2
S 5=t ofm?),

(i»j)GIy,q

12



Se = Z (m—1i)+ Z (m—1) + Z (m—i):WTn‘g%—o(m%.

(1,J) €L (4,)€Zy,p (4,0)€Zy.q

Applying the LLL reduction, the polynomials obtained from the output vectors satisfy Howgrave-
S S
Graham’s lemma if X*XY, 7Y, e’ < ™™ ie.,

2+3 2 1+ 37, + 372 72 243 1+2
(a+B+5—1) + rg+ Ta | g g p+(1_ﬁ)g+a< + gp+rq_ + gp+7q)<0

by omitting low order terms of m. To minimize the left hand side of the inequality, we substitute
the parameters
1-28-96

1-8-36
@—725 =0

and 7, = ,
1-p

then the condition becomes

(1-8)(3+28) —2¢/B(1 - B)(ap + 3a + B)

6 <
3+
as required. To satisfy the restriction 7, > 0, o > /(1 — ) should hold. The other parameter 7,
always satisfies 0 < 7, < 1. O

3.3 Attack for Small e

The attack of Theorem 1 works only for « > 3/(1—/3). The constraint comes from the fact that the
parameter 7, used in the proof should be non-negative. To capture the other case, i.e., o« < §/(1-p),
under the same algorithm construction, we set the parameters 7, =0 and 7, = (1 -5 —10)/(1 - 5),
then the attack works for 6 < 2(1 — ) — /(1 + «a)(1 — 5).

However, by modifying the lattice construction, a better result can be obtained as follows.

Theorem 2. Let N = pq be an RSA modulus, where p < N and ¢ > NP for p < 1/2. Let
e = N and d, < N° be a public/CRT exponent respectively such that ed, = 1 (mod (¢—1)). Given
public elements N and e, if N is sufficiently large and

§< 1= 5= VaB({L =) for f1- ) a< 1o,

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

As we claimed, the bound of Theorem 2 is better than 6 < 2(1—/5) — /(1 + «)(1 — ) that can
be obtained from the same algorithm construction as Theorem 1. We show the proof of Theorem
2. The proof is more technical than that of Theorem 1, however, the spirit is almost the same. In
the subsequent sections, lattices that are similar to that of Theorem 2 will be used.

Proof of Theorem 2. To solve the modular equation f;(z4,y,) = 0 and equivalently fy,(zp,vy,) =0,
we use the following shift-polynomials:

—1

g[z’,j},)\(ajm Lqs Yp, yq) = %fp[m (l'pa y]o)fqt(l_k)iJ (l‘qa yq)em )

13



gfi,j},,\(xp’ Tqs Ypy Yq) = yéfﬁ“ (Tp, yp)fqt(lf)\)iJ (g yq)emfia

with some positive integer m and a parameter 0 < A < 1. For non-negative integers ¢ and j, all
the shift-polynomials share the common root as fy(zp,yp) and fy(z4, yq) modulo e™. Here, notice

that [Ai] + [(1 — A)i| =i for all ¢. The shift-polynomials gfz}j] (xp, yp) and gf;,j] (xp, yp) used in the

proof of Theorem 1 is the special case of gj; j; »(Tp, Tg, Yp, yq) and gfi7j]7/\(xp, Zq, Yp, Yq) for A =1. As
the attack of Theorem 1, we use both representations fy(zp,yp) and fq(x4,y,) simultaneously for
all shift-polynomials. Using these shift-polynomials, we can construct triangular basis matrices as
follows.

Lemma 3. Let all the polynomials be defined as above. Let T be a constant such that 1—X < 1 < 1.
Let m be a positive integer. Define sets of indices as

T,={i=0,1,...,mj=0,1,...,m—i},
Ty, ={i=1,2,...,om;j=1,2,...,[ri] — [(1 - \)i]}.

Let B be a matriz whose rows consist of coefficients of gj; i\ (2pXp, T4 Xq, YpYp, yqYy) and
gfi i N @pXp, 24X g, YpYp, ygYy) with indices in I, and I, 4 respectively. If the shift-polynomials are
ordered as

Gii.glA = Ifig

il x = g[i’,j’],x\?.gfid])\ = gfi/,j/],)\ Jori < i/7

g1 x = 9lig a9 n < i for < 7',

and N~! (mod e™) is multiplied appropriately, then the matriz becomes triangular with diagonals

. X;,J“jY;)[/\ﬂ e for g A (@pXp, 24 Xq, ypYp, YgYy) with i such that i = 0 or [Ai] —[A(i—1)] =
L,

° X;HYZ}(P)‘)” e for 9 AN TpXp, g X, YpYp, YgYq) with i such that i # 0 and [Ni] — [A(i —
1] =0,

* X;Yqu W em=i for gfi,j],/\(prp’qumpr}n?/qY;z)'

A proof of the lemma is the most technical part of this paper. We prove it in Section 3.4.
We compute the resulting condition of Theorem 2. The dimension n and the determinant of
S S
the lattice det(B) = X*XY, 7Y, “e* can be computed as:

n = Z 1+ Z 1:A‘;Tm2+0(m2),

= S )+ i= 2T 08 4 o(md),
T p 3
(4,4)€Za (4.9) €Ly,
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Figure 2: Comparison between our attack (Theorem 3) and the attack of Lu et al. (Theorem
4) [LZPL15].

. )‘23 3
sy, = Y [Mi] =Z-m®+ o(m?),

. 6
(1,J)ELx
2
- . . T
svp= 2 LA=Nil+ Y (=il +4) = T + o(m?),
(1,9) €Ly (i,1) €Ty,
Se = Z (m — i) + Z (m7¢)2$m3+0(m3)_

(1,0) €L (1,9) €Ly,

Applying the LLL reduction, the polynomials obtained from the output vectors satisfy Howgrave-
Graham’s lemma if XX Y},SY” quyq ese < ™ e,

(a+B4+0-1) +ﬁ€+(1—ﬁ)f+a G 5

AT N 7 <1+A+T A+T>
G - <0

by omitting low order terms of m. To minimize the left hand side of the inequality, we set the
1-8-9

parameters
1-8-46
=——— and 1= ———+—,

A= -5

then the condition becomes

§<1-=pB-=+aB(l-p)

as required. To satisfy the restrictions 0 < A< land1-A<7<1, 81-08)<a<g/(1-p)
should hold. O

As opposed to the attack of Theorem 1, that of Theorem 2 is applicable to a balanced RSA,
ie, f=1/2, for a < 1. For a balanced RSA, we substitute 8 = 1/2 and the attack becomes as
follows.
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Table 1: Example of a matrix for m =3 and A =7 =1/2.

1 Zp 5 z3 ZTpYp T3Yp Yo T3Yq 4Yq ToYp  TqYa  TqYa
63 63
x’éez Xp63 2.3
Tye Xye
1’263 X;’e3
fre? |Ne? NXpe? —X,Y,e?
zp fpez NX,e? NXéeZ L —X?2Y,e? v
x, fpe NX,e® NXje -X,Ype
fofqe —2X,e  —2X7e N'X2Ype X2Y,e
Tpfpfee —2Xpe  —2Xje N7'XpYpe —XJVie XJYe ,
2 fa —-3N?X, —6N’X} —-3N°X} 3NX)Y, 3NXJY, N2X3y, —-X3Y;7?
Yo fpe’ —X,e? ) ) ) XqYqe’
vo2 fo 3X2  3X} —3NTIXEY, 3X2Y, —3X3Y, X3y

Theorem 3. Let N = pq be an RSA modulus, where the prime factors p and q are the same bit-size.
Let e = N® and d; < N° be a public/CRT exponent respectively such that ed, = 1 (mod (q — 1)).
Given public elements N and e, if N is sufficiently large and

1-Va

6<2

1
>7
for a_4,

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

By construction, the attack always outperforms that under Bleichenbacher-May’s lattice con-
struction. We also compare our attack with that of Lu et al. [May02] (Theorem 9 of [LZPL15])
that follows May’s modulo ¢ approach.

Theorem 4 ([LZPL15]). Let N = pq be an RSA modulus, where the prime factors p and q are the
same bit-size. Let e = N% and dg < N° be a public/CRT exponent respectively such that edq = 1
(mod (¢ —1)). Given public elements N and e, if

3 —4da

)
< 3

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

Figure 2 compares our attack (Theorem 3) and that of Lu et al. (Theorem 4). Our attack is
better for all 1/4 < o < 1.
3.4 Proof of Lemma 3

In this section, we show a proof of Lemma 3 that is the most technical part of this paper. Before
the detailed proof, we explain the spirit of our triangular matrix. The polynomials that we use
contains four variables x,, x4, yp,y4. Furthermore, there are two algebraic relations: z, = z, + 1
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Table 2: Example of a matrix for m =3 and A =7 = 2/3.

5 13 Tp ‘Tz2> xf; TpYp x?oyp J?f;yp wgyg "Egyg 3721/(1 ZLqYq xqu x?;y,f wgyg
€ (&

zpe’ Xpe?

xieS Xge3

zges X;:’e?’

fre? [Ne? NX,e? —X,Y,e?
zpfpe’l  NXpe® NXje’ —XY,e?
zo fpe® NX2e®> NX3e? - X2Y,e?

fie IN?e2N?X,e N*X e —2NX,Y,e—2NX2Y,e X2Yze
Ty 2f§e N>Xpe 2N2X§eN2Xge —2NX;Y,e—2NX;Ype XpYe (

[ fq -3X, —-6X, —-3X; 3NT'X2Y, 3NT'X}Y, ~N2X3Y? X2Y,
Yo fpe” —Xpe? XqYqe”

yefre —2Xpe —2X]e N~'X2Ye X2Y,e

yofle Xle 2X,Yoe—2X2Y,eX2Y e
Yafafa 3X,  3X; -N"'X}Y, —3X0Y, 3X7Y, X2v7?

and y,y, = N. By using the latter relation, i.e., yp,y, = N, we transform all monomials as they
do not have both y, and y,, simultaneously, where the same operation was also done in previous
works [BMO06, DN0O]. Moreover, we use an additional trick. By using the former relation, i.e.,
zq = Tp + 1, we transform all monomials as they do not have both z, and x4, simultaneously.
More concretely, the variable x;,, appears only in monomials, where powers of y, are non-negative
whereas the variable x, appears only in monomials, where powers of y, are positive. The simple
operation is the key technique of this paper. To visualize the operation, we show some examples
of our triangular matrix in Tables 1 and 2. We hope that the examples help reader to understand
our technique easily.
Then we show the proof of Lemma 3.

Proof of Lemma 3. Since all the polynomials
g[i,j],/\(xpv Tq, Yps Yq) = x%fpp\ﬂ (zp, Z/p)fqt(lf)\m (7, yq)emii

for ¢ = 0 have only one monomial :):%em, these polynomials generate triangular basis matrices with
diagonals Xgem. Then the remaining proof is inductive; we show that the basis matrix is still
triangular with other polynomials.

At first, we assume that polynomials g i) \(Zp, Tq, Up, Yq) such that g jn \(Tp, Tg, Yp, Yg) <
9li.jl, A(Zp, g, Yp, Yq) generate a triangular matrix as stated in Lemma 3. Then, we show that a matrix

is still triangular with a new polynomial g[i’j]’)\(ivpquvypu yq) whose diagonal is X£+j)gf/\ﬂ em—i or
Xé_;,_quL(l—)\)lJ e, By definition,

9[i,5],1 (xpa Zg; Yp, yq) = l’i,fp[m (xpa yp)fquliA)iJ (xqv yq)emii
= a:i,(N + Nz, — zpyp) [xdl (I—24+ mqu)m*’\)"J emt.
From the relation x4 = z, + 1 and equivalently z,, = z, — 1, the polynomial becomes

= 2l (Nag — zpyp) M (2, 4 gyyq) L~V e,
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By expanding (N, — x,y,) ! and (x, + 24y,) "=V the polynomial becomes

EURVSY L(1-2)i) ,
‘ Ad i i—i 1 =X ; il o
=2l | Y <[i 1>(_xpyp)p - (Nzg)[Vil-ir 3 <L( i )J>(quq) o0l |
ipzo p iq:(] q
[AZ] [(1=N)]

1- N—i, L(1=N)i|+ip—iq+i [Nil—iptiq iq ip m—i
_Z Z < )(I_( )‘) J)N]')\ﬂ—szll_)(l A)i]+ip q+]l.g>‘] p+quqyppem i

]
ip=0 ig=0 g

From the relation y,y, = N, we modify all the monomial so that y, and y, do not appear in each
monomial, simultaneously. Then, the polynomial becomes

[(1=X)i| [Ad]

Z Z (D\’L ) (L( ;MH)NW]—@HC,%L)UA)iJ+ipiq+jngﬂip+iqy;piqem—i
q

1q=0 ip=iq

[(1=N)i] -1 [(1 J
+ (1= A)i] NN, L(l A)i]+ip— zqJFJ {/\21 iptiq iq— Zpem i
E E i Yq

1
ip=0 zq—1p+1 q

Notice that there are no monomials that have ¥, and y,, simultaneously. The exponents of y, in
the first summation are non-negative whereas the exponents of y, in the second summation are
positive. Hence, as we discussed above, we replace all z, in the first summation by x, 4+ 1 and
replace all z;, in the second summation by x4, — 1. Then, the polynomial becomes

L(1=N)i] [Ai] .
Z Z <D\z > <{(1 - A)ZJ)N[M"_ip+iqx1|_7(1—)\)ij+ip—iq+j(ajp n 1)[/\ﬂ—ip+iqy;p—z‘qem—i
iq=0 1p=iq K
[(1=N)i]—1 [(1—=N)i] .
+ Z Z <()‘7’ ) <L(1 _ /\)”)N[/\z] ($q N I)L(l—)\)ij-i-ip—iq-i-jx(g/\ﬂ *ipﬂLiqyéq*ipem—i
ip=0 ig=tp+1 Zq
LA=N)i] [A] [Ai]—iptiq

Z Z Z (—1)" (D.\ﬂ> (L(l B )\)iJ) <Mﬂ _kip + iQ)NW]—ip+iq$;+j—kpy;p—iqem—i

2 (3
iq=0 ip=iq  kp=0 p 4 p

L ﬁ):” 1 L(lf” e i W(_l)iﬁkq (Dﬂ) (L(l - A)Z‘J) <L(1 — N + iy — iy +j>.

i i k
ip=0  ig=ip+1 kq=0 p g q

ND\Z] xf]“'j—kq yf]q—ip em—i
The polynomial has monomials for variables

y;”y for ip, =0,1,...,[Ai],

. x;,pl
° l'zqzyéqy for lgy =1,2,..., I_(l B )\)iJ’
for some iy, and i, respectively. When [Ai]| — [A(i —1)] = 1, all polynomials gjr i) (Zp, T¢» Yp, Yg)
that have diagonals for the following variables satisfy gps 1 \(%p, Tq, Yps Yg) < Gli A (Tps Tgs Yps Yg):
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. a:;f'“y;”y for ipy, =0,1,...,[Ai] —1,

o Tyl for g, =1,2,..., [(1— \)i].
Since the remaining monomial in gj; j \(%p, Tq, Yp, Yq) is only one element for a variable x;ﬂ yILM.
Hence, as stated in Lemma 3, the diagonal for g[mw(a:p, Zq, Yp, Yg) such that [Ai] — [A(i—-1)] =1
is X;ﬂ Ypp‘ﬂ e™~t. As the same way, we can prove fchat the diagonal for gj; ) \(zp, ¢, Yp, Yq) such
that i # 0 and [\i] — [A(i — 1)] # 1 is XTIy (Y em—i,

Next, we assume that polynomials g jn x(Tp, Tq, Yp, yq) and gfi,,j,]’)\(a:p,a:q,yp,yq) such that
gfi,,j,]’)\(:cp,xq,yp,yq) =< gf@j],)\(xpvxqupa?/q) generate a triangular matrix as stated in Lemma 3.
Then, we show that a matrix is still triangular with a new polynomial gfz. i (@, Tg, Yp, yg) Whose

diagonal is X;}@L(k)‘mﬂem_i. By definition,

—1

gfi,j], (Tp, Tgs Yps Yg) = yqu\ﬂ ($payp)fL (=2 (74, yq)e™
= yq(N + Ny — zpyp) N (1 = 2y 4 2y, VL em—

From the relation x4, = z, + 1 and equivalently x,, = x, — 1, the polynomial becomes

= yZ(qu — TpYp) X1 (zp + ZqYq) LA=R)if gm—=,

By expanding (N, — x,y,) ! and (x, 4+ 24y,) -V,

RURSY L(1-2)i) ,
. N ' i ) 1=A) i ~Ni)—iq | m—i
> Oz’ 1>(_961f’yp)”'(N?«"q)m ' <L( i )J><quq)q R
ipzo P iqZO q

[Ad] [(1=N)i] .
Aﬂ) (L( A)ZJ) [Ai]—ip . [(A=N)il+ip—iq [Xil—ip+iq_iq+j i i
= N 1 pr P qx P qy q ypem 1'
Z Z < iy iq P q ¢ Yp

ip=0 14=0

From the relation y,y, = N, we modify all the monomial so that y, and y, do not appear in each
monomial, simultaneously. Then, the polynomial becomes

[Ad] min{ip—j,[(1-A)i]} : .

_ Z Z (=1 (D\ﬂ) <L(1 - /\)zJ)NW]Z«pﬂqﬂxlgu,\)iHipiqmgmip+iqy;piqjemi

1 1

ip=7j ip=0 p a
[(1=N)¢] min{ig+j—1,[Ai]}

I Z Z (—1)ir (Dﬂ) (L(l - )\)iJ>NW LAt [N —iptia i =iyt m—i.

1 7
iq=0 ip=0 p q

Notice that there are no monomials that have y, and y,, simultaneously. The exponents of y, in
the first summation are non-negative whereas the exponents of y, in the second summation are
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positive. Hence, as we discussed above, we replace all z, in the first summation by z, + 1 and
replace all z,, in the second summation by x, — 1. Then, the polynomial becomes

=2 X

i —j ip=0
A)i) min{ig+j—1,[Ai]}

n Z 3 (—1)ir (D\ﬂ) (L(l - )\)iJ>N[m (g — 1)LVl tipiq M1 =ipia o —ipti i

[Ai] min{ip—j, [ (1-A)i]} . .
(—1)i (D\ﬂ) (L(l ; /\)lJ)Nw]ip+iq+jxltj(1>\)ij+ipiq (zp + 1)[/\i]fip+iqy;)p*iq*jemfi
q

ip

iq=0 ip=0 'p lq
[Ai] min{ip—7,[(1=N)i|} [Ai]—(ip—iq) ) ‘ . . .
_ Z Z Z (= 1) AP (L= N)i]\ (TAi] = (ip —iq) NN =ia b i3 i
ip=j ip=0 kp=0 ip iq kp P P

L(A=X)¢] min{ig+7i—1,[Xi]} [(1=A)i]—(ig—ip) . . . . .
ety (TATY (L= N0 oy (L1 = i) = Gig — i)
+ S ML) i -

ik i
ND\z'IxZ qyéq wti gm—i_

The polynomial has monomials for variables

. x;ply;”y for ip, =0,1,...,[Xi] — j,

o Tyl for gy, =1,2,..., (1= N)i] + 7,

for some i,, and g, respectively Notice that g i A(Tp, Tg, Yps Yg) < gfi’ﬂ,/\(acp,xq,yp,yq)

hold for all (i/,5"), and all z y"y are diagonals of gy i \(p, Zg, Yp,Yq). All polynomials

gf i, \(@p, T4, Yp, yq) that have diagonals for the following variables satisfy gfi, i1 N Zp, g, Yp, Yg) <

gfw} )\(xpa Zg; Yp, yq)

o Ty for ig, =1,2,..., |(1—N\)i] — 1.

Since the remaining monomial in gj; ;) \ (Zp, Z¢, Yp, Yq) is only one element for a variable xfzy[(l Nil+i

Hence, as stated in Lemma 3, the diagonal for g[i i A Tpy Tg, Yp, Yg) 18 X;qu Ai+d gm—i

O]

Table 3: For 1000-bit RSA moduli, asymptotic and experimental comparisons of small d, attacks

Bitsize of Bleichenbacher-May [BMO06] Our work
Asymptotic | Expt. | dim. | L? time Asymptotic | Expt. | dim. | L? time
305 0.210 0.160 | 63 53 min 0.230 0.170 | 56 15 min
355 0.140 0.100 | 63 44 min 0.164 0.100 | 58 16 min
405 0.075 0.050 | 63 35 min 0.103 0.055 | 66 57 min
440 0.033 0.010 | 63 35 min 0.064 0.012 | 66 60 min
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Figure 3: The comparison of the achievable bound depending on the lattice dimension. The left
and the right figure is for 5 = 0.35 and 8 = 0.40 respectively.

Table 4: Asymptotic bounds and lattice dimension for small § with fixed lattice dimensions.

8 =045
0 0.010 | 0.020 | 0.030 | 0.040 0.052
dim. 109 154 340 | 1055 || Asymptotic
8=048
0 0.002 | 0.005 | 0.010 | 0.015 0.020
dim. 486 686 | 1491 | 5443 || Asymptotic

At the end of this section, we briefly show how to deduce Lemma 2 from Lemma 3. The
collection of shift-polynomials gj; ;; (zp, yp) and gg’j] (p, Tq,Yp, Yq) In Lemma 2 are essentially the
same as g; j A (Tp, Tq, Yp, Yq) and gfi i \(@p, Tq, Yp, Yg) in Lemma 3 for A = 1. Hence, by setting the
parameters (), 7) in Lemma 3 as (1,7,;), Lemma 3 show that gj; ;;(zp,yp) and gf;,j] (@p, Tq, Yps Yq)
in Lemma 2 generate a triangular matrix. To complete the proof of Lemma 2, we also use May’s
result [May02] that showed that polynomials gj; ;;(7p,yp) and gfi,j] (xp,yp) generate a triangular
matrix. As a result, gp jj(zp, Yp), gfi7j](xp,yp), and gféyj] (p, Tq, Yp, Yq) in Lemma 2 generates a
triangular matrix.

3.5 Experimental results

We have implemented the experiment program in Magma 2.10 computer algebra system [BCP97]
on a PC with Intel(R) Core(TM) Duo CPU(3.30GHz, 4.0GB RAM Windows 7). Table 3 lists some
theoretical and experimental results on factoring two 1000-bit RSA moduli with varying bit-size of
g. In all experiments, we successfully find the factorization of these RSA moduli.

In [BMO6], the experimental results are much better than their theoretical analysis. For exam-
ple, for 440-bit factor ¢, with a lattice dimension of 63, in theory the attack should not work (we
can recover the small private key d,, up to a size of N —0.083) "however, in practice, we succeed for dp
with bit-size a 0.010-fraction of V. Since our lattice construction captures the underlying sublattice
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structure of [BMO06]’s desired lattice, we can do better than [BMO06]: with a lattice dimension of
66, experimentally we can reconstruct d, with a size of NV 0.012

Note that our result of Theorem 1 is an asymptotic improvement. In Table 4, we present numer-
ical values of ¢ for different values of § and lattice dimension. Moreover, compared with [BMO06],
our method requires smaller lattice dimensions. For 8 = 0.35 and § = 0.40, Figure 3 shows a
comparison of these two approaches in the terms of the bit-size of small secret exponent d,, that
can be attacked.

4 Small d, and d, Attack

In this section, we propose an attack when both d, and d,; are small. The attack improves Jochemsz-
May’s attack [JMO7] by utilizing our lattice construction technique. Furthermore, the attack that
we propose in this section is better than that in our proceeding version [TLP17].

4.1 Owur Attack
Recall the CRT-RSA key generation;

edg=1+ky(q—1) and edy=1+ky(p—1)

with some integers k, and k,. Hence, if we can solve the following simultaneous modular equations,
RSA modulus N can be factorized:

Ja1(2q1,9q) =1+ 241(yg —1) =0 mod e,
fp,2(95p,2ayp) =1+ 33p,2(yp - 1) =0 mod e,

where the root is (241, %p2, Yq, Yp) = (kq, kp, ¢, D).
In addition, by multiplying p and ¢ to the key generation equations respectively, the following
representations can be obtained:

edgp =p + kgy(N —p) = N + (kg — 1)(N — p),
edpq = q+ky(N —q) = N + (ky — 1)(N —q).

Then, we can also use the following modular equations:

foa(@p1,9p) = N +2p1(N —yp) =0 mod e,
fa2(7g2,9¢) = N + 242(N —yg) =0 mod e,

where the root is (zp.1,%¢2, Yp, Yq) = (kg — 1, kp — 1,p,q).
To summarize the above discussion, we want to solve the following simultaneous modular equa-
tions:

Jo1(@p1,yp) = N + 251 (N —yp) =0 mod e,
fo1(2g1,9q) =1+ 241(yg —1) =0 mod e,
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Ip2(@p2,yp) =1+ xp2(yp —1) =0 mod e,
fa2(Tg2,99) = N + 242(N —y,) =0 mod e,

where the root is (zp1,%q,1, Tp2: g2, Up,Yg) = (kg — L, kg, kp,kp — 1,p,q). Let e = N, d,, < N9,
and d, < N? for a balanced RSA, i.e, ¢ < p < 2¢. The absolute values of 1,741, 7p2,T42 are
bounded above by X = Nt9-1/2 within constant factors whereas the absolute values of yp and y,
are bounded above by Y = N1/2 within constant factors.

Unfortunately, an approach to solve the above four equations simultaneously does not offer
an improvement. The approach gives us only the same bound as Theorem 3. Hence, we use an
additional algebraic relation. From the CRT-RSA key generation,

edg=1+ky(qg—1) and ed, =1+ky(p—1),
< ky—1=kyq (mode) and k, —1=kyp (mode).

By multiplying these two equations, we obtain
(kg —1)(kp — 1) = kqkp N (mod e).
Then the following new equation can be obtained:

hap,1, g1, Tp2, Tq2) = (N = Dapaap2 + 2p1 + Nap2 =0 (mod e)
= (N —1Dzg12q2+ Nzg1 + 242 =0 (mod e).

The polynomial also has two representations as the previous polynomials. Notice that the same
equation as h(zp1,%q1,2p 2, Tq2) Was already used by Galbraith et al. [GHMO05]. We make use of
these equations and obtain the following result.

Theorem 5. Let N = pq be an RSA modulus, where p and q are the same bit-size. Let e = N and
dp,dy < N° be a public/CRT exponent respectively such that ed; = 1 (mod (¢ — 1)) and ed, = 1
(mod (p —1)). Given public elements N and e, if N is sufficiently large and

1 a 7
- — >
5<2 ,/7 for a_16,

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

For the full size e, the attack works for § < 1/2 — 1/\ﬁ = 0.122--- which is better than
Jochemsz-May’s bound [JMO07], i.e., § < 0.073. Our attack is better than all existing attacks.
Furthermore, the result proposed in this paper is much better than our proceeding version [TLP17],
ie,d<1/2—-1/ V6 = 0.091---. We obtain the improvement by exploiting sublattice structures
from the lattice in [TLP17]. Therefore, our proposed attack in this paper is practically faster than
our previous attack [TLP17].

Proof of Theorem 5. To solve the above modular equations, we use the following shift-polynomials:
Gli iz g1 o] (Tp,1> g, 15 Tp,2, Tq,25 Yps Yq) = $§f1$§f29$(i1+i2)/2j f;h(ﬂ”p,la yp)f;?2($p,2a Yp):
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with some positive integer m.

u
R (p,1, Tp,2, Tq,1, Tg,2)€

m—(i1+ia+u)

)

/ o i14+12) /2| =71 £i1 12 m—(i1+12
g[i17’i27j1},p(xp71’$Q717xp72’x%Q’yp’yq) = y$( 72| fp,l(l“p,layp)fp,z(xpzvyp)e ( ),

/ L i1+1i2)/2|+72 fi % m—(i1+¢
g[il,ig,jg},q(xpyl’ Lq,1,Tp,2,Lq,2, Yp, yq) = y¢g( 1+42)/2] ]2fp,11 (l‘p,la yp)fp22(xp,27 yp)e (i 2)5

For non-negative integers 1,192, j1,%2, and wu, all the shift-

polynomials share the common root as f, 1(p.1,Yp)s fp.2(Xp2,Yp)s fe.1(Xq1,Yq)s fe.2(2q2,Y4), and

Mxp1,2q1,%p2,Tq2) modulo e™. Then we can construct triangular basis matrices as follows.

Lemma 4. Let all the polynomials be defined as above. Let T be a constant such that 1/2 <71 < 1.
Define sets of indices as

IZJJJ

Iy,q

Let

B

1=01....[502=01.. 51 =0j2=0
u = 0,1,...,min{L%J — 11, I_%J —ig}, and
il:o?l""?t J_]"ZQ:]'?Q?’L%J?]1:17]2:07
u:O,l,...,min{L%J—il— vL%J_ZéL and
i1=0,1,..., |5 lii2=0;51 =1,2,..., | 5] —i132 = 0;
u:(),l,...,L%j—il—jl, (M’Ld
i =030 = 0,1, 2] = 0o = 1,2, [ 2] — i
UZO,l,...,L%J—iQ—jQ,

S

/

{ i1 =0,1,...,[F];i2=0,1,..., % ;51 =1,2,..., |7(i1 +1i2)] — [(i1 +12)/2], }

{in=01 (B =01, (B = 1,2, (i +i2)] — (i1 +2)/2), |,

be a matrix whose rOWSs consist

Gli i jr o) (Tp, 1 Xp 1, T, 1 X g1, Tp2Xp 2, Tg2Xq.2, YpYp, YgYe),
/

g[i17i27j1]7p(xp71X 717 ./L‘q’]_qu]_, xpasz727 l‘q72Xq72’ prP’ yq}/(l)} a’nd
/

g[il Ji2,52],9

respectively. If the shift-polynomials are ordered as

Ili1,izj1,52,u] = gfil,iz,jl],pgfil,iQ,jQ]yqa

9l i ) = Il i o] JOT 11 + 15 < i1+,
918, it 4, '] = Glin iz, je,u] for i} + iy =iy +ig,u’ < u,
9161 iy.31,00a] = Glir iz 0] JOT 1 + 15 = i1 + 142, j1 < j1,

-/ o . ./ .
9liti,0,5% u] = Ylinio,0,j2,u] for iy + 15 = i1 +i2, j5 < Jo,

of coefficients

(Xp1Xp1, g1 Xq,1, Tp2Xp2, Tq2Xq.2, YpYps YgYq) with indices in I,, I,,, and

/ / / / ./ ./ . .
9iit iy 11 9t iy dslia = Glinsingn) 2 Jlin i galig JOT 11 A 12 <1 42,

/ / -/ - . -/ .
91t it 4] = Ii1 sig, 1) ,p for iy + 15 = 11 + 2,71 < J1,

/ / i . . -/ .
it i ggla = Ilivsingal.g JOT 1+ G2 =11 4 i, 45 < Ja,
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and N~' (mod ™) is multiplied appropriately, then the matriz becomes triangular with diagonals

i14j1tu yriz+jatuy [ (G1+92) /2] m—(i1+i p .
e X,y X Y, em—(intiz+u) fo Glirsizsjr o] U 11+ 2 is odd,

o X;'11+j1+uXi2+j2+uyql(i1+i2)/2J em—(i1+iz+u

q,2 ) for Ili1i2,41,52,u] if i1 + g 1s even,

i1 yriz v (i1+i2) /21401 m— (i 44
. X:lX;?QYZn 1+i2 1 om—(i1+i2) for gfﬁ,iz,ﬁ]@’

i io v L(1+i2) /2] +d2 m—(i1+4
* X;,llX;?QYZI e Zem (+i2) fOT’ gfihiz:jz]#f
The proof will appear in Section 4.2.
We compute the resulting condition of Theorem 5. The dimension n and the determinant of

the lattice det(B) = X*XY*Ye® can be computed as:

n= Y 1+ > 1+ Y 1=m4omd),

(i1,i2,j1,52,u) €Ly (11,92,31) €Ly p (1,92,42)€Zy,q
. ) . . ) ) ) ) 7T
s5X = Z (i1 +i2 + j1 + jo + 2u) + Z (i1 +1d2) + (i1 +1i2) = @mll + o(m?),
(i1,82,51,42,u) €Ly (1,i2,J1)ELy p (41,92,42) €Ty q
11 + 19 11 + 1o
we Y EEL oy (it
(41,42,91,J2,u) €Lz (1,i2,51,J2,u) €L
s.t. i1+ig is odd s.t. i1 +ig is even
11+ 19 . 11+ 190 .
T DR (1=a P FR SR (LRI NN
(i1,02,51)€Ly,p (i1,i2,42) €Ly q
7 2
Tt o
Se = > (m—(iitiztu)+ (m—(ir+i)+ > (m— (i1 +1iy))
(41,92,51,42,u) €L (1,82,51)ELy p (41,92,42)€Zy,q
1+5
= 1_8 Tt + o(m?).

Applying the LLL reduction, the polynomials obtained from the output vectors satisfy Howgrave-
Graham’s lemma if X*XY*YeSe < ™ ..,

@ 2748 "2 96 " Tug Y q

by omitting low order terms of m. To minimize the left hand side of the inequality, we set the
parameters 7 = 1 — 24, then the condition becomes

1 «
"<3 V7

as required. To satisfy the restriction 7 > 1/2, § < 1/4 and equivalently o > 7/16 should hold. [J
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4.2 Proof of Lemma 4

In this subsection, we show a proof of Lemma 4. Similarly as the proof of Lemma 3, we first
explain the spirit of our triangular matrix. The polynomials that we use contains six variables
Tp1,Tq,1, Tp,2, Tq,2, Yp, Yg, and there are three algebraic relations: x,1 = xp1 + 1, xp2 = xg2 + 1
and y,y, = N. By using the last relation, i.e., ypy, = N, we transform all monomials as they
do not have both y, and y,, simultaneously, where the same operation was also done in Section
3.4. By using the former two relations, i.e., z41 = zp1 + 1 and xp2 = 242 + 1, we transform all
monomials as they do not have both x,, 1, 74,1, simultaneously, and both x; 2, x4 2, simultaneously.
More concretely, the variable x,1 and x,2 appear only in monomials, where exponents of y, are
positive whereas the variable x,; and x,92 appear only in monomials, where exponents of y, are
non-negative. The operation is a direct extension of that in Section 3.
Then we show the proof of Lemma, 4.

Proof of Lemma 4. When (ig, j2,u) = (0,0,0),

Glir singr go.u) (Tp,1, Ta,1s Tp,2s Tq,2, Yps Yq)
o oJ g2, [ (iRi2) /2] pin i u m—
=T 1% 2Yq fp,l(xp,lvyp)fp,2($p727yp)h (Tp,1, Tp,2, Tg,1, Tg,2)€

m—11

(1 +i2+w)

= xﬁl yyl/zj fl,11 (Tp,1,Yp)e

= /2 xﬁlfp[,ill/ﬂ (zp,1s ?Jp)fqt,ill/2J (2q,1, ?Jq)emii1 .

Notice that the polynomials are similar to g; j \(Tp, ¥q, Yp, Yq) for A = 1/2 in Lemma 3. Then, the
polynomials generate triangular basis matrices as claimed in Lemma 4. Similarly, the polynomials
v sin g1 jou) (Tp,1s Tg 1, Tp 2, Tq.2, Yps Yq) for (i1, 71,u) = (0,0,0) generate triangular basis matrices.
Since the proof is completely the same as that of Lemma 3, we omit it here. Then, the remaining
proof is inductive; we show that the basis matrix is still triangular with other polynomials.

At first, we assume that polynomials il it b ] (Tp1,Tq1,Tp 2, Tq2, YpsYg) such that
it ity sy ) (Tp, 1> g1 Tp,2, 9,25 Yps Yg) - = Glinsinjn o] (Tp,1> T, 15 Tp,2, Tg,25 Yp, Yq)  gemerate a tri-
angular matrix as stated in Lemma 4. Then, we show that a matrix is still tri-
angular with a new polynomial g, i, 5\ jou] (Tp,15 Tg,15 Tp2; Tq,2, Yp, Yg) Whose diagonal is
i1+j1+u i2;j2+uyzf)(i1+i2)/21 em—(i1+ia+u)

X

Tp,1 D,

. By definition,

g[i17i27j17j27u} (:L‘p717 a,:q717 :L‘p727 xQ727 yp? yq)

= xél,lxé?gy&(iﬁb)m f;h(mp,la yp)féfg(xp,% Yp)h"(p1, Tp 2, T 1, $q,2)€m_(i1+i2+u)
- wzjoflxi?gyzg(ilﬂz)/% (N + xp,l(N - yp))” (1+ Tp2(yp — 1))"” h*(zp1, Tp2, Tq 1, $q,2>6m4i1+i2+u)-

From the relation z41 = xp1 + 1, p2 = 42 + 1 and equivalently z,1 = 241 — 1, 42 = 2p2 — 1,
the polynomial becomes

_ v g2, [(ii+i2)/2) _ o 2 pu m—(i1+iz2+u)
= Ty 1%y 2Yq (Nzg1 — 2p1yp)™ (—g,2 + Tp2yp)™ W (Tp1, Tp2, T 1, Tg2)e .

By expanding (Nxzg41 — a:pjlyp)il and (—xq2 + Tp2yp)"?, the polynomial becomes

Ji

- xp,ﬁfgy&(““?)m R ( m—(i1+iz+u)

Tp,1, Tp2, Tg,1, Tq,2)e€
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72

i1 . .
> <z : ) (=2p1yp)™* (Nzg )t ) | Y <z >(5’fp,2yp)z’)’2 (—2g2) """

ip1=0 Pl ina=0 \P2
_ N i1+142)/2] pu m—(i1+i2+u
= 7,17, y(E(l DN 2y, 0,2, g1, 2 )e™HEHY.

12 i Ao i i ipa i1—ip1 d2—ipa ip1-+i
_1\tp,1+i2—tp 2 NTU1—1p,1 5.tP51 00,2 11 p, 1 12— 1p,2  Tp, 17T 1p,2
Z Z (zp >< )( 1) N Tp1Tp2¥Taqr T2 Yp

)1

1
ip,1=01p 2=0 P,2

qu(Zl +1i2)/2] hY( m—(i1+iz+u)

Tp1, Tp2, Tq1, Tq2)e

i1+i2 min{i1,ip} . .
12 1 2y 1+i0—1 i1—ip 1 Jtp,1 Il tp—ip1ti2 _t1—ip1_t2—iptip 1 ip
> > - ) (=T PNRT T T, Tg1 ' Tgo Yp
p —Ip1

: . . Ip,1
1p=0 ip 1 =max{0,ip—iz} P

From the relation y,y, = N, we modify all the monomial so that y, and y, do not appear in each
monomial, simultaneously. Then, the polynomial becomes

_nu m—(i1+i2+u
- h (xl’vl’xp,%x%l?xq,?)e (1 : )

11+12 l’IliII{il,ip} . )
2 2 < Ny )(-Zl)<—1>2ip’1+i2—ipzw1—ip,1+t<i1+z’2>/2J.
=|(41+142)/2]+1 Zp,lfmaX{O Zp—lz} Zp,l ip,1

zp,1+J1 ip—ip,1tie _i1—ip,1, f2—iptip1 ip—[(i1+i2)/2]
p,1 Lp,2 Tg1 Lg,2 Yp

—(i1+i2+u)

X

u m
+ B (Tp,1, Tp2, Tg 15 Tg2)€

[(1+i2)/2]  min{ir,ip} . .
Z Z 12 11 (71)2ip,1+i2_7;pN7:1 —ip,1+ip
ip . .

. —1 1
ip=0 i, 1=max{0,ip—is} Pl Pl

ip1+J1 dp—ip1+i2 d1—ip1 do—ip+ip1 [(114i2)/2]—ip
Tp1  Tp2 g1 Tg2 Yq :

Notice that there are no monomials that have y, and y, simultaneously. The exponents of y,
in the first summation are positive, whereas the exponents of y, in the second summation are
non-negative.

By expanding

h*(xp1, Tp2, g1, q2) = (NTpoTg1 — Tp12g2)"
u
U _
- Z <€> (Napomg1) (—wprag2)" ™",
=0

the polynomial becomes

11tz min{i,ip} .
_ Z Z Z 3! u (_1>2ip71+i2—ip+u—€Ni1—ip,1+\_(i1+i2)/2j+£.
—ip1/) \U l

]
ip=|(t1+142)/2]+1 ip,1=max{0,ip—iz} {=0 Pl
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ip,1+j1+u—L zp ip,1+i2+l i1—ip1+L do—iptip1+u—L ip—|(i14i2)/2] o (i14i2+u)
p,1 Lp2 Zga L2 Yp

[(F1+i2)/2] min{iy,ip}

+ Z Z Z ( i > <'i1 > <Tz> (71)2i,,,1+z'2—ip+u—eNi1_Z'NHPH‘

: 7
ip=0  ip1=max{0,ip—iz} {=0 .l

X

ip1+i1tu—L ip—ip1+jotl i1—ip 1+l io—ip+ip1tu—~l |(i1+i2)/2]—ip o (11+12+u)
Tp1 Lp.2 L1 Lg2 Yq
Next, as we discussed above, we replace all x4 1, Z4 2 in the first summation by z,1 +1,2,2 — 1,

respectively, and replace all x;, 1,2, 2 in the second summation by z,1 — 1,242 + 1, respectively.
Then, the polynomial becomes

11+12 min{31,ip} .
_ Z Z Z 21 u (_1>2ip,1+i27ip+uf€Ni1fip,lJrL(i1+i2)/2j+€_
— zp, ] 14

Ip,1
ip=|(i1+12)/2]+1 ip 1=max{0,ip—iz} £=0 P,

ip,1t+jitu—Ll_ip—ip1+ja+L i1—ip,1+£ io—iptip1+u—L ip—|(11+92)/2] m—(i1+iz+u
Ty Ty (zp,1 + 1) TP T (20 — 1) 7T Yp e )

L(i1+i2)/2] min{iy,ip} ; u
Z Z Z 1 2ip.1+ia—ipt+u—~l nri1—ip 1+ip+L
—1)4w, 1270 N7, 1TlpTh,
* : ) ( —ip1 )(ipl) <£)( )
ip=0 4, 1=max{0,ip—iz} £{=0 ’ ’

ip,1+j1+u—L ip—ip, 1o+l i1 —ip 1+l ia—iptip1tu—L [(i14i2)/2]—ip m—(i1+iz+u
(g1 — 1) (xgo+1)P' Tg1 Tyo Yq em( )

i1+i2 min{iy,ip} .
_ Z Z Z () (1) Zieatia—iptu—t i —ip L iz) 2]+,
—ip1) \I l

i
ip=|(i1+i2)/2]+1 ip 1=max{0,i,—iz} £=0 P

ip,1tjitu—L_ip—ip1tie+l ip—[(i1+4i2)/2] m—(i1+iatu)
Tp1 Tp2 Yp ¢ ‘

1—ip1+l . . ig—ip+ip1+u—~l . . .
i1 —ip1 + 4 p Ttk iz —ip+ip1 +u—4 (_1)kp,zxi2—ip+ip,1+u—f—kp,2
p,1 p,2
kp 1 kp 2
kp,1=0 ? kp,2=0 ’

[(G1+12)/2] min{iy,ip} ; u
Z Z Z 1 2ip,1+i2—ip+u—Ll nTi1—ip,1+ip+L
-+ — 1), 10270 N1 7tp, 1 TlpTE,
. ( —Zp >(ip1> <£>( )
ip=0 i, 1=max{0,ip—iz} =0 ’ ’

i1 —ip,1+4 12_2?“‘@1),1‘*‘“—6 L(i1+i2)/2] —ip em— (11 +i24u)
q,1 xq,2 Yq

ip1+jitu—t . . ip—ip1+je+L . . .
Z (lp,l +71+u— 5) ( 1)kq,1xip,1+j1+u—€—kq,1 Z (Zp + 72 + f{— Zp71> $ip+j2+€—z‘p71—kq,2
- 1 2
ko 1= kg ¢ — kg2 o
q,1=0 kq,2=0
i1+i2 min{iq,ip} u 1—ip1+Liz—ip+ip1+u—~ . .
= > > X X Z N [
iy —ip1) \ip1) \ £
ip=|(i1+12)/2]+1 ip 1=max{0,ip—iz} £=0 kp1=0 ’ ’
Z]- - Zp71 + é 12 - ,Lp + ’Lp,l +u— E (_1)2ip’1+i27ip+ufé+kp72Nilfipy1+L(’i1+i2)/2J+Z.
kp,l kp 2

itjitu—hp iatiatu—kp,2 ip—|(i1+42)/2] jm—(i1+iz+u)
xp,l p2 Yp

28



I_ Z1+12)/2J min{il,ip} u Z'p 1+j1+u— Zip—ip 1+7j2+4

R ENIP YR Y S M R 690

—1 1
ip=0 ip,1=max{0,ip—iz} £=0 kq,2=0 Pl p,1
(ng +51+u— E) <zp +jo + £ — lp,l) (—1)2ipa-+iz—iptu—Lha it —ipatip+e,
kqvl kq,2
i1+j1tu—kg1 _da+jotu—kgo |(i1+42)/2]—ip _m—(i1+iz+u)
'Tq,l $q72 yq e .

The polynomial has monomials for variables

o x;pi 133;1)32?410 Y for iy = 1,2,..., [ (i1 +12)/2],
° Zquglv 1333;; 1yqqy for dgy = 0,1,..., [(i1 +i2)/2].

When (i1 + i2) is odd, all polynomials g[ixpi/ﬁji,jé’u/](mp,l,xq,l,xpyg,xq,g,yp,yq) that have
diagonals for the following variables satisfies g[ill,ilg,ji,jé,u/}(xpi,xq71,a}p727$q72;yp7yq) <
Gliv iz g o) (Tp,15 T, 1, Tp.25 Tq,2, Yps Yq):

pa: 1 ’Lpac 2

° T, T,y ypy for ipy =1,2,...,[(i1 +1i2)/2] — 1,

iqz 1 Zqz 1

g1 Tg1 yqyforiqy:O,l,...,L(i1+i2)/2J.

Hence, we focus on the monomials in g

e T

12,51 d20] (Tp.1, g1, Tp2, Tq2, Yp, Yq) for variables

o CU;,PT 117;)1'5’22/15@1“2)/21 for ipy1 =41 + j1, 01 +J1+ 1, 01+ J1 U ipe 2 = G2 + J2,02 + J2 +

1,...,12—1—j2—{—u.

All polynomials g[ii’ié’jiyjévu/](xnl,xq71,a:p,2,xq,2,yp,yq) that have the above diagonals for

. i1t+jitu_do+jotu [(i1+i2)/2] .
variables except T, T, Yp satisfy g[i/pi/wji,jé,u/](azp,l,xq@,xp,g,:vqg,yp,yq) =<

Gliv iz, jr o) (Tp,1> T, 15 Tp.25 Tq.2, Yps Yg)- Hence, as stated in Lemma 4, the poly-
nomial g, o iy o] (Tp,1s Tg1, Tp2; g2, Yps Yg)  for odd (i1 + d2) has a  diagonal
XilJrjlJF“X”;”+qu[(i1+i2)/21 em~(itiztu) - Similarly, we can prove the statement when (i1 + i) is
even. Hencev, polynomials gpr i s s ] (Tp,1,Tq15Tp2, Lq,2, Yps Yg) generate triangular basis matrices
as stated in Lemma 4.

Next, we assume that  polynomials gy i v it ) (Tp,1,Tq1,Tp2, Lq2, YpsYg)  and
gfi/lviévji]vp(xp’l’ Tq1, Tp2s Tq,2, Yp» Yg) such that gfizlﬁié’jﬂp(l‘p,la Tq,15 Tp,2,Tq,25 Yp» Yq) =
gfil,imjl],p(xp’l’ Tg1,Tp2, Tq2, Yp, Yq) generate a triangular matrices as stated in Lemma 4. Then, we
show that a matrix is still triangular with a new polynomial gfil,ig,jl],p(xp,lvqul’xp,%@ﬂ’yp’yq)

whose diagonal is a: :r y[(“ﬂé)/ﬂﬂlem_(““?). By definition,

/
g[il,ig,jﬂ,p(%,la Tq,1,p,2, Tq,2, Yps Yq)

L(z1+22)/2J Jlfpl(pr,yp)f ( p,27yp)e

= yé(11+z2)/2J—]1 (N + $p71<N _ yp))h (1 + l'p,Q(yp o 1))i2 em—(i1+i2)'

m— (’il +’ig)
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From the relation x,1 = 241 — 1 and zp2 = 242 + 1, the polynomial becomes

= y(\j(i1+i2)/2J — (Nwgq — xp,lyp)il (—g2 + xp,2yp)i2 em~(irtiz),

By expanding (Nzg41 — a;p,lyp)il and (—zq2 + zp, gyp) the polynomial becomes

. ) i 7 i2
_ y$(11+z2)/2J—J1 Z < 1 ) (_-rp,lyp) 1 (Nz, l)z —ip,1

7
ip,1=0 Pl

(112 > (~751v,23/p)ip’2 (_xq,2)i2_ip’2 em~(itia)
ip,2

ip,2=0

_ yé(i1+i2)/2j —J1 E E ( ) (?2 )(_1)ip,1+i2ip,2Ni1ip, xZ;D,1 $;p’2 xf]ll ipylx?;ip,?y;p,l"‘in emf(i1+i2)
Z b
p7

1
ip,1=01p 2=0 P,2
— yql_(i1+i2)/2j —J1 em_(ll-Hz)'

i1+ min{i1,ip} . .
() 11 ( 1)21p 1+z271pN11 ip,1 ip,1 tp—ip,1 11—ip1 t2—ip+ip1 ip
i » Tp1tp2  Tg1 L2 Yp
p

4 — 1 1
ip=0 i, 1 =max{0,ip—is} Pl Pl

From the relation y,y, = N, we modify all the monomial so that y, and y, do not appear in each
monomial, simultaneously. Then, the polynomial becomes

143 min{é1,ip} . .
_ Z§2 Z p < 192 ) < 11 )(_1)2ip71+i2ipN’i1ip’1+L(i1+i2)/2J .
= —ip1) \ip1
ip=|(i1+12)/2]—j1+1ip,1=max{0,ip—iz}

ip,1 Gp—ip,1 f1—ip1 d2—ipt+ip1 dp—|(i1412)/2]+51) m—(i1+i2)
Tp1¥p2  Tg1  Tgo2 Yp €

[(1+i2)/2]—j1  min{irip} ; ;
+ Z Z <Z Qi > <Z 1 )(_1)2ip,1+i2—ipNi1—z‘p,l—&—ip.
ip=0 ipa=max{0,ip—iz} VP Pl Pl
ip,1 —ip,1 _11—1p,1 G2—ip~+ip,1 L(i1+i2)/2J*ip*jl m—(i1+1i2)
€z 1xp2 Lo Lg2 Yq € :
Notice that there are no monomials that have y, and y,, simultaneously. The exponents of y,

in the first summation are positive, whereas the exponents of y, in the second summation are
non-negative.

Next, as we discussed above, we replace all &, 1, Z4 2 in the first summation by z,1 + 1, 2,2 — 1,

respectively, and replace all x;,1, 2,2 in the second summation by z,1 — 1,242 + 1, respectively.
Then, the polynomial becomes

i1+ia min{iy,ip} . .
_ Z Z ( 192 > ('Zl ) <_1)2ip,1+i2*ipN’i17ip,1+L(i1+i2)/2j i
ip=|(i14+12) /2] —j1+1 ip,1=max{0,ip—i2} L Zp’l tp,1
:E;fllxp 5 —ip,1 (xp t 1)11 ip1 (l’ 9— 1)12—1p+zp, yp —L(1+i2)/2]+50 em—(i1+i2)
[(@1+i2)/2]—j1  min{iz,ip}

i2 i1 ip1-Hiz—ip AFi1—ip.1+i
+ . . . — 1)1 T2 UL, 1T p
IS S R

: i
ip=0 ip,1=max{0,ip—iz} Pl
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ip,1 ip—ip1 01 —ip,1 Go—iptip1  [(i1+42)/2]—ip—j1 m—(i1+i2)
(g1 —1)P(xgo + 1) Tyq U %o Yq e

11+12 min{i1,ip} . . . .
_ Z Z < 12 > <.21 )(1)2ip,1+i2—ipNi1—ip11+L(i1—|—i2)/2J x;p,lll‘;pglp,lem—(il—‘rig).
(3 Z ’1 7 ’1 ) )
=|(i1+%2) /2] —j1+1 ip,1=max{0,ip—iz} p p
' o ' 11—ip1 . . o iptip1 . . . o
ip—[(i1+i2)/2]+51 M p1\ ii—ip1—kp 2 —lp+ip1 (_1)kp,2 i2—ip+ip,1—kp,2
Yp k Tp1 k Tp,2
[ Pl - 2
p,1=0 p,2=0
L(i1+i2)/2] =1 min{iy ,ip} ; ;
2 1 2ip,1+i2—1 i1—ip,1+ip 01— 0p,1 12—ip+tip1
+ E § < ) )( )( 1) P, P N D pqu Tyo .
— X c o \p — 1p1/ \Ip
ip=0 ip,1=max{0,ip—iz}
ip,1 i Ip—ip,1 i i
L[(G1+i2) /2] —j1—ip _m—(i1+iz) p,1 kg1,.0p,1—kq,1 p — ip1 ) ip—ip1—kqz2
Ya € Z k (=1 Tq,1 Z k Tq,2
kga=0 N 1 kig,2=0 22
q,1=— q,2—

i1+io min{iq,ip} 11 —1ip,1 t2—ip+ip,1 . . . . . . .
iy — 1@ 1 k k
ip=[(i142)/2) —j1 4+ 1 ip1=max{0,ip—iz} kp1=0 kpa=0 NP P/ NPl i1 2
2ip 1+i2—tp+kp,2 NFE1—%p,1+ [ (¢1+12)/2 p1, G2—kp2 ip—[(i14+492)/2]+J1 _m—(i1+io
(1)10 pTFRp,2 [\ p.1tL( )/Jpl T, o Yp e ( )

[(iatiz)/2)—jr  minfinip}  dpa ip—ipa i i ip =1
1 p71 P p’l .
+ Z > 2 Z( —1i 1><Z 1)(’91)( kq,2 )
ZPZO 1,max{0 Zp 12} k;q 1=0 k’ 2= =0 P, P q, q,

2ip.1+iz—iptkq1 Ni1—ip,1+ip,i1—ke1 t2—kg2 |(i1+i2)/2]—j1—ip m—(i1+i2)
(1)~ PRI NI g Ty T g e .

The polynomial has monomials for variables

° :L';)pg{ 11_11,; 2yp Y for 1 lpy = 1, 2, ceey ’7(21+12)/2—‘ +]1, Z.p$’1+ip:c,2 = Zpy+|_(7/1+12)/2J _j17 ceey 7:1_‘_7:27

o TRy for o = 0,1, [(i14i2) /2] — i3 dgua ez = dgy—[(i14i2) /2] 1, ., 1 Fi.
Since all these variables except asp 1a:p QyIL(“HQ)/ 21+ appear in  diagonals  of

g[ig,ig,jg,jg,u/](iﬁp,l,J?q,l,$p,2,90q,2>ypayq) or 9[117127]1] ($p,1axq,laxp,%xq,%ypqu) such that
/ /

g[il,m,jl],p(xp,lvxq,l»xp,%xq,?’ypqu) = g[i’l,ié,ji],p( Tp,1; Tq,1, Tp2, Tq,2, Yps Yq), as  stated in
Lemma 4, the diagonal of g{im%m’p(xp,l,xq71,xp,2,xq72,yp,yq) in the triangular basis matrix
. i1 i i +i2) /21451 e (i1 4i - :

is X;le;?sz[(“ﬂz)/ i1 gm—(iatiz) Similarly, we can prove that the polynomials gen-
erate triangular basis matrices and the diagonal of gf@'l,iQ,jQ],q(xp,l»%,lamp,2a$q,2>ypayq) is
i1 yria v (1+i2) /21452 m— (i +i

Xg1Xq2Yq em-ita),

O

4.3 Experimental results

We compare the practical behaviors between our previous attack in [TLP17] and an improved
attack proposed in this version. Note that the improved lattice construction captures a sublattice
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Table 5: Experimental results of small CRT-exponents attack

N H::E?I[lﬁli\f 188], i Ours in [TLP17] Ours
dp, dg dim. dp,dy | dim. | LLL time (in sec.) | dp,d; | dim. | LLL time (in sec.)

1000 bits | 11 bits 30 33 bits 95 25 33 bits 31 1
1000 bits | 22 bits 93 50 bits | 252 5194 50 bits 84 230
1000 bits | 29 bits 154 - - - 62 bits | 179 34577
2000 bits | 21 bits 30 66 bits 95 81 66 bits 31 2
2000 bits | 35 bits 60 100 bits | 252 13393 100 bits | 84 741
2000 bits | 47 bits 105 - - - 129 bits | 177 123646
5000 bits | 48 bits 30 176 bits | 95 573 176 bits | 31 12
5000 bits | 89 bits 60 261 bits | 252 71249 261 bits | 84 4920
5000 bits | 113 bits 93 - - - 316 bits | 177 559007
10000 bits | 96 bits 30 351 bits | 95 2460 351 bits | 31 69
10000 bits | 179 bits 60 530 bits | 252 306604 530 bits | 84 23559

of our previous one [TLP17], hence the experimental results do not change for m = 4,6. However
since the new sets adopt lattices with much smaller dimension, we greatly reduce the running time
of LLL algorithm.

Moreover, for m = 8 we can reduce the dimension from about 500 of [TLP17] to 180 which is ac-
ceptable for practical implementation, it means that we can further improve the experimental results
of our previous attack. We implemented the experiment programs of both previous attack [TLP17]
and our improved one by Sage 7.4 and L? reduction algorithm from Nguyen and Stehlé [NS09].
The calculations were performed on Intel Xeon E5-2637 processor running at 3.5GHz. By means of
a comparison among the work of Herrmann-May’s result [HM10], our previous attack [TLP17], and
the improved one, we list the experimental results with varying bitsize of RSA moduli under small
CRT-exponents in Table 5. In all experiments, we successfully find the factorization of these RSA
moduli. As it is shown, the experimental results of small CRT-exponents attack can be further
improved.

5 Attacks on the Variants

In this section, we study small CRT-exponent attacks on the RSA variants, i.e., the Multi-Prime
RSA, Takagi’s RSA, and the RSA with multiple exponent pairs. We extend our attack of Theorem
2 to the variants.

5.1 Multi-Prime RSA

In this section, we extends the small CRT-exponent attack for the Multi-Prime RSA as follows.

Theorem 6. Let N = [[;_, p; be an RSA modulus, where r > 2 and all the prime factors pi1,...,py
are the same bit-size. Let e = N and d,, < N% be a public/CRT exponent respectively such that
ed,, =1 (mod (p; — 1)) for all i = 1,...,r. Given public elements N and e, if N is sufficiently
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large and

1—+y/(r—1a r—1
———— for a> 7

min §; <
ie{1,...,r}

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

We can successfully extend an attack for the Multi-Prime RSA in the sense that Theorem 6
becomes the same as Theorem 3 for r = 2.

Proof of Theorem 6 Recall the CRT-RSA key generation;
edp, = 1+ ky, (pi — 1)
with some integer k,,. By multiplying an integer N/p;,
edPiN/pi = N/pi + kpi(N - N/pz) = (kpi - 1)(N - N/pz) + N.
Then we solve the following modular equations;
INgpi@N s UNyp) 7= N+ 2nyp (N = ynyp,) =0 (mod e),
fpi(mpiaypi) = ]' + xpi(ypi - ]') = 0 (I’IlOd 6)’
whose Toot is (Zn/p,» Tpi> UN/pi» Up:) = (kp, — 1, kp;, N/pi, pi). The absolute values of the root are

bounded above by X := N1/ for TNn/p, and p,, Yy/p, = N(T_l)/””,Y}JZ. = NV" for YN/pi» Yps
respectively. We construct the same matrix as the proof of Theorem 2 and the modular equation

L+ A+7 A4 <0
« G 5 :

can be solved when

L W\ AT rod )\2+1 T2+
a _— = o —_— —_ . —
r 3 r 6 r 6

We set the parameters A\ = 17,__T15, 7 = 1—7rd and the condition becomes §; < w as required.
To satisfy the restrictions of parameters, o > T—Ql should hold. O

We also extend May’s modulo p; attack [May02] for the Multi-Prime RSA as follows.

Theorem 7 (Adapted from [LZPL15]). Let N = [[;_, pi be an RSA modulus, where r > 2 and
all the prime factors p1,...,p, are the same bit-size. Let e = N and d,, < N®% be a public/CRT

exponent respectively such that edy, =1 (mod (p; — 1)) for alli =1,...,r. Given public elements
N and e, if
r+1—1r%a
min §; < —————,
ie{l,..r} 2r2

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

We can successfully extend an attack for the Multi-Prime RSA in the sense that Theorem 7
becomes the same as Theorem 4 for » = 2. We omit the proof since it is almost the same as Theorem
9 of [LZPL15]. The bound of Theorem 6 is always better than or equal to that of Theorem 7. Figure
4 compares the attack condition between Theorem 6 and 7 for r = 3 and 4.
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Figure 4: Comparisons between our attacks of Theorem 6 and 7. The left and the right figure is
for r = 3 and 4, respectively.

5.2 Takagi’s RSA
In this section, we extends the small CRT-exponent attack for Takagi’s RSA as follows.

Theorem 8. Let N = p"q be an RSA modulus, where r > 1 and the prime factors p and q are
the same bit-size. Let e = N and d,, < No», dy < N®% be a public/CRT exponent respectively such
that ed, =1 (mod (p — 1)) and ed; = 1 (mod (¢ — 1)). Given public elements N and e, if N is
sufficiently large and

1 - ro
7mf07“a> 4

min{dp, 64} < Tl 12

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.

We can successfully extend an attack for Takagi’s RSA in the sense that Theorem 8 becomes the
same as Theorem 3 for » = 1. Although Shinohara et al. [SIK11] extended Bleichenbacher-May’s
attack, our attack is always better.

Proof of Theorem 8 Recall the CRT-RSA key generation;
ed,=1+kp(p—1) and edy=1+ke(q—1)
with some integer k), and d,. By multiplying N/p = p"~'q and N/q = p" respectively,

edpp” 'q=p""'q+ky(N—p ) = (ky — 1)(N —p"'g) + N and
edgp" =p" + ke(N —p") = (kg — 1)(N —p") + N.

Then we solve the following modular equations for small dp;

Jor—1g(@pr—14,Ypr-14) = N 4+ Tpr-1,(N — ypr-1,) =0 (mod e),
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Figure 5: Comparisons between our attacks of Theorem 8 and 9. The left and the right figure is
for r = 2 and 3, respectively.

fo(@p,yp) =14+ xp(yp —1) =0 (mod e),

whose root is (z,r-14, Tp, Ypr-14, Yp) = (kp — 1, kp,p""tq,p), and the following modular equations for
small dg;

for(@pr, ypr) == N + xpr (N —ypr) =0 (mod e),
Jo(@q,yq) =1+ 24(yg — 1) =0 (mod e),
whose root is (z,r, Zq, Ypr, Yq) = (kq—1,kq, p", q). The absolute values of the root are bounded above
by X := NotI=1/(r+1) for Tpr—1g, Tp, Tpr, and x4, ¥, 1= N7/+1) for Ypr—14 and ypr, Y7 1= NY/(+1)

for y, and y, respectively. For both small d,, and d, attacks, we construct the same matrix as the
proof of Theorem 2 and the modular equation can be solved when

pag_ L NAT )‘—2+L T—2+a LEA+T A+7) _
3 r+1 6 r+1 6 6 2 '

We set the parameters A = w,T = 1—(r+ 1) and the condition becomes § < 1(;@ as
required. To satisfy the restrictions of parameters, a > G J:l)2 should hold. O

We also extend May’s modulo a prime factor attack [May02] for Takagi’s RSA as follows.

Theorem 9 (Adapted from [May02]). Let N = p"q be an RSA modulus, where r > 1 and the
prime factors p and q are the same bit-size. Let e = N and d,, < N, dg < N% pe q public/CRT
exponent respectively such that ed, = 1 (mod (p — 1)) and ed; = 1 (mod (¢ — 1)). Given public
elements N and e, if

2r +1— (r+1)%«
2(r 4+ 1)2

r+2—(r+1)>3%

% < 2r+ 1)

or 64 <

then N can be factorized in polynomial time by assuming that polynomials which are derived from
LLL reduced bases are algebraically independent.
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We can successfully extend an attack for the Takagi’s RSA in the sense that Theorem 9 becomes
the same as Theorem 4 for r = 1. We omit the proof since it is almost the same as Theorem 9
of [LZPL15]. The bound for §, of Theorem 8 is always better than or equal to that of Theorem
9, however, the bound for d, of Theorem 9 is better than or equal to that of Theorem 8. Figure 5
compares the attack condition for small d, between Theorem & and 9 for r = 2 and 3.

5.3 RSA with Multiple Exponent Pairs

In this section, we extends the small CRT-exponent attack for the RSA with multiple exponent
pairs as follows.

Theorem 10. Let N = pqg be an RSA modulus, where the prime factors p and q are the same
bit-size. Let e = N and dgy < N® for¢ =1,...,r be a public/CRT exponent respectively such
that eydq e =1 (mod (¢—1)). Given public elements N and e1, ..., e, if N is sufficiently large and

(5<1 «
2 3r+1’

then N can be factorized in time polynomial in input length and exponential in r by assuming that
polynomials which are derived from LLL reduced bases are algebraically independent.

We can successfully extend the attack for RSA with multiple exponent pairs in the sense that
Theorem 10 becomes the same as Theorem 3 for » = 1. We do not think May’s modulo ¢ approach
is an appropriate way for the attack scenario, hence, we do not extend it. Peng et al. proposed the
attack (Theorem 2 of [PHL"15]) which extended Bleichenbacher-May’s [BM06] and works when
§ < (9r — 14)/(24r + 8) for an o = 1. Theorem 10 is always better than the attack of Peng et
al. Indeed, even if there are infinitely many exponent pairs r, the attack of Peng et al. works for
d < 3/8 whereas our attack works for the same bound of § with only 21 exponent pairs. Figure 6
compares recoverable sizes of d, between our attack and that of Peng et al. [PHL'15].

Proof of Theorem 10 Recall the CRT-RSA key generation for d s;
erdge=1+ke(g—1)
with some integer ky. By multiplying an integer p,
eedgp =p+ke(N —p) = (ke —1)(N —p) + N.
Then we solve the following modular equations;

Tpt(@po,Ype) =N+ xp0(N —yp) =0 (mod ey),
fq,@(mq,fa yq,f) =1 + xq,@(yq - 1) =0 (mOd ef)a

whose root is (¢, g0, Yp, Yq) = (k¢ — 1,ke,p,q). The absolute values of the root are bounded
above by X := N*t0=1/2 for Tpeand x4, Y i= N1/2 for Yp, Yq Tespectively within constant factors.
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Figure 6: Comparison between our attack (Theorem 10) and the attack of Peng et al. [PHL'15]

To solve the modular equations, we use the following shift-polynomials

. /9 /9 »
g[i,j]($p,fvxq,€7yp7yq) = "Ei)[fp[jg/ —I(xp,&yp)fq\fé/ J(‘Tq,[?yq)ezn 17
1974 /9| »
gf@j]('%‘p,ﬁaxq,faypayq) = gfé/] ](xp,fayp)fql.f[/J J(xq,éayq)ezn 27
7o 1214 »
gf;j](xp,g,wq,g,yp,yq) = f;[,zz/] ](xp,fayp)qu,Ze/J Nzq0yg)ey ™",

with some positive odd integer m. All the shit-polynomials share the common root modulo e™.
Let 7 be a constant such that 0 < 7 < 1. We use the shift-polynomials

g[i,j}(xpx,mq,g,yp,yq) fori=0,1,...,m;j = min{O, {(217_ — 1> z—‘ } N (R
gfi,j}@plvxq,fvypqu) fori=1,3,...,m;5=1,2,...,[7i] — [i/2],
gf;ﬂ (pts g0 YpsYg) for i =0,2,....m—1;5=1,2,..., [1i] — |i/2],
and construct a triangular basis matrix with diagonals
o X XVivemmin{ix 2y =1} for jx =1,2,...,myiy =0,1,...,7ix + ofix),
o X XVivemmintix2iv} for jx =0,1,...,myiy =0,1,...,7ix +0(ix).

As Boneh and Durfee’s attack was extended to multiple exponent pairs setting [TK14b], we use
Minkowski sum based lattice method [Aonl13] and combine r lattices for dg, with £ =1,2,... 7.
Then the dimension n and the determinant of the combined lattice X*XY *Ye% can be computed
as follows:

m  [7(x;++ix,)] m m [7(ix,++ix,)]

m
n= Z E Z 1+ E Z Z 1 =7rrm" ™ 4 o(m"),
ix,=0  ix, =0 iy =1 ix,=0  ix, =0 iy =0
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m [T(ix,++ix,)]

Sx =2 zm: Z Z ng — er+2 +0(mr+2),

/=1 in 0 ix, =0 1y =0
m m [T(in‘f‘ +ix,)] 2
_ o r@Br+ DT 42
sy =2 iy =——15 ™ +o(m"™?),
ix,;=0 ix, =0 iy =0
r m "'(ZX1Jr +ix,)]

Z Z Z Z (m —min{ix,, 2ty — 1})

€=11ix,=0 ix iy=1
r [T(ixy ++ix,)]
Y . Br—1)7+1
+ Z Z Z Z (m — mm{zXZ,sz}) = #mkm + o(mk”),
= lle_o ix iy =0

Applying the LLL reduction, the polynomials obtained from the output vectors satisfy Howgrave-
Graham’s lemma if X*XY*Yefe < ™ ie.,

r(3r4+1)7 1 r(3r+1)72 (B3r—1)14+1
< + 6 2> 5 +2 75 +a-r 5 rT ) <0

by omitting low order terms of m. To minimize the left hand side of the inequality, we set the
parameters 7 = 1 — 24, then the condition becomes

§< a
2 3r+1

as required. O

6 Concluding Remarks and Open Problem

In this paper, we studied a lattice-based cryptanalysis of the small CRT-exponent RSA. We devel-
oped a new lattice construction technique that is specialized to the CRT-RSA key generation and
proposed several improved attacks. When a prime factor p is significantly smaller than the other
prime factor ¢ with a small dg, we solved an open problem which was claimed in [BM06, May02];
we proposed an attack which works for p < N%°. When both d, and d; are small, we proposed
an attack which works for dp,d, < N 0122 with a full size e. We also proposed attacks on the RSA
variants, i.e., the Multi-Prime RSA, Takagi’s RSA, and RSA with multiple exponent pairs.

In Section 4, we obtain the improvement by exploiting sublattice structures from [TLP17]. Al-
though the experimental results based on the sublattice provide better matching between achievable
sizes of dp, d, and the theoretically predicted bound than the previous lattice in [TLP17], there still
exists a gap. In other words, it seems that there is still room for improvements of the bound N0-122
by this approach. Specifically, for the 31-dimensional lattices (resp. 84-dimensional lattices), the
theoretically predicted bound § should be 0.00 (resp. 0.03), however, we successfully find integer
equations when 0 < 0.03 (resp. § < 0.05). We think that the reason for this gap derives from that to
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make the matrix triangular, we can not only remove the unhelpful polynomials. The open problem
is how to further improve this bound to fill the gap between achievable bound in experiments and
the theoretically predicted bound. We hope our novel lattice construction can be fully analyzed
and lead to a better results.
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