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Abstract. Since Gentry’s breakthrough work in 2009, homomorphic
cryptography has received a widespread attention. Implementation of a
fully homomorphic cryptographic scheme is however still highly expen-
sive. Somewhat Homomorphic Encryption (SHE) schemes, on the other
hand, allow only a limited number of arithmetical operations in the en-
crypted domain, but are more practical. Many SHE schemes have been
proposed, among which the most competitive ones rely on Ring Learning
With Errors (RLWE) and operations occur on high-degree polynomials
with large coefficients. This work focuses in particular on the Chinese
Remainder Theorem representation (a.k.a. Residue Number Systems)
applied to the large coefficients. In SHE schemes like that of Fan and
Vercauteren (FV), such a representation remains hardly compatible with
procedures involving coefficient-wise division and rounding required in
decryption and homomorphic multiplication. This paper suggests a way
to entirely eliminate the need for multi-precision arithmetic, and presents
techniques to enable a full RNS implementation of FV-like schemes. For
dimensions between 2!' and 2!, we report speed-ups from 5x to 20x
for decryption, and from 2x to 4x for multiplication.

Keywords: Lattice-based Cryptography, Homomorphic Encryption, FV,
Residue Number Systems, Software Implementation

1 Introduction

Cryptographers’ deep interests in lattices are for multiple reasons. Besides pos-
sessing highly desirable post-quantum security features, lattice-based cryptogra-
phy relies on simple structures, allowing efficient asymptotic complexities, and
is quite flexible in practice. In addition to encryption/signature schemes ([15, 25,
18,7,21,22]), identity-based encryption [8], multilinear maps [10, 16], lattices are
also involved in homomorphic encryption (HE). The discovery of this property
by Gentry in 2009 [12], through the use of ideal rings, is a major breakthrough
which has opened the door to many opportunities in terms of applications, es-
pecially when coupled with cloud computing.

HE is generally composed of a basic layer, which is a Somewhat Homomor-
phic Encryption scheme (SHE). Such a scheme allows us to compute a limited
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number of additions and multiplications on ciphertexts. This can be explained
by the fact that any ciphertext contains an inherent noise which increases af-
ter each homomorphic operation. Beyond a certain limit, the noise becomes too
large to allow a correct decryption. This drawback may be tackled by using
bootstrapping, which however constitutes a bottleneck in terms of efficiency.
Further improvements of noise management [6, 5] have been suggested so that,
in practice, and given an applicative context, it may be wiser to select an efficient
SHE with parameters enabling a sufficient number of operations. For instance,
schemes like FV [9] and YASHE [4] have been implemented and tested for eval-
uating the SIMON Feistel Cipher [17]. Among the today’s more practical SHE
schemes, FV is arguably one of the most competitive. This scheme is being cur-
rently considered by major stakeholders, such as the European H2020 HEAT
consortium [26], as a viable candidate for practical homomorphic encryption.

Our Contribution This work focuses on practical improvement of SHE schemes,
in particular FV. Despite the fact that the security of YASHE has been called into
question recently [1], this scheme can also benefit from the present work. These
schemes handle elements of a polynomial ring Z,[X]/(X™ + 1). The modulus ¢
can be chosen as the product of some small moduli fitting with practical hard-
ware requirements (machine word, etc.). This enables us to avoid the need of
multi-precision arithmetic in almost the whole scheme. However, this CRT rep-
resentation (a.k.a. Residue Number Systems, or RNS) is hardly compatible with
a couple of core operations: coefficient-wise division and rounding, occurring in
multiplication and decryption, and a noise management technique within homo-
morphic multiplication, relying on the access to a positional number system.

We show how to efficiently avoid any switch between RNS and the positional
system for performing these operations. We present a full RNS variant of FV and
analyse the new bounds on noise growth. A software implementation highlights
the practical benefits of the new RNS variant.

It is important to note that this work is related to the arithmetic at the coef-
ficient level. Thus, the security features of the original scheme are not modified.

Outline Section 2 provides some preliminaries about FV and RNS. Section 3
provides a full RNS variant of decryption. Section 4 gives a full RNS variant of
homomorphic multiplication. Results of a software implementation are presented
in Section 5. Finally, some conclusions are drawn.

2 Preliminaries

For the sake of clarity, proofs of lemmas, propositions and theorems within Sect.
3 and 4 are provided in an extended version [2].

Context High-level operations occur in a polynomial ring R = Z[X] /(X™ +1)
with n a power of 2. R is one-to-one mapped to integer polynomials of degree
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strictly smaller than n. Most of the time, elements of R are denoted by lower-
case boldface letters and identified by their coefficients. Polynomial arithmetic
is done modulo (X™+1). The infinity norm of a = (ag,...,an—1) € R is defined
by |la|lcc = maxogi<n—1(]a;]). Ciphertexts will be managed as polynomials (of
degree 1) in R[Y]. For ct € R[Y], we note ||ct| oo = max; |[ct[i]|loo, ct[i] being
the coefficient of degree ¢ in Y. The multiplicative law of R[Y] is denoted by *.

Behind lattice-based cryptosystems in general, and FV in particular, lies the
principle of noisy encryption. Additionally to the plaintext, a ciphertext contains
a noise (revealed by using the secret key) which grows after each homomorphic
operation. Since the homomorphic multiplication involves multiplications in R,
it is crucial that the size of a product in R does not increase too much. This
increase is related to the ring constant 6 = sup{||f - glloo/|| Fllco - lI9llcc : (F,9) €
(R \ {0})?}. It means that ||f - gllcc < I|/Flloo - ||g]lcc- For the specific ring R
used here, § is equal to n.

For our subsequent discussions on decryption and homomorphic multiplica-
tion, we denote the “Division and Rounding” in R[Y] (depending on parameters
t,q which are defined thereafter) by:

i

DR :ct =Y ctlj]y/ e R[Y] Y uct[jﬂ Y7 e RY] . (1)
j=0 j=0

The notation L%c], for any ¢ € R (e.g. ct[j] in (1)), means a coefficient-wise
division-and-rounding.

Plaintext and Ciphertext Spaces The plaintext space is determined by an
integer parameter ¢ (¢ > 2). A message is an element of R, = R/(tR), i.e. a
polynomial of degree at most n — 1 with coefficients in Z;. The notation [m];
(resp. |m|¢) means that coefficients lie in [—t/2,t/2) (resp. [0,t)). Ciphertexts will
lie in R,[Y] with ¢ a parameter of the scheme. On one side, some considerations
about security imply a relationship between g and n which, for a given degree
n, establish an upper bound for log,(q) (cf. (6) in [9]). On the other side, the
ratio A = | 2| will basically determine the maximal number of homomorphic

t
operations which can be done in a row to ensure a correct decryption.

RNS Representation Beyond the upper bound on log,(g) due to security
requirements, the composition of ¢ has no restriction. So, ¢ can be chosen as a
product of small pairwise coprime moduli ¢ ... g;. The reason for such a choice
is the Chinese Remainder Theorem (CRT) which offers a ring isomorphism Z, =
Hle Zg,. Thus, the CRT implies the existence of a non-positional number system
(RNS) in which large integers (mod ¢) are mapped to sets of small residues.
Furthermore, the arithmetic modulo ¢ over large integers can be substituted
by k independent arithmetics in the small rings Z,,. The isomorphism can be
naturally extended to polynomials: Ry &~ R4, X ... X R, . It means that RNS
can be used at the coefficient level to accelerate the arithmetic in R,.
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In the rest of the paper, the letter ¢ may refer either to the product ¢; ... gx
or to the “RNS base” {q1,...,qr}. Symbol v denotes the “width” of the moduli.
In other words, from now on, any modulus m (should it belong to ¢ or to any
other RNS base) is assumed to verify m < 2”.

Asymmetric Keys The secret key s is picked up in R according to a discrete
distribution Xk, on R (in practice, bounded by Bge, = 1, i.€. [|8]joc < 1).

For creating the public key, an “error” distribution y.,, over R is used. In
practice, this is a discrete distribution statistically close to a Gaussian (with
mean 0 and standard deviation o) truncated at Beyy (€.8. Berr = 60¢rr)- Xerr
is related to the hardness of the underlying (search version of) RLWE problem
(for which the purpose is, given samples ([—(a;s + €;)]q, a;) with e; < xerr and
a < U(R,), to find s; U(R,) is the uniform distribution on R,). The public
key pk is created as follows: sample a < U(R,) and e < Xkey, then output

pk = (po,p1) = ([~(as + )]y, a).

Encryption, Addition, Inherent Noise of a Ciphertext Encryption and
homomorphic addition are already fully compliant with RNS arithmetic. They
are recalled hereafter:

— Encpy([m],): from samples e1, €2 < Xerr, U <= Xkey, OUtput
ct = (ct[0], ct[1]) = ([A[m]; + pou + e1]y, [P1u + e2]y).
— Addgy(cty, cta): output ([ct1[0] + ct2[0]]4, [ct1[1] + cta[l]]q).

By definition, the inherent noise of ct (encrypting [m]:) is the polynomial v
such that [ct(s)], = [ct[0] + ct[l]s], = [A[m]; + v],. Thus, it is revealed by
evaluating ct € R,[Y] on the secret key s.

Elementary Operations A basic word will fit in v bits. In RNS, an “inner
modular multiplication” (IMM) in a small ring like Z,, is a core operation. If
EM stands for an elementary multiplication of two words, in practice an IMM
is costlier than an EM. But it can be well controlled. For instance, the moduli
provided in NFL1ib library [19] (cf. Sect. 5) enable a modular reduction which
reduces to one EM followed by a multiplication modulo 2”. Furthermore, the cost
of an inner reduction can be limited by using lazy reduction, e.g. during RNS
base conversions used throughout this paper. NTT and invNTT denote the Number
Theoretic Transform and its inverse in a ring R, for a modulus m. They enable
an efficient polynomial multiplication (NTT, invNTT € O(nlogy(n))).

3 Towards a Full RNS Decryption

This section deals with the creation of a variant of the original decryption func-
tion Decpy, which will only involve RNS representation. The definition of Decpy
is recalled hereafter.
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— Decpy(ct = (ep, €1) € Ry[Y]): compute [DRo([ct(s)]4)]: = H%[co + c1s]th.

The idea is that computing [co + ¢18]q = [A[m]; + v], reveals the noise. If this
noise is small enough, and given that [m]; has been scaled by A, the function DRy
allows to cancel the noise while scaling down A[m]; to recover [m];. Concretely,
decryption is correct as long as [|[v||oc < (A —q|¢)/2, i.e. the size of the noise
should not go further this bound after homomorphic operations.

The division-and-rounding operation makes Decgy hardly compatible with
RNS at a first sight. Because RNS is of non positional nature, only exact integer
division can be naturally performed (by multiplying by a modular inverse). But
it is not the case here. And the rounding operation involves comparisons which
require to switch from RNS to another positional system anyway, should it be a
classical binary system or a mixed-radix one [11]. To get an efficient RNS variant
of Decpy, we use an idea of [3]. To this end, we introduce relevant RNS tools.

3.1 Fast RNS Base Conversion

At some point, the decryption requires, among others, a polynomial to be con-
verted from R, to R;. To achieve such kind of operations as efficiently as possi-
ble, we suggest to use a “fast base conversion”. In order to convert residues of
x € [0, q) from base ¢ to a base B (e.g. {t}) coprime to ¢, we compute:

k
FastBconv(z,q,B) = (Z x

i=1

qi

i

qi i

X 2 mod m> . (2)
meB

This conversion is relatively fast. This is because the sum should ideally be
reduced modulo ¢ in order to provide the exact value z; instead, (2) provides
x+ a,q for some integer o, € [0, k—1]. Computing «, requires costly operations
in RNS. So this step is by-passed, at the cost of an approximate result.

FastBconv naturally extends to polynomials of R by applying it coefficient-
wise.

3.2 Approximate RNS Rounding

The above mentioned fast conversion allows us to efficiently compute an approx-
imation of \_%[CO + ¢18],] modulo ¢. The next step consists in correcting this
approximation.

First, we remark that |ct(s)|, can be used instead of [ct(s)],. Indeed, the
difference between these two polynomials is a multiple of g. So, the division-
and-rounding turns it into a polynomial multiple of ¢, which is cancelled by the
last reduction modulo ¢. Second, a rounding would involve, at some point, a
comparison. This is hardly compatible with RNS, so it is avoided. Therefore, we
propose to simplify the computation, albeit at the price of possible errors, by
replacing rounding by flooring. To this end, we use the following formula:

t  tot(s)ly — It ct(s)lg
Llet(o)l | - . .
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The division is now exact, so it can be done in RNS. Since this computation
has to be done modulo ¢, the term t|ct(s)|, cancels. Furthermore, the term
(|t - ct(s)|q mod t) is obtained through a fast conversion.

Lemma 1 sums up the strategy by replacing |ct(s)|, by v|ct(s)|q, where v
is an integer which will help in correcting the approximation error.

Lemma 1. Let ct be such that [ct(s)]y = Am], +v + gr, and let v, := tv —
[m]¢|gle. Let v be an integer coprime to q. Then, for m € {t,~v}, the following
equalities hold modulo m:

t
FastBeonu(yt - ct(s)]g, 0. {£.7)) X | — ¢ | [ ! ] e
q
)

where each integer coefficient of the error polynomial e € R lies in [0, k].

The error e is due to the fast conversion and the replacement of rounding by
flooring. It is the same error for residues modulo ¢ and . The residues modulo
~ will enable a fast correction of it and of the term |y2<] at a same time. Also,
note that r vanishes since it is multiplied by both ¢ and ~.

3.3 Correcting the Approximate RNS Rounding

The next step is to show how 7 in (3) can be used to correct the term ([y%]—e).
q(3—¢),

It can be done efficiently when the polynomial v, is such that ||ve]|e <
for some real number ¢ € (0,1/2].

Lemma 2. Let ||velleo < q(% —¢), e € R with coefficients in [0,k], and v an

integer. Then,
6>k:>H7vc-‘—e] :{vvc-‘—e. (4)
q 5 q

Lemma 2 enables an efficient and correct RNS rounding as long as k(% —
%)_1 ~ v has the size of a modulus. Concretely, one computes (3) and
uses the centered remainder modulo « to obtain « ([m]; + tr) modulo ¢, which

reduces to y[m]; mod t. And it remains to multiply by |[y~!|; to recover [m];.

3.4 A Full RNS Variant of Decgy

The new variant of the decryption is detailed in Alg. 1. The main modification
for the proposed RNS decryption is due to Lem. 2. As stated by Thm. 1, given
a vy, the correctness of rounding requires a new bound on the noise to make the
~-correction technique successful.
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Theorem 1. Let ct(s) = Alm]; + v (mod q). Let v be a positive integer co-

prime to t and q such that v > 2k/(1 — %), For Alg. 1 returning [m];, it
suffices that v satisfies the following bound:

q (1 k lqls
<d ()4t
[v]|oo < ; (2 7) 9 (5)

There is a trade-off between the size of 4 and the bound in (5). Ideally, v ~ 2k
at the price of a (a priori) quite small bound on the noise. But by choosing
v~ 2Pk for p < v — 1 — [logy (k)] (i.e. v < 2¥ is a standard modulus), the
bound (A(1 — 27P) — |q|¢)/2 for a correct decryption should be close to the
original bound (A — |g|;)/2 for practical values of v. A concrete estimation of
in Sect. 5.1 will show that v can be chosen very close to 2k in practice, and thus
fitting on a basic word by far.

Algorithm 1 Decgys(ct, s,7)

Require: ct an encryption of [m];, and s the secret key, both in base ¢; an integer
coprime to t and ¢

Ensure: [m];

: for m € {t,~v} do
5™ « FastBconv(|yt - ct(s)|q, ¢, {m}) X | — ¢~ *|m mod m

end for

s [3(7)]

m [0 = 5) x |y

return m'

3.5 Staying in RNS Is Asymptotically Better

In any decryption technique, (ct(s) mod ¢) has to be computed first. To optimize
this polynomial product, one basically performs ANTT — knIMM — kinvNTT.
For next steps, a simple strategy is to compute (Lé[ct(s)]q] mod t) by doing
an RNS-to-binary conversion in order to perform the division and rounding. By
denoting x; = |ct(s)% q:» One computes Zle wii mod ¢, compares it to ¢/2 so
as to center the result, and performs division and rounding. Hence, the division-
and-rounding requires O(k?n)EM. In practice, security analysis (cf. e.g. [9, 4, 17])
requires that kv = [logy(¢)] € O(n). So, the cost of leaving RNS to access a
positional system is dominant in the asymptotic computational complexity.
Staying in RNS enables to get a better asymptotic complexity. Indeed, it is
easy to see that Alg. 1 requires O(kn) operations (excluding the polynomial prod-
uct). Thus, the cost of NTT is dominant in this case. By considering k € O(n),
we deduce C(Decgy) € O(n?), while C(Decgys) € O(n?logy(n)). But the hidden
constant in “k € O(n)” is small, and the NTT, common to both variants, should
avoid any noticeable divergence (cf. 5.4) for practical ranges for parameters.
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In order to provide optimized RNS variants of decryption, we make two
remarks. First, the reduction modulo ¢ is unnecessary. Indeed, any extra multiple
of ¢ in the sum Zle mi% is multiplied by %, making the resulting term a
multiple of ¢, which is not affected by the rounding and is finally cancelled
modulo ¢. Second, it is possible to precompute s as a multiprecision floating
point number in order to avoid a costly integer division. But given the first
remark, it suffices to precompute the floating point numbers Q; ~ é with 2v +
log, (k) —log, (t) bits (~ 2 words) of precision. In this case, using standard double
or quadruple (depending on v) precision is sufficient. Finally, it is sufficient to
compute LZle x;Q;] mod t. This represents about 2knEM. Reducing modulo ¢
is nearly free of cost when t is a power of 2.

A second optimized RNS variant, with only integer arithmetic, is based on
Alg. 1, in which ~ is assumed to be coprime to t. It is possible to be slightly
more efficient by noticing that the coprimality assumption can be avoided. This
is because the division by = is exact. To do it, the for loop can be done modulo
v x t. For instance, even if ¢ is a power of 2, one can choose v as being a power
of 2 too, and use the following lemma to finish the decryption efficiently.
Lemma 3. Let v be a power of 2. Let z := |y[m]; + L’y%c] — €|y coming from
(8) when computed modulo ~t. If v satisfies (4), then (> denotes the right bit-
shifting, and vy is the polynomial with all its coefficients being equal to 1)

[(z+ Fv1) > log,(0)], = [m]: . (6)

Lemma 3 can be adapted to other values for . The important remark is that
[m]; is contained in the |logy(t)| + 1 most significant bits of (2 + Fv1) mod ~t.
So, by choosing « as a power of 2, a simple bit shifting enables to recover these
bits. Finally, as soon as ~t fits in 1 word, the cost of such variant (besides
the polynomial product) reduces to knIMM, or simply to knEM modulo 2!°82(7*)
whenever t is a power of 2.

Remark 1. In previous discussion, the product ¢ is assumed fitting in one ma-
chine word to simplify complexity analysis. However, for some applications, the
plaintext modulus ¢ can be bigger than a machine word (e.g. homomorphic neu-
ral networks [13], where ¢ > 280). In such cases, either the plaintexts directly lie
in Ry, or t can be decomposed in a product of smaller moduli ¢y, . .., ts, enabling
the use of RNS for encoding plaintexts (and then allowing better homomorphic
multiplicative depth for a given dimension n). In the first case, the optimized
RNS decryption (given by Lem. 3) remains available, but the residues modulo ¢
should be handled with several words. In the second case, a plaintext is recov-
ered by decrypting its residue modulo each of the ¢;. These £ decryptions can be
done as in Lem. 3, by using v as a power of 2 (whatever the ¢;’s are). Finally,
the plaintext is reconstructed from residues modulo the ¢;’s by using a classical
RNS to binary conversion. However, this conversion is only related to the way
the plaintexts are encoded. This is not handled by RNS decryption described in
this paper, which only deals with representation of ciphertexts (i.e. modulo ¢).
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4 Towards a Full RNS Homomorphic Multiplication

4.1 Preliminaries About Multgy

Below, we recall the main mechanisms of the homomorphic multiplication Multgy
from [9]. More precisely, we focus on the variant with version 1 for relinearisation
step. First, two functions, of which the purpose is to limit a too rapid noise
growth during a multiplication, are recalled (these functions will be denoted as in
[4]). They are applicable to any a € R, for any radix w, and with the subsequent
parameter £, , = |log,(q)] + 1. D, 4 is a decomposition in radix base w, while
P..q gets back powers of w which are lost within the decomposition process.

Darg(@) = ([l ([0~ Jlus- . a1 ) € Rl
Va e R,{ D@ G
“c { Po(a) = (aly. (@ ... [awtes1],) € RE @)

In particular, for any (a,b) € R?, (Dy 4(a), Pu.4(b)) = ab mod q.
Next, Multgy is built as follows (rlkgy is a public relinearisation key):

— rlkpy = ([Pu,q(s?) — (€ +sa),, 3) where € « xiif, @ « U(R )b,
— Relian(Co, C1,C2, I‘lkpv)I
compute ([co + (Dy q(c2), T1key[0])]4, [e1 + (Du g(c2), rlkev[1])]4),
— Multgy(cty, cta): denote ct, = cty * cto (degree-2 element of R[Y]),
o Step 1: Ctpun = [DRa(cty)]q = ([DRo(ct[i])]q)ict0,1,2}5
e Step 2: ctyur = Relingy(Ctpmu)-

There are two main obstacles to a full RNS variant. First, the three calls to DRy
in Step 1, for which the context is different than for the decryption. While in
the decryption we are working with a noise whose size can be controlled, and
while we are reducing a value from ¢ to {t}, here the polynomial coefficients
of the product ct; * cty have kind of random size modulo ¢ (for each integer
coefficient) and have to be reduced towards g. Second, the function D, , (in
Relingy) requires, by definition, an access to a positional system (in radix base
w), which is hardly compatible with RNS.

4.2 Auxiliary RNS Bases

Step 1 requires to use enough moduli to contain any product, in R[Y] (i.e. on Z),
of degree-1 elements from R,[Y]. So, we need an auxiliary base B, additionally
to the base ¢. We assume that B contains ¢ moduli (while ¢ owns k elements).
A sufficient size for £ will be given later. An extra modulus mg is added to B
to create an extended base Bgy. It will be used for a transition between the new
steps 1 and 2. Computing the residues of ciphertexts in Bgy is done through a
fast conversion from ¢. In order to reduce the extra multiples of ¢ (called “g-
overflows” in further discussions) this conversion can produce, a single-modulus
base m is introduced. All these bases are assumed to be pairwise coprime.
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Reducing (mod q) a Ciphertext in Bg, A FastBconv from ¢ can create
g-overflows (i.e. unnecessary multiples of ¢) in the output. To limit the impact
on noise growth (because of division by ¢ in step 1), we give an efficient way to
reduce a polynomial c+qu in Bg. It should be done prior to each multiplication.
For that purpose, we use the residues modulo 7m as it is described in Alg. 2.

Algorithm 2 SmMRqy; ((¢)),)meB.u{m}): Small Montgomery Reduction mod ¢

Require: ¢” in By U {m}
1

Ensure: ¢ in Bs, with ¢/ = ¢”m™" mod ¢, |||l <
T < [—ch/dm
: for m € Bgx do

Cr < |(cm + qra)m”
end for
return ¢’ in B

1‘m

AN v e

Lemma 4. On input ¢, = |[mc]q+qulm for allm € By U{m}, with ||ulls < T,
and given a parameter p > 0, then Alg. 2 returns ¢’ in Bg, with ¢/ = ¢ mod ¢
and |||« < 2(1 + p) if m satisfies:

mp=22r+1 . (8)

To use this fast reduction, the ciphertexts have to be handled in base ¢ through
the Montgomery [20] representation with respect to m (i.e. |fhc|, instead of
|c|g). This can be done for free of cost during the base conversions (in (2),
ﬁ’q‘“ ). Since {m} is
a single-modulus base, conversion of rz from {m} to Bg (. 3 of Alg. 2) is a
simple copy-paste when m < m,. Finally, if SmMRq,;, is performed right after a

FastBconv from ¢ (for converting |mc|,), 7 is nothing but .

multiply residues of ¢ by precomputed |

¢ instead of | L
q

4.3 Adapting the First Step

We recall that originally this step is the computation of [DRg(ct,)],. Unlike
the decryption, a ~y-correction technique does not guarantee an exact rounding.
Indeed, for the decryption we wanted to get DRo([ct(s)],), and through s we had
access to the noise of ct, on which we have some control. In the present context,
we cannot ensure a condition like ||[t - ct,]4lloc < g(5 — ), for some e=! ~ 2V,
which would enable the use of an efficient ~y-correction. Thus, we suggest to
perform a simple uncorrected RNS flooring. For that purpose, we define:

Ya € R, fastRNSFloor,(a, m) := (a — FastBconv(|a|,, ¢,m)) X |¢*|,, mod m.

Algorithm 2 should be executed first. Consequently, by Lem. 4, if m satisfies the
bound in (8) for a given parameter p > 0, we assume having, in Bgy, the residues
of ¢t} (= ct; mod ¢) such that:

2

[ct), = ct] * cthllw <L (1+p)” . (9)
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The parameter p is determined in practice. Notice that, in base ¢, ct} and ct;
are equal.

Lemma 5. Let the residues of ct, = ct; mod q be given in base g U Bgy, with
letille < 4(1+p) foric {1,2}. Let ct), = ct} * cthy. Then, for j € {0,1,2},

t
fastRNSFloor, (t-ct,[j], Bsx) = L}ct;[j]w +b; in Bsx, with ||bj]lec <k . (10)

A first part of the noise growth is detailed in the following proposition.

Proposition 1. Let ctpur = DRy (ct) with (9) satisfied, and ro = %(1 +
0Bhey) + 1. Let v; be the inherent noise of ct,. Then ctpui(s) = A [mims)], +
'57nult(m0d q) with:

||'l~7mult||oo < 6t(roo + %)(HUIHOO + ||'U2||00) + gmin HUiHoo + 6t|Q|t(roo +1)
+ (3 + |qlt + 6 Brey(1 + 6Byey)) - (11)

4.4 Transitional Step

Lemma 5 states that we have got back DRo(ct’) 4+ b in By so far, where we have
denoted (bg, by, bs) by b. To perform the second step of multiplication, we need
to convert it in base q. However, the conversion has to be exact because extra
multiples of M = m; ... my cannot be tolerated. mg; allows us to perform a
complete Shenoy and Kumaresan like conversion [24]. The next lemma describes
such kind of conversion for a more general context where the input can be either
positive or negative, and can be larger, in absolute value, than M.

Lemma 6. Let B be an RNS base and mg, be a modulus coprime to M =
[1,.csm. Let x be an integer such that |x| < AM (for some real number A > 1)
and whose residues are given in Bsg. Let’s assume that mg, satisfies mgy =
2(1B] + [A]). Let aspq be the following integer:

Qokz := |(FastBeconu(z, B, {mg}) — xsk)M_l] (12)

Mk

Then, for x being either positive or negative, the following equality holds:

FastBconuSK(x, Bsy, q) := (FastBconv(z, B, q) — ttsr M) mod ¢ = z mod ¢ .
(13)

Consequently, since |[DRa(ct/,) +bl|so < 6tZ(1+ p)? + 3 +k, we can establish the
following proposition.

Proposition 2. Given a positive real number \, let mg, and B be such that:
AM > 5td(1+p)> + 3 +k, mge >2(1B|+ [A]) . (14)
Let’s assume that DRz(ct)) + b is given in By, with ||b]|ec < k. Then,

FastBconuSK(DRy(ct!) + b, Bk, q) = (DRy(ct,) + b) mod q .
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4.5 Adapting the Second Step

At this point, cty,ui; +b = (€, €1, C2) is known in base ¢ (Ctyure := DR2(ct’)).
We recall that the original second step of homomorphic multiplication would be
done as follows:

ctmutt = ([Co + (D g(@2), Pug(5) = (€ + 5@))], [E1 + (D y(@2), @)]g)
(15)
where € Xﬁ“;;f’, a U (Rq)zw’Q. The decomposition of €5 in radix w enables
a crucial reduction of the noise growth due to the multiplications by the terms
e;+sa;. It cannot be done directly in RNS as is. Indeed, it would require a costly
switch between RNS and positional representation in radix w. However, we can
do something very similar. We recall that we can write ¢ = Zle |Eg% X

qi
L(mod ¢). If w has the same order of magnitude than 2" (size of moduli in g),
we obtain a similar limitation of the noise growth by using the vectors £,(¢2) =
(le2 Ly, - -5 [e22g, ) and Prus.q(8%) = (|32(;i1|q7 R \32%“), both in R¥. This

is justified by the following lemma.
Lemma 7. For any c € R, (£,(¢), Pays,(s%)) = ¢s® mod q.

Thus, we replace the public relinearisation key rlkgy by the following one:
rlkpys = ([Prys,q(s%) — (€ +sd)],, 7) The next lemma helps for providing a
bound on the extra noise introduced by this step.

Lemma 8. Let € « x* ., d « U(R,)*, and c € R. Then,
| ((€ale).—(@ + Ts)) + (&y(c), @)s) mod qlloe < 0Burrk2” . (16)

Remark 2. Tt is still possible to add a second level of decomposition (like in
original approach, but applied on the residues) to limit a bit more the noise
growth. Furthermore, Sect. 4.6 details how the size of rlkgys can be reduced in
a similar way that rlkgy could be through the method described in ([4], 5.4).

Finally, the output of the new variant of multiplication is the following one:

Ctmult = ([Eo +(64(€2), Prns (%) — (€ + 78»](1, [€1 + (&(@2), 7”(1)
(17)

Proposition 3. Let ctyue be as in (17), and Ve (TeSp. Vmuit) the inherent
noise of ctmur (resp. Ctmuir). Then ctmun(s) = Almims], + Vmui(mod q)
with:

||vmult||oo < ||'Emult||oo + k(l + 5Bkey(1 + 5Bkey)) + 5kBerr2U+1 . (18)

Algorithm 3 depicts the scheme of the new full RNS variant Multgys.
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Algorithm 3 RNS homomorphic multiplication Multgyg
Require: cti,cts in ¢
Ensure: ct . in g
S0: Convert fast cty and cte from q to Bex U {m}: ~ cti = ct; + g-overflows
S1: Reduce g-overflows in Be: (¢t} in Bsx) < SmMRq,;, (¢t )m)meBau{m})
82: Compute the product ct), = ct} % cth in ¢ U Bex
83: Convert fast from ¢ to Bsx to achieve first step (approximate rounding) in Bex:
(ctmuit +b =DRa(ct,) + b in Bex) < ... + FastBconv(t - cth, q, Bsx)
S4: Convert exactly from Bsx to g to achieve transitional step:
(ETt/mult +bin q) + FaStBCOnVSK(EEmult + b, Bsk, q)
S5: Perform second step (relinearisation) in g¢:
Ctmult < Relinﬁns(&mult —+ b) mod (Q1, ey Qk)

4.6 Reducing the Size of the Relinearization Key rlkgys

In [4], Sect. 5.4, a method to significantly reduce the size of the public evalu-
ation key evk is described (by truncating the ciphertext) and it is applicable
to the original FV scheme. We provide an efficient adaptation of such kind of
optimization to the RNS variant of the relinearisation step.

We recall that the relinearisation is applied to a degree-2 ciphertext denoted
here by (co, €1, ¢2). The initial suggestion was to set to zero, say, the i lowest
significant components of the vector D, 4(c2). Doing so is equivalent to replacing
¢y by ¢b = wilcaw™] = ez — |ea|ws. Thus, only the £, , — i most significant
components of rlkgy[0] (and then of rlkgy[1]) are required (in other words, when
rlkpy[0] is viewed as an (¢4, k) RNS matrix by decomposing each component
in base ¢, ik entries are set to zero like this). This optimization causes a greater
noise than the one in Lem. 4 of [4]. Given (cg, €1, ¢2) decryptable under s, the
relinearisation step provides the following ciphertext:

(€0,€1) = (€0 + (Dug(€)), Puy(s%) = (€ + @s)), €1+ (Duy(ch), d)) -

Thus, (o, &1)(8) = co+c15+chs® — (D, 4(ch), €) mod q. Consequently, the
extra noise comes from the following term:

Ly, q—1
I = lezlurs? = (Dug(€h), @)lloc = || = lealwis® = 32520 Duglea)jeslos (19)
< 0% By, + (lwq — 1)0wBerr

In the present RNS variant, the computation of |cow ™| is not straightforward.
This could be replaced by |ea(qr ... q;) "] through a Newton like interpolation
(also known as mixed-radix conversion [11]). Though the result would be quite
similar to the original optimization in terms of noise growth, its efficiency is not
satisfying. Indeed, despite ik entries of the RNS matrix rlkgys[0] can be set to
zero like this, such a Newton interpolation is intrinsically sequential, while the
division by w? followed by a flooring is simply achieved by an immediate zeroing
of the lowest significant coeflicients in radix w representation.

For our approach, we rely on the fact that rlkgys contains the RLWE-

encryptions of the polynomials |32% |- Then, we notice that only the jth-residue
J
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of \SQq%LZ can be non zero. So, let’s assume that we want to cancel ¢k entries in
Tlkgys[0] (as it has been done in rlkgy with the previous optimization). Then we
choose, for each index j, a subset of index-numbers Z; C [1, k] \ {j} with cardi-
nality ¢ (i.e. at line j of rlkgys, choose ¢ columns, except the diagonal one; these
terms will be set to zero). Next, for each j, we introduce an RLWE-encryption
of |s* i—la, where qz; = [ ez, g5, which is ([s* 70 — (e; + sa;)lq, a;). So
far, the underlying security features are still relevant. Now, it remains to mul-
tiply this encryption by gz;, which gives in particular |82q%_ —qz,(€; + sa;)|,.

This is the j*B-line of the new matrix rlkpyg[0]. It is clear that this line contains
zeros at columns index-numbered by Z;. rlkys[l] = (a1,...,a) is replaced by
rlklllNS[]-] = (|qz1a1|47 ceey ‘quakLI)'

Let’s analyse the new noise growth. By evaluating in s the output of relin-
earisation with this new rlkjpys, we obtain:

co + (§q(c2), Tlkpys[0]) + (€1 + (§g(c2), Tlkpys[1])) s
= co+ 30 e %y, (8% —az,(e; +a))) + (e1 + X0 [e2 %l 0z, ) s
=cp+cis+cys? — Z?:l |CQ%|qjq1'jej .

Consequently, the cancellation of ik terms in the public matrix rlkgys[0] by
using this method causes an extra noise growth bounded by (this can be fairly
compared to (19) in the case where w = 2", i.e. k = £, 4):

H Zle |CQ%|qj qu e]HOC < Z§:1 6qquj Berr < 6k2y(i+1)Be7‘T .

Therefore, the truncation of ciphertexts can be efficiently adapted to RNS rep-
resentation without causing more significant noise growth.

4.7 About Computational Complexity

In a classical multi-precision (MP) variant, for the purpose of efficiency the
multiplication can involve NTT-based polynomial multiplication to implement
the ciphertext product (e.g. [23] for such kind of implementation on FPGA).
This approach requires the use of a base B’ (besides ¢) with |B'| = k + 1 for
storing the product. Notice that, in RNS variant, we also have |Bs;| = k41 (the
same amount of information is kept, but used differently). Thus, it is easy to
show that RNS and MP variants involve the same number of NTT and invNTT
operations in the case £, , = k (e.g. the keys rlkpy and rlkays have the same
size in this situation). In other words, the same number of polynomial products
is performed in both cases when w = 2".

Above all, the RNS variant enables us to decrease the cost of other parts of
the computation. Despite the fact that the asymptotic computational complexity
of these parts remains identical for both variants, i.e. O(k?n) elementary multi-
plications, the RNS variant only involves single-precision integer arithmetic.

To sum up, because of a complexity of O(k*nlog,(n)) due to the NTT’s, we
keep the same asymptotic computational complexity C(Multgy) N C(Multgys).

n—
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However, the most important fact is that multi-precision multiplications within
MP variant are replaced in RNS by fast base conversions, which are simple
matrix-vector products. Thus, Multgyg retains all the benefits of RNS properties
and is highly parallelizable.

5 Software Implementation

The C++ NFL1ib library [19] was used for efficiently implementing the arith-
metic in R,. It provides an efficient NTT-based product in R, for ¢ a product of
30 or 62-bit prime integers, and with degree n a power of 2, up to 2'°.

5.1 Concrete Examples of Parameter Settings

In this part, we analyse which depth can be reached in a multiplicative tree, and
for which parameters.

The initial noise is at most V' = Be,(1 4 20 Bgey) [17]. The output of a tree
of depth L has a noise bounded by Clﬁqs’lV+LCRLN§’11 Chus 2 (cf. [4], Lem. 9) with,
for the present RNS variant:

C'RNS,I = 262t(1L2p)Bk:ey + 6t(4 + P) + % )
Chas,2 = (1 + 6Brey ) (5tq|t 552 + 6 Byey (k + 1)) + 26t[ql; + k(6 Berr 2! 4 1)
+3(3+lale) -

(20)
We denote by Lpys = max{L € N | Ciys,V + LC’RLN;llC’RNs,Q <43 - %) - %}

the depth allowed by Multgys, when Decgys is used for decryption.
For an 80-bit security level and
parameters Bpey = 1, 0¢pr = 8,

n [k]t [[Lams (Lse)[p [ m  [[loga(ma)I] ¥ | Bepp = 60y, we consider the secu-
2 2 (2 o oo 1 . L . .
2 30| ] )| 2 o meed S ™| rity analysis in [17], which provides
(1) 5 |(no need) 27 7
52| g | 2 5(6) |11|(no noed) 21 13| ranges for (logy(q),n) (cf. [17], Tab.
10
2 4(4) J10] 2 29 51 2). We analyse our parameters by
313 2| B3 [5] 8l 15 36 . h duli e . :
910 9(9) |13 3 31 53 | using the moduli given in NFL1ib,
14 2 1] 25(25) [4]| 106 17 53| because those were used for con-
27 (26)510|| 19 (19) |1 53 27 53 : .
- crete testing. For a 32-bit (resp. 64)
15 |53| 2 || 50 (50) [7g| 1712 20 753| } '
210]] 38(38) |L| 214 30 107| implementation, a set of 291 30-bit

(resp. 1000 62-bit) moduli is avail-
able. These moduli are chosen to
enable an efficient modular reduc-
tion (cf. [19], Alg. 2).

Table 1 lists parameters when ¢ and B are built with the 30-bit moduli of
NFL1ib. These parameters were determined by choosing the largest p (up to
2k — 1) allowing to reach the depth Lpys. Lgstq corresponds to the bounds given
in [17] for a classical approach. Sufficient sizes for v and mg (allowing, for mg,
to have |B| = k through (14) after having chosen for ¢ the k greatest available
moduli) are provided. For these specific parameters, the new bounds on the noise
for RNS variant cause a smaller depth in only one case.

Table 1: Examples of parameter settings, by using
30-bit moduli of NFL1ib.
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5.2 Influence of m Over Noise Growth

After a fast conversion from ¢, ciphertexts in Bgx can contain g-overflows and
verify |ct||oc < 4(1+7). In a multiplicative tree without any addition, 7 < 2k —
1. By applying Alg. 2, this bound decreases to Z(1+ p), for some 0 < p < 2k —1.
Having p = 2k — 1 in Tab. 1 means it is unnecessary to use SmMRq,;, to reach the
best depth. It happens only three times. Most of the time, doing such reduction
is necessary before a multiplication so as to reach the highest depth. Moreover,
choosing a lower p (i.e. higher m) than necessary can decrease the size of
and mgy (as shown in Tab. 1, one set of parameters leads to [logy(mgx)] = 31,
avoiding the use of a 30-bit modulus; this can be solved by taking a larger m).

To illustrate the impact
of SmMRq,;, Fig. 1 depicts
the noise growth for m €
{0,28,26}. Given Tab. 1,

Limit (388)

m = 28 is sufficient in such 0o =0 _
scenario to reach Lgys = 13. — m=2" s
Against a computation with 300 | |

no reduction at all (7 = 0,
implying Lpys = 11 in this
case), choosing m = 2% im-
plies an average reduction of
25%. By using m = 216, we
gain around 32%. Therefore,
SmMRq,;, has been systemat-
ically integrated within the 0 2 1 6 3 10 12 14
implementation of Multgys for pepeh &

timing measurements in next Fig. 1: Example of noise growth; n = 23, log,(g) = 390

part. (v =30,k =13),t =2, 0crr = 8, Brey = 1 (dashed line:
bound using (20); plain line: measurements).

200

loga (|[noise|l o)

5.3 Some Remarks

Convenient m and v Given values of p in Tab. 1, m = 2% (resp. m = 2!6)
satisfies, by far, any set of analysed parameters. This enables an efficient and
straightforward modular arithmetic through standard types like uint8_t (resp.
uint16._t) and a type conversion towards the signed int8_t (resp. int16._t)
immediately gives the centered remainder. Parameter analysis with such m shows
that v = 28 is sufficient to ensure a correct decryption for all configurations. A
reduction modulo 7y can then be achieved by a simple type conversion to uint8_t.

Tested Algorithms The code® we compared with was implemented in the context
of HEAT [26]. It is based on NFL1ib too. Multi-precision arithmetic is handled
with GMP 6.1.0 [14], and multiplications by 3 are performed with integer divisions.
Multyp and Decyp denote functions from this code.

! https://github.com/CryptoExperts/FV-NFL1ib
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Multpys was implemented as described by Alg. 3. Could the use of SmMRq,;, be
avoided to reach the maximal theoretical depth, it was however systematically
used. Its cost is negligible and it enables a noticeable decrease of noise growth.

Two variants of Decpys (cf. Sect. 3.5) have been implemented. Depending
on v, the one with floating point arithmetic (named Decgys-¢1p thereafter) uses
double (resp. long double) for double (resp. quadruple) precision, and then
does not rely on any other external library at all.

5.4 Results
F 1 104 | E
I Dec; N = B
2 b ® [ Multyp B
E echns- |
10 F RNS-£1p E [ Multpys i
P r Decpys _ ] Em?, = P E
=] [ h = B
g1ot ¢ 4 4 f g
o E 1 o I 1
ER 1 w02 p E
T100 b E 5 ]
[ 1 1L N
P 10! F -
10t Pid E F E
7 logg (n) E r loga(n) b
L L L L L L L L L L
11 12 13 14 15 11 12 13 14 15

Fig. 2: Decryption time (¢t = 2'°), with v = 30 Fig. 3: Multiplication time (¢ = 2'°), with
(plain lines) and v = 62 (dashed lines). v = 30 (plain lines) and v = 62 (dashed lines).

The tests have been run on a laptop, running under Fedora 22 with Intel®
Core i7-4810MQ CPU @ 2.80GHz and using GNU compiler g++ version
5.3.1. Hyper-Threading and Turbo Boost were deactivated. The timings have
been measured on 2'2 decryptions/multiplications for each configuration.

Figure 2 presents timings for Decyp, Decrys and Decpys-f1p, and Fig. 3 depicts
timings for Multyp and Multgys. Both figures gather data for two modulus sizes:
v =30 and v = 62. Step 2 of Multy uses a decomposition in radix-base w = 232
when v = 30, and w = 252 when v = 62. The auxiliary bases B, and B’ involved
in Multpys and Multyp contain k + 1 moduli each. Table 2 shows which values
of k have been tested (depending on n). Multiplication timing for (n,v, k) =
(211,62, 1) is not given since L = 1 already causes decryption failures.

Tog,(n) ||11]12[13]14]15
k (v=30)|| 3|6(13|26(53
k(v=062)|[1]3[6]12[25
Table 2: Parameter k used in the tests (i.e. [log,(q)] = kv).

It has to be noticed that the performance are mainly due to NFL1ib. The
contributions appear in the speed-ups between RNS and MP variants.

In Fig. 3, the convergence of complexities of Multgys and Multye (as explained
in Sect. 4.7) is noticeable. The new algorithm presented in this paper allows
speed-ups from 4.3 to 1.7 for degree n from 2'' to 2'° when v = 30, and from
3.6 to 1.9 for n from 2'2 to 2'° when v = 62.
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In Fig. 2, the two variants of decryption described in 3.5 are almost equally
fast. Indeed, they perform the same number of elementary (floating point or in-
teger) operations. Between degree 2!! and 25, the RNS variants allow speed-ups
varying from 6.1 to 4.4 when v = 30, and from 20.4 to 5.6 when v = 62. All the
implemented decryption functions take as input a ciphertext in NTT representa-
tion. Thus, only one invNTT is performed (after the product of residues) within
each decryption. As explained (cf. 3.5), despite a better asymptotic computa-
tional complexity for RNS decryption, the efficiency remains in practice highly
related to this invNTT procedure, even maybe justifying the slight convergence
between MP and RNS decryption times observed in Fig. 2.

6 Conclusion

In this paper, the somewhat homomorphic encryption scheme FV has been fully
adapted to Residue Number Systems. Prior to this work, RNS was used to
accelerate polynomial additions and multiplications. However, the decryption
and the homomorphic multiplication involve operations at the coefficient level
which are hardly compatible with RNS, such as division and rounding.

Our proposed solutions overcome these incompatibilities, without modifying
the security features of the original scheme. As a consequence, we have provided
a SHE scheme which only involves RNS arithmetic. It means that only single-
precision integer arithmetic is required, and the new variant fully benefits from
the properties of RNS, such as parallelization.

The proposed scheme has been implemented in sotfware using C++. Because
arithmetic on polynomials (in particular polynomial product) is not concerned by
the new optimizations provided here, the implementation has been based on the
NFL1ib library, which embeds a very efficient NTT-based polynomial product. Our
implementation has been compared to a classical version of FV (based on NFL1ib,
and GMP). For degrees from 2'! to 2!%, the new decryption (resp. homomorphic
multiplication) offers speed-ups from 20 to 5 (resp. 4 to 2) folds for cryptographic
parameters.

Further work should demonstrate the high potential of the new variant by
exploiting all the concurrency properties of RNS, in particular through dedicated
hardware implementations.
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A  Proofs

A.1 Lemmal

According to (2), FastBconv(|ty - ct(s)|q, ¢, {t,7}) provides |ty - ct(s)|, + qa,
where each coeflicient a; is an integer lying in [0, k — 1]. Let m be ¢ or «. Then,

FastBconv (|t - ct(s)|q, ¢, {t,7}) X | — ¢ |, mod m

= (|ty - ct(s)|, +qa) x | — ¢ |, mod m

_ trfet(s))y — 17 cE(s)ly — qa
q

(|20t _ ) o
q
_ (WCE(SM ) mod

where e; € {a;,a; + 1}, i.e. e; € [0,k]. To conclude the proof, it suffices to use
the equality At = ¢—|q|¢. That way, one can write t[ct(s)], = ¢([m]; +tr)+ v,
and the second equality of (3) follows.

mod m (exact division)

A.2 Lemma 2

By hypothesis, we have —y( —¢)—k < (V% —e); < v(%—¢) for any i € [0,n—1].
To have [[7%<] —e], = [y% | — €, we then require that —[ 3 | -3 < (v —e)i <

| 5% ] + 4. Hence, a sufficient condition is given by:

1
2

1
k_2

OIS
WV VvV

< e >0 ot
AETIES S e 2 e (]

A.3 Theorem 1

According to Lem. 2, the y-correction technique works as long as v(3 — %) >
k& [vello < (5 — %). Moreover, [[ve]leo = [[tv — |gl[m]ifloc < tl|vlloc + lales-
Then, the bound (5) follows. The lower bound on v guarantees that the bound

(5) for the noise is positive.

A.4 Lemma 3

Let’s denote ¥, := L7%1 — e. By computing (3) modulo vt, we obtain z =
|v[m]: + Vel . We notice that z = |y|m|; + De|q¢. Indeed, v|m|s = v([m]; +ta),
where a; € {0, 1}. Thus, yta vanishes modulo ~v¢. More generally, |y|m|;+0c|y =
~tb + y|m|; + ¥, with b; € {0,1} (b; =1 < ((y|m]:); =0 and (T.); < 0)).

The integer -y has been chosen such that each coefficient of ¥ lies in [—v/2,v/2).
Thus, it is clear that any coefficient of ¥, + 3v; lies in [0,7).
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Consequently, we have z 4+ Jv; = ytb + y|m|; + w where w; € [0,7) and
b; > 0 for any i. Furthermore, it can be noticed that [z + Jvi|y; = y|m|; + w.
Finally, since 7 is a power of 2, we have (z+3v1) > log,(7) = tb+|m|, (and also
that |z + w1, > logy(y) = |m|;). By applying a centered reduction modulo
t, (6) follows.

A.5 Lemma 4
lgtaqutq[— ([cm]q+qu)/Q]m This

Algorithm 2 performs in Bg; the computation of [
quantity is clearly congruent to ¢ modulo ¢. In accordance Wlth hypothesis (8),

24174+m/2
its norm is bounded by w <41+ p).

A.6 Lemma5

We recall that FastBconv(|t-ct’, [1]|q, ¢, Bsk) outputs |t-ct [ ]|q—|—qu with ||u]|e <
k—1. Then, the proof is complete by using the general equalities ~ ‘z — = [ | =
LE] +7, 7€ {-1,0}.

A.7 Proposition 1

The following noise analysis is inspired from the one provided in [4]. Some of the
tools and bounds from there are re-used here. In the following, we write ct}, =
(c] 0 Ch, c ). In partlcular we have ct/, = (¢} 0c’2 0 0/1,10,2,0 —|—c’17oc’271, c’1,1cl2,1)- By
hypothesis, each c; ; satisfies [|c] ; Hoo < 7(1 +p) In particular, the bound in (9)
comes from the fact that [|c] 1¢5 0 + €] €5 1l < 5%(1 + )2

Since ctj = ct; mod ¢ and ||ctf|[cc < 4(1 4 p), and by using [|8|lcc < Brey,

[villoo < 5 < &, [Alm]i]loo < 8 < £ and ¢ > 2, we can write:

cti(s) = C/i,o + cgﬁls = Alm;]; +v; + qr;
with [|7;]]co < Too := Lg—p(l—&—éBkey)—&—l. For our purpose, we use some convenient
notations and bounds from [4], but applicable to the present context:
v1v2 = [V1V2)a + ATy, [[Tullee < S min[lvifle + 3, (21)
[mﬂt [mg}t = [mlmg]t + t'l"m, ||’I’7n||oo < 5515 .

By noticing that ct)(s) = (ct] x ct})(s) = ct)(s) x cth(s), we obtain:
ct,(s) = A%[my]i[ma]; + A([ma]ivz + [mo]iv)
FgA(ma]ers + [malir1) + viv2 + ¢Prire + q(vire + var1)
Then, by using (21) and At = g — |q|+, we deduce that:
scti(s) = Almumol + g (1o + [ma]ers + [malers + trira)
\Q\f lale _2)‘C]|t7'm
+(1 ) ([ma) v, ¥ [mo]iv1) — lgle(fmaers + [malir:)

+i[vivg]a + (1 — |'§|t)frv + t(vire + vory) .

[mims] + (5

5l
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Thus,
o t

Ctmuit(8) = DRa(ct))(s) = Ect;(s) + 1rq = Almimy), + O mod g

with r, := (DRy(ct’) — éct;)(s) = Z?:o (Léct;[zﬂ - éct;[io s* and

Bvutt = 7o — LB [myma), + (14— 2)|glr,,

+(1 - IQ\t Y([ma]ive + [ma]ivr) — |gle([ma]ire + [mo]iry) (22)

+2 [vlvﬂA +(1- ‘qq‘t )Ty + t(vire + vory) .

Below, some useful bounds are given.
{ | [ml]t vy + [m2]t V1l < %(HUIHOO + [[v2]l0)

[v172 + vari]loc < 0Too([[V1 oo + [[V2]l00) -

Next, we set a bound for each term of (22), then it suffices to put them all
together to obtain (11).

[7allsc < 21+ 6Brey + 0°B2,,)
| = B fmyms)y + Lorvalallee < B2+ L2 < L(jgl +1)
(e — Dl < 2|q| [T lloe < Stlgle
11— 1e)r, [l < lrolloe < § minjvifloo + 4

|t (vir2 + vgn)lloo < Stroo (01 ]loo + V2]ls0)
11— ) ([ ) + [ma)iv1) oo < & (l[01lle + 02]lo0)
| = lgle(fma]ere + [ma]ir) || < lglidtre -

A.8 Lemma 6

We set B = {mq,...,m¢} (|B] = £). The case z > 0 and A\ = 1 is the classi-
cal case of Shenoy and Kumaresan’ s converbion We recall that, by definition,
FastBconv(z, B,-) = Zle |z 2|, 2L - There exists an integer 0 < a < £ —1

such that Zle |z 57 mmﬂ = x 4+ oM. By inverting this equality modulo mgy,
it would suffice, in this case, that mg > ¢ to enable us to recover a by noticing
that o = [, = |Oskzlm,,-

Let’s consider the general case |x| < AM. Here, the possible negativity of x
is the reason why we have to compute a centered remainder modulo mg in (12).

First, we notice that the residues of = in B are actually those of |x|y =
x + pM € [0,M), where p is an integer lying in [—[A[, [A]]. Therefore, we
deduce that

0
21|

with 0 < agy (z4uar) < £ — 1. Denoting |z, by zg, it follows that the quantity
computed in (12) is the following one:

(et 12 5 b i — @) M oy = (5 [0 [, e — (@ + pM))M ™ - il

= [ask,(z+uM) + ///}msk .

M |$|M + ask,|x\MM = (l‘ + MM) + Oésk,(erp,M)]\4
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It remains to show that [ovgx, (o4puar) + Hlme = Qsk,(@4pnr) + 1 OT, in other words,

that —|[ "% | < Ok, (opm) T 1 < L"”T*IJ But by hypothesis on mg, and

because ¢ > 1, we can write mgy > 2(¢£ + [A]) = 2| A] + 1. Then,

{ask,(:c-i-uM) +p <l-1+ [)‘—I < 77;25k -1< LmSS_IJ )
sk, (x4-pM) + @ = _LAJ = _msg— P _Lm;kj .

Thus, [0 (z4urr) + Hlme = sk, (@4pn) + 1, and it follows that, by computing
the right member of (13), we obtain the following equalities:

YA .
Zi:l |$717\L4

"Limﬂi - [o‘sk,(w-&-uM) + u}mskM = (‘T + :U’M) + ask,(w+uM)M
_(ask,(a:+,u,M) + M)M
= .
A.9 Proposition 2
By using (9), we have ||[DRa(ct})|loo < ||§ct;||Oo + 2 <0td(1+p)% + L. Lemma
6 concludes the proof.
A.10 Lemma 8

First, we have
((€g(e), —(€ + @s)) + 5(&y(c), @) mod g = —(&(e), €) mod q .
Second, by using ¢; < 2¥, we obtain

— k ; k k
1{€a (), €lloo = 11 2251 leL g €illoo < 305y 0dilleilloc < 0Berr D25y G
< 0Be K2V .

A.11 Proposition 3

At this point, we are evaluating Relingys(Ctuys + b). We denote ctpui =
(co, €1, €2). A first remark is that we can write

§q(02 + b2) = gq(CQ) + fq(bQ) - 7

where & = (uy,...,u;) is such that, for any (i) € [1,k] x [0,n — 1], (u;); €
{0,¢i}. In particular, it can be noticed that [[|bz% ], — wifloc < gi, and that
(7, (squl, ce, s2qik)> = 0 mod q. This latter fact leads to the following equality:
(, T1kays[0]) + (&, r1knys[1])s = (&, €) = 327 wse; (modq) .
Consequently, we have that, in R, X Ry,

Relinpys(Ctomuir + b) = Relingys(Ctyuy) + Relingys(b)

—((d, r1knys[0]), (¥, T1kpys[1])) -
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Thus, a part of the noise comes from the following extra term:
|Relinps(b)(s) — (&, rlkns[0]) — (W, rlkpis(1])s (modq)|
Hbo + <§q(b2) - 7, rlkRNs[0]> + S(bl + <§q(b2) - 77r1kRNs[1]>) (modq)”oo
= |[bo+ b+ bas® = L (102

k(1 + 6Byey + 0°Bie,) + 0Berr 31y i
k(1 + 0Brey + 6°Bi,) + 6Berrk2”

o — wi)es (mody)|

VANVAN

Lemma 8 brings the rest of the noise.

B Additional elements about RNS homomorphic
multiplication

B.1 Combining two levels of decomposition within step 2

To reduce the noise growth due to the relinearisation step a bit more, we can
integrate another level of decomposition in radix w where w = 2/ << 2v
as efficiently as in the original scheme by doing it on the residues, because
they are handled through the classical binary positional system. By denoting
ly2v = [§], each polynomial \c% ¢ is decomposed into the vector of poly-

- %
nomials ([||e%

defined by:

W 7 ]]w)zefo,.... 0, 2v —1], and the new decomposition function is

Dens,w,q(€) = (df = H‘C(g

< |l.)
i w/ {€[1,k],2€[0,...,0,, 2v —1]

Therefore, each term |s2§ — (ei + sa;)|q; in r1keys[0] has to be replaced by
(|s2iwz —(ef + .saf)|qj)z7 2=0,....0p90 — 1, € < Xerr,al < UR,) .

It follows that the extra noise is now bounded by:

k Lyov—1 5. o
{Pas 0 (€), €)lloe = I 0521 32228 dieflloc < 0Berrtwhl 2o -

In other words, the term 2” in (16) is replaced by wl,, ov. Even if such optimiza-
tion may be not really relevant in practice, this is another argument for saying
that any trick and technique of the original scheme can be efficiently adapted to
a pure RNS approach.

B.2 Some details about complexity

We analyse the cost of a multi-precision variant, in order to estimate the benefits
of the new RNS variant of multiplication in terms of computational cost.
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The product ct, = cty *x cty = (€1,0,¢1,1) * (€2,0,€2,1) in MP variant is
advantageously performed in RNS, in order to benefit from NTT. So, the MP
variant considered here is assumed to use a second base B’ such that ¢M’' >

lcty]loo. By taking centered remainders modulo g, we consider [ct;lloc < 2.

Then B’ must verify in particular that ||ct,[1] = ¢1,0c2,1 + €1,1¢2,0(00 < 25% <
gM’. Thus, |B'| has to be at least equal to k + 1 (notice that, in RNS variant,
we also need to have |Bgi| = k + 1 for dealing with the multiplication).

The conversion, from ¢ to B’, of each ct; has to be as exact as possible in
order to reduce the noise growth. It can be done by computing [Zle |Cablg; ¥

(I%1q, 35 )lg in B'. The terms (|4 g, L) are precomputable and their size is k

i q;

words (log,(q) bits). Thus, the sum involves k>nEM. The reduction modulo ¢ can
be performed by using an efficient reduction as described in [19], reducing to
around 2 multiplications of k-word integers, that is O(k'*)nEM (where € stands
for complexity of multi-precision multiplication in radix-base 2"; e.g. ¢ = 1 for
the schoolbook multiplication). Next, the k-word value is reduced modulo each
1-word element of B’, through around 2knEM for the whole set of coefficients.
Finally, this procedure has to be made four times. Its total cost is around (4k2 +
O(k'*¢))nEM.

Next, the product ctj xcty is done in ¢U B’. First, 4(2k + 1)NTT are applied.
Second, by using a Karatsuba like trick, the product is achieved by using only 3 x
(2k+1)nIMM. Third, 3(2k+1)invNTT are applied to recover ct, = (Cy,0,Cx,1,Cx,2)
in coefficient representation.

The next step is the division and rounding of the three polynomials ¢, ;’s. A
lift from qUB’ to Z is required, for a cost of 3(2k+1)2nEM. é can be precomputed
with around 3k + 1 words of precision to ensure a correct rounding. Thus, a
product é X €, ; is achieved with O(k'*¢)nEM. After, the rounding of ¢, o and
c,,1 are reduced in RNS base ¢ by 2 x 2knEM.

The relinearisation step (15) can be done in each RNS channel of ¢. By
assuming that w = 2”, we would have ¢, ; = k. The computation of the vector
Dw)q(Lécﬂ) reduces to shifting. The two scalar products in Relinpy, with an

output in coefficient representation, require kf, (NTT + 2k>nIMM + 2kinvNTT.
Thus, the total cost is at most the following one:

Cost(Multy) = (kly ¢ + 8k + 4)NTT + (8k + 3)invNTT
+[2k* + 6k + 3]nIMM + [40k* + O(k')|nEM.

Let’s analyse the cost of Alg. 3. The fast conversions at S0 from ¢ to By U {m}
require 4 X k(k + 2)nIMM. Next, the reduction of g-overflows at step S1 requires
4 x (k4 1)nIMM. The product of ciphertexts ct} x cty (82) in g U By requires
the same cost as for MP variant, that is 4(2k + 1)NTT + 3(2k + 1)nIMM + 3(2k +
1)invNTT.

Let’s analyse the cost of steps 83, S4 and S5. With adequate pre-computed
data, the base conversion in S3 can integrate the flooring computation in Bgy.
So, S3 is achievable with 3 x k(k 4+ 1)nIMM. The exact FastBconvSK at step S4
basically reduces to a fast conversion from B to ¢g, followed by a second one
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from mgx to ¢. So, this is achieved with 3 x k(k + 2)nIMM. In S5, we already
have the vector &;(cz) which is involved in the fast conversion in step S3. In-
deed, the function &, is an automorphism of R,. So, data in ¢ can stay in this
form throughout the computations. The two scalar products in Relingys involve
K2NTT + 2k?nIMM+ 2kinvNTT, exactly like the relinearisation step in MP variant.
And finally 2knIMM are needed to manage the Montgomery representation, in g,
with respect to m.

Cost(Multgys) = (k? + 8k + 4)NTT + (8k + 3)invNTT
+[10k% 4 25k + 7JnIMM.

To summarize, the RNS variant decreases the computational cost of the whole
homomorphic multiplication algorithm except the parts concerning polynomial
multiplications. Also, it involves as many NTT and invNTT as the MP variant.
Even by considering an optimized multi-precision multiplication algorithm in MP
variant (with sub-quadratic complexity), the asymptotic computational com-
plexity remains dominated by the (k? + O(k))nNTT. Finally, the MP and RNS
variants are asymptotically equivalent when n — 400, but the pure RNS variant
is more flexible in terms of parallelization.

C Timing results for decryption and multiplication

Tables 3 and 4 summarize the values chosen for m for all the configurations
which have been implemented and tested, and they list sufficient sizes for mg
and v in these cases.

n | kit m LRNS ﬂogQ(mskﬂ Yy n k|t m LR.NS (Lstd) [logQ(msk)] Y
11 2 g | 2 13 7 11 2 8 0 (0) — —
27 3lgn0|| 27 22 7 27 g 2 0 (0) — —
2l 2 s| b 14 13 L2 s| 405 14 7
276 lg0) 27| 4 23 13| 2] 3 2 2 3 (3) 23 7
2 13 15 27 2 11 (11) 15 13

13 8 13 8
27 81g0) 27 g 24 ar| 27|02 2 8 (8) 24 13
1402 s | 25 17 53 14 2 s| 23(23) 16 25
271260901 27| 49 26 53 2 [P2ae) 27 17 (17) 25 25
2 50 20 112 2 47 (47) 17 51

15 16 15 16
271531 510]| 27 39 29 w7 27120 27 a7 (37) 26 52

Table 3: Parameters based on 30-bit Table 4: Parameters based on 62-bit
moduli of NFL1ib and depending on an ¢ moduli of NFL1ib and depending on an a
priori chosen m. priori chosen m.

Table 5 lists timings and speed-ups of RNS vs MP variants. Also, timings
of an RNS decryption and multiplication including the use of SIMD (Single
Instruction Multiple Data) have been added.
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In RNS variants (as well decryption as multiplication), the replacement of
division and rounding by base conversions (i.e. matrix-vector multiplications)
allows to benefit, easily and naturally, from concurrent computation. An RNS
vector-matrix multiplication naturally owns two levels of parallelization: along
the RNS channels, and along the dimension of the result. In NFL1ib, an element
of R, is stored in a (32-byte aligned) array _data in which the n first values
are the coeflicients of the polynomial in R, , and so forth and so on. Advanced
Vector Extensions (AVX2) have been used to accelerate the computations.

An AVX2 register is handled (for our purpose) through the type __m256i.
This enables us to handle either 8x32-bit, or 4x64-bit, or again 16x16-bit inte-
gers concurrently. Given the configuration of the _data array, reading/writing
communications between 256-bit AVX2 registers and _data are the most efficient
(through mm256_store_si256 and mm256_load_si256 intrinsics, which require
the 32-byte alignment of _data) when the base conversion is parallelized along
the dimension n. This is the way it has been implemented and tested. More-
over, this has been only done within the 32-bit implementations, for which more
convenient intrinsic instructions are available.

Regarding the timings, the impact of AVX2 remains quite moderate. This is
because it is used to accelerate the parts of algorithms besides the NTT-based
polynomial products which constitute the main cost. For decryption, the RNS
variants, floating point and integer, are already very efficient, whereas the perfor-
mance of AVX2 variant depends on time-consuming loading operations from/to
vectorial registers, explaining the small differences. About the multiplication, as
expected the timings are converging when n grows, because of the cost of NTT’s.
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l n [ v [ k [variant

HDecryption (ms) [Speed—upHMultiplication (ms) [Speed—up

MP 1.153 — 13.809 —
30| 3 [RNS-flp 0.192 6.005 — -
RNS 0.189 6.101 3.159 4.371
211 RNS-AVX2 0.188 6.133 2.710 5.096
MP 1.020 - - —
62| 1 |RNS-f1p 0.054 18.880 — -
RNS 0.050 20.390 — -
MP 4.587 — 45.055 —
30| 6 [RNS-t1p 0.798 5.748 — -
RNS 0.789 5.814 15.614 2.886
212 RNS-AVX2 0.775 5.919 13.737 3.280
MP 3.473 - 28.168 -
62| 3 [RNS-f1p 0.339 10.245 — -
RNS 0.326 10.653 7.688 3.664
MP 16.051 — 218.103 —
30(13[R¥S-11p 3.732 4.301 — -
RNS 3.691 4.349 100.625 2.167
213 RNS-AVX2 3.637 4.413 88.589 2.462
MP 10.945 - 92.093 -
62| 6 [RNS-f1p 1.552 7.052 - -
RNS 1.513 7.234 37.738 2.440
MP 70.154 — 1,249.400 —
30( 6 [RNS-11p 17.497 4.009 - -
RNS 17.333 4.047 622.596 2.007
o4 RNS-AVX2 16.818 4.171 617.846 2.022
MP 38.910 - 424.014 -
62|12|RNS-f1p 6.702 5.806 - -
RNS 6.494 5.992 206.511 2.053
MP 364.379 — 8,396.080 —
30|53/ RNS-f1p 85.165 4.279 — -
RNS 81.225 4.486 4,923.220 1.705
215 RNS-AVX2 72.665 5.015 5,063.920 1.658
MP 180.848 - 2,680.535 —
62(25|RNS-£1p 33.310 5.429 — —
RNS 31.895 5.670 1,406.960 1.905

Table 5: Timing results.
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