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Abstract

We show how to compute an existential forgery after querying 4 signatures on chosen messages
for a signature scheme presented at Asiacrypt 2014.

1 Introduction

At Asiacrypt 2014 Hanser and Slamanig [HS14] present a new signature primitive they call structure-
preserving signatures on equivalence classes (SPS-EC). They show how in combination with a type
of commitment scheme it yields a novel approach to constructing attribute-based credential systems
[Cha85]. Whereas previous schemes used zero-knowledge proofs of knowledge of signatures in order
to achieve anonymity, their scheme avoids this by allowing randomization of the signed messages.

The scheme is defined over a bilinear group BG := (p, G1,G2,Gr,e, P, P) that is, a tuple where
G1,Go, and G are groups of prime order p generated by P, P and e(P, P) respectively, and e is a
bilinear map e: G1 X Gy — Gp. Signatures defined over bilinear groups are called structure-preserving
[AFGT10] if public verification keys, signatures and messages are elements of the source groups Gy, Go
and signature validity is checked by verifying relations of the form [, [] j e(A;, Bj)cm' =1.

In an SPS-EC scheme messages are length-¢ vectors M of elements from Gj (i.e. excluding the
neutral element) and from a signature on (Mj, ..., M,) anyone can derive a signature on p - M :=
(pMj, ..., pMy). We can partition the message space (G})¢ into classes where two messages M, N are
in the same class if M = p- N for some p € Z;. Since signatures on one message can be transformed
to signatures on any other message in the same class, signatures can be viewed as signing classes of
messages rather than single messages.

Given its new functionality, the standard unforgeability notion for signatures cannot hold for the
new primitive; however, given signatures for messages from various classes, it should still be hard to
compute one for a new class. Existential unforgeability under chosen-message attacks (EUF-CMA) for
SPS-EC is thus defined as follows in [HS14]: no adversary, after being given the verification key and
an oracle it can query for signatures on messages of its choice, can produce a valid message/signature
pair so that the class of the message is different from that of all queried messages.

Hanser and Slamanig [HS14] present an instantiation of their primitive where signatures consist of
only 4 group elements and keys of £+ 1 group elements. In the full version they give a proof that their
scheme satisfies EUF-CMA for SPS-EC in the generic group model [Sho97]. This proof is however
flawed, as we show an attack that breaks the notion. In order to compute an existential forgery, it
suffices to make 4 chosen-message queries.
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2 Preliminaries

2.1 Bilinear Groups

An asymmetric bilinear group is a tuple BG = (p, Gy, G, ¢, P, f’), where p is a prime, Gy, Gy and Gp
are groups of order p, and P and P generate G; and Gg, respectively. Moreover, e is a bilinear map
e: G1 x Go — Gy such that e(P, ]5) generates Gr. We assume an algorithm BGGen, which takes as
input a security parameter A in unary and outputs a bilinear group (p, G1,Go, e, P, 15) where the bit
length of p is A and there are no efficiently computable homomorphisms from G; to Gy and vice versa.

We denote the groups G; and G additively (and Gy multiplicatively) and elements from Gg with
hats, such as X. Moreover, we define Gf := G; \ {0} for i = 1,2.

2.2 Structure-Preserving Signatures on Equivalence Classes

Definition 1 (The equivalence class R). Let £ > 1 and Gy be a group of prime order p. We define
the following equivalence relation on length-£ vectors of non-trivial group elements:

R:={(M,N) € (G)* x (G})" | Is€Z;: N=s-M} .
For an element M € (G1)* its equivalence class [M|r is defined as [M]r := {N € (G})* | (M,N) € R}.

Definition 2 (Structure-preserving signature scheme for equivalence relation R [HS14]). An SPS-
EQ-R scheme consists of the following PT algorithms:

BGGeng (1Y), on input security parameter \, outputs a bilinear group BG. (BG will be an (implicit)
input to all other algorithms.)

KeyGeny (BG, ?), on input a bilinear group BG and a vector length ¢ > 1, outputs a signing and a
verification key (sk, pk).

Signg (sk, M), on input a signing key sk and a vector M € (G})!, outputs a signature o for the
equivalence class [M|g.

ChgRepg (pk, M, 0, p), on input a public key pk, a vector M € (G})!, a signature on [M]g for M,
and a scalar p, returns a signature on [M]g but for representative M’ = p- M.

Verify (pk, M, o), on input a public key pk, a representative M and a signature o, outputs 1 for
acceptance and 0 for rejection.

In this work we are not concerned with changes of representatives; we only presented ChgRep for
completeness. Unforgeability of such a scheme is defined as follows.

Definition 3 (EUF-CMA). An SPS-EQ-R scheme (BGGeng, KeyGeny, Signgk, ChgRepy,, Verifyy ) with
message space (G}*)Z is existentially unforgeable under adaptively chosen-message attacks if for all
probabilistic polynomial-time adversaries A having access to a signing oracle Signg (sk, -), we have

BG < BGGeng (1%); (sk,pk) < KeyGeng (BG,f);  [M*|gr # [M]r VM € QA

Pr (M*, 0*) < ASE"R () (pk) " Verifyg (pk, M*,0%) = 1

= negl(A) ,

where Q is the set of queries which A made to the signing oracle.

Another property, class hiding, is also defined for SPS-EQ-R schemes in [HS14], but not considered
here.



2.3 The Construction from [HS14]
The scheme proposed in [HS14] is defined as follows.!

Scheme 1. BGGeng(1%): Return BG = (p, Gy, Gy, e, P, P) « BGGen(1*).

KeyGenR(BG 0) (for £ > 1): Choose x < L%, (x;)5_y < (Z3)" uniformly at random, set X =P,
X, = zzP, fori=1,...,¢, and output sk (z, (2:)f_,) and pk := (X, (X’z)le)

Signg (sk, M): On input sk = (z, (z;)¢_,) € (Z;)”]L and M = (M;)i_, € (G})*, choose y + Z,
uniformly at random and output

Z = fo:l x; M; V= nyzl i M; Y :=yP Y :=yP

Verifyp (pk, M, 0): Given a public key pk = (X, (X; Y_1) € (G5, a vector M = (M;)t_, € (G})*
representing equivalence class [M|gr, and a signature o = (Z,V,Y, Y) € G3 x Gy, return 1 if the
following equations hold, and 0 otherwise:

~ ~ ~ ~ ~

Hle e(Mi,Xi) =e(Z,P) e(Z,Y)=¢e(V,X) e(P,Y)=re(Y,P)

3 The Attack

Consider the following (deterministic) polynomial-time adversary A against EUF-CMA (Definition 3)
of Scheme 1 for ¢ = 2:

0. A receives pk = (X, X1, X5) and has access to a signing oracle Signs (sk, -).

1. A makes a signing query (P, P) and receives (21, V1, Y1, Yl)

2. A makes a signing query (Z1, P) and receives (Zs, V2, Ya, Yg)

3. A makes a signing query (P, Z;) and receives (Z3, V3, Y3, Yg)

4. A makes a signing query (Z1, Z2) and receives (Zy, Vy, Ya, Y4)

5. A outputs (Zy, Vy, Ya, Y4) as a forgery for the equivalence class represented by (Z3, Z7).

Proposition 1. Adversary A wins the EUF-CMA game for Scheme 1 with overwhelming probability
over the random choices of the challenger.

Proof. We analyze the attack. Let BG = (p, G1, Ga, €, P, ]5) be the chosen bilinear group, (z,x1,x2) €
(Z;)‘3 be the challenger’s secret key and let y; € Z;, be the randomness chosen by the challenger when
answering the i-th signing query, for i € [1,4]. Then we have:

7y = (zz1 + z22) P Vi = (y1z1 + y1z2) P Yi:=yP Y=y P
Zy = (:U xl + 22z 20 + xxo)P Vo= (ygxx% + yoxx1x2 + Yoxo) P Yo := yoP Yy = yo P
(

Zs = (zx1 + 222109 + T xz)P Vs := (ysx1 + yszz12e + ygxxg)P Ys :=y3P Yg = y3P

2.2 X .
Zy = (2?2} + 2?2120 + 2P :c2+x:1:13:2+a:a:2)P , Yim P Vi=wP (1)
Vi = (yawaf + yawar s + yax®aies + yaa’ei23 + yawel) P

1We denote signatures by (Z,V,Y,Y) and keys by X, X; instead of (Z1, Z2,Y,Y"’) and X', X/, respectively, in [HS14]



Let us first show that the first winning condition in Definition 3 is satisfied, that is, [(Z3, Z1)|r #
[(M1, My)]r for all (M, Ms) queried to the signing oracle. Every equivalence class [(M, Ms)|r can
be uniquely described by an element from Zg, namely

Tl(My,Ma)|r = (1OgP Ml/logp Mz) mod p

(where logp M; for M; € G7 is defined as the value m; € Z; such that M; = m;P).
We thus have to show that T((Z3,21)]% ¢ {T[(RP)}R’ T[(Zl,P)hvr[(P,Zl)]R7T[(Zl,ZQ)}R}' We have:

T(PP)r = 1=:p T((Z1,P)|g = TT1 + xx9 =: Py T(PZ)|Rr = 1/(.%.%1 + .’L‘.%'Q) =:p3

T((21,22))r = (@21 + zry)/(z°2] + 2 w12 + 22) T((Zs,20))r = (TT1 + 22rize + 222d) /(xxy + T29)
and since x # 0:
T(z1, 7)) = (T1+ x2)/(xa} + w122 + 12) =1 py (23,20 = (T1 + 20122 + zx3)/(z1 + x3) =: p*

We first show that p* # p; for all i € [1,4] when interpreted as polynomials in Z,[z, z1,z2]. (We
multiply each equation with the denominators of both sides.)

1. p1 # p* since z1 + x93 # o1 + TT 172 + TT3.

2. py # p* since (zw1 + z32) (71 + 22) = 12?3 + 223179 + TX3 # T1 + TT1T2 + 2T

3. p3 # p* since ¥ + w9 # x2? + 220300 + 22211 22 + v 72 + 2203 = (721 + 2070 (71 + TT1 T2+ TX3).

4. py # p* since (z1 + 22)? = 23 + 22129 + 23
3 2.3 2,2,2 2 2. .3 2 3
# xx] + rorixe + 207w w5 + vrire + rxi1x5 + T122 + X125 + T
= (222 + 2122 + 72)(T1 + TT1T2 + TT).

By the Schwartz-Zippel lemma [Sch80] it follows that for all ¢ € [1, 4] the probability that p*(x, z1, x2) =
pi(x, x1, z2) for uniformly chosen x,x1,zo Zy, is negligible. By the union bound we have that the
probability that \/;1:1 [p*(x,:cl,xg) = pi(x,:cl,xg)] is also negligible, and thus with overwhelming
probability over the challenger’s random choices the class [(Z3, Z1)|r is different from those queried
to the signing oracle.

It remains to show that the second winning condition in Definition 3 is also satisfied, that is,
(Zy, V4,Y4,}A/4) is valid for (Z3, Z1). A signature (Z*, V*,Y*,Y*) on (Zs, Z1), using randomness y*, is
defined as

O P PR S S ST S S

V* = (y*za) + y*oteirs + yraxias + yrrr iz + yreas) P
Thus, (Z4,V4,Ys,Ys) from Equation (1) is a signature on (Z3, Z;) using randomness y4. Since we
showed that with overwhelming probability (over the choice of sk by the challenger) [(Z3, Z1)|r is
different from all queried classes, this means that A outputs a valid forgery. ]

We conclude by noting that excluding the class [(P, P)|z from the message space would not make
the scheme secure, as the following attack, where a and b are arbitrarily fixed elements from Z, shows.

0. A receives pk = (X, X, XQ) and has access to a signing oracle Signz (sk, ).
1. A makes a signing query (aP,bP) and receives (21, V1, Y7, Yl)
2. A makes a signing query (Z1,aP) and receives (Za, Va, Y, Yz)



3. A makes a signing query (aP, Z1) and receives (Z3, V3, Ys, ffg)

4. A makes a signing query (Z1, Z2) and receives (Zy, Vy, Ya, ?4).

5. A makes a signing query (bP,aP) and receives (Z5, Vs, Vs, Y5)

6. A outputs (Zy, Vy, Ya, Y4) as a forgery for the equivalence class represented by (Z3, Z5).

As above, let (z,x1,29) € (Z;;)?’ be the challenger’s secret key and let y; € Zj, be the randomness

chosen for the i-th signing query. Then we have:

Zy = (zz10 + braab) P Vi = (y1z1a + y122b) P Y1 =y P Y=y P
Zy 1= (xzx%a + 22z w0b + xxoa)P  Va:= (yg:r:r%a + yoxx122b + Yyoxoa) P Yo :=yaP Yo := yoP
Zs = (zz10 + 22riz0a + x2x§b)P Vs := (ysz1a + ysxxiz0a + ygacx%b)P Y3 :=ysP Y3:=y3P

Zy = (2%23a + 221200 + 2323000 + 2321220 + 2%23a) P ~ .
4._( 12 . 1%2 122 22) 2 Yy:=ysP Yi:=ysP

Vi = (yazxia + yaxzix2b + yaxriraa + yar°ri125b + yaxxsa) P

Zs = (xx1b + xx20) P Vs := (ysz1b + ysxea) P Vs :i=ysP Ys:=ysP

The attack is successful, since (Zy4, V4, Ya, Yy) is also a signature on (Z3, Z5) with randomness yy.
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