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Abstract

Double-blind peer review is a powerful method to achieve high quality and thus trustworthiness of
user-contributed content. Facilitating such reviews requires incentives as well as privacy protection for the
reviewers. In this paper, we present the concept of privacy-friendly incentives and discuss the properties
required from it. We then propose a concrete cryptographic realization based on ideas from anonymous
e-cash and credential systems. Finally, we report on our software’s integration into the MediaWiki software.

1 Introduction

We, as users, all rely increasingly on information on the Internet, ranging from stock quotes and financial news
to medical information. Also, businesses and organizations (including governments) rely on information on the
Internet to make their decisions—including, for instance, court cases and financial investments. It is therefore
crucial that this information can be trusted to be correct.

Information provided by organizations is typically considered trustworthy because organizations are trusted
to have quality assurance processes in place. Moreover, they can be held liable for publishing incorrect infor-
mation. An increasing part of the Internet’s content is user-contributed. Here, assessing the trustworthiness
of the information is much more difficult, because the contributing users are typically barely known and can
easily be impersonated. Also, as they can hardly be held liable, users sometimes contribute wrong information,
on purpose. Examples range from discrediting other users to manipulating votes or markets.

Sites such as Wikipedia try to address this problem by establishing a user’s reputation. This is normally done
by registration and identification of the users, sacrificing users’ privacy for the quality of their contributions.
For instance, Citizendium, a new electronic encyclopedia project, only accepts contributors who are registered
with full curriculum vitae and proof of identity. The contributors must consent to obligatory disclosure of their
Personal Identifiable Information (PII). However, users often prefer to be anonymous or pseudonymous, when
contributing contents or commenting on other contributions. In fact, it is crucial for protecting all our on-line
privacy to be able to interact with such wide on-line communities in an anonymous or pseudonymous way.
Moreover pseudonymous interactions generally seem to guarantee higher quality of contributions.

An additional mechanism for quality assurance is distributed moderation or rating as, for instance, used
by in Slashdot.org or Apple’s App store for the iPhone. Distributed moderation is typically done by rating,
tagging, and reviewing of contributions or, in other words, by adding meta-data of the user community itself.
It seems that such systems can quickly and consistently separate high and low quality comments in an online
conversation [21], on the one hand, but also that the quantity and quality of meta-data may not be sufficient in
practice unless the users are given sufficient incentives, on the other hand. The latter was also observed in an
experiment made on the IBM Intranet as part of the PrimeLife project [1]. Incentives could be in the form of
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monetary payments (e.g., micro-payments or points that can be redeemed later for a book or CD), valuations
such as gaining reputation (cf. eBay), or in the form of side-effects (e.g., as games with a purpose [26]).

In conclusion, we need an on-line collaboration system that, on the one hand, protects the privacy of the
users and, on the other hand, enhances the quality by giving incentives for reviews and moderation. For the
latter, we need of course to ensure that the privacy offered cannot be abused. For instance, it must not be
possible that one and the same person provides the original contribution and then also does all the moderation
and reviews. In the paper, we first investigate the requirements and then provide a system that, on the one hand,
offers maximal privacy to the users and, on the other hand, allows for providing incentives and the establishment
of reputations. Our system draws on unlinkable pseudonyms, anonymous credentials and e-cash.

Contributions. We specify the first privacy-friendly incentive system with strong privacy protection and ac-
countability. The system not only covers incentives and reputation, but also separation of duty, role-based and
attribute-based entitlement policies. We provide a cryptographic realization based on abstract interfaces with
zero-knowledge proofs of knowledge, anonymous credential systems and anonymous e-cash as primitives. Our
system can be instantiated in an SRSA as well as in an ECC setting.

We have implemented our incentive system for Wikipedia based on the Identity Mixer cryptographic library
(SRSA). It can be used with any other on-line collaboration platform. We intend to make our source code
publicly available.

2 Preliminaries

In this section we describe the abstract interfaces of the cryptographic primitives we employ, mostly following
Bangerter et al. [4]. Our actual implementation uses and extends the Identity Mixer cryptographic library [20]
which offers these primitives.

2.1 Commitment Schemes

A commitment scheme allows one to commit to a message m from some domain (typically Zq for some prime
q). The interface is as follows.

o C' — Commit(m,r)
e 0or 1 «— VerifyfCommit(C,m,r)

The interface can be instantiated by the Pedersen commitment scheme [23] or the Integer commitment
scheme by Damgérd and Fujisaki [15]. For the Pedersen scheme, public parameters are a group GG of prime
order ¢, and generators (go,...,g;). In order to commit to the values (my,...,m;) € 74, pick a random
r € Zq and set

!
C «— Commit((my,...,my),r) = gSHgfni.
i=1

2.2 Zero-Knowledge Proofs and >.-Protocols

When referring to the zero-knowledge proofs of knowledge of discrete logarithms and statements about them,
we will follow the notation introduced by Camenisch and Stadler [14] and formally defined by Camenisch,
Kiayias, and Yung [11].

For instance, PK{(a,b,c) : y = g®h® A § = §°h¢} denotes a “zero-knowledge Proof of Knowledge of
integers a, b, ¢ such that y = ¢®h® and § = gaﬁc holds,” where y, g, h,y, g, and h are elements of some
groups G = (g) = (h) and G = (3) = (h). Following the approach of Bangerter et al., the PK notation
accepts abstract predicates as inputs. For instance, PK {(m,r) : VerifyCommit(C,m,r)} denotes the proof



of representation of a commitment. SPKdenotes a signature proof of knowledge, that is a non-interactive
transformation of a proof with the Fiat-Shamir Heuristic [17].

2.3 Signature Scheme for Anonymous Credentials

Bangerter et al. [4] formalize anonymous credential systems as an abstract signature interface. The signer is an
Issuer | with key pair (sk), pk)).

o (ski, pk;) < SetupSign(¢): Key generation for the Issuer I.

L] (U)() — HiddenSign((C’l, ceey Cl/), (ml/+1, c. ml), T pk|)(sk|):
Issuer | signs hidden messages (my, ..., my) in commitments (C1, ..., Cy) as well as known messages
(myy1,...,my). The user completes the signature o with the commitment randomness 7.

e 0or 1 «— VerifySign(o, (m1,...,my); pk)):
Predicate to verify a signature o by Issuer | on messages (mq, ..., m;).

e Oor 1« VerifySignPred(o, (m1, ..., my;), AttrPredicate; pk,):
Verifies additionally that the efficiently provable predicate AttrPredicate over the messages (my, ..., my)
is fulfilled.

This abstraction contains two key points: First, it provides a HiddenSign() function that allows an Issuer |
to sign committed values C; = Commit(m;,7),1,...,4,...l" without knowledge of the hidden values m;.
Second, the framework provides a predicate VerifySign() that allows for a verification of signatures in zero-
knowledge proofs of knowledge. Thirdly, we offer an additional predicate VerifySignPred() to verify attribute
statements over the attributes of signature o in zero-knowledge proofs.

2.4 E-Coin Schemes

Our construction uses simple e-coins as basic building block. We reference compact e-cash [10] for a formal
set of definitions.

o (skg, pkg) < SetupBank(¢): Key generation for Bank B.

(0w, dy, sy)() < Withdraw(oy; sky, pkg)(sks, pk)):
User U withdraws an unspent e-coin (o, dy, sy ) from Bank B. The bank signs U’s identity sky certified
by Issuer | in signature oy;.

i (T, R)(\Il) N Spend(UU7 (U‘I/7 dy, S\I’); SkU)(pkB):
User U spends an e-coin (o, dy, sg ) with a recipient while proving ownership of the e-coin with relation
to its identity sky. The recipient outputs a spent e-coin W, whereas user U outputs (7', R) as auxiliary
data to combine the Spend() method with other proofs. 7" is a function of (sky, R, dw), such as T"

skyR d
gBU gB‘I’-

e ()(¥) < Deposit(¥)(): Sends a spent e-coin U to the bank.

o (pky,II) « Identify(¥y, Usy):
Bank B runs Identify() on two spent coins ¥; and W5 to identify a double-spend perpetrator. It outputs a
public key pk\; and a double-spending proof II.

e 0or 1 < VerifyGuilt(pky, II):
The double-spend case (pky, IT) is publicly verifiable by VerifyGuilt().

Let us recall the core properties of an e-coin scheme:



Correctness. The Withdraw() and Spend() operations terminate successfully with honest participants. An
honest recipient accepts a e-coin from a successful Spend().

Balance. No more e-coins can be spent than have been withdrawn.

Identification of Double-Spenders. Suppose bank B is honest. Let us consider U and W as honest users,
who each of them received an e-coin during an execution of the Spend() protocol with an adversary,
say U1 = (sg, Ry, T1,P1) and Uy = (sy, Ro,T>, P2). Then the adversary can be identified by the
double-spending detection Identify() with overwhelming probability.

Public Key Recovery. The double-spending detection identifies a perpetrator U by outputting pk ;. We do not
require full tracing as proposed in e-cash schemes.

Exculpability. Guilt in double-spending is publicly verifiable.

3 Privacy-friendly Incentives

Wikipedia provides documents to its users contributed by members of the community. This user-generated con-
tent varies in quality and can be significantly improved by (expert) reviews and comments. As most scientists
know, good reviews are time-consuming, that is, come at a cost. Even though community service out of ideal-
ism is a common trait in the Wikipedia community, incentive systems can improve the situation for contributors
as well as for the contributed content. They aim at reimbursing the review or revision cost by awards and at
invigorating the review process.

Privacy-friendly incentives complement this fundamental goal with anonymity and privacy protection for
all users. Therefore, they enable a double-blind peer review process and nurture fairness, impartiality, and
rigor. Authors as well as the reviewers of documents can remain anonymous during the entire review process.
Such a review process is believed to be essential for academic quality, even though it sometimes lacks in
reviewer accountability. Our goal is to establish a cryptographic system that reaches high quality standards,
while fulfilling the diverse requirements of the involved parties.

We formalize the incentive system as a collaborative document editing system, in which all revisions,
reviews and comments are linked to one initial Document Fy. We consider a document version history P =
{Py, ... P,} as ordered sequence of revisions, reviews and comments associated with the Py, where P,, denotes
the most recent revision or review.

Principals. There are multiple parties interacting with a document . We have a clearing house that hosts all
documents and organizes the incentive system, in our case a Wiki W. The Wiki has a community of users U.
Each user may act in different and multiple roles:

Reader U: A reader consumes Document P. Any reader may offer incentives to other users to improve the
quality of a document by a review or a revision.

Author V: An author contributes an initial version or a revision of a Document P.

Reviewer R: A reviewer contributes reviews and comments for a Document P in exchange for receiving an
incentive.

Editor E: An editor is a privileged user, who may approve or decline document revisions or reviews by authors
and reviewers.

We introduce a bank B to exchange real-world goods and awards for electronic incentives. Users of Wiki W can
withdraw fresh incentive e-coins and deposit spent ones as part of our virtual incentive economy. Even though
we allow a system with full anonymity, we require the users to register with a trusted identity Issuer | to infuse



accountability in the entire review and incentive process. Each User U obtains an identity certificate oy on its
identity sky from Issuer |I.! The identity of honest users is never revealed by the incentive system, whereas
the certified identity enforces separation of duty between authors and reviewers and prevents double-spending
attacks as well as vandalism.

Concepts. In a privacy-friendly incentive system, many anonymous users interact with a single Document
P. Incentives may be given before or after a contribution (revision or review). Pre-contribution incentives are
offered to users to provide a contribution at all and independent from the contribution quality. For instance, a
Reader U can offer incentive e-coins for any reviewer who is willing to contribute a review. Post-contribution
incentives are offered after the contribution is made and may be dependent on the quality of contribution. For
instance, users can rate the quality of a reviewer’s contribution and offer reputation coins for his work.

In our model, a Reader U explicitly withdraws incentives from a Bank B. The reader offers these pre-
contribution incentives on the Wiki W for improvements to a document P. The Wiki W acts as clearing house
and is responsible for ensuring unlinkability by exchanging the spent incentives of Reader U with Bank B for
fresh incentives. Once a reviewer R decides to contribute a review P’, he submits the review to the Wiki W for
inspection by the editor. Once the editor approved the review, the Reviewer R can obtain the incentives from
the Wiki W. We leave a community approval to the extensions in Section 5. As post-contribution incentives
extension, the number of the obtained incentives can be dependent on the review rating or the reviewer can
obtain separate reputation coins to build a reputation credential.

Checks and Balances. The privacy-friendly incentive system provides anonymity to all users and balances
this property with strong accountability safe-guards. In a fully anonymous system without such safe-guards,
malicious users could attempt to manipulate reviews, sabotage other author’s work or publish fabrications
without accountability. Well known examples of checks and balances to counter those attacks are the separation
of reviewer and author/editor or the binding of reviews and documents to the contributor’s true identity.

To achieve accountability as well as separation of duty between roles, we introduce a cryptographic domain
pseudonym Npy for each User U that interacts with a Document P. It is function of the user’s true identity sky
and the page P while hiding sky computationally. Therefore, each principal interacting with P has one unique
pseudonym, which is independent from their role. Pseudonyms Npy and Ng y from different documents P
and () are unlinkable.

4 Core Incentive System

4.1 Service Interface

e ()(NB,u) < Register(oy; sky, pkg)(pk)):
A User U registers at Bank B anonymously while establishing a bank-specific domain pseudonym Np y
for future transactions.

e (0w, dy,sw)(Ng,u) < Withdrawlncentive(oy; sku, pkg)(skg, pk)):
A Reader U withdraws incentive coins from Bank B. Reader U outputs a triple of a coin signature oy,
a double-spend random element dy and a coin serial number sy. Bank B outputs the reader’s domain
pseudonym Np y.

e ()(V,Npy) < SubmitOffer(oy, (0w, dw, sv), P; sky)(pkg, pk)):
A Reader U submits an incentive offer to the Wiki W, the clearing house. Wiki W ouputs a spent coin
VU and the reader’s domain pseudonym for Page P: Npy. SubmitOffer guarantees the reader’s proof of
possession of the e-coin.

"Even our system works with multiple banks as well as multiple identity issuers, we focus on the single-bank/single-issuer case for
simplicity.



()(NpRr) < ProposeReview(or, P, P’; skr, pk;)(Reviewp; pk):

A Reviewer R proposes a Review P’ for Document P anonymously at Wiki W. The Wiki outputs the
reviewer’s domain pseudonym NpR for Page P. It ensures that Reviewer R fulfills the entitlement and
qualification predicate Review p and the separation of duty with the author.

e ()(Npg) < EvaluateReview(og, P, P', result; skg, pk) (pk,):
Editor E rates the Review P’ for Document P with rate result. The value result determines approval or
rejection. Wiki W enforces separation of duty.

e (U)(NpRr) < SubmitReview(or, P, P’; skr, pkg, pk))(ow, (0w, dw, sv); skw, pk)):
A Reviewer R submits an approved review P’ to Wiki W and obtains the reward incentive coin ¥ in
return. The domain pseudonym NpR links the transactions.

e ()(¥) < Depositincentive(¥)(): A spent coin V is sent to Bank B.

o (0y,dy, sy) (V) «— Exchangelncentive(U, ow; skw, pkg)(skg, pk)):
We introduce an Exchangelncentive() method to allow Wiki W to deposit a spent coin ¥ at Bank B in
exchange for a fresh coin (o7, dy, 55 ). The Bank learns the deposited coin ¥ and may run Identify() to
reveal double-spenders.

4.2 Requirements

First, to ensure rigorous and impartial reviews, authors, reviewers and editors must benefit from a strong privacy
protection. The parties need to be anonymous and their transactions unlinkable between multiple documents.

Second, we consider multiple access control properties. The system must support roles and attributes to
qualify reviews. We also allow the certification of reviewer profession and expertise, which increases trust in
reviews and may entitle to claiming a larger incentive for an editing task. In addition, the roles of different
parties in a review process must be clearly separated. The most common example is that an author may not
review and judge her own article.

Third, the system must hold users accountable for their actions to discourage vandalism and fraud. This
involves a certification of the user’s identities, be it by the Wikipedia system itself or trusted third parties, such
as government-supported elD issuers. The system supports identity escrow by standard means, for instance, by
verifiably encrypting the user’s true identity to a trusted anonymity revocation authority.

Incentive Security. Correctness: The operations terminate successfully with honest participants. Balance:
No more incentive e-coins can be given than have been withdrawn. (a) An adversary can be identified
by the double-spending detection with overwhelming probability. (b) Public Key Recovery identifies a
perpetrator U by outputting pky,. Exculpability: Double-spending guilt is publicly verifiable.

Anonymity. The users of a Wikipedia system can be completely anonymous. Users shall only be linked to
specific articles by domain pseudonyms.

Unlinkability. Different transactions within a review process as well as transactions of the entire Wikipedia
system are unlinkable. Unlinkability of underlying technology is orthogonal to this claim (IP addresses,
cookies, etc.)

Role- and Attribute-based Entitlement. The system allows for role-based and attribute-based access control
(RBAC/ABAC) based on certified identities.

Separation of Duty. The system enforces a separation of conflicting duties (SoD). In particular, an author
cannot review or rate her own article.



Accountability. The system holds users accountable for their actions by three means: (i) Identity Certification:
The users’ true identities and roles are certified in anonymous credentials by trusted issuers. (ii) Master
Key Consistency: All credentials and transactions of a user U are all bound to the same identity/master
key sky. (iii) Identity Escrow: We allow a trusted third party to revoke the anonymity of users.

4.3 Realization

We realize the incentive service interface with the abstract primitives from Section 2.

Register(oy; sku, pkg)(). We require each User U to register at Bank B and to establish a bank-specific
domain pseudonym Np y in the course of action. User U proves knowledge of representation of the domain
pseudonym in SPK{:

SPKl{(Uu, Sku,ml, e ,ml) :
VerifySign(oy, (m1, ..., my); pk)A
Ngy = (H(pkg))**V
%

()(NB,u) < Register(oy; sky, pkg)()

User U Bank B
(ou; sku, pkg) (pky)
Ngu «— (H(pkg))*™;
(NB,u, ®1) . .
&y — SPKq{...} Verify: (Ng y, ®1) with pk;,
0 (NB,v)

Withdrawlncentive(oy; skuy, pkg)(sks, pk,). We require a Reader U withdrawing an incentive e-coin to
prove her pseudonym Ng y prior to the coin withdraw with SPK5:

SPKQ{(O-Ua SkUamla s 7ml) :
VerifySign(oy, (mi, ..., m); pk)A
Npy = (H(pkg))*™
};

After the Reader U successfully logged in as Ng y, it engages in a Withdraw() operation with the bank, to
obtain the incentive e-coins.



(ow,dw, su)(Ngy) < WithdrawIncentive(oy; sky, pkg) (sks, pk,)

Reader U Bank B
(ou; sku, pkg) (sks, pk))
Ngu — (H(pkg))*;
(NB,u, ®2) . .
Oy — SPKo{...} Verify: (Ng u, ®2) with pk;,
Withdraw(oy; sku, pkg)(sks, pk))
(0w,dy,sw) 0
(ow,dw,sv) (NB,v)

SubmitOffer(oy, (0w, dv, sv), P; sky)(pkg). To submit an offer, a Reader U spends an incentive e-coin with
the Wiki and proves knowledge of representation of his domain pseudonym at a document P by SPK 3:

SPK 3{(sky,dy, R) :
T = goRgdon
Npy = (H(P))™
};

()(\IJ, pru) — SubmitOffer(oU, (O"p, d\p7 S\p), P; Sku)(pkB)

Reader U Wiki W
(ou, (0w, dy, sw), P; sky) (pkg, pky)

Npy — (H(P))*v;
Spend(JUa (U‘I/a d\I/, S‘Il); SkU)(pkBapkl);

(T, R) (V)
O3 — SPK5{...} (®s) Verify: ®5 with pk,
0 (Y, Npu)

Note that even though this protocol does not provide inherent fairness (each party may abort between Spend()
and SPK 3), none of the parties may gain an advantage by misbehaving.

ProposeReview(or, P, P’; skgr, pk;)(Reviewp; pk;). A Reviewer R may propose a Review P’ for Document
P by proving knowledge of representation of her domain pseudonym Np g to Wiki W. SPK 4 proves in addition
that the Reviewer certificate oR fulfills the predicate Reviewp, e.g., that Reviewer R is a doctor:

SPK 4{(oR, skr,m1,...,my) :
VerifySignPred(oR, (m1, ..., m;), Reviewp; pkj)A
Npgr = (H(P))™*
};

The Wiki verifies that the Reviewer R is unequal of the document’s author by comparing their domain
pseudonyms.



()(NpRr) < ProposeReview(or, P, P'; skr, pk,)(Review p; pk;)

Reviewer R Wiki W
Input: (oR, P, P’; skgr, pk)) Input: (Reviewp; pk,)
Npg « (H(P))**;
(NpR, P4) . .
Py — SPK4{} VCI'IfyZ NP,R #Np$v,(1)4 Wlthplﬂ
0 (NpR)

EvaluateReview(og, P, P, result; skg, pk))(pk,). An Editor E can evaluate a review after having proven
knowledge of representation of his domain pseudonym in SPK5:

SPK5{(O’E, SkE, mi, ... ,ml) .
VerifySign(og, (m1,...,my); pk))A
Npg = (H(P))™
YHresult);

The Wiki verifies that Editor E and Reviewer R are unequal by comparing their domain pseudonyms.
()(Npg, result) «— EvaluateReview(og, P, P', result; ske, pk,)(pk;)

Editor E Wiki W
(UEv-Pa P’,result; SkEvpkl) (pkl)

NpEe « (H(P))**;
(Np, result, ) ) )
&5 — SPKs{...} Verify: Npr # Npg, ®(result) with pk,

0 (Npg, result)

SubmitReview(oR, P, P’; skg, pkg, pk)(ow, (0w, dw, sv); skw, pk;). When a Reviewer R submits an ap-
proved review P’, she needs to prove knowledge of representation of her domain pseudonym first to link the
transaction to the previous ones:

SPK¢{(oR, skr,m1,...,my) :
VerifySign(ogr, (m1, ..., my); pk))A
Npg = (H(P))*®
b

Wiki W only engages in a Spend() protocol run with Reviewer R after a successful proof. By that, the Re-
viewer R obtains an incentive coin ¥ and can subsequently deposit it with the bank.



(¥)(NpRr) < SubmitReview(or, P, P'; skr, pkg, pk,)(ow, (0w, dw, sv); skw, pk))

Reviewer R Wiki W
(URv Pv Pl; SkRa pkBa pkl) (UW7 (U\I’v d‘llv S\I’); Skw, pkl)
Npr — (H(P))**;
(NpR, ®6) ) .
Og — SPKg{...} Verify: (Npr, ®s) with pk;,
Spend(ow, (0w, dw, sw); skw)(pkg)
(¥) (T, R)
(V) (NpR)

4.4 Security Analysis

Incentive Security. The balance property of the e-cash system directly transfer to the incentive balance of our
construction. The e-cash system’s Identify() and VerifyGuilt() operations on user public keys enforce Balance
and Exculpability.

Anonymity and Unlinkability. We found our construction on anonymous credentials as root identity.
Throughout the system’s transactions, users only prove knowledge of representation of their domain
pseudonyms and keep their actual identities confidential.?

The cross-document unlinkability is maintained because the domain pseudonyms are uniformly distributed
random group elements under the assumption of the random oracle model (ROM). The decision whether two
keys x and y are equal given (H(P))*, H(Q))Y, P, Q) is hard under the DDH assumption in the ROM. We
break the linking of non-transferable e-coins by an exchange® between clearing house and bank.*

Role- and Attribute-based Entitlement. We use the certified attributes in a user’s identity credential oy
as flexible entitlement mechanism. Our system supports RBAC by certified role attributes as well as ABAC
by selective disclosure of further attributes. We employ this technique in the ProposeReview() operation: a
Reviewer R proves that her identity credential or fulfills a review predicate Reviewp. It applies to all proofs of
representation of domain pseudonyms.

Separation of Duty. The separation of duty is enforced by proofs over domain pseudonyms. Whereas we
achieve a subject-based separation of duty’ by an inequality check of the domain pseudonyms, we realize role-
based separation of duty® with signature proofs of knowledge of roles and attributes associated with a domain
pseudonym. The probability that two keys = and y for (H(P))*, H(P))¥) collide is negligible as both are
uniformly distributed random group elements given the ROM.

Accountability. We get Certification and Consistency properties by design of the anonymous credential sys-
tem. We achieve Identity Escrow by including a Verifiable Encryption (e.g., Camenisch and Shoup [13]) of a
user’s true identity sk towards a trusted third party. We consider this procedure a standard technique and do
not elaborate on it.

2Only exception is the double-spending detection.

*Exchangelncentive() chains Depositlncentive() and WithdrawlIncentive()

*Clearly, the linking through underlying network channels (e.g., IP and MAC addresses) is orthogonal to the presented scheme.

5“The editor of the document is unequal to the author.”

“The document can only be confirmed under four-eyes principle, where one user has the role Clerk and another has the role
Manager.”
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5 Functional Extensions and Future Work

Whereas we implemented the core incentive system as elaborated in Section 6, we have not realized certain
extension ideas, yet.

5.1 Rating Reviews

In the presented system, the Wiki is responsible for checking the quality of the reviews and, if it finds the quality
sufficient, for releasing spent incentive coins to the reviewer. Alternatively, one could let the Wiki community
rate these reviews and have the Wiki only release the coins to the reviewer, if the submitted review obtained
a sufficiently high ranking. We proceed as follows: Users (raters) sign their rating of the review with their
domain pseudonym. The Wiki collects these ratings, checks that the domain pseudonym of the raters and the
reviewer are unequal (separation of duty) as well as that each domain pseudonym of a rater only occurs once
(one-time rating).

If there are several reviews, the offered coins can be distributed to different reviewers in proportion of the
ranking. This approach encourages reviewers to provide quality reviews in order to gain a high ranking and
collect most of the coins. At the same time, it prevents reviewers from collecting all of the coins for poor quality
reviews.

5.2 Reviewer Reputation

A rating of a review provides a feedback on the quality of the review. This naturally lends itself to be used for
an (anonymous) reputation system. Thus, the Wiki could issue reputation credentials (points) to reviewers and
authors based on the quality of the reviews and articles.’

More precisely, a reputation system can be implemented as follows. In addition to earned incentives, the
Wiki could also issue an anonymous one-time credential to the user (reviewer or author) according to the
received average rating. This credential can be realized with the e-coin scheme, where the rating is encoded
in the denomination. One either uses a different Bank public key for each denomination or one extends the
e-cash scheme to include denomination as an attribute of an e-coin. These reputation e-coins can then b e
gathered by the author or reviewers. Let us assume some reputation authority that issues credentials which state
user’s reputation. Then, users can then exchange the reputation e-coins with the reputation authority against an
updated reputation credential without this transaction being linkable to the corresponding article/review. The
one-time spending property of the e-coin will ensure that each rating can only be used only once. Depending
on how the reputation is computed, the rating e-coin and the old reputation credential cannot be exchanged
directly for a new reputation credential, but the user might need to have a pseudonymous account where he can
deposit all the different ratings and then get an updated reputation credential issued once this computation is
done. We leave a detailed discussion to the extended version of this paper.

Each user U holds a reputation credential oy grep by the Bank BR, which certifies the current reputation at-
tribute associated with sky. SubmitReputationOffer() is identical to SubmitOffer, with the exception that the
Wiki W verifies Npy # Npgr. AcceptReputationOffer() is straight-forward. DepositReputationlncentive()
proves the current reputation of oy rep, deposits received reputation coins and obtains a new reputation creden-
tial o7; gep-

(01 Rep) (IVBR,U; ¥) < DepositReputationlincentive(oy, o7; geps U5 sku, pkgr) (sker, pky):

o & Zq;
o C «— Commit(sky,r);

o Neru — (H(pkgr))™;

7 Articles could be ranked by users similarly to the reviews as described above.
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o SPK{(oy,0u Rep, Sku,m1,...,my, rep,r) :
VerifySign(oy, (m1, ..., my); pk) A
VerifySign(oy Rrep, rep; pky) A
VerifyCommit(C, sky,r) A
Nery = (H(pkgg))*™

)

® (07 pep)() — HiddenSign((C), (rep’), r; pkgr) (sker);

e Output: (07, ge,) (VBR,U);

6 Example application

Wikipedia is a large-scale online encyclopedia project that at this time has grown to ~ 3.2 - 109 articles in the
English version (~ 12.5 - 10 articles in total), and that is beginning to rival more established compendiums
of human knowledge [19]. Its software platform, MediaWiki, allows anybody with Internet access to read and
edit shared articles. The most important criteria in Wikipedia’s search for new quality assessment methods
are the immediacy typical for social media as well as accuracy, which can be challenging [25]. The German
Wikipedia chapter has deployed one such process in the form of the MediaWiki extension FlaggedRevs?®. It
allows eligible users® to review articles. In one configuration, review criteria include levels of accuracy, depth,
and readability, and the review status is prominently displayed along with each article as important quality
indication. According to the 2008 report, approximately 90.8% of the German Wikipedia articles have been
reviewed at least once, even though, mostly by small pockets of active (expert) contributors.

Our example application functions as an extension to the FlaggedRevs extension and is registered as
add-on PHP functionality in MediaWiki. We register several incentive handling functions at its main code
entry points. If both extensions are installed, users can offer incentives when they want certain articles to
be reviewed, and reviewers can earn these incentives by providing their expert insights through the revision
process. The last reviewed version of an article is referred to as its stable version (see Figure 1), others as
non-stable. Figure 1 depicts state transitions per article with respect to reviews.

New or edited articles arrive in state 1. Users with reviewer status see articles with additional user interface
elements that allow them to affect state transitions marked “Submit review”. Other users see articles with
additional user interface elements that allow them to affect state transitions marked “Submit offer” (see also
Figure 2). In comparison, the base MediaWiki platform supports only state 3, MediaWiki with FlaggedRevs
supports only states 1 and 3, but not yet 2.

We report that we have implemented the presented incentive system architecture in MediaWiki (see e.g.
Figure 3) as an additional extension to MediaWiki, as well as the cryptographic incentives system from Sec-
tion 3 based on the Identity Mixer cryptographic library [20], using the SRSA setting. The MediaWiki exten-
sion contains the appropriate hooks to accommodate the cryptographic functions and serves as a glue between
MediaWiki and the incentives system.

6.1 System architecture

6.1.1 Static design.

Figure 2 shows the same principals as defined in Section 3 and concentrates on the software architecture of
components that allow humans to participate in the scheme. High-level components have been realized as Java
servlets.

8http://preview.tinyurl.com/davsmé4
%e.g. those who have earned editor role by being active community member for a certain duration.
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(Submit offer) (Submit review)

Submit offer

non-stable article  offers exist stable article
Figure 1: State transitions during reviews.

© MediaWiki : extensions . : bank (Bg)
Submit offer

Appendix Section E lists their configuration parameters.
Each user-facing component has an id, a password (correspond-
ing to its MediaWiki account information) and a pair of crypto-
graphic keys (for participating in the protocols). The bank By
and the clearing W are special in that certain other components
must have knowledge of these principals’ public keys and net-
work addresses in their configurations. : Do :

The components marked as user and reviewer correspond to FRTRTITRTNR e N R L B

|
: : blacklist

SUBMIT OFFER LOGIN, SUBMIT REVIEW

U and R as defined in Section 3, and they receive communication Logour A winupuay,
at anonymous network addresses addry and addrg respectively. —_—
Internally, the two are exactly the same, and any principal who [ R ERREN AhN N EREEN 1 N :
controls a component of this kind can participate in the sam- : oy s - :

L . oL ' O o Reviey,
ple application either as a reviewer or other user (the distinction SeED Seesp
depending only on her current reviewer status in MediaWiki). | — | P | — | D | — |

. . . : withdraw Cl withdraw withdraw

The component marked as clearing corresponds to W, it receives oo ][t ][

deposit l I deposit

communication at address addry,. The clearing W functions as a
front-end to MediaWiki and its extensions, thus linking its core
logic (implemented in PHP and JavaScript by MediaWiki con- ; : ;
ventions) to privacy-friendly incentives system (implemented in
Java). The component marked bank corresponds to By and it ... e ®
receives communication at address addrg,. Figure 2: System architecture.

All principal components maintain relational databases (cylinder shapes in Figure 2) locally. The architec-
ture does not assume that their private data is stored at any central location. The individual tables contain the
following information.!® Each bank maintains two tables: account is a mapping idy — (pkyr, m), where
idy is domain pseudonym computed by user using address of the bank and n is the current balance of user
U’s account at the bank. blacklist is a mapping idy — { z; };, where z; are textual log entries pertaining
to past double-spending behavior by user U, including the proof of double spending which can be verified by
other parties. Each user maintains two tables: withdraw is a set of coins { ¥; }; that were withdrawn from
a bank and have not yet been spent. deposit is a set of spent coins { 2; }; that have been received from
another user, but have not yet been deposited at a bank. The clearing is an extension of the user component and
maintains additional table: of fer is a mapping article x idy +— (n) where n is the number of coins offered
by user U for a review of the article.

The flow of control in the example application proceeds from user interactions in MediaWiki’s web inter-
face, and in additional web interfaces (document shapes with superimposed user interface elements in Figure 2)
contributed by several components. The clearing component does not contribute a separate web interface, be-
cause it is an intrinsic part of the MediaWiki extension and therefore co-occupies MediaWiki’s own user inter-
face. Individual control elements are linked to the following specific actions with respect to privacy-friendly
incentives. (The control elements “Submit offer” and “Submit review” are covered in more detail later in this

— 1
5T clearing (W) i

Exchange

Exchange

"%For all indicated mappings, a — b serves as shorthand notation for the mapping from the set of all possible values for a to the set
of all possible values for b.
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section.)

“Cash” is used by the bank principal to float the virtual currency system by setting values n in users’
accounts. How the total circulating volume is controlled (e.g. by requiring backing by other instruments, such
as credit cards accounts) is outside the scope of the present system. WITHDRAW allows users (both U and R)
to obtain coins from a bank, provided that their respective accounts have sufficient coverage. DEPOSIT allows
them to deposit received coins and thereby increase their account balance. The connections ending with empty
disks in Figure 2 indicate submission of HTML forms whereby principals can initiate some primary action. The
connections ending with solid disks indicate programmatic HTTP communications between components that
follow from these primary actions. Protocols executed between the MediaWiki extension and the incentives
system send XML payload over HTTP, and their design is inspired by the architectural style REST [18]. Disks
(proximate to HTTP servers) indicate the direction of connection establishment. Protocols executed between
different components of the incentives system use serialized Java objects for communication as the Idemix
library does not yet support full XML serialization of its main objects used in these protocols. The future goal
is to use XML payloads for all of the protocols as it reduces the dependency on a particular version of the
serialized object.

6.1.2 Dynamic design.

We will now explain the dynamic aspects of the system by following two representative use cases. In the first
use case a user offers privacy-friendly incentive points for an article review. The flow for this use case starts at
the points marked @ in Figure 2 (a user presses the “Submit offer” button). Our walk-through assumes that an
eligible user has already logged into MediaWiki (see Section 6.2) and that the system is in the right state (see
Figure 1), so that the user will actually see and can press the control button.

Step 1.1 A user decides that she wishes to offer coins (units of privacy-enabled incentive points) for the review
of a non-stable article. To do so, she fills in an HTML form (see Figure 3(a)) and presses the “Submit
offer” button.

Step 1.2 The web browser submits her request to the user U component, which runs locally on user’s machine
in a form of a Java servlet. The U component checks it’s withdraw table whether there is sufficient
number of coins, if not it will contact the bank By with user’s consent and get additional coins executing
the WITHDRAW protocol and continue with submitting the offer.

Step 1.3 The user U component contacts the clearing W component and passes a SUBMIT OFFER request
which initiates the SPEND protocol and the offered coins are transferred, after being removed from the
user U component table withdraw.

Step 1.4 On success, the clearing W interacts with the bank By to exchange the coins (by executing DEPOSIT,
then WITHDRAW) for fresh ones and stores them in its table withdraw, they will be later spent during
areview. '! Identification of the article to which the offer pertains along with number of coins offered
are stored in the table offer.

In the second use case a reviewer receives privacy-friendly incentive points after conducting a review. The
flow for this use case starts at the points marked @ in Figure 2 (a reviewer presses the button “Submit review”).
Our walk-through assumes that an eligible reviewer has already logged into MediaWiki (see Section 6.2) and
that the system is in the right state (see Figure 1), so that the reviewer will actually see and can press the control
button.

Step 2.1 A reviewer R chooses to submit a review. To do so, she fills in HTML form (see Figure 3(b)) and
presses the “Submit review” button.

"'We note that a coin exchange independent from an actual review request protects against timing-based linking.
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patient with acute myelogenous leukermia (AML)
possessed the CCRS-A32 mutation (which confel
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peripheral GD4+ T-cells were homozygous for G ’1’:;; rsicns are the default page content for viewers rather than the newest revision.

peripheral CD4+ T-cells were for CCR5-A32 in the in his bowel which con]
been replaced yet from bone marfow Precursors), no virus could be detected.

been replaced yet from bone marrow precursors)) - . ) P
Accuracy: [sighted | Depth: [Basic ~|  Readability: | Acceptable |  ( Submit review )

Offer incentive points for a review of this revision

Alotal of 1 inc

@ point has already been offered Earn incentive points

i T r—
Incentive points: | 1 (4] ( Submitoffer [Yuu have been identifisd as a credentialed reviewer for this revision. Atotal of 2 incentive points has been oftered for a raview.

(a) Submitting an offer. (b) Earning incentives.
Figure 3: Our privacy-friendly incentives realization in use.

Step 2.2 This results in contacting the Java servlet of the reviewer R and an invocation of the clearing W.
In order to satisfy the existing MediaWiki conventions (also those inherited from the FlaggedRevs
extension) and JavaScript security rules that constrain remote communication, this invocation has to
happen in a somewhat convoluted way involving both JavaScript and PHP components.

Step 2.3 When the clearing W finally receives the call, it looks up whether its table of fer contains a fitting
entry. On success, it spends the amount of offered coins out to reviewer R with the SPEND protocol
while executing the SUBMIT REVIEW protocol. If this works out, it deletes the corresponding entry from
offer.

Step 2.4 The reviewer R receives the coins and interacts with the bank By to exchange the coins (by executing
DEPOSIT, then WITHDRAW) for fresh ones and stores them in its table withdraw.

6.2 Anonymous and pseudonymous use

MediaWiki normally allows pseudonymous use, i.e. users do not have to reveal their real permanent identities
but can operate under disguised permanent identities (false names) instead. While this affords a relatively large
level of privacy, it is less than one wants to achieve with anonymous e-cash, as the name implies. Anonymous
use occurs when users can operate under disguised transient identities (no names), meaning that two operations
by the same user cannot be linked elsewhere to the same identity.

The MediaWiki system architecture supports pseudonymous use in that users can register under arbitrary
user names. Yet all operations they conduct under those users names are carried out on a central server, which
can therefore link them by keeping records.

Our privacy-friendly incentives system from section 3 can be extended to allow fully anonymous access
to Wikipedia. In order to achieve this, the access control of Wikipedia needs to be adjusted to use domain
pseudonym of a user and a proof that the user has properly registered, while retaining the original MediaWiki
platform as is. When a user logs in under this design, she is not asked for her (pseudonymous) user name and
password, but for an anonymous credential, anonymous network address, and password instead. This arrange-
ment is a simulation of truly anonymous use, because at this time we do not yet present actual anonymous
credentials (such as those from [8]) to MediaWiki, but rather use MediaWiki’s own pseudonymous account
names as simple substitutes for such credentials. (We refer to this as semi-anonymous use throughout this pa-
per.) Semi-anonymous use has the advantage that we do not have to change MediaWiki’s inner operation to
make it aware of anonymous credentials: more straightforward use of MediaWiki’s regular extension mech-
anism suffices instead to introduce the necessary changes. (It also causes that we still prompt the user for
a password, although this would no longer be required with anonymous credentials.) If users were to show
anonymous credentials to MediaWiki, they would do so for authentication at the start of communication ses-
sions and MediaWiki would therefore learn also a transient address for anonymous communication with the
user’s component. This is not the case with semi-anonymous use. The simulation accounts for this by requiring
that the user’s (anonymous) communication endpoint address for a session is also explicitly specified during
session login. In a production setting past the lifetime of this prototype the server would learn such addresses
implicitly when it receives an anonymous credential from another party.
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As is common for zero-knowledge-proof-based schemes, we assume that communication occur over anony-
mous channels (e.g. anonymous communication services for TCP-based traffic, such as [16]), so that endpoint
addresses for succeeding communications are also unlinkable, even if communication arrives from the same
(anonymous) user, provided that the senders’ messages are spread over different routes. Our system architec-
ture uses HTTP for all specific remote communication protocols (the connections ending with solid disks in
figure 2), and suitably opaque URLs can serve as anonymous network addresses. For instance those could be
formed from permanent versions by replacing the host part by an anonymous/numeric IP address. Notice that
anonymous use with anonymous credential would not diminish the quality or discernment of expert opinions,
because users, while anonymous, can still be well-credentialed.

7 Related work

To the best of our knowledge, we are the first to suggest a privacy-friendly incentive system for rating contri-
butions in collaborative workspaces or p2p networks.

Incentives are useful to create reputation systems. Steinbrecher studied privacy-protecting reputation sys-
tems [24] using pseudonyms. In such pseudonymous solutions, the transactions that are taken into account
to build reputation can all be linked together. Therefore, many authors have claimed that achieving privacy
in reputation systems is impossible [22]. In contrast, in our scheme one can build reputation from different
transactions without these being linkable. Adler and de Alfaro [2] propose an orthogonal content-driven trust
extension for MediaWiki, called WikiTrust. They focus on the analysis of a document’s author, her reputation,
origin, and trust, whereas our system considers the users’ interactions in a double-blind review system.

Lysyanskaya and co-authors [5] have proposed and implemented an incentive system based on plain e-cash
and fair exchange or file sharing applications. Their work focuses on the (fair) exchange of token and digital
items, whereas we are interested in the (anonymous) relationships of the parties receiving and offering the
e-cash to enhance the quality of content. Their approach is orthogonal to ours.

8 Conclusion

This paper has introduced the novel concept of a privacy-friendly incentive system to rate user-generated con-
tent. We have proposed the first realization of such a system that draws on ideas from e-cash and anonymous
credentials. The presented solution is privacy-friendly both from a theoretical and an applied perspective. In
addition, we have contributed a practical architecture that integrates well with the open-source collaboration
platform MediaWiki. To this end, we have extended MediaWiki for semi-anonymous use in a prototype en-
vironment, and designed the architecture such that it can support anonymous use by later adding anonymous
credentials for authentication.

We report that we have implemented the cryptographic incentive system on top of the Identity Mixer li-
brary [9, 20]. We have realized a MediaWiki incentive extension with appropriate hooks for the cryptography
and we integrated both results into MediaWiki, that is, hooking the cryptographic protocol implementation into
the MediaWiki plug-ins. We believe that providing such an incentive system nurtures high-quality content on
electronic collaboration platforms by vigorous user interaction and rigorous double-blind reviews. We hope for
a raise in quality and trustworthiness of user-generated content, in particular, if earned incentive points can be
exchanged (at a suitable exchange rate) into real goods, such as CDs or vouchers.

Finally, note that our solution can be extended in multiple ways, most prominently through: (i) multifaceted
incentives, (ii) transferable e-cash, (iii) identity escrow, and (iv) complex roles and policies.
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A CL-Signature E-Cash

We can easily implement a simple version of e-cash by using anonymous credentials.

o (skg, pkg) < SetupBank(¢)
* (0w, dy,sv)() — Withdraw(ou; sku, pkg)(sks, pk)

- S\Ilad\IJ’r (i Zq7

- D «— Commit((sky, sw,dw),T);

- SPK{(ov, sky, sw,dy,r) :
VerifyCommit(D, (sky, sv,dw),r) A
VerifySign(oy, sky; pk))

};
~ (0w)() « HiddenSign((D), (), r; pkg) (ske);
- Output: (0w, dw, sv)()

e (T,R)(¥) < Spend(oy, (0w, dw, sw); sky)(pkg)

- R&Zq;
kuR d
- T —g5" 95"

- SPK{(oy, sky,ow, sy,dy, R) :
VerifySign (o, (sku); pk)) A
VerifySign(ow, (sku, s, dw); pkg) A
T . SkuR dq;

=dp 9p
¥
-V (s¢,R,T,P)
- Output: (T, R)(¥)

* ()(¥) — Deposit(¥)()
o (pky,II) « Identify(¥q, Uy)
(

e 0or 1 — VerifyGuilt(pky, IT)
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B EC Protocols based on the /-SDH Assumption

We provide the details of a concrete instantiation of the incentive system in the signature scheme by Au et
al. [3]. It is secure under the {-SDH Assumption [6], which states that in a group G = (g) of order p it is hard
to compute (c, qY/ ($+C)) given g, g%, ..., gxé. The scheme is based on Camenisch and Lysyankaya [12] and of
Boneh et al. [7].

It assumes cyclic groups G and G of order p and a bilinear map e¢ : G x G — G. The signer’s secret key
is a random element z <~ Zq. The public key contains a number of random bases g1, ho, . . ., by, hot1 & G,
where ¢ € N is a parameter, and y := g7.

A signature on messages my,...,my € Zy is a tuple (A, r,s) where r, s & Z,, are values chosen at
random by the signer and A := (g1hg™ - - - hy"*hj +1)1/ (@+5) " Such a signature can be verified by checking
whether (A, g7y) = e(g1hg™® - by hj, 1, 91) -

Now assume that we are given a signature (A, r, s) on messages mg ..., my € Z, and want to prove that
we indeed possess such a signature. To this end, we need to augment the public key with values u, v € G such
that log,, v and log,, v are not known. This can be done as follows.

1. Choose random values ¢, < Z, and compute A := Au!, B := v'u’".

2. Execute the following proof of knowledge (where o = st and (3 = st’)

PK{(«a, 3,s,t,t',mo,...,mp,7): B= viut A 1= B 0%’ A

6(1217?/) t A—Ss, apr . m;
ALY _ oy, yyte((A-suhgy, [ 2,900} -
6(91,91) Yy @Jrligo g1

It was proved in [3] that the above signature is unforgeable under adaptively chosen message attack if /-SDH
assumption holds, where / is the number of signature queries.

B.1 Setup

We provide three setup functions for the privacy-friendly incentive system: (i) users and banks generate their
respective keys. (ii) Each user U obtains an anonymous credential, that is a Camenisch-Lysyanskaya signature
on her secret key sky. (iii) And, we establish a domain pseudonym system with articles and context-specific
URLs as domains.

Firstly, let us consider the key generation. The algorithm BKEYGEN creates BBS CL signature system
parameters, the bank’s secret key z and public key (g1, ho, - - -, he, het1, u, v, y) according to Section 2. The
algorithm UKEYGEN generates a user’s master secret key sky and the corresponding public key pk; := gfku.
Secondly, we consider the identity certification. The user’s secret key sk also serves as unique identity. It
is certified in a Camenisch-Lysyanskaya signature oy = (A, r, ¢) together with the user’s roles and attributes.
As a convention, we dedicate the zeroth signed message to the master key sky and subsequent messages mj,
..., my to attributes and roles. Thirdly, we establish a domain pseudonym for a document/user combination
upon a user interaction with that document. To that end, we assume existence of a cryptographic hash function
H(-) with domain G: H : {0,1}* — G. We compute a domain pseudonym Np s on a page P for a user U
as Npy := (H(P))**v. Given that H(P) is a random generator for G, (H(P))**v will be a non-degenerate
random group element with with overwhelming probability. Authors and editors need to submit their domain
pseudonym for each transaction and proof possession of the corresponding secret key.

With this setup, we construct the e-coins of our system—(i) unspent ones (0w, sw, dy;) and (ii) spent ones
U = (sy, R, T, ®)—as follows: Firstly, an unspent e-coin is a Camenisch-Lysyanskaya signature on the coin’s
serial number sy and the owner’s identity sky. The owner stores the serial number sy and his double-spending
randomness dy in addition to the signature. Secondly, the recipient of a spent e-coin stores the tuple of serial
number sy, SPEND protocol challenge I, double-spending value 7", and proof transcript P.
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Figure 4: WITHDRAW protocol.

B.2 Withdraw

We use a coin WITHDRAW protocol in two instances: Firstly, a user of an Wiki document withdraws e-coins
from a bank to offer incentives to editors. Secondly, the Wiki withdraws new coins in exchange to offered
coins. We require in both cases that these e-coins are bound to the new owner’s identity in order to ensure
double-spending prevention. To ensure that, we proceed as follows and depict the whole flow in Figure 4.

The user’s credential oy = (A, r,¢) is a signature on the user’s master key sky and and roles the user
can have in the system. The user constructs a commitment on coin parameters and her identity sky, and then
proves knowledge of its representation and identity. Figure 4 defines this protocol: the user computes the
blinding (A, B) of her identity credential ¢y and a commitment D on the coin parameters sky, sy, and diy.

Then, the user proves the possession of credential oy, the structure of D, and the equality of sk between
oy and D, which Figure 4 references as PKy:

PKl{(Oéaﬂ7’Y7T7 T/7/I“07 (ﬂi)1§i§€7§\1/7p75\117p/) :
D= RhORSURSY RS (mod p) A B=v"u" A 1= B %P A

5 ¢

e(4,y) PN ,.

——= =e(u,y)Te((Auny (hE° L | B, g

lonsgny ~ CCw (AR b T, 00)
The bank verifies the correctness of the proof of knowledge and computes a preliminary BBS Camenisch-
Lysyanskaya signature oy, := (Ag,r”,cy) on the commitment D. The user, in turn, derives the coin by
completing the signature oy and storing the parameters sy and dy.

B.3 Submit Offer and Review

A user of the Wiki can offer incentive e-coins to editors by executing the SUBMIT OFFER operation. The Wiki
rewards an editor with offered coins in the SUBMIT REVIEW operation. Both operations translate to spending
the e-coins with the Wiki as clearing house.

B.3.1 Entitlements and separation of duty.

We compose the proof statements for the entitlement and separation of duty properties with the e-coin spending
protocol below. They are highly specific to the Wiki’s entitlement and SoD policies. Thus, we name general
techniques.

We realize role-based and attribute-based entitlement by certifying the roles and attributes in the user’s
identity credentials or separate role credentials on the same master secret key. We prove the entitlement by
selective disclosure of the attributes in the proof of knowledge.

We realize separation of duty with the document-centric domain pseudonym. Recall that the domain
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Figure 5: SUBMIT OFFER protocol.

pseudonym is on the user’s master key: g;f(up). This does not only allow us a per-document linking!2, but also
to prove inequality of entities in SUBMIT REVIEW. To prove a separation of duty between author U and editor
R, the editor proves possession of her credential and representation of her domain pseudonym Npr = g;f(RP).
Thereby, the Wiki can be satisfied that the domain pseudonym NpRr for the reviewed document P is linked to
the editor R and that it is unequal from the domain pseudonym of the author Np .

B.3.2 Spending an incentive e-coin.

The actual spending of an incentive e-coin is relatively straight-forward. Let us assume that a user holds a
unspent coin ¥’ consisting of a serial number sy, a double spending randomness dy, and a coin signature
oy = (Ay, Ty, cy). In order to spend such a coin with another user, the user needs to prove the possession of
the coin signature oy and establish a double spending equation T' = gkaRg‘li‘I’. We proceed with the outline of
the SUBMIT OFFER protocol and present its definition in Figure 5.

Note that in SUBMIT REVIEW, the Wiki spends the incentive e-coin with the editor, yet the editor is proving
the fulfillment of entitlement and separation of duty policy back to the Wiki before receiving the coin. We leave
the detailed specification of this protocol to the extended version of this paper.

The user computes a blinding on her identity credential oy = (A,r,c¢) and coin signature oy =
(Ag,rg,cy). Upon receiving a challenge R from the recipient, the user computes the double spending equa-

tion T := g‘];kUR g%‘l’. The user proves the possession of the identity credential oy and of the coin signature oy

as well as the structure of the double spend equation for 7" and the equality of the master key sky:

SPKQ{(()A,OC\I;7’Y,T, T/aﬂa 5\1/77@/’7\1137—\/1’)”07 (/Li)lgiSEagq’apa 6\1/7[)\11) :
B=v"u" A1l=B " A By =v™u™ A 1= B\;Wvo‘q’uﬁ‘l’ A
¢

e(Aay) A— ;
=e(u,y) e((A~Tu*h,  he° | | hi9), g1) A
e(g1,91) o)l e 1;[1 b
A ~
e(Av,y) e(u,y) ™ e((Ag" u™v hE REChSY hS™), g1) A
e(g1,91)

Npy = H(P)Ho A
T = (97" (mod p);
}(context, R)

This first three lines of terms in this proof show that the user possesses an identity signature and an e-coin
signatures, both being bound to the same user’s secret identity sky. The proof of representation of the domain
pseudonym Npy and equality of the user’s master secret key provide the separation of duty capabilities as
described above. The last line proves the correctness of the double-spending equation, and in particular, that

12¢.g., to allow the author to submit an offer for her document under special conditions.
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the double-spending value 7' is also bound to the user’s secret identity sky and computed correctly from R and
the appropriate values contained in the e-coin signature.

The recipient concludes the protocol by storing the coin (sy, R, T, ®), where ® is the transcript of the
signature proof of knowledge SPK 3. The remaining elements have the following meaning: sy is the coin’s
serial number, R the challenge randomness used in the SUBMIT OFFER operation, and 7" the double spending
value.

B.4 Deposit

In order to DEPOSIT a coin, the recipient sends the coin ¥ = (sy, R, T, ®) to the bank. The bank checks that
it does not hold the serial number sy, yet. Otherwise, it engages in the double spending detection protocol
IDENTIFY.

We opt-in for the explicit exchange of e-coins to support Anonymity and Unlinkability: the Wiki exchanges
the e-coin for real money and WITHDRAW an e-coin independently from the DEPOSIT operation.

B.4.1 Double-spending Detection: Identify and VerifyGuilt.

We propose a public-key recovery mechanism to enable disciplining double-spending and ensuring the Incen-
tive Security/Balance property from Section 4.2. As part of the DEPOSIT protocol, a bank can detect that a sin-
gle coin was spent twice, because it receives two deposits with the same serial number sg. It can follow-up with
disciplining perpetrators by executing the IDENTIFY algorithm and reconstructing two double-spending equa-
tions 77 and 75 from its payment records and solving this system of two equations with two unknown variables
pky; and b for the result pk;;. IDENTIFY takes two coins ¥ = (s, R1,T1, ®1) and Uy = (sy, Ra, T, $2) as
input. It outputs pk, of the double-spender and the proof II, if both coins hold the same serial number sy, L
otherwise. IDENTIFY derives the double-spender’s public key as pk;; := (71/ Tg)(Rl_R2)_l.

IDENTIFY algorithm constructs proof IT = (Wq, Us). From these values, any participant can publicly
verify that the user with pk\ is indeed guilty of double-spending. Verifiers can recompute the equation above
and check that the proof transcripts ®; and ®4 are valid. We call this operation VERIFYGUILT.
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C Protocols based on the Strong RSA Assumption

C.1 Initialization

1. Generate public key pky and private key sky (master secret) for the User. Section 4.5 states that the
master secret should be chosen uniformly at random from the interval [1, p]. User public key pky = g**v.

2. Generate public key and private key for the Bank.
3. Generate public key and private key for the Wikipedia.

4. Prove correctness of the public key of the issuer to the clients (users).

C.1.1 Group Parameters

The class GroupParameters must be made public to all parties. User must verify that p and I' are prime
andthatp | (T —1),p1 %. User must retrieve the instance of the GroupParameters class from the server
(issuer) and check the above properties. User must retrieve the instance of the SystemParameters class
from the server (issuer) and check the constraints.

C.1.2 Issuer key generation

Issuer generates its public and private key. It needs to prove to a client (user), that the public key was generated
correctly.

SPK{(.’L’Z’:BRU...,.%'RZ)}) :
Z =8% Ry = S%u, ... R = SR (1)

}

C.1.3 User certificate issuance

Client (user) needs also issuer’s public key for the certificate to be issued. After the certificate is issued, issuer’s
public key is part of the certificate.

C.2 Withdraw
C.2.1 User

1. Prove possession of the identity credential oy = (A, e, ), signature on the user’s master key sk and
roles (additional attributes).

2. Construct a commitment on coin parameters sy, dy and user’s identity sk .
3. Prove structure of the commitment C' and the equality of sky.

4. Compute domain pseudonym Np ;; = H(D)**! using bank url as domain D.
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SPK{(e,v,r’, sky, sy, dy, {m;li € I, UI,}) :
ZA 2! H R = £A°SY H R (mod n) A
i¢ .Ul i€l Ul
C=8"RIMRYRI  (mod n) A
Npy = H(D)* (mod T) A
sky, sy, dy € {0, 1}mHlotlt2 o
mi € {0, 1} mFlottnt2 (G e .U T,) A
e € +{0, 1)leHlotin+1

C.2.2 Bank

1. Verify the correctness of the signature on user’s identity credential oy;.

2

3)
“)
®)
(6)
(M

2. Compute preliminary Camenisch-Lysyanskaya signature oy, := (Ag, eg, ") on the commitment C'.

C.2.3 User
1. Complete the signature oy := (Ay, eg,r :=71" +1").

2. Store parameters sy and dy and the coin signature sigmay.

C.3 Spend
C.3.1 User

[a—

. Prove possession of a coin signature oy = (Ay, ey, ry) and identity credential oy = (A, e, v).
. Receive challenge R from the recipient.

. Establish double spending equation 7' = gfk“}”d‘l’ (mod T).

2
3
4. Prove the structure of the double spending equation for T and the equality of the master key sky.
5

. Compute domain pseudonym Np iy = H(D)**V using recipient url as domain D.

SPK{(e,v, sky, sw,dw, {m;li € I UI4}) :

7 j-2e-1 H Ry™ = Aegy H R (mod n) A
iééchIh ielculh

ZB7 71 = BUSURYVRIY RS (mod n) A

T = (9)™g{* (mod T) A

Npw = H(D)™  (mod T) A

shy, su, dy € {0, 1}mHot+2 A

mi € {0, 1} et (G € Lo U Iy) A

ec :l:{o,1}lle+l¢+lH+1
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C.3.2 Recipient

1. Verify correctness of the coin signature oy and signature on user’s identity credential og;.
2. Store coin ¥ = (sg, R, T, ®).

e sy - coin serial number

R - challenge randomness

T - double spending equation
e & - transcript of the signature proof of knowledge SPK 5.

C.4 SubmitReview
C4.1 User
1. Compute domain pseudonym Npy, = H(P)**v2 for the page P.

2. Prove possession of the identity credential oy, = (Ag, e2,v2) and structure of the domain pseudonym
N PU,-

SPKg{(eg,Ug, SkUQ, {ml\z el.U Ih}) :

ZA2 T ] 7™ = A28 J[ R™ (mod n) A (15)
i¢I.Ul, i€l Ul

Npy, = H(P)*%2  (mod T) A (16)

sky, € {0, 1}mHlotlnt2 5 (17)

m; € {0, 1} mTletint2 (G e .U T,) A (18)

e5 € £{0, 1}letlotlrt1 (19)

C.4.2 Recipient

1. Verify correctness of the proof of knowledge.

2. Spend coins that were offered for a review.

C.4.3 User

1. Receive coins and verify their correctness.

2. Deposit coins at the bank and withdraw fresh ones.

C.5 Deposit
C.5.1 User

1. Compute domain pseudonym Np 17, = H(D)Sku2 using bank url as domain D.

2. Prove possession of the identity credential oy, = (Ag, e2,v2) and structure of the domain pseudonym
N D,Us-
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3. Send the coin ¥ = (sg, R, T, ®) to the bank.

SPK 4{(e,v, sku,, sv,dw,{m;|i € I, U Iy}) :
ZA-2-1 H R ™ = AcSY H R (mod n) A
igI.Ul}, i€l Ul
Npu, = H(D)™:  (mod I') A
sky, sy, dy € {0, 1}mHlotlnt2 o
m; € {0, 1}m ot nt2 (j c .U T,) A
¢ € £{0, 1}l Hotnt

C.5.2 Bank

1. Verify the identity credential oy, and the structure of the domain pseudonym Np rs,.
2. Check that there is no serial number sy already and update user’s balance, store sps:.

3. If there is serial number sy, engage in the double spending detection protocol (Identify).

C.5.3 Identify
1. Take two coins U1 = (sy, Ry, 71, ®1) and Vo = (sy, Re, Tn, P2) as input.

(20)

1)
(22)
(23)
(24)

2. Output the pky; of the double-spender and the proof IT = (W, Wy), if both coins hold the same serial

number sy, L otherwise.

T = Pkgl '911)‘1'
Ty = pki® - 91"
(11 T) M1 =

(Ri—Rz)™!
(pkﬁ1 - gy /pk(? - gl{“’)

(Ri—Ra)~!
(i)™ = pky

C.54 VerifyGuilt

Verifiers can recompute the equation above and check that the proof transcripts ¥ and W are valid.
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D Zero-Knowledge Proof of Knowledge Parameters

Parameter  PK Secret Description

Proof of Knowledge of oy

t,t 7,7 Blinding for PK of an identity signature o
A A B oy
ror! " 0 p" Blinding for o/
c vy Signature-specific secret for oy
a, 3 Completion for PK oy;
sky 1o User identity/master key in oy
m; i Other attributes in oy, €.g., roles

Proof of Knowledge of a coin oy

tw, T, Ty Blinding for PK of oy

A\p, A~\p, By oy

™y Pu Blinding for coin signature oy

Cy Y Signature-specific secret for oy
ay, By Completion for PK ¥

Sy Sw Coin serial number in ¥

dy g Double spent randomness for ¥

T Double spent value for ¥

E System Configuration Parameters

parameters

U idy, pwy, sku, pky; pky, pKp,, addrp,
skw, pkyy; pk Bo» addrp,

R idr, pWg, skr, pkg; pkyy, pkBo, addrp,

By idp,, pwp,, kg, Pkp,; { Pky, }i
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