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DIRAC Seurity InfrastrutureA. Casaj�us Ramo�R. Graiani D��azyUniversitat de Barelona, Departament d'Estrutura i Constituents de la Mat�eriaAbstratDIRAC is the LHCb Workload and Data Man-agement System. Based on a servie-oriented ar-hiteture, it enables generi distributed omputingwith lightweight Agents and Clients for job exeu-tion and data transfers. DIRAC implements a lient-server arhiteture exposing server methods throughXML Remote Proedure Call (XML-RPC) protool.DIRAC is mostly oded in python.DIRAC seurity infrastruture has been designed tobe a ompletely generi XML-RPC transport over aSSL tunnel. This new seurity layer is able to han-dle standard X509 erti�ates as well as grid-proxiesto authentiate both sides of the onnetion. Serverand lient authentiation relies over OpenSSL and py-OpenSSL, but to be able to handle grid proxies somemodi�ations have been added to those libraries.DIRAC seurity infrastruture handles authoriza-tion and authorization as well as provides extendedapabilities like seure onnetion tunnelling and �letransfer.Using this new seurity infrastruture all LHCbusers an safely make use of all the omputing re-soures available on the Grid through DIRAC.SECURITY INFRASTRUCTURE DESIGNAs most grid middleware, DIRAC seurity is basedon digital erti�ates and grid proxies. Both erti�-ates and proxies are signed by a trusted Certi�ationAuthority (CA). Whenever a grid erti�ate has to beauthentiated, the CA signature arried by the erti�-ate is veri�ed agaings the trusted ones. Grid proxiesare speial self-signed time restited user erti�ateand key kept together.DIRAC seurity infrastruture is based on threepriniples:1. Authentiation to ensure that both lient andserver are identi�ed by eah other.2. Authorization to restrit aess to server funtion-ality aording to the identity of lients.3. Logging to allow traeability of lient requests andserver ations.�adria�em.ub.esy graiani�em.ub.es

When a onnetion is established not only the lientis authentiated by the server, but also the server mustbe authentiated by the lient. Authentiating bothsides of the onnetion is the �rst step to perform aseure onnetion. The server knows who is perform-ing the query and the lient knows that the onnetionis being established with the right server. After thisinitial identi�ation, and following the Seure SoketLayer (SSL) protool, the lient-server ommuniationis enrypted.At this moment, no one an stand in the middle ofthe onnetion without being notied. One the au-thentiation has taken plae, the user gets identi�edby the Distinguised Name (DN) inluded in the er-ti�ate or the proxy.One the mutual authentiation has been done, thelient sends a query to the server and the authorizationtakes plae. In the XML-RPC protool, a query is aall to a server exported method with ertain param-eters. At this point, the server deides, based on itson�guration, if the identi�ed user is allowed to aessthe requested method. Authorization is the seondstep to perform a seure onnetion.If the user is authorized, the server exeutes themethod and returns the result. Both the query andthe returned value are logged together with the iden-tity of the user and a timestamp. All data sent throughthe onnetion is enrypted to prevent third partiesfrom getting any data. Logging information is ex-tremely important to ensure that all ations an betraed bak. Logging is the third step to perform afully seure and traeable implementation.DISET TRANSPORTThe initial DIRAC versions did not have any seu-rity sine its use was redued to a limited number ofprodution manager responsibles for the Monte Carlosimulation ativites at LHCb sites. In order to makeuse of DIRAC in a distributed GRID environment itwas neesary to add a seurity layer in its arhiteture.Therefore, the DIRAC Seure Transport (DISET) wasborn.DISET is an extension of the hypertext transferprotool over ssl(HTTPS) supporting X509 erti�atesand grid proxies. It also enhanes some of the nativepython XML-RPC apabilities.DISET hides all nasty SSL ode, authentiation and�rst level of authorization mehanisms, under simple



python alls. Developers just use DISET objets as ifthey were the native python XML-RPC objets.DIRAC developers an use DISET to perform XML-RPC queries over seure and inseure onnetions de-pending on the protool set (http/https/diset) in theUniversal Resoure Loator (URL). When performinga query over an inseure onnetion, native python'sxmlrplib module is used. But, when the query ismade over a seure onnetion, DISET relies on py-OpenSSL and OpenSSL to handle all ryptographiauthentiation algorithms, as seen in Fig. 1.Furthermore DISET inludes an authorizationmehanism that ontrols aess at the level of eahmethod based on user groups, and provides the authet-iated user information to the developer of the methodhandler in ase a �ner grain ontrol is neesary.

Figure 1: DISET dependeniesDISET third party dependenies are:� OpenSSL is an open soure full-featured toolkitimplementing Seure Sokets Layer (SSL v2=3)and Transport Layer Seurity (TLS). OpenSSL isable to handle authentiation of X509 erti�ates,but is unable to authentiate grid proxies.� pyOpenSSL is a python module enapsulatingsome of the native OpenSSL funtionalities.pyOpenSSL did not have all needed funtionalitiesso some modi�ations were made:� Some missing OpenSSL methods were added.� An external authentiation allbak for OpenSSLwas added. This new allbak is able to reog-nize grid proxies and erti�ates. Calling a py-OpenSSL python method makes this allbak theone OpenSSL will use to authentiate.DISET usageDISET provides DIRAC developers with a seureXML-RPC lient and server framework. DISETlient is used just as python native XML-RPC lient.Furthemore, DISET lient will establish a seure

or an inseure onnetion based on the protool(http/https/diset) spei�ed in the given URL. Pro-vided that a grid proxy and CA publi keys andCerti�ation Revoation Lists (CRL) are availableat prede�ned standard loations, no on�guration isneeded on the lient. Appropriated on�guration pa-rameters are available to hange these defaults.DISET provides a framework to ease developingXML-RPC servers. Developers just need to ode theserver's request handler. Everything else is handled byDISET.Server handler must inherit from DISETRe-questHandler and automatially all methods begin-ning with "export " will be aessible for lients.One the server handler is oded, it needs to be at-tahed to a server objet to be able to handle queries.DISET provides a seure (DISETSeureServer) anda inseure server objet (DISETInseureServer) bothsharing the same interfae. Making a server seurejust depends on the server objet used.Authentiation and authorization shemeWhen establishing a onnetion using DISET, bothsides must authentiate. To do so, DISET uses theSSL handshake provided by OpenSSL. The lientsends it's erti�ate or proxy erti�ate to the server.If the erti�ate valid time has not expired, the eti�-ate is heked against all CA's the server knows untilone CA veri�es the erti�ate. One a CA akowledgesthe erti�ate, it's heked against that CA's CRL tosee if it has been revoked by the CA. If it hasn't beenrevoked, the erti�ate gets veri�ed and the user is au-thentiated. Then, the server sends it's erti�ate tothe lient. The erti�ate is heked against all CA'sthe lient knows to authentiate the server, the CA'sCRL and erti�ate time validity. When both sides getauthentiated the atual ommuniation an start. Ifany part fails to verify the other, the onnetion islosed.The authentiation mehanism is handled automat-ially by DISET.In order to inrease performane, DISET uses SSLsessions to redue the number of SSL authentiationsneeded. When a user gets authentiated for the �rsttime, a SSL session is established so further queriesby the same lient will just use the previous sessioninstead of having to get authentiated again. SSL ses-sions are handed internally by OpenSSL and they havea lifetime. Whenever the lifetime expires, the lientneeds to get authentiated again and another sessionis generated. SSL sessions lifetime is a OpenSSL pa-rameter de�ned through the server on�guration.DISET has two levels of authorization:� The �rst level of authorization allows or denieslients to all eah method. This level of autho-rizations is based in groups. LHCb de�nes groups



of users in the DIRAC Con�guration Servie (CS)and the server on�guration de�nes whih groupsare authorized to exeute eah of the exportedmethods. A given user may belong to more thanone group but when making a query the usermust speify whih group he wants to use for thisall. If the user belongs to the spei�ed groupand this group is allowed to exeute the requestedmethod the DISET handler will all the appropri-ated method. Otherwise, the query will be deniedreturning a message to the user. This level of au-thorization is provided automatially by DISETand Every query performed over a seure onne-tion must pass it.� The seond level of authorization is �ner grainedbut optional. The developer of the server mayprogram further authorization inside the methodmaking use of the authentiated user's DN andgroup that are provided by DISET.DISET PORTALSDISET provides a onnetion tunnelling mehanism.Instead of lients onneting diretly to servers, a tun-nelling server an be plaed in the middle so the lientan onnet to it and its request tunnelled to theserver. This tunnelling servie is alled DISET por-tals.Final destination is resolved by the DISET portalmaking use of the path in the URL provided by thelient. Di�erent paths are assigned to di�erent �nalservers. The portal onnets to the �nal server andforwards the request, waits for the response and handsit bak to the lient as if it was the real server. Tun-nelling proeeds as seen in Fig. 2.
Figure 2: DISET portalThere are two types of DISET portals:� Seure portals perform the authentiation of thelient and an thus tunnel onnetions to bothseure and inseure servers. In the �rst ase theportal authentiates itself with the server, and thefull onnetion is seure, while in the seond asethe onnetion to the �nal server is not authenti-ated. Seure DISET portals are programmed inpython.

� Inseure portals an only tunnel onnetions toinseure �nal servers beause no authentiationtakes plae. Inseure portals are also available inPHP using a web server.For inseure onnetions DISET lients and serversdo not know if there's a portal between them. Theportal behaves as a server for the originating lient andas a lient for the �nal server. For seure onnetions,the DISET lient will not see any di�erene betweenonneting to a server diretly or via a portal. On theother hand, DISET seure servers need a list of trustedportals. When tunnelling the onnetion the portalpresents its own erti�ate to the �nal server and, oneauthentiated it will trust the lient identi�ation doneby the portal. From then on, the authorization takesplae at the server with the forwarded user's DN andgroup presented by the portal.Advantages of DISET PortalsDISET portals are single points of entry for all ser-vies. So just one point of aess must be authorizedto reeive inoming onnetions.Portals an be used to ahieve load balaning. Eahquery an be tunnelled to a di�erent server using sim-ple balaning algorithms.When using seure onnetions, the number of SSLauthentiations an be redued by using SSL sessionsintensively. By plaing a DISET portal, �nal serverswill only reeive onnetions from portals so the num-ber of queries per session will be drastially inreased.Originating lients will only onnet to portals so, in-stead of having to do one handshake per server, justone will be made for all servers tunneled through thesame portal. The overall number of SSL authentia-tions is minimized by plaing a DISET seure portal.DISET TRANSFERSDISET inludes a fast and easy to use mehanism totransfer �les over seure and inseure hannels. Trans-fer petitions use standard XML-RPC protool to sendtransfer and authentiation data, and a binary proto-ol to send �le data and transfer on�rmation, all overthe same onnetion. XML-RPC transfer request andserver response are handled as other DISET methodsbut, instead of losing the onnetion, the soket re-mains open and binary transfer takes plae. Changingprotools is handled internally by DISET so the de-veloper only has to program request handler's logi.When transferring through a seure onnetion thesame authentiation and authorization mehanisms asother DISET methods an be applied.DISET servers an serve both XML-RPC queriesand transfer queries. Server developers just need toode some speial allbaks to allow �le transfers. All



the underlying protools and data handling is done byDISET. SUMMARY AND OUTLOOKDISET provides an easy to use framework for devel-oping grid enabled seure servies using XML-RPC.It also eases deployment of servies by minimizing de-pendenies to just pyOpenSSL and OpenSSL, and theyan be shipped together with the servie.Developers just need to ode servers logi. Con-netions are handled by the DISET server objets.Turning a inseure interfae into a seure one dependson the DISET server objet used. And by plaing aDISET portal mltiple servers an be aessed from justone host, that tunels the onnetion to the �nal server.DISET also enhanes XML-RPC apabilities by be-ing able to transfer �les over the XML-RPC onnetionin binary format.Currently, work is on going to make use of voms-proxies whih, apart from the user DN, inlude a userrequested group and role signed by an authorized vomsserver. These groups are going to be mathed to theexsiting groups urrently de�ned in the DIRAC Con-�guration Servie, thus making the system more dy-nami. REFERENCES[1℄ Tsaregorodtsev, A. et al., DIRAC, the LHCb DataProdution and Distributed Analysis system, CHEP06,Mumbai, India.[2℄ Paterson, S. and Tsaregorodtsev, A., DIRAC Infras-truture for Distributed Analysis, CHEP06, Mumbai,India.


