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Vulnerability lines :
9: b+= ff_subtitles_next_line (b);
Dependency lines :
8, controlflow ,b < end
3, dataflow ,*b = p-> buf
14, dataflow ,b >= end - 4
16, dataflow , memcpy (b, "<svg", 4)

CWE ID: CWE -835
CWE Description : The svg_probe
function in libavformat / img2dec .c
in FFmpeg through 3.4.2 allows
remote attackers to cause a
denial of service ( Infinite
Loop ) via a crafted XML file .

static int svg_probe(AVProbeData *p)
{

const uint8_t *b = p->buf;
const uint8_t *end = p->buf + p->buf_size;

if (memcpy(p->buf, “<?xml”, 5))
return 0;

while (b < end) {
b += ff_subtitles_next_line(b);
int inc = ff_subtitles_next_line(b);
if (!inc)

break;
b += inc;
if (b >= end - 4)

return 0;
if (!memcpy(b, “<svg”, 4))

return AVPROBE_SCORE_EXTENSION + 1;
}
return 0;

}


