
code datasets is how to handle the variation of fea-
ture distribution among different projects. To mit-
igate this variation, we employ random identifier
substitution to enhance the generalization of LLMs
on multi-project code. The core idea is to reduce
model dependence on a specific project’s features
by increasing data diversity, thereby minimizing
the risk of overfitting and enhancing the model’s
adaptability to different coding styles. Specifically,
we replace 10% of the existing identifiers within
the original code with randomly chosen identifiers
sourced from the complete dataset. The input for
all three tasks is the source code. For the output,
vulnerability detection yields a label of 0 or 1. Vul-
nerability localization identifies the vulnerable line
as extracted in Figure 2, and vulnerability interpre-
tation provides the natural language (the final result
of CoT-SV, as demonstrated in Appendix A).
Instruction Fine-tuning. Instruction fine-tuning
aims to optimize the response of LLMs to specific
directives, thus ensuring the alignment with the re-
quirements of a particular task. Specifically, we
employ instruction fine-tuning to train a more spe-
cialized, adaptable, and efficient LLM for vulnera-
bility detection. For each task, we provide a distinct
instruction. By integrating this instruction with the
input code, the LLM is capable of producing spe-
cific outputs. Subsequently, the LLM quantifies
the discrepancy between the generated output and
the anticipated target, leveraging this deviation to
fine-tune the weights of LLM. In this work, we
adapt the template provided by Alpaca (Taori et al.,
2023) for instruction fine-tuning:
Below is an instruction that describes a task,
paired with an input that provides further
context. Write a response that appropriately
completes the request.
### Instruction:
[Task Prompt]
### Input:
[Input]
### Response:
[Output]

where [Input] and [Output] are obtained from the
above Data Preparation, and the [Task Prompt] di-
rects LLMs to generate task-specific outputs based
on different tasks. We provide specific examples of
instruction data for different tasks in Appendix A.

4 Experimental Setup

4.1 Datasets
We select six widely-used C/C++ vulnerability de-
tection datasets to evaluate different models ex-

tensitively: DiverseVul (Chen et al., 2023), De-
vign (Zhou et al., 2019), BigVul (Fan et al.,
2020), CVEfixes (Bhandari et al., 2021), Re-
Veal (Chakraborty et al., 2022), and Juliet (Boland
and Black, 2012). The first two datasets are in-
volved in model training (denoted as Dataset1)
while the latter four datasets are not presented in
the training process (denoted as Dataset2). There-
fore, the results on Dataset2 can further reflect the
models’ generalizability besides effectiveness. The
details of the datasets can be found in Appendix B.

4.2 Baselines

In our evaluation, we compare VulLLM with
the following SOTA models, encompassing di-
verse architectures and approaches to ensure a
broad spectrum of comparison. Specifically, our
baselines include two GNNs-based models: De-
vign (Zhou et al., 2019) and ReVeal (Chakraborty
et al., 2022), three CodePTMs: CodeBERT (Feng
et al., 2020), GraphCodeBERT (Guo et al., 2021),
UniXcoder (Guo et al., 2022), and two models
based on CodePTMs: ReGVD (Nguyen et al.,
2022) and EPVD (Zhang et al., 2023c) that are
specifically designed for vulnerability detection.
The details of these baselines can be found in Ap-
pendix C. The implementation details of all the
baselines and our approach can be found in Ap-
pendix E.

5 Results

5.1 Effectiveness and Generalization

We select two versions with different parameter
sizes of Llama-2, CodeLlama, and StarCoder as our
base models respectively, to validate the extensive
applicability of our framework. Specifically, we
evaluate the effectiveness of various approaches
across the six test datasets. Notably, Dataset2,
which is not involved in model training, can further
reflect the model’s generalization.

The results shown in Table 1 indicate that Vul-
LLM, based on CodeLlama-13B, exhibits the high-
est performance, yielding an overall F1 score of
66.54%. Across all models and datasets, VulLLM
based on CodeLlama-13B consistently ranks either
first or second, which outperforms the 7 selected
baselines. Therefore, our subsequent analysis of
VulLLM is based on CodeLlama-13B. Compared
to the best baseline model, UniXcoder, VulLLM
demonstrates an overall effectiveness improvement
by 8% (i.e., (66.54-61.61)/61.61) across all six




