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Vulnerability lines :
9: b+= ff_subtitles_next_line (b);

Dependency lines :
8, controlflow ,b < end
3, dataflow ,*b = p-> buf
14, dataflow ,b >= end - 4
16, dataflow , memcpy (b, "<svg", 4)

CWE ID: CWE-835
CVE Description : The svg_probe
function in libavformat / img2dec .c
in FFmpeg through 3.4.2 allows
remote attackers to cause a
denial of service ( Infinite
Loop ) via a crafted XML file.

static int svg_probe(AVProbeData *p)
{

const uint8_t *b = p->buf;
const uint8_t *end = p->buf + p->buf_size;

if (memcpy(p->buf, “<?xml”, 5))
return 0;

while (b < end) {
b += ff_subtitles_next_line(b);
int inc = ff_subtitles_next_line(b);
if (!inc)

break;
b += inc;
if (b >= end - 4)

return 0;
if (!memcpy(b, “<svg”, 4))

return AVPROBE_SCORE_EXTENSION + 1;
}
return 0;

}

Figure 2: An example of vulnerability feature extraction

checkers, etc.) that provide a broader understand-
ing of a security vulnerability. Typically, we ex-
tract code statements that have direct or indirect
data dependencies and control dependencies along
with the vulnerable lines as vulnerability context.
To extract these code statements, we first use JO-
ERN (JOERN, 2023) to generate the Program De-
pendency Graph (i.e., PDG) (Li et al., 2022) for the
vulnerability functions. PDG is a directed acyclic
graph where nodes represent code elements, and
various types of directed edges between nodes rep-
resent relationships between code elements (e.g.,
if there exists a data dependency edge originating
from node A and directed towards node B, it indi-
cates that node B depends on a data variable defined
at node A). PDG has been widely utilized in the
domain of vulnerability detection (Li et al., 2021;
Zhang et al., 2023c). Specifically, we start from
the nodes corresponding to the vulnerabilities and
identify neighboring nodes within a k-hop distance
through both data dependency edges and control de-
pendency edges (either outgoing or incoming). The
code lines corresponding to these nodes are then
added to the vulnerability context. Figure 2 illus-
trates an example of vulnerability CVE-2018-7751,
which belongs to the type of CWE-835. The left
side depicts the applied patch, the middle section
showcases the corresponding PDG, and the right
side displays the extracted vulnerability features.
For the vulnerability line at line 9, there is a control
dependency edge from line 8 to line 9, as well as
three data dependency edges—one from line 3 to
line 9, one from line 9 to line 14 and another from
line 9 to line 16. If k is set to 1, the contextual
scope encompasses statements found at lines 8, 3,
14, and 16. The parameter k is used to control the
length of the generated vulnerability context, as
dependency relationships in real-world code can be
particularly complex. In our implementation, the
value of k is set to 1, considering the limited input
length capacity of LLMs.
CVE Descriptions. This information shed lights

（3）推理生成
我们可以迭代这种先验证后纠正的过程，以实现
对模型输出的持续改进。
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Figure 3: The implementation of CoT with Self-
Verification. Numbered circles denotes the five steps

on the root causes of vulnerabilities, as they com-
prehensively detail common security weaknesses
in software and hardware. These descriptions are
invaluable for understanding the root causes of
vulnerabilities, which often offer relevant back-
ground and context, explaining how these weak-
nesses come about and how they might be exploited
under different circumstances. To collect the CVE
descriptions, we have scraped them for each CVE
from the NVD (NVD, 2023).

3.3 Vulnerability Interpretation Generation
The vulnerability features extracted in the previous
section serve as the critical information for vali-
dating the output of each step in CoT. Figure 3
illustrates the implementation of CoT-SV.
Step 1. Given the demonstrated efficacy of role-
playing in prompt engineering (Kong et al., 2023;
Shanahan et al., 2023), our initial step involves
adopting a role-centric prompting strategy, specifi-
cally focusing on vulnerability detection, to ensure
that the model remains concentrated on the task
throughout the workflow. We use the following
prompt as adapted from a prior work (Zhang et al.,
2023a) in this step.

Prompt1: I want you to act as a vulnerability
detection model. Is the following program
buggy? [Code]

where [Code] refers to the potentially buggy code.
Previous study indicates that the accuracy of LLM
under such prompt is suboptimal (Cheshkov et al.,




