
2023). Fortunately, we have the ground truth for
each code. Therefore, if the LLM produces an
incorrect output, we can address it in subsequent
steps. More importantly, this initial step serves to
reinforce LLM’s acknowledgment of the presence
of vulnerabilities, facilitating subsequent vulnera-
bility reasoning. To prevent overfitting, we execute
Step 1 for an equal number of vulnerable and non-
vulnerable code examples to generate vulnerability
explanations. For non-vulnerable code, GPT-4 will
provide interpretations indicating the absence of
vulnerabilities, which will be used to construct the
dataset for non-vulnerable code in the vulnerability
explanation task. For vulnerable code, more pre-
cise vulnerability interpretations will be obtained
through continuous verification of GPT-4’s outputs
in subsequent steps.
Step 2 - Step 4. We adapt a unified prompt tem-
plate for various vulnerability features based on ex-
isting Self-Verification templates (Pan et al., 2023;
Ling et al., 2023). The validity of the output from
each individual step is verified using a directive
composed of the following components: (1) infor-
mation required to be verified for the current step.
(2) an instruction for validity verification, such as
Please double-check the answer and analyze its cor-
rectness. (Ling et al., 2023) (3) requirements for
the output of the subsequent step under the LLM.
Based on the above design, the prompts for obtain-
ing vulnerability interpretations are as follows:

Prompt2: This program is buggy. Please
double-check the answer and analyze its
correctness. Next, please give the description
of the vulnerability.
Prompt3: The description of vulnerability is
[CVE description]. Please double-check the
answer and analyze its correctness. Next,
please provide the lines of code that are
directly pertinent to the identified
vulnerability.
Prompt4: The vulnerability lines are
[Vulnerability lines]. Please double-check the
answer and analyze its correctness. Next,
please provide the data dependency and control
dependency lines related to the vulnerability
lines.

where [CVE description] and [Vulnerability lines]
denote the vulnerability features as extracted in the
previous subsection.
Step 5. Vulnerability context constitutes the final
features for verification within CoT-SV. Following
this verification, we employ the LLM to synthesize
the vulnerability interpretation by integrating the
aforementioned categories of features. Specifically,

we instruct the LLM to generate a vulnerability
interpretation that refers to the vulnerability lines
and vulnerability context.

Prompt5: The dependency lines are [Dependency
lines]. Please double-check the answer and
analyze its correctness. Next, considering the
vulnerability's description, please present the
vulnerability interpretation by referring to
the vulnerable and dependent lines.

The results generated by CoT-SV encompass
rich knowledge specific to vulnerabilities. For in-
stance, the CVE description constrains the high-
level overview of the vulnerability, whereas the
vulnerability lines pinpoint its precise location. Fur-
thermore, the dependency lines characterize the
context of vulnerabilities. Such knowledge ensures
that the reasoning process integrates an extensive
repository of domain-specific knowledge on vulner-
abilities. Concurrently, CoT-SV further abstracts
the data flow and control flow of vulnerabilities,
translating the dependency lines into natural lan-
guage descriptions of the vulnerability context. Fi-
nally, all the generated data are manually verified
to exclude instances where the final judgment of
GPT-4 is still incorrect. We take the vulnerable
code in Figure 2 as an example and present differ-
ent interpretations of Step 1 and the entire CoT-SV
generation process separately in Appendix A.

3.4 Multi-Task Instruction Fine-tuning

Data Preparation. The data serving for the above
multi-task data originates from the PatchDB (Wang
et al., 2021), which contains the patch information,
a feature not commonly found in other datasets.
The diffs in patches are directly associated with
vulnerabilities and essential for obtaining vulner-
ability interpretations. However, this patch-based
vulnerability dataset is limited in its quantity and in-
sufficient for LLMs to learn a broad range of vulner-
ability patterns. To infuse LLMs with more vulner-
ability knowledge, we further incorporate two addi-
tional datasets for the vulnerability detection task:
DiverseVul (Chen et al., 2023) and Devign (Zhou
et al., 2019), which are the two real-world datasets
with the highest label accuracy in manual evalua-
tion sampling (Croft et al., 2023; Chen et al., 2023).
Increasing the data volume for the primary task en-
sures that the model does not deviate from the core
objective while learning auxiliary tasks, which also
helps in maintaining the priority of the primary task.
These two datasets contain 797 distinct projects. A
common challenge when training on multi-source




