
§ 2.4 Governance and Liability§ 2.3 Problem Framing

§ 2.2 Threat Models

Traditionally, AI safety primarily considers unintended hazards, 
whereas AI security is dedicated to defending against adversaries. 
– But addressing adversarial threats is now also becoming an 
important pre-condition for achieving AI safety objectives.

• Accidental
• Faults
• Hazards

• Malicious
• Attacks
• Threats

AI safety directly focuses on preventing harm caused by AI 
systems to environments, while AI security is centered around 
protecting the AI systems themselves from threats.
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Many safety problems can be effectively framed as a risk 
minimization problem over a relatively stable natural distribution. 
Security problems are inherently min-max games that are dynamic, 
often leading to an arms race between defenders and attackers.
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• Risk minimization 
   over a natural
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• Dynamic
• Adaptive
• Min-Max Games

Safety and security often have nuances in terms of:

• Resource Allocation

• International Collaboration & Negotiation

• Perception & Evaluation in Liability Attribution

• ……

§ 2.1 Objectives of Protection


