dy, t1, load;y

n=| ]
T, = [dy, ty, load,]
r3 = [d3, t3, loads]
[ |

T = d4, t4, load4

Received inputs

> TZI h%v 6712' €(T3)
> TZI h%l C:T'ZI S(r‘l-)

Ty, Ex(CTy), Ex(aHy), Ex(irHy)

EID Hash digest CT | Sensor Reading EID |Hash| CJ | Sensor Reading
Ty | M« H(dy, Ty, 1) | CTy | €(ry) « E(ry, Th) Ty h | €T €(ry)
Ty | hf « H(dy, T1,2) | CTy | €(ry) « E(ry, T1) — T, | K | €Ty €(r2)
T, | hy « H(d3,T5,1) | CTy | €(r3) « E(13,T2) T, | h; | CT €(r3)
T, h% < H(dy, T, 2) | CTy | E(ry) < E(1,T) T, h% CT, €(ry)
SensorData Relation
EID|Range | €T Verifiable Tags J Eip[Range | €7 | Verifiable Tags
Ty |t1-t; | Ex(CT1) | Ex(aHy) | Exc(irHy) Ty |ti-ty | Ex(CT1) Exc(aHy)| Exc(irHy
Ty |tz-ty | Ex(CTy)| Ex(aHy) | Exc(irHy Ty |tz -ty | Exc(CTy) Exc(aHy)| Exc(irH,
MetaData Relation

Computation
h' « H(dy,T,,1) ? hl
h? « H(d,,T,,2) ?h3

1 2
a [C’Tl(g{(h Ik ))] modn? CT,

aH, « Decrypt[Ey(aH,)]
H[E3)||E(ry)] ? aH,

Sensor Data Provider (SDP)
Control phase execution

The Public Cloud

User (Verifier)
Attestation phase execution




