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e-MSR Codes
for Any Set of Helper Nodes

Vinayak Ramkumar, Netanel Raviv, and Itzhak Tamo

Abstract

Minimum storage regenerating (MSR) codes are a class of maximum distance separable (MDS) array codes
capable of repairing any single failed node by downloading the minimum amount of information from each of
the helper nodes. However, MSR codes require large sub-packetization levels, which hinders their usefulness in
practical settings. This led to the development of another class of MDS array codes called e-MSR codes, for which
the repair information downloaded from each helper node is at most a factor of (1 + ) from the minimum amount
for some € > 0. The advantage of e-MSR codes over MSR codes is their small sub-packetization levels. In previous
constructions of epsilon-MSR codes, however, several specific nodes are required to participate in the repair of a
failed node, which limits the performance of the code in cases where these nodes are not available. In this work,
we present a construction of e-MSR codes without this restriction. For a code with n nodes, out of which & store
uncoded information, and for any number d of helper nodes (k < d < n), the repair of a failed node can be done by
contacting any set of d surviving nodes. Our construction utilizes group algebra techniques, and requires linear field
size. We also generalize the construction to MDS array codes capable of repairing h failed nodes using d helper
nodes with a slightly sub-optimal download from each helper node, for all h < r and k < d < n— h simultaneously.

Index Terms

MDS array codes, regenerating codes, distributed storage, sub-packetization

I. INTRODUCTION

In large-scale distributed storage systems, data needs to be stored in a redundant manner to ensure that the failure
of storage nodes does not result in data loss. The naive solution is employing data replication; however, erasure
coding is preferable as it offers the same reliability with lower storage overhead. In particular, maximum distance
separable (MDS) codes are preferable for providing maximum fault tolerance for a given storage overhead.

The failure of a single node is a common occurrence in distributed storage systems, and the focus of the literature
on codes for distributed storage [[17]] has primarily been on the efficient repair of a single failed node. Regenerating
codes, introduced by Dimakis et al. [5|], minimize the repair bandwidth, which is the amount of information
downloaded from helper nodes to repair a failed node. These codes are array codes, with each code symbol being
a vector of length ¢ over some finite field, where ¢ is the sub-packetization level of the code. Each node stores a
code symbol (vector). Node failure is equivalent to the erasure of a code symbol, and node repair corresponds to
recovering this erased code symbol. The nodes that assist in the repair process are called helper nodes.

Among the class of regenerating codes, minimum storage regenerating (MSR) codes are of particular interest as
they require minimum storage overhead for a given fault tolerance, i.e., they have the MDS property. The large
sub-packetization requirement of MSR codes is one of the bottlenecks preventing the widespread usage of these
codes in practical distributed storage systems. To tackle this issue, a class of MDS array code called e-MSR codes
was proposed [23]. These codes enable the repair of a failed node by downloading from each helper node at most
(1+¢) times the optimal amount for some positive . It is shown in [22] that small sub-packetization levels suffice
for e-MSR codes. For a constant number of parity nodes, the sub-packetization level of these codes scales only
logarithmically with code length, which amounts to a doubly exponential savings in comparison to the best-known
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MSR codes [11]]. However, previously known constructions of e-MSR codes have the limitation that either all the
remaining nodes are contacted for the repair of a failed node [22], or contacting a subset of remaining nodes suffices
only if they include some specific nodes [10]. In short, these constructions mandate certain nodes to serve as helper
nodes during the repair process. The main goal of this paper is to construct e-MSR codes that overcome this
restriction. We obtain such an e-MSR code by constructing a new MDS array code, which is then combined with
a second code having a large normalized minimum distance. This new MDS has certain desirable repair properties,
and it is constructed using group algebra techniques.

The remainder of the paper is organized as follows. In Section [lI] we provide the necessary background for
e-MSR codes and motivate our problem setting. In Section we present our construction of e-MSR codes for
which any arbitrary set of d surviving nodes can serve as helper nodes for the repair of a failed node. In Section
we generalize our construction to obtain MDS array codes that can repair any h failed nodes using any d helper
nodes with a near-optimal repair bandwidth, for all h < r and k£ < d < n — h simultaneously.

II. NOTATIONS AND BACKGROUND

We begin this section by introducing notations and briefly describing MDS array codes and e-MSR codes. For
a positive integer n, we use [n] to denote the set of integers {1,2,...,n}. All vectors are row vectors throughout
this paper. For two integers a and b, we use a mod b to denote the remainder when a is divided by b.

A. MDS Array Codes

An (n, k, 0)r array code is a code of length n and size |F|** over the alphabet F¢, where ¢ is the sub-packetization
level of the code. Naturally, we view code symbols as vectors of length ¢ over F. If the code is MDS, i.e., if each
codeword possesses the property that the entire codeword can be recovered from any k out of these n code symbols,
then it is termed an (n, k, £)r MDS array code. These codes were developed to be used in distributed storage systems
as follows. A file containing k¢ symbols over F is encoded into a codeword comprised of n vectors of length ¢ over
F. These n vectors are stored on n different storage nodes, and thus, each node stores ¢ symbols of FF. The erasure
of £ symbols stored in a node is called a node failure, and the process of recovering its contents by downloading
symbols from the surviving nodes is called a node repair.

When the array code is linear, it can be defined by a parity check matrix as follows. Let C C F" be a linear
array code of block length n and sub-packetization level £. It is defined by an ¢ x nf parity-check matrix H over
the finite field F as C = {c € F™ | HcT = 0}. Any codeword ¢ € C can be written as ¢ = (cy,...,c,) € F™,
with node i € [n] storing c; € IF’. Notice that every linear code has a so-called systematic form, in which k nodes
store uncoded information symbols and r = n — k nodes store parity symbols.

Let H = [H; ... H,], with each sub-matrix H; being an 7/ x ¢ matrix. For a subset S = {i1,...,ig} C [n], let
Hg = [H;, ... H;, ] € FrISI1f Hg is non singular for all S C [n] of size r, then H is a parity-check matrix
of an (n,k = n — r,£)p MDS array code. Throughout this paper, we define MDS array codes using parity-check
matrices.

B. Minimum Storage Regenerating Codes

An (n, k,¢)r MDS array code is said to be an (n, k, d, ¢)r MSR code if any failed node can be repaired (i.e., its
contents recreated) by contacting any arbitrary collection of d surviving nodes and downloading ﬁ;l symbols
(over F) from each of these d helper nodes. The number of helper nodes d will be referred to as the repair degree
and it satisfies £ < d < n. Note that if d = k, the repair is equivalent to downloading all the information from any
subset of k& nodes. This property holds automatically since the code is an MDS code. Hence, the nontrivial case is
when k < d.

In [5]], it is shown that for MDS array codes, if d helper nodes are employed for node repair, then the repair
bandwidth is at least ﬁﬁl symbols (over F). In other words, the amount of information downloaded for node
repair of MSR codes is the minimum possible for MDS array codes. MSR codes also have the load balancing
property, i.e., the same amount of information is downloaded from each helper node.

For general MSR codes, during the repair process, helper nodes may have to transmit a function of the data stored
in them. This can be problematic at times since it is possible that the amount of information transmitted is optimal;



however, in order to compute it, one has to access and read the entire information stored on the node, which can be
time-consuming. Therefore, a more desirable property is that the information that needs to be transmitted is exactly
the information that is read from the node, and there is no need for any computation. An MDS array code is said
to have the help-by-transfer property if the helper nodes access only the symbols that they transmitﬂ Therefore,
for MSR codes with the help-by-transfer property, only d—4l;+1 symbols are accessed at each helper node during
the repair.

An early construction of MSR codes is of the product-matrix type [19]. Although the sub-packetization level
requirement { = d — k + 1 is small, this construction is limited to the low-rate regime of % < % + % In [3]], the
existence of MSR codes for all valid (n, k,d) parameters as ¢ — oo is shown. Several constructions of high-rate
MSR codes are known in the literature, including those in [8} (11} (13} |16} 20} 21} 23 24, 27, |29, |31}, {33} [34]]

Let s=d—k+1and r = n — k. For general £ +1 < d < n — 1 parameters, the existence of MSR codes
possessing the help-by-transfer property with sub-packetization level £ = sI=1 is known [11, 21, 29]. Even without
the help-by-transfer requirement, the best-known construction [[11]] has a sub-packetization level of ¢ = sl=1. We
note that all the known MSR codes are linear, meaning that encoding and repair involve only linear operations.

Lower bounds on the sub-packetization level of linear MSR codes are derived in [1} [2, 9l [28]]. Specifically, it
follows from the lower bound in [2] that £ = s/%1 is the smallest possible sub-packetization level for linear MSR
codes with the help-by-transfer property. For a constant number of parity nodes r, the lower bound in [1]] establishes
that a sub-packetization level that is exponentially large in k is necessary for linear MSR codes.

We refer readers to the survey in [17] for a detailed discussion about various MSR code constructions and
sub-packetization level lower bounds.

C. Small Sub-packetization Level

Codes with small sub-packetization levels are preferable in practical systems for various reasons. A detailed
description of the issues associated with large sub-packetization levels is provided in [22]]. It is argued that large
sub-packetization levels reduce flexibility in selecting various system parameters. The difficulty in managing meta-
data is another disadvantage of large sub-packetization levels, as listed in [22]]. Additionally, small sub-packetization
levels lead to efficient degraded reads, as illustrated in [22]]. Another advantage of small sub-packetization levels is
that they allow for the encoding of small files [29]]. In [30], it is shown that large sub-packetization levels result in
fragmented reads at helper nodes, leading to inferior disk read performance during repair. In summary, constructing
codes with small sub-packetization levels is an important problem.

There have been multiple attempts in the literature to develop MDS array codes with small sub-packetization levels
and near-optimal repair bandwidth, and the e-MSR codes framework is one such effort. Early works investigating
this problem include [18]] and [27]. In [22], Rawat et al. presented an MDS array code with sub-packetization level
¢ = (n — k)7 capable of repairing any failed node by accessing all remaining d = n — 1 nodes, for any integer
1 <7 < [-2.]— 1. The resulting repair bandwidth is < (1+ 1)(2=})¢. However, these codes require a very large
field size. In [12f, Li et al. introduced multiple constructions of small sub-packetization level MDS array codes
with similar repair bandwidths, again only for d = n — 1. Some of these codes can be constructed over a field of
size O(n). The existence of MDS array codes with ¢ = a™*"~1, where n — k = @™, and asymptotically optimal
repair bandwidth for d = n — 1 is shown in [4]. In [14]], two MDS array codes with d < n — 1, having small
sub-packetization levels and near-optimal repair bandwidth, are constructed.

All the above-mentioned MDS array codes suffer from the defect that they do not possess the load balancing
property. During repair, some helper nodes may have to contribute significantly more information than others, which
may not be desirable in many system settings. Motivated by this, the authors of [22] introduced the class of MDS
array codes called e-MSR codes, in which approximately the same amount of information is downloaded from each
helper node during node repair.

D. e-MSR Codes
An (n, k,¢)r MDS array code is said to be an (n, k,d, {)p e-MSR code for € > 0 [22] if the following property
is satisfied:

'This property is the same as the repair-by-transfer property in [22] and the optimal-access property in [34]. In this work, we follow the
help-by-transfer terminology in [23].



« c-optimal repair property: The content of any failed node can be recovered by contacting any arbitrary collection
of d remaining nodes and downloading at most (1 +5)ﬁ#1 symbols over I from each of these helper nodes.
The amount of helper information downloaded from each of the d nodes is thus at most (1 +¢) times that of MSR
codes. Setting ¢ = 0 in the above description reduces to MSR codes.
For repair degree d = n — 1, an ¢-MSR code is constructed in [22] using an MSR code construction in [33]] as
a building block. The sub-packetization level of this code scales logarithmically with n, provided the number of
parity nodes » = n — k is a constant. This represents a substantial saving compared to MSR codes, which require
¢ = Q(exp(k)). Additionally, this code requires a field size linear in n. In [10], an attempt was made to construct
€-MSR codes for the d < n—1 case. However, the construction in [[10]] lacks the flexibility of choosing any d nodes
among the surviving nodes as helper nodes and mandates a few nodes to be compulsorily contacted while repairing
a failed node. Thus, strictly speaking, the code in [[10] is not an (n, k, d, ¢)r e-MSR code. The advantage of having
d < m — 1 is that the repair process can take place even if up to n — 1 — d nodes are temporarily unavailable. If
some nodes must participate in the repair process (as in [[10]]), then the entire repair process is stalled even if one of
them is unavailable. In the current paper, we present the first construction of e-MSR code without any compulsory
helper node. See Table [] for a summary of the above discussion.

Reference Range of d | Number of compulsory helper nodes
Rawat et al. [22] d=n-1 n—1
Guruswami et al. [10] | k< d<n n —o(n)
This paper k<d<n None

TABLE I: Comparison between different constructions.

E. Multiple Node Failures and Multiple Repair Degrees

Suppose h < r nodes failed in an (n,k = n —r,¢)y MDS array code, and suppose d helper nodes are contacted
to repair it. We assume a centralized repair setting where a central entity collects the helper data and repairs the
failed nodes. In this case it is known [3]] the each helper node needs to transmit at least % symbols (over
[F). Following the terminology from [33]], we say that an (n, k,¢)y MDS array code has the (h,d) optimal repair
property if it is possible to repair the contents of any A failed nodes by downloading % symbols from each of
any d surviving nodes. It follows from this definition that an (n, k, d,¢)r MSR code has the (1, d) optimal repair
property. It should also be noted that the MDS property is equivalent to (h = r,d = k) optimal repair property.

The number of failed nodes and available nodes can change over time. Therefore, the ability to simultaneously
support all possible h < r and d < n — h is a useful property. In [33]], two explicit families of MDS array codes
having (h,d) optimal repair property for all (h,d) such that 1 < h < r and k < d < n — h simultaneously are
presented. The codes in [33] require a sub-packetization level ¢ = 0™, where § = lem(1,2,...,r). In [35], such
MDS array codes with £ = 0r™ are provided. Clearly, the sub-packetization levels of these codes are exponential
in n for constant r. Hence, reducing the sub-packetization level by slightly sacrificing the repair bandwidth is
meaningful for these types of codes as well.

We say that an (n, k,¢)r MDS array code has (h,d) e-optimal repair property if the contents of any h failed
nodes can be recovered by downloading (1 + 5)% symbols from each of any d helper nodes. Note that setting
e = 0 yields the (h,d) optimal repair property. It can be seen that an (n, k, /) e-MSR code has (1,d) e-optimal
repair property. An (n, k, {)p MDS array code with (h, d) e-optimal repair property is said to have (h, d) -optimal
help-by-transfer property if the symbols downloaded from each helper node during repair are a subset of the symbols
stored in that helper node.

F. Our Contribution

In this paper, we present the first construction of e-MSR codes that allows all repair degrees, i.e., k < d < n, over
a field of size O(n(d — k)). Moreover, this is also the first construction of e-MSR codes with the help-by-transfer
property. More precisely, given an € > 0 and fixed k& < d, we can construct an (n, k, d, {)r e-MSR code whose sub-
packetization ¢ scales logarithmically with length n. Our construction utilizes two building blocks. The first is a new
MDS array code construction, and the second is a code with good parameters, i.e., large size and distance. These
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two building blocks are combined together, as in [22]], to yield the e-MSR code construction. This construction is
then generalized to obtain (n,k = n — r,£) MDS array codes with the (h,d) e-optimal help-by-transfer property
for all (h,d) with h < r and k < d < n — h simultaneously. For this code as well, the sub-packetization ¢ scales
logarithmically with length n.

III. CONSTRUCTION OF ¢e-MSR CODES

We first define a group algebra which is needed to describe our construction.

A. A Group Algebra

For a positive integer s, let Zs = {0,...,s — 1} be the additive group of integers modulo s, and let G = Z. be
the abelian group formed by the ¢-fold direct product of Z,. Let I be a finite field, and define the group algebra
of G over I by

F|G] = Zagxg lag €T 5,
geG
which consists of all formal sums of z4, g € G, with coefficients from F. It is easy to see that F[G] is a vector
space over I of dimension |G| = s, spanned by the standard basis {z, | g € G}. Addition in the algebra is defined

coordinate-wise, i.e.,

Z agTy + Z bgxg = Z(ag +bg)zg.

geG geG geG
Multiplication of two standard basis vectors x,, x,, is defined as x, - ,, = T4, and this is then extended linearly
to all of F[G]. Note that since G is a commutative group, it follows that the multiplication in the algebra is also
commutative.

Given an element f € F[G], one can define a linear transformation on the vector space F|G] simply by multiplying
by f,ie., h— h- f for any h € F[G]. This linear transformation can be represented via a matrix after selecting
a basis, which we set to be the standard basis. Thus, each element f € F[G] can be viewed as an s’ x s’ matrix
over IF. In fact, the mapping that sends f € [F[G] to its matrix representation is an algebra homomorphism between
the algebra F[G] and the algebra of matrices with the usual addition and multiplication, which is called the regular
representation. Note that in particular, the matrix representation of x,, € F[G] for v € G is an s* x s’ permutation
matrix. We proceed to give a simple example of a group algebra and a matrix representation of its elements.

Example 1. Let G = Z2 = {(0,0), (0,1),(1,0), (1,1)}, i.e., s =t = 2. Let F be the binary field Fy. Then, F[G] is
a vector space over Fy of dimension 4. Let p be the mapping that takes an element of the group algebra and maps
it to its matrix representation under the standard basis, where we fix the following order of the standard basis:

L(0,0)>%(0,1)> F(1,0)> F(1,1)-
One can verify that

10 00 0100 0 010 0 0 01
o100 |1 000 oo o1 0010
p(x(0,0)) “lo o1 0}l p(‘r(O,l)) “lo o o0 1) p(x(l,O)) “ 11 0 0 o)’ p(m(l,l)) “lo 1 0 0
0 0 01 0010 01 00 1 0 00

It can be verified that for all u,v € G, we have p(x, - x,) = p(xy) - p(xy) and p(zy + ) = p(ay) + p(ay),

i.e., p is a ring homomorphism. For instance,

01 00 00 10 00 01
1 0 00 00 0 1 0010
P(x(o,l)) ’ ,O(.Z'(Lo)) = 000 1 1 0 0 0 = 0100 = p(x(l,l)) = P(m(o,l) : x(l,O))‘
0010 01 00 1 0 0 0
Similarly,
1 0 00 01 00 1 1 00
01 0O 1 0 0O 1 1 00
P(f(o,o)) + P(f(o,l)) = 0010 + 000 1 = 001 1 = p(x(0,0) + 'I(O,l))'

0 0 0 1 0 01 0 0 01 1

9]



In the sequel, we will omit the notation p and view each element of the group algebra as a matrix.

Since F[G] is a commutative ring, the following two properties hold:

1) F[G][X], which consists of all polynomials in the variable X with coefficients from F[G], is also a commutative
ring.

2) For any a € F[G] and ¢g(X) € F[G][X], the mapping

9(X) = g(a)

is a ring homomorphism from F[G][X] to F[G] (called the evaluation homomorphism). Therefore, for any
9(X), f(X) € F[G][X],
(9(X) - f(X))(a) = g(a) - f(a).

We proceed to give the construction of an MDS array code, which will serve as a building block in the construction
of the e-MSR code.

B. An MDS Array Code Construction

For positive integers k < n, s <n — k and t < n, we present an (n, k,¢ = s')p MDS array code construction,
where any failed node can be repaired by downloading information from any d = k 4+ s — 1 helper nodes. Note
that indeed k < d < n. The guarantees on the repair bandwidth are given in Theorem |1| below. The code is defined
over the finite field IF of order ¢ > gn + 1, where g = ged(d — k + 1, — 1). Since g < d — k + 1, it follows that
qg=0(n(d—k)).

Set 7 = n — k and let a be a primitive element of . For i € [n] let a; = a'~1, and for i € [t] let e; be the i-th
standard basis vector of G, i.e., the all zeros vector of length ¢ except for the i-th entry which is 1.

We now present the code construction.

Recall that we consider any element of F[G] as an s® x s' square matrix over F. In particular, for i € [t],
Te, € F[G] is an s! x s' permutation matrix.
Construction 1. Fix (ai,...,ay,) € {e1,...,e:}"™. Fori € [r] and j € [n], let

A= (o -:L’aj)i_l c s s,

The code’s parity check matrix is
A= (Aij)iep jem € F 7

Note that Construction (I| gives a family of codes, with each code corresponding to a specific choice of {a;} j€ln)-
In the discussion below, we focus on an arbitrary code from this family. The following theorem summarizes the
properties of the construction.

Theorem 1. For every ay, ..., ayp, the code constructed in Construction|l|is an (n,k =n—r,{ = st)gp MDS array
code with the following repair property. For any failed node i € [n] and a subset D C [n]\{i} of d =k +s—1
helper nodes, one can repair node i by downloading from node j € D a fraction of f; of it data, where

fi= % aj # a;
/ 1 else.
Moreover, the help-by-transfer property holds.

Proof. MDS Property: It suffices to show that any r x r block submatrix of A is invertible. Without loss of
generality, it is shown that the leftmost r x r block submatrix, i.e.,

I ... I
a1Tq, te On—kTq, _; (1)
(alxal)nikil (O‘nkaan_k)nikfl



is invertible. Since all the block matrices in the above matrix commute, it follows from [32, Equation 1] and [26,
Thoerem 1] that the determinant of (1) equals

H det(a;xq, — ajzy,).
1<i<j<r
If a; = a; for some 4, j € [r], then clearly the matrix a;x,, — a;,; is invertible as by our selection «; # a; and
since x,, is a permutation matrix. If a; # a;, then it suffices to show that the matrix I — ooy, 1xajx_1 is invertible.

a;
It is easy to verify that the order of the matrix x := xajx,l is s, i.e., s is the smallest positive integer u for which

% =1.Set 8= aja; ! then by Lemma [12|in Appendix , we have 8% # 1. Assume towards a contradiction that
there exists a nonzero vector v for which (I — Sz)v = 0, equivalently, Szv = v, and by induction also (5z)°v = v.
However, (fz)%v = B%z%v = B%Iv = B°v # v, and we arrive at a contradiction.

Repair property: It can be seen that for p € [r], the p-th block row of the parity check matrix A of the code is
obtained by evaluating the polynomial X?~! € F[G][X] at the ring elements ajz,,,j € [n]. Let D = [n]\({i} U D)
be the set of non-helper nodes, which is of size n —d — 1. Let h(X) € F[G][X] be the annihilator polynomial of

the set D, i.e.,
h(X) =[] (X - ajza,).
jeD
If d =n — 1, then D is the empty set, and we define h(X) = I. For m = 0,...,s — 1, let f,(X) = X™h(X).
Clearly deg(fm) < s—1+n—d—1=r— 1. Hence, the vector of matrices
(fm(alxa1)7 Tt fm(anxan))

is in the row span of A. To see this, write f,,(X) = Z;;é b; X7, where b; € F[G]. Referring to A as an r x n
matrix over F[G], we have

(bos -5 bp—1) - A= (g bjlenwa, ), 3550 bjana,)?) = (fnlerwa,), s fru(ana, ).

Since evaluation is a ring homomorphism, we have that

(fm(aqar), ..., fm(anay)) = ((@124,) " h(124, ), - - -, (QnZa, )" h(anx,,)).

In addition, since h is the annihilator polynomial of D, it follows that for any j € D, the j-th entry (which is a
matrix) is the zero matrix. For a codeword ¢ = (cy,...,c,), we have A(cy,...,c,)T = 0, and hence

((1zq, )" h(a1xg, ), - -, (nxe, )" h(anzy,)) - (c1,...,¢,)T =0 for m e {0,1,...,s—1}. ()

Recall that (ay,...,a,) € {e1,...,e:}". Assume without loss of generality that a; = e, where i € [n] is the node
to be repaired. Let

S = span{z4|g(1) = 0}

be the subspace of F[G] spanned by the basis vectors x4, for g’s whose first coordinate equals zero. Clearly,
dim(S) = s'~1. By abuse of notation, we also view S as a 0,1 matrix over F, of order s'~! x s whose row span
equals the subspace S. Indeed, let the s! columns of S be indexed by the elements of G, and let each row of S
correspond to one element in the basis of S. More precisely, each row is a zero vector except for one coordinate
which is one, corresponding to some element x, with g(1) = 0.

For any j # 1, the subspace S is an invariant subspace under the multiplication by z._, i.e.,

Ste, =S
Also, the s subspaces S, Sz, ,...,Sz$ ! form a direct sum of the vector space F[G], i.e.,
S® Sze, ®...® S5 =F[G]. (3)

The two statements given above about S can be proved as follows. Let G’ be the subgroup of G formed by elements
whose first coordinate is zero. Since it contains e; for all j # 1, it follows that G’ + e; = G’, which implies the
first statement. Since s cosets of G’ are G, G’ + e1,G’ + 2ey,...,G' + (s — 1)ey, the second statement follows.



We claim that it is possible to recover the vector c¢; using the s equations in (2)). Indeed, by (2) we have

(iq,) " h(a;zg,)e] = — Z(ajxaj)mh(ajxaj)c} for me {0,1,...,s—1}.
J#i
By multiplying from the left by S we get

S(aizge,)"h(aiz,,)c ZS ajq, )" h(ajz,, )c] for me€ {0,1,...,s — 1}
J#i

Since h(ajz,,) = 0 for j € D, we have

S(aiza,)"h(vize,)c] = — Z S(ajza,)"h(ejzq;)e] for me{0,1,...,5—1}. 4)

jeD
We now show that if we get enough information from the nodes in D such that we can construct the RHS of the
above s equations, then we can recover the lost vector ¢;. Since a; = e; and «; € F\ {0}, it follows from (3] that

S @ S(ize,) ® ... ®S(auzg,)* " = F[G].

One can verify that h(o;x,,) is an invertible matrix; this is true since a;x,, — a4, is invertible whenever i # j
(follows from the MDS property proof) and h(c;x,,) is a product of such matrices.Therefore, we also have that

Sh(aiza,) ® S(aira )h(aita,) @ ... ® S(ize,)  'h(auz,,) = F[G), ®)

which implies that we can recover node ¢ using the s equations. This can be argued as follows. It follows from (3]
that the s many s'~! x s* matrices which multiply c] from the left in the LHS of (@), when stacked on top of each
other, form an invertible matrix. Hence, one can use (@) to compose an invertible linear system whose solution c;
can be easily computed.

Next, we calculate the amount of information needed from the nodes in D to compute the RHS of s equations
in {@). Fix j € D, then for the s equations to be constructed, we will need the following information from node j:

S(ajza,)"h(ejzq,;)e] for m € {0,1,...,5 —1}.

However, as noted earlier, if a; # a; then S is an invariant subspace of the operator x,,, which means that only
S h(ajmaj)c} is needed from helper node j. Furthermore, the subspace S is also an invariant subspace under the
multiplication by h(ajzg,), as expansion of h(ajz,,) does not contain a term with x,,. Therefore, helper node j
with a; # a; only needs to send SCJT, which is exactly 1/s fraction of the information it stores. Lastly, if a; = a;,
then by (5)), we see that all the information stored in node j is needed. Clearly, the help-by-transfer property follows
since all rows of S are unit vectors. O

Remark 2. In Construction [I} if we set ¢ = n and a; = e; for all j € [n], then the resulting code is an
(n,k,d,£ = s™)r MSR code with the help-by-transfer property. We remark that this code has some structural
similarity with an MSR code from [33]], which uses generalized permutation matrices to construct the parity-check
matrix.

C. Transformation to e-MSR Codes

In the previous section, we constructed an (n,k,¢ = s*) MDS array code, which will be the first ingredient
in the construction of an e-MSR code. The second ingredient is a large code with a large normalized minimum
distance. More precisely, given a code U = {uV), ..., u(™} over the alphabet [¢] with block length ), size n, and
normalized minimum distance at least ¢, v(v? constrl(n;t an (n,k,d,¢ = \s')p e-MSR code with € = (1 —4)(s — 1)
j J

as follows. We use the notation u?) = (uy”, to represent the symbols of the j-th codeword.

Construction 2. For each codeword u'?) € U define a block diagonal matrix H; € F AsUAS' ywith A blocks of

size s' x s', where the b-th block equals o;x., with m = u(()] ), and with oj = o/~ as in Construcnon The
code’s parity check matrix is

H= (H;_l)iG[T],jG[n] e Fr)\s"xn)\s".



See Figure [I| for an example of Construction [2| Each node stores a vector over IF of length \s’, and each such
vector can be partitioned into A\ chunks of length s’. More formally, the vector stored on node j can be written
as (cj1,¢j2,...,¢j) € F*" with each chunk c;j, € F*'. It follows from the structure of H that the following
observation holds.

Observation 3. For every b € [A], (C1,C2p,-..,Cnp) is a codeword of the code obtained by setting by a; = e e
for all j € [n] in Construction l Thus we have A independent encodings, with each encoding correspondmg to
some particular choice of (ai,...,a,) € {e1,...,e:}" in Construction || l

It follows from Theorem [I| that each of these A encodings has MDS property. Therefore, the code with H as
parity check matrix is an (n, k,¢ = As')p MDS array code.

- - —
I I I
I I I
I I I
Tey QTe, a2mel
‘T€3 a:re3 CM2£E62
Tey ATe, a’z,,
Te, AT ey azxez
z2 o’z otz
z2, o?z?, atz?,
2, o?r2 otz2,
z? oz, o'l

Fig. 1: An illustration of the parity check matrix given by Construction [2} for 7 = 3, A = 4 and ¢t = 3, where ul") =
(1,3,2,1), u® = (2,3,1,3) and u®) = (1,2,3,2) are three codewords of /. Only the columns corresponding to
the three nodes indexed by these three codewords are depicted in the figure.

We now show that Construction [2] yields an (n, k,d, £)r e-MSR code with ¢ = (1 —4)(s — 1).

Lemma 4. Let ¢ = (1 — 5)(3 — 1). For the code given by Construction [2| any failed node can be repaired by
downloading at most (1 + 8) =(1+¢) d—lf: —7 Symbols over F from each of any d chosen helper nodes.

Proof. Assume node i needs to be repaired using the d helper nodes indexed by D C [n]\{i}. The s’ symbols of
node 4 corresponding to each of the A encodings (see Observation [3) can be repaired independently. By the repair
property in Theorem l for the repair of the s* symbols of node i which are involved in b-th encoding, node j € D
transmits s~! symbols if ug #* ul()) and otherwise it transmits all the s’ symbols corresponding to that encoding.
In either case, node j accesses only the symbols it transmits. If j ¢ D, then node ] does not send any information.

Since the minimum distance of I/ is at least J\, for every j # i we have ub 75 ul()) for at least )\ values of
b € [\]. Equivalently, in at most (1 — J)\ encodings, the entire information (s* symbols) is sent by the helper node
j. If j ¢ D, then node j does not participate in the repair and does not send any information. In total, the download
from each helper node is at most

AT (1= 0)Ast = At (1= O)A(st —s71) = 5(1 + (1 =0)(s—1)).

Hence, for € = (1 —4)(s — 1), the code given by Construction [2|is an (n,k,d = k+s—1,¢ = \s')p e-MSR code
with help-by-transfer property. 0



The next theorem easily follows from Lemma [4]

Theorem 5. The code defined in Construction 2| is an (n,k,d = k + s — 1, = \s')p e-MSR code with ¢ =
(1—=10)(s—1).

D. Existence of e-MSR Codes with Logarithmic Sub-packetization Level

Here we show that our construction leads to an (n,k = n —r,d = k+ s — 1,{)r e-MSR codes with sub-
packetization level ¢ scaling logarithmically with n, for any fixed k& < d. Equivalently, for any fixed k£ < d the
length of the code n scales exponentially with the sub-packetization level .

Given ¢ > 0, let § = 1 — 75 = 1 — 55 and choose a positive integer ¢ > % Then, by the Gilbert-Varshamov
(GV) bound [[15]] there exists a code over the alphabet [t] with block length A, relative minimum distance at least
& and code size at least t"(1=+(0)=0()) where hy(z) = xlog,(t — 1) — zlog, x — (1 — z) log,(1 — ) is the t-ary
entropy function. Let I be such a code, then since £ = \s', it follows that Construction 2] yields an e-MSR code
with length n = #((1=R«(0)=0())/s)¢ For constant s and t, this gives n = Q(exp(#¥)) for some constant § > 0.
Such a code can be constructed over any finite field of size greater than sn. Thus, we have the following result.

Theorem 6. Given positive integers r > s and € > 0, there is a constant 0 = 0(s, ) such that for infinite values of
¢ there exist (n = Q(exp(60)),k =n—r,d =k+s—1,¢)r e-MSR codes with help-by-transfer property. Moreover,
the required field size |F| scales linearly with n, for constant s .

Explicit constructions of codes achieving the GV bound are not known in general. To obtain explicit constructions
of e-MSR codes, one can choose U/ to be the best-known explicit codes. In particular, for a special case, explicit
constructions of codes that surpass the GV bound are known.

Remark 7. If ¢ > 49 is the square of a prime power, then explicit constructions of Algebraic Geometry (AG)
codes over the alphabet [t] beating the GV bound are known [6, 7, 25]. For block lenght A and relative minimum

distance 9, AG code of size T 1_6_1%ﬂ_°(1)) can be explicitly constructed. If we choose U to be this AG code,
then we get an e-MSR code with n = t(1 ™0~ =7~°M)/s For constant s and ¢, this gives n = Q(exp(6'¢)), for
some constant ¢’. If ¢ satisfies the above requirements, then 6’ is larger than the constant 6 given by the GV bound.

IV. CONSTRUCTION OF MDS ARRAY CODES WITH (h, d) e-OPTIMAL REPAIR PROPERTY PROPERTY

In this section, we generalize our e-MSR construction to obtain (n,k = n — r,{)p MDS array codes with (h,d)
g-optimal repair property simultaneously forall 1 < h <rand k <d <n—h.For ( =lem(1,2,...,7),let G = Zé,
and let F[G] be the group algebra of G over IF. Similar to Section {z4|lg € G} is a basis of F[G] over F and
we view each element of F[G] as an ¢! x ¢! matrix over F. Furthermore, suppose that |F| := ¢ > ged(¢, q—1)n+1.
Similar to Section for a primitive element  of F we let aj = o/~!, and for i € [t] we let ¢; be the i-th
standard basis vector of G.

Given a code U = {u™, ... ul™} over [t] of block length )\, size n, and normalized ‘minimum distance > 9,
we construct an (n, k,¢ = A(')r MDS code as follows. We use the notation u(/) = (ugj), e ,ug\])) to represent
the symbols of the j-th codeword. We note that the only difference between this construction and Construction 2]
in the previous section is that s is replaced by (.

Construction 3. For each codeword u'9) € U define a block diagonal matrix Hj; € FACXAC with X blocks of
size ¢! x (!, where the b-th block equals ajz., with m = u,()] ), and with aj = o/~ as in Construction The
code’s parity check matrix is

H = (H;_l)ie[r],je[n] c FT)‘C’XR)‘C"

The content of each node can be partitioned into A chunks of length ¢?. It follows from the structure of H that
the b-th chunks from all the n nodes form a codeword of an (n, k, £ = (') array code (similar to Observation .
Using arguments similar to those in the proof of Theorem |1} it can be shown that each of these A encodings have
MDS property. Therefore, the code with H as a parity check matrix is an (n, k,¢ = A(*)r MDS array code.
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A. Repair Property

We now prove that the code has the (h,d) e-optimal repair property, for all 1 <h <randall k <d<n-—h
simultaneously. For (h = r,d = k), this follows trivially from the MDS property. Fix any arbitrary h and d
satisfying 1 <h <r—1and k+ 1 <d <n— h. Pick any F C [n] with |F| = h and D C [n]\ F with |D| = d.
Assume that the h nodes indexed by F have failed and these need to be repaired using the d helper nodes indexed
by D C [n]\F. For each failed node, the ¢! symbols corresponding to each of the A encodings can be repaired
independently of the other symbols.

Proposition 8. Fix some b € [\] and let a;), = €, for all j € [n]. The failed node symbols involved in the b-th
encoding (Ct symbols per failed node) can be repaired using the following amount of helper information. Every
helper node j € D transmits at most df,ih symbols if a;p, ¢ {a;p | i € F} and otherwise it transmits (' symbols.
In either case, node j € D accesses only the symbols it transmits. If j ¢ D, then node j does not send any

information.

Proof. Consider the ¢t x n¢' matrix A®) = (Aé'_l)ie[r],je[n} over [F such that A; := a; - x4, ,. Then, the code for
the b-th encoding is the (n, k, ¢ = ¢*)r MDS array code with A(®) as a parity check matrix. We use cjp € F<¢ to
denote the information that is stored on node j corresponding to the b-th encoding. A

Fix b € [A], and consider the set W = {w € [t] | there is at least one i € F such that ul(f) = w}. Let z == |W]|
and W = {w,...,w,}. Observe that z < h since |F| = h. For u € [2], set F,, = {i € F | ul(f) = w,}. Clearly,
{Fu}tuelz is a partition of F. For p € [2], let s, = d — k + p and

G, =1{9€G|g(w,) mods, =0},

ie., G, is the set of all elements of G' = ZZ whose w,,-th entry is divisible by s,.
Again for p € [z], we define the subspace

S, = span{z4|lg € G}

of F|G] with dim(S,) = |G,,|. For any j # w,, the subspace S, is an invariant subspace under multiplication by
ze;. The s, subspaces Sy, Sute,, ;- - - ,Suxiﬁ,:l form a direct sum of the vector space F[G], since the s, cosets of
G, are Gy, Gy +ew,,...,Gu+ (s, —1)ey,. We also view S, as a |G| x ¢* matrix over F, with 0, 1 entries that
represent the basis of S, i.e., each row is a zero vector except one coordinate that corresponds to some element
zg with g € G,. Additionally, we define subspace S := span{zy|g € U7_,G,} of dimension | U%_; G|, which
can similarly be viewed as a | U;_; G | % ¢' matrix. We employ a sequential repair process to obtain the failed
symbols {c;; | ¢ € F}. This procedure has z steps, of which the p-th step is as follows.

o Step p: Suppose {c;p | i € U:‘;II Fy} are already repaired (no assumption for ;o = 1). To repair {c;; | i € F,},
every node j € D sends Suc;b if a; # a,,, and otherwise sends the entire c; .
The following lemma shows that identical helper information is needed to repair c; for any 7 € F, and ensures
that step  repairs {c;; | i € F,}. See Appendix [B|for a proof.

Lemma 9. For any p € [z] and i € F,, c;y can be recovered from {c;y | j € Uﬁ;ll}"v} U{Suci, | j € D,ajp #
a;p} U {cJT.b | j € D,ajp=a;p}. If j ¢ D, then node j does not participate in the repair.

Clearly, at the end of the sequential procedure, all the erased contents corresponding to the b-th encoding are
repaired. If j € D and a;; € {a;p | i € F}, then entire c;; is downloaded from node j. By definition, Sc}b
contains all symbols of Suc;b for all i € [2]. Therefore, if a3 ¢ {a;p | i € F}, then node j € D needs to transmit
Sc;b during the entire process. Thus, it sends dim(.S) symbols. We have the following lemma.

2¢!
d—k+z*

Lemma 10. The dimension of S is

See Appendix |C| for a proof of Lemma Since z < h, it follows that dim(S) < %, and therefore every

node j € D transmits at most this much information if a;; ¢ {a;p | i € F}, as claimed. d

It follows from the minimum distance requirement of U/ that uéj ) e {uéi) | i € F} for at most h(1 — )\ values
of b € [\, for any j € D. Thus, by Proposition [8) each helper node j € D transmits at most % symbols for
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the repair of at least A\ — h(1 — §)\ encodings and ¢* symbols each for the remaining ones. Therefore, the total
download from each helper node is at most

A—h(1 =0\ he! h(1 = &)t
(—(—))m+(—)C
Y K¢t
_d—k+h+hu_®A@ﬁ_d—k+h>

_d_%;h@441_®m—kg.

Hence, for any valid (h,d), the code given by Construction 3| is an (n, k,¢ = A(")p MDS array code with (h,d)
g-optimal help-by-transfer property for ¢ = (1 — 0)(d — k). Therefore, for e = (1 — d)(r — 1), it is an (n,k =
n—r,0 = \")r MDS array code with (h,d) e-optimal help-by-transfer property simultaneously for all (h,d) such
that 1 < h<rand k<d<n-—h.

B. Existence of Codes with Logarithmic Sub-packetization Level

Similar to Section [[II-D} here we show that sub-packetization level ¢ scaling logarithmically with n is possible for
codes given by Construction 3} For € > 0, let § = 1— =5, and choose a positive integer ¢ > ’”;—1 By the GV bound,
there exists a code over [t] with block length ), relative minimum distance at least § and code size tA(1~/(9)=o(1)),
If we pick U as this code, then our construction yields an MDS array code with n = ¢t((1=()=o(1))/¢)E  Eor
constant 7 and ¢, this gives n = Q(exp(0¥)), for some constant €. The field size requirement is {n + 1. This results
in the following theorem.

Theorem 11. Given an integer v > 1 and a real number € > 0, there is a constant 0 = 0(r,e) such that for infinite
values of { there exists an (n = Q(exp(0f)), k = n —r,{)p MDS array code with (h,d) e-optimal help-by-transfer
property for all 1 < h <r and k < d < n — h simultaneously. Moreover, the field size |F| scales linearly with n.

Similar to Remark |/} it is possible to get MDS array codes having smaller sub-packetization levels in some cases
by choosing U as explicit AG codes.

V. CONCLUSION

The e-MSR codes framework emerged out of the need for MDS codes with small sub-packetization, near-optimal
repair bandwidth, as well as the load balancing property. In this paper, we provide the first construction of e-MSR
codes such that a failed node can be repaired by accessing an arbitrary set of helper nodes. We also extended this
construction to obtain small sub-packetization level MDS array codes that can repair multiple failed nodes with a
near-optimal download from each helper node. An interesting future research direction is to explore the possibility
of reducing the sub-packetization level of e-MSR codes even further.
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APPENDIX
A. A Lemma on roots of unity

Lemma 12. For any two distinct i,j € [n], a;o "

; is not an s-th root of unity, i.e., (az Dys 21,

Proof. Note that (aya;')* = (a/~tal™)* = oli=9)%. Assume i > j. For contradiction, suppose ali=i)s =1,
This requires (¢ — 1) | (i — j)s, since « is a primitive element. This is equivalent to <1 dividing (i — j). But
it is not poss1ble as % > n and (i — j) < n. Therefore, for i > j, the result holds If =95 = 1, then
(ali=9)%)=1 = U= = 1. Hence, the lemma statement is true for j > i as well. O

B. Proof of Lemma
For every j € [p — 1] fix some i; € JFj, which is possible since F; is non-empty by their definition. Let
Dy =DU{i,...,iy—1} and Dy, = [n]\ ({i} U D,). Let h(X) € F[G][X] be the annihilator polynomial of the
set D, i.e
hX) =[] (X —ajza,,).
JE€D,

If d=n—1, then D, is empty and we define h(X) = I.

Since a;, = ey, we have S, ® Sy z,,, ®. .. D Sz, = F[G]. It can be verified that h(a;z,, ,) is an invertible

matrix. Therefore, together Wlth a; # 0, we have that also
Suh(aiza,,) ® Su(aizg, , )h(iza, ,) ® ... © S#(aixai,b)S"'_lh(aixai,b) = F[G].
Using arguments similar to those used in the proof of the repair property in Theorem [I] it can be shown that,
Sp(@ita, )" h(@iza, )], = Z Su(ajza,,)"h(ajza,,)e], form=0,...,s, — 1.
j€D,

Therefore, if we get enough information from the nodes in D,, such that we can construct the RHS of the above
s, equations, then we can recreate c;. Fix any j € D,,. For the s, equations to be constructed, we will need the
following information from node j:

Su(ajza,,) " h(eyza,, )e], form=0,...,s, — 1.

If aj, # a;p then S, is an invariant subspace of the operator z,,,, which means that only Suh(ozjxaj,b)c; p 18
needed from helper node j. It can be seen that the subspace .S, is also an invariant subspace under the multiplication
by h(a;x,,,). Therefore, any helper node j € D, with a; # a; only needs to contribute Suc]T.’b.

C. Proof of Lemma [I0)

Recall that dim(S5) = [U;_; G,,|. From the definition of G, we get |G| = for all 4 € [z]. In particular,

d—k+p k+
|G| = dcik}l Fix any Z such that 1 < 2 < z — 1. Assume that ]U 1 Gul = 75 k+ . To prove the lemma by
induction, we show that | UZ+1 Gul = #j)“ Indeed,

| U,ij_ll Gu‘ = ’ Ui:l Gu‘ + ‘Gerl’ - |( Ui:l Gu) N G2+1’-

14



Let P={pe{0,1,...,( —1} | pmod (d — k+ 2+ 1) = 0}. It is easy to see that |P| =
have

¢
p Hence, we

. Uy Gl
(Uim Gu) NGl = o251
Therefore,
At t 2 t
i +1)¢
U @l k18 (1_ ) ¢ _ (2 .
Um Gl = g ) T e T T d ke
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