Differentially Private Learning
with Margin Guarantees

Raef Bassily Mehryar Mohri Ananda Theertha Suresh
The Ohio State University Google Research Google Research, NY
& Google Research NY & Courant Institute theertha@google.com
bassily.1@osu.edu mohri@google.com
Abstract

We present a series of new differentially private (DP) algorithms with dimension-
independent margin guarantees. For the family of linear hypotheses, we give a pure
DP learning algorithm that benefits from relative deviation margin guarantees, as
well as an efficient DP learning algorithm with margin guarantees. We also present
a new efficient DP learning algorithm with margin guarantees for kernel-based
hypotheses with shift-invariant kernels, such as Gaussian kernels, and point out how
our results can be extended to other kernels using oblivious sketching techniques.
We further give a pure DP learning algorithm for a family of feed-forward neural
networks for which we prove margin guarantees that are independent of the input
dimension. Additionally, we describe a general label DP learning algorithm, which
benefits from relative deviation margin bounds and is applicable to a broad family
of hypothesis sets, including that of neural networks. Finally, we show how our DP
learning algorithms can be augmented in a general way to include model selection,
to select the best confidence margin parameter.

1 Introduction

Preserving privacy is a crucial objective for machine learning algorithms. A widely adopted criterion
in statistical data privacy is the notion of differential privacy (DP) [Dwork et al., 2006, Dwork,
2006, Dwork and Roth, 2014], which ensures that the information gained by an adversary is roughly
invariant to the presence or absence of an individual in a dataset. Despite the remarkable theoretical
and algorithmic progress in differential privacy over the last decade or more, however, its application
to learning still faces several obstacles. A recent series of publications have shown that differentially
private PAC learning of infinite hypothesis sets is not possible, even for common hypothesis sets
such as that of linear functions. In fact, this is the case for any hypothesis set containing threshold
functions [Bun et al., 2015, Alon et al., 2019]. These results imply serious limitations for private
agnostic learnability.

Another rich body of literature has studied differentially private empirical risk minimization (DP-
ERM) and differentially private stochastic convex optimization (DP-SCO) (e.g., [Chaudhuri et al.,
2011, Jain and Thakurta, 2014, Bassily et al., 2014, 2019, Feldman et al., 2020, Song et al., 2021a,
Bassily et al., 2021b, Asi et al., 2021, Bassily et al., 2021a]). When the underlying optimization
problem is constrained (constrained setting), tight upper and lower bounds have been derived for
the excess empirical risk of DP-ERM [Bassily et al., 2014] and for the excess population risk for
DP-SCO [Bassily et al., 2019, Feldman et al., 2020]. These results show that learning guarantees
necessarily admit a dependency on the dimension d of the form \/E/m, where m is the sample size.
This dependency is persistent, even in the special case of generalized linear losses (GLLs) [Bassily
et al., 2014], which limits the benefit of such guarantees, since learning algorithms typically deal with
high-dimensional spaces.
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When the underlying optimization problem is unconstrained (unconstrained setting) and the loss
is a generalized linear loss, the bounds given by Jain and Thakurta [2014], Song et al. [2021a] and
Bassily et al. [2021a] are dimension-independent but they admit a dependency on |w* |2, where
w* is the unconstrained minimizer of the expected loss (population risk), or |@]?, where @ is the
unconstrained minimizer of the empirical loss. Since the problem is unconstrained, the norm of these
vectors can be very large, even for classification problems for which the minimizer of the zero-one
loss admits a relatively small norm. Thus, in both the constrained and unconstrained settings, the
learning guarantees derived from DP-ERM and DP-SCO are weak for hypothesis sets commonly
used in machine learning.

The results just mentioned raise some fundamental questions about private learning: is differentially
private learning with favorable (dimension-independent) guarantees possible for standard hypothesis
sets? Must one resort to distribution-dependent bounds instead? In view of the negative PAC-learning
results and other learning bounds mentioned earlier, we will seek instead optimistic margin-based
learning bounds.

In the context of classification, learning bounds for linear hypotheses based on the dimension or, more
generally, based on the VC-dimension of the hypothesis set are known to be too pessimistic since
they deal with the worst case. Instead, margin bounds have been shown to be the most informative
and useful guarantees [Koltchinskii and Panchenko, 2002, Schapire et al., 1997]. This motivates
our study of differentially private learning algorithms with margin-based guarantees. Note that our
confidence-margin analysis and guarantees do not require the hard-margin separability assumptions
adopted in [Blum et al., 2005, Le Nguyen et al., 2020], which is a strong assumption that typically
does not hold in practice. Another existing study that deals with somewhat related questions is that
of Chaudhuri et al. [2014]. But, the paper deals with a specific class of maximization problems and
adopts a non-standard definition of margin. Another related line of work is that of Rubinstein et al.
[2009] and Chaudhuri et al. [2011] on DP Kernel classifiers. These works either provide suboptimal,
dimension-dependent learning guarantees or make strong assumptions about the Fourier coefficients
of the kernel predictors. We discuss these prior works in more detail in Section 1.1.

Main contributions. We present a series of new differentially private (DP) algorithms for learning
linear classifiers, kernel classifiers, and neural-network classifiers with dimension-independent,
confidence-margin guarantees. In Section 3, we study the family of linear hypotheses. We first give a
pure DP learning algorithm with relative deviation margin guarantees. Next, we present an efficient
DP learning algorithm with margin guarantees. Our algorithm is based on a faster construction for
the JL-transform and a faster DP-ERM algorithm. While the general structure of our algorithms for
linear classifiers is similar to that of Le Nguyen et al. [2020], our results require a new analysis that
takes into account the scale-sensitive nature of the margin loss and the p-hinge loss. In Section 4, We
present a new efficient DP learning algorithm with margin guarantees for kernel-based hypothesis
sets, assuming that the positive definite kernel used is shift-invariant, as with the most commonly used
Gaussian kernels. Our algorithm combines kernel approximation with the use of the JL-transform.
Our result is based on a new style of analysis that uses regularized ERM as a reference. These ideas
enable us to attain a bound that nearly matches the non-private margin bound, without resorting to the
strong assumptions in prior work. Our confidence-margin bounds for DP learning of linear and kernel
classifiers nearly match the standard, non-private confidence-margin bounds. In Section 5, we initiate
the study of DP learning of neural networks with margin guarantees. We design a pure DP learning
algorithm for a family of feed-forward neural networks for which we prove a confidence-margin
bound that is independent of the input dimension and exhibits better dependence on the network
parameters than the bounds attained via uniform convergence. Our result entails a new analysis of
embedding-based “network compression” technique. Our margin bound for neural networks is the
first of its type. The bound is independent of the input dimension and scales only linearly with the
number of activation units. In Appendix E, We further present a label privacy learning algorithm,
which we show benefits from relative deviation margin bounds. The algorithm and its guarantee are
applicable to a broad family of hypothesis sets, including that of neural networks. Finally, we show
in Appendix F how our DP learning algorithms can be augmented in a general way to include model
selection, to select the best confidence margin parameter.

1.1 Related work

Prior work on unconstrained GLLs. Jain and Thakurta [2014] and Song et al. [2021a] showed that
it is possible to derive dimension-independent risk bounds for DP-ERM and DP-SCO in the context
of linear prediction, when the parameter space is unconstrained and the loss function is convex and
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Figure 1: Simple example in dimension one for which the minimizer of the expected hinge loss E[£""8*(w)] is
w* = % and thus |w*| = % > 1 for v « 1. Here, any other w > 0, in particular with a small norm, achieves the

same zero-one loss as w*.

Lipschitz (GLL). However, their bounds scale with |w* |, the norm of the optimal unconstrained
minimizer of the expected surrogate loss such as the hinge loss. Also, using their techniques for
unconstrained DP-ERM for GLLs together with uniform convergence would yield generalization
error bounds that scale with the norm of the unconstrained empirical risk minimizer @. The first issue
with this line of work is that the norms of such unconstrained solutions can be very large, thereby
resulting in uninformative bounds. In fact, one can construct simple, low-dimensional examples,
where ||w*| = (m) while there is a predictor w with ||w| = O(1) that attains the same expected
zero-one error, see Figure 1 (a detailed analysis of that example is given in Appendix H). More
importantly, the paradigm adopted in this line of work is to first devise an algorithm and next derive
bounds for its excess risk. In contrast, we start from strong generalization error bounds, which we
use to guide the design of our algorithm.

Prior work on DP learning of hard-margin halfspaces. Blum et al. [2005] and Le Nguyen et al.
[2020] studied DP learning of linear classifiers in the separable setting, that is with a hard- or geometric
margin. Blum et al. [2005] gave a construction based on a private version of the Perceptron algorithm,
which results in a dimension-dependent bound on the expected error. This result was later improved
by Le Nguyen et al. [2020] who gave new constructions with dimension-independent guarantees
based their nice idea of using embeddings, namely, the Johnson-Lindenstrauss (JL) transform, to
reduce the dimensionality of the problem from d to 1/~, where ~ is the geometric margin. Note that
the hard-margin separability is a strong assumption that typically does not hold in practice. Moreover,
the constructions proposed in [Le Nguyen et al., 2020] require the knowledge of the margin for their
guarantees to be valid. In contrast, our work considers the more general notion of confidence margin,
which does not require the existence of a geometric margin and applies to realistic scenarios with
non-separable data. Moreover, the confidence-margin parameter, p, in our algorithms is tunable and
can be optimized. Importantly, our algorithms still yield meaningful learning guarantees even if this
parameter is not optimized. Our algorithms for linear classifiers also make use of an embedding as a
pre-processing step. However despite the similar structure to that of Le Nguyen et al. [2020], our
algorithm requires a new analysis and different settings of parameters. This new analysis is necessary
to deal with the scale-sensitive nature of our bounds, due to the absence of a hard-margin.

Prior work on DP Kernel classifiers. Rubinstein et al. [2009] were the first to provide differentially
private constructions for SVMs in both the finite-dimensional feature space and kernel settings.
However, their constructions are suboptimal and the resulting bounds suffer from a polynomial
dependence on the dimension of the feature space. In addition, their error bound has a sub-optimal
dependence on the sample size m and also has an explicit dependence on the ¢;-norm of the dual
variables of the SVM. In general, this norm can be as large as v/m, in which case their error bound
becomes vacuous. Chaudhuri et al. [2011] gave a similar construction for shift-invariant kernels.
However, their error guarantees are based on the kernel approximation results of Rahimi and Recht
[2008] and hence entail a relatively strong condition on the Fourier coefficients of the kernel predictors
and the kernel density. We note that the standard assumption of bounded Reproducing Kernel Hilbert
Space (RKHS) norm does not imply such a condition. Jain and Thakurta [2013] gave algorithms
for DP predictions with kernels, where the goal is to privately generate predictions (labels) on a
small test set that admits no privacy constraints. In such scenarios, their algorithms do not output a
classifier. Jain and Thakurta [2013] also gave a construction for private learner that outputs a kernel
classifier, however, their construction is computationally inefficient and the resulting error guarantees
are dimension-dependent.

2 Preliminaries

We consider an input space X, a binary output space ) = {-1,+1} and a hypothesis set H of
functions mapping from X to R. We denote by D a distribution over Z = X x ) and denote by



Ry (h) the generalization error and by Rg (k) the empirical error of a hypothesis h € H:

Rp(h)= E  [lyn Rs(h)= E_ [Lynwy<ols

o (h) z=(z,y)~®[ yh(z)<0] s(h) z=(:c,y)~S[ yh(z)<0]

where we write z ~ .S to indicate that z is randomly drawn from the empirical distribution defined by
S. Given p > 0, we similarly define the p-margin loss and empirical p-margin loss of h € J:

R% (h) = Zz(z%)ND[lyh(z)Sp] Rg‘(h) = Zz(z%)NS[lyh(z)sp]'
The p-margin loss is not convex. Hence, we also consider the p-hinge loss to provide computationally-
efficient algorithms. For any p > 0, define the p-hinge loss as ¢”(u) = max (1 -u/p, 0), u € R.
Similar to the above definitions, given p > 0, for a sample S, we define the expected and the empirical
p-hinge losses as follows:

Li(w)= E

zz(m7y)~9)[£f’ (yi (w, ;)] fg(w) = E [ (y: (w,z:)]

z=(z,y)~S

In the context of learning, differential privacy is defined as follows.

Definition 2.1 (Differential privacy). Lete,d > 0. Let A: (X x V)™ — H be a randomized algorithm.
We say that A is (e,0)-DP if for any measurable subset O c H and all S, 5" € (X x Y)™ that differ
in one sample, the following inequality holds:

P(A(S) € O) < e P(A(S') € O) +4. (1)

If § = 0, we refer to this guarantee as pure differential privacy.

3 Private Algorithms for Linear Classification with Margin Guarantees

In this section, we present two private learning algorithms for linear classification with margin
guarantees: first, a computationally inefficient pure DP algorithm, which we show benefits from
relative deviation margin bounds, next, a computationally efficient DP algorithm with a dimension-
independent bound expressed in terms of the empirical p-hinge loss.

Let BY(r) = {z ¢ R%: |z|2 < r} denote the Euclidean ball in R? of radius r and let X ¢ B(r) denote
the feature space. We will use the shorthand B¢ for B%(1). We consider the class of linear predictors
over X defined by H;, = {hw:x > (w,x) | we IB%d(A)}. Note that one can represent the general

class of affine functions over R? as linear functions over R%**! by simply mapping each = ¢ R? to
z=(z,1) € R, Thus, without loss of generality, we will consider H;,. Here, we view d as
possibly much larger than the sample size m. We also note that even though the predictors in the
input class Hy i, admit A-bounded norm, we do not constrain the algorithm to output a predictor with
bounded norm, which circumvents the necessary dependence on the dimension in constrained DP
optimization [Bassily et al., 2014].

3.1 Pure DP Algorithm for Linear Classification

A standard method for designing differentially private algorithms for a continuous hypothesis class
is to apply the exponential mechanism [McSherry and Talwar, 2007] to a cover of the hypothesis
class. Since H|;, is d-dimensional, the size of a useful cover is about 2Q(d), thus, a direct application
of the exponential mechanism yields an 2(d)-bound; we give a simple example illustrating that in
Appendix G. Thus, instead, we seek to reduce the size of the cover without impacting its accuracy,
using random projections. This results in a mapping ® from R? to a lower-dimensional space R¥.

For linear classification, we wish to preserve intra-point distances and angles, that is x -z’ ~ ®x - '
for points x and z’. It is known that this property can be fulfilled as a corollary of the Johnson-
Lindenstrauss lemma [Nelson, 2011, Theorem 109]. For completeness, we provide a full proof in
Appendix A. More interestingly, we show that we can reduce the dimension to O(A%r2/p?), without
the error decreasing significantly. We then run the exponential mechanism in this lower-dimensional
space and next compute a classifier w in that space. We finally derive a classifier in the original space
by applying the transpose of the original projection matrix ®. Note that the final output 710 has

expected norm O ( @) and may not lie in BY(A).



Algorithm 1 Apimg: Private Learner of Linear Classifiers with Margin Guarantees

Require: Dataset S = ((21,%1),. .., (Tm,Ym)) € (X x {£1})™; privacy parameter ¢ > 0; margin
parameter p € (0, Ar]; confidence parameter 8 > 0.

A% 72 log(
1: Letk=0 (ng(ﬁ)
2: Let ® be a random k x d matrix with entries drawn i.i.d. uniformly from {:l:ﬁ}
3: Let Sg = {(2a,y): (z,y) € S}, where for any x € R, x5 = ®x € R”.
4: Let C be a 5--cover of B (2A).
5: Run the Exponential mechanism over C with privacy parameter ¢, sensitivity 1/m, and score

function —R\g;)(w) for w € C, to select W € C.

6: return w"™ = ®T4, where ®" denotes the transposition of ®.

Algorithm 1 gives the pseudocode of the full algorithm. The algorithm and the analysis in this
section include a dimensionality reduction technique for mapping the feature vectors from the input
d-dimensional space to a k-dimensional space, where k = O(A%r2/p?) for some p € (0, Ar]. Hence,
we will be dealing with “compressed” parameter vectors in R¥. To distinguish these two spaces,
we will denote the empirical error and the empirical p-margin error in this k-dimensional space as
R\(S’f)(w’) and R\gf)’p(w’), respectively, where w’ € B* and S’ € (R’“ x y)’”.

Theorem 3.1. Algorithm 1 is e-differentially private. For any 3 € (O, 1), with probability at least
1 — B over the draw of a sample S of size m from D, the solution w""" it returns satisfies:

Ro(w™™) < min B%(w) + O+ /B2 (w) X & A2
T weBd(n) | P SY 7 mp? - p2min(l,e)m | [

The proof is given in Appendix B.1. The theorem provides a margin guarantee for the private
solution. Note that no assumption is made about separability or the existence of a favorable hard-
margin. Instead, through the first term, the bound is based on the distribution of the empirical margins
y(w - x). The theorem suggests that, when the empirical p-margin loss remains small for a relatively
large value of the confidence margin parameter p, then w"" benefits from a strong generalization
guarantee. These comments hold similarly for other margin bounds presented in this paper.

This result, although given for a computationally inefficient method, is stronger than several previ-
ously known ones: First, it is an (g, 0)-pure differential privacy guarantee; second, it is dimension-
independent and furthermore, unlike prior work, the norm of the optimal hypothesis does not appear
in the bound. Furthermore, since it is a relative deviation margin bound, it smoothly interpolates
between the realizable case of Eg(w) = 0 and the case of Rg(w) > 0. For a sample of size m,
the bound is based on an interpolation between a 1/\/m-term that includes the square-root of the
empirical margin loss as a factor and another term in 1/m. In particular, when the empirical margin
loss is zero, the bound only admits the 1/m fast rate term. As a corollary, note that, up to constants,
one can always obtain privacy for € > 1 essentially for free.

Dependence on A/p:  Our bound depends on the choice of A/p. We note that this is fundamentally
different from the dependence on ||w*| in prior works on GLLs [Jain and Thakurta, 2014, Song
et al., 2021a] for two reasons: First, unlike |w*|, A/p is a measurable and, more importantly, tunable
quantity, which we can select an optimal setting for' (as we do in Appendix F). Second, the optimal
choice for this parameter can be much smaller than ||w* | as demonstrated in Appendix H.

3.2 Efficient Private Algorithm for Linear Classification

The p-margin loss is not convex and it is known that its minimization is generally intractable. Instead,
we devise a computationally efficient algorithm, whose guarantees are expressed in terms of the
empirical p-hinge loss. Algorithm 2 shows the pseudocode of our algorithm. We now discuss the key
steps of the algorithm.

"Note that, without loss of generality, we can set A = 1 and optimize only with respect to p.



Algorithm 2 Aggpiymrg: Efficient Private Learner of Linear Classifiers with Margin Guarantees

Require: Dataset S = ((z1,41), -, (Zm, Ym)) € (B*(R) x {il})m; privacy parameters €, §; norm
bound A; margin parameter p € (0, Ar]; confidence parameter 5 > 0.
It Let k= —gmlosm/®)
log2 (1/6)log(1/8)
2: Let @ be a random k x d matrix from the construction in Lemma A.4.
3: Let S = {(HBk(Qr)(xq))’ y): (x,y) € S}, where for any z € R?, zg = ®x ¢ RF and gk (o) 1s
the Euclidean projection on BF (2r).

4: Privately solve the convex ERM problem: argmin fg.(b (w) via Algorithm 4 (Appendix B.2)
weBk (2A)

and return @ € BF(2A).
5: return w"™ = T, where T denotes the transposition of ®.

Fast JL-transform. Our algorithm entails a dimensionality reduction step (step 3) as in Algorithm 1.
Here, we note that the new dimension k is chosen to be 5(m5), which enables us to control the
influence of the dimensionality reduction on the empirical hinge loss. We also note that this step is
carried out via a fast construction for the JL-transform (Lemma A.4), which takes O(dlog(d)) time,
assuming d > em.

Near linear-time DP convex ERM. After this step, we invoke an efficient algorithm for DP-ERM
(step 4 in Algorithm 2) to find an approximate minimizer of the empirical p-hinge loss qu) (w),
rather than using the exponential mechanism to find an approximate minimizer for the empirical
zero-one loss Rs@ (w). To improve the running time of step 4, we use the construction in [Bassily
et al., 2021a, Algorithm 2] to solve DP-ERM in near-linear time and with high-probability guarantee
on the excess empirical risk (see Algorithm 4 in Appendix B.2). The algorithm of Bassily et al.
[2021a] is devised for DP-SCO with respect to non-smooth generalized linear losses. It is based on a
combination of a smoothing technique via proximal steps and the phased SGD algorithm [Feldman
et al., 2020, Algorithm 2] for smooth DP-SCO. The algorithm of Bassily et al. [2021a] can be used
for DP-ERM if it is fed with a sample from the empirical distribution of the dataset. However, the
privacy guarantee requires a careful privacy analysis to deal with the fact that this sample may contain
duplicate entries from the original dataset.

Moreover, since the original algorithms in [Feldman et al., 2020, Bassily et al., 2021a] provide only
expectation guarantees and we aim at high-probability learning bounds, we use a standard private
confidence-boosting technique to provide a high-probability guarantee on the excess risk of our
variant. We summarize the guarantees of this variant in the following lemma. The details of the
construction and the proof of the lemma below can be found in Appendix B.2.

Lemma3.1. LetmeN, 0<d < %, and 0 < e <log(1/6). Algorithm 4 (Appendix B.2) is (&,6)-DP.
Let B¢ (0,1). Letk e N, and 7, A > 0. Let S ¢ (B*(7) x {il})m be the input dataset and B* ()
be the parameter space. With probability 1 — B over the randomness in Algorithm 4, the output W
satisfies

AR i+\/Elog§(§)10g(é)
ym em '

Moreover, Algorithm 2 requires O(mlog(m)log(1/8)) gradient computations.

TP (7 in TP
LE(w) < wg{#?j\) LE(w) +

We now state our main result in this section, which we prove in Appendix B.3.
Theorem 3.2. Let 0 < § < = and 0 < & < log(1/0). Algorithm 2 is (&,5)-DP. Let 3 € (0,1). Let

S ~ D™ for a distribution D over B(r) x {+1}. Algorithm 2 outputs w®™ € R? such that with
probability at least 1 — 3, we have

. - ~ A
Rp(wP™)< min If%(w)+0 S —
S .
weBd (A) py/min(1l,e)m

Moreover, Algorithm 2 runs in time O(md log(max(d, m)) + em?log(m)/ log% (1/6))



4 Private Algorithms for Kernel-Based Classifiers with Margin Guarantees

In this section, we present private algorithms with margin guarantees for kernel-based predictors
[Scholkopf and Smola, 2002, Shawe-Taylor and Cristianini, 2004]. We first consider a continuous,
positive definite, shift-invariant kernel K: X x X — R, where K (z,x) = r2 for all x € X. The
associated feature map is defined as 1 (z) = K (-,z), = € X, where X ¢ B(r).

Overview of the technique. Our approach is based on approximating the feature map v by a
finite-dimensional feature map VX > B2P (r) determined via Random Fourier Features (RFFs).
The dimension 2D of the approximate feature map is chosen to be sufficiently large to ensure
that for all pairs of feature vectors x;,x; in a training set S = ((1,%1), ..., (Zm,Ym)), we have
(), 0(x5)) = K (x4,25)| %n with high probability over the randomness of ¥ (due to RFFs).
This suffices to derive an upper bound (margin bound) on the true error of a finite-dimensional linear
predictor trained on the sample made of the labeled points ({ﬂ (x), y), (z,y) € S, that is essentially
the same as the margin bound known for the kernel classifier. Hence, in effect, we reduce the problem
to that of learning a linear classifier in a 2D-dimensional space, which we can solve privately using
Algorithm 2. Note that the output predictor in this case is a finite-dimensional linear function rather
than a function in the Reproducing Kernel Hilbert Space. A full description of our DP learner of
kernel classifiers is given in Algorithm 3 below.

Bochner’s Theorem and RFFs. Since the kernel K is shift-invariant, it can be expressed as
K(z,2") =r*K(x -2'),z,2" € X for some function K: Z — R, where Z = {z =z —2":z,2" ¢ X'}.
Moreover, since K is positive-definite, K is the Fourier transform of a probability distribution Pj:

K(m):fxe““”x)Pf{(w)dw.

This follows from Bochner’s Theorem [Rudin, 2017]. Random Fourier Features (RFFs) provide
a simple method introduced in [Rahimi and Recht, 2007] to approximate kernel feature maps in a
data-independent fashion. The idea is based on Bochner’s theorem. In particular, we first sample
w1, ...,wp independently from the probability distribution Pz. Then, we define an approximate
feature map as follows:

O(x) = — (cos (w1, ), sin (w1, x),...cos{wp,z),sin{wp,z)), VreX. (2)

VD

For D sufficiently large, it can be shown that (¢(x), ¢ (z")) concentrates around K (z,z") for all
pairs xz,z’ € X [Mohri et al., 2018, Theorem 6.28]. In our analysis below, we only need that
concentration to hold uniformly over pairs z, 2’ from a fixed training set rather than uniformly over
all pairs =, " € X. This leads to a simpler approximation guarantee, which we formally state below.

Theorem 4.1. Let Sy = (x1,...,%.m) € X™. Let K be a shift-invariant, positive definite kernel,
where K (x,z) = 1%, Yo € X. Let Pk be the probability distribution associated with K. Suppose

W1, . ..,wp are drawn independently from Pg. With probability 1, we have |ip(z)|z = r, Va € X.
For any (3 € (0, 1), with probability at least 1 — 3, for all i, j € [m] such that i + j we have

log( 2
(i), (ay)) = K (i, 25)] < 207 gl(?ﬁ)'

Proof. The first assertion related to ||)(z) |2 Y € X follows directly from the definition of ()
and a basic trigonometric identity. The proof of the second assertion about the inner products follows

from the identity E [({/)\(mz), ner ))] = K (&, x;) that holds for all z;, x;, the application of
Wi,..-,WD

Hoeffding’s bound combined with the union bound over all » m? pairs z;,¢; € Sx. The unbiasedness

of (1(x;),%(x;)) follows from the fact that the expectation is the Fourier transform of 7% Pg (w),
which, by Bochner’s Theorem, is r* K (z; — ;) = K (x;, x;). O

We now state our main result, which we prove in Appendix C.



Algorithm 3 Apyiykermrg: Efficient Private Learner of Kernel Classifiers with Margin Guarantees

Require: Dataset S = ((21,91),---, (Tm,Ym)) € (X x {£1})™; shift-invariant, positive definite
kernel K : X x X — R with K(z,z) = 72 for all z € X, privacy parameters ¢, §; Reproduc-
ing kernel Hilbert space (RKHS) norm bound A; margin parameter p € (0,2Ar]; confidence
parameter 3 > 0.

Let Py be the probability distribution associated with K.

Let D = m?log(2m/p).

Draw wy, ..., wp independently from Pg.

Let S5 = (({/;(xl), y;):i € [m]), where 9 is as defined in (2).

WPV AgfprivMrg (SE’ €,0,2A, p, 6/2), where Ag¢privmrg is the private learner described in
Algorithm 2. Note that the input dimension to Ag¢privmrg is 2D rather than d, and the norm
bound parameter is 2A.

6: return Private predictor h,pa : X — R defined as Vo € X, e, (x) 2 (wP”", 12?(33))

wPriv

RN e

Theorem 4.2. Let r > 0. Let K : X x X - R be a shift-invariant, positive definite kernel, where
K(z,x) =r%forall x € X. Forany ¢ >0 and § € (0,1), Algorithm 3 is (¢, §)-differentially private.
Define Hp = {h e H: |w|g < A}, where |-||u is the norm corresponding to the reproducing kernel
Hilbert space (RKHS) H associated with the kernel K. Let 3 € (0,1). Given an input sample S of m

examples drawn i.i.d. from a distribution D over X x {£1}, Algorithm 3 outputs hip,iv such that with
probability at least 1 — 3, we have

5 - ~ Ar
Ro(h%,..) < min L2 (h) + O ———n—|,
2 (o) heta s(h) (p min(l,g)m)

where, for any h € H, Zg(h) S % > P (yi (h,(x;))m), where 1 is the feature map associated
with the kernel K and (-,-) g is the inner product associated with the RKHS H.

Polynomial kernels: Our results can be extended to polynomial kernels using a different approach to
construct a finite-dimensional approximation of the kernel. A polynomial kernel of degree p, denoted
as ki, can be expressed as iy, (z,2') = ((z,2') + ¢)?, x,2’ € X and ¢ > 0 is some constant. Note that a

feature map 1), associated with such a kernel can be expressed as a vector in R¢ where d = O(dP). In
particular, v, (z) is the vector of all monomials of a p-th degree polynomial. Ignoring computational
efficiency considerations (or when p is a small constant), there is a simpler private construction
than the one used for shift-invariant kernels. In that case, we can directly use the JL-transform
to embed {¢,(x1),...,9¥,(zmn)} into a k-dimensional subspace exactly as in Section 3.2, which
would result in a k-dimensional approximation of the kernel (by the properties of the JL-transform).
Hence, we can directly use Algorithm 2 on the dataset Sy, = ((¢p(21),41),- -+, ¥Vp(Tim),ym)). We
therefore obtain the same bound on the expected error as above except that » would then be rP. That
dependence on r? is inherent in this case even non-privately since k,(x, ) can be as large as r?.
However, as discussed below, more efficient solutions can be designed for approximating these and
many other kernels.

Further extensions. Our work can directly benefit from the method of Le et al. [2013], which is
computationally faster than that of Rahimi and Recht [2007], O((m + d) log d), instead of O (md).
Their technique also extends to any kernel that is a function of an inner product in the input space.
We can further use, instead of the JL-transform, the oblivious sketching technique of Ahle et al.
[2020] from numerical linear algebra, which builds on previous work by Pham and Pagh [2013] and
Avron et al. [2014], to design sketches for polynomial kernel with a target dimension that is only
polynomially dependent on the degree of the kernel function, as well as a sketch for the Gaussian
kernel on bounded datasets that does not suffer from an exponential dependence on the dimensionality
of input data points. More recently, Song et al. [2021b] presented new oblivious sketches that further
considerably improved upon the running-time complexity of these techniques. Their method also
applies to other slow-growing kernels such as the neural tangent (NTK) and arc-cosine kernels.



5 Private Algorithms for Learning Neural Networks with Margin
Guarantees

In this section, we describe a private learning algorithm that benefits
from favorqble margin guarantees whep run with a family of neural —w
networks with a very large input dimension.

We consider a family Hyy of L-layer feed-forward neural networks
defined over B¢(r), with d potentially very large compared to the [pR" - RV

sample size m. A function h in Hyy can be viewed as a cascade
of linear maps composed with a non-linear activation function (see
[¥:RY > RY|

Figure 2, left column). Here, Wy,..., Wy, are the weight matrices
defining the network and 4 is a non-linear activation. For simplicity,
the width (number of neurons) in each hidden layer, denoted by NV, is P:RY - RV

assumed to be the same for all the layers. Also, we assume that the W, € RY
output of the network is a real scalar and hence we have W, € RY. 5

Furthermore, we assume no activation in the output layer. We also

assume the same activation ¢): RY — R for all layers and choose it

to be a sigmoid function: for any u = (uy,...,ux) € RY, ¢(u) = y
na

h® e 1Y,

(on(u1),...,0n(un)), for some 1 > 0, where o, (a) = 1’8%, aeR.
+e 2

. . . . . . p Figure 2: Illustration of the
Note that o,, is n-Lipschitz and thus v is -Lipschitz with respect to neural networks before and af-

|]|2: for any u,v € RN [ (u) = (v) ]2 < nlu - v]2. A typical choice ter J1 -transforms.
for n in practice is 77 = 1, but we will keep the dependence on 7 for generality. We define Hyya as

the subset of Hyy with weight matrices that are A-bounded in their Frobenius norm: for all j € [L],
|[W;|lF < A for some A > 0.

We design a pure DP algorithm for learning L-layer feed-forward networks in Hyya that benefits
from the following margin-based guarantee.

Theorem 5.1. Lete > 0,5 € (0,1), and p > 0. Then, there is an e-DP algorithm which returns an
L-layer network h®™ with N neurons per layer that with probability at least 1 — 3 over the draw of
a sample S ~ D™ and the internal randomness of the algorithm admits the following guarantee:

r(2nA)EV/ N r2(2nA)2L No
+ )
p/m p2em

Ry (R"™) < min RC(h)+0O

where 0 = log(Lm/)log(r(nA)%/p).

Note that this guarantee is independent of d and, assuming L is a constant, the bound scales roughly

pévm p2JZm’ where p is the confidence-margin parameter and ¢ is the privacy parameter. Note

that, for € » 1, the bound scales with \/# neurons, which is more favorable than standard bounds
obtained via a uniform convergence argument, which depend on d, as well as the total number of
edges Q(N?), in addition to a similar dependence on A~.

as

Our construction. Our DP learner is based on using I embeddings ®; e R**¢ ... & ; e RPN

given by data-independent JL-transform matrices to reduce the dimension of the inputs in each layer,

r2(20A)%0 )
02

including the input layer, to k = O( . We randomly generate a set & = (®g,...,Pr_1)

of L independent JL matrices whose dimensions are described as above. We let (3 denote the
family of L-layer neural networks, where each network h® € U{EN is associated with weight matrices
OIWi,...,®]_ Wy, for W; e RPN j e [L - 1], and Wy, € R¥*! (see Figure 2, right column).
We define .0 © HYy where |W;|r < 2A for all j € [L]. We start by creating a ~-cover C

NN2A >
C is a y-cover of BN (2A) x ... x B®N(2A) x BF(2A) with respect to /X5, || 2. We define

f]-fﬁNz A C ﬂ{ﬁNz A to be the corresponding family of networks whose associated matrices are in

C. Given an input dataset S = ((x1,91),-- -, (Zm,ym)) € (B(r) x {£1})", we then run the
exponential mechanism over S with privacy parameter €, the score function being the empirical

zero-one loss Rs(h): he UTCENZ +» and the sensitivity 1/m, to return a neural network hF™ € ?Cﬁm A-

of the product space of the matrices Wi, ..., Wy, associated with H® where vy = O(W).



6 Conclusion

We presented a series of new differentially private algorithms with dimension-independent margin
guarantees, including algorithms for linear classification, kernel-based classification, or learning
with a family of feed-forward neural networks, and label DP learning with general hypothesis sets.
Our kernel-based algorithms can be extended to non-linear classification with many other kernels,
including a variety of kernels that can be approximated using polynomial kernels, using techniques
based on oblivious sketching. Our study of DP algorithms with margin guarantees for a family of
neural networks can be viewed as an initiatory step that could serve as the basis for a more extensive
analysis of DP algorithms for broader families of neural networks.
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A Useful Lemmas

We use empirical Bernstein bounds, properties of exponential mechanism and Johnson-Lindenstrauss
lemmas which we state below.

Lemma A.1 (Relative deviation bound ). For any hypothesis set H of functions mapping from X to
R, with probability at least 1 — 3, the following inequality holds for all h € H:

_ _ V(H)log(2m) +log2  V(H)log(2m) +log 4
R (h) sRs(h)+2\} Rs(h) b1y CRy
m
where V (H) is the VC-dimension of class 3.

The above lemma is obtained by combining [Cortes et al., 2019, Corollary 7] and VC-dimension
bounds.

Lemma A.2 (Relative deviation margin bound [Cortes et al., 2021]). Fix p > 0. Then, for any
hypothesis set H of functions mapping from X to R with d = fatTp6 (3), with probability at least

1 - B, the following holds for all h € H:

Ro(h) < Ro(h) + 21 B”. (h)% . %

where M =1 + dlog,(2¢*m) log, 2™ + log% and c = 17.

log( 2
Lemma A.3. Let 3,7 € (0,1). Let T c R? be any set of m vectors. There exists k = O( g( 2 ))

such that for any random k x d matrix ® with entries drawn i.i.d. uniformly from {:!: } the following
inequalities hold simultaneously with probability at least 1 — 3 over the choice 0f¢':

;
(1= 2) 1l <toulp < (1+ 7)) 1ult

e ForanyueT,

e Forany u,veT,

~
(®u, @v) = (u,v)| < 2 ul2 Jv]2.

Proof. The first property is simply the Johnson-Lindenstrauss (JL) property and follows from the
standard JL lemma (see, e.g., [Johnson and Lindenstrauss, 1984, Larsen and Nelson, 2017]). Below
we show both first and second property holds simultaneously. Define

Té{zeRd:z: Y iv7u,veT}.
lulz — Jvl2

Note that the number of non-zero vectors in T is at most m>. By the JL lemma [Johnson and

Lindenstrauss, 1984, Larsen and Nelson, 2017] over the set 7" u T, there exists &k = O (log’(:@#) =

1
O ( OgS ) ) and @’ such that with probability > 1 — 3, for all u,v € T we have

(1-3) 1ol <l o)1 < (1+ 3 ) ja v ol Q)

(1 - %) la- 3|2 <[ (a-0)[2 < (1 ¥ %) la-o]3, )
y Y

(1= 2l <loruig < (14 7) jul. )
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where 4 = Tula and v = i ””2. (5) implies the first result in the lemma. Now, fix any u,v € T'. Let

. Observe that for any a,b € R?, we have (a,b) = 1 (Jla+b|3-|a-b|3).

\ul\

u = and v =

Hul\
Hence, we have

Hsz

- v Ly _
[(@,0) - (@5, @5)| < Z||a+ )5 - [@(@+0)]3 |+*|H‘I>(u 03 - u-vf3] 0
g
< 35 (la+o[5 + |z -2l3)
<7
3

where the second inequality follows from (3) and (4) ’and the third inequality follows from the
triangle inequality and the fact that ||@ |2 = ||7]2 = 1. Hence, we finally have

[, v) = (@"u, D"v)| < [uf2|v]2 (@, v) - (2w, D) < *HUH [v]la-

O

The time complexity to apply the random matrix ® in Lemma A.3 to a vector v is k - d, which
can be prohibitive in many cases. There are several works which provide ® that support fast
matrix vector products. Ailon and Chazelle [2006] provides a ® which can be applied in time

cdlogd+ %W, however the results are stated with constant probability. Nelson [2010]

gave a slightly different construction which can be applied in time ¢’dlog d + %jogrz(l/ﬂ) and

the results hold with high probability. Ailon and Liberty [2009] provided a construction which can be
applied in time ¢’dlog k for k = O(d"#%?). Krahmer and Ward [2011] showed that any RIP matrix
can be used for JL-transform and provided JL-transform results for several fast random projections.
Since we need high probability bounds without any restrictions, we use the following result, which is
computationally efficient, but is suboptimal in the projection dimension up to logarithmic factors.

Lemma A.4. Let 3,7 € (0,1) and ¢ and ¢’ be sufficiently large constants. Let T c R? be any set of

('log( )log( )

time c'dlog d + c'k, such that the following inequalities hold simultaneously with probability at least
1 — B over the choice of ®:

m vectors. Let k = . There exists a matrix ® which can be applied to any vector v in

e ForanyueT,
g 2
(1-3) 1t shoulz < 1+ 3l ©

e Forany u,veT,

(Pu, Do) = (u,v)] < %HUHz [o]l2- ©)

Property (6) in the above result follows directly from Nelson [2015] and the proof for property (7) is
similar to that of Lemma A.3 and is omitted.

B DP Algorithms for Linear Classification with Margin Guarantees

B.1 Proof of Theorem 3.1

Theorem 3.1. Algorithm 1 is e-differentially private. For any 3 € (O, 1), with probability at least
1 - B over the draw of a sample S of size m from D, the solution w""" it returns satisfies:

= ~ A2 r2 A%r?
Priv 0 DP
o (™) < erI[BE?A){RS(w) +O( V R (w ) P2 min(l,s)m)}'
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A more precise version of the above bound is given as follows:

A2p2 logZ(%) log(%)

Priv . 5) =
Ry (w )SwgBE?A) R (w)+0O RZ(w) o r— +T |},
A?r?log( 2 ) log ( Az A2r2log?( 2 log( 1
where T'= (3) (Bp)+ (B)+ (ﬁ)
p*em mp? m

Proof. The proof of privacy follows from combining the following two properties: w is generated
via the exponential mechanism, which an e-differentially private mechanism, and ® is generated
independently of S.

. cA?r? log( %) log( Q%AT)
We now prove the accuracy guarantee of Algorithm 1. If m < e £~ for some

constant ¢, the bound follow trivially. Hence in the rest of the proof we assume that m is at least
cA%r? log(%) log( 2%’;T )
p2e

for some large constant c. Let

) o (25

plem

o =

First, observe that

—~ . 1 .
RS(wPrlv): E Z 1(y<anv’x>)
(z,y)es

1
== 1 (y(®Tw,x)
m (w%es ( )

1 5
=— > 1(y{w,®z))
M ()5

LS 1w ze))

m (za,y)eSa
=(k -
= R(S: (w).

¢ A2 r? log( aL )

= k m
Let @ € argmin Rg;)(w). Note that |C| = (%) , where k = 2 27, Hence, by the
weC

. . . 4log( 4 .
accuracy properties of the exponential mechanism and the fact that m > %, we have that with

probability at least 1 — 3/4,
RY (@) < RO (@) + a.
Combining the above facts, we get that with probability at least 1 — 3/4,
Rs(w®™) < RY) (@) +a. (8)
Let w* € argmin Eg(w) and let w}, = dw™*. Note that

weB(A)

* p * *
w </ 1+ ——|wl2 € 2|w™ |2 < 24A,
Juwpl < /1 2wl <2

and hence w}, € B¥(2A). Since C is To=-cover of B¥(2A), then there must be w,. € C such that

lwe —wg |2 < 75 Hence, observe that for any (zs,y) € Sa,

y{we, za) = y(we, ve) + y(we - wy, va)
> y(wg, xa) = [we —wy 2 [va 2
p

- mﬁu%Hz-

2 y<w<>£>7 x@’)
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Now, by Lemma A.3, with probability at least 1 — 8/4, for all ¢ s.t. (ze,y) € Sg we have

|z ]2 < \/1+ 35 [z[2 </1+ 35.7. Hence, we get that with probability at least 1 - 3/4 for all
(zo,y) € So

Y(we, za) > y(wh, ze) — 0.15p.
The last inequality implies that for any p’ > 0, with probability at least 1 — 3/4 (over the choice of ®),

we must have Eg;(k) (we) < Eg’;o.lf)p (k) (w3). In particular, with probability at least 1 — §/4 we
have

RO -5p, (k)( ) <R 65P,(k) (’LU;)) (9)

Moreover, by the definition of @, we have Rg;) (@) < Eg;) (we) < Rosjp (k) (w). Combining this
fact with (8) and (9), we get that with probability at least 1 — 3/2

Rs(w™™) < Ry% M (w}) + . (10)

Now, by Lemma A.3 and the fact that |w*|2 < A and ||z||2 < r, it follows that with probability at
least 1 — 3/4 for all (x,y) € Se, we have

ylw*,z) 2 p = ylwg, ze) 2 p/3.
This directly implies that with probability at least 1 — §/4,
R (wy) < R (w*).
Combining this with (10), we can assert that with probability at least 1 — % B, we have
Rs(wP™) < RE(w*) + . (11)
In the final step of the proof, we rely on a standard uniform convergence argument to bound Ry (wP)

in terms of Rg(wP™). Note that the VC-dimension of {sgnoh,, : w € C} is k. By Lemma A.1, with
probability at least 1 - 5/4

klog(2m) +log(16/3) . 4k10g(2m) +1og(16/8)
m m '

R’D (wPriV) _ RS(wPriV) < 2\/ES (wPriv)
Combining the above two equations, we get with probability at least 1 — 3,

klog(2m) +log(16/3) 90+ 8klog(2m) +1og(16/8)
m m '

Ry (w™™) < RE(w*) + 2\/Eg(w*)

The lemma follows from observing that w* € argmin Eg(w) if and only if w* € argmin Rg(w) +
weBd(A) weB4(A)

2\/R§(w) klog(2m)7:-llog(16/5). O

B.2 Algorithm 4 of Section 3.2 and Proof of Lemma 3.1

Here, we give the details of Algorithm 4 invoked in step 4 of Algorithm 2. We describe here a more
general setup where the loss function is any (possibly non-smooth) convex generalized linear loss
(GLL). Given a parameter space W, feature space &, and label/target set ), a GLL is a loss function
defined over W x (X x )) that can be written as £({w, x},y), w e W,x € X,y € Y for some function
¢:Rx)Y - R. Here, we assume that for any y € ), £(-,y) is convex and %—Lipschitz. We also
assume that YW ¢ B*(A) for some A > 0, X ¢ B¥(#) for some # > 0, and ) € [-1, 1]. Given a dataset
S=((21,51), - (T, Ym)) € (X x V)™, we define the empirical risk of w € W with respect to S
as fg(w) S % > L({(w, x;),y). Note that the setup in Algorithm 2 is a special case of the above.

Given an input dataset Se (XxY)™, Algorithm 4 below invokes the “Phased SGD algorithm for GLL”
[Bassily et al., 2021a, Algorithm 2] on a set S of m samples drawn uniformly with replacement from
S, and hence obtain an output w € W. In the sequel, we will refer to the algorithm in [Bassily et al.,
2021a] as AgLL. Note that the expected loss with respect to the choice of S « S'is the empirical risk
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with respect to S. Hence, one can derive a bound on the expected excess empirical risk that is roughly
the same as the bound in [Bassily et al., 2021a, Theorem 6] on the expected excess population risk.
However, we note that ensuring that Algorithm 4 is (&, §)-DP does not follow directly from the privacy

guarantee of the Ag | since the sample S may contain duplicate entries from S. Nonetheless, we
show that the privacy guarantee can be attained by appropriately setting the input privacy parameters
to AgLL together with a careful privacy analysis. To transform the in-expectation bound into a
high-probability bound, we perform a standard confidence-boosting procedure [Bassily et al., 2014,
Appendix D], Where the procedure described above is repeated independently M = O(log(l / ﬂ))

times to generate ' , ™, and finally, the exponential mechanism (with a score function oy 3)

is used to privately select a final output @ € {@*, ..., ™M }.

Algorithm 4 DP-ERM algorithm for GLLs

Require: Private dataset S = ((@1,91),- -, (T, Ym)) € (X x V)™, where X ¢ B¥(7) and Y ¢
[-1,1]; parameter space W ¢ B¥ (A ); privacy parameters (&, §); confidence parameter 3 € (0,1);
convex, %—Lipschitz loss function ¢ for some p > 0; Oracle access to algorithm Ag | [Bassily
et al., 2021a, Algorithm 2].

I: Let M := 10g(2/5)
2: Lete’:= 4M10g(2M/5)'
. o 52
3: Let (S, = m.
4: fort=1to M do _
5. Sample S* = ((z,9}),...(2%,.7%,)) < S uniformly with replacement.
6: w'= .A(;|_|_(St7 g’,8"), where Ag | is [Bassily et al., 2021a, Algorithm 2] (the other obvious

inputs to Ag| are omitted; the smoothing parameter and the oracle accuracy parameter of
AgLy are set as in [Bassily et al., 2021a, Theorem 6]).
7: Run the exponential mechanism with privacy parameter £/2 to select w from the set
(w?, ..., M) associated with scores (- Lg(w') : ¢ € [M]).
8: return w

Lemma 3.1. LetmeN, 0<§ < %, and 0 < ¢ <log(1/6). Algorithm 4 (Appendix B.2) is (g,6)-DP.
Let B € (0,1). Letk €N, and #,A > 0. Let § € (B* () x {il})m be the input dataset and B* ()
be the parameter space. With probability 1 — B over the randomness in Algorithm 4, the output w
satisfies

3
Ar [ 1 VElog®(5)log(5)
L°(®) < min Lp(w) 2ol —+ d b
S weBk (A) 1) vm em

Moreover, Algorithm 2 requires O(mlog(m)log(1/83)) gradient computations.

Proof. First, we show the privacy guarantee. Fix a round ¢ € [ M ] of Algorithm 4. We will show that
the ¢-th round is (557, %)-DP. Suppose we can do that. Then, by the basic composition property
of DP, the entire M rounds of the algorithm is (5, §)-DP. Next, we note that step 7 is (5,0)-DP by
the privacy guarantee of the exponential mechanism. Hence, again by basic composition of DP, we
conclude that Algorithm 4 is (¢, )-DP. Thus, it remains to show that for any fixed ¢ € [ M ], the ¢-th
round is (¢,0)-DP, where ¢ = 55+ and b= —. Fix any data point (z;,y;) € S. Let J denote the
number of appearances of (z;, ;) in 5t. Note that J ~ Bin(m, 1/m). Hence, using the multiplicative
Chernoff’s bound, J < 2log(2/d) with probability at least 1 — 6/2. We will show that conditioned on
this event, the ¢-th round is (&, 0/2)-DP, which suffices to prove our privacy claim for round ¢. Given

that J < 2log(2/6) and since Agy, is (2108’(2/6) 410;52/5) )-DP with respect to to its input dataset

S, then by the group-privacy property of DP [Dwork and Roth, 2014], round ¢ is (£, 5" )-DP with
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respect to the dataset S , where

56 2log(2/8) é .
(S Z e2lo(2/3) 7
4log(2/0)  j=o
B 56 ef -1
410g(2/(§) teogiQ/S) -1
56(ef -
ool -1)
2¢
)
< o)
2

£

where the third inequality follows from the fact that e 210e(2/9) —1 >

é
2Tox(2/3)’ and the last step follows

from the fact that € ;1 is increasing in @ > 0 and the assumption that € < log(1/d) (and hence

¢ < <log(1/6)). Hence, we have shown that any given round of the algorithm is (&, )-DP. This
concludes the proof of the privacy guarantee.

a

We now prove the bound on the excess empirical risk. Fix any round ¢. Let D 3 denote the empirical
distribution of S. Note that S* ~ Dgﬁ, i.e., S is comprised of m independent samples from D 3

Hence, E _[{((w,z),y)]= fg(w). Thus, by the excess risk guarantee of AgL | [Bassily et al.,
(z,y)~Dg

2021a, Theorem 6], we have

E[E%(ﬁ))]— min E’)(w):ﬁ~0 L +@

weBk(A) S P vm e'm

A o, YReet () 1og(s)
p vm em ’

where the expectation is with respect to the sampling step (step 5 of Algorithm 4) and the randomness
in AgLL. Note the last step follows from the setting of ¢ and ¢’ in Algorithm 4 and the fact that
log(log(1/8)/6) = O(log(1/§)), which follows from the assumption ¢ < 1/m (in the statement of
the lemma) and log(1//3) < m (since the bound would be trivial otherwise). Given this expectation
guarantee on the output of each round, the final selection step (step 7) returns a parameter w that
satisfies the bound above with probability at least 1 — 3. This can be shown by following the same
argument in [Bassily et al., 2014, Appendix D] while noting that the sensitivity of the score function
—fg is bounded by %

Finally, the running time of AL, measured in terms of gradient computations, is O(mlog(m))
[Bassily et al., 2021a, Theorem 6]. Hence, the gradient complexity of Algorithm 4 is bounded by

O(mlog(m)log(1/p)). O

B.3 Proof of Theorem 3.2

Theorem 3.2, Let 0 < § < % and 0 < € < log(1/6). Algorithm 2 is (¢,0)-DP. Let 8 € (0,1). Let

S ~ D™ for a distribution D over B(r) x {+1}. Algorithm 2 outputs w®™ € R? such that with
probability at least 1 — 3, we have

. - ~ A
Rp(wP™) < min T (w)+O0 S —
weBd(A) py/min(1,e) m
Moreover, Algorithm 2 runs in time O(md log(max(d,m)) +em? log(m)/log% (1/6))

A more precise version of the above bound is given as follows:
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m 1 201
i L= log(1/8) Ar| 1 \/10g(%)log(5)log* (5)
. Priv P A e
Rop(w )SwgB}(}I(lA) L(w)+0 e p = —

Proof. The proof of privacy follows directly from the (&, §)-DP guarantee of Algorithm 4 (step 4)
and the fact that DP is closed under post-processing.

Next, we will prove the claimed margin bound. For simplicity and without loss of generality, we will
set A = 1. For the general setting of A, the claimed bound follows by rescaling the parameter vectors
in the proof.

Recall that x4 = ®x. Let w* € argr];iinfg(w). Define wy 2 ®w”*. By Lemma A.4, there is
we

log( ™
v = O( \/ Oggf)) = O( loge(ifﬁ) log% (1/6)) such that with probability at least 1 — 3/3 over the

randomness of @, for every feature vector x in the training set S, we have

fool3 < (1+3 a3 (12)

v{ws,ze) |y
p P p

We condition on this event for the remainder of the proof.

L (wz) 1y

13)

Note that (12) implies that
Se ={(za,y): (v,y) € S};
that is, for all feature vectors x in the dataset S, x4 € B¥(2r) (ie., gk oy (Ta) = T5).

Let D4 denote the distribution of the pair (z¢,y), where (x,y) ~ D. Via a standard margin bound
[Mohri et al., 2018, Theorems 5.8 & 5.10], with probability at least 1 — 3/3 over the choice of the
training set .S, we have

VweB*  Rp,(u) T8, () + - vy [REOD)

It follows that with probability at least 1 — 3/3, we have

4r log(6/13)
p\/ﬁ+2 p—

where w is the output of step 4 of Algorithm 2. Moreover, note that

Rop, () < L%, (0) +

R’D (wPrIV) _ . BND [y(wpriv’x> <0

= P y(w,z9) < 0]

(re,y)~Ds

= R'Dq) (11})
Thus, we get that with probability at least 1 — 3/3,

Ra (™) < T4, )+ e [FEDE, "

By Lemma 3.1, with probability at least 1 — 3/3 over the randomness of Algorithm 4 (step 4 of
Algorithm 2), we have that

e oa (T log (!
() < T, () + 2 | L, VIR o) 08T () -

7 m Vem ’
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where @ € argmin Zg@ (w). Moreover, (13) implies

weBF
L% (wy) < Lo (w*) + % : 0(\ / % 1ogi(1/5))

Note that by definition of @, we have L*(@; S) < fg@ (wg ). Hence, we have

L4, (@) < Th(uw*) + 20(\/1(’%;/5) 10g2(1/5>) (16)

Now, by combining (14), (15), and (16), we reach the desired bound.

Finally, concerning the running time, observe that the Fast JL-transform (steps 2 and 3) takes

O(mdlog(d) + em?log(m)/log®?(1/5)) (follows from Lemma A.4), the DP-ERM algorithm (Al-
gorithm 4) invoked in step 4 has O(m) gradient steps; each of which takes involves O(k +log(m)) =

O(emlog(m)/log®?(1/8)) operations. That is, the total number of operations of this step is
O(em?log(m)/log®?(1/8)). Finally, the step 5 requires O(dk) = O(edmlog(m)/log®?(1/5)).
Thus, the overall running time is O(md log(max(d,m)) +em?log(m)/ log% (1/6))

O

C DP Algorithms for Kernel-Based Classification with Margin Guarantees

Theorem 4.2. Letr > 0. Let K : X x X — R be a shift-invariant, positive definite kernel, where
K(z,z) =r%forall z € X. Foranye > 0and 6 € (0,1), Algorithm 3 is (¢, §)-differentially private.
Define Hy = {h e H: |w|y < A}, where |-|u is the norm corresponding to the reproducing kernel
Hilbert space (RKHS) H associated with the kernel K. Let 3 € (0,1). Given an input sample S of m

examples drawn i.i.d. from a distribution D over X x {1}, Algorithm 3 outputs hipriv such that with
probability at least 1 — 3, we have

Ry (h¥4,,) < min T4(h) + O S —
w heHa py/min(1,e) m

where, for any h € H, Zg(h) S % > P (yi (h,(x;))m), where 1 is the feature map associated
with the kernel K and (-,-) i is the inner product associated with the RKHS H.

A more precise version of the above bound is given as follows:

m 1 3.1
" o=~ log(1/8) Ar 1 \/IOg(g)IOg(E)10g4(§)
P m » g
Ro (h )She;&LS(h)-‘rO m i p \/mJr Vem ’

wPriv

Proof. Let S be as defined in step 4 in Algorithm 3. Note that by Theorem 4.1, we have | D(z)|2=r
for all 7 € [m]. Moreover, the output of Algorithm 3 depends only on S 7 Thus, the privacy guarantee
follows directly from the privacy guarantee of Algorithm 2 (Theorem 3.2).

Next, we turn to proving the claimed margin bound. First, note that using the margin bound attained
by Algorithm 2 (Theorem 3.2), it follows that for any fixed realization of the randomness in 1, with
probability 1 — 3/2 over the choice of S ~ D™ and the internal randomness of Algorithm 2, we have

og(Z)lo 1 o) % 1
R'D(hﬂ; )< min Zgﬁ(w)+0 \/@-FAT 1 . 1g(ﬁ)1 g(ﬁ)l g (5)

o) < =
Wi T peB2D (2A)

p \V/m Vem
(17)
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The essence of the proof is to show that with probability > 1 — 3/2 over the randomness in ¥ (ie.,
over the choice of w1, ...,wp), we have

2Ar
i L” < L% (h .
wetion) P5e (W) < R P 20

Combining (17) and (18) yields the desired bound.

To prove the bound in (18), we will use the following fact. .

(18)

Fact C.1. Let p > 0. Let y: X — R denote the feature map associated with the kernel K. Let
hy = argminheHA(Lg(h) +plh|%). Then, hy, = X" citp(x;) for some u, i € [m], that satisfy:
0<yi

@; < 2mpp’

This fact simply follows from the dual formulation of the optimization problem for kernel support
vector machines (see, e.g., [Mohri et al., 2018, Section 6.3]) . The fact asserts that the minimizer h,,
of the regularized empirical hinge loss can be expressed as a linear combination of (1 (x;) : 4 € [m])
(such assertion also follows from the representer theorem) where the coefficients of the linear
combination (the dual variables) « = (v, . . ., @y, ) are bounded; namely, ||c||; <

1
2up”

Below, we set u = m. Let@ = Y., a;)(;) be a 2D-dimensional approximation of h,,. Observe
that

m

LP (w) L’ (hu)_ﬂllZ;[ep(yi(@,ﬁ(xi)))_gp(yz_<hww(xi)>H]
s RGO REORIEE

«; where the inequality in the second line follows from the fact that ¢ is %-Lipschitz. Hence, by

Theorem 4.1, with probability > 1 — 3/2 with respect to the randomness in ¥, we have

T4 (@)~ Ti(h) < 2 2 [RGB o,
. [log(2m/B)
C PP D

Ar
T pv/m’

where the second inequality follows from the fact that ||af; < up , which follows from Fact C.1,

and the third inequality follows from the setting of D in step 2 in Algorithm 3 and the setting of
1=% \/m Moreover, we note that @ € B2 (2A). Indeed, conditioned on the same event above (the

kernel matrix is well approximated via ), observe that

|@l3 = Zazag NEDRECH)

< Sy (). ) 27\ D o

A2
< IR+ < gA?

Thus, we have |@ |2 < 2A. Hence, we can assert that with probability > 1 — 8/2 over the randomness
in v, we have

- - = Ar
: P < TP () < . ]
wEIBIQIgr(12A) LS@(w) = LS@(w) = L(h’l“ S) + p\/ﬁ
Finally, note that Lg(hu) < mm L” L(h) + pA? = }fn;l{n fg(h) + p/\‘/%. Hence, we arrive at the
€A
claimed bound (18), and thus, the proof is complete. O
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D DP Algorithms for Learning Neural Networks with Margin Guarantees

Theorem 5.1. Let €>0, B €(0,1),and p > 0. Then, there is an e-DP algorithm which returns an
L-layer network h®™ with N neurons per layer that with probability at least 1 — 3 over the draw of
a sample S ~ D™ and the internal randomness of the algorithm admits the following guarantee:

r(2nA)E/NO 2 (2nA)?L No
+ b
mm p2em

Ry (BP™) < hrg{n X R%(h) + O(

where 0 = log(Lm/3)log(r(nA)%/p).

Proof. First, note that our construction is indeed e-DP by the properties of the exponential mechanism.
Thus, we now turn to the proof of the margin bound. Our proof relies on the following properties of
the JL-transform.

Lemma D.1 (Follows from Theorem 109 in [Nelson, 2010]). Let p, N,m,k € N. Let W € RP*V,
Let z1,...,2m € RP. Let ® be a random k x p matrix with entries drawn i.i.d. uniformly from {iﬁ}

Let 3 € (0,1). There is a constant ¢ > 0 such that the following inequalities hold simultaneously with

probability at least 1 - (:
dW log(m/B)
|| H2FS H“/ |%(1+C\/T ,
) log(m/pB
Vie[m]: [WTd @z, - W' z|a <c|W|r|z-2 %

Consider the algorithmic construction described earlier. Let h, € argmin Eg(h) LetWy,..., W}
hEg‘fNN

denote the weight matrices of h,. Let h® € iHﬁN be the network specified by the matrices Wy 2
QoW ..., Wy £ & W/ . Thatis, the weight matrices of h¥ are given by QW1 =D DWW, ...,
Q]  Wp=0] & W},

We make the following four claims. Combining those claims together with the union bound im-

mediately yields the margin bound of the theorem. We first state those claims and then prove
them.

Claim D.2. There is a setting k = O( T2(217A)2Lp;°g(Lm/B) ) such that with probability 1 — 34 over

the choice of ®, ..., ®1_1, we have h® € J{ﬁNzA and for all i € [m]
log(L
o) = h2 (o) = O(r(znmL g(km/ﬁ))

Consequently, with probability 1 — 3/4,
RS (h%) < RE ().

Claim D.3. Let h® € argmin Rg(h). There exists a setting k = O(TQ(%A)MPIQOg(Lm/ﬁ) ) for the
heFH®
NN2A

embedding parameter such that with probability 1 - 3[4
Rs(R®) < RS (h®).

Claim D.4. Let h® € argmin Rg(h). Let k = O(Tz(QT’A)QL log(Lm/B) ) With probability 1 - (/4
heﬁﬁNzA P
over the randomness of the exponential mechanism, we have

r?(2nA)*" N log(Lm/B) log(r(4nA)*/p) )

Es(hpriv) Sﬁs(ﬁ®)+0( 3
pZem
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Claim D.5. Let k = O ’"2<2’7A)2Lp;°g“m/ﬁ> ). With probability 1 - 3/4 over the choice of S ~ D™,
we have

R (hF™) < R (h™) + O(T’(QWA)L\/N log(Lm/B) log(r(nA)"/p) )

p/m

ny2a constructed via a y-cover C for BM N (2A) x

71%(45/\)%1' In particular, for any W = (Wy,... , W), W' =
(Wi,...,W[)eC,wehave |W-W'|p = \/ZleHWj ~ W/|% <. Given that C is a y-cover, we

—~ kxN —~ . L . .
have |9-C<I>N2A| =|C| = O((@) ) Namely, log(|9{ﬁN2A|) = O(k:N log(%)). Given this,

Recall that J/-\CENQ A 1s a finite approximation of JH{

.. x B*(2A), where we choose 7 =

N
together with the setting of & in Claim D.5 and the fact that A" is in JTCﬁNz A, hote that Claim D.5
follows from a straightforward uniform convergence bound for the hypotheses in 9’-\(3,\]%. Note also
that the proof of Claim D.4 follows directly from the standard accuracy guarantee of the exponential

mechanism when instantiated on j:CﬁNZ A- In particular, since the score function is —Rs(~), with
probability at least 1 — 3/4, the excess empirical loss of A" is bounded by O(%), which
yields the bound claimed in Claim D.4 given the bound on |C| above and the setting of .
‘We now turn to the proofs of Claims D.2 and D.3. We start with the proof of Claim D.2.

For each i € [m] and each j € [L], let v; ; € RY denote the output of the j-th layer of h, on
input x; prior to activation (i.e., v; ; is the input to the neurons of layer j + 1 when the input to the
network h, is the i-th feature vector z; in the dataset S). Analogously, for each i € [m] and each
je[L], let vf ; denote the output of the j-th layer of h? on input x; prior to activation. Also, let

uij = P(vig) - w(v?,’j), ie[m],je[L].

As a direct corollary of Lemma D.1, by applying the union bound over the choice of @, ..., P14,
there is a constant ¢ > 0 such that with probability 1 — 5/4 over the choice of @, ..., D1, for all
i€ [m],j € [L], we have

@517 < A2(1 ey, W) (19)
log(L
IOV @] 1y 10 eng1) = (W) (s 1) o € Aoy )l 22 o1, o)
log(L
V7Y @1 11— (W) s < el [ EED iy oy
log(L
VY g~ (W3 il < ey [ PEEM) @2

We now condition on the event where all the above inequalities are satisfied for the remainder of the

proof. Below, we let 7 = ¢/ M < 1. First, from (19), there is a setting k as indicated in the

statement of the claim, where ||®,_; Wi |7 < 2A. Thus, h? € U{ENM.
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Now, fix any i € [m]. Define I'; = (W} ) ¢ (v;j-1) - (Wj*)T@;71®j71¢(vfj_l)HQ for j € [L].
Observe that

[P (2:) = 3 ()| =T
(W) e (vi-1) = (W) @ @1o1t(v] )|
W) (vip-1) = (W) @y @1t (vi,p-1))]
+ |(WE)T‘I’2—1‘I)L—11/J(U1',L—1) - (WE)T¢E—1®L—1¢(U§L—1)‘
<A (i) 2 + (W5 @] @1 (v(vi,n-1) - (vi, 1)) (follows from (20) and the fact W} € B (A))

=AY (vip-1)|2 + |[(W}) @ 1 Pr_1ui 1] (by definition of u; ;-1 given above)
<A (vi-1) |2 + (L +7)Allwi 1] 2 (follows from (21))

<TAN$(vi 1) 2+ 28] (vi, 1) = (vi )12

<A vi, -1z + 20A v -1 — v ]2 (since 1 is n-Lipschitz and 1(0) = 0)

=7 s,z |2+ 20 (W7 ) (i po0) = (Wi 1) @F p@roav (v ) 2
=tnA|vip-1]2 +2nAT 4

Hence, we obtain I';, < 7nA|v; 112 + 2nAL'L_;. Before we solve this recurrence, we first unravel
the term ||v; 1,—1 2. Note that

lvi,e-1ll2 = [(WL_1) " (vi,L-2) |2
<[Wioille - [9(viz-2)l2
<A vi L2

Proceeding recursively, we obtain
loi,p1fle < " 2AF T gl < P T2ARE
Plugging this in the recurrence for I'z, above yields
I'p < TmL’lAL +2nATL ;.

Unraveling this recursion (and using (22) in the last step of the recursion) yields

et = h2 )l = T < r(2nA) a7 = oy [ B oy

10222 (2nA)2E"D A2 log(Lm/B)
2

Note that choosing k = guarantees | (x;) — h¥ (z;)| < & for all
i € [m]. Hence, as in the argument of the proof of Theorem 3.1, this implies that for all ¢ € [m],

Yihi(xi) > p = yih?¥ (x;) > 5. Thus, Eg's’)(hf) < R%(h.). This concludes the proof of Claim D.2.
Finally, we prove Claim D.3.

P

As shown in Claim D.2, we have h{ € Hy, 2, . Since HE 4 is a y-cover of H there exists h €

NN2A NN2A’
Hiy2a that “approximates” hY. Namely, there is h € S .. defined by matrices (W1,..., W) eC
such that
L
YW, - @ W[ E <42,
j=1
where, as defined before, (2oW7,...,®1_1W}) are the matrices defining h‘f. We choose v =

[
10r(4nA)L-1-

To simplify notation, we will denote
W=, W),V jelL].

As before, for each i € [m],j € [L], we let v;’; ¢ R denote the output of the j-th layer of hY on

input x; prior to activation, and let ¥; ; denote the output of the j-th layer of h on input x; prior to
activation.
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Again, as a corollary of Lemma D.1 (by applying the union bound over the choice of ®¢,...,®;_1),
there is a constant ¢ > 0 such that with probability 1 — 5/4 over the choice of @y, ..., P _1, for all
i€[m],j € [L], we have

1;-10-1) 1 sw(m,j_l)@(l B é\/bg(L,j”/m), je1 @3
log(L
1501 (6(05-1) =000 B <1 (00) - wvfjmz(l co/ g(k””‘/B)) i1 e

log(Lm/B) )

A (25)

[Po; |2 §r2(1+é

We will condition on the event above for the remainder of the proof. Note that for the setting of k as

in Claim D.2, we have (1 +Cy\/ M) < 2.

For each j € [L], define
Aj 2 W] 19(0,5-1) - iji’7*q>j_1¢(u;1jj_1)\|2.

Fix any ¢ € [m]. Observe

A (x:) = hY (@) = A
WL 19 (Bip1) - (Wf’*)T@L—1¢(5¢,L—1)|

WY @p19p(Ts,1-1) = (W) @19 (vf )|
< Wo =W || @1t (B 1) 2 + WL || @roa (V(Ts,01) = (0f10) 2
<[ @r19(Bi-1) ]2+ 2A @11 (Y(Ti,p-1) = (v, 1))z (Cisy-coverand W * e B¥N (24))
V27 903, p-1) |2 + 2V2A [ (D5 1-1) = ¥ (vF 1) |2 (follows from (23)-(24))
N2 B, 0-1 ]2 + 2V20A |G n-1 - vp 1]l (4 is n-Lipschitz and ¢ (0) = 0)
V20 |[W] @ p-atp(B1,0-2) |2 + 2V20A W] @ atp(Bi.0-2) - Wi 1 Lot (v, )2
=29 [W]_ @1 op(Bi 1-2) |2 +2V20A ALy
Hence, we arrive at a recursive bound

AL V2 [W]_ @0 ath(55,0-2) ]2 + 2V2nA Ap 1.

Before proceeding, we first unravel the term HFW/LT&@ L-2¥(0i 1-2)]2. Let’s denote this term as
Bj,_1. Observe that

Br 1 =|W] @ 0(0in2)2
WLt | P @ L2t (5:,-2) |2
<S2V2A[ (B3, 0-2) 2
<OV20A | 1o
=2V20A W] _,® 1 30(Ti L-3)|2
=2v2nABp_s

Thus, continuing recursively, we get By, _; < rn”2(2v/2A)%~! (where in the last step of the recursion,
we use (25)). Plugging this back in the recursive bound for Ay, we get

A <V2yr(2V20A) T+ 2V2n A AL

Unraveling this recurrence yields
AL <V2yrL(23/2nA) 1
<2V 2vyr(4nA)F!

27



Algorithm 5 A ,pmarg: Private learning algorithm under label-privacy

Require: Dataset S = ((21,91), -, (Tm,ym)) € (B x {£1})"; privacy parameter & > 0; margin
parameter p.
1: Compute the p/2 minimal cover H, = €(H,, p/2, z}").
2: Run the Exponential mechanism with privacy parameter e, sensitivity 1/m, and score function
~R2(h), hel, toselect hP™ e 7.
3: return hP™.

Thus, by the choice of 7, we have |h(z;) — h® (z;)| < £ for all i € [m]. Hence, as before, we have
(yih (z:) > p/2) = (yih(z;) > 0) for all i € [m], which implies that

Rs(h) < RE*P(hY).

Since 7% € argmin Rg/(h), then we have Rg(h®) < Rg(h). Therefore, we can write
heX®
NNZ2A

Rs(R®) < B2 (h?).

This concludes the proof of Claim D.3 and completes the proof of Theorem 5.1. O

E Label-Private Algorithms with Margin Guarantees

In many tasks, the features are public information and only the labels are sensitive and need to
be protected. Several recent publications have suggested to train learning models with differential
privacy for labels for these tasks, while treating features as public information [Ghazi et al., 2021,
Esfandiari et al., 2021]. This motivates the following definition of label differential privacy.

Definition E.1 (Label differential privacy). Let e,5 > 0. Let A: (X x V)™ — H be a (potentially
randomized) mechanism. We say that A is (g, §)-label-DP if for any measurable subset O c 3 and
all 8,5 € (X x V)™ that differ in one label of one sample, the following inequality holds:

P(A(S) € O) <e®P(A(S') € O) +4. (26)

Ghazi et al. [2021] gave an algorithm for deep learning with label differential privacy in the local
differential privacy model. Yuan et al. [2021] proposed and evaluated algorithms for label differential
privacy in conjunction with secure multiparty computation. Esfandiari et al. [2021] presented a
clustering-based algorithm for label differential privacy. There are several other works which show
pitfalls on label differential privacy [Busa-Fekete et al., 2021a,b].

Here, we design a simple algorithm for label differential privacy, which we show benefits from margin
guarantees for any hypotheses class with finite fat-shattering dimension, including the class of linear
classifiers, neural networks, and ensembles [Bartlett and Shawe-Taylor, 1999].

We first introduce some definitions needed to describe our algorithm. Fix p > 0. Define the p-
truncation function 3,: R — [—p, +p] by ,(u) = max{u, —p}1ly<o + min{u, +p} 1y, for all u € R.
For any h € H, we denote by h,, the p-truncation of h, h, = 3,(h), and define H, = {h,: h € H(}. For
any family of functions &, we also denote by N (F, e, z7") the empirical covering number of F over
the sample (1, ..., ) and by C(F,e,2T*) a minimum empirical cover. With these definitions, the
algorithm is given in Algorithm 5. The algorithm uses an exponential mechanism over a cover of
truncated hypotheses sets.

Theorem E.1. Algorithm 5 is e-label-DP. Let D be a distribution on X x ) and suppose S ~ D™,
Letc=17 and d = fat » (H) and M =1+ dlog,(2¢*m) log, 20;’” +log % For any 8 € (0,1), with
Priv

probability at least 1 — 3, the output w" "™ satisfies:

64 log( 2
Ro (hprIV)<m1n(Rg(h)+2 mng(h)\/ )+W+ 5m(ﬂ)
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Before we prove the above theorem, we first want to remark that while our algorithm is computa-
tionally inefficient, it admits strong theoretical guarantees. First, it is an (¢, 0) pure label-differential
privacy guarantee. Second, it is dimension-independent. Furthermore, our algorithm benefits from a
relative deviation margin bound that smoothly interpolates between the realizable case of R% G(w)=0
and the case of R%(w) > 0. As a corollary, note that up to constants one can always get privacy for
€ > 1 for free. Finally, observe that this bound holds not only for linear classes, but also for any hy-
pothesis set with favorable p-fat-shattering dimension. In particular, we can use known upper bounds
for the p-fat-shattering dimension of feed-forward neural networks [Bartlett and Shawe-Taylor, 1999]
to derive label-privacy guarantees for training neural networks.

We now prove Theorem E.1.

Proof. The e-differential privacy guarantee follows directly from the properties of the exponential

mechanism. In particular, given the finite class ’,T—Zp and the score function —Eg/ 2(h), h € ’;Z,,, the
algorithm becomes an instantiation of the exponential mechanism [McSherry and Talwar, 2007].

%@:(2/@ then the
Qéﬁkgﬁﬂﬁl . By

We focus on proving the utility guarantee in the rest of the proof. If m <
bound follows trivially. Hence in the rest of the paper, we focus on the regime m >
definition of ’;Zp, for any h € I there exists g € ’;ZP such that for any z € 1",

p
o) ~h()] < 2.
Thus, for any y € {-1,+1} and x € 7", we have |yg(z) — yh(z)| < p/2, which implies:

Lyg(ay<p/2 < Lyn(a)<p-

Let h§ € argmin R? % (h). By the construction of ’;T—Zp and the above argument,
heH

min R?/*(n) < R%,(h%). 27)
€fp
We now bound the size ﬁp.
|’Hp| = Noo(H,, p/2,2T").
By [Bartlett, 1998, Proof of theorem 2], we have

2cem

log max[/\/ (7, 2,27)] < 1+ d'logy(2¢*m) log, —— T

paga

where d' = fat » (H,) < fat o (}) = d and ¢ = 17. Given the bound on the sample size in the
theorem statement and the properties of the exponential mechanism [McSherry and Talwar, 2007],
value of m, with probability at least 1 — 3/2,

32M log(2/5)

Eg/Q(hp'iv) < min RE(h) +
heHl, em

32M log(2/5)

< By(n) + =2

(28)

By Lemma A.2, with probability at least 1 — 3/2,

R, (h,pnv) <Rp/2(hpr|v)+2 [Rp/2(h)M M 29)
m

where M = 1+dlog,(2¢?m)log, 2™ +log 2 3,c¢=17,and d = fat p (}(). Combining (28) and (29)

yields
/ 2M 64M 1 2 /3
(hPHV) < Rp (hS) 9 Rg(h ) ;g( / )

The lemmas follows by observing that if h* € argmm Rp (h) if and only if h* € argmm R? 2(h) +
heH her
2/ Re(h) X, O
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Algorithm 6 Api,m¢: Algorithm to select confidence margin

Require: Dataset S = ((z1,91),-- -, (Zm,Ym)) € (X x {£1})"™; algorithm .A; bound F(p, g,(95));
hax an upper bound on p; privacy parameters € > 0,9 > 0; and confidence parameter 5 > 0.
I: LetV = {pj 292 hpax t J € [J]} , where J = %log(m).
2: Run the generalized exponential mechanism [Raskhodnikova and Smith, 2016, Algorithm 1]
over V with privacy parameter € and score function —F'(p;; g,, (S)) for p; € V, to select p* € V.
3: Run A on the dataset S with margin parameter p* and privacy parameters (g,0), confidence
parameter (3, and return its output w"".

F Confidence Margin Parameter Selection

The algorithms of Sections 3, 4, 5 and Appendix E can all be augmented to include the selection of the
confidence margin parameter p b?; using an exponential mechanism. All of the proposed algorithms
in the previous sections output w" ™ such that

R (w"™) < F(p,g,(9)),

where g,(.9) is either the minimum p-margin loss or the minimum p-hinge loss. Furthermore, in all
our results, for any fixed ¢, F'(p, t) is a non-increasing function of p and g,(S) is a non-decreasing
function of p for any S. Suppose we have an algorithm .4 such that the above inequality holds. We
can then augment it with an exponential mechanism algorithm to select a near-optimal margin p. Let
hmax be an upper bound on max,exy maxpegc |h(x)|. For example, hy,ay = Ar for linear classifiers.
If himax > p, then the bound F'(p; g,(S)) becomes trivial (i.e., 2(1)). Similarly, the bound typically
becomes trivial when p $ h“ﬁ It is easy to see this property for linear classifiers, for other models

such as neural networks with label privacy it can be obtained by bounds on fat-shattering dimension
[Bartlett and Shawe-Taylor, 1999]. Hence, without loss of optimality, we will seek an approximation

for popt that minimizes F'(p; g,(S)) for p € [h”ﬁ, hmax]. To do this, we define a finite grid over the

above interval: ) = { Pj =2 hpax j€[J ]} , where J = 1 log(m). We use an instantiation of the
generalized exponential mechanism, with score function —F(p; g,(S)), p € V and privacy parameter
e, to select p* € V that approximately minimizes F'(p; g,(.5)) over p € V. We use the generalized
exponential mechanism as the sensitivity of —F'(p;;g,,(5)) depends on p;. We then run A with
margin parameter p = p* to output the final parameter vector w"". For clarity, we include a formal
description of the full algorithm in Algorithm 6. We now state the guarantee of the augmented
algorithms.

Lemma F.1. Ler § € (0,1). Suppose S ~ D™ for some distribution D over X x Y. Suppose A
is (¢,0) differentially private and its output satisfies R (w™™) < F(p, g,(S)) with probability at
least 1 — 3. Furthermore, for any t, let F(p,t) be a non-increasing function of p and g,(S) is a
non-decreasing function of p for any S. Then, Algorithm 6 is (2¢,9)-differentially private and with
probability at least 1 — 203, the output w"™ satisfies:

Rp(w”™)<  min F(p/2,gp(S))+Ap/i(F).1og(logém))a

P e

where A, (F') is a non-decreasing function of p and is an upper bound on the sensitivity of F' given
by A,(F) = maxg gr.4(s,5)-1 [F(p, 90(S)) = F(p,9,(S"))| and d(S, S") is the number of samples
in which S and S’ differ.

Proof. The privacy guarantee follows from the basic composition property of differential privacy
together with the fact that the generalized exponential mechanism invoked in step 2 is e-differentially
private and A is (e, §)-differentially private.

‘We now turn to the proof of the error bound. Note that there exists p € }V such that p < pope <2+ p. By
the properties of the generalized exponential mechanism [Raskhodnikova and Smith, 2016, Theorem
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I.4] and the fact that the sensitivity of F'(p, g,(S)) is A,(F"), with probability at least 1 — 5 we have

Pl (5)) S mip Pl () + 2250 1og (2500

<F(p;95(59)) + AﬁéF) .log(logém))
Appys (F) log(m)
; -log( 3 )

< F(f; 9pope (5)) + Apmf L .log(log(m) )

< F(p;95(5)) +

B

A opt, (F ) 10 m
Flpap2:91,(8)) + 2222 g (2500 G0
where the last two inequalities follow from the fact that for any ¢, let F'(p,t) be a non-increasing
function of p and g,(.S) is a non-decreasing function of p for any S. By the assumption on A, with
probability 1 - 3,

R (w™™) < F(p*59+(S)). (31)
Combining (30) and (31) yields the lemma. The error probability follows by the union bound. [

The above lemma can be combined with any of the algorithms of Section 3, 4 and Appendix E. We
instantiate it for Aggprivmrg in the following corollary. Below, we compute sensitivity for the bounds
on other algorithms, which can be used to get similar guarantees.

Corollary F.2. Let $ € (0,1) and m € N. Suppose S ~ D™ for some distribution D over X x ).
Recall that by Theorem 3.2, the output of Algorithm 2 (denoted by w') with probability at least 1 — 3/2

satisfies, Rp (w") < F(p, g,(S)), where g,(S) = wer]ggr(l/\) L% (w) and

F(p',t) =t+0(\/@+ /;Z"(\/lm N log(g)l\ji%;)logﬂ&))).

Let w"™ be the output of Algorithm 6 with inputs S, privacy parameters /2,5, bound F(p, 9,(5)),

algorithm Aggprivmrg, confidence parameter [3/2, and huax = Ar. Then wP s (g,0) differentially
private. Furthermore, with probability at least 1 — [3,

RD(wPriv) < min F(p/27gp(5))+0(7,;;\;5 1Og(10g(m)))

pe[ %,Ar] 6

Lemma F.3. Fix p > 0. Let the functions Fy, Fs, Fs, Fy and F5 are defined as follows:

weB(A) m(p')? m

7 0 r log(%2) log(4) log# (1)

F5(p',9,(9)) = mln L%(h) + O(\/W+M(1+ log(?)log(l)logi(}s)))
' m o\ Vm ;

A2r2]og”( 2 log( L
Fi(p',9,(8)) = min RE(w)+0 ﬁg(w)( & (6)+ g(ﬁ))+r 7

Jem

oo 2
Fi(p',9,(S)) = min R h)+2\/m\/7++64MlTng(B)

r ?,,2 2L
Fy(p,9,(S)) = min AR‘g(h)+o( (277;})¢%_+ ((22'/)\2)5771]\79)’
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where M is defined in Theorem E.1 and T is defined in Theorem 3.1. Then

A2r210g2 m
a0 Lo ) )
m p? B

m

A (E)=0(50 )

Ar
A (Fy) = 0(7)
am) -0 N_)

A, (Fs) :O(E).

Proof. We provide the proof for the bound on A ,(F>). The proof for other quantities is similar and
omitted. Let S” and S” be two samples that differ in at most one sample. Without loss of generality,

let F1(p,9,(5")) 2 F2(p, 9,(5")). Let

[loa1/5)  Ar( 1 Vog(%) log(1) log (1)
m p

w' € argmin L2, (w) + O

weB(A) m M
and
m 3.1
~ [log(1 Ar 1 /los(5)log(5)log? ()
w" € argmin L, (w) + O M P D B B 9 _
weBd(A) m p | vm JVem
Then

Fi(p,gp(8) = Fap,gp(S")) = T (w') = T, (w")
< ’L‘g/(w//) _ Zp,,(wll
2

< — |w- |
mp wE]B'i(A) xe]Bd(f)

< —Ar.
mp

G Example of high error for exponential mechanism

Lemma G.1. Let d > c for some constant c and p € [0, 1]. There exists a distribution D over B¢ and
a subset H € Hi, such that the following hold:

* Realizable setting: There exists a h* in H such that Rp(h*) = 0.
* Only one good hypothesis: For any hin H ~ {h*}, Rp(h) = 1.
* A good cover: For any two hy,, hyy € H, their corresponding weights satisfy |[(w, w')| > 1/8.

* Exponential mechanism incurs high error: Given m < ¢ -d/e samples D, with probability
at least 9/10, the exponential mechanism on —RY(h) will select a h such that Ry, (h) = 1.

Proof. Let D be defined as follows. Let D(z) be a uniform distribution over {-1/v/d, 1/v/d}¢ and
y =1if 21 >0, 0 otherwise. The optimal hypothesis h*(x) = 1,0 and satisfies Rp (h*) = 0. Let

H ={h*} U {hy:we W}, where W is the largest set such that for all w € W, w; = —1/\/d and for
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any two w, w’ € W, [{w,w’)| > 1/8. Bythe Gilbert-Varshamov bound, the size of such a set is at least
2¢4 for some constant c. Note that for any # \ {h*}, Rp(h) = 1.

Now suppose we use the exponential mechanism with score —Eg(h). The probability of selecting
the correct hypothesis is at most

1 1 em/2-c'd
= < =e .
Zhe{hw:weW} GXP(—Rg(h)g/zm) 20dgem/2

Hence if m < ¢’ /de, then the probability of choosing h* is at most e~ #2 < 1/10 for d > % +3.
O
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Figure 3: Simple example in dimension one for which the minimizer of the expected hinge loss E[¢ hi"ge(w)] is
w* = 2 and thus [w”| = £ > 1fory < L.

H Example of a large norm hinge-loss minimizer

Fix a € [0,1] and y € (0, ). Consider the distribution D on the real line (dimension one) defined as
follows: there is a probability mass of § at coordinate (+7,~1), a probability mass of § at (-r, +1),
a probability mass of 1_Ta at (+v,+1), and a probability mass of I‘T‘* at (—v, —1). Figure 3 illustrates
this distribution. We first examine the expected hinge loss £""8®(w) of an arbitrary linear classifier
w € R in dimension one:

a [max{0,1 - wy} +max{0,1 - wy}]

chinee(qy) = %[maX{O7 1+wr}+max{0,1+wr}]+
= amax{0,1+wr}+ (1-«a)max{0,1-wvy}.

Thus, distinguishing cases based on the value of scalar w, we can write:

a(l+wr)+(1-a)(1-wy) ifwe[O,%]
ghinge (1) = a(l+wr) ifwz%
a(l+wr)+(1-a)(1-wy) ifwe[-1,0]
(1-a)(1-wy) ifw< -1,
w(ar-(1-a)y)+1 ifwe[(),%]
_Ja(l+wr) ifwz%
w(ar-(1-a)y)+1 ifwe[—%O]
(1-a)(1-wv) ifws—%.

To simplify the discussion, we will set 7 = 1 and a = , with y << 1. This, implies (ar - (1 -a)y) =

a(-1+2a) < 0. As aresult of this negative sign, the best solution for the first two cases above is

w = % w = 0 in the third case, and w = —% in the last case. The loss achieved in the two latter cases

is 1and (1 -a)(1+ 1), both larger than the loss a(l+ %) obtained in the first two cases. In view of
that, the overall minimizer of £""8®(w) is given by w* = %, with £hinge(q*) = %(1 + ). Note that
the zero-one loss of w* is £(w*) = a = 1.
Thus, for this example, the norm of the hinge-loss minimizer is arbitrary large: |w*| = % > 1. In

particular, for a sample size m, we could choose v < %, leading to |w*|| > m. Note that, here, any
other positive classifier, w > 0, achieves the same zero-one loss as w*. For example, w = 1 achieves
the same performance as w* with a more favorable norm.

Our analysis was presented for the population hinge loss but a similar result holds for the empirical
hinge loss.
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