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vent detection in massive datasets has appli-
Ecations to multiple domains, such as informa-
tion diffusion or detecting disease outbreaks. In
many of these domains, the data has an underlying

graph or network structure: for example, an out-
break might spread via person-to-person contact.
In the typical, graph-based event detection prob-
lem, we are given a graph structure G = (V, E)
and a time series of observed counts for each
graph node v;, and must detect connected sub-
graphs in which the recently observed counts are
significantly higher than expected. Assuming that
the graph structure is known, we can use various
graph-based event detection methods to detect
anomalous subgraphs.!=3 A standard approach is
to maximize a log-likelihood ratio statistic
F(S) = log(Pr(Data|H1 (S))/Pr(Data|HO)) over con-
nected subgraphs S. For example, we can com-
pute the expectation-based Poisson scan statistic,*
which assumes Poisson-distributed case counts and
a uniform multiplicative increase over the affected
subgraph, as F(S)=(Clog(C/B)+B-C)1{C>B}, in
which the observed and expected counts are ag-
gregated over subgraph § and denoted as C and
B, respectively. Maximizing F(S) over connected
subgraphs is computationally challenging, but
the GraphScan algorithm3 can optimize F(S) effi-
ciently and exactly, scaling to graphs an order of
magnitude larger than the previously proposed
FlexScan approach? while outperforming heuristic
approaches such as upper-level sets.!

In many cases, however, the network structure
is unknown. For example, the spread of disease
may be influenced by latent commuting patterns.
Assuming an incorrect graph structure can result
in less timely and less accurate event detection,
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because the affected area may be disconnected and
therefore may not be identified as an anomalous
subgraph. In such cases, learning the correct graph
structure has the potential to dramatically improve
detection performance. Thus, our goal is to learn a
graph structure that minimizes detection time and
maximizes accuracy when used as an input for
event detection.

Several recent methods learn an underlying graph
structure using labeled training data.’~” However,
in many cases, labeled data is unavailable: for
example, public health officials might be aware
that an outbreak has occurred but might not know
precisely which areas were affected and when.
Hence, we focus on learning graph structure from
unlabeled data, in which the affected subset of
nodes for each training example is not given, and
we observe only the observed and expected counts
at each node.

Graph Learning Framework

Our framework for graph learning takes as input
a set of training examples {Dy, ..., D;} assumed to
be independently drawn from some distribution D.
Each example D; represents a different snapshot of
the data when an event is assumed to be occurring
in some subset of nodes that are connected in the
true (unknown) underlying graph structure Gr. For
each example D, we are given the observed count
x; and expected count y; for each graph node v;, i =
1 ... N. We assume that each training example D;
has an unobserved set of affected nodes S,-T that is a
connected subgraph of Gr. Unaffected nodes v; ¢ S/T
are assumed to have counts x; drawn from some
distribution with mean p;, whereas affected nodes
v; eS,.T are assumed to have higher counts. Given
these training examples, we have three main goals:
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e Accurately estimate the true underlying
graph structure Gr.

e Given a separate set of test examples
{D1, ..., Dj} drawn from D, identify
the affected subgraphs S/-T. Accuracy
of detection is measured by the
average overlap coefficient between
the true and identified subgraphs.

e Distinguish test examples drawn from
D from examples with no affected
subgraph (S/.T = ¢). Detection power is
measured by the true positive rate for
a fixed false-positive rate.

A key insight of our graph learning
framework is to evaluate the quality of
each graph structure G,,, with 7 edges,
by comparing the most anomalous
subsets detected with and without the
graph constraints. For a given training
example D;, we can use the fast sub-
set scan® to identify the highest -scoring
unconstrained subset S =argmax F(S),
with score F Es; ) This*an be
done efﬁciently (1n hnear rather than
exponential time) because expecta-
tion-based scan statistics satisfy the
linear-time subset scanning property.$
We can use GraphScan to compute
the highest-scoring connected subgraph

Swi = F

1 s i, 10 With score By =
Es m/) We then compute the mean
normalized score E_ (G :(1/.])
i, J(Fmj/F;) averaged over all J train-

ing examples as a measure of graph
quality.

Intuitively, if a given graph G,, is
similar to G, then the maximum
connected subgraph score F,,; will be
close to the maximum unconstrained
subset score F; for many training
examples, and F Wm(Gm) will be close
to 1. On the other hand, if graph G,,
is missing essential connections, we
expect the values of F,,; to be much
lower than the corresponding F;, and
Eom(G,) will be much lower than 1.
Additionally, we would expect a graph
G,, with high scores F,,; on the training
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examples to have high power to detect
future events drawn from the same
underlying distribution. However, any
graph with a large number of edges
will also score close to the maximum
For example,
is the complete graph
) =1. Such

result in

unconstrained
if graph G,,
on N nodes, then F,,,. (G
underconstrained graphs
reduced detection power. Thus,
wish to optimize the tradeoff between
a higher mean normalized score and a
lower number of edges 72. Our solution
is to compare the mean normalized
score of each graph structure G,, to
the distribution of mean normalized
scores for random graphs with the
same number of edges m and choose
the graph with the most significant
score given this distribution.’

score.

we

To avoid removing
potentially important
edges, we use correlation fo
break ties.

Learning Graph Structure
Algorithm

Considering the mean normalized
score E,..(G, )= (1/])27=1 ] (Fm//F/)
as a measure of graph quality, we can
search for the graph G,, with the highest
mean normalized score. However, it is
computationally infeasible to sea
exhaustively over all 2V| (V] 1572
graphs. Even computing the mean
normalized score of a single graph G,,
could require a substantial amount of
computation time, because it requires
calling a graph-based event detection
method such as GraphScan to find the
highest-scoring connected subgraph
for each training example D;. We refer
to this call as BestSubgraph(G,,, D;)
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for a given graph structure G,, and
training example D;. Here, we instan-
tiate BestSubgraph using the GraphScan
algorithm3 (for a comparison of other
alternatives, see our previous work?).

Thus, we propose Learning Graph
Structure (LGS), a greedy framework for
efficiently learning graph structure. LGS
starts with the complete graph on N nodes
and sequentially removes edges until no
edges remain (see Figure 1). For each
graph G,,, we produce graph G,,_; by
considering all 71 possible edge removals
and choosing the one that maximizes
the mean normalized score, which we
refer to as BestEdge(G,,, D). Once we
have obtained the sequence of graphs
Go, ..., Gy, we can then use random-
ization testing to choose the most
significant graph G,,,, as described earlier.
The idea is to remove unnecessary edges
while preserving essential connections
that keep the maximum connected
subgraph score close to the maximum
unconstrained subset score for many
training examples.

However, a naive implementation
of greedy search would require
O(N#) calls to BestSubgraph, because
O(N?) graph structures G,,_; would
be evaluated for each graph G,, to
choose the next edge for removal.
Even a sequence of random edge
removals would require O(N2) calls
to BestSubgraph to evaluate each
graph Gy, ..., Gy. As described in
our previous work,” our efficient
graph learning framework improves
on both of these bounds, performing
exact or approximate greedy search
with O(N’) or O(N log N) calls to
BestSubgraph, respectively. The key
insightisthat, foragivengraph G,,and
example D;, only O(N) of the O(N?)
candidate edge removals disconnects
the highest-scoring subgraph S For the
remaining edges, we know Sm 1= Sm/
and do not need to call BestSubgraph.

To implement BestEdge(G,,, D), we
note that greedily choosing the edge that
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1. Compute correlation p;;, between each pair of nodes v; and v,, i #

2. Compute the highest-scoring unconstrained subset S; and its score F; for each example D; using

G, with e;; removed.

11.
significant graph G,.

the fast subset scan.®
_NW-1) 5 = @0
3. For m =————=, let G, be the complete graph on N nodes. Set Sj; S
training examples D;, and set E;mm (G,) = 1.
4. while number of remaining edges m > 0 do
5. Choose edge e;, = BestEdge (G,, D), and set G, =
6. for each training example D; do
7. If removing edge e;, disconnects subgraph S, ., then set S,
Foq,;= F(S;, ;). Otherwise, set S, 4,;= Sp;and Fo 4 ;= F..
8. end for
— 1 mel,j
9. Compute F, .. (G,) :72j= 1oeend
F.
10. end while I

Repeat steps 3 through 10 for R randomly generated sequence of edge removals to find the most

k, to be used in step 5.

and F,; = F; for all

Jf J

; = BestSubgraph (G, ;, D;) and

Figure 1. The Learning Graph Structure (LGS) framework.

maximizes the mean normalized score
for each graph G,, could still be pro-
hibitively expensive. Thus, we consider
a faster (but approximate) “pseudo-
greedy” approach that uses the fact that
F,,_1j=F,; if removing edge e;, does not
disconnect subgraph s, and F,,_; ;< F,,,
otherwise. Thus, we count the number
of subgraphs §,,, for j =1, ..., ], which
would be disconnected by removing
each possible edge ¢;, from graph G,,,
and we choose the ¢, that disconnects
the fewest subgraphs. The resulting
graph G,,_; is expected to have a mean
normalized score E,,. (G, ), which
is close to E,,, (G,,), since F,,_1;=F,;
for many subgraphs, but this approach
does not guarantee that the graph G,,_;
with highest mean normalized score will
be found. However, because we choose
the edge e;, for which the fewest sub-
graphs S:m- are disconnected, and only
need to call BestSubgraph for those ex-
amples D; where removing e;, discon-
nects S,,;, we are choosing the edge e,
that requires the fewest calls to Best-
Subgraph for each graph G,,. This re-
sults in only O(N log N) calls to Best-
Subgraph instead of O(N?) for the exact
greedy method.® To avoid removing po-
tentially important edges, we use corre-
lation to break ties: if two edge removals

ej, disconnect the same number of sub-
graphs, the edge with the lower correla-
tion is removed. The intuition is that if
two nodes are connected by an edge in
the latent graph, then we expect both
nodes to be simultaneously affected or
unaffected by an event.

Experimental Setup
Our experiments focus on detection of
simulated disease outbreaks injected
into real-world Emergency Department
(ED) data from 10 hospitals in Allegh-
eny County, Pennsylvania.” The data-
set consists of the number of ED ad-
missions with respiratory symptoms for
each of the N = 97 ZIP codes for each
day from 1 January 2004 to 31 Decem-
ber 2005. Our simulations assume
that the disease outbreak starts at a
center location (chosen uniformly at
random) and spreads over some un-
derlying graph structure, increasing in
size and severity over time. Outbreaks
were assumed to be 14 days in length,
and we assume that an affected node
remains affected through the outbreak
duration. Our previous work provides
a detailed description of the outbreak
simulation.’

We considered simulated outbreaks
that spread from a given ZIP code
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to spatially adjacent ZIP codes, as is
commonly assumed in the literature.
Thus, we formed the adjacency graph
for the 97 Allegheny County ZIP codes,
in which two nodes are connected by
an edge if the corresponding ZIP codes
share a boundary. We performed two
sets of experiments: for the first set, we
generated simulated injects using the
adjacency graph, whereas for the second
set, we added additional edges between
randomly chosen nodes to simulate
travel patterns. As noted earlier, a
contagious disease outbreak might be
likely to propagate from one location to
another that is not spatially adjacent,
based on individuals’ daily travel.
We hypothesize that inferring these
additional edges will lead to improved
detection performance. For each set
of experiments, we produced | = 200
training injects and an additional 200 test
injects drawn from the same distribution.

We compared the performance of our
learned graphs with that of the learned
graphs from the MultiTree algorithm,”
which was shown to outperform
previously proposed graph structure
learning algorithms such as NetInf’ and
ConNle.® We used the publicly available
implementation of the algorithm, and
we assumed that MultiTree is given
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the true labels of the affected subset of
nodes for each training example. For
each competing method, once a graph
structure was learned, we used the
GraphScan algorithm (assuming the
given graph structure) to identify the
highest-scoring connected subgraph S
and its likelihood ratio score F(S) for
each day of each simulated inject, and
for each day of the original ED data
with no cases injected.

We evaluated detection performance
using two metrics: average time to
detection (assuming a false-positive
rate of 1 per month, typically
considered acceptable by public
health), and spatial accuracy (overlap
between true and detected clusters). To
compute detection time, we first com-
pute the score threshold Fi g, for de-
tection at 1 false positive per month.
This corresponds to the 96.7th per-
centile of the daily scores from the
original ED data. Then, for each sim-
ulated inject, we compute the first
outbreak day d with F(S) > Fy,.sph and
average the time to detection over all
200 test injects. To evaluate spatial ac-
curacy, we compute the average over-
lap coefficient between the detected
subset of nodes §™ and the true affected
subset ST at the midpoint (day 7) of the
outbreak, where overlap is defined as
(15 AsTI/187usTI).

Detection performance is often
improved by including a proximity
constraint,® in which we perform
separate searches over the local
neighborhood of each of the N graph
nodes, which comprises that node and
its £ — 1 nearest neighbors, and re-
port the highest-scoring connected
subgraph over all neighborhoods. We
evaluate how performance varies as a
function of neighborhood size, con-
sidering all k=5, 10, ..., 45.

Experimental Results

We first evaluated the detection time
and spatial accuracy of GraphScan,

MARCH/APRIL 2017

0.55
9.8
0.50
9.3
= 0.45
2 5
3 88 S 040
s 5
®
2 83 % 0.35
g B 030
278 S
0.25
7.3 0.20
6.8 0.15
0 10 20 30 40 50 0 10 20 30 40 50
Neighborhood size Neighborhood size
-~ True graph LGS >¢ Multitree

Figure 2. Comparison of detection performance of the true and learned graphs
for injects based on ZIP code adjacency. The graphs learned by LGS achieved more
timely detection than the true graph while maintaining a comparable spatial

overlap coefficient.
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Figure 3. Comparison of detection performance of the true, learned, and adjacency
graphs for injects based on adjacency with simulated travel patterns. The graphs
learned by LGS achieved more timely detection than the true graph or assuming an
incorrect graph (the adjacency graph in this case) while maintaining a comparable

spatial overlap coefficient.

using the graphs learned by LGS and
MultiTree, for simulated injects that
spread based on the adjacency graph,
as shown in Figure 2. The figure
also shows GraphScan’s perfor-
mance given the true ZIP code ad-
jacency graph. The graphs learned
by LGS had a better spatial overlap
coefficient and more timely detec-
tion as compared to graphs learned
by MultiTree. Surprisingly, all of the
learned graphs achieved more timely
detection than the true graph: for the
optimal neighborhood size of k =
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30, LGS detected an average of 1.4
days faster than the true graph.
This could be because the learned
graphs, in addition to recovering
most of the edges of the adjacency
graph, also included additional
edges to nearby but not spatially ad-
jacent nodes (for example, neighbors
of neighbors). These extra edges
provided added flexibility and im-
proved detection time when some
nodes were more strongly affected
than others, enabling the strongly
affected nodes to be detected earlier
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in the outbreak, before the entire af-
fected subgraph was identified.
Next, we compared detection time
and spatial accuracy using the graphs
learned by LGS and MultiTree for
simulated injects that spread based on
the ZIP code adjacency graph, with
additional random edges added to
simulate travel patterns (see Figure 3).
This figure also shows the detection
performance given the true (adjacency
plus travel) graph and the adjacency
graph without travel patterns. Again,
LGS has a better spatial overlap
coefficient as compared to the original
adjacency graph and MultiTree. Our
learned graphs can detect outbreaks 0.8,
1.2, and 1.7 days earlier than MultiTree,
the true graph, and the adjacency graph
without travel patterns, respectively.
This demonstrates that our methods can
successfully learn the additional edges
due to travel patterns, substantially
improving detection performance.

As our associated technical report
shows,? our results demonstrate that
the graph structures learned by LGS
are similar to the true underlying
graph structure, capturing nearly all
of the true edges but also adding some
additional edges. The resulting graph
achieves a similar spatial overlap coef-
ficient between true and detected clus-
ters. Interestingly, the learned graph
often has better detection power than
the true underlying graph, enabling
more timely detection of outbreaks.
We believe this is because the learning
procedure is designed to capture not
only the underlying graph structure,
but the characteristics of the events
that spread over that graph.

Our ongoing work focuses on ex-
tending the graph structure learning
framework in several directions,
including learning graph structures
with directed rather than undirected
edges, learning graphs with weighted

edges, and learning dynamic graphs
where the edge structure can change
over time. Our current approach does
not rely on temporal information, us-
ing only the observed and expected
counts at each node to compute cor-
relations and to identify the highest
scoring connected subgraph for each
combination of graph structure and
training example. To learn directed
edges within our general structure
learning framework, we plan to incor-
porate this temporal information by
considering cross-correlations between
each pair of nodes and by incorporat-
ing a new variant of GraphScan!© that
can detect dynamic patterns on graphs
while enforcing constraints on tempo-
ral consistency. &
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