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Overview

Applications:
» Equivalence checking
» Hardware and software optimization

» Bounded model checking
» Hardware and software verification

» Graph problems and symmetry breaking
» Ramsey numbers, unavoidable subgraphs

» Arithmetic operations
» Factorization, term rewriting
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Equivalence Checking



Equivalence checking introduction

Given two formulae, are they equivalent?

Applications:

» Hardware and software optimization
» Software to FPGA conversion

5/38



Equivalence checking example

original C code

if(la && !'b) hQ);
else if('a) gQO;
else £();
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else gO; }
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Equivalence checking example

original C code

if(la && 'b) h();
else if('a) gQO;

else £();
\I%
if(la) { if(a) £O;
if(1b) hQ); . else {
else gO; } if(!'b) hQ);

else £(); else gO; }
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Equivalence checking example

original C code

if(la && !'b) hQ);
else if('a) gQO;
else £();

if(ta) {
if(!'b) hQ;
else gO; }

else f();

optimized C code

if(a) £O;
else if(b) g();
else h();

f
if(a) £O;
else {

if(!'b) hQ);

else gO; }
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Equivalence checking example

original C code optimized C code
if(la && 'b) hQO; if(a) £O;
else if('a) g(); else if(b) g();
else £(); else h();
J )

if(ta) { if(a) £O;

if(1b) hQ); . else {

else g(); } if(1b) h(Q);
else f(); else gO; }

Are these two code fragments equivalent?
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Equivalence checking encoding (1)

1. represent procedures as Boolean variables

original C code := optimized C code :=
if 3aA b then h if a then f
else if athen g else if b then g

else f else h
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Equivalence checking encoding (1)

1. represent procedures as Boolean variables

original C code := optimized C code :=
if 3aA b then h if a then f

else if athen g else if b then g
else f else h

2. compile code into Conjunctive Normal Form
compile(if x then y else z) = (X Vy) A (xV 2)

3. check equivalence of Boolean formulae
compile(original C code) < compile(optimized C code)

7/38



Equivalence checking encoding (2)
compile(original C code):

if 3A b then h else if 3 then g else f
(AB)VA) V(3 A b) V (if 3 then g else f))
(avbVvh)Vv((@EAb)V((avg)An(aVr))
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Equivalence checking encoding (2)
compile(original C code):

if 3A b then h else if 3 then g else f
(AB)VA) V(3 A b) V (if 3 then g else f))
(avbVvh)Vv((@EAb)V((avg)An(aVr))

compile(optimized C code):

if a then f else if b then g else h
(aVv Ff)A(aV (if b then g else h))

@vFi)A(av((bVvg)A(bVh))

(avbvh)v(@@Ab)Vv((ave)n(avr))

b)v
)
(@VF)A(av((bVeg)A(bV h))
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Checking (in)equivalence

Reformulate it as a satisfiability (SAT) problem:
Is there an assignment to a, b, f, g, and h, which results in
different evaluations of the compiled codes?
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Checking (in)equivalence

Reformulate it as a satisfiability (SAT) problem:
Is there an assignment to a, b, f, g, and h, which results in
different evaluations of the compiled codes?

or equivalently:

Is the Boolean formula
compile(original C code) < compile(optimized C code)
satisfiable?

Such an assignment would provide a counterexample

Note: by concentrating on counterexamples we moved from
Co-NP to NP (not really important for applications)
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Equivalence Checking via Miters

Equivalence checking is mostly used to validate whether two
hardware designs (circuits) are functionally equivalent.

Given two circuits, a miter is circuit that tests whether there
exists an input for both circuits such that the output differs.

—

Circuit F

n-+H4cCcvovz2-—

—cCcUwv-H4cCO

Circuit G

il
i
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Bounded Model Checking



Bounded Model Checking (BMC)

Given a property p: (e.g. signal_ a = signal b)
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Bounded Model Checking (BMC)

Given a property p: (e.g. signal_ a = signal b)

Is there a state reachable in k steps, which satisfies p?
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Bounded Model Checking (BMC)

Given a property p: (e.g. signal_ a = signal b)

Is there a state reachable in k steps, which satisfies p?

P P p P P P
. ;. ;. ;.. ......... )._).
So 5 S 53 Sk_1 Sk

Turing award 2007 for Model Checking
Edmund M. Clarke, E. Allen Emerson and Joseph Sifakis
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BMC Encoding (1)

The reachable states in k steps are captured by:

1(So) A T(So, S1) A -+ A T(Sk—1, Sk)

The property p fails in one of the k steps by:

P(So) V P(S1) V-V P(5)
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BMC Encoding (2)

The safety property p is valid up to step k
if and only if F(k) is unsatisfiable:

F(k) = 1(S0) A /_\1 T(Si,Si11)) A\ P(S)

i= i=0
p p p p p p
. ;. ;. ;.. ......... )._).
So S S S3 Sk-1 Sk
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Bounded Model Checking Example: Two-bit counter

00l

01

11
Initial state /:
Transition T:
Property P:
10

AJ = (), n = ()
livi=1®r,
fig1 =7

1; V7
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Bounded Model Checking Example: Two-bit counter

00

01

11
Initial state I:  [h=0,p =0
Transition T: i = /i@ fis
Fig1 =71
Property P: 1i VT
10

h=h®nArn=" (/2/\!’2)

= — 7 (bAr)V
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Bounded Model Checking Example: Two-bit counter

00} 11
@ Initial state I:  [h=0,p =0
Transition T: hir = /i@ Fis
Fig1 =71
= Property P: 1.V F;
01 10

= — 7 (bAr)V

h=h®nArn=" (/2/\!’2)
For k = 2, F(k) is unsatisfiable; for k = 3 it is satisfiable
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Graphs and Symmetries



Graph coloring

Given a graph G(V/, E), can the vertices be colored
with k colors such that for each edge (v, w) € E,
the vertices v and w are colored differently.

28
s
G

Problem: Many symmetries!!!
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Graph coloring encoding

Variables Range Meaning
e{l,...,c .
Xy.i Ped } node v has color i
’ ved{l,...,|V|}
Clauses Range Meaning
(x1VxoV---Vx,) ve{l ...,|V]} v is colored
(Rs V%) se{l,...,c—1} v has at most

te{s+1,...,c} one color

v and w have a

(Xv,i V Xw,i) (v,w) € E different color

77 77 breaking symmetry
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Unavoidable Subgraphs and Ramsey Numbers

A connected undirected graph G is an unavoidable subgraph
of clique K of order n if any red/blue edge-coloring of the
edges of K contains G either in red or in blue.

Ramsey Number R(k): What
is the smallest n such that any @ @
graph with n vertices has either

a clique or a co-clique of size k? @ @

R(3) =6

e R < OO

SAT solvers can determine that R(4) = 18 in 1 second using
symmetry breaking; w/o symmetry breaking it requires weeks.
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Unavoidable Subgraphs and Ramsey Numbers

A connected undirected graph G is an unavoidable subgraph
of clique K of order n if any red/blue edge-coloring of the
edges of K contains G either in red or in blue.

Ramsey Number R(k): What
is the smallest n such that any G‘e

graph with n vertices has either

a clique or a co-clique of size k?
R(3) =6 @ 'a
& @

R(4) = 18
43< R(5) < 49

SAT solvers can determine that R(4) = 18 in 1 second using
symmetry breaking; w/o symmetry breaking it requires weeks.
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Example formula: an unavoidable path of two edges

Consider the formula below — which expresses the statement
whether path of two edges unavoidable in a clique of order 3:
C1 C2 C3 C4 C5 C6

—~ N S N S
F:=(xVy)A(xVz)A(yVz)AN(XVY)A(XVZ)A(YVZ)
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Example formula: an unavoidable path of two edges

Consider the formula below — which expresses the statement
whether path of two edges unavoidable in a clique of order 3:
C1 C2 C3 C4 C5 C6

— N A A A
F:=(xVy)A(xVz)A(yVz) A (XVY) A (XVZ)A(YVZ)
A clause-literal graph has a vertex for each clause and literal,

and edges for each literal occurrence connecting the literal and
clause vertex. Also, two complementary literals are connected.

(jl (:2 (:é (15 (:4 (:é
0:0\10:0\00 N G:0\0:016:0
C4 C5 C6 C 3 Cl C2

Symmetry: (x,y,z)(y,Z,X) is an edge-preserving bijection
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Three Symmetries of the Example Formula

G G G Cy GCs Ce
0:010:01070J0;010:01656
o G Co G G G
identity symmetry (x,y,2, G, G, G3, G, G5, Gs)
(%,¥,2,Cy, Gs, Go, Gy, o, G3)
G G G G G G
O;010:0\60J0;010:0100
G Co Cs G G Co
(x,y, G, Gs, G3, Gp) (v,z, G, Gy, G, Gs)

(}/7Xa C37C63C2ac5) (Zvyv C2;C57C1;C4)



Convert Symmetries into Symmetry-Breaking Predicates

A symmetry o = (x1,...,X%,)(p1,---,Ppn) of a CNF formula F
is an edge-preserving bijection of the clause-literal graph of F,
that maps literals x; onto p; and X; onto p; with i € {1,..., n}.

Given a CNF formula F. Let 7 be a satisfying truth
assignment for F and o a symmetry for F, then o(7) is also a
satisfying truth assignment for F.

Symmetry 0 = (x1,...,X,)(p1,-..,pn) for F can be broken by
adding a symmetry-breaking predicate: xq, ..., X, < P1y.- ., Pn-

(X1 Vp) AV Vp)A(pr VXV p)A
(X1 VxaVxsVps)A(XVpaVxVps)A
(p1V)_<2\/)_<3\/p3)/\(p1\/p2\/)_<3\/p3)/\...
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Symmetry Breaking in Practice

In practice, symmetry breaking is mostly used as a
preprocessing technique.

A given CNF formula is first transformed into a clause-literal
graph. Symmetries are detected in the clause-literal graph. An
efficient tool for this is saucy.

The symmetries can broken by adding symmetry-breaking
predicates to the given CNF.

Many hard problems for resolution, such as pigeon hole
formulas, can be solved instantly after symmetry-breaking
predicates are added.
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Chromatic Number of the Plane [Nelson '50]

How many colors are required to color the plane such that each
pair of points that are exactly 1 apart are colored differently?

» The Moser Spindle graph
shows the lower bound of 4

» A colored tiling of the plane
shows the upper bound of 7

» Lower bound of 5 [DeGrey '18]
based on a 1581-vertex graph
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Chromatic Number of the Plane [Nelson '50]

How many colors are required to color the plane such that each
pair of points that are exactly 1 apart are colored differently?

» The Moser Spindle graph
shows the lower bound of 4

» A colored tiling of the plane .
shows the upper bound of 7

» Lower bound of 5 [DeGrey '18]
based on a 1581-vertex graph

2 Quanta i Physics  Mathematics

» 874 vertices on April 14, 2018
SMEMESS > 803 vertices on April 30, 2018
MarijnHeu]e,acomputerscinentis.taft‘heall;ivec;sit'y;.f' 'o' > 610 VertICGS On May ].4', 2018

Texas, Austin, found one with just 874 vertices. Yesterday he
lowered this number to 826 vertices.

Kar nowpacumb naockochp?:
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Record by Proof Minimization: 529 Vertices [Heule 2019]
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Arithmetic Operations



Arithmetic operations: Introduction

How to encode arithmetic operations into SAT?
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Arithmetic operations: Introduction

How to encode arithmetic operations into SAT?

Efficient encoding using electronic circuits
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Arithmetic operations: Introduction

How to encode arithmetic operations into SAT?
Efficient encoding using electronic circuits
Applications:

» factorization (not competitive)
» term rewriting
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4x4 Multiplier circuit
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Multiplier encoding

1. Multiplication m;; = x; X y; = AND (x;, y;)
(mij VX V) A(mi V) A(miVy;)
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Multiplier encoding

1. Multiplication m;; = x; X y; = AND (x;, y;)
(mij VX Vy) A (M V) A(miVy;)

2. Carry out coyr = 1 if and only if pj, +mjj + cjp > 1

(Cout V Pin VM j) A (Cout V Pin V Cin) A (Cout V Mij V Cin) A
(Cout V Pin V- mij) A (Cout V Pin V Cin) A (Cour V. Mij V Cin)
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Multiplier encoding

1. Multiplication m;; = x; X y; = AND (x;, y;)

(m,-d- V ?,’ V )_/J) A (ﬁ,-yj V X,') A (mu V yj)

2. Carry out coyr = 1 if and only if pj, +mjj + cjp > 1
(Cout V Pin VM j) A (Cout V Pin V Cin) A (Cout V Mij V Cin) A
(Cout V Pin V- mij) A (Cout V Pin V Cin) A (Cour V. Mij V Cin)

3. Parity out po, of variables p;,, m;; and c;,

(P ut vVp Pin vm mj ; Vv Cln) A (pout \ Pin Vv m; j \ Ein) A
(5 % Pin vm m; ; \% Cm) (pout \ Pin Vv mi,j Vv Cin) A
(5 ut Vp Pin v m; j \ Cm) A (pout vV l_jin \% m; j \% Cin) A
(Pout V Pi VM m;; V Cin) N\ (Pout V Pin V mj; V Cin)
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Arithmetic operations: Is 27 prime?

X3 X0 X1 Xo

X3Y0 X2¥0 X1¥0 XoYo Y0

X3Y1 XoY1 X1y1 Xoy1 4!
X3)2 Xo)2 X1Y2 X0Y?2 Y2
X3y3 X203 X1Y3 X0Y3 V3

o o0 1 1 O 1 1
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Arithmetic operations: Is 29 prime?
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Arithmetic operations: Is 29 prime?

X3 Xo X1 Xp

X3Y0 X2)0 X1Y0 XoYo Y0

X3Y1 XoY1 X1y1 Xoy1 4!
X3)2 Xo)2 X1Y2 X0Y?2 Y2
X3y3 Xo)3 X1Y3 X0Y3 V3

o o0 1 1 1 0 1

Prime: (x1 Vxo Vx3) A ()1 Vy2V ys)
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Arithmetic operations: Term rewriting

Given a set of rewriting rules,
will rewriting always terminate?
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Arithmetic operations: Term rewriting

Given a set of rewriting rules,
will rewriting always terminate?

Example set of rules:

» aa —r bc
» bb —r ac
» cc —g ab

bbaa —r bbbc —r bacc —r baab —r bbcb —g
accb —r aabb —r aaac —r abcc —r abab

Strongest rewriting solvers use SAT (e.g. AProVE)

Example solved by Hofbauer, Waldmann (2006)
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Arithmetic operations: Term rewriting proof outline

Proof termination of:
» aa —g bc
» bb —R ac
» cc —g ab

Proof outline:

> Interpret a,b,c by linear functions [a], [b], [c] from N* to N*
» Interpret string concatenation by function composition
» Show that if [uaav] (0,0,0,0) = (x, X2, X3, X4) and
[ubev] (0,0,0,0) = (y1, 2, ¥3, va) then x; > y;
» Similar for bb — ac and cc — ab

» Hence every rewrite step gives a decrease of x; € N, so
rewriting terminates
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Arithmetic operations: Term rewriting linear functions

The linear functions:

100 3 1
o loo21]. (o
EIK=10 101 [XT] 1
0000 0
1200 0
o o201, |2
BIx)=10 100 [XT] 0
0000 0
100 1 1
o [ooo0o1]. (o
[€)=10 100 |XT] 3

o
N
o
o
o

Checking decrease properties using linear algebra
34/38



Collatz Conjecture

Resolving foundational algorithm questions

n/2 if n is even

Col(n) =
oMM =\ Gne1)/2 if nisodd

Does while(n > 1) n= Col(n); terminate?

THE. COLLATZ CONIECTORE STATES THAT IF YOU
PICK ANUMBER, AND IF \TSEVEN DIVIDE ITBY

Find a non-negative function fun(n) s.t. o AD1E IME QLD TOLTEN T B A0
CAING T SEE Yo T 10 G T
vn > 1: fun(n) > fun( CO/(H)) source: xkcd.com/710

35/38



Collatz Conjecture

Resolving foundational algorithm questions

Col(n) = n/2 if n is even
1 (3n+1)/2 if nis odd

Does while(n > 1) n= Col(n); terminate?

THE (OLLATZ CONJECTURE STATES THAT IF YQU
PCK A NUMBER, AND IF TS EVEN DIVIDE 1T BY

Find a non-negative function fun(n) s.t. Tio A0 o600 HTITY T BY THEE o
CRNG T 56 U whT o G
¥n > 1: fun(n) > fun(Col(n)) ource: siced.com/T10

fun(3)  fun(5) fun(8) fun(4)  fun(2) fun(1)
t(t(0) t(f(t(0))) t(F(F(F(0)))) t(f(F(0))) t(f(0)) t(0)
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Collatz Conjecture

Resolving foundational algorithm questions

Col(n) = n/2 if n is even
1 (3n+1)/2 if nis odd

Does while(n > 1) n= Col(n); terminate?

THE (OLLATZ CONJECTURE STATES THAT IF YQU
PICK. ANUMBER, AND IF IT5 EVEN DIVIDE IT BY

Find a non-negative function fun(n) s.t. 0 MO I 0D FULTITY T Y TMGE A
CRNG T 56 U whT o G

¥n > 1: fun(n) > fun(Col(n)) sourcer ked com/ 710
fun(3)  fun(5) fun(8) fun(4)  fun(2) fun(1)

—,

t(t(0)) t(f(£(0))) t(f(F(f(0)))) t(f(F(0))) t(f(0)) (0)
1 0

H @ @ W G
using £(X) — (é g) 2+ (2) and (%) = ((1) g) P (é)
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The Collatz Conjecture as Rewriting System

Consider the following functions:
» Binary system: f(x) = 2x, t(x) =2x+1
» Ternary system: p(x) = 3x, q(x) =3x+1, r(x) =3x+2
» Start and end symbols: ¢(x) =1, d(x) = x

Fi: fp —g pf Ty: tp —gr gt Ci: cp—rect
Di: fd - d
Fo: fqg —g pt Ty: tq =g rf Gy cq —g cff

Dy: td =g rd
F3: fr ->r gf T3: tr —g rt G3: cr =g cft

Interpretation using the functions above:

Dy : 2x — x

Dy :2x+1—=3x+2 (=(3(2x+1)+1)/2)
Fi : 6x — 6x

T3 : 6x+5—06x+5
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Collatz Rewriting Example

Fi: fp —gr pf Ty: tp —gr gt Cr:
Fo: fqg —gr pt Ty: tq =g rf G
F3: fr =g gf T3: tr > ot Gs:

Di: fd - d
Dy: td =g rd

ctd — crd — cftd — cfrd — cqfd — cfffd — cffd
D2 C3 D2 F3 C2 Dl

3 5 -+ 5 -+ 8 =+ 8 — 8 — 4

cp —R ct
cq —r cff
cr —gR cft

— cfd — cd

D, D,

- 2 =1
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Collatz Rewriting Example

Fi: fp —gr pf Ti: tp —Rr qt Ci: ecp—grct
Dy: fd —spd 1 TP =R P 1- Ip—RrRQq 1: CPp —R

Fo: fg —r pt To: tq =g rf Co: cq —R cff
Dy td —p rd 2. I 2R P 2. @ =R T 2 qd—R

F3: fr =g gf T3: tr > ot C3: cr =g cft
ctd — crd — cftd — cfrd — cqfd — cfffd — cffd — ctd — cd
D, G D, F3 G Dy Dy Dy

3 = 5 ~5 — 8 — 8 — 8 —» 4 = 2 =1

Can we prove termination of the Collatz rewriting system?
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Collatz Rewriting Example

Fi: fp —r pf Ti: tp —Rr qt Ci: ecp—grct
Dy fd—pd 1- Ip—=RP 1- Ip—RrRQq 1: CPp —R

Fy: fg —gr pt Tr: tg —gr f Co: cq —R cff
Dy td —p rd 2. I 2R P 2. 1 —7R 2 qd—R

F3: fr =g gf T3: tr g rt C3: cr =R cft

ctd — crd — cftd — cfrd — cqfd — cfffd — cffd — ctd — cd
D, G Ds F3 G Dy Dy Dy

3 = 5 ~5 — 8 — 8 — 8 —» 4 = 2 =1

Can we prove termination of the Collatz rewriting system?

The full system is still too hard, but subsystems (removing one
of the rules) are doable (although not with existing tools).
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