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DAS — DY
Spec. » DAS
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Data Access vs. Attacker

Data
access

Most
languages

v

Strict

Implicit < Explicit Attacker



A 1D View

Strict language Lax language
Implicit attacker Explicit attacker

YOUR
LANGUAGE
HERE

Intro.

MSR Language lacks
DAS — DY power

Spec. » DAS
Language
has redundancy
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The Extremes

Lax and Explicit Strict and Implicit
Expressible
/ Reasonable \ / \

Attackable Expressible
Intro.
_— = Reasonable
DAS — DY = Attackable
Spec. » DAS \ /
E’r‘ovably empty
in MSR

The Wolf Within



Sum mary

Strictness Explicitness

+ Self-contained + Accommodate weak
+ Express what we want attackers

— More complex — Externdl

Intro.

MSR
DAS — DY

siec.o0as | e option of explicitness is valuable
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e Follows the Dolev-Yao abstraction

® Based on
» Multiset rewriting, linear logic
> Type theory

~ @ Used to prove
» Undecidability of protocol verification

MSR
DAS = DY » Completeness of Dolev-Yao intruder

Spec. > DAS ¢ SpeCifiCGTionS

Concl.

» So many protocols ... so little time ...
® Related to CIL, strands, spi-calculus
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What’'s In (MSR @ ?

® Multiset rewriting with existentials

. * Dependent types w/ subsorting e

e Memory predicates

MSR
DAS — DY
Spec. » DAS

Concl. ® CO nSTr'C(lnTS m
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Role state pred.

- Roles var. declarations

® Generic [ 3L T ™) x VA

roles

MSR
DAS — DY
SPQC. — DAS A
3/ 7', (x1) ' (xn) R
Concl. @ Anchor‘ed E|L T X .. XT,
VX:T. lhs - Jy:t. rhs
r.o l es \V;(.I.T. Ihs —> Jy:t'. r'hs >
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Jy;: T
rhs
ElYn': T‘n'-

/-N(’r) Network

e [(t,..,1) Local state

lhs
MSR
DAS — DY /'N(T) Network
Spec. > DAS| o /(+, ... 1) Local state
Concl.
e M,(%, .., t) Memory
&X Cons‘rrmw
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A— EBi{n,, Ahs
— A: {n4, Ngha
A — B {nghe

\‘v’A

® x B x nonce.
L(A,Bkg,ny,)
—> dn 12 11\By
’ N({naAlee)
MSR
DAS — DY
L(A B kg,ny)
Spec. - DAS e ’ N N n
Ccl:ncl. N({HA,nB}kA) ({ B}kB)
nB:nonce

\ )
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— Bi{n,, Ahp

@=me NS Responder B A {ns, gy
— B: {nghe
1} )
[ 3/ (B) x BkB) x privK kg x nonce. \v
L(B kg K'g,ng)
\ A 3 .
(naAha) = 3 N G nghy)
DAS — DY
Spec. » DAS
Concl.
L(B kg K B,nB) .
N({ng}ye)
K BJKB j
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> |—P

t has type F‘—TI’C
TinT

P is well-
typed in =

® Catches:
» Encryption with a nonce

MSR
DAS — DY

Spec. - DAS » Transmission of a long term key

Concl.

» Circular key hierarchies, ...

The Wolf Within
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= Data Access Specification e

ris DAS-valid
for AinT

valid in X
> A sighing/encrypting with B's key
> A accessing B's private data, ...

MSR

bas-0Y @ Static and decidable

Spec. —» DAS

Concl.

® Gives meaning to

the Dolev-Yao intruder
The Wolf Within
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DAS — DY
Spec. » DAS

Concl.
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sz An Overview of DAS

o Interpret incoming information
> Collect received data
> Access unknown data

* e Construct outgoing information

en > Generate data
DAS — DY > Use known data
Spec. » DAS

Conel. > Access new data

.. all along, verify access to data

The Wolf Within
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= Verifying a Rule

Knowledge sef:

Collects what A knows

MSR

DAS - DY I'll—, lhs » A [ All—4 rhs

Spec. » DAS

['ll—,4 lhs — rhs

Role ownea

The Wolf Within
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= The Dolev-Yao Intruder Model

= W} e Interpret incoming information
52 > Collect received data
> Access unknown data

a Construct outgoing information

> Generate data
> Use known data
> Access hew data

DAS — DY

RHS data
RHS msg

s @ Same operations as DAS!
LHS msg
Spec. —» DAS

The Wolf Within
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Accessing Principal Names

I", B:princ "_A/IB

DAS — DY

RHS data
RHS msg

New data . :
tﬁgﬁinc%a VBOPr‘InC. ® % MI(B)
Spec. —» DAS

The Wolf Within
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sz \Vhat did we do?

RHS data access:

® Instantiate acting principal to I
“* e Accessed data — Intruder knowledge

e Meta-variables — Rule variables

DAS — DY

wsw. ® Context provides types

RHS msg
New data
LHS data
LHS msg

Spec. —» DAS

The Wolf Within
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Checking 1t out: Shared Keys

I, Agprinc, B:princ, kishK ApB ll—, k
— I

< . L
VB: princ M. (K)
o %
DAS = Y Vvk: shKIB i
RHS data \ .)
RHS msg
New data
LHS data

LHS msg

Spec. — DAS+ dUClI
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sz Getting Confident: Pub./Priv. Keys

I", B:princ, kipubK B [|— 4 K
- T

ve: )
princ
[Vk pubK B * MI(k)]

DAS — DY

g,:lgrc:\c;;a F ,A/pr'lnC \ls p ZE; k DFIVKK’ ”_/A/k

i N —
o vk: pubK T .
Spec. » DAS ' ]

p [Vk': privk k * iy
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@ Constructing Messages: Pairs

[CAl—1 [ A H—I®

[:A ||—'I _

} I
(Wh,.t2msg. Mult), Malt2) > Mi((t1,0)

DAS — DY

RHS msg
New data
LHS data —

LHS msg

Spec. — DAS F|=t:msg T |—1,:msg
T = (t.15) ¢ msg
__~
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sz Now, what did we do?

RHS message construction:

" @ Premises — antecedent
® Conclusion — consequent

DAS — DY

v ® Types from auxiliary typing derivation

New data
LHS data
LHS msg

Spec. —» DAS

The Wolf Within
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sz=e Carrying on: Shared-Key Encrypt.

A=t A l—; k

\VA,B: princ
Vk: shk A B M(1), M(k) > M ({t},)
V't msg

VI

DAS — DY

>
RHS msg

New data
LHS data

wemss — Similar for public-key encryption

Spec. —» DAS
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== Generating Nonces

(', X:honce); (A@) |— rhs

; All—g 3xinohce, rhs
Za

L
DAS — DY [. —> dx:honce. MI(X)]

New data
LHS data

wems — Similarly for other generated data

Spec. —» DAS

The Wolf Within
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zz= Now, what did we do?

Data generation on the RHS:

S Remember generated object

¢ Follow knowledge acquisition flow
DAS — DY

New data
LHS data
LHS msg

Spec. —» DAS

The Wolf Within
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v

c . L
VB: princ
DAS — DY Vk: shK IB * = MI(k)
. y
SEE;%GDAS Similarly for other keys
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Now, what did we do?

LHS data access:

DAS — DY

msea  Same target rules as for RHS data access

LHS msg
Spec. —» DAS

The Wolf Within
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o0 0o
...................
L] Ld [ ] L]
.....

F,AII— k>>A FAII— T>>§"

Voo
°
L]
.

'VA,B: princ 1’
U7 |k shK AR Mo({th), Mo(k) = Mo(t)
Vi msg )

spec. - bas Similar for public-key encryption and pairing
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Now, what did we do?

LHS message interpretation

bas—-ov - @ Conclusion — antecedant

® "Last" premises — consequent

LHS msg
Spec. —» DAS

The Wolf Within
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&= Network Rules

sy

F;A”'—AT>>A' - ©
A ll—4 N(T) »> A

(vtimsg. N(t) - MI(T)]I

DAS — DY Ooo
vVt :msg. M(1) = N(t
 TiA T4 N() [ 9- Ms(1) ()]
Spec. - DAS
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[timsg. N(t) > N()] .

® or, innocuous (but sensible)

DAS — DY
| I
[V’rl,...,’rn :msg. M'z(ty,...,t,) — MI(TI)z---:MI(Tn)]
Spec. —» DAS
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sz Automating DAS Rule Design?

® One size does not fit all

® | ook at protocol
> Typed MSR spec.
» Usage of constructs

e Tnvolve construct declarations
spec. 2 BAS % Not sufficient
» Use annotations

The Wolf Within
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= Generating DAS rules from use

Constructors atoms

® Interpret message v v
components on LHS

® Access data (keys) on LHS v

® Generate data on RHS v

e D45 @ Construct messages on RHS v ./\/

s o Access data on RHS v

The Wolf Within 35



@ Accessing data

® Annotate the type of freely

accessible dw can access |

princ: +type

e Make it conditional for dep. types

Spec. — DAS pubK: *princ -> +type

Data lookup

New data

Pat. matching[ doesn't
matter

IIA:+princ. +pubK A -> +type

The Wolf Within 36




== (Generating data

® Again, annotate types

can be gener'a‘recil

nonce: !type

shK: +princ -> +princ -> !type

Spec. » DAS

New data shK: +princ -> +princ -> !type
Pat. matching

The Wolf Within
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Pattern-matching constructors

® Mark arguments as input or output
output input

, ¢ -mSg -> -msg -> msg

{ }: -msg -> [IA:;princ. IIB: princ.+shK A B -> msg

{{ }} : -msg -> IlA:;princ. Ilk:;pubK A.,privK k -> msg

Spec. » DAS hash: +msg -> msg

Pat.maiching 1 1 : 4msg -> [IA:*princ. Ilk:*sigK A.+verK k -> msg

The Wolf Within



sz Annotating Declarations

® Tntegrates semantics of types and
constructors

. ® "Trimmed down" version of DAS

® Allows constructing DAS rules
spec. ooas > ... and Dolev-Yao intruder

The Wolf Within
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== ... alternatively

Compute DAS rules from protocol

® There are finitely many annotations
® Check protocol against each of them

® Keep the most restrictive ones that
validate the protocol

spec. - DAs Exponentiall

More efficient algorithms?

The Wolf Within
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