
Reasoning about Statein aLinear Logi
al Framework

Iliano CervesatoDepartment of Computer S
ien
eStanford University



ContentsContents

� Logi
al frameworks� LLF� Case study� Con
lusions

Iliano Cervesato | Reasoning about State in a Linear Logi
al Framework 1



Logi
al FrameworksLogi
al FrameworksBig Pi
tureLogi
al FrameworksFun
tionalitiesAppli
ationsContributionsLLFCase StudyCon
lusionsA Logi
al Framework is a formalism designed to represent and reason aboutdedu
tive systems
formal systemprogramming languages, logi
s, real-time systems, ...meta-representationrepresent language 
onstru
ts, model their semanti
s, en
ode properties andtheir proofse�e
tivenessimmedia
y and exe
utability
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ExamplesExamplesBig Pi
tureLogi
al FrameworksFun
tionalitiesAppli
ationsContributionsLLFCase StudyCon
lusionsLogi
s� Prolog� �Prolog [Miller,Nadathur'88℄, Isabelle [Paulson'93℄� Forum [Miller'94℄

Type theories� LF [Harper,Honsell,Plotkin'93℄� Coq [Dowek&al'93℄, Lego [Polla
k'94℄� ALF [Nordstr�om'93℄, NuPrl [Constable&al'86℄� LLF [Cervesato,Pfenning'96℄
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Fun
tionalitiesFun
tionalitiesBig Pi
tureLogi
al FrameworksFun
tionalitiesAppli
ationsContributionsLLFCase StudyCon
lusions� Spe
i�
ationFormalize (abstra
t) syntax, operational semanti
s, and meta-theory� AnalysisSupport proof-
he
king, often theorem-proving� ExperimentationPermit (limited) exe
ution

Identify and reify fundamental prin
iples of 
lasses of dedu
tive systems
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Appli
ationsAppli
ationsBig Pi
tureLogi
al FrameworksFun
tionalitiesAppli
ationsContributionsLLFCase StudyCon
lusions (LF biased) [Harper&al.'93℄� Past� Formalization of de
larative programming languages and simple logi
s� Representation of simple properties� Present� State [Cervesato,Pfenning'96; Cervesato&al.'99℄� Program veri�
ation and 
erti�
ation [Ne
ula'97; Paulson'96℄� FutureAssisted design of new and better logi
s, programming languages, ...� Meta-theorem provers [S
h�urmann,Pfenning'98℄� Other re
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LLF, a Logi
al Framework for StateLLF, a Logi
al Framework for StateBig Pi
tureLogi
al FrameworksFun
tionalitiesAppli
ationsContributionsLLFCase StudyCon
lusions� Design{ Extend a logi
al framework with linear logi
 
onstru
ts{ Extend linear logi
 to reason about state� Implementation{ Automated support for LLF spe
i�
ations{ Higher-order linear logi
 programming language� Appli
ations{ Reasoning about state{ Spe
i�
ation of state-based problems{ Everything that 
ould be done in LF
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Linear Logi
 in BriefLinear Logi
 in BriefBig Pi
tureLLFLanguageAppli
ationsImplementationLimitationsCase StudyCon
lusions �;� ` A

Logi
alassumptions'
&

$
%

������ Resour
es#"  !HHHH�� Goal#"  !HHHH�� A

essing a resour
e
onsumes it

Main resour
e operators� A 
 B = \A and B simultaneously"� A&B = \A and B alternatively"� > = \resour
e sink"� A�ÆB = \B assuming A as a resour
e"� A! B = \B assuming A as a logi
al hypothesis"
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Meta-LanguageMeta-LanguageBig Pi
tureLLFLanguageAppli
ationsImplementationLimitationsCase StudyCon
lusions� Syntax Kinds K ::= type j �x :A:KType families P ::= a j P MTypes A ::= P j �x :A:Bj A�ÆB j A&B j >Obje
ts M ::= x j 
 j �x :A:M j M Nj ^�x :A:M j M^N j hM;Ni j fstM j sndM j hi� Typing judgment Linear 
ontextx^: A; : : :'
&

$
%�������;� `� M : A \M has type Ain �, � and �"Intuitionisti
 
ontextx :A; : : :'

&

$
%

������ Signaturea :K; : : : ; 
 :A; : : :'
&

$
%

HHHH��
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Main PropertiesMain PropertiesBig Pi
tureLLFLanguageAppli
ationsImplementationLimitationsCase StudyCon
lusions� De
idable type 
he
king,! Automated support� Unique 
anoni
al forms,! Easy proofs of adequa
y,! Logi
 programming� Derivations represented by terms,! Meta-reasoning,! Program transformation� Conservative over LF [Harper&al.'93℄,! Inherits work done on LFIliano Cervesato | Reasoning about State in a Linear Logi
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Appli
ationsAppli
ationsBig Pi
tureLLFLanguageAppli
ationsImplementationLimitationsCase StudyCon
lusionsReasoning� Imperative programming languages� Substru
tural logi
s� Se
urity proto
olsSpe
i�
ation / Simulation� Hardware ar
hite
tures� Real-time systems� Planning� Games+ LF a
hievements� Fun
tional languages, logi
 programming languages� Logi
s� Category theory, ...Iliano Cervesato | Reasoning about State in a Linear Logi
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ImplementationImplementationBig Pi
tureLLFLanguageAppli
ationsImplementationLimitationsCase StudyCon
lusionsComputer-aided spe
i�
ation� Type-
he
king� Type re
onstru
tion� Innovations: spine 
al
ulus, dependent expli
it substitutionsExe
ution� Higher-order linear 
onstraint logi
 programming language� Innovations: higher-order uni�
ation, 
ontext-management, 
ompilationForth
oming ...� Meta-theorem prover� Innovations: reasoning about LLF spe
s, linear expli
it substitutions
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LimitationsLimitationsBig Pi
tureLLFLanguageAppli
ationsImplementationLimitationsCase StudyCon
lusions
With state� Indire
t representation of transition systems� Resour
e modularityBeyond state� Extensionality (negation, extensional quanti�
ation)� Ordering (priority, sta
ks, ...)
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Multiset RewritingMultiset RewritingBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusionsMultiset ...X = X1; : : : ; XnMultiset rewrite rule ...X �! ...YComputation ...X; ...Z ...X �!...Y�����! ...Y ; ...ZParametri
 multisets Xi(~t),! 
omputation relies on uni�
ationGenerative multiset rule ...X(~t) �! #~x: ...Y (~t; ~x)
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Message Ex
hangeMessage Ex
hangeBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions

A �! B : M

� Lo
al state transitions� Intera
tion with the networkAi(~a); : : : �! Ai0(~a); N+(M)Bj(~b); N�(M) �! Bj0(~b); : : :
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Brand-New Non
esBrand-New Non
esBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions� Use 
ounterAi; 
urrNon
e(n) �! Aj; 
urrNon
e(n + 1); N+(: : : n : : : ),! simpli
isti
,! 
ompli
ates reasoning� Use abstra
tion Ai �! #n:Aj; N+(: : : n : : : )

,! not 
ompletely realisti
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CryptographyCryptographyBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions� Trans
ribe the en
ryption/de
ryption algorithms,! painful (but feasible),! 
ompli
ates reasoning about proto
ol issues,! does not allow reasoning about 
ryptographi
 issues� Use abstra
tion,! 
onstru
tor: fMgk,! destru
tor: pattern mat
hing,! unrealisti
 but often a

eptable

Iliano Cervesato | Reasoning about State in a Linear Logi
al Framework 16



NetworkNetworkBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions

N+(M) �! N�(M)
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IntruderIntruderBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions� Dolev-Yao model� N+(M) �! I(M)� I(M) �! N�(M); I(M)� I(< M;N >) �! I(M); I(N)� I(M); I(N) �! I(< M;N >); I(M); I(N)� I(fMgk); I(k) �! I(M); I(k)� I(M); I(k) �! I(fMgk); I(M); I(k)� �! #n: I(n)� More powerful models are possibleIliano Cervesato | Reasoning about State in a Linear Logi
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ExampleExampleBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusionsNeedham-S
hroeder key ex
hange (simpli�ed)A �! B : f<na; A>gkbB �! A : f<na; nb; B>gkaA �! B : fnbgkb:::

A0 �! #na: N+(f<na; A>gkb); A1(B;na)B0; N�(f<n;A>gkb) �! #nb: N+(f<n; nb; B>gka); B1(A; n; nb)A1(B;na); N�(f<na; n;B>gka) �! N+(fngkb); A2(B;na; n)B1(A; n; nb); N�(fnbgkb) �! B2(A; n; nb); : : :
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Linear Logi
 Strikes Ba
kLinear Logi
 Strikes Ba
kBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions
Generative multiset rewriting is linear logi
 under
over

...X(~x) �! #~y: ...Y (~x; ~y) 
8~x:N ...X(~x) �Æ 9~y:N ...Y (~x; ~y)

The translation preserves the semanti
s
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Coding in LLFCoding in LLFBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusionsNo 
, no 9 !?
8~x: X1(~x) 
 : : : 
 Xm(~x) �Æ 9~y: Y1(~x; ~y) 
 : : : 
 Ym(~x; ~y) 

8~x: loop Æ� X1(~x): : :Æ� Xn(~x)Æ� 8~y: (Y1(~x; ~y) �Æ: : :Ym(~x; ~y) �Æ loop)
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Needham-S
hroederNeedham-S
hroederBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusionsnsA1 : loopo- annKey Bo- a0o- ({Na:atm}a1 B (� Na)-o toNet (
rypt ((� Na) * (� (k2m A))) B)-o loop).nsB1 : loopo- b0o- fromNet (
rypt (X * (� (k2m A))) B)o- annKey Ao- ( {Nb:atm} b1 A X (� Nb)-o toNet (
rypt (X * (� Nb) * (� (k2m B)) A)-o loop).Iliano Cervesato | Reasoning about State in a Linear Logi
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Needham-S
hroederNeedham-S
hroeder

nsA2 : loopo- a1 B Xo- fromNet (
rypt (X * Y * (� (k2m B)) A)o- ( toNet (
rypt Y B)-o a2 B X Y-o loop).nsB2 : loopo- b1 A X Yo- fromNet (
rypt Y B)o- (b2 A X Y -o loop).
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Uses of LLFUses of LLFBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions
� Simulation,! trivial� Atta
k dete
tion,! tri
ky� Reasoning (=,! feasible
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No NetNo NetBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions
TheoremFor every run R there is a run R0 that� does not use the network rule� ex
hanges the same messages in the same order� has the same or bigger intruder knowledgeProof: Repla
e network uses with inter
eption + resend by the intruder 2

Yields huge savings during proto
ol analysis
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LLF FormalizationLLF FormalizationBig Pi
tureLLFCase StudyRewritingSe
urity proto
olsLLF formalizationEquivalen
esCon
lusions
� This proof 
an been represented in LLF� It is exe
utable and implements the transformation� Same te
hnique has been applied to more involved problems
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SummarySummaryBig Pi
tureLLFCase StudyCon
lusions
LLF,� 
ombines the meta-reasoning power of logi
al frameworks with the ability ofhandling state of linear logi
� 
onservative extension of the logi
al framework LF� implemented as a linear logi
 programming language� used for the representation of{ imperative programming languages{ substru
tural and modal logi
s{ state transition systems, ...
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Future Dire
tionsFuture Dire
tionsBig Pi
tureLLFCase StudyCon
lusions
� Experimentation with LLF : more state-based systems, new limitations� Complete LLF : eÆ
ien
y, environment� Meta-theorem prover: get help proving things� Beyond LLF : dire
t support for transition systems, modularity, negation, ...
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An Example: LF (Meta-Language)An Example: LF (Meta-Language)

Typing judgment � `� M : A \M has type Ain � and �"Contextx :A; : : :'
&

$
%

������ Signaturea :K; : : : ; 
 :A; : : :'
&

$
%

HHHH��
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An Example: LF (Representation Methodology|Cont'd)An Example: LF (Representation Methodology|Cont'd)

xi :�i; : : :#"  !HHHH�� p T
 ` e : �q = M

p
q `� M : has type peq p�qwhere for ea
h xi :�i in 
,pxi :�iq = xi :exp; ti :has type xi p�iq� 
ontext operations redu
e to meta-level primitives� meta-theoreti
 properties are inherited from the meta-language
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Problem!Problem!
i = vi; : : :#"  !HHHH�� p ES �K ` e ,! aq = M

pSq `� M : eval pKq peq paqThis does not work!� S is subje
t to destru
tive operations (e.g. assignment)� traditional log. frameworks do not allow removing assumptions from the 
ontextA way out ... � `� M : eval pSq pKq peq paq... but, we must en
ode expli
itly� 
ontext operations (lookup, insertion, ...)� 
ontext-related properties (weakening, ex
hange, ...)Iliano Cervesato | Reasoning about State in a Linear Logi
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