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= Outline

I. Security Protocols

o IT1. MSR by Examples

» Multiset rewriting
> The Neuman-Stubblebine Protocol
> MSR
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Part I

Security Protocols
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» Communicating secrets

> Authentication
» Contract signing

> E-commerce
> ...
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Neuman-Stubblebine — Phase |

A— B A n,

B — S B, {A, nA, TB}kBS' nB

S — A {B, ny, Kag, Tolkas. (A, Kap. Talkes, g

A — B: {A, ks, Taleas, {Nptkar
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Neuman-Stubblebine — Phase Il

A — B: H'A AA, kAB: TB}kBS

B> A: n,B , {n'A}kAB

A — B:

{N'a}kaz
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s#=e Dolev-Yao Abstraction

> No guessing of keys

® Public knowledge soup
» Magic access to data
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&= \Why Is Protocol Analysis Difficult?

® Subtle cryptographic primitives
» Dolev-Yao abstraction

. ® Distributed hostile environment

» "Prudent engineering practice”

¢ Tnadequate specification languages
> ... the devil is in details ..
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&= | anguages to Specify What?

e Message flow

® Message constituents
e Operating environment

® Protocol goals
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K FIZXible

» Adapts to protocol
> Applies to a wide class of protocols

¢ Tnsightful
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Part IT

MSR by Examples
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&= \\Vhat's In MSR 7

® Multiset rewriting with existentials

~| ® Dependent types w/ subsorting "
® Memory predicates  n@"

® Constraints N
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Multiset Rewriting

® Multiset: set with repetitions allowed

® Rewrite rule:
r. N1 —> NZ

X Application

M, —> M,
I_H I_H
M, N, > M, N,

® Multi-step transition, reachability
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Neuman-Stubblebine — Phase |

A— B A n,

B — S B, {A, nA, TB}kBS' nB

S — A {B, ny, Kag, Tolkas. (A, Kap. Talkes, g

A — B: {A, ks, Taleas, {Nptkar
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NS-1: B’s point of view

— B: A,n,

B, {A, ns, Tahes, g

v
J

—> B

{A, kag, Talkes, {Natias
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NS-1: S’s point of view

— St B, {A, n4, Tehees, hp

S — & {B, ny, Kag, Toleas. {A, Kag. Talkas, Na
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. A’s point of view

: A, n,

— Al {B, ny, Kap, Tateas.

|\

A — B , {Nptar

- )

X <
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Network predicate

N(t): T is a message in transit

N({B:nA:kABITB}kAS:anB) = N(X'{nB}kAB)
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® Atomic terms
» Principal names A
> Keys k
» Nonces n
> ...

® Term constructors

> ()

> {3
> .
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Existential variables

h, instantiated to a new constant

N{B.nakag Tedias, X, ng)  —  N(X, {ng}eap)
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sz=e= M Set Rewriting with Existentials

e msets of 15s'-order atomic formulas
® Rules:
r: F(x) — 3n. 6(x,n)
® Application
M, - M,

A A
4 A\

M, F(1) - M, 6(te

¢ not in M,
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)

L(An,)

\ N({B.n4s.Kag, Telkas, X, Np)

¢ Sequencing actions

— dn,.

Role state predicate

%
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N(A, n,)
L(An,)

N(X, {nB}kAB)]
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= Role state predicates
L(A T, ..., t)

e Hold data local to a role instance
> Lifespan = role

e Tnvoke next rule

> L, = control
»(A.t, ..., T) = data
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¢ Remembering Things

r )
L.
L(An,)
S —> dn,. N(A,HA)
L(An4) N(X, {ng}kag)
| NBKae Todas Xoe) Tkt (BRup X)

Memory
predicate

Typed MSR: Syntax and Examples
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sz Memory Predicates e

M (T, ..., T)

® Hold private info. across role exec.

_ | ® Support for subprotocols
> Communicate data
> Pass control

¢ Tnterface to outside system
¢ Implements intruder
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Role owner

The principal executing the role

L(An,)
° ~ . N(A, n,)
L(A,ny) N(X, {ng}kae)
(BN Kag Tahias, X, 1)~ Tt (B s, X)
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\
3L: princ x nonce.
L(An
—  dny,ihonce. I\(I(A '?,‘)A)
V B:princ. (
V n,ng: nonce  L(An,) N(X, {Nadan)
Vkp:shKAB N Bn, ko T — + \IIBJKAB
\%4 kAS: ShK AS ({X nAB) AES B}kAS' TktA(BlkABIX)

\ vV X: msg

J

Typed MSR: Syntax and Examples



& [ypes of Terms

Types can depend
A on tferm

e Captures relations
*kipubk A < be‘Fr)ween objects
® k: privkK k > Static
» Local
® . (definable) » Mandatory
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sz Subtyping
T i msg

| ® Allows atomic terms in messages

e Definable

> Non-transmittable terms
> Sub-hierarchies

Typed MSR: Syntax and Examples
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&= Type of predicates

(Zxny

® Dependent sums -

T X
® Forces associations among arguments

la 0

> E.g.: princi®) x pubK Ak« x privK k,

Typed MSR: Syntax and Examples
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&= Type Checking

t has type F‘—Ti’t
TinT

P is well-
typed in =

® Catches:
» Encryption with a nonce
» Transmission of a long term key
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|[—P
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&= Access Control e

>||l—P
ris AC-valid
for AinT Pis AC-
T ”_A r valid in X
e Catches

» A sighing/encrypting with B's key
> A accessing B's private dafta, ...

® Gives meaning to Dolev-Yao intruder
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NS-1: B’s point of view

— B: A,n,

B, {A, ns, Tahes, Np

v
J

—> B

{A, kag, Talkes, {Netias
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NS-1: B’s role

V ng: honce {nghae)
V T, Time Valg(A,Tg, Ty)
K‘v’ T, T, time  (T,=Ta+T)

3L: princ® x princ x nonce x shKBS x nonce x time,

V A:princ. dng:nonce.
v, .nonce N(A, n,) BN N(B, {A.n,, Tohes, Np)
V kBS' ShK B S Ik T
v Ta: time Clkg(T) Clkg(Tp)

B* L(B,A,nA IkBS ,nB,TB)
Y. L(B,An, Kgs g, Tp)
V Kupi ShK A B N({A Kyp, Tohes.

Authg(A, kg, Te, T,)

Valg(A,Tg, Ty)
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sz Constraints

X

® Guards over interpreted domain
> Abstract
» Modular

e Tnvoke constraint handler

e Eg.: fimestamps
> (Tg=Ty+ Ty
> (Tn < Te)
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NS-1: S’s point of view

— St B, {A, n4, Tehees, hp

S — & {B, ny, Kag, Toleas. (A, Kag. Talkes, Na
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NS-1: S’s role

Anchored role

~
V A,B:princ. Jk,5: shK A B,

V k,s: ShKA'S
V Kgs: shK B S N(B, {A.na Tehes. Ng) — N({{i'nl?'kﬂ_\lg'-}rB}kAs,
V h,.ngi honce ”B)' AB/ " BJKBS:

\v, TB: time
-
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Typed MSR

Neuman-Stubblebine — Phase Il

A — B: H'A AA, kAB: TB}kBS

B> A: n,B , {n'A}kAB

A — B:

{N'a}kaz

: Syntax and Examples
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NS-11: A’s role

r
3L: princ® x princ® x shK A B x nonce.

in’,:nonce.

V B:princ. N(hy4, X)

V kog: ShKk AB  TKti(BkppX) = Tkt,(B,K45,X)

v x: msg L(A, B ,kAB,n’A)

V L(A, B ,kAB,n'A) !

V n',n'g nonce  N(n'g, {n's}iap) ~ N{Nehae)

\
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g

vV n',: honce

V kgt ShK B S
V A:princ.
1|V kyg: sShK A B
V Tp,T,: time
vV T,..: Time

now °

V...
\v n'g: honce

NS-11;: B's role

N(n'4, {A Kag. Telkes)
Authg(A, ke, Te, T,)
Clig(T
(T

now

now)

<T.)

L(B,A Kyp ,n'p)
N({n'g}ag)

Typed MSR: Syntax and Examples

3L: princ® x princ® x shK A B x nonce.

%

dn';inonce.

N(n's, {n's}xag)
AuthB(A, kAB,TB,Te)
Clkg(T

now)

L(B,A ks N'g)

VB
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X

(I\I(’r) Network
e [(t,..,1t) Local state

 M4(T, ..., T) Memory

Fy;: T
rhs

ElYn': T'n'-

q(’f) Network

e [(f,..,1) Local state

Cons‘rminﬁ
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" Mu(F, ... 1) Memory
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Role state pred.
var. declarations

® Anchored [T x . x7 e
VX1, Ihs Jy:t’. - rhs
r.o l es \;'Xi’t. Ihs .“Hy:t'. - r.P'{sJ
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g Summary: Snapshots

Active role
set

C= [S]Rz
/S’ra’re SignaTur;
*N(*) ea:T
’LI(T, ey T) - LI - T
\_ M,(T, ..., w \_ ° M:1 )
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&= Summary: Execution Model

= ® Activate roles
® Generates new role state pred. names
® Instantiate variables
® Apply rules
® Skips rules
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sz Summary: Rule application
r= F,)% — 3n1. 6(n)

® Constraint check
> |= (constraint handler)

[S,RrA’ > [S, R .. crnotins,
— r A \
S' F SI G(E)
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e Prope rties

® Type preservation
| ® Access control preservation

® Completeness of Dolev-Yao
intfruder
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&= Completed Case-Studies

e Full Needham-Schroeder public-key

N . Neuman-Stubblebine repeated auth.

e OFT group key management
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=z Future work

® Experimentation
» Clark-Jacob library
> Fair-exchange protocols
> More multicast

® Pragmatics

> Type-reconstruction
» Operational execution model(s)
» Implementation

® Automated specification techniques
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