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Privacy Policy

(last revised April 16, 2012)

The following Privacy Policy summarizes the various ways that we use the information you provide to us or we gather from you TRUSTe
while you use the tripit.com online service (the “Service"), as provided by Concur Technologies, Inc. ("Concur” or “us” or “we"),

through our website at www.tripit.com (the “Site”). It is our goal to provide you with information that is tailored to your individual e
needs and, at the same time, protect your privacy.

TO VERIFY

1. What Information We Collect from You

When you register with Concur, we ask for your email address and password and once registered allow you to provide us with your name, home
location and up to three other email addresses in order to access your account as well as other information including your travel information,
history and preferences. Concur then uses this information to build personalized travel itineraries.

Google D

We allow you to use your Google ID in order to set up a Triplt Service account. If you wish to use your Google account you are taken to the
Google website to login to your account, this information is then shared back with us for the sole purpose of setting up your account.

My Travel Application on Linkedin

We allow you to share your travel information on Linkedin by installing the "My Travel” application and then authorizing Linkedin to access your
Triplt Service account. Once the application is installed, you can invite your Linkedin connections to use the same application.

4. When We May Share Your Information

The information we gather is used to create and maintain your travel itineraries and your travel profile and, if you have elected to receive them,
send you marketing messages on behalf of Triplt and our travel partners. We also use the information that we gather to target content on our Site
to more closely match your interests and, if you have selected to receive email communication from us, target email marketing messages that are

more appropriate to your needs.
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Can we generate a privacy policy automatically?

Based on the privacy policies of ... and based on how the program
third party service providers ... combines these services ..

... can we infer how user’s data will be used? *

* no adversary model, third parties are trustworthy
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Iwo solutions

Solution | : Analyze the programs and infer the data flow

= Static analysis, abstract interpretation

Solution 2 : Design a new programming language
= Qwel (Qatar Web Programming Language) with data flow



Owel : lambda calculus
+ primitives for remote procedure call

Fragment of the language syntax
Types To=unit | txT ltT—=7T |l1=27

Expressions e :: =x| Ax:te | (e1e) | <e1ep) | fste | snde | ()
| w/u | publish x:t.e | call e; with e;



Owel : lambda calculus
+ primitives for remote procedure call

Fragment of the language syntax
Types To=unit | txT ltT—=7T |l1=27

Expressions e :: =x| Ax:te | (e1e) | <e1ep) | fste | snde | ()
| w/u | publish x:t.e | call e; with e;

Typing
2l I'Hye:t “e has type tatw wrt. 2 and ™
I :=-11,x:71

2 =l 2 whu:t=r7



Programming with Qwel



Programming with Qwel

Wi

000 /waw B = - W—
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w1 logout

QWEL programming language for the web

ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE MY ACCOUNT

w1

1 publish w x:int =>
2 let
3 val y:int => 7
4 in
5] X +y
6 end
Output
type: int{>"http://localhost:3000/directory/wl/":.} ~> int

val: url("http://localhost:3000/directory/wl/525639balf8b7bd£1c000001/")

525637 1ec5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int
52563720c5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int
52563721c5a560421600000a int{>"http://localhost:3000/directory/w1/":.} |~> int




Programming with Qwel

Wi

000 /waw B = - W—
€& > C HD Iocalhost:3000/directory/w71/ 7 i‘zr o B ® O 2 =
w1 logout

QWEL programming language for the web

ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE MY ACCOUNT

w1

1 publish w x:int =>
2 let
3 val y:int => 7
4 in
5] X +y
6 end
Output
type: int{>"http://localhost:3000/directory/wl/":.} ~> int

val: url("http://localhost:3000/directory/wl/525639balf8b7bd£1c000001/")

525637 1ec5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int
52563720c5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int

52563721c5a560421600000a int{>"http://localhost:3000/directory/w1/"..} |[~> int

wiluj




Programming with Qwel

@wy

© 00 /gaw x - ; <
& - C fi | [ localhost:3000/directory/w0/ - Dign ™ ® O @ =
w0 logout

QWEL programming language for the web

ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE MY ACCOUNT

w0

1 call url("http://localhost:3000/directory/wl/525639balf8b7b4f1c000001/") with Z|

Output
type: int

val: 9

5256375dc5a560421600000e int{>"http://localhost:3000/directory/w0/":.} |~> int

Wi

© 00 /gaqu * . . . . . Cet
€« ->CnH ‘D localhost:3000/directory/w1/ *Aﬂﬂ] B ® O 2 =

QWEL programming language for the web

ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE MY ACCOUNT

w1

publish w x:int =>
let

il

2

3 val y:int = 7
4 in
5]

6

type: int{>"http://localhost:3000/directory/wl/":.} -> int

val: url("http://localhost:3000/directory/wl/525639balf8b7b4£1c000001/")

5256371ec5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int delete
52563720c5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int delete
52563721c5a560421600000a int{>"http://localhost:3000/directory/w1/":.} |~> int delete

wiluj




Programming with Qwel

@wg W1

© 00 /qawe x \ D " ’ g — — — — BT I
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w0 logout

w1 logout

QWEL programming language for the web QWEL programming language for the web

ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE MY ACCOUNT
ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE MY ACCOUNT
wo
w1
1 call url("http://localhost:3000/directory/wl/525639balf8b7b4f1c000001/") with Z|
1 publish w x:int =>
2 let
Output 3 val y:int = 7
4 in
type: int 5 X +y
6 end
1: 9
va Output
type: int{>"http://localhost:3000/directory/wl/":.} -> int
5256375dc5a560421600000e  int{>"http://localhost:3000/directory/w0/":.} |~> int delete val: url("http://localhost:3000/directory/wl/525639balf8b7bd£1c000001/")

5256371ec5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int delete
52563720c5a5604216000008 int{>"http://localhost:3000/directory/w1/"..} |~> int delete
52563721c5a560421600000a int{>"http://localhost:3000/directory/w1/":.} |~> int delete
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A input:unit.(call wo/uy with input)
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A input:unit.(call wo/uy with input)

|

>

Where Is input going to!?

How will It be used?
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A input:unit.(call wo/uy with input)

Where Is input going to!?

; How will it be used? %
’ iWo/Uo =4 —

I ’  Wiluj ¥0
I > waluy |Z#
—t
I > wialu3 Z
| <

<
II ’ wa/u4 _i/)
v
: < :
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A input:unit.(call wo/uy with input)

Where Is input going to!?

: How will it be used? %
’ iWo/Uo =4 —
I ’  Wiluj ¥0
I > walu; ¥o
I >¢ wiluz |Z#
| <
< |
II ’ wa/u4 ¥0
v
; < .
+ . ’ ws/us 4
| B

< |

Can we get a symbolic expression that represents how 1nput Is used?

= [he data flow of input
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parallel flow



OQwel with Flow

Fragment of the language syntax
Types 1:::=unit|1:><1:'Ir{p}%r’lr{p}:'t’

Expressions e :: =x| Ax:te | (e1ey) | <e1ex) | fste | snde | ()
| w/u | publish x:t.e | call e; with e;

Flow ur=elw>plu;p | prp



OQwel with Flow

Fragment of the language syntax
Types 1:::=unit|1:><1:'Ir{p}er’lr{p}:ﬂ:’

Expressions e :: =x| Ax:te | (e1ey) | <e1ex) | fste | snde | ()
| w/u | publish x:t.e | call e; with e;

Flow wi=elw>plu;p | prp

-
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| w/u | publish x:t.e | call e; with e;

Flow wr=elw>plp;p lpiy
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OQwel with Flow

‘Fragment of the language syntax
Types 17::=unit|1:><1:'Ir{u}%r’lr{p}:r’

Expressions e :: =x| Ax:te | (e1ey) | <e1ex) | fste | snde | ()
| w/u | publish x:t.e | call e; with e;

Flow wr=elw>plp;p lpiy

da



OQwel with Flow

‘Fragment of the language syntax
Types 17::=unit|1:><1:'Ir{p}%r’lr{p}:r’

Expressions e :: =x| Ax:te | (e1ey) | <e1ex) | fste | snde | ()
| w/u | publish x:t.e | call e; with e;

Flow wr=elw>plp;p lpiy
deheoED

ITyping

2l I'Hye:t “ehastypetatwwurt. 2and I

' i=-1 I, x: 7t {u}

2 n=- 2Z,whuit{u} =7
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No Flow and Service flow
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No Flow and Service flow

B i v ) = i




No Flow and Service flow

cunit {w; > (w2 > *)} = unit

B i v ) = i




No Flow and Service flow

cunit {w; > (w2 > *)} = unit

B i v ) = i

2l xit{uFwe: T
2| I' =y publishx:te:t{w>u} =7




Parallel flow
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Parallel flow

X 1 Woluo

cunit {wop > ((ws > ) | (w5 >*))} = unit



Parallel flow

X 1 Woluo

cunit {wop > ((ws > ) | (w5 >*))} = unit

DIl Fwer:t DI Fwer: T
21T 1T Fwlerey it xT
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Sequential flow

cunit {w; > (w2 >9);(wsz>e*))} = unit



Sequential flow

cunit {w; > (w2 >9);(wsz>e*))} = unit

2l werit{u} =1 2" Fwer:t
211 I ;w)wcalle; withep : T




A input:unit.(call wo/uy with input)

Where Is input going to!?

: How will it be used? %
’ iWo/Uo =4 —
I ’  Wiluj ¥0
I > walu; ¥o
I >¢ wiluz |Z#
| <
< |
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v
; < .
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Can we get a symbolic expression that represent how 1nput Is used!

= [he data flow of input



A input:unit.(call wo/uy with input)

Where Is input going to!?

: How will it be used? %
’ iWo/Uo =4 —
I ’  Wiluj ¥0
I > walu; ¥o
I >¢ wiluz |Z#
| <
< |
II ’ wa/u4 ¥0
v
; < .
+ . ’ ws/us 4
| B

< |

Can we get a symbolic expression that represent how 1nput Is used!

= [he data flow of input wo > (W1 > (W2 5 W3)) 5 (W4 I Ws))



From data flow to flow policies

|
I—-’ wiluj @

call wl/ul with input publish x : unit. f(x)




From data flow to flow policies

E/App’s Privacy Policy
wiluj Q

sV W < 1) - v



From data flow to flow policies

User's Privacy / — |
Expectations 9 E App's Privacy Policy
wiluj Q

silvlpl] PR < 1) - v



From data flow to flow policies

User's Privacy
Expectations




he policy language
Fragment of the language syntax

Types To=unit | txT | t{u—=7v lt{u =7

Expressions e :: =x| Ax:te | (e1ey) | <e1ep) | fste | snde | ()
| w/u | publish x:t.e | call e; with e; [p]

Flow ur=elw>plu;p | prp
Policies p=TILI-plpiap2lpivpalelw>plpi;p

Policy Evaluation

(DpET (5)e=o

2)pE-p ifpEp E)w>pEw>pifpiE=p

B uEpAp fpEpandplp (e Ep;p fpEpandpy’ Epf
A uEpve fuEporuEp @) ulukEp if u=pand p' = p



Derived Operators
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Derived Operators

Wi/ uij

ws >p <& <_p

WS >+ P

p1:’ p2 @&

P1,* P2

Wi & ws




Derived Operators

Wi/ uij

> >
ws > p <& P P
wi/u,-
ws >'p 5 S ) e
<
* Wi/u,' *
ws > > >
P < «F
P11’ p2 Qi & P
<+ P2

Wi/ Ui

P1,* P2

Wi & ws

Wi & ws

Wi & ws




Policy examples

Alice trusts wi calling any services as needed, and wo may send
the result coming from wi to wy4 and/or ws If needed

wo > (W1 > ((wW2>T);T)); {wa,Ws})

Alice trusts wo, w1, Wz, W3, W4 and ws only

({wo, W1, W2, W3, Wg, W5} >+ 1) ;* L

Alice trusts trusts any node except we

{we) = ({we} >+ 1)+ 1



Chinese Wall securrty policy

As the value Is sent to w4 any nested service call or further
composition should not involve ws and vice versa

ps = (wa > {ws}) :? {ws}
ps = (Ws > {wa}) ;7 {wa}

p={waws} v ({waws} >+ pa) i+ {Ws})
v ({waws} >+ ps) 3+ {wa})




The Qwel prototype

A web application

» Qwel interpreter written In
Javascript (browser/server)

» Remote procedure calls are
IR EEqLiests

» Services are stored locally in
a MongoDB database

© 00 /aaue

&«

C' & [ localhost:3000/directory/tsans/

QWEL programming language for the web

ABOUT DOCUMENTATION EXAMPLES CREDITS BROWSE

Thierry Sans

publish w x:int =>
let
val y:int = 7

X+ y
end

NV A WN

Output
type: int{>"http://localhost:3000/directory/tsans/":.} -> int

val: url("http://localhost:3000/directory/tsans/52563bed1£8b7b4£1c000002/")

5256356ac5a5604216000001 int{>"http://localhost:3000/directory/tsans/":.} |~> int

525635e0c5a5604216000002 int{>"http://localhost:3000/directory/tsans/"..} |~> int

525635f0c5a5604216000003 int{>"http://localhost:3000/directory/tsans/"..} |~> int

525635f1¢c5a5604216000004 int{>"http://localhost:3000/directory/tsans/"..} |~> int

MY ACCOUNT

Cgnt ® O @ =

Thierry Sans logout




@cnellsion

- Qwel a type=-safe language for web programming
* lypes annotated with flow inferred statically

* Policy language to constraint flows



Future work

« Extend the data flow model to discriminate between services
from the same domain

* Support higher-order functions by dealing with hypothetical
flow (polymorphic flow types)

» Extend the data flow model with support for mobile code
(Javascript code)

BEle e that executing the code generate a trace theat nuaish=
the data flow predicted statically



1 hank You



On the problem with higher-order functions

@wq

publish (1, x): ((int — 1nt) * int) = (1 X)



On the problem with higher-order functions

What is the flow of x?

@wy

publish (1, x): ((int — 1nt) * 1nt) = (1 x)



On the problem with higher-order functions

What is the flow of x?

@wo

publish (1, x): ((int — 1nt) * 1nt) = (1 x)

't depends on 1!

f:int{u} — int




On the problem with higher-order functions

What is the flow of x?

@wo

publish (1, x): ((int — 1nt) * 1nt) = (1 x) :int {wo > U} = int

't depends on 1!

f:int{u} — int




On the problem with higher-order functions

What is the flow of x?

@wo

publish (1, x): ((int — 1nt) * 1nt) = (1 x) :int {wo > U} = int

't depends on 1!

f:int{u} — int

VWe need account for hypothetical flow with higher-order functions
= Polymorphic flow types



Related VWork

Dependencies between program building blocks
» History-based type systems - Abadi and al [ ]
» Data Flow Graph - ferrante and al [ 2]

= |n Qwel, services can be created dynamically as opposed to
naving static libraries

Acceptable composition of shared resources
» Algebra and logic for access control - Pym and al [4, 5]

= Qwel outlines the specific context of web programming



Related VWork

Veritying policy constraints statically

* Fable - Swamy and al [ | 6]

* it -Myersand al [|/

mESimilar Idea explorea

with Qwel but not based on labeling



Data flow vs non-interference

In non-interference models

flow I1s controlled by the mean of ty

be labels and a lattice

but no explicit data flow representat

on

VWe want to understand better how they are related

* Are these two approaches orthogonal

» Can we used them In conjunction to provide a robust

security model!



