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Who are we!?

In 2008 at 25c¢3 these teams worked together as
'WiiPhonies'

We won the 25c3 CTF

We changed our name to 'Fail Overflow'
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Wii had a good run

® 3 years, 9 firmware updates, | real feature

- ® 73 mil. consoles, 30 mil. vuln. bootloaders
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Xbox 360 PS3
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Xbox 360

PS3

Drivechips ——

Twiizer Attack— |

Twilight Hack——

Homebrew

Channel

Bannerbomb
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Wii Xbox 360 PS3

Drive firmware

/ hacked
Drivechips —— # King Kong Hack—#g¢"

Twiizer Attack— ,

Twilight Hack—
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Wii Xbox 360 PS3

Drive firmware

/ hacked
Drivechips —— # King Kong Hack

Twiizer Attack——
OtherOS

RSX exploit |

Twilight Hack——
Homebrew '
Channel

JTAG Hack v
Bannerbomb : s"

-.'.'?fj.'-?'?%iEYY'??“ 1% .» & slimw/oLinux
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device |y security
m 2000 signed kernel
GameCube |200] encrypted boot
m 2001 encrypted/signed bootup, sighed executables

checksum

sighed/encrypted executables

signed bootup/executables

encrypted/signed bootup,encrypted/signed
executables, encrypted RAM, hypervisor, eFuses

encrypted/signed bootup,encrypted/signed
executables, hypervisor, eFuses, isolated SPU

encrypted bootup

sighed bootloader

signed/encrypted bootup/executables
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m 2000 signed kernel 3 months
GameCube (2001 encrypted boot -
m 2001 encrypted/signed bootup, sighed executables 4 months
m 2001 checksum <12 months

“ 2004 signed/encrypted executables 6 months

sighed bootup/executables 2 months

|2 months

encrypted bootup | month

sighed bootloader 2 weeks

sighed/encrypted bootup/executables | | days
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device |y security ‘ hacked‘ for
PS2 1999
dbox2 2000 signed kernel 3 months
GameCube (2001 encrypted boot
TSI cocopreaisgned bootup sned exccubles 4 mone
iPod 2001 checksum <12 months
DS 2004 signed/encrypted executables 6 months
PSP 2004 signed bootup/executables 2 months
Xbox 360 |2005
PS3 2006
Wii 2006 encrypted bootup | month
AppleTV |2007 signed bootloader 2 weeks
iPhone |2007 signed/encrypted bootup/executables || days
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piracy

Linux

Linux
Homebrew

Linux

Homebrew

Homebrew

Linux
Homebrew

Linux

Linux

Homebrew,
SIM-Lock



device |y ‘ security ‘ hacked‘ for | effect
PS2 1999 piracy -
dbox2 |2000 3 months Linux pay TV
decoding
GameCube 2001 encrypted boot - Homebrew piracy
Xbox plo[0} 4 months Hotir:l:l:*ew piracy
iPod 2001 checksum - Linux _
DS 2004 signed/encrypted executables 6 months  Homebrew piracy
PSP 2004 2 months Homebrew piracy
Xbox 360 |2005 DRSO lcaked keys
omebrew
PS3 (2006 B
Wii 2006 encrypted bootup | month Linux piracy
Apple-rv 2007 signed bootloader 2 weeks Linux Fror.1t RO
piracy
iPhone 2007 signed/encrypted bootup/executables || days HSTQ-eLT:IZV ’ piracy
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device |y security ‘hacked‘ for | effect
PS2 1999 piracy -

dbox2 pA0]0]0] signed kernel 3 months Linux Pay T,V
decoding

GameCube (2001 encrypted boot - Homebrew piracy
Xbox plo[0} 4 months Linux piracy
Homebrew

iPod 2001 checksum <12 months Linux -

DS 2004 signed/encrypted executables 6 months Homebrew piracy

PSP 2004 signed bootup/executables 2 months  Homebrew piracy
Xbox 360 (2005 R eaked keys

Homebrew

Wii 2006 encrypted bootup | month Linux piracy
AppleTv 2007 signed bootloader 2 weeks Linux me‘t RO

piracy

iPhone 2007 signed/encrypted bootup/executables || days HSTQ-eLTceIZV : piracy

iPad 2010 signed/encrypted bootup/executables | day Homebrew piracy
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MNNVVUA IV

PS3

\V. V41
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Homebrew
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PS3

\V. V41
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aYaYaY4

Homebrew

ICAKCU KCYDS




MNIWVUVUA IVV LUUJl ICdKEU KEey>

Homebrew

PS3 2006 Homebrew :

Piracy

\V V4T aYaYaY4

Mittwoch, 29. Dezember 2010



MNIWVUVUA IVV LUUJl ICdKEU KEey>

Homebrew

PS3 2006 Homebrew |

Piracy

\V V4T aYaYaY4
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device |y security ‘hacked‘ for | effect
PS2 1999 piracy -

dbox2 pA0]0]0] signed kernel 3 months Linux Pay T,V
decoding

GameCube (2001 encrypted boot - Homebrew piracy
Xbox plo[0} 4 months Linux piracy
Homebrew

iPod 2001 checksum <12 months Linux -
DS 2004 sighed/encrypted executables 6 months Homebrew piracy
PSP 2004 signed bootup/executables 2 months Homebrew irac
8 P piracy
L
Xbox 360 (2005 Honlwr;ub)r('ew leaked keys
H b :
PS3 2006 OI;? I:C;ew piracy
Wii 2006 encrypted bootu | month Linux irac
yp P piracy
AppleTv 2007 signed bootloader 2 weeks Linux me‘t Rony
piracy
iPhone 2007 signed/encrypted bootup/executables || days HSTQ-eLTceIZV : piracy
iPad 2010 signed/encrypted bootup/executables | day Homebrew piracy
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hacke
device |y security it Wasccl:lii;teeg r | effect

PS2

dbox2 signed kernel 3 months Linux Pay T,V
decoding

GameCube encrypted boot Homebrew irac
YP piracy
Linux :

iPod checksum <12 months Linux -
sighed/encrypted executables months omebrew irac
DS igned/encrypted bl 6 h Homeb piracy
sighed bootup/executables months omebrew irac
PSP igned bootup/ bl 2 months  Homeb piracy
Li
Xbox 360 Honlwr;ub)r('ew leaked keys
H b :
PS3 o;: ;C;ew piracy
Wii encrypted bootup | month Linux piracy
AppleTv sighed bootloader 2 weeks Linux Fropt RO
piracy
iPhone sighed/encrypted bootup/executables | | days sl N piracy
SIM-Lock
iPad sighed/encrypted bootup/executables | day Homebrew piracy
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hacked
: : af
device |y security it terh, | effect
was closed
PS2 1999 racy
dbox2 {2000 gned kerne : T
ecoding
GameCube |2001 encrypted boo omebre piracy
Xbox plo[0} 4 mo R piracy
iPod 2001
DS 2004 gned/e pted executable b Mo omebre piracy
PSP 2004 gned bootup/executable s omebre piracy
Xbox 360 (2005 L leaked keys
PS3 p10[0]3) ._ :' ; piracy
Wiii 2006 s pted bootup ° piracy
Front R
AppleTV (2007 gned bootloade ce ‘I;iracy"w
iPhone 2007 gned/e pted bootup/executable da ) ".- piracy
iPad 2010 gned/encrypted bootup/executable da omebre piracy
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The Cell Broadband Engine
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SPU Isolation
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LV / Hypervisor
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On-die bootROM
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On-die bootROM

On-die key storage
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On-die bootROM

On-die key storage

Public-key crypto
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On-die bootROM

On-die key storage

Public-key crypto

Chain of trust
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On-die bootROM

On-die key storage

Public-key crypto

Chain of trust

Per-console keys
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Xbox Wii 360 PS3
On-die bootROM v v v Y

On-die key storage v

Public-key crypto v v

Chain of trust

Per-console keys

Signed executables
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Xbox Wii 360 PS3

‘ On-die key storage ‘ ‘ v ‘ ‘ ‘
Public-key crypto v v v

v
‘ Chain of trust ‘ v ‘ ‘ v ‘ v \
T RSSO VS T S SR

e
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Xbox Wii 360 PS3

‘ On-die key storage ‘ ‘ 4 ‘ 4 ‘ ‘

Public-key crypto v v v v

‘ Chain of trust ‘ ‘ ‘ ‘ \
Per-console keys ----

Full media encryption and signing
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Xbox Wii 360 PS3

‘ On-die key storage ‘ ‘ 4 ‘ 4 ‘ ‘

Public-key crypto v v v v

‘ Chain of trust ‘ ‘ ‘ ‘ \
Per-console keys ----
Signed executables i

- Full media encryption and signing - B aat i - » .
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Xbox Wii 360 PS3

‘ On-die key storage ‘ ‘ v v ‘

Public-key crypto v v
Chain of trust

--

 Full media encryption and signing — e _
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Xbox Wii 360 PS3

‘ On-die key storage ‘ ‘ 4 ‘ 4 ‘ ‘

Public-key crypto v v v v

‘ Chain of trust ‘ ‘ ‘ ‘ \
----
P TR 757 TS Y ST
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- Full media encryption and signing ----
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Xbox Wii 360 PS3

‘ On-die key storage ‘ ‘ 4 ‘ 4 ‘ ‘

Public-key crypto v v v v

‘ Chain of trust ‘ ‘ ‘ ‘ \
----
P TR 757 TS Y ST
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- Full media encryption and signing ----
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On-die bootROM
On-die key storage

Xbox Wii 360 PS3
| v | |

4

4
4

4

Public-key crypto

4

4

Chain of trust

Per-console keys

Signed executables
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Full media encryption and signing




Xbox Wii 360 PS3
On-die bootROM 2 A AN A
On-die key storage v

Public-key crypto A v

Chain of trust

Per-console keys

Signed executables
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On-die bootROM
On-die key storage

4

4
4

4

4

Xbox Wii 360 PS3
| v | |

Public-key crypto

4

4

Chain of trust

4

Per-console keys

Signed executables
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Full media encryption and signing




»

therO

L=, L G La '.\‘ em L LR ny“- A

. ot
p

Mittwoch, 29. Dezember 2010



Mittwoch, 29. Dezember 2010



You have earned a trophy.
‘"Draw Attention
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Geohot Exploit
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Hypervisor
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Hypervisor
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Hypervisor
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Hypervisor
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Hypervisor
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Hypervisor
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Hypervisor
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HV You have earned a trophy.
‘"Hypervisor Exposed

Kerr

HTAB

/

> HTAB

Rypervisor
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You have earned a trophy.
W Pissed Off Hackers
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PS|ailbreak
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PS|ailbreak
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PS|ailbreak

IIG FINAL
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Device |
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Device 4
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Device 4

TL =0x12
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Device 4
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Device 2
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Device 4

Mittwoch, 29. Dezember 2010



Device 4
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C++ Objects
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++ Objects

INT T LDLANS L F\YDIL/S 1 N1
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C++ Objects

INT T LDLANS L F\YDIL/S 1 N1
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Device 3
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addi sp, sp, 0.

s You have earned a trophy.
mtir

o WLV2 Code Execution

blr
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NO WAX in LV

ars o :
'-,.,....-_-‘c —-~"‘<-.. Ay ?

-
1

‘Any old exploit == code execution

i -’
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Hypervisor allows
unsigned code

It happily marks pages as executable and plays no role
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Results

® |V2“GameOS” compromised
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| -

o, 3Yc‘>b|hl$/€ earned a trophy.
N7
‘WPiracy

® |V2“GameOS” compromised
o |V] Hyperwsor NOT compromlsed

i N o *8 ~ -~ — /, " A p. : 0!
e e .4. “_1. e '-‘ ,‘. Aneh -(‘_ T i -“ ' gl e N "t N --" - -" )I *(‘ H '

o ’ A 2 =
e fal Y v t’:"' L '-".',’ P |, AT g il __-‘. o RO N il 5% - e

Mittwoch, 29. Dezember 2010



Fail Security Model

® The hypervisor does not enforce LV2 and
game integrity
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On-die bootROM
On-die key storage

4

4
4

4

4

Xbox Wii 360 PS3
| v | |

Public-key crypto

4

4

Chain of trust

4

Per-console keys

Signed executables
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Full media encryption and signing




On-die bootROM
On-die key storage

4
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4

4
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Xbox Wii 360 PS3
| v | |

Public-key crypto

4

4

Chain of trust

4

Per-console keys

Signed executables
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Full media encryption and signing




On-die bootROM
On-die key storage

4

4
4

4

Xbox Wii 360 PS3
| LN e

Public-key crypto

4

4

4

Chain of trust

4
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Per-console keys
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Signed executables
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Downgrades
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Downgrades

® Sony fixed the exploit
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Downgrades

® Sony fixed the exploit

® Service mode triggered by USB “JIG”
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Downgrades

® Sony fixed the exploit

® Service mode triggered by USB “JIG”
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| \/ You ha’?e’éé?ned a trophy.
.. ¥ More Piracy

® Sony fixed the exploit

® Service mode triggered by USB “JIG”

@ HMAC authenticated, keys dumped

- a) ¥4 Sirndinh O "'-.',, Ly \.‘. N "0 A i
- Y adoa
h g a:,.l Ty ( 'L 2 s
Pl X ’ v

Mittwoch, 29. Dezember 2010



AsbestOS
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AsbestOS

® Replace LV2/GameOS in memory
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AsbestOS

® Replace LV2/GameOS in memory

® OtherOS mode and GameOS mode are
virtually identical
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AsbestOS

® Replace LV2/GameOS in memory

® OtherOS mode and GameOS mode are
virtually identical

@ Except GameOS can do more stuff,e.g. 3D
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AsbestOS

® Replace LV2/GameOS in memory

® OtherOS mode and GameOS mode are
virtually identical
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o Except GameOS can do more stuff e eg: 3D
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SELFs

SCE header
ehdr + phdr

encrypted metadata key
metadata

ECDSA signature

ehdr + phdr (again...)
phdr #0 data
/ phdr #| data
ELF

phdr #N data
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SELFs

SCE header
ehdr + phdr
= encrypted metadata key
metadata
SELF key ECDSA signature

ehdr + phdr (again...)
phdr #0 data
/ phdr #| data
ELF

phdr #N data

\oaC\e“ b=
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SELFs

SCE header
ehdr + phdr
= encrypted metadata key
metadata
SELF key ECDSA signature

ehdr + phdr (again...)
phdr #0 data
/ phdr #| data
ELF

phdr #N data

\oaC\e“ b=
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SELFs

SCE header
ehdr + phdr
ader i - encrypted metadata key
1 metadata

SELF key ECDSA signature E
—~ /| +
T
4] »

ehdr + phdr (again...)
phdr #0 data
/ phdr #1| data
ELF

phdr #N data 7

Mittwoch, 29. Dezember 2010



The Oracle

® Sony's idea: “No one can see our code!”
® ... unless the PPE is compromised
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@J" have Lﬁned a trophy.
¥ Obfuscation useless

® Sony's idea: “No one can see our code!”

® ... unless the PPE is compromised

® Decrypting all code possible from GameOS
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Full media encryption and signing




Xbox Wii 360 PS3
On-die bootROM B v v {
On-die key storage | v
Public-key crypto A v v
Chain of trust v

Per-console keys

Signed executables

P v ‘e :
4 ‘.', Rp Ay P - ." \ r - -
By ol s i T Ir ODrocesso ,

.. =1) ] . ‘|#5'v-' A o o A = N 4 ' NN o7 -~ - "‘
4.(.‘.,* N ANt « 7> - B - e 5 A by

- d
AP . -

Full media encryption and signing

Mittwoch, 29. Dezember 2010



Chain of Trust

Processor /
Mode

bootldr SPE boot Iv0

lvO PPE HV boot Iv]

metldr SPE run *Idr
lvlldr decrypt Ivl

Name updateable | revocable™ usage
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Chain of Trust

Processor /
Mode

bootldr SPE boot Iv0

lvO PPE HV boot Iv]

metldr SPE run *Idr
lvlldr decrypt Ivl

Name updateable | revocable™ usage
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Breaking loaders

_rl —T
Revocation list buffer Iv2ldr code Revocation list buffer
rvk isolated rvk shared
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Breaking loaders

_rl —T
Revocation list buffer Iv2ldr code Revocation list buffer
rvk isolated rvk shared
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Breaking loaders

_r —T
Revocation list buffer Iv2ldr code Revocation list buffer
rvk isolated rvk shared
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BrcEEE You have eafriéda trophy.
‘¥ Obtained AES keys

ro—— ——

Revocation list buffer Iv2ldr code Revocation list buffer
rvk isolated rvk shared
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® Only™ a bug in isolated loaders

~ ® Chain of Trust already broken for all sold
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-4~ You have earned a trophy.
o ‘¥ Chain of Fail

==

® . Only” a bug in isolated loaders

® Chain of Trust already broken for all sold
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Xbox Wii 360 PS3
On-die bootROM A A 4 {
On-die key storage v

Public-key crypto A v

Chain of trust v

Per-console keys

Signed executables

P : Sl :

i P | QP o \ o~ :
= - . 1 €

SO RRE R o ecaurr oprocesso ~
=1) . g‘¢5'-' o R L N e g Ca i,

-~ ’.I" g B « 7> - B - e 5 A by

- d
AP . -

Full media encryption and signing

Mittwoch, 29. Dezember 2010



SELFs

SCE header
ehdr + phdr
ader i - encrypted metadata key
1 metadata

SELF key ECDSA signature E
—~ /| +
T
4] »

ehdr + phdr (again...)
phdr #0 data
/ phdr #1| data
ELF

phdr #N data 7
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SELFs

phdr #| data

SCE header
ehdr + phdr
encrypted metadata key
How does metadata

this work? ECDSA signature I_J;
ehdr + phdr (again...) ‘_|’_’
phdr #0 data ‘Ul »
1] =

phdr #N data 7
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These are public:
p,a,b,G, N (elliptic curve params)

() = public key
e = hash of data
R, S = signature,

and these are private:
m = random

k = private key.




A signature is a pair of numbers R, S computed
by the signer as

R = (mG),
S:€+kR.
m

It is imperative to have a random m for every
signature: from a pair of signatures that use the
same m, we can compute m and k.
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R = (mG), R = (mG),

LR LR
g — LrhEn o G2

T T

When m is identical for two signatures, so is R,
and

€1 — €2
51— 52 =
T
€1 — €9
TYl, —
S1 — 5o
mSZ — €4 i 6132 — 6231_

k = — .
R - R(S51—52)




Our ECDSA code

Used for HBC’s network update function

def generate_ecdsa(k, sha):
k = bytes_to_long(k)
e = bytes_to_long(sha)

m = open(“/dev/random”,”rb”).read(30)

if len(m) != 30:
,“.fkﬂq\#q;aise,Exce-tion(ﬁgaf-e:;Iovget,m?r; it
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m = open( : ) . read(30)
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Sony’s ECDSA code

{‘ﬂ{ get RandomNumber ()

return Y. // chosen by fair dice roll.
// quaranteed to be random.




With private keys you can
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You have earned a trophy.
‘W Public Private Keys

With private keys you can
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Xbox Wii 360 PS3
On-die bootROM A A 4 {
On-die key storage v

Public-key crypto A v

Chain of trust v

Per-console keys

Signed executables
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Xbox Wii 360 PS3
On-die bootROM A A 4 {
On-die key storage v

Public-key crypto A v

Chain of trust v

Per-console keys

Signed executables

P : Sl :

i P | QP o \ o~ :
= - . 1 €

SO RRE R o ecaurr oprocesso ~
=1) . g‘¢5'-' o R L N e g Ca i,

-~ ’.I" g B « 7> - B - e 5 A by

- d
AP . -

Full media encryption and signing

Mittwoch, 29. Dezember 2010



You have earned a trophy.
C‘)’“dd'e;‘ m ‘QFallOverfloW .

Public-key crypto v v

Chain of trust v

Per-console keys

Signed executables

Security coprocessor

Full media encryption and signing
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Thanks, Sony!
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